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ABSTRACT

ABSTRACT

Cybersecurity plays a crucial role in today’s interconnected world as cyber
threats continue to rise. Moreover, with the ever-increasing dependence on
digital infrastructure across industries, organizations must develop robust
cybersecurity measures to detect and mitigate network attacks. This thesis
studies Machine Learning and Distributed-ledger Technology to detect and
mitigate network attacks in IoT networks using hardware accelerator platforms.

This study researches a scalable security approach for IoT networks from the
edge to the cloud, combining Blockchain technology and anomaly-based Intru-
sion Detection Systems. From the top-down view, the cloud layer operates a
Blockchain network containing smart contracts for securely managing IoT de-
vices. At the device layer, machine learning models are trained to detect net-
work attacks using hardware accelerators, including GPUs (Graphics Processing
Units) and FPGAs (Field-Programmable Gate Arrays). The research highlights
three main key findings. Firstly, smart contracts can manage network states effi-
ciently and consistently by recording events on a distributed ledger. The data on
a Blockchain are immutable and accessible from the Internet. The Blockchain’s
key contribution is to ensure data integrity, providing scalability and flexibility
to the network at an abstract level. Secondly, machine learning models can
detect unseen attacks and achieve high detection rates. Thirdly, lightweight
machine learning models can be accelerated on FPGAs, significantly reducing
overhead and adapting in high-speed, real-time network environments with

minimum latency.

The first implemented prototype has achieved accuracies of 98.57% and
99.66% on the UNSW-NB15 and IoT-23 datasets, respectively. The inference
engine was tested on different platforms: CPU, GPU, Al-microcontroller, and
FPGA. In particular, the machine learning models are optimized on FPGA,
resulting in a speedup compared to other platforms. The prototype FPGA-based
Gateway was deployed on the Alveo U280 card (NetFPGA-PLUS) to evaluate
the proposed architecture. The artificial neural network models have achieved
the highest processing speed at 20Gbps with a packet loss rate of approximately
0.13%. The convolutional neural network models have produced a maximum
processing speed of 8.38 Mbps, corresponding to 16,895 packets per second.
The proposed approach offers innovative, scalable security solutions for IoT
networks that can be mapped to the latest computing architectures.
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Chapter 1

Introduction

1.1 Motivation

Internet of Things (IoT) security has become increasingly important in the
2020s due to its remarkable technological evolution. Firstly, there are ever-
increasing demands for automation and smart devices in essential sectors, in-
cluding healthcare, military, manufacturing and smart homes/cities, to name
a few. This leads to an estimation of billions of new IoT devices joining each
year (Lionel Sujay Vailshery 2024). Secondly, Artificial Intelligence (AI) tech-
nology is having a significant impact on human life. For example, a machine
can imitate human behaviours by learning from experiences and then being
able to evolve to deal with complicated tasks very rapidly; thus, hackers can
use Al to explore a system’s vulnerabilities or attack the system to disrupt the
system’s operations. Additionally, while the overall IoT architecture generally
follows network infrastructure standards, the number of layers, technologies,
and protocols within each layer are diverse. Building a secure and scalable IoT
network requires attention to every aspect.

In 2024, the financial market witnessed a new wave with the spot Exchange-
Traded Fund (ETF) approvals (Gary Gensler 2024) of the two most popular
cryptocurrencies, Bitcoin and Ethereum. These approvals have made cryptocur-
rencies becoming more valuable and accessible than before!. Blockchain, the
underlying technology behind cryptocurrencies, has gained significant adoption

!Disclaimer: Parts of this thesis study Distributed-ledger Technology, Blockchain and smart
contract platforms associated with digital assets (cryptocurrencies). The content presented in
this thesis is for educational purposes only. It is not intended to serve as financial advice,
investment recommendations, or endorse any specific technologies, platforms, or digital assets.
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with numerous emerging applications. Specifically, Blockchain is a form of DLT
that operates a decentralised, peer-to-peer network to maintain synchronised
copies of the ledger. This distributed data storage ensures data integrity, redun-
dancy and security by eliminating the single point of failure in the centralised
storage systems. Smart contracts were introduced in modern Blockchain net-
works, which have the ability to integrate business logic into the Blockchain.
Smart contracts are triggered by transactions and execute automatically with-
out a central entity. This work utilises smart contracts to manage access control
in IoT networks.

In the meantime, the development of Al has dramatically impacted many ar-
eas, including the shift in implementing Intrusion Detection Systems (IDSs).
Al applications have become a prominent topic because this technology can
train machines to mimic human cognitive functions. It has achieved success in
solving many practical problems, such as speech-recognition (Gao et al. 2019),
encryption (Maitra et al. 2019), biosignal monitoring (Antonopoulos and Voros
2017), etc. Besides, Machine Learning (ML) (Expertsystem 2022) is renowned
as an application of Al that can improve itself based on experience. ML has
shown high efficiency and applicable results in predicting attacks in anomaly-
based IDS, which is one of the classification problems. Many ML classification
techniques (Mandy Sidana 2017) such as linear classifiers, logistic regression,
support vector machines (SVM), decision trees (DT) and artificial neural net-
works (ANN) have been used to predict the category to which the data belongs.

While smart contracts enhance security on the cloud, the IoT network can de-
ploy security approaches to detect attacks early at the edge (device level). These
approaches can be categorised into signature-based and anomaly-based IDS. A
signature-based IDS can only detect known attacks by comparing input patterns
with the database. To tackle this issue, state-of-the-art IDSs use anomaly-based
approaches (Garcia-Teodoro et al. 2009) to detect unknown attacks. Anomaly-
based IDSs are more memory efficient since the former classify infected packets
by comparing them with known patterns (Khraisat et al. 2019) (stored in an
extensive database). In contrast, the latter can produce the same result by
using lightweight mathematical models. Additionally, anomaly-based IDS can
detect new attacks, while conventional systems cannot. This work focuses on an
anomaly-based IDS at the edge. This approach brings security functions to the
device, thus increasing the possibility of preventing attacks before they cause
global damage to the system. In particular, lightweight ML models are trained
and implemented on IoT Gateways to detect network attacks.

A Scalable Security Approach for IoT 2 DUC-MINH NGO
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Hardware accelerators, such as GPUs (Graphic Processing Units) and FPGAs
(Field Programmable Gate Arrays) have a vital role in cybersecurity. For in-
stance, with the rapid growth of databases in a system, an anomaly-based IDS
demands up-to-date ML models to deal with attacks; GPUs have been proven as
a time-efficient platform for training ML models compared to traditional CPUs
(Central Processing Unit). While GPUs excel in general-purpose parallel com-
putations, FPGAs adapt better to a specific task, such as inference, with less
energy consumption. In terms of IoT devices, security solutions vary according
to different perspectives. Edge devices are limited in computing resources and
are susceptible to malware, side-channel and authentication attacks. There are
more powerful devices, called Gateways, which are usually located between
edge devices and the cloud, to collect data and manage edge devices. Gateways
face higher-level attacks such as network, data and privacy attacks. This work
accelerates lightweight ML models, including ANN and CNN, on an FPGA-based
architecture.

1.2 Literature Review

An IoT network architecture can be diversified by combining multiple layers,
depending on the network’s goal and environment. For instance, a basic IoT
network serving a dedicated application may only require minimum data collect
on devices (sensors, actuators, etc.) and a host gateway to collect, process, and
display information. In contrast, a fully scalable IoT network for an ecosystem
may need multiple clusters of local devices connected to its dedicated Gateway.
These Gateways can exchange data with the upper layers, such as the applica-
tion layer, data management layer, cloud layer, etc. This section discusses the
related work in IoT security from the architecture’s view.

1.2.1 IoT Security: An Architecture View

With continuous and rapid developments in IoT architecture and technology,
IoT security can be developed at four different layers (Prasad, Kapoor, and
Singh 2024): application, processing, network, or perception layers to counter
threats and vulnerabilities. Each layer faces different challenges due to the
variety of security threats (Sun et al. 2024). For instance, since edge and sensor
devices at the perception layer are limited in computing resources, they require
lightweight protection models rather than complex algorithms (Musaddiq et

A Scalable Security Approach for IoT 3 DUC-MINH NGO
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Figure 1.1: A high-level view of an IoT architecture with four layers: applica-
tion, processing, network, and perception. This architecture is an abstraction
of the practical IoT topology and application architecture on the left-hand side.

al. 2022). The network presents the communication channel between devices
and administrators; thus, this layer attracts most attacks, such as DoS/DDoS,
routing, traffic analysis, spoofing attacks, etc. In the processing and application
layer, there are issues related to access control and data processing privacy
that need to be resolved. The traditional method with static access control is
becoming inefficient in modern systems (S. Shen et al. 2023).

Figure 1.1 illustrates the high-level view of a practical IoT network, including
the IoT topology and IoT architecture side by side. This topology has multiple
layers, namely the Cloud, Control, Gateway, and IoT Device; they are mapped
to the four-layer IoT architecture on the right. This figure visualises the thesis
goals, which study scalable security approaches in IoT networks. Blockchain is
proposed to enhance scalable security in the cloud while anomaly-based IDSs
are implemented across the control and device layers. Specifically, lightweight
ML models are used at the hardware-based Gateway level for early attack de-
tection in high-speed network environments. This section summarises a high-
level view of existing works in IoT Security from the edge to the cloud utilising
Blockchain, anomaly-based IDSs, and hardware accelerations.
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IoT Security trends have evolved toward integrating Al, Blockchain, and
decentralized solutions, emphasising scalability and security (Rupanetti and
Kaabouch 2024). Each layer of IoT architecture has seen specific advance-
ments, and the focus has shifted from traditional security methodologies to
highly adaptive, scalable and decentralised solutions (Jewani and Abimannan
2023).

In addition, state-of-the-art IoT security systems must emphasize scalability as
the number of new devices in the network continues to grow exponentially
with the integration of sophisticated technologies. Three critical aspects of an
IoT security system must be addressed: system management and scaling, the
integration of new Al techniques for security, and adaptation to high-speed net-
work environments.

To tackle these challenges, the thesis focuses on scalable security approaches for
IoT networks utilising distributed ledger technology, anomaly-based intrusion
detection systems (IDSs), and hardware accelerators. The following sections
present the related work to support the proposed approaches.

1.2.2 IoT Security on The Cloud: Smart Contract Technology

for IoT Access Control

Blockchain and smart contracts have had a big impact on IoT security lately.
It has been involved in artificial intelligence of things (M. Shen et al. 2023)
as a solution in terms of efficiency, security, privacy, trust and incentives. The
authors in (Yazdinejad et al. 2022) have proposed Blockchain-enhancing feder-
ated learning in a cluster-based architecture for anomaly detection in IIoT net-
works. According to researchers in (Shammar, Zahary, and Al-Shargabi 2021)
and (Reyna et al. 2018), Blockchain and smart contracts technology enhances
IoT security in different aspects, including authentication, access control, pri-

vacy, trust, and reputation.

Blockchain and smart contracts are widely used in IoT access control and secu-
rity due to their decentralised nature and data integrity. Table 1.1 summarises
existing research results on IoT security using Blockchain.

A Scalable Security Approach for IoT 5 DUC-MINH NGO
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Table 1.1: Summary of existing literature on IoT security and access control
using Blockchain and smart contracts.

’ Work ‘ Methodology ‘ Results ‘ Network ‘ Categorise ‘
(Algarni et | Proposes a multi-agent | Enables secure | Private IoT access
al. 2021) system to provide | communication be- | Blockchain | control

lightweight, decentralised | tween IoT devices,
IoT access control security. | fog nodes and
cloud computing.
(P. Kumar, | PCA (Principal Compo- | Achieves improved | Ethereum IoT privacy
R. Kumar, | nent Analysis) technique | efficiency since it | Blockchain | and security
etal. 2021) | was used to transform | is immune to infer-
raw data, which was | ence and data poi-
then  transmitted by | soning attacks.
Blockchain. Gradient
Boosting Anomaly Detec-
tor (GBAD) was trained
on ToN-IoT and BoT-IoT
datasets to evaluate the
framework.
(Wickstrom, | An authentication model | Smart contracts | Ethereum’s | IoT access
Westerlund, | for IoT devices and the | were tested and | Ropsten control
and Pulkkis | distribution of tasks using | verified with rea- | testnet
2021) two types of smart con- | sonable transaction
tracts: manager and de- | costs. The system
vice contracts. can handle au-
thentication  and
authorisation.
(Abubakar Uses smart contracts on | Smart contract | Ethereum’s | IoT authen-
et al. 2022) | the Ethereum network as | functions are tested | Ropsten tication
an additional method in | on a test net. testnet
the two-factor authenti-
cation (2FA) process for
web-based access to sen-
sor data.
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(Dwivedi, A Blockchain-based frame- | Only authorised | Ethereum’s | IoT privacy
Amin, and | work for data authenti- | users can access the | Ropsten and authen-
Vollala cation and storage in an | data stored on the | testnet tication
2023) IoT environment. The de- | off-chain  storage

sign includes three layers: | system. The cost

IoT devices, fog nodes and | analysis  confirms

IPFS. Smart contracts are | a linear relation-

deployed at the fog nodes | ship between the

to authenticate and trans- | transaction and

fer data to the storage lo- | execution cost and

cated at the IPFS layer. transaction fee and

transaction cost.

(H. Shah et | Proposes a two-layer | Detects the in- | Ethereum IoT and
al. 2023) security approach for an | truders in  the | Blockchain | smart

IoT environment.  The | IoT system with contract

first layer filters legit- | an accuracy of security

imate users by wusing | 99.72% and pre-

ML techniques to filter | dicts whether the

network packets sent by | smart contracts

users. Legitimate users | are malicious or

are granted permission to | non-malicious, with

deploy smart contracts. | an accuracy of

These contracts are fed | 99.27%.

into ML models, which

present the second layer

of security.
(Bobde A Blockchain gateway | Blockchain protects | Private IoT security
et al. 2024) | classifies data based on | the data from sen- | Blockchain | and access

probability levels and | sor nodes and sends | (PoA) control

decides their storage | it to a Blockchain

in cloud servers or the | gateway. Both

Interplanetary File Sys- | Zero  Knowledge

tem. This system employs | Proof and federated

Zero Knowledge Proof | learning enhance

for device authorisation | framework security.

and balances security and

accessibility.
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(Zhonghua, | Proposes three levels of | The system passed | Private IoT access
Goyal, and | access control architecture | the security analy- | Blockchain | control
Rajawat with a smart contract- | sis. The Blockchain | (improved
2024) based attribute-based ac- | test result shows | PoW)

cess control model in the | that when the num-

middle. It comprises four | ber of accesses in-

smart contracts, namely | creases, the time

management, judge, pun- | spent on each ac-

ishment and access control | cess increases lin-

contracts. early.
(Pittaras et | A novel design of the | Securing the real | Ethereum IoT access
al. 2024) smart contract-based | IoT devices and the | and Hy- | control

digital twins on two | gateways by allow- | perledger

Blockchain scenarios | ing consumers to | Fabric

(public and private). In- | interact with them | Blockchain

troduced an architecture | only through their

for accessing and con- | smart contract-

trolling IoT devices using | based digital twins.

Blockchain.
(Rashid, Proposes smart contracts | Gas costs and | Ethereum IoT access
Masood, for registering devices and | latency were mea- | testnet control
and A. u. R. | creating policies in IoT | sured. The policy
Khan 2024) | networks. size greatly affects

gas  units  con-
sumed.

In (Abubakar et al. 2022), the authors proposed Blockchain for two-factor au-
thentication. The authentication is deployed at the application level, and there
are no countermeasures if the devices are infected. The authors in (Algarni
et al. 2021; Wickstrom, Westerlund, and Pulkkis 2021; Zhonghua, Goyal, and
Rajawat 2024) and (Rashid, Masood, and A. u. R. Khan 2024) have focused
on high-level IoT access control using smart contracts. The designs are purely
based on smart contracts on the Blockchain. The research (Zhonghua, Goyal,
and Rajawat 2024) has combined smart contracts in Blockchain with attribute-
based access control. However, the work only focuses on access control under
the edge Internet of Things and does not deal with the existing environment.

Similarly, Blockchain has been used as an intermediate mechanism for con-
sumers to interact with IoT networks (Pittaras et al. 2024). The gateways,
which control edge devices, can interact with smart contracts. In (Dwivedi,
Amin, and Vollala 2023) and (Bobde et al. 2024), the authors have proposed
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off-chain solutions for data storage since it is expensive to store data on a live
Blockchain (or on-chain). In particular, the authors in (Bobde et al. 2024) have
used a private Blockchain with PoA consensus to deploy security from the sen-
sor nodes’ level. However, the work did not test the system’s scalability. In (P.
Kumar, R. Kumar, et al. 2021) and (H. Shah et al. 2023), the authors have com-
bined smart contracts and IDS for IoT security and access control. This concept
has added an extra layer of security to [oT networks. In addition, security in a
smart contract is also a concern (H. Shah et al. 2023) and requires careful at-
tention to build a comprehensive secured system. While much research focuses
on designing smart contracts, IDS and hardware accelerators can potentially
add efficiency and scalable security to IoT networks.

1.2.3 IoT Security at The Edge: Anomaly-based IDSs Using
Hardware Accelerator

IDSs (Intrusion Detection Systems) can be categorised into two groups:
signature-based and anomaly-based IDSs, depending on the detection tech-
niques used in the system. This section discusses the anomaly-based IDSs using
ML to detect network attacks.

Machine learning and deep learning (DL) have been widely adopted in
anomaly-based IDS to detect unseen attacks (Yang et al. 2022; Alsoufi et al.
2021). The authors in (Hasan et al. 2019; P. Kumar, G. P. Gupta, and Tripathi
2021) have experimented with various machine learning algorithms on an
IoT-based open-source dataset. They have achieved up to 99% accuracy by
applying the random forest (RF) classifier; however, the dataset used in this
research was small (357,952 records) compared to other practical datasets. RF
has also been claimed, in (Thamaraiselvi and Mary 2020), as the best algorithm
for detecting anomalies. Meanwhile, DL has shown better performance when
dealing with large datasets. For instance, researchers in (Vinayakumar et al.
2019) have trained deep neural network (DNN) models on six different
datasets with the best training accuracy in the range 95% to 99% on the
KDDCup-99 and NSL-KDD datasets. On the same datasets, the system in (Xu
et al. 2018) has achieved similar results (up to 99% detection rate) by using a
DNN model with an automatic feature extraction method. Even though ML and
DL are prominent techniques for anomaly-based IDS with high detection rates,
the trained DL models usually require substantial computational resources,
which are limited on standard IoT devices.

A Scalable Security Approach for IoT 9 DUC-MINH NGO
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Table 1.2: Summary of anomaly-based IDS for IoT networks

| Work | Dataset | Platform | Accuracy |
(T. D. Nguyen et al. 2019) | Self-generated Redeon Rx 460 GPU | 95.6%
(Mothukuri et al. 2021) Modbus network Lambda GPU 99.5%
(Vaccari et al. 2020) MQTTset Core Intel i7 dual, | 98.0%
16GB of RAM

(Manimurugan et al. | CICIDS 2017 Core Intel i7, 16GB | 99.4%
2020) of RAM

(Yin et al. 2020) Yahoo Webscope S5 | Google Colab 99.6%
(Bovenzi et al. 2020) Bot-IoT Not mentioned 99.0%
(Protogerou et al. 2021) Self-generated Not mentioned 97.0%

Table 1.2 shows a summary of anomaly-based IDS for IoT networks. The pa-
per (T. D. Nguyen et al. 2019) has introduced a federated self-learning
anomaly detection in IoT networks on a self-generated dataset. Similarly,
authors in (Mothukuri et al. 2021) have proposed a decentralised federated-
learning approach with an ensembler, which combines long short-term memory
(LSTM) and gated recurrent units to enable anomaly detection. Researchers
in (Vaccari et al. 2020) have tested various ML algorithms on a generated
dataset, called MQTT, for IoT network attack detection and achieved an accu-
racy of 98%. DL algorithms have also been used to generate detection models
from various IoT datasets. For instance, authors in (Manimurugan et al. 2020)
have built deep belief network models from the CICIDS 2017 dataset to classify
normal records from six different attack types, with an average accuracy of
97.46%. In (Yin et al. 2020), the Yahoo webscope s5 dataset was used as input
for convolutional neural network (CNN) and recurrent autoencoder algorithms.
Authors in (Bovenzi et al. 2020) have generated lightweight detection models
based on a deep autoencoder from the Bot-IoT dataset. The best setup has
reached 97.61% F1-score; however, the hardware platform for experimenting
with the system is not mentioned. The self-generated dataset is collected
in (Protogerou et al. 2021); the data are fed into a graph neural network,
which has produced up to 97% accuracy.

In terms of parallel computing platforms, the authors in (Sudeendra Kumar
et al. 2017) have mentioned SoC as a future platform for securing IoT devices.
Accelerating semantic caching on FPGA has been used in (d’Orazio and Lallet
2018) and (Lallet, Casseau, d’Orazio, et al. 2020) for IoT security monitor-
ing. The work in (Samir et al. 2019) compares ASIC and FPGA for IoT secu-
rity based on studies from the CAESAR competition (CAESAR 2019). ANN
for intrusion detection systems is proposed on an SoC platform in (Ioannou
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and Fahmy 2019), they have achieved a speed-up of 161.7 times faster than
software-based methods. However, this research has experimented on a la-
belled NSL-KDD dataset, which is different from classifying network packets. In
summary, most of the work in this area has focused on encryption and decryp-
tion algorithms instead of machine learning techniques on network packets for
detecting attacks.

FPGAs have advantages in parallel processing and reprogrammable capabil-
ities, making them faster and more efficient in executing heavyweight pro-
cesses, such as image processing, than microcontrollers (Elnawawy et al. 2019).
Lightweight ANN models have been trained on the NSL-KDD dataset and de-
ployed on an SoC FPGA platform (Ioannou and Fahmy 2019). As mentioned
above, they have reported a speedup of 161.7 times faster than software-based
methods. Similarly, (T. Zhang, Tehranipoor, and Farahmandi 2023) has pro-
posed a framework integrating power side-channel capturing and ML models
for detecting attacks on a Xilinx ZCU104 FPGA. Specifically, the framework in-
volves data collection and pre-processing, followed by training neural network
models using a GPU. The trained model is then quantised and passed through
the HLS tool to generate an RTL design, which is deployed onto the FPGA for
inference with overhead at the picosecond level.

DDoS attack mitigation for IoT devices using a SoC platform has been investi-
gated in (Brasilino and Swany 2019). This work has implemented a method
for defending against DDoS attacks on a ZedBoard (Avnet 2024). In this sys-
tem, the FPGA assists the ARM CPUs in mitigating DDoS attacks. Experimental
results have demonstrated that the system can handle up to 10,000 requests
per second before the CPU becomes saturated. This rate is approximately 4.58
Mbps in processing throughput. In (Y. Zhao et al. 2021), the researchers have
proposed a design that combines an FPGA and CPU to reduce threat traffic. The
FPGA is designed in a pipelined fashion for user instruction analysis. They have
reported a maximum forwarding processing capacity of 1.652 Gbps.

From the IoT network point of view, anomaly-based IDSs have to be carefully
designed and implemented due to the device’s limitations. On the one hand,
IoT devices come from different manufacturers, requiring additional hardware
configurations and connections. In other words, there has yet to be a consen-
sus regarding protocols and standards between IoT devices; as a result, de-
ploying and establishing communications for these devices is time-consuming.
On the other hand, many devices need continuous power to function correctly;
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integrating ML applications into IoT devices has to consider both power con-
sumption and computational capability. Additionally, anomaly-based IDS run
real-time applications that heavily depend on hardware platforms. Thus, it is
important to choose suitable hardware for prototyping and deploying IoT ap-
plications.

1.3 Aims of Thesis

The thesis studies scalable security approaches for IoT networks utilising ML
(Machine Learning) and DLT (Distributed-ledger Technology) on hardware ac-
celerators. The thesis aims to achieve the following milestones:

* The thesis studies IoT architecture and protocols, focusing on security
aspects that enhance scalability and integrability.

* The thesis explores the role of hardware acceleration platforms, including
FPGA, GPU, and Al-assisted microcontrollers, in an anomaly-based IDS
(Intrusion Detection System) using machine learning algorithms.

* The thesis studies DLT (Distributed-ledger Technology), Blockchain plat-
forms, and Smart Contracts’ applications in IoT security.

* The thesis studies the combination of Blockchain and anomaly-based IDSs
for scalable security in IoT networks. On the one hand, Blockchain en-
hances IoT security and scalability in the cloud, while anomaly-based IDSs
can detect attacks early at the edge. On the other hand, hardware acceler-
ators are utilised for edge devices in the high-speed network environment.

Finally, the thesis proposes a scalable security framework, which is designed,
implemented, and evaluated in a practical network environment. The imple-
mented prototype is evaluated and compared to related works. More impor-
tantly, based on experimental results, the thesis concludes with contributions
and future directions to facilitate further research.

1.4 Thesis Outline
The thesis is organised into seven chapters, with the remaining chapters being
organised as follows:

Chapter 2: Intrusion Detection System. This chapter presents research on IDSs,
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including background knowledge on network architecture, communication
models, and known network attacks. Besides, the chapter studies practical
datasets, which will be used to test the proposed approach. Next, an efficient
anomaly-based IDS framework for IoT gateways and edge devices using
lightweight ANN models is proposed. More specifically, the ANN models
are tested with a hierarchical decision-making approach. The experiment
employs the I0T-23 dataset (Garcia, Parmisano, and Erquiaga 2020a) for
evaluating detection accuracy. The chapter’s contribution was published in the
International Conference on Field-Programmable Logic and Applications (Ngo,
Temko, et al. 2021).

Chapter 3: Leveraging Hardware Accelerators for Enhancing Security in IoT Net-
works. This chapter studies IoT security using IDSs by exploring the frame-
work from the previous chapter. Chapter 3 focuses on hardware acceleration
solutions to enhance IoT security at the edge. Firstly, the chapter studies an
overview of IoT architecture and protocols to understand the current structure
of IoT networks. Following this, the chapter investigates common attacks in
IoT networks, focusing on attacks in networks and protocols. Secondly, differ-
ent computing platforms, including microcontrollers, CPUs, GPUs, FPGAs, and
ASICs, are compared and discussed. Specifically, the hardware platforms used
for the design, implementation, and evaluation of the proposed approach are
highlighted. Finally, the chapter proposes an anomaly-based IDS framework on
heterogeneous hardware for IoT devices. The framework aims to generate high-
efficiency and low-power consumption ANN models for deploying on hardware
accelerators. The chapter’s contribution was published in Future Internet jour-
nal, MDPI (Ngo, Lightbody, Temko, Pham-Quoc, et al. 2023a).

Chapter 4: Deep Packet Inspection: Convolutional Neural Networks Approach.
This chapter provides an overview of the history and approaches of deep packet
inspection systems. In detail, the proposed CNN models for deep packet inspec-
tion are implemented and evaluated. The proposed approach involves labelling
network packets in the [0T-23 dataset from pre-trained ANN models; then, CNN
models are trained to detect attacks at the packet level. The short-term devel-
opment plan that optimises the CNN models for implementation on FPGA hard-
ware, which will be put into practice in Chapter 6, is discussed. The chapter’s
contribution was published in the International Conference on Intelligence of
Things, Springer Nature Switzerland (Ngo, Lightbody, Temko, Pham-Quoc, et
al. 2023b).
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Chapter 5: Distributed-ledger Technology: Blockchain and Smart Contracts for
IoT Security. This chapter studies Distributed-ledger Technology (DLT) for IoT
security in the cloud. Firstly, the chapter studies the background knowledge on
DLT, Blockchain, and smart contracts. These technologies form the backbone
of modern decentralised systems, with DLT and Blockchain offering secure and
immutable data records across the network. Next, the role of smart contracts in
managing and securing IoT devices is explored. The chapter focuses on method-
ologies to enhance the scalability and accessibility of IoT networks using smart
contracts. Finally, the proposed approach that utilises smart contracts on the
Blockchain to enhance security and scalability in IoT networks is implemented
and evaluated. Smart contracts are employed for IoT authentication and au-
thorisation. The smart contracts can coordinate with anomaly-based IDSs to
enhance security for IoT networks from the edge to the cloud. The chapter’s
contribution was published in the International Conference on Intelligence of
Things, Springer Nature Switzerland (Ngo, Lightbody, Temko, Murphy, et al.
2024b).

Chapter 6: Framework Design and Implementation. This chapter encompasses
the continuous developments from the previous chapters, including the imple-
mentation and evaluation of the proposed security approaches from the edge
to the cloud. In detail, the implemented network architecture for IoT networks
comprises three layers, namely cloud, control, and IoT devices. The proposed
approach enhances system security and scalability by leveraging smart contracts
technology and ML on hardware accelerators. Secured functions are designed
and integrated into each layer. The chapter’s contribution was published in
IEEE Access journal (Ngo, Lightbody, Temko, Murphy, et al. 2024a).

Chapter 7: Conclusion and Future Work. This chapter concludes the thesis by
discussing the implemented solutions and experimental results. Additionally,
future research directions are discussed to either improve or develop further
avenues of research.
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Chapter 2
Intrusion Detection Systems

In recent years, the fourth industrial revolution (or Industry 4.0) has signifi-
cantly impacted IoT networks’ developments. IoT has found many applications,
including manufacturing, medical, financial, smart agriculture and automotive
applications, just to name a few. As a result, the number of devices intercon-
nected through IoT networks grew significantly. Privacy and security issues
have become one of the most critical concerns for the scalability and widespread
use of this technology.

This chapter studies background knowledge in network architecture, including
TCP/IP and OSI models. Next, the existing network attacks and intrusion detec-
tion systems are explored. The UNSW-NB15 and IoT-23 datasets will be used to
test the proposed approach. These datasets, which contain real-world network
traffic data, are essential for validating ML models in detecting attacks.

Finally, the chapter proposes an efficient anomaly-based IDS framework for IoT
gateways and edge devices using NN models. More specifically, the NN models
are then tested with a hierarchical decision-making approach. The experiment
employs the I0T-23 dataset (Garcia, Parmisano, and Erquiaga 2020a) for eval-
uating detection accuracy.

2.1 Network Architecture

2.1.1 TCP/IP and OSI Models

The TCP/IP (Transmission Control Protocol/Internet Protocol) model,
which was implemented by the US Department of Defence in the 1960s, is the

20
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Figure 2.1: The TCP/IP model compared with the OSI model (Fiberbit 2013).

fundamental and most used architecture in digital communication. The struc-
ture established connections between points/applications to transmit/receive
data correctly. The model uses the protocol to split data into packets instead
of sending the whole message; then, each packet can take a different route,
depending on the load balancing policy in the routers to which the packet
is transmitted. On the receiver side, packets are reassembled to recover the
message data.

TCP/IP uses a three-way handshaking mechanism to set up a connection be-
tween devices (servers/clients). After a connection is made, the devices start ex-
changing data through the network, which includes multiple routers, switches,
and hubs, to reach other devices. Both the sender and receiver must synchronise
and acknowledge packets before communication begins; then, they can transfer
TCP socket connections. The TCP/IP model includes four layers, namely Appli-
cation, Transport, Internet, and Network.

The OSI (Open Systems Interconnection) model is another mechanism for
transmitting data. Instead of using four layers, the OSI OSI model follows a
seven layer structure. They are Application, Presentation, Session, Transport,
Network, Datalink, and Physical layers.

Figure 2.1 illustrates the layers’ mapping between the TCP/IP and OSI models.
The main differences between the two models are in the Application and Net-
work Access layers. The OSI model separates the Presentation and Session from
the Application layer in contrast with the TCP/IP model. The Physical layer is
not covered by the TCP/IP model since the Datalink layer is designed to be in-
dependent of the underlying physical media. This enhances flexibility in the
TCP/IP model for adapting to different physical connections, such as Ethernet,
Wi-Fi, fibre optics, etc. Overall, both the TCP/IP and OSI models provide a net-
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Figure 2.2: The packet header structure in the Ethernet II frame standard
(Huawei 2024).

working structure for transmitting communication data using a layered system.
In both models, each layer has a dedicated purpose, making pinpointing failure

points easier.

2.1.2 Packet Structure

Figure 2.2 illustrates the Ethernet II frame and the main fields in the internet
and transport layers. Ethernet II frames, also known as Ethernet V2 frames,
are the most common Ethernet frames on LANs. Currently, most TCP/IP appli-
cations (such as HTTP, FTP, SMTP, and POP3) carry packets over Ethernet II
frames (Huawei 2024). Anomaly-based IDS can very effectively learn to detect
attacks from this header information.

2.1.3 Network Attacks

According to (Aljabri et al. 2021; Pawar and Anuradha 2015; Packetlabs 2023),
network attacks can be classified into two main categories: active and passive
attacks.

Active attacks include attacks in which attackers bypass the authorisation pro-
cess to enter a system, access data, and change it with encrypting or deleting
operations. Common active attacks are described below:

* Spoofing attacks are impersonating activities so that the attacker appears
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to be a trusted instance. Spoofing attacks can be in different forms, such
as email spoofing, IP address, DNS, ARP spoofing, etc.

* Modification attacks happen in forwarding devices (switches and routers),
which have routing tables modified by the attackers. The attack causes a
delay between devices because packets are travelling using long routes.

* Wormbhole attacks also alternate packet routes but use a different mecha-
nism than modification attacks. This can also be called a tunnelling attack,
in which an attacker receives a packet at one node and sends it from an-
other malicious node in the network, bypassing normal routing paths.

* Fabrication attacks are attempts to change the routing table by using false
routing messages.

* DoS and DDoS (Denial of Service and Distributed Denial of Service, re-
spectively) attacks are flooding attacks in which attackers flood a network
or server with excessive traffic to exhaust the computing resources of the
target, thus preventing access by legitimate users.

» Sinkhole attacks prevent the server from obtaining correct information. In
this attack, a malicious node tries to collect data from neighbour nodes.
So the attacker can modify, forward, or drop packets.

 Sybil attack occurs when a malicious entity creates multiple fake identi-
ties to manipulate or gain control over a distributed network. In addi-
tion, Sybil attacks can happen when a malicious node shares its data with
other malicious nodes, increasing the number of malicious nodes in the
network. This attack usually happens in distributed systems to gain con-
trol over the network.

Passive attacks differ from active attacks since the attackers do not alter the
data resources. Instead, attackers illegally access a network and monitor/steal
information in the system, including application and user data. Common pas-
sive attacks are described below:

* Traffic analysis attacks can reveal insights into the network infrastructure,
users’ behaviour, and the data content without decrypting it. To achieve
this, the attacker first collects information on the communication path
between the sender and receiver. Then, it analyses the collected informa-
tion. There is no modification of data in the traffic analysis attacks.

* Eavesdropping attacks violate privacy in a system. The attacker tries to
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gain confidential information by listening to private communications be-
tween users. The attacker aims to capture information such as digital
keys, credit card details, or any other confidential data being transmitted
over the network.

* Monitoring attacks continuously listen to network traffic, system logs, or
user activities. The attacker can collect data over time to understand and
build up a profile of the system.

2.2 Intrusion Detection System

IDSs (Intrusion Detection Systems) can be categorised into two groups, de-
pending on detection techniques (Azam, Islam, and Huda 2023; Khraisat et
al. 2019), which are signature-based and anomaly-based IDS. This section dis-
cusses detection techniques used in IDSs, along with existing related work. In
particular, state-of-the-art anomaly-based IDSs using ML to detect network at-
tacks are discussed.

2.2.1 Signature-based IDS

Signature-based IDS is designed to detect attacks based on known patterns from
a database (Khraisat et al. 2019). For instance, the signature-based IDS moni-
tors activities in a system and triggers alerts if it detects an activity that matches
a known attack pattern. The pattern database is built by inspecting the system
log files to find sequences of actions previously marked as attacks. By using the
exact matching method, signature-based IDS has high accuracy and low false
positive rates. However, it can only detect attacks saved in the database; thus, it
is ineffective against unknown or zero-day attacks that do not match any known
patterns(Tran-Thanh, Pham-Quoc, and Thinh 2018; P. Wang et al. 2016). Snort
and NetSTAT are well-known as pioneers in deploying signature-based IDSs.

* Snort is an open-source network intrusion detection and prevention sys-
tem developed by Cisco. (Roesch et al. 1999) first proposed Snort in 1998.
Snort is an efficient real-time traffic analysis tool with versatility and scal-
ability. Besides, Snort is backed by a supportive community that ensures
ongoing developments and adoptions. Going beyond an IDS capability,
the latest Snort involves intrusion prevention mechanisms (Intrusion Pre-
vention System - IPS) to stop attacks.
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* NetSTAT (Vigna and Kemmerer 1999) (Network Security Threat Analysis
Tool) focuses on detecting and analyzing network-based threats. While
the Snort detection approach is signature-based, NetSTAT uses a state-
based approach. This approach looks at the system state and context
to generate decisions. NetSTAT offers a comprehensive framework for
monitoring network traffic.

Some of the latest cloud systems, including Microsoft Azure, use signature-
based IDS (Gustavo Modena 2023) to detect threats. The development process
shows efforts to reduce false positive rates while rapidly detecting threats. For
instance, Microsoft’s Azure Firewall Premium offers advanced protection fea-
tures with an up-to-date database that contains more than 67,000 signature
rules. They also offer fine-tuned controls to enhance the efficiency and flexibil-
ity of the system.

Hybrid systems (Rehman, Mushtaq, and Zaman 2024; Li et al. 2024) that com-
bine signature-based methods with anomaly detection are emerging to leverage
the strengths of both approaches. These recent trends in signature-based IDS
indicate a shift towards integrating advanced technologies to enhance detec-
tion capabilities and address limitations inherent in traditional methods. One
notable development is the integration of ML techniques (Ahmed et al. 2025)
to identify network attacks. For instance, the research (Rahim et al. 2025) en-
hances a signature-based IDS by integrating a DL classifier to detect attacks.
The host-based IDS is designed to be context-aware, using domain-level intelli-
gence and a feedback loop to improve detection. This combination of ML tech-
niques and signature-based IDS provides a more comprehensive attack counter-
measure.

2.2.2 Anomaly-based IDS

A state-of-the-art solution for IoT security is an anomaly-based intrusion detec-
tion system (IDS). Compared to traditional IDSs, anomaly-based IDSs are more
memory efficient since the former classify infected packets by comparing them
with known patterns (Khraisat et al. 2019) (stored in an extensive database).
In contrast, the latter can produce the same result by using lightweight mathe-
matical models. Additionally, anomaly-based IDS are capable of detecting new
attacks, while conventional systems cannot.

An anomaly-based IDS detects attacks using mathematical models of the be-
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haviours, which are built from ML, statistical-based or knowledge-based meth-
ods. These models measure the deviation in the input behaviour and compare
it to a defined threshold. The behaviour is considered an attack/anomaly if the
deviation exceeds the threshold. There are three main phases of generating ML
models in an anomaly-based IDS, namely training, validation, and inference.

* The training phase is the learning phase, in which the model learns from
sample data. Typically, a large portion of the dataset is allocated to use in
the training phase compared to the validation and inference phases. The
goal is to learn the similarities between the inputs and the outputs.

* The validation phase evaluates the model’s performance on a separate
subset of the dataset. This phase fine-tuned the model’s parameters for
the next training epoch. The validation results can also be considered as
factors when selecting the best model in the training phase.

* The inference phase is separated from the training and validation phases.
The model with the highest accuracy from the validation phase is chosen
for deployment in the inference phase. This phase aims to make predic-

tions on new, unseen data.

Overall, anomaly-based IDSs use ML algorithms to build models for detecting
attacks. These algorithms are applied to datasets through the training phase
to generate ML models. ML models in an anomaly-based IDS can be trained
using two main approaches: supervised and unsupervised learning (Maseer et
al. 2021). Part of this dissertation focuses on neural network techniques using
the supervised learning approach.

2.2.2.1 Supervised Learning Approach

In the supervised learning approach, ML models are trained on labelled
datasets. Each input sample is assigned to a specific category (or output
label). In the training phase, the model adjusts parameters based on the error
function, which calculates the difference between the predicted output and the
actual output. The supervised learning approach is used in classification and
regression problems (IBM 2024a).

There are numerous machine learning algorithms and their variants used in
the supervised learning approach, such as Neural Networks (NN), Naive Bayes
(NB), Linear Regression (LR), Support Vector Machines (SVM), K-Nearest
Neighbor (KNN), and Random Forest (RF). These algorithms are commonly
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used to address most problems. For example, NNs are widely acknowledged in
a broad range of applications due to their flexibility in modelling complicated
problems. A NN includes layers of nodes that imitate the human neural system
by learning from past events. In each neuron, there are parameters (weights
and a bias) to generate an output from inputs in the previous layer. NNs learn
this mapping function, adjusting parameters based on the loss function.

2.2.2.2 Unsupervised Learning Approach

In the unsupervised learning approach, ML models are trained with unlabelled
data. The goal is to discover hidden patterns or data clustering so the trained
models can place unseen data in the similarity group. While the supervised
learning approach is used in classification, the unsupervised learning approach
shows advantages in solving clustering and dimensionality reduction prob-
lems (IBM 2024b). The most commonly used ML algorithms in this approach
are K-Means Clustering, Hierarchical Clustering, Principal Component Analysis
(PCA), and Autoencoders.

2.3 Datasets

There are limitations in the number of available datasets used in IoT for net-
work security. For instance, several recognised datasets in the field of cyber-
security, such as KDDCUP99 (University of California 1999), ISCX (University
of New Brunswick 2012) and UNSW-NB15 (ACCS 2018), just to name a few,
are frequently used. They are unsuitable for 10T scenarios due to the difference
in the protocol and the deployed environment. Table 2.1 discusses common
datasets used for training, validating, and inference in anomaly-based IDSs.

Table 2.1: The common datasets in the field.

Dataset Year Scenarios Format Discussion

[oT-23 2020 | This dataset was cap- | The dataset of- | The dataset is well-
tured in 23 scenarios | fers pcap files | suited for IoT network
from 2018 to 2019 and | and flow-based | environments,  with
was published in Jan- | summaries data | both labelled and
uary 2020. It contains | (labelled). raw network data for
network packets from experimentation.

IoT devices to offer a

comprehensive dataset.
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UNSW- 2015 | The dataset is a hybrid | The dataset of- | The dataset focuses
NB15 of real modern nor- | fers pcap files | on general network
mal activities and syn- | and flow-based | environments. The
thetic contemporary at- | summaries data | dataset is widely used
tack behaviours. This | (labelled). in machine learning
dataset was generated and deep learning
by the IXIA Perfect- studies to develop
Storm tool in the Cy- advanced  intrusion
ber Range Lab of UNSW detection systems
Canberra. (IDS) for detecting
cyber threats.

KDDCUP99 | 1999 | The dataset contains | There is a total | The KDDCUP99
simulated network traf- | of 41 features ex- | dataset offered
fic with both normal | tracted from each | feature-rich and
and malicious records, | connection, which | labelled records that
which are categorised | are also labelled as | proved useful in pio-
into the four attack | normal or attacks. | neer research in IDSs.
types: DoS, R2L, U2R, | The dataset is split | However, the dataset
and Probing (port scan- | into training and | has redundant records
ning). testing sets. that need a proper

data preprocessing
module to balance the
data. Not suited for
IoT.

NSL-KDD 2009 | A refined version of the | The content is | The dataset is the
KDDCUP99 dataset that | similar to the KD- | preprocessed version
removes duplicated and | DCUP99  dataset | of the KDDCUP99
unmeaningful records with an improve- | dataset, focusing on

ment in record | feature-based method-

distribution. ologies such that pcap
files are removed. Not
suited for IoT.

ISCX 2012 | The dataset was cap- | The dataset of- | ISCX was generated
tured in a simulated | fers pcap files | over five consecutive
network, including nor- | and flow-based | days, allowing IDS sys-
mal and attack flows | summaries (the | tems to consider the
(DoS, unauthorised ac- | connection be- | data as time series
cesses, and HTTP-based | tween two IP | rather than separated
attacks). addresses over a | instances. Not suited

period). for IoT due to the ab-
sence of IoT traffic pat-
terns and protocols.
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Bot-IoT

2018

The dataset was gener-
ated in a testbed IoT
environment (with sim-
ulated IoT traffic from
multiple devices, sen-
sors, and actuators).

The data is avail-
able both in pcap
format (raw net-
work packets) and
the analysed files
that provide forty
extracted features
for each connec-
tion flow.

The Bot-IoT dataset is
widely used in IDSs
in IoT networks, of-
fering labelled data in
both PCAP and CSV
Suitable for
IoT research in detect-

formats.

ing botnets.

MQTT-IoT

2020

The dataset is captured
in IoT networks that
use the MQTT (Mes-
sage Queuing Teleme-
try Transport) proto-
col. The data focuses
on the MQTT proto-
col data exchange be-
tween IoT devices and
the MQTT server, in-
cluding data sharing,
command/control mes-
saging, and telemetry
data between sensors.

Similar to BoT-IoT,
the dataset is also
available as pcap
and feature files.

The dataset is special-
ized for MQTT proto-
col users, making it
highly relevant for re-
search on securing IoT
networks using this
MQTT traf-
fic can be discontinu-

protocol.

ous, resulting in dif-
ficulty in analysing at
the packet level. Suit-
able for IoT networks
using MQTT resource-
constrained devices.

Datasets like Bot-IoT and MQTT-IoT are suitable for researching IDSs in IoT en-
vironments; these datasets simulate [oT traffic and different protocols needed in
a comprehensive network. In contrast, KDDCUP99 and NSL-KDD are primarily
focused on legacy networks and are becoming outdated due to limited protocol
coverage and attack diversity. ISCX-2012 bridges the mentioned datasets with
limited coverage of IoT attacks. This section studies the IoT-23 and UNSW-NB15
datasets, which will be used for evaluating anomaly-based IDSs in this thesis.

2.3.1 IoT-23

The I0T-23 dataset (Garcia, Parmisano, and Erquiaga 2020b) has been created
as part of the Avast AIC laboratory. This dataset was captured in 23 scenar-
ios from 2018 to 2019 and was published in January 2020. It contains net-
work packets from IoT devices to offer a comprehensive dataset. The network
packets are extracted to produce labelled malware-infected and benign records.
Table 2.2 illustrates the total of 325,307,990 labelled records belonging to six-
teen categories. Each record has eighteen features, which can be divided into
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Table 2.2: The I0T-23 dataset record distribution

# Label Number of Records
1 C&C-Mirai 2

2 PartOfAHorizontalPortScan-Attack 5

3 C&C-HeartBeat-FileDownload 11

4 FileDownload 18

5 C&C-Torii 30

6 C&C-FileDownload 53

7 C&C-HeartBeat-Attack 834

8 C&C-PartOfAHorizontalPortScan 888

9 Attack 9,398

10 | C&C 21,995

11 C&C-HeartBeat 33,673

12 | DDoS 19,538,713
13 | Benign 30,858,735
14 | Okiru-Attack 13,609,470
15 | Okiru 47,381,241
16 | PartOfAHorizontalPortScan 213,852,924

four groups: static, basic, content and time features. Static features can be ex-
tracted from the packet header fields. There are five static features in the IoT-23
dataset: IP source, IP destination, source port, destination port and protocol.
Other features are calculated from packets in the same flow (or in a time win-
dow).

Besides labelled files in the 10T-23 dataset, raw data (network packets) are
provided in pcap format, which can be replayed to demonstrate the real-time
classification process.

2.3.2 UNSW-NB15

The UNSW-NB15 dataset (Moustafa and Slay 2015) is a hybrid of real modern
normal activities and synthetic contemporary attack behaviours. This dataset
was generated by the IXIA PerfectStorm tool in the Cyber Range Lab of UNSW
Canberra. There are 100 GB of raw network packets (pcap files), which are cap-
tured using the tcpdump tool. Table 2.3 shows the UNSW-NB15 dataset record
distribution for training and inference purposes with a total of 2,540,044 la-
belled records belonging to ten categories.
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Table 2.3: USNW-NB15 dataset record distribution

# Label Number of Records
1 Worms 174

2 Shellcode 1,511

3 Backdoors 2,329

4 Analysis 2,677

5 Reconnaissance 13,987

6 DoS 16,353

7 Fuzzers 24,246

8 Exploits 44,525

9 Generic 215,481
10 | Benign 2,218,761

It is widely used in research and practice to evaluate anomaly-based IDSs for
cybersecurity. The dataset has different types of attacks: Worms, Shellcodes,
Backdoors, Analysis, Reconnaissance, DoS, Fuzzers, Exploits and Generic.

2.4 Artificial Neural Network for Anomaly-based
IDSs

This Section tests an anomaly-based IDS using ANN models. More specifically,
the training phase is implemented on a GPU to generate NN models, which
are then tested using a hierarchical decision-making approach. The experiment
employs the [0T-23 dataset (Garcia, Parmisano, and Erquiaga 2020a).

2.4.1 Methodology
2.4.1.1 Artificial Neural Networks

An Artificial Neural Network (Bishop et al. 1995; Jain, Mao, and Mohiuddin
1996) is a computing system that plays an important role in various application
domains such as computer vision, speech recognition, or medical diagnosis.
ANN imitates the human neural system by learning, recording and using expe-
riences from events. For instance, an ANN computational model is composed of
multiple layers, connections, and directions of data propagation. The ANN can
learn features of data with multiple levels of abstraction by finding the suitable
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Figure 2.3: A three layers ANN model.

linear or non-linear mathematical manipulation to turn inputs into outputs. Fig-
ure 2.3 illustrates an ANN example with three layers.

There are five main elements needed for data processing in ANN, including:
* Inputs are data entries (features).
* Output is the predicted result for the corresponding inputs.
* Weights represent the significance of input features.

* Summation function sums up the weighted input entries for each neuron
as shown in Equation 2.1.

Y= Zﬂfiwi (2.1)
i=1

where z;,w; and y are the " input, weight and corresponding result,

respectively.

* An activation function is applied to the output of a neuron in an ANN
model. This function introduces non-linearity into the model and com-
presses outputs to a certain range, making it easier for the network to
process.

The learning process, referred to as the training phase, of a neural network
happens to determine values of parameters or hyper-parameters (such as the
number of neurons in hidden layers, weights for activation functions and bias
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Figure 2.4: System overview in training, hierarchical decision-making, and in-
ference phases using ANN on the I0T-23 dataset.

values) from training datasets. When training a neural network, datasets are
fed into the first layer of the network, also known as the input layer. Based
on the task being performed, each individual neuron will be assigned a weight
value to the input until it memorises the correct output. The trained neural
network, then, can be used to perform its tasks by computing the output of the
network according to new inputs and assigned weights. This is referred to as
the inference phase.

Figure 2.4 illustrates a system overview using NN models on the I0T-23 dataset.
In the training phase, the labelled data are used to choose the suitable model
architectures and train model parameters (weight and bias values). In the
inference stage, the trained model receives input features and produces out-
put values. Further details of the training configuration are presented in Sec-
tion 2.4.2.3.

The hierarchical decision-making approach in (Sethi and Q. Zhang 2012) is
widely used in many areas for reducing problem complexity. This paper uses
multiple models, instead of just one, in the inference phase. Applying this
method simplifies the model configuration step and improves accuracy, and
solves data unbalancing issues. Besides these advantages, this method does
have trade-offs by introducing overheads such as increased computational la-

tency and power consumption.

2.4.1.2 Dataset

The I0T-23 dataset, introduced in Section 2.3.1, will be used to build NN mod-
els. Table 2.4 shows a total of 325,307,990 labelled records (or flows) belong-
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Table 2.4: Sixteen labelled flows in the I0T-23 dataset, divided into five groups

Group | Label Number of records
C&C-Mirai 2
PartOfAHorizontalPortScan-Attack 5
C&C-HeartBeat-FileDownload 11
FileDownload 18
C&C-Torii 30

1 | C&C-FileDownload 53
C&C-HeartBeat-Attack 834
C&C-PartOfAHorizontalPortScan 888
Attack 9,398
C&C 21,995
C&C-HeartBeat 33,673

2 | DDoS 19,538,713

3 | Benign 30,858,735

4 Okiru-Attack 13,609,470
Okiru 47,381,241

5 | PartOfAHorizontalPortScan 213,852,924

ing to sixteen categories, including benign class and fifteen combinations of
attacks made from nine single attacks.

These labels are separated into five groups in Table 2.4. The first group has at-
tack types with less than 35,000 records each and mainly includes C&C infected
flows. The second and third groups contain only DDoS and Benign records, re-
spectively, while the last two groups hold Okiru and PartOfAHorizontalPortScan

marked records.

2.4.1.3 Related Work

The I0T-23 dataset (Garcia, Parmisano, and Erquiaga 2020a) has recently been
tested with supervised learning methods. For instance, authors in (Dutta et
al. 2020a; Dutta et al. 2020b) have evaluated an ensemble method to com-
bine Deep Neural Networks (DNN) and Long Short-Term Memory (LSTM) for
improving accuracy. Additional research (Hussain et al. 2020) has also com-
bined I0T-23 with two other datasets to perform anomaly prediction. They
have proposed a universal feature set to detect botnet attacks. Nonetheless,
the feature extraction process in this system is tool-based, which might cause
dependency and bottleneck-related issues (Storcheus, Rostamizadeh, and San-
jiv Kumar 2015). Malware and botnet analysis on the [0T-23 dataset has been
adopted in (Stoian 2020) and (Hegde et al. 2020), respectively. They have
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stated similar results among algorithms tested and that Random Forest (RF)
has produced the best accuracy. RF has also been selected in (Thamaraiselvi
and Mary 2020) as the best algorithm for detecting anomalies. These [0T-23
publications have focused on software-based metrics such as accuracy and F1-
score; hardware-based metrics, such as power consumption, performance and
network throughput, are not mentioned.

Researchers in (Wielgosz and Karwatowski 2019) have introduced a mapping
methodology to bring neural network-based models to hardware. The proposed
method has achieved a latency of 210 ns on a Xilinx Zynq UltraScale+ MPSoC
FPGA running mapped LSTM models. (Zhong et al. 2024) introduces a novel
physical layer digital encryption optical transmission method based on delta-
sigma modulation, implemented using FPGAs for real-time transceivers. This
system’s limitation lies in the trade-off between device compatibility and theo-
retical security. The absence of true quantum randomness may reduce security,
and the memory of the LUT for parameter adjustments is limited. Diwall (El
Bouazzati et al. 2025), a lightweight host IDS implemented on an FPGA for de-
tecting wireless attacks targeting IoT devices. Diwall monitors network metrics
using hardware performance counters to detect memory corruption, packet in-
jection, and jamming attacks. However, adaptive attackers can evade detection
by manipulating HPCs. Besides, it may require retraining due to patches and
initially focuses on remote attackers, thus, the threat model could be extended.

This chapter proposes an efficient anomaly-based IDS framework for IoT gate-
ways and edge devices using NN models. More specifically, the ANN models
are then tested with a hierarchical decision-making approach. With the goal
of accelerating ML algorithms, the thesis targeted FPGA hardware for imple-
mentation. ANN models can learn to recognise similar patterns after training
processes on labelled datasets. More importantly, an ANN model’s inference
process is straightforward, and the parameters in the models can be quantised
and converted into integers, which aligns well with FPGA hardware architec-

ture.

2.4.2 Proposed Architecture
2.4.2.1 Overview

The Figure 2.5 illustrates the process flow of the proposed anomaly-based IDS
framework. There are four phases in the framework: data preparation, training,
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Figure 2.5: The process flow of the proposed anomaly-based IDS framework
in four phases: Data preparation, Training (offline) and Inferences (offline and
online).

offline inference and online inference. The word "Offline" indicates the static
learning process when administrators work with stored data, while "Online"
means the action of processing stream data in a real-time context. The purpose
of each phase is described as follows:

* Data preparation: pre-processes the dataset to appropriate formats used as
inputs in the three following phases. This process could be implemented
via online or offline approaches; however, the latter is recommended to

enhance the framework’s training performance.

* Training: contains a GPU-based trainer to generate lightweight NN mod-
els. This phase is proposed in an offline approach, so as to avoid poisoning
attacks in the dataset.

* Inference (Offline): examines the combination of different trained models
to gain better accuracy.

* Inference (Online): is an online approach to classify network packets in
real time. Furthermore, programmable hardware like SoC, FPGA is pro-
posed to accelerate this process.

The architecture showing each phase’s data flow and connections is explained
in detail in the following sections.

2.4.2.2 Data preparation

The proposed framework uses a supervised learning neural network approach
to classify network attacks. Therefore, the chosen dataset for training this archi-
tecture should be labelled. Figure 2.6 shows that there are three main modules
in the data preparation phase, which are;
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Figure 2.6: The data flow modelling of the Data Preparation phase.

* The classification module scans the labelled data, then collects records that

have the same label to a new file. The sixteen created files correspond to
the benign label and fifteen attacks in the IoT-23 dataset. Then the results

are divided into file groups, as illustrated in Table 2.4.

Table 2.5: Inference results (in %) of the selected plans on the [0T-23 dataset

Plan | Indexed Input feature | Output label | Accuracy | Precision | Recall | F1- MbA
group set score

1 3and5 All features Benign and | 99.75 99.98 99.73 99.86 0.00

PHPS

Benign and 4 | 99.55 99.93 99.57 99.75 0.02
2 All 5 groups | All features

group labels

Benign and | 99.68 99.99 99.65 | 99.82 0.01

15 attack

labels!

. Benign and 4 | 99.50 99.75 99.69 |99.72 |0.10

3 All 5 groups | Static features

group-attack

labels

Benign and | 99.50 99.90 99.55 |99.72 | 0.03

15 attack

labels?

!The best model that covers all 16 types of attacks (model 1). 2The selected model for testing on FPGA hardware (model 2).

* The scaling module transforms extracted features of each record in the

alphanumeric form to float values (between 0 and 1) using min-max nor-

malisation.

The shuffle module selects and rearranges records according to different

training plans (tuples). In addition, data balancing can be applied in this

module for better data distribution. Although the data provided is flow-

based information, the framework shuffles these records for the NN to

learn static information in the network packets.

The processed data are stored separately and later can be used in other phases.

Especially, the framework uses unlabelled data in the inference phase to demon-

strate the real-time classification system.
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2.4.2.3 Training

The GPU-based training phase is described in Figure 2.7. There are three main

modules in this architecture:

Processed == Feature Selection |
3
2 | GPU-based Trainer ¥ NN Models |

.................
...........

¢ Tensorpack

Inputs || Build Graph Optimiser

Figure 2.7: GPU-based acceleration for training NN models.

* The feature selection module: selects a custom input feature set from each
processed record for training.

* GPU-based Trainer module: follows the Tensorpack (Wu 2020) structure
with three sub-modules: Inputs declares input shapes associated with the
input feature set, Build Graph and Optimiser define the model architecture
and the selected optimiser, respectively.

e NN models module: contains trained models for use in the inference
phase.

In NN models, inputs depend on the input feature set, which can contain static
features, flow-based features, or both. The hidden layer is configured with 40
neurons, each followed by a hardware efficient ReLU (Rectified Linear Unit)
activation function; then, the softmax activation function is used in the out-
put layer. The processed data are distributed at the rate of 50% for training,
25% for validation, and 25% for testing/inference. The choice of 40 neurons
balances efficiency and performance for hardware inference. A smaller model
ensures real-time processing and meets resource constraints. This number was
determined experimentally, with validation accuracy guiding the selection to
optimise both accuracy and computational efficiency.

Given that this dataset is applied to network data, and considering the relatively
large size of the dataset, allocating 50% of the data for training is reasonable.
This ensures that the model has sufficient data for learning, while still retaining
an adequate portion for evaluation, allowing for reliable performance assess-
ment. The NN models were trained using the cross-entropy loss function and
Adam optimiser with a batch size of 256, and the learning rate is 0.01. The
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average training and validation time for 1 epoch is 1,183s and 516s on the
Quadro M2000 GPU, respectively.

The NN models are created from three different training plans, as shown in Ta-
ble 2.5. The first two plans use all the provided features for testing the software-
based implementations, while the third plan generates NN models from static
features for deploying into FPGA SoC. In this table, the first column contains
the training plans, and the second column indicates the selected data from Ta-
ble 2.4. The third and fourth columns indicate the input feature set and the
number of output labels, respectively. The remaining columns represent the
inference results in percentages: Accuracy, Precision, Recall, F1-score and MDbA.
The test defines the MbA metric for measuring the percentage of the number of
Misclassified between Attack records. According to the inference results, the first
training plan recorded the highest accuracy of 99.75%; however, this model
can only classify between benign and PartOfAHorizontalPortScan (PHPS). The
model 1 is considered the best model, which achieves 99.68% and 99.82%
accuracy and Fl-score, respectively, with only 0.01% of MbA. The third plan
produces models for implementing on FPGA. These models for FPGA have an
accuracy of 99.50%, which is close to the model in the second plan.

2.4.2.4 Offline Inference

There are many strategies for building a hierarchical decision-making system.
This section has combined two models: model 2 in Table 2.5 (denoted as Model
A) and the first plan’s model (Model B). While Model A is used for global de-
tection, Model B is better at classifying between Benign and PHPS records. Fig-
ure 2.8 illustrates the flowchart of the hierarchical decision-making approach
for testing NN models.

.| Output = Model

Model B
v B output
End

Output == N
Model A .
Benign | PHPS Output = Model
A output

Figure 2.8: Hierarchical decision making flow-chart

The test has compared single NN and multiple NN solutions to related works.
Table 2.6 shows systems that have experimented on the 10T-23 dataset. The
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authors in (Dutta et al. 2020a) have achieved 99.70% accuracy by using DNN.

Table 2.6: Result comparison to related works in the IoT-23 dataset

System Model Accuracy (%) | Fl-score (%)
(Dutta et al. 2020a) DNN 99.70 87.00
(Dutta et al. 2020b) LSTM 99.99 N/A
(Hussain et al. 2020) RF 100.00 100.00
(Hegde et al. 2020) NN 99.80 99.85
(Thamaraiselvi and Mary 2020) | RF 99.50 99.00

NN 99.68 99.82
Proposed system -

Multiple NNs 99.79 99.89

They have improved this result to 99.99% by applying LSTM in (Dutta et al.
2020b); however, the Fl-score is not mentioned in this research. (Hussain et
al. 2020) and (Thamaraiselvi and Mary 2020) have reported RF as the best
algorithm for detecting attacks with 100% and 99.50% accuracy, respectively.
However, the system in (Hussain et al. 2020) has only focused on detecting
Mirai records. Authors in (Hegde et al. 2020) have achieved accuracy with
only 0.12% greater than the single NN model implementation. By using the
hierarchical decision-making solution, the accuracy is close to that in (Hegde et
al. 2020), where the authors reported 99.80%. The F1-score from this method
is 99.89%, which is the highest result among the related works.

2.5 Summary

This chapter presented some background knowledge in network architecture,
including TCP/IP and OSI communication models, network packet structures,
and basic categories of network attacks. This knowledge serves as the basis for
developing cyber systems.

Following that, signature-based and anomaly-based IDSs are studied to detect
network attacks. Signature-based IDS provides high accuracy by matching pat-
terns from a database and raising alerts when an input pattern matches known
attack patterns. However, these systems are unable to detect new attacks that
have not yet been updated in the database. Anomaly-based IDSs use mathe-
matical models to detect attacks, allowing for the prediction of new attacks.

With the goal of accelerating ML algorithms, the thesis targeted FPGA hardware
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for implementation; thus, the ANN model is suitable, as it is lightweight com-
pared to DNN models; at the same time, ANN models can learn to recognise
similar patterns after training processes on labelled datasets. More importantly,
an ANN model’s inference process is straightforward, and the parameters in the
models can be quantised and converted into integers, which aligns well with
FPGA hardware architecture.

This chapter has presented an anomaly-based IDS using ANN models to de-
tect attacks in IoT networks. The proposed architecture includes dataset pre-
processing, GPU-based training acceleration, and offline inferencing using hier-
archical decision-making. The proposed algorithms were tested with the [0T-23
dataset using ANN models and achieved the highest accuracy of 99.68%. The
accuracy of detection was increased further to 99.79% by applying the hierar-

chical decision-making method.

The next chapter will focus on detecting network attacks in IoT networks using
an anomaly-based IDS. The framework established in this chapter will serve
as the milestone for the system discussed in the following chapter. Especially,
hardware accelerators are used for the inference phase, as anomaly-based IDSs
rely heavily on the computational capabilities of the platform to produce real-
time results. Network systems experience varying traffic volumes depending
on events, with peak loads or flooding attacks that can result in high-volume
traffic; thus, anomaly-based IDS should be capable of handling the high load to
mitigate attacks.
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Chapter 3

Leveraging Hardware Accelerators
for Enhancing Security in IoT
Networks

This chapter studies IoT security using IDSs by exploring the framework demon-
strated in the previous chapter. This chapter focuses on hardware acceleration
solutions to enhance IoT security at the edge (device level). As the number of
IoT devices continues to grow, security and privacy become increasingly impor-
tant. General purpose computing platforms struggle to run detection models in
high-speed network environments. Using hardware accelerators is one of the
solutions that allow a device to handle higher volumes of traffic with integrated
security functions.

As mentioned earlier, anomaly-based IDSs have to be carefully designed and
implemented due to the device’s limitations. On the one hand, IoT devices
come from different manufacturers, requiring additional hardware configura-
tions and connections. In other words, there has yet to be a consensus regard-
ing protocols and standards between IoT devices; as a result, deploying and
establishing communications for these devices is time-consuming. On the other
hand, many devices need continuous power to function correctly; integrating
ML applications into IoT devices has to consider both power consumption and
computational capability. Additionally, anomaly-based IDS run real-time ap-
plications that heavily depend on hardware platforms. Thus, it is important
to choose suitable hardware for prototyping and deploying IoT applications.
Hardware accelerators such as GPUs, low-power microprocessors and FPGAs
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have a high potential use for IoT devices running ML applications.

This chapter is organised as follows. Firstly, an overview of IoT architecture
and protocols is studied to understand the current structure of IoT networks.
Following this, an investigation of common attacks in IoT networks, focusing on
attacks in networks and protocols, is discussed. Secondly, the chapter studies
different computing platforms, including microcontrollers, CPUs, GPUs, FPGAs,
and ASICs. Specifically, the hardware that will be used for the design, imple-
mentation, and evaluation of the proposed approaches is introduced. Finally,
the chapter introduces an anomaly-based IDS framework on heterogeneous
hardware for IoT devices. The framework aims to generate high-efficiency and
low-power consumption ANN models for deploying on hardware accelerators.

3.1 Background Knowledge

The term Internet of Things was defined in 1999 by Kevin Ashton, a British
technology pioneer who co-founded the Auto-ID Center at the Massachusetts
Institute of Technology (MIT). The IoT concept has grown from basic device-to-
device communication into today’s complex, multi-layered architectures with
diverse protocols. This development involves technological evolution, research
contributions, and industrial demands. Figure 3.1 illustrates the evolution of
IoT architecture in four phases.

‘ Phase 1 ] [Phase 2 ] ‘ Phase 3 ’ ‘ Phase 4 ’

RFID and
Sensor IoT

Edge, Fog, Al,
Blockchain
integration

Layered

Architecture

Networks

1990s 2000s 2010s 2024

Figure 3.1: The evolution of IoT architecture in four phases.

RFID (Radio Frequency Identification) and sensor networks are the foundation
of the interconnected systems, which include devices, networks, and data
processing. In the 2000s, the concept of the Internet of Things (IoT) emerged
and continues to rise. Researchers (O. Ali et al. 2022; Sachin Kumar, Tiwari,
and Zymbler 2019) have focused on expanding connectivity between various
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devices and creating digitally connected systems. Next, the 2010s witnessed
the introduction of layered IoT architectures, organising IoT systems into
layered systems (three and five layers). The current phase integrates disruptive
technologies such as Edge computing, Fog computing, Al, and Blockchain
into IoT networks. These technologies improve IoT networks by enabling
immutable, secured, decentralised data processing and real-time monitoring
through Blockchain integration.

As new technologies are integrated into IoT networks, the volume and diver-
sity of data continue to increase, resulting in security challenges. These sys-
tems now demand more robust [oT security solutions to safeguard the system
against threats. The need for advanced security becomes particularly crucial as
IoT networks now carry sensitive data in healthcare, military, and smart cities,
where any data breach could have significant consequences. There is a focus
on enhanced IoT security protocols, such as Blockchain (Alajlan, Alhumam, and
Frikha 2023; Tchagna Kouanou et al. 2022), for securing data and hardware-
based solutions to address vulnerabilities in devices with limited computational
power. These are also the research directions discussed in this thesis.

3.1.1 IoT Architecture

Similar to network architectures, an IoT architecture can be constructed from
multiple layers, with each layer performing specific functions. The number
of layers can vary depending on the system’s size and design goals. While
three-layer and five-layer models are mostly used, there are studies that propose
seven-layers (Santos et al. 2020; Krishna et al. 2021) to address open challenges
in data processing and security.

Here is an introduction to the three-layer model, which is the fundamental
architecture upon which other variants are often built. Figure 3.2 illustrates
this model, which consists of the Perception, Transmission, and Application
layers, along with their corresponding sub-layers and key technologies (Jing et
al. 2014; B. B. Gupta and Quamara 2020):

A Scalable Security Approach for IoT 47 DUC-MINH NGO
Networks: Blockchain and Anomaly-based IDS
on Hardware Accelerators



3. LEVERAGING HARDWARE ACCELERATORS
FOR ENHANCING SECURITY IN IO0T

NETWORKS 3.1 Background Knowledge
[ Layers ] [ Sub-Layers ] [Key Technologies ]
Application ’ [ [oT Application ] Cloud Computing, Middleware,
[ Application Support Layer ] M2M, Service Support Platform
Local & Wide Area Network
Transmission Core Network Itrsinmet Glfl’gci;o\:l?ﬁ’ fallee
Access Network
[ Perception Network ]
Perception RFID, WSN, GPS, Bluetooth
[ Perception Nodes ]

Figure 3.2: The Three-layer model.

1. The perception layer (or physical layer) involves sensors and actuators,
which collect data and send it to the transmission layer. For instance, in
a smart home system, smart devices (RFID, sensors) are used to capture
information such as temperature, humidity, sound, or location. These data
can be pre-processed before being sent to the next layer.

2. The transmission layer (or network layer) is responsible for transferring
data securely from the perception layer to the application layer. It inte-
grates networking protocols such as Wi-Fi, Ad hoc, etc., to ensure data is
transmitted to the destination.

3. The application layer deploys applications for users. This layer analyses
and displays the pre-processed data in a user-friendly format.

Researchers (B. B. Gupta and Quamara 2020) have further divided them into
sub-layers to describe the core functions constituting each main layer. This
approach allows for a better understanding of how each layer operates.

The three-layer model provides a foundational understanding of IoT network
architecture. Many variations of this model have been discussed, particularly
the five-layer and seven-layer models, each adding more specific functionalities
to match the requirements of new IoT applications.

In fact, different organisations propose different numbers of layers, and their
specific roles may vary depending on the requirements of the system they are
deploying. This flexibility in IoT architecture is due to the wide variety of [oT
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Figure 3.3: The Five-layer and Seven-layer models from Cisco Systems.

applications in sectors like healthcare, manufacturing, smart cities, etc. Each
sector demands different levels of data processing and security standards that
lead to architectural modifications tailored to specific applications.

For example, Cisco Systems published their own five-layer and seven-layer mod-
els (Cisco 2014) in Figure 3.3. The seven-layer model is widely referenced since
it addresses different aspects of an IoT architecture, including security, commu-
nication, data storage and processing. Edge computing and collaboration layers
help the model adapt to state-of-the-art applications (Al) and improve system
scalability.

3.1.2 IoT Protocols

IoT protocols ensure data transfer between devices and layers in IoT networks.
As the demand for scalability, low power consumption, and security increases,
the development process of IoT protocols is continuously improving. IoT pro-
tocols can be aligned with the IoT reference model, which means that different
layers use different protocols to handle data communications. For the three-
layer model, an IoT protocol can be classified into one of three groups (M. A.
Khan and Salah 2018) below:

* Application and messaging protocols take care of the communication be-
tween applications and provide services to end users. These are high-level
communication protocols such as HTTP, MQTT, XML, CoAP, DDS, etc.
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* Network and transport protocols transmit data from the perception layer
(physical) to the application layer. These protocols handle network data
between Gateway devices and the processing centre. For example, IPv6,
TCP/UDP, 6LoWPAN, TLS, etc. are popular protocols in this layer.

* Physical devices & communication protocols process data from sensors
and edge devices, including wireless and short-range communications.
The most used protocols are ZigBee, Bluetooth, WiFi, 4G/5G, LTE, Lo-
RaWAN, NB-IoT, etc.

Overall, each protocol has different functions depending on the data transmit-
ting requirements in each layer. They ensure efficient and secure communica-
tions between entities in an IoT network.

3.1.3 Attacks in IoT

Because of the diversity in IoT network configurations (different models and
protocols), the attacks targeting IoT networks are also diverse. The previous
sections have discussed the reference IoT models and their corresponding pro-
tocols. Following a similar format, this section discusses attacks in IoT networks
according to the three-layer IoT model.

The Perception layer is where data is collected from sensors and devices. The
attacks in this layer usually target hardware vulnerabilities. There are three
popular attack types, including Physical, Side-channel, and Spoofing attacks.

* Physical attacks violate the device or sensor physically by replacing or
damaging the device. This type of attack occurs when the attacker either
has direct access to the devices or the devices lack sufficient protection
mechanisms from both hardware and software perspectives.

* Side-channel attacks exploit the hardware behaviour of devices by moni-
toring and analysing power consumption, electromagnetic emissions, and
temperature to extract sensitive information from the device.

* Spoofing attacks are impersonating activities so that the attacker appears
to be a trusted instance. Spoofing attacks can be in different forms, such
as IP, MAC, or GPS spoofing. The attackers aim to gain unauthorised
access or manipulate the network data.

The Transmission layer can be targeted by network attacks, which aim to
interrupt or steal information in the data communication process, such as:
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* DoS/DDosS attacks are flooding attacks in which attackers send excessive
hand-shaking network packets (establishing fake connections) to exhaust
the computing resources of the target, thus preventing access from legiti-
mate devices.

* Man-in-the-Middle (MitM) attacks aim at systems that have weak or no
encryption mechanism. As a result, the attackers can alter communica-
tions between IoT devices.

* Routing attacks change routing information within IoT networks by ex-
ploiting vulnerabilities in routing protocols.

* Relay attacks capture original data in the network and replay them to
impersonate legitimate communication.

The Application layer has to deal with high-level attacks that are mostly re-
lated to privacy issues. For example, malware injection, data breaches, and

ransomware are common attacks in this layer.

* Malware attacks aim to deploy malicious code into devices or applications,
leading to unauthorised accesses for gaining control or stealing data.

* Data breach attacks steal sensitive information during data processing or
storage.

* Ransomware attacks can lock or encrypt data on devices or applications.
The attackers then demand a ransom to restore the device’s operation.

This chapter focuses on anomaly-based IDSs using ML models to detect attacks
based on packet data, which primarily targets attacks in the transmission and
application layer in the IoT architecture. Additionally, hardware accelerators
are explored to deploy these ML models directly on IoT devices for early detec-
tion.

3.2 Hardware Accelerators

Building anomaly-based IDS is a time-consuming process and the inference can
be computationally expensive. Hardware accelerators have become a potential
upgrade for devices in both edge and cloud-based environments (Tudosa et al.
2019; Microsoft 2021; Liang, Shenoy, and Irwin 2020). Machine Learning (ML)
techniques have been widely used to implement various intelligent applications
such as speech-recognition (Gao et al. 2019), encryption (Maitra et al. 2019),
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biosignal monitoring (Antonopoulos and Voros 2017), etc. These real-time ap-
plications require not only high-speed but also low-power hardware to operate
sustainably.

This section first studies hardware platforms for Al applications; then, an intro-
duction of specific hardware devices that will be used in this thesis to evaluate
the proposed designs and implementations is presented.

3.2.1 Platform Comparison

In recent years, with the explosion of decentralised applications, artificial in-
telligence, and machine learning, there has been a huge demand for cloud
computing services. This phenomenon has prompted cloud service providers
to adapt their infrastructure to meet computationally intensive requirements.
For example, Microsoft has integrated FPGAs into Azure servers over the past
decade, creating a reconfigurable cloud system that can support various appli-
cation sets. They have stated that: "This reconfigurable cloud provides more
efficient execution than CPUs for many scenarios without the inflexibility of
fixed-function ASICs at scale". Microsoft has also utilised FPGAs for Bing search
ranking, DNN evaluation, and SDN acceleration. Azure’s FPGA-based acceler-
ated networking has reduced inter-virtual machine latency by up to 10x, while
freeing up CPUs for other tasks (Mark Russinovich 2017).

These advancements in Al and cloud computing have reshaped the roles
of CPUs, GPUs, FPGAs, and ASICs. While CPUs remain the most flexible,
they are increasingly offloaded for AI/ML workloads due to inefficiencies
in parallel processing and power consumption. GPUs continue to dominate
Al/ML applications but face growing competition from Al-specific ASICs such
as Google’s TPUs (Google 2024) and custom Al accelerators. FPGAs are now
widely adopted in edge Al and real-time processing applications. ASICs, known
for their high efficiency in specialized tasks, have expanded beyond traditional
applications to power Al-driven workloads, particularly in deep learning
and autonomous systems. These hardware platforms are becoming more
specialised, with hybrid approaches leveraging their strengths for different
computational phases, from cloud-based training to edge inference (Impulse
2025).

This section discusses the flexibility and power efficiency of different hardware
platforms, including CPUs, GPUs, FPGAs and ASICs when dealing with applica-
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Figure 3.4: The relation between flexibility and power efficiency of CPUs, GPUs,
FPGAs and ASICs when dealing with different tasks.

tions. Figure 3.4 compares the four platforms in terms of flexibility and power
efficiency for applications.

Overall, CPUs offer the highest flexibility in handling any application. This flexi-
bility is evident in how applications can easily interact with the CPUs computing
resources, particularly during the pre-processing and post-processing stages.
However, when it comes to the core processing stage, CPUs tend to consume
more processing time. Therefore, among the four platforms, CPUs rank the
highest in terms of flexibility but the lowest in terms of power efficiency.

In contrast to CPUs, ASICs deliver high power efficiency as each ASIC is man-
ufactured and optimised for a specific application, and it only handles that
single type of application. As a result, an ASIC chip lacks the flexibility to
deal with other applications but shows undeniable performance and power ef-
ficiency when dealing with the application it was specifically designed for.

GPUs and FPGAs are placed between CPUs and ASICs in this comparison. Ob-
jectively, GPUs offer superior flexibility compared to FPGAs when handling Al
and ML applications, particularly in the performance of training and validating
processes. FPGAs have the distinct advantage of being reconfigurable, allow-
ing them to adapt to various applications. However, reconfiguring FPGAs re-
quires engineers to have specialised skills in hardware programming, testing,
and verification. These processes are time-consuming. As a result, FPGAs are
well-suited for designing and testing applications, serving as a pre-testing stage
before producing ASIC chips.

Besides, Microcontrollers (MCUs) are different from the mentioned computing
platforms in terms of design goals and types of applications they typically deal
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with. They are designed as embedded systems and battery-powered devices
that consume minimal power. Microcontrollers have low performance com-
pared to other platforms, but they show an advantage in handling real-time
control tasks in IoT devices, automotive control systems, etc.

The thesis uses different hardware platforms to implement the proposed
anomaly-based IDSs. For example, CPUs play supporting roles in tasks that
require high flexibility, such as data pre-processing and result monitoring.
For training and validating ML models, the proposed approach leverages a
combination of CPUs and GPUs to achieve higher performance (reducing
training time with the same number of training epochs). The inference process
using these models is then accelerated on Microcontrollers and FPGA SoCs.
Specifically, the targeted hardware platforms include the Max78000 Al-assisted
Microcontroller, PYNQ-Z2 FPGA SoC, and Alveo U280 FPGA Card. A brief
discussion of these devices is provided below.

3.2.2 Max78000 Al-assisted Microcontroller

Maxim MAX78000 (Maxim Integrated 2020a) has an artificial intelligence
microcontroller with ultralow-power neural network acceleration processors.
Maxim provides sample projects, which generate NN models using the PyTorch
library. The NN processors on the MAX78000 can only support a maximum
of 8-bit registers for storing parameters (weights and bias). As a result, the
training process is configured as quantisation-aware. The MAX78000 has
CNN accelerator cores, which can execute complex Al models for object
detection, speech recognition and image classification with extremely low
power consumption. Thus, this platform is suitable for edge devices, such as
IoT, smart homes, and wearable devices.

3.2.3 PYNQ-Z2 FPGA SoC

The PYNQ-Z2 board (Xilinx 2020) is a versatile FPGA SoC platform for develop-
ing hardware-accelerated applications using Python and HDL. This board was
developed by Digilent and based on the Xilinx Zyng-7000 SoC device (System
on Chip). The platform has an ARM Cortex-A9 processor in the processing sys-
tem (PS) with an FPGA in the programmable logic (PL) part; this combination
allows users to develop and accelerate complex embedded systems and applica-
tions. The PYNQ framework enables users to program the FPGA using Python,
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making it accessible for users without extensive hardware design experience.
The PYNQ-Z2 board can run many applications, such as accelerated NN, signal
processing, real-time audio, video, and sensor data processing. Besides, the
board is a convenient platform for education and research as it is an accessible
platform for learning FPGA programming and embedded systems design.

3.2.4 Alveo U280 FPGA Card

The Alveo U280 FPGA card (AMD 2021) is a high-speed data centre accel-
eration card developed by AMD Xilinx. The card belongs to the Alveo family,
which is designed to accelerate compute-intensive workloads. Furthermore, the
card is specialised for high-speed networking applications with fibre-supported
ethernet interfaces connected directly to FPGA. Besides, it can accelerate ap-
plications in AI, ML, data analytics, and High-Performance Computing (HPC).
As part of Xilinx’s Alveo portfolio, the U280 leverages the power of the Xilinx
FPGA fabric to offer a flexible, reconfigurable hardware platform that deliv-
ers low-latency, high-throughput acceleration for demanding applications. The
card is equipped with a Xilinx UltraScale+ XCU280 FPGA, which provides 3.8
million logic cells, 902,400 Look-Up Tables (LUTs), and 2,784 DSP slices. The
card has high-speed connectivity options, including two QSFP28 ports for 100G
Ethernet networking, as well as Gen4 PCle interfaces for integration into stan-
dard server architectures.

3.3 An Anomaly-based IDS Framework using

Hardware Accelerators

This Section introduces HH-NIDS - a heterogeneous hardware-based network
intrusion detection framework for IoT security. HH-NIDS applies anomaly-
based IDS approaches for IoT devices using hardware accelerators. The first
prototype system utilises the supervised-learning method on the 10T-23 (Garcia,
Parmisano, and Erquiaga 2020b) and UNSW-NB15 (Moustafa and Slay 2015)
datasets to generate lightweight ANN models. The proposed framework is im-
plemented on a heterogeneous platform, including a microcontroller, an SoC
FPGA and GPU platforms under the handling of host processors. The training
phase is conducted on GPU, while the inference phase is accelerated on two
hardware platforms:
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* The MAX78000 AI microcontroller with ultra-low power consump-
tion (Maxim Integrated 2020a).

* The SoC FPGA is implemented in high-level synthesis (HLS) and Verilog
approaches. The Verilog implementation is customised in a pipeline fash-
ion, which has achieved high-throughput and low latency in processing
network packets.

Finally, the first prototype system is deployed on the MAX78000 evaluation
kit (Maxim Integrated 2020b) (MAX78000EVKIT) and PYNQ-Z2 SoC FPGA
board (Xilinx 2020). The implemented systems are evaluated using a num-
ber of testing scenarios on the two public datasets: 10T-23 and UNSW-NB15.
Hardware resource usage and power consumption are also discussed and com-
pared to relevant works.

3.3.1 Related Works

The I0T-23 dataset has been trained with supervised learning methods. Ta-
ble 3.1 presents the summary of anomaly-based IDS on the 10T-23 dataset.
The authors in (Dutta et al. 2020a; Ullah and Mahmoud 2022) have applied an
ensemble strategy, which combines DNN and LSTM. The paper (Hussain et al.
2020) has proposed a universal feature set to detect botnet attacks on the I0oT-23
dataset. However, the proposed feature extraction module is tool-based, which
can cause dependency and add extra overhead (Storcheus, Rostamizadeh, and
Sanjiv Kumar 2015). Malware and botnet analysis on the [0T-23 dataset has
been examined in (Stoian 2020; Hegde et al. 2020). Authors in (Nobakht,
Javidan, and Pourebrahimi 2022) have reported 99.9% accuracy by applying
hyper-parameter optimisation on the deep ensemble model (CNN and RF).
Meanwhile, ML algorithms have been used in (Alani and Miri 2022; Douiba
et al. 2022) to generate lightweight detection models, resulting in 99.62% and
99.98% accuracy, respectively. However, there are limitations in current works.
On the one hand, most of the anomaly-based IDS for [oT networks are designed
at the system’s high-level view that is usually deployable at the IoT gateway
level. Anomaly behaviours can be detected earlier at the edge devices. On the
other hand, they have focused on software-based metrics only, while hardware-
based metrics, such as power consumption, performance and network through-
put, are not mentioned.

The authors in (Alani and Miri 2022) have used a feature selection module to
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Table 3.1: Summary of anomaly-based IDS on the I0T-23 dataset

Work Dataset Platform Accuracy
(Dutta et al. 2020a) [0T-23, LITNET-2020 and NetML- | Not mentioned 99.0%
2020
(Ullah and Mahmoud 2022) | NSL-KDD, BoT-IoT, IoT-NI, IoT-23, | Not mentioned 99.8%
MOTT and IoT-DS2
(Hussain et al. 2020) CICIDS2017, CTU-13 and IoT-23 Not mentioned 99.9%
(Stoian 2020) IoT-23 GTX 1060, 6GB | 99.5%
of RAM
(Hegde et al. 2020) I0T-23 and Self-generated Microsoft Azure 99.8%
(Nobakht, Javidan, and | IoT-23 Intel Core i7- | 99.9%
Pourebrahimi 2022) 9750H, 32GB of
RAM
(Alani and Miri 2022) TON-IoT, I0T-23 and IoT-ID Not mentioned 99.6%
(Douiba et al. 2022) NSL-KDD, I0T-23, BoT-IoT and | GPU GeForce | 99.9%
Edge-IloT MX330, 8GB of
RAM
(Ahli et al. 2023) I0T-23 Google Colab 98.6%
(Othman and Abdullah | IoT-23 Not mentioned 99.7
2023)
(Nazir et al. 2024) I0T-23, N-BaloT, and CICIDS2017 | Not mentioned 95.0%
(Al et al. 2024) I0T-23 Not mentioned 99.2%
(Korba, Diaf, and Ghamri- | IoT-23 Google Colab 99.8%
Doudane 2024)

choose the most impactful feature set. Besides, SMOTE (Synthetic Minority
Oversampling TEchnique) has been proposed in (Othman and Abdullah 2023)
to solve the imbalance issues in the [0T23 dataset and improve the accuracy.
Hybrid CNN-LSTM models have been used in (Nazir et al. 2024) and (Al et
al. 2024) to achieve 95.0% and 99.2%, respectively, in accuracy. The authors
in (Korba, Diaf, and Ghamri-Doudane 2024) have designed a workflow that in-
cludes feature extraction & calculation, feature selection, training and testing
to reach 99.8% accuracy. On the one hand, most of the mentioned works are
software-based, and the research objective is to optimise the accuracy metric.
On the other hand, they have not been tested using raw packets to evaluate
the proposed ML models in terms of processing throughput. The proposed ap-
proach is not only to accelerate detection models using hardware-based plat-
forms but also to be able to process raw packets at high speed.

Hardware accelerators, including specialised Al microcontrollers and SoC
FPGA, are promising platforms for securing IoT devices (Sudeendra Kumar
et al. 2017; Chéour, Khriji, Kanoun, et al. 2020). IoT security monitoring
systems (d’Orazio and Lallet 2018; Lallet, Casseau, d’Orazio, et al. 2020)
have implemented accelerating semantic caching on FPGA. Researchers
in (Wielgosz and Karwatowski 2019) have introduced a mapping methodology
to bring neural network-based models to hardware. The proposed method
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has achieved a latency of 210 ns on a Xilinx Zynq UltraScale+ MPSoC FPGA
running mapped LSTM models. FPGA acceleration for time series similarity
prediction (Kalantar, Z. Zimmerman, and Brisk 2021) has been proposed for
IoT edge devices. The implemented system can reach a throughput of 453.5G
operations per second with a 10.7x faster inference rate on a Xilinx Ultra96-vV2
FPGA compared to the Raspberry Pi. Lightweight ANN models for intrusion
detection systems are proposed on an SoC FPGA platform in (Iloannou and
Fahmy 2019). They have achieved a speedup of 161.7 times faster than
software-based methods on the NSL-KDD dataset. Overall, anomaly-based IDS
for IoT devices on hardware accelerators is a promising approach. This chapter
introduces an ultra-low power consumption and low-latency heterogeneous
hardware-based IDS framework. The prototype system is tested with the
[oT-23 and UNSW-NB15 datasets on the MAX78000 microcontroller and SoC
FPGA platforms.

3.3.2 Evaluation Metrics

The confusion matrix is widely used to evaluate classification performance. It
is a table that shows where the true values belong. Evaluation metrics, includ-
ing accuracy, precision, recall and F1-score are computed from this confusion
matrix. The definition of True Positive (TP), False Positive (FP), False Negative
(FN) and True Negative (TN) for multiple classes can be provided from the con-
fusion matrix (Hossin and Sulaiman 2015).

* Accuracy is one of the popular metrics for evaluating classification models.
Equation (3.1) depicts the single-class accuracy measurement.

TP+TN
A _ 3.1
WY = TP L TN ¥ FP+ FN (3.1

* Precision is the positive predictive value. It is a proportion of true positives
that the model claims compared to the total number of positives it claims.
The single class precision value is given in Equation (3.2):

TP
Precision = W (3.2)

* Recall is defined as the actual positive rate. This number refers to the
positives which the model states, compared to the total positives in the

A Scalable Security Approach for IoT 58 DUC-MINH NGO
Networks: Blockchain and Anomaly-based IDS
on Hardware Accelerators



3. LEVERAGING HARDWARE ACCELERATORS
FOR ENHANCING SECURITY IN IOT 3.3 An Anomaly-based IDS Framework using
NETWORKS Hardware Accelerators

data. The single-class recall value is given in Equation (3.3):

TP
Recall = m (33)

* Fl-score represents the model’s performance. It can be referred to as the
weighted average of the precision and recall values. The single class F1-
score value is given in Equation (3.4):

2 x Precision x Recall
F1- = 3.
PEOTe Precision + Recall (3.4)

3.3.3 HH-NIDS Framework

Figure 3.5 illustrates the proposed HH-NIDS framework architecture!. The data
processing flow is described in three phases, namely Data Pre-processing, Model
Generation, and Hardware-based Inference.
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Figure 3.5: The proposed HH-NIDS framework architecture.

Data Pre-processing is the first phase in the HH-NIDS framework to generate
data for training and inference processes. HH-NIDS applies a supervised learn-
ing neural network approach for detecting network attacks; thus, the chosen
dataset should contain labelled records. The raw data (network packets) can

IThe figure represents the final state of the work and have evolved from the research work
and the ongoing iteration.
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be used in the inference phase for demonstrating the real-time network classifi-
cation process. Besides the Dataset block, there are five main functional blocks
in this pre-processing phase:

* The Data Filtering block: scans the processed dataset (labelled records)
and buffers all of the IPv4 records, which make up the majority of the
dataset, as input data for the next blocks. In other words, this block cre-
ates a custom filter for selecting input records based on the administrators’
defined rules.

* The Classification block: examines the labelled data, and then collects
records that have the same label to a new file. The number of new files is
equal to the number of dataset labels/classes (benign and attacks).

* The Scaling block: reads the created data files and transforms the record’s
features, which are initially in alphanumeric or numeric forms, to float

values (between 0 and 1) using min-max normalisation.

* The Shuffle block: rearranges records according to different training
schemes. In addition, data balancing can be applied in this block for
better data distribution. Although the network data can be provided with
time-based information, this block shuffles these records for the neural
network models to learn static information in the network packets.

* The Formatted Data block: holds shuffled data files from the previous
block; the data are ready to be used in the training and inference pro-
cesses.

Model generation: this phase includes training, inference and quantisation
processes. In the beginning, the training process generates NN models that use
GPU-based approaches; then, these models are quantised to fit in accelerator
platforms in the hardware-based inference phase. The training process can be
described using three blocks:

* The Model Configuration block: has two main functionalities, which are:
defining training settings and selecting a custom input feature set from
each processed record for training. The output data will be forwarded to
the GPU-based Trainer block for training.

* The GPU-based Trainer block: follows the ML library architectures (Keras,
Tensorflow, Pytorch, etc.) to train NN models. The HH-NIDS frame-
work proposes GPU-based approaches for better training performance
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compared to CPU-based approaches.

* The Trained Models block: stores trained models from the GPU-based
Trainer block. These models will be used in the next inference phase.

Next, the trained models will be evaluated with test data. The administrators
can monitor the validation results and select dedicated models for quantisation
processes. Figure 3.6 illustrates the HH-NIDS framework’s process flow from

training to hardware implementations.

* The Inference block: represents the software-based inference process. This
block uses the trained models on the allocated data files to evaluate how
well the trained models react to unseen data. The chosen models then
need to be quantised and tested before being deployed into hardware
accelerator platforms.

* The Parameter Quantisation block: transforms the model’s parameters to
the supported bit width to fit into the hardware accelerator platforms.

* The Models block: contains quantised models, which will be evaluated
again by the Inference block.

Hardware-based inference: this phase deploys quantised NN models into
hardware accelerator platforms for inference. The HH-NIDS framework pro-
poses using two different platforms: namely, a microcontroller and an SoC
FPGA. The implemented hardware architecture is discussed in detail in Sec-
tion 3.3.4.

| Training | Inference |2 Quantisation Hardware
Implementations

Evaluation

Figure 3.6: The HH-NIDS framework’s processing flow from training to hard-
ware implementations.

3.3.4 Implementation

This section introduces HH-NIDS’s prototype system implementation. The pro-
totype system uses heterogeneous hardware, including GPU, Microcontroller,
SoC FPGA and host processors for experimenting with the I0T-23 and UNSW-
NB15 datasets.

Data Pre-Processing
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Table 3.2: Flow Features from the IoT-23 and UNSW-NB15 datasets

IoT-23 UNSW-NB15 Inputs | Description

id_orig.h srcip Source IP address

id orig.p sport Source port number
id_resp.h dstip Destination IP address
Destination port
number

Transaction protocol

id_resp.p dsport

yl N W N~ 3k

e L e NS

proto proto

The HH-NIDS utilises static features for training the NN models. Ta-
ble 3.2 shows the static features definitions from the two datasets; the
source/destination IP address is represented as four 8-bit inputs, while other
fields are normalised/scaled to fit into the neurons’ inputs.

Model Generation

As described in the previous section, the pre-processing data phase extracts
eleven flow features as inputs for NN models. The hidden layer in a NN model
is configured with 32 or 48 neurons, each followed by a hardware-efficient
ReLU (Rectified Linear Unit) activation function; the softmax activation func-
tion is used in the output layer. The number of neurons are chosen to balance
efficiency and performance for hardware inference. A smaller model ensures
real-time processing and meets resource constraints. This number was deter-
mined experimentally, with validation accuracy guiding the selection to opti-
mise both accuracy and computational efficiency.

The processed data are allocated at the rate of 50% for training, 25% for val-
idation, and 25% for inference. The NN models were trained using the cross-
entropy loss function and Adam optimiser with a batch size of 512, and the
learning rate was set equal to 0.0005, 0.001, or 0.01.

Microcontroller

The inference phase has been deployed on the Maxim MAX78000EVKIT,
which has an artificial intelligence microcontroller with ultralow-power neural
network acceleration processors. Maxim provides sample projects, which
generate NN models using the PyTorch library. The NN processors on the
MAX78000EVKIT can only support a maximum of 8-bit registers for storing
parameters (weights and bias). As a result, the training process is configured
as quantisation-aware.
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Figure 3.7: Neural network inference acceleration on Zyng-7000 SoC architec-
ture.

Figure 3.7 illustrates the inference phase block diagram on the Zyng-7000 SoC
architecture?, which includes two main domains: namely, the Processing Sys-
tem (PS) and the Programmable Logic (PL/FPGA). The PS has basic modules for
a computer system: Multiplexer Input/Output (MIO), I/0 Peripherals, Memory
(MEM), Interconnects and an Application Processor Unit (APU). The SoC FPGA
board is booted from an SD card, and the programmed application is loaded
into the APU. Here, network packets will be sent to the APU for extracting in-
put features in the Feature Extraction module. Then, the extracted features are
grouped together in the Buffer Initialization module, before being sent to the
PL. This buffer helps reduce overhead in data exchanges between the PS and
the PL. Processed results from the PL are delivered back to the Monitoring mod-
ule for analysis. The PL domain has five main blocks, which are:

* The PS Reset block: receives the reset control signals from the PS to reset
the PL to the initial state.

* The AXI Interconnect block: assigns user’s input values to registers in
PL through General-Purpose Ports (GPO), which is configured as a 32-
bit AXI-lite interface. There are two registers to be configured in the
NN block: namely, the RESET register for resetting the module and the
NUM_OF _INPUT register to indicate the number of records to be sent from
PS each time.

* AXI Smart Connect block: receives grouped input features, which are

2The figure represents the final state of the work and have evolved from the research work
and the ongoing iteration.
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Figure 3.8: The generated FPGA block architecture using the HLS implementa-
tion approach.

buffered in the PS, using High-Performance Ports (HPO). Then, data are
sent to the AXI DMA block by a Memory-Mapped to Stream (MM2S) chan-
nel. In addition, the scanned data are transferred back from AXI DMA to
this block by a Stream to Memory-Mapped (S2MM) channel. These data
are intrusion detection results that are ready to be sent back to PS for
analysis.

* The AXI DMA block: this is connected to the NN block through an AXI
Stream interface for sending/receiving data to/from the NN block.

* The neural Network Architecture block: this contains the NN model on
FPGA. This block is implemented in two approaches: namely, high-level
synthesis (HLS) and Verilog implementation.

HLS Approach

The HLS approach builds the NN block from a C implementation. Figure 3.8 de-
scribes the NN block’s architecture on FPGA. The trained parameters are loaded
into BlockRAMs memory, and the input for neurons is extracted from the input
stream by the Pre-processor module. The hidden and output layers are config-
ured using a pipeline strategy and resource-sharing techniques in which there
are only eight neurons in each layer. Additionally, DSP48 blocks are used to
implement both MUL and MAC operands. Finally, the Post-processor module
produces the output stream, which connects to the AXI DMA block.

The NN block on FPGA is implemented by Vivado HLS 2018.2. Parameter quan-
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Figure 3.9: Pipeline implementation of the neural Network Architecture block on
an FPGA-based architecture includes four phases: Input buffering (P1), Layer O
calculation (P2), Layer 1 calculation (P3), and Output buffering (P4).

tisation and HLS Pragmas techniques are taken into account for implementa-
tion, in particular:

* Parameter Quantisation: this transforms each trained parameter of an NN
model to integer values. For instance, for a layer with weight values in

the range of [—w, w), a quantised value, wgyantisea, from w;, is calculated
by

n Wi
Wquantised = L2 EJ (35)
where n is the number of bits for storing a weight value in the FPGA. This

number is set to 32 in the case of HLS implementation.

* HLS Pragmas are applied for optimising the implementation in C++ into
the RTL. For instance, HLS Dataflow is used for pipelining calculations
between layers, HLS Pipeline and HLS Unroll are used for parallel compu-
tation of neurons in each layer.

Verilog Implementation Approach

This approach uses a hardware description language to implement the Neural
Network Architecture block. Figure 3.9 shows the prototype implementation on
an FPGA-based architecture. The data flow is similar to the HLS implementation
approach; however, the number of neurons in the hidden and output layers is
maximised for the designed neural network architecture. In this approach, the
pre-trained model on GPU (11 inputs, 32 hidden neurons, 16 output neurons)
is selected for implementation.

By using Verilog, the processing performance is optimised manually with a
pipeline strategy, in which buffers are placed between each calculation step.
The pipelined NN architecture can be described as having four phases:

* Input buffering (P1): contains the Pre-processor block to receive the eleven
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input features from DMA through the AXI4-Stream interface.

* Layer O calculation (P2): has 32 neurons running simultaneously. These
neurons have the same architecture, which has six calculation stages:
multiplication, four additions, and an activation. Figure 3.10 illustrates
a single neural architecture on FPGA. From the P1 phase, the 11-input
features are fed into the corresponding eleven 2-input multipliers (MULx
11 block). Next, these results are accumulated by the next four addi-
tion stages, represented as ADD x6, ADD x3, ADD x2, and ADD x1 blocks.
The final summed result is passed to the ACT block, which is implemented

as a hardware-efficient ReLU (Rectified Linear Unit) activation function.

Figure 3.10: The MULx11 block calculation architecture.

* Layer 1 calculation (P3): receives buffered results from the P2 phase;
then, these data are distributed to sixteen neurons in this block. Each
neuron shares the same calculation architecture with Layer O neurons;
except that each neuron in Layer 1 has five calculation stages: a multi-
plication (MUL x16 block) and four additions (ADD x8, ADD x4, ADD x2,
and ADD x1 blocks). The final results are buffered and will be read in the
next clock cycle.

* OQutput buffering (P4): includes the Comparator, the FIFO buffer, and the
Post-processor blocks. The Comparator block returns the maximum in-
dex from sixteen inputs, corresponding to sixteen output neurons in the
P3 phase. These indices are stored in a FIFO (First in, first out) buffer.
The Post-processor block reads data from the buffer and sends it to DMA,;
this block also sends a signal to the Pre-processor block to indicate if the
buffer can store all the results.
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3.3.5 Results

In this section, the prototype HH-NIDS implementation is evaluated. First,
the hardware resource usage on two different platforms: microcontroller
(MAX78000EVKIT) and SoC FPGA (PYNQ-Z2), is discussed. Secondly, the
accuracy results are discussed and compared to relevant works. Finally, the
hardware performance is measured.

3.3.5.1 Implemented Result

On the MAX78000 microcontroller, the NN models have two parameter layers
with a total of 1360 parameters, which corresponds to 1360 bytes. With re-
spect to the total hardware resources on the board, 1360 bytes out of 442,368
bytes (0.3%) weight memory were used. Six bytes out of 2048 bytes of to-
tal bias memory were utilised (the bias was not used). The records were
sent, one after another, repeatedly. Utilising the power monitor built into the
MAX78000EVKIT, the power drawn was between 17 mW (loading weights etc.)
and 18mW (when the NN model is inferring).

As introduced in Section 3.3.4, the NN models on FPGA are implemented using
two different approaches: namely, HLS and Verilog. These implementations
on Vivado version 2018.2 were deployed on a PYNQ-Z2 board, which includes
Dual ARM Cortex-A9 MPCore and a Xilinx Zynq xc7z020-1clg400c SoC (con-
taining a total of 53,200 LUTs, 106,400 FFs, 140 BRAMs, and 220 DSP slices).

Table 3.3 shows the hardware resource usage, timing and power consump-
tion estimation of the implemented NN for the [0T-23 dataset. In terms of
FPGA resource usage, the HLS implementation approach consumed 24.60%
LUTs, 15.25% FFs; while the Verilog implementation approach used nearly
double these resources, which are 41.97% LUTs and 26.60% FFs on the PYNQ-
Z2 board. Although the Verilog implementation approach used fewer BRAMs
(14.29% compared to 30.36%), this approach required 220 DSP slices, which
is 100% of the on-chip DSP slices on the PYNQ-Z2 board. The maximum fre-
quency is approximately 101MHz in both implemented strategies. The power
synthesised in the Verilog implementation is 0.3W less than the HLS implemen-
tation (1.53 W compared to 1.83 W).

Similarly, Table 3.4 represents the hardware resource usage, timing and power
consumption estimation of the implemented NN models on the UNSW-NB15
dataset. The used LUTs and FFs are 22.15% and 15.26% in the HLS imple-
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Table 3.3: The [0T-23 dataset implemented results on PYNQ-Z2 SoC FPGA

Hardware Resources Usage

Approach Resources Utilisation Available Utilisation (%)

LUT 13,089 53,200 24.60

LUTRAM 242 17,400 1.39

HLS FF 16,224 106,400 15.25

BRAM 42.5 140 30.36

DSP 152 220 69.09

LUT 22,329 53,200 41.97

LUTRAM 1420 17,400 8.16

Verilog FF 28,304 106,400 26.60

BRAM 20 140 14.29

DSP 220 220 100

Timing and Power

F_max Static Dynamic Total
HLS 102.1 MHZ 0.15W 1.68 W 1.83 W
Verilog 101.2 MHZ 0.14 W 1.39 W 1.53 W

mentation approach; these numbers are 52.64% and 31.93% in the Verilog im-
plementation approach, respectively. The BRAMs and DSP resources used are
approximately equal to those of the I0T-23 dataset implementations. The max-
imum frequency is approximately 102.4 MHz in both approaches, while the
power consumption in the Verilog implementation is 0.23 W less than in the
HLS implementation approach.

3.3.5.2 Accuracy

The training, validation and inference accuracy are discussed in this section.
There are two training schemes corresponding to the targeted hardware:
MAX78000EVKIT and PYNQ-Z2. The training processes were run in each
scenario with three different learning rates (LR): 0.0005, 0.001, and 0.01 on
the UNSW-NB15 and IoT-23 datasets.

Figure 3.11 depicts the training and validation accuracy in the first scheme,
which was aimed at the MAX78000EVKIT. In detail, the line chart in Fig-
ure 3.11a shows trained results on the UNSW-NB15 dataset. The highest LR
(0.01) returned the best score at 97.96% accuracy (epoch 8). However, this
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Table 3.4: The UNSW-NB15 dataset implemented results on PYNQ-Z2
SoC FPGA

Hardware Resources Usage
Approach Resources Utilisation Available Utilisation (%)

LUT 11,783 53,200 22.15

LUTRAM 242 17,400 1.39

HLS FF 16,236 106,400 15.26

BRAM 44 140 31.43

DSP 152 220 69.09

LUT 28,004 53,200 52.64

LUTRAM 1412 17,400 8.11

Verilog FF 33,974 106,400 31.93

BRAM 20 140 14.29

DSP 219 220 99.55

Timing and Power

F _max Static Dynamic Total
HLS 102.5 MHZ 0.15W 1.64 W 1.79 W
Verilog 102.4 MHZ 0.14 W 1.42 W 1.56 W

number dropped significantly, to approximately 96.82%, in the rest of the train-
ing process, after the quantisation-aware training was activated. The training
processes with lower LR reported better results, which drew increasing trends
in validation accuracy, from 97.12% to the peak at 97.84% from epoch 9 to
epoch 40 (with LR at 0.001).

Figure 3.11b illustrates the training and validation accuracy on the I0T-23
dataset. The accuracy can reach up to 99.98% before dropping dramatically to
89.38% (0.001 LR) and 74.94% (0.01 LR) due to the activation of quantisation-
aware training. The 0.0005 and 0.001 LR training processes showed a slight
improvement over time, with training accuracy around 92.85%. The lower LR
values (0.0005 and 0.001) produced better models in the quantisation-aware
training processes. The accuracy fluctuated if LR was 0.01 on both datasets.

In the second scheme, the training processes were aimed at the PYNQ-Z2 board.
Figure 3.12 represents two charts showing accuracy results on the two datasets.
The line chart in Figure 3.12a shows trained results on the UNSW-NB15 dataset.
The 0.01 LR reported 96.84% accuracy in training and validation at epoch one,
before increasing to 97.71% in the subsequent seven epochs; this number fluc-
tuated slightly in the rest of the training process. The 0.001 LR also reported
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Figure 3.11: The trained results in fifty epochs with three different learning
rates: 0.0005, 0.001, and 0.01 for the MAX78000 microcontroller.

the same results, with the best validation accuracy being 97.70% from epoch
40, while the smallest LR (0.0005) can only reach 97.15% accuracy at epoch
50. The second line chart, which are trained results on the I0T-23 dataset,
shows similar training patterns to the first line chart. In detail, the higher LR
(0.001 and 0.01) reported the highest validation accuracy at around 99.71%,
while the 0.0005 LR training process achieved the best accuracy of 96.37% at
epoch 47. The training and validation accuracies when using the medium LR
(0.001) have been improved significantly from epoch 23 to 30.
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Figure 3.12: The trained results in fifty epochs with three different learning
rates: 0.0005, 0.001, and 0.01 for the PYNQ-Z2 SoC FPGA.

The four best models, in terms of validation accuracy, were collected from the
trained results above. Evaluation metrics were calculated, including accuracy,
precision, recall and F1-score on test data. Table 3.5 shows inference results on
the MAX78000EVKIT on two models, which are denoted as (1) and (2).
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Table 3.5: The inference results (in %) for the two trained models on
the MAX78000EVKIT.

Dataset Accuracy | Precision | Recall | F1-score
UNSW-NB15 (1) 98.57 90.11 97.09 93.47
[0T-23 (2) 92.69 95.04 95.22 95.13

Model (1) on the UNSW-NB15 dataset achieves 98.57% accuracy and a 93.47%
F1-score. The precision is 6.98% lower than the recall value (90.11% compared
to 97.09%), which means that the model is more sensitive to attack records than
normal records. In addition, model (2) on the [0T-23 dataset reports 92.69%
accuracy and, 95.13% F1-score.

Accordingly, Table 3.6 represents inference results on the PYNQ-Z2 board from
two models, which are denoted as (3) and (4).

Table 3.6: The inference results (in %) for the two trained models on the PYNQ-
72 board.

Dataset Accuracy | Precision | Recall | F1-score
UNSW-NB15 (3) 98.43 87.95 98.01 92.71
[0T-23 (4) 99.66 99.97 99.65 99.81

Model (3) reproduces similar results to model (1) on the UNSW-NB15 dataset,
with 98.43% accuracy and 92.71% F1-score. The highest accuracy and F1-score
(99.66% and 99.81%) are achieved by the model (4) on the I0T-23 dataset.

The trained NN models on the I0T-23 dataset are compared to related works in
Table 3.7.

Table 3.7: Result comparison to related works in the I0T-23 dataset

System Model | Accuracy (%) | F1-score (%)
(Dutta et al. 2020a) DNN 99.70 87.00
(Dutta et al. 2020b) LSTM 99.99 N/A
(Hussain et al. 2020) RF 100.00 100.00
(Hegde et al. 2020) NN 99.80 99.85
(Thamaraiselvi and Mary 2020) RF 99.50 99.00
HH-NIDS NN 99.66 99.81
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The authors in (Dutta et al. 2020a) have achieved 99.70% accuracy by using
DNN. They have improved this result to 99.99% by applying LSTM in (Dutta
et al. 2020b); however, Fl-score is not mentioned in this research. Authors
in (Hussain et al. 2020; Thamaraiselvi and Mary 2020) have reported RF as
the best algorithm for detecting attacks with 100% and 99.50% accuracy, re-
spectively. Authors in (Hegde et al. 2020) have achieved an accuracy of only
0.14% greater than the implemented model. However, their experiments have
not applied to the full [oT-23 dataset (Hussain et al. 2020; Hegde et al. 2020).

3.3.5.3 Performance

Inference time is one of the most critical metrics for evaluating the HH-NIDS
framework. In this section, performance measurements will be performed
on the four hardware platforms, including Intel® Core™ i7-9750H 2.6GHz
CPU, NVIDIA GeForce GTX 1650 GPU, MAX78000EVKIT and PYNQ-Z2 SoC
FPGA boards.

Inference Time

The first test measured pre-process time (allocates input buffers), inference
time, and post-process time (for receiving results) of each implementation when
only one input is sent. Figure 3.13 illustrates the five implementations’ results.
The bar chart shows that the inference time on the MAX78000EVKIT is only
15 ps, which is 11.3 and 21.3 times faster than CPU and GPU approaches, re-
spectively. This number outperformed all other platforms in inference time;
however, the pre-process and post-process times are not measured due to un-
supported library issues. Besides, CPU and GPU implementations report the
lowest pre-process and post-process time; these numbers are approximately
0.02 ms, thanks to high-frequency host processors. The inference time on CPU
is 0.17 ms, while these times are 0.32 ms and 0.43 ms on GPU and FPGA,
respectively. The GPU used in this experiment exhibited slower processing per-
formance compared to the CPU due to the input size being limited to a single
record. This outcome arises from the fact that the strength of GPUs lies in their
ability to process multiple inputs in parallel.. The FPGA implementations (HLS
and Verilog) have higher inference times (between 0.45 ms and 0.46 ms) be-
cause of the overhead in data transfer time from the PS to the PL.

FPGA Performance

The PL configuration time is 340ms on average, including the time for loading
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Figure 3.13: The pre-process, inference, and post-process time from differ-
ent implementations (except the MAX78000EVKIT, see text).
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Figure 3.14: The CPU, GPU, and FPGA inference times for different input
buffer sizes.

NN parameters into BlockRAM. The line graph in Figure 3.14 shows the dif-
ferences in inference times between CPU, GPU and FPGA. The horizontal and
vertical axes present the number of records per test (input buffer size) and the
processing time, respectively. By doubling the number of records sent each time,
the CPU and GPU inference times increase gradually to approximately 0.92 ms,
for both platforms, at the buffer size of 2!2 (4096 records). The CPU inference
time rises exponentially to 3.01 ms, while the GPU starts to perform better,
with only 1.44 ms, at the end of the test. HLS and Verilog implementation
approaches on the PYNQ-Z2 SoC FPGA return a similar inference time, which
starts at approximately 0.44 ms in the beginning and then increases slightly to
0.48 ms at the buffer size of 1024. This time is approximately 1.72 ms when
the buffer size is 16,384 (2'*), which is equal to 9,525,581 records per second.
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Next, a timer is placed in the inference code after DMA has sent data from the
PS to the PL to measure the data transfer time.
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Figure 3.15: The wareform simulation results from the NN on FPGA using a
Verilog approach.

The timer reported that it takes 0.067 ms, on average, for an input on the
PYNQ-Z2 Soc FPGA to be inferred and transferred back to the PS. In addition,
the data transfer time from the PS to the PL is close to 0.42 ms. Therefore,
the NN block on PYNQ-Z2 SoC, with a Xilinx xc7z020-1clg400c device, is 2.5
and 4.8 times (0.067 ms compared to 0.17 ms and 0.32 ms) faster than Intel®
Core™ i7-9750H 2.6GHz CPU and NVIDIA GeForce GTX 1650 GPU in inference
time, respectively. The processing speed of the pipelined design on FPGA can
be calculated through the waveform simulation result in Figure 3.15.

The waveform displays the primary input and output AXI4-STREAM interfaces
in the NN block. The testbench sends a new input at each clock cycle to demon-
strate a network input flow. Each record takes 28 clock cycles to be processed
(between the s00 axis tvalid and m00_axis tvalid signals). In this pipeline de-
sign, the input flow can go through the system continuously without waiting
for other processing inputs in the system to be finished; thus, the system over-
head for processing one flow is 28 clock cycles, which is equal to 0.28 us on the
PYNQ-Z2 (operating at 100 MHz). This means that the pipelined NN block on
the FPGA accelerator at 100 MHz is 53.5 times faster than the max78000EVKIT
in simulation. Some factors affected the inference time, in practice, and will be
discussed in Section 3.3.6.

Finally, the average inference times after ten trials are shown in Table 3.8.
To ensure a fair comparison with the work in (Ioannou and Fahmy 2019),
the number of records for sending in DMA buffer size was made equal to the
number in these works (22,544 records). The authors in (Ioannou and Fahmy
2019; Idhammad, Afdel, and Belouch 2017) used the same NSL-KDD dataset
for experimenting with their NN models. The FPGA implementation is 4.15
times faster than the same platform in (Ioannou and Fahmy 2019) and 110.1
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Table 3.8: Comparison in inference time on different platforms and between
related works

\ System \ Platform | Time (ms) |
(Idhammad, Afdel, and Belouch 2017) CPU i3 2.4GHz 240.14
ARM A9 667 MHz 1458.10
(Ioannou and Fahmy 2019) FPGA accelerator 76 MHz 9.02
FPGA accelerator 100 MHz (HLS) 2.18

HH-NIDS FPGA accelerator 100 MHz (Verilog) 2.24

times faster than the CPU implementation in (Idhammad, Afdel, and Belouch
2017).

3.3.6 Discussion

The HH-NIDS framework has trained lightweight NN models on the UNSW-
NB15 and I0oT-23 datasets using different schemes aimed at two hardware ac-
celeration platforms. Although the eleven inputs used in this prototype are
static features, the trained models have achieved high accuracy compared to
the related works. To improve the results (higher accuracy and lower the false
alarm rate), the Data Pre-processing block in the HH-NIDS framework needs to
be upgraded to extract a more comprehensive input feature set.

In Section 3.3.5.3, CPU and GPU implementations have an advantage in pre-
process and post-process times thanks to high operating frequencies and rich
memories for buffering input data; the data transfer buses in these platforms
are also optimised for a broader range of applications. The GPU also has extra
overhead for loading data into its on-chip memory, which explains why it starts
to perform better with a greater input buffer size setup.

The MAX78000 microcontroller with NN acceleration processors performs well,
requiring only 15 yus to infer an input. The power consumption is ultra-low at 18
mW, while it draws from 15 W to 17 W on the NVIDIA GeForce GTX 1650 GPU
to infer inputs. Besides, the NN models on FPGA have shown high overhead
in data transferring between the PS and the PL; the actual inference time was
explained in the waveform simulation results in Section 3.3.5.3.

While the HLS implementation is more flexible in changing the NN architecture,
the Verilog implementation with pipelining is optimised for the best processing
performance. Even though the pipelined design on the PL has no bottle-neck
points that possibly operate at the on-chip frequency with a fixed 28 clock cycles
overhead, the pre-process and post-process blocks on the PYNQ-Z2 SoC FPGA
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are run on the PS (ARM-based) with limited speed.

3.4 Summary

This chapter studied the background knowledge of IoT networks, focusing on
two main aspects: IoT architecture and protocols. Besides, attacks on IoT net-
works are discussed to provide an overview of potential vulnerabilities and the

associated security countermeasures.

Then, different hardware acceleration platforms are studied for IoT security,
especially focusing on platforms with rich computational resources, low power
consumption, and the ability to run lightweight machine learning models. The
specific hardware platforms that are experimented with in this thesis, including
the Max78000 Al-assisted microcontroller, the PYNQ-Z2 FPGA SoC, and the
AIVEO U280 FPGA card, are discussed.

This chapter presented the HH-NIDS framework for a heterogeneous hardware-
based implementation of anomaly detection in IoT networks. The ML models,
which are pre-trained in Chapter 2, are used to implement on the accelerated
hardware platforms. The framework includes dataset pre-processing, model
generation and hardware-based inference on hardware accelerators.

The proposed framework is tested with the UNSW-NB15 and IoT-23 datasets
using NN models and achieves the highest accuracy of 99.66%. The in-
ference phase is implemented using different approaches on the microcon-
troller and SoC FPGA. Firstly, the inference phase is implemented on the
MAX780000EVKIT, which is 11.3 and 21.3 times faster than Intel® Core™
i7-9750H 2.6GHz CPU and NVIDIA GeForce GTX 1650 GPU, respectively;
the power drawn was between 17mW and 18mW when the NN model is
inferring. In addition, the inference phase on SoC FPGA is implemented using
HLS and Verilog approaches, achieving the same practical processing speed.
However, the pipelined design on the PYNQ-Z2 board with the Xilinx Zynq
xc7z020-1clg400c device has been optimised to run at the on-chip frequency
with a fixed 28 clock cycles overhead. The simulation results have reported a
speedup of 53.5 times compared to the MAX78000EVKIT.

By analysing the experimental results in this chapter, it is clear that accelerating
lightweight ML models on hardware is a promising approach in IDSs. There
are two developmental directions for enhancing the HHNIDS framework in the
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following chapters:

Firstly, the network-specialised hardware (ALVEO U280 FPGA card) is consid-
ered for studying the next version of the HH-NIDS framework. This card allows
packets to be received and processed directly on the FPGA fabric, erasing the
overhead in data transfer between platforms encountered in the experiments
using the PYNQ-Z2 FPGA SoC.

Secondly, the next chapter will explore CNN models for network attack detec-
tion. The ANN model has limitations as the input data consists only of header
fields, and extracting additional data can cause extra overhead. Furthermore,
the packet payload remains unused. By utilising CNN models, the network
packet will be converted into images; this process eliminates the logic in the
data extraction process, thus reducing the complexity of data pre-processing.
Additionally, the packet payload will be directly contributed as input to the
CNN model equally.
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Chapter 4

Deep Packet Inspection: A
Convolutional Neural Networks
Approach

The previous chapter proposed a security framework for IoT networks using
lightweight ANN models on accelerated hardware platforms. While using ANN
models on a set of selected features extracted from packet headers has the ad-
vantages of low computational cost and complexity, this approach ignores other
headers and payloads in a packet. Furthermore, a network packet is typically
diverse in structure due to the existence of multiple protocols with different
versions. This chapter studies SVM and CNN in IDSs, focusing on packet pro-
cessing methodologies, efficiency, and flexibility for hardware implementations.

The IoTs has contributed a significant volume of data exchange to the global
network in the past decade. Due to the high demand for smart devices, the
number of IoT devices is increasing significantly every year, resulting in the
need to properly manage their data. Besides, with the ever-increasing depen-
dence on digital infrastructure across industries, organisations must develop
robust cybersecurity measures to mitigate network attacks and protect users’

information.

Network administrators have made significant progress in integrating security
functions into the system to enhance device security against attacks. These
functions can be built based on signature-based or anomaly-based approaches,
as well as a hybrid approach that combines both. This chapter continues to
explore anomaly-based IDS approaches. In detail, this chapter proposes 2D-
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CNN (Two-dimensional Convolutional Neural Network) models for deep packet
inspection. The proposed approach involves labelling network packets in the
IoT-23 dataset from pre-trained ANN models; then, 2D-CNN models are trained
to detect attacks at the packet level.

This chapter utilises ANN and CNN on raw network packets to detect network
attacks. The chapter’s contributions can be summarised as follows:

* The previous work (Ngo, Lightbody, Temko, Pham-Quoc, et al. 2023a)
(HH-NIDS framework - Chapter 3.3) with the pre-trained ANN models is
used to assign labels to the raw network packets in the [oT-23 dataset.

* The CNN models are trained on the labelled packets. This approach mit-
igates the computational overhead of the feature extraction process asso-
ciated with the ANN.

* The experiments are conducted to evaluate the accuracy and performance
of the proposed approach.

The rest of the chapter is organised as follows. Section 4.1 provides back-
ground knowledge and discusses the background and related work. Section 4.2
presents the proposed approach in detail. The experimental results of applying
the proposed approach to the 10T-23 dataset are presented in Section 4.3. Fi-
nally, Section 4.4 concludes the chapter and discuss potential directions for the
next steps.

4.1 Background and Related Work

4.1.1 Deep Packet Inspection

The previous chapter introduced two network intrusion detection systems based
on the algorithms and detection models used: signature-based and anomaly-
based IDSs. This chapter studies an overview of Deep Packet Inspection (DPI)
history and approaches. While traditional forms of packet filtering look only at
packet headers, DPI explores the payload, which can extract more information
and has a better understanding of network traffic. DPI plays an important role
in both security and traffic management in networking systems.

According to authors in (Lotfollahi et al. 2020), DPI approaches can be fitted
into three main categories: port-based filtering, payload inspection and ML
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approaches. The three approaches are correspondingly mapped with DPI’s evo-
lution over time.

* Port-based filtering uses the port fields (source and destination) in the
packet header to identify the associated application to which the packets
belong. The extraction process is straightforward since the port fields are
not encrypted. Port-based filtering was used to implement access control
lists in firewalls (Qi et al. 2009). This stage is considered the early devel-
opment of DPI.

* Payload inspection approaches look into the data of network packets.
The most common approaches compare the extracted payload to a set of
stored signatures (Dainotti, Pescape, and Claffy 2012). The payload ex-
amination technique is reliable for traffic classification and has been used
by companies like Cisco Systems (Snort), Juniper, and Ericsson, just to
name a few; however, there are privacy challenges which prevent access
to the packet’s content. With the rise of secured communication protocols
(HTTPs, TLS) in the 2010s, the payload became encrypted, causing chal-
lenges for traditional inspection techniques. New techniques require de-
crypting data or inspecting encrypted payload without decryption (Sherry
et al. 2015).

* ML approaches show advantages compared to traditional approaches be-
cause they can use mathematical models to inspect packets instantly with-
out querying databases, which is required when using pattern-matching
techniques. Furthermore, ML-based DPI can identify traffic patterns and
new threats in large, complex networks.

The development of DPI approaches has gone through various stages. They
are closely tied to the changes in the internet infrastructure. The section pro-
vides an observation on how these DPI systems have evolved, from simply using
the pattern-matching technique to applying ML to adapt to new network archi-
tectures, protocols, and applications. With the explosion of Al and ML, the
advancement of DPI systems has accelerated even further. The research papers
on DPI techniques, utilising deep learning on packet payload for traffic classifi-
cation and attack detection, are discussed below.

In 2015, (Velan et al. 2015) surveyed methods for classifying and analysing
encrypted network traffic from 2005 to 2014. They summarised the packet
classification process through three main stages, namely classification input,
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Figure 4.1: The proposed framework in (Lotfollahi et al. 2020) combining SAE
and CNN models for traffic classification.
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classification technique, and classification output. It can be seen from their re-
sults that other researchers mainly focused on feature-based methods since they
showed efficient and comparable detection rates. The raw packet data is useful
for recognising the applications associated with the packet.

The research in (Lotfollahi et al. 2020) is one of the pioneers in using ML mod-
els to inspect network packets. The approach eliminates the need to use pre-
defined features extracted by an expert to classify network traffic. They pro-
pose a deep learning-based approach, which integrates both feature extraction
and classification phases into one system. The proposed framework combines
two ML models, namely Stacked Autoencoder (SAE) and CNN, to classify net-
work traffic into major classes. Figure 4.1 explains the proposed framework’s
methodology.

The proposed framework involves a data pre-processing module to convert raw
packets into a suitable format for processing in ML models, SAE and CNN. Dur-
ing the data pre-processing phase, they first eliminate header fields that are
irrelevant for packet classification. Next, they standardise the transport layer
segment of UDP and TCP packets to a fixed number (20 bytes). Additionally,
irrelevant packets, such as those related to three-way handshake protocols and
DNS resolution packets, are removed from the dataset. Once the data is bal-
anced, they normalise it again by padding short packets with zero to a fixed
size before splitting the data to train SAE and 1D-CNN models.

The ISCX VPN-nonVPN dataset (Cybersecurity 2016) is used to evaluate the im-
plemented system. Their CNN models have achieved recalls of 0.98 and 0.94 in
the application identification and traffic categorisation tests, respectively. Im-
portantly, they discussed how CNN models are promising for the network traffic
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Figure 4.2: The Packet2Vec approach’s process flow.

classification task. CNN models can capture spatial dependencies between ad-
jacent bytes so that discriminative patterns can be found.

The work in (Goodman, C. Zimmerman, and Hudson 2020) proposes a
Packet2Vec (Packet to Vector) approach for detecting malicious traffic on the
2009 DARPA network dataset (Gharaibeh and Papadopoulos 2014). The core
of Packet2Vec is reported to be modified from the Word2Vec (Mikolov 2013),
a natural language processing project. The approach creates a set of vectors to
represent words so that similar words are positioned close to each other. For
example, given three vectors, "King", "Man", and "Woman", the result of "King"
+ "Man" - "Woman" would be "Queen". This means the closest word to the
equation is "Queen" (Goodman, C. Zimmerman, and Hudson 2020). Figure 4.2
illustrates the five phases of the proposed approach, which can be described as
follows:

* The first phase reads each network packet and extracts each n-gram (2
bytes) in hexadecimal format. It counts the appearance frequency of n-
grams to create a dictionary. By representing each 2-byte segment (n-
gram) of the packet, this phase helps break down the packet’s structure
into smaller n-grams for analysis.

* The second phase (create vectors) generates integer vectors by applying
the dictionary created in the previous phase on the network packets. The
conversion to integer vectors helps translate the packet content into a
numerical format that is easier for Word2Vec to process.

* The third phase (create word embedding) processes the integer files using
the Word2Vec approach to generate word embeddings.
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* Next, the results generated from the last two phases, including word em-
beddings and integer vectors, are used to create feature files.

* Finally, the classification phase runs the training, validation, and infer-
ence processes using feature files generated from the DARPA dataset. The
authors utilise RF classification to evaluate detection efficiency.

The Packet2Vec approach introduces the technical processes for analysing net-
work packets. The authors evaluate the system based on two metrics: pro-
cessing time and detection efficiency. The implemented system has a data
pre-processing speed of 10.3 MB/s; thus, it handles 559 GB of packet data
in approximately 15.5 hours. The detection accuracy and F1-score are 0.63 and
0.751, respectively. Additionally, the approach treats all bytes in the header and
payload of packets equally, eliminating the need for a real-time feature extrac-
tion module.

The authors in (A. Khan and Cotton 2021) discuss a similar concept about fea-
tureless modelling. This concept converts network packets into a byte stream
to use as input for ML models. In detail, they propose anomaly detection ap-
proaches that do not rely on a feature extraction module. Instead of processing
data based on the extracted features, the proposed approaches treat network
packet data as a continuous stream of bytes, handling it as a time-series net-
work traffic analysis task. The 1D-CNN models are proposed in this approach
to capture sequential patterns in the packet data. Figure 4.3 illustrates the pro-
posed approaches, namely session-based, flow-based, and packet-based. The
three approaches follow the same processing flow, which can be explained be-
low:

* The data filtering phase filters packets according to their approach
(session-based, flow-based, or packet-based). In other words, this phase
rearranges packet order in pcap files so that packets in the same approach
are placed next to each other.

* The data pre-processing phase uses network tools to edit each packet fol-
lowing four different scenarios.

* The classification phase includes training, validating, and inference pro-
cesses using 1D-CNN models.

They have evaluated the proposed approaches on the 10T-23 dataset, focusing
on detecting botnet attacks. Most packets related to the port scanning attack
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Figure 4.3: The featureless modelling approaches using 1D-CNN.

were removed from this dataset, resulting in a much smaller size dataset. The
test results showed that the 1D-CNN model achieved compatible accuracies,
with the flow-based method achieving the best results at 99% accuracy and an
F1-score of 0.88%. However, when using the flow-based method, the real-time
detection model still requires a pre-processing block to filter packets within the
same flow before inference.

Overall, the featureless modelling approach is quite interesting since the system
doesn’t have to categorise packets with different protocols or versions, which
reduces complexity in the data pre-processing phase. This approach can also
be applied to raw packet data; thus, it has the potential for ML models to learn
information from both the headers and the encrypted payload. Additionally,
using hardware accelerators to accelerate this approach is promising, as most
research has been conducted on software-based platforms, with the contribu-
tion lying in the methodologies. The deep packet inspection systems using CNN
models will be explored to further experiment with what has been established
in the previous chapters.

4.1.2 The I0oT-23 Dataset

The 10T-23 dataset (Garcia, Parmisano, and Erquiaga 2020b) contains network
traffic captured from IoT devices in the Stratosphere Laboratory. Figure 4.4
shows the labelling process on the [0T-23 dataset. The network packets are fed
to the Zeek network analysis framework to generate network flows, which are
labelled by the predefined rules in a Python script (Faber). There is a total of
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Figure 4.4: The [0T-23 dataset’s labelling process flow

325,307,990 labelled flows belonging to sixteen categories.

A flow comprises eighteen features, categorised into four groups, namely static,
basic, content, and time features. Static features can be extracted from the
packet header, while other features are computed from packets within the same

flow (or in a time window).

4.1.3 Related Work

With AI's rapid and robust development, recent research has increasingly fo-
cused on techniques such as data mining, ML, and DL for enhancing the se-
curity of IoT networks and mitigating potential vulnerabilities (Al-Garadi et al.
2020; Yang et al. 2022). Anomaly-based intrusion detection approaches have
been studied that aim to detect unseen attacks in IoT networks (Bhatia et al.
2019; Fahim and Sillitti 2019).

Table 4.1 summarises the state-of-the-art DPI systems. The trend in Deep Packet
Inspection (DPI) for network intrusion detection is evolving from traditional
methods that rely on network traffic metadata to more advanced techniques
that incorporate packet payload data and AI (Farrukh et al. 2023). There’s a
growing emphasis on analyzing packet payload data using methods like Natu-
ral Language Processing (NLP) and image processing. Recent studies use ML to
enhance DPI (Zhou et al. 2025; I. Khan, Farrukh, and Wali 2024; Pasquini
et al. 2024). In addition, the focus is shifting towards real-time detection
by analysing sequential packets and leveraging image-based representations
to capture temporal-spatial relationships (Ghadermazi, A. Shah, and Bastian
2024), enabling quicker responses to network attacks. These advancements
aim to create more robust and adaptable network IDSs.

Supervised learning techniques have been used to train the IoT-23 dataset in the
relevant works. Table 4.2 provides an overview of anomaly-based approaches
on the [0T-23 dataset. An ensemble strategy combining DNN and LSTM models
has achieved 99.7% accuracy (Dutta et al. 2020a). The authors in (Hussain et
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Table 4.1: Summary of state-of-the-art DPI systems.
Work Dataset Method Discussion
(Zhou et al. | NSL-KDD, Uses a paragraph embed- | Addresses hierarchical depen-
2025) UNSW-NBI15, ding model to incorporate | dency and class imbalance ef-
AWID2, CI- | the protocol hierarchy of | fectively. However, high com-

CIDS2017 and
NF-BoT

attributes, and a synthetic
oversampling method to
handle class imbalance.

plexity may lead to computa-
tional challenges.

high-dimensional  packet
payload data into grayscale
images based on byte fre-
quency.

(Pasquini et al. | UNSW-NB15 Use a 1D CNN and de- | Focuses on computational ef-
2024) flate compression algorithm | ficiency, suitable for IoT de-
with PCA to encode pack- | vices. Automated feature ex-
ets into integer vectors. The | traction minimizes manual in-
system trains three multi- | tervention.
class models to predict the
network packets.
(Hajaj et al. | QUIC Davis and | Proposes a data augmenta- | Enhances dataset diversity
2024) FLASH dataset | tion technique using LSTM | and improves classifier per-
networks to generate syn- | formance. However, there
thetic data points. are potential complexities in
distinguishing genuine traffic
from synthetic anomalies.
(Ghadermazi, CIC-IDS2017 Transforms sequential | Addresses limitations in packet-
A. Shah, and | and CIC- | packets into a two- | based NIDS by considering
Bastian 2024) IDS2018 dimensional image and | header and payload data. The
uses a CNN for intrusion | work relies on specific datasets,
detection. which might limit generalizabil-
1ty.
(Grini et al. | CIC-IDS2017 Introduces a Hierarchical | Employs hierarchical structure
2024) Packet Attention Convolu- | for nuanced understanding
tion System for Intrusion | of packet interdependencies.
Detection Systems (HPAC- | However, the system is vulner-
IDS), blending hierarchical | able to header-based attacks
attention mechanisms with | if payload embedding is solely
convolutional neural net- | relied upon.
works
(I. Khan, Far- | CIC-IDS2017 Introduces an integrated | Achieves high F1-score in multi-
rukh, and Wali stacking approach with | class classification tasks. How-
2024) deep concatenated 2D | ever, the work focuses solely on
CNN models. Transforms | packet-level information, disre-

garding flow-based data.

(Farrukh et al.
2023)

CIC-IDS2017
and UNSW-
NB15

Transforms network traffic
into RGB images and uses
a deep concatenated CNN
model (SeNet-I) for classifi-
cation.

Capture spatial aspects of net-
work traffic. The system
only considers packets’ payload
data, disregarding the packets’
header information.
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Table 4.2:

4.1 Background and Related Work

Summary of anomaly-based IDS on the I0T-23 dataset

Publication Year Dataset Method IoT-23 Data range
2020 (Dutta et al. | IoT-23, LITNET- | DNN and LSTM Partial (seven sce-
2020a) 2020 and NetML- narios)

2020
2020 (Hussain et al. | CICIDS2017, CTU- | Naive Bayes (NB), KNN, RF, | Mirai botnet attacks
2020) 13 and I0T-23 and Logistic Regression
2020 (Hegde et al.|IoT-23 and Gener- | DT, RF, and NN Partial (botnet at-
2020) ated dataset tacks)
2021 (A. Khan and Cot- | IoT-23 1D-CNN Partial (twelve sce-
ton 2021) narios)
2022 (Ullah and Mah- | NSL-KDD, BoT-IoT, | LSTM, and Gated Recurrent | Not mentioned
moud 2022) IoT-NI, 10T-23, | Unit (GRU)

MQTT and IoT-DS2
2022 (Nobakht, Javi- | IoT-23 1D-CNN Partial (ten scenar-
dan, and Pourebrahimi ios)
2022)
2022 (Alani and Miri | TON-IoT, IoT-23 | RF, LR, DT, Gaussian | Partial (100,000
2022) and IoT-ID Naive-Bayes (GNB) records each file)

al. 2020) introduce a universal feature set to enhance the effectiveness and ac-
curacy of botnet detection in the I0T-23 dataset. The literature (Ullah and Mah-
moud 2022) has pre-processed raw packets using CICFlowmeter to extract and
label data for training with DL methods. Nevertheless, it is worth noting that
the feature extraction engine proposed in the paper relies on third-party tools,
which may introduce additional computational overhead. The malware and
botnet behaviour analysis in the I0T-23 dataset has been investigated in (Hegde
et al. 2020), and they reported 99.8% accuracy using a NN model. (Nobakht,
Javidan, and Pourebrahimi 2022) and (A. Khan and Cotton 2021) have ex-
perimented with the one-dimensional CNN technique, and they have achieved
a high accuracy of 99% by employing parameter optimisation techniques on
a deep ensemble model consisting of CNNs and RF. Similarly, ML algorithms
were utilised in (Alani and Miri 2022) to develop lightweight detection models,
resulting in an accuracy of 99.61%.

Overall, the relevant works on the IoT-23 dataset typically process labelled Zeek
flows, and they utilise a subset of this dataset instead of looking at the entire
dataset, due to computational resource limitations. In contrast, this chapter
involves processing the raw network packets by labelling each packet in the IoT-
23 dataset beforehand; then training them using CNN models. This approach
allows a deeper analysis of the network traffic and enables us to capture the
characteristics and patterns at the packet level.
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Figure 4.5: The proposed approach’s process flow using the HH-NIDS frame-
work (Ngo, Lightbody, Temko, Pham-Quoc, et al. 2023a) on the I0T-23 dataset.

4.2 Proposed Approach

4.2.1 Overview

This chapter utilises ANN and CNN models to detect network attacks by
analysing all incoming network packets into the system. The IoT-23 dataset,
which is described in Section 4.1.2, is used for the training and inference
phases. In the I0oT-23 dataset, the labelled data consists of Zeek flows; thus, the
proposed approach starts from Zeek flows to generate the ANN models. The
trained ANN models can be used to label the raw packets in the [0T-23 dataset;
then, the CNN models are trained with the labelled data to produce detection
models, which can be used in the inference phase to scan network packets. This
approach falls under semi-supervised learning, where ANN models are used
to generate labels for unlabelled data, and then the CNN models are trained
on the labelled dataset. In this approach, if ANN models make mistakes, CNN
models will learn from incorrect data, leading to error propagation. Figure 4.5
illustrates the four main stages in the process flow.

4.2.2 Implementation

HH-NIDS is the framework designed for network intrusion detection in IoT net-
works. It leverages lightweight neural network models to efficiently detect net-
work attacks. Figure 4.6 illustrates the HH-NIDS’s customised version employed
in this work. It consists of three main stages: data pre-processing, training, and
inference.
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Figure 4.6: HH-NIDS framework architecture

The data pre-processing stage is responsible for extracting and normalising the
data from the I0T-23 dataset. The training stage uses the GPU platform to gen-
erate machine-learning models based on the labelled data. The inference stage
evaluates the generated models on the test dataset. However, the proposed ap-
proach involves utilising the generated ANN model to assign labels to the raw
packets in the I0T-23 dataset, after which CNN models are constructed based

on these raw packets.

Figure 4.7 illustrates the four stages of our proposed approach, namely Training
(ANN), Labelling, Training (CNN), and Inference:

Training (ANN) uses the supervised-learning method to generate lightweight
ANN models from Zeek flows data. This stage has been adapted from the pre-
vious work on the HH-NIDS framework. In the data pre-processing phase, the
IP addresses, ports, and protocol are extracted and used as inputs for neural
network models. The hidden layer of the NN model is configured with 32 neu-
rons, each followed by a Rectified Linear Unit (ReLU) activation function. The
dataset proportions for training, validation, and inference are 50%, 25%, and
25%, respectively. The training phase uses the cross-entropy loss function and
the Adam optimiser (PyTorch Contributors 2023). In addition, the trainer is
configured with a batch size of 512, and the learning rates are 0.0005, 0.001,
or 0.01.

Labelling assigns labels to each packet in the IoT-23 dataset using the best
ANN model regarding inference accuracy from the first stage. Based on the
characteristics of labelled Zeek flows, raw packets need to be filtered before
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Figure 4.7: The four stages in the process flow, namely Training (ANN), La-
belling, Training (CNN), and Inference

labelling. The proposed approach only considers packets that belong to IPv4
(Internet Protocol version 4) and one of the three protocols: TCP, UDP, or
ICMP. After applying this filter, there is a total of 813,621,340 packets. Among
them, 274,882,686 packets are classified as benign by the ANN network, while
538,738,654 packets are marked as attacks.

Training (CNN) processes labelled packets from the previous stage to generate
CNN models. The data pre-processing in the HH-NIDS framework transforms
each packet in the dataset into a grey-scale image format with a size of 40x40
pixels (1600 bytes). This size is determined by the maximum size of a packet,
known as the Maximum Transmission Unit (MTU). In the Internet’s Transmis-
sion Control Protocol context, the MTU determines the maximum packet size
for any transmission. It is commonly associated with the Ethernet protocol,
where a 1500-byte packet is the maximum size allowed (Scott and Josh 2021).
Thus, selecting the size of 40x40 pixels ensures the coverage of all packets in
the dataset. For packets smaller than this size, padding with zeros is applied.

There are a total of 813,621,340 packets, which are allocated as 80%, 10%,
and 10% for training, validation, and inference, respectively. The CNN is also
trained with a cross-entropy loss function and the Adam optimiser. The batch
size is 512, and the learning rate is 0.001 or 0.01. Table 4.3 presents the CNN
model architecture with four 2D-CNN layers. To optimize the CNN model for
FPGA deployment, additional layers were incorporated to reduce the overall
model size while maintaining performance. This approach minimised the pa-
rameter count, making the model more resource-efficient. The design aimed to
balance accuracy and resource usage, ensuring feasibility for FPGA implemen-
tation without significant performance loss.
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Table 4.3: The implemented 2D-CNN model structure

Layer Operation Input Filter | Output

0 Conv2D + ReLU 40740 | 3*3 | 32740740
L MaxPooling 32740740 | 2*2 | 32%20%20
3 Conv2D + ReLU 3272020 | 3*3 | 32%20%20
4 Conv2D + ReLU 32%20%20 | 3*3 | 322020
5 MaxPooling 32%¥20%20 | 2*2 | 32%¥10*10
6 Conv2D + ReLU 32*%10*10 | 3*3 | 32*10%10
7 Flatten 32%¥10*10 R 3200

8 Fully Connected + ReLU 3200 - 3200*20
9 Fully Connected 20*16 - 2/16

Inference evaluates the trained CNN models on the test dataset. The selected
CNN model will be used to classify network packets in real time.

4.3 Experiment

4.3.1 Accuracy

In (Ngo, Lightbody, Temko, Pham-Quoc, et al. 2023a), evaluation metrics, in-
cluding accuracy, precision, recall, and F1-score, are introduced. Figure 4.8
shows ANN and CNN models’ training and validation accuracy on the 10T-23
dataset. The line chart in Figure 4.8a depicts the trained results of ANN models
with three different learning rates (LR). The ANN model with an LR of 0.01
achieved a training accuracy of 98.51% in the first epoch, which increased to
99.69% in the subsequent epoch. The accuracy remained relatively stable for
the remaining training epochs. Similarly, the ANN model with an LR of 0.001
yielded comparable results, reaching a peak validation accuracy of 97.72% at
epoch 45, while the smallest LR (0.0005) can only reach 97.37% accuracy at
epoch 46.

The second line chart in Figure 4.8b represents the CNN models’ trained results
on the labelled packets in the [0T-23 dataset. Due to the larger dataset and
model size, the experimented are conducted with two LR values for the CNN
and trained for twenty epochs. The results show that the training and valida-
tion accuracy values consistently remained between 98.8% and 99.9%. With an
LR of 0.01, the accuracy fluctuated in a broader range, achieving better training
accuracy. However, validation accuracy is a higher-priority metric used to eval-
uate a model. In this regard, an LR value of 0.001 yielded superior validation
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Figure 4.8: The trained results on the I0T-23 dataset with different learning
rates

accuracy, reaching 99.33% at epoch eight.

The next experiment compares the inference accuracy of the proposed approach
with related work. To obtain the inference accuracy values, the selected the
models with the best validation accuracy during the training process and used
these models on the unseen dataset.

Table 4.4 shows the inference accuracy and F1-score values compared to re-
lated work. By applying DNN and LSTM, the authors in (Dutta et al. 2020a)
and (Ullah and Mahmoud 2022) have reported 99.70% and 99.83% accuracy,
respectively. In (Hussain et al. 2020), the authors have claimed that RF pro-
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Table 4.4: Inference accuracy and F1-score comparison to related work

System Method Accuracy (%) | Fl-score (%)
(Dutta et al. 2020a) DNN and LSTM 99.70 98.00
(Hussain et al. 2020) RF 100.00 100.00
(Hegde et al. 2020) NN 99.80 99.85
(A. Khan and Cotton 2021) 1D-CNN 100.0 97.00
(Ullah and Mahmoud 2022) BiLSTM 99.83 99.99
(Nobakht, Javidan, and Pourebrahimi 2022) | 1D-CNN (Ensemble) 99.90 99.90
(Alani and Miri 2022) DT 99.61 99.61
Proposed system ANN 99.71 99.84
CNN 99.34 99.51

duced the highest accuracy and an F1-score of 100% for detecting attacks on
the selected scenarios. Researchers in (Hegde et al. 2020) have achieved 99.8%
accuracy and 99.85% F1-score with ANN models. 1D-CNN is employed in (A.
Khan and Cotton 2021) and (Nobakht, Javidan, and Pourebrahimi 2022), both
achieved higher 99.9% accuracy and the Fl-score are 97% and 99.9%, re-
spectively. Finally, authors in (Alani and Miri 2022) with DT technique have
recorded 99.61% in accuracy and F1-score. However, these experiments have
not been applied to the full IoT-23 dataset, as mentioned in Section 4.1.3.

The proposed approach involved working with the full IoT-23 dataset. Pre-
trained ANN models from the previous work (Ngo, Lightbody, Temko, Pham-
Quoc, et al. 2023a) (HH-NIDS framework) have achieved excellent results,
with an accuracy of 99.71% and an F1-score of 99.51% for binary classifica-
tion. These models are utilised to label each packet, resulting in a dataset that
is 2.5 times larger than the provided data (Zeek flows). The CNN model is con-
structed using this dataset, which recorded accuracy and F1-scores of 99.34%
and 99.51%, respectively.

4.3.2 Performance

The proposed approach was implemented on the Dell Precision 7920 Tower
with 512GB of memory and Intel®Xeon(R) Platinum 8276 CPU @ 2.2GHz x
112 running Ubuntu 22.04.2 LTS operating system. The NVIDIA Quadro GV100
GPU with 32GB memory was the hardware accelerator for training and infer-

ence.

The fetching input data is configured with 32 processors, and the NVIDIA
Quadro GV100 GPU is used for training; the average training time (one epoch)
of ANN and CNN models are 7.7 and 229.9 minutes, respectively. Next, the
performance evaluation of the system using network packets is conducted.
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Figure 4.9: Feature extraction and inference time on CPU and GPU for different
input buffer sizes.

The different numbers of packets are sent to the system to measure the
execution time for feature extraction (FE) and inference time on both CPU
and GPU platforms. The bar chart in Figure 4.9 shows the performance results
(processing time) between CPU and GPU during inference. The horizontal
and vertical axes present the number of actual records sent per test and the
execution time, respectively.

At the beginning of the test, with only one record sent, the average FE time is
0.00028s and 0.0002s on CPU and GPU, respectively. By doubling the number
of records sent each time, the FE time and inference time on CPUs are likely
to be doubled; these numbers reached 0.0146s and 0.038s when grouping 64
inputs. The GPU reported better results in both FE time and inference time,
which increased slowly to 0.009s and 0.004s, respectively, at the end of the
test. If each packet is extracted and sent immediately to the system, the CNN
models show an approximately 40% improvement in feature extraction time
compared to ANN models.

4.4 Summary

This chapter introduced an approach for detecting network attacks on IoT de-
vices using 2D-CNN models. The proposed approach involves labelling network
packets in the [oT-23 dataset from pre-trained ANN models; then, 2D-CNN mod-

A Scalable Security Approach for IoT 100 DUC-MINH NGO
Networks: Blockchain and Anomaly-based IDS
on Hardware Accelerators



4. DEEP PACKET INSPECTION: A
CONVOLUTIONAL NEURAL NETWORKS
APPROACH 4.4 Summary

els are trained to detect attacks at the packet level.

The novelty of this approach lies in the fact that the CNN model considers each
byte of data in the packet equally, which differs from the ANN model. In an
ANN model, a pre-processing step is required to extract input features for the
model to learn and produce decisions. By utilising the CNN model, all data in
the packet is treated as valuable in contributing to the final decision. However,
this also implies that accurate labelling of each packet is crucial during training
processes.

The results show that ANN and 2D-CNN models have achieved accuracies of
99.71% and 99.34% on the 10T-23 datasets, respectively. Moreover, the pro-
posed approach with 2D-CNN mitigates the computational overhead of the fea-
ture extraction process associated with the ANN, resulting in an approximately
40% improvement in feature extraction time. The CNN models are optimised
for implementation on FPGA in the next chapters.

4.4.1 Optimise CNN models

From the beginning, the proposed approach intends to accelerate CNN models
on FPGA hardware, especially using network-specialised hardware for studying
high-performance network attack detection systems. However, when imple-
menting ML models on FPGA hardware, one must be aware of the model’s size,
as the hardware resources are limited. Optimising ML models and parameter
quantisation techniques can reduce the ML model’s size.

* Optimising the ML model is the process of exploring different model struc-
tures to find smaller models while maintaining an acceptable level of ac-

curacy.

* The Quantisation process adjusts the model’s parameters to fit within a
specific range. Additionally, it involves converting these parameters from
floating-point numbers to integers, which helps reduce the computational
complexity and memory requirements when deploying the model on hard-

ware.

Table 4.5 presents different CNN models and their training and validation ac-

curacy results.
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Table 4.6: The CNN model structure in the fifth trial.

Layer Operation Input | Filter | Output
0 Conv2D + ReLU 40*40 3*3 | 8%40%40
1 MaxPooling 8*40*40 | 2*2 | 8%20*20
3 Conv2D + ReLU 8*20*20 | 3*3 | 8*20*20
4 MaxPooling 8*20*%20 | 2*2 | 8*10*10
5 Conv2D + ReLU 8*10*10 | 3*3 | 8*10*10
6 MaxPooling 8*10*10 | 2*2 8*5*5
7 Conv2D + ReLU 8*5*5 3*3 8*5*5
8 MaxPooling 8*2*2 2*%2 8*%2*2
9 Flatten 8*%2*2 - 32
10 | Fully Connected + ReLU 32 - 32*20
11 Fully Connected 20*16 - 2/16

Table 4.5: The training and validation results of different CNN models (C: Con-
volution layer, P: Pooling layer, D: Dense layer).

Model | Channel Structure Training (%) | Validation (%)
1 32 CP-C-CP-C-DD 99.34 99.51
2 16 CP-CP-CP-C-DD 99.89 99.46
3 8 CP-CP-CP-C-DD 99.19 98.99
4 4 CP-CP-CP-C-DD 90.27 81.61
5 8 CP-CP-CP-CP-DD 98.60 98.09

A testing strategy was employed in which the number of channels was grad-
ually reduced, and additional convolution and pooling layers were inserted to
reduce the overall model size. In the first three trials, the approach successfully
reduced the number of channels from 32 to 16, and then to 8, with a slight de-
cline in accuracy, from 99.51% to 99.46% and 98.99%, respectively. However,
in the fourth trial, when the number of channels was reduced to 4, accuracy
dropped significantly to 81.61%.

The final trial increased the number of channels back to eight and inserted an
additional max pooling layer at the end to further reduce the size of the CNN
model by half. The results showed that accuracy increased to 98.09%. Table 4.6
presents the CNN model architecture with four convolution and pooling layers.
This model architecture was selected for implementation on FPGA hardware in
Chapter 6.

From the perspective of this chapter, the CNN model detects attacks using both
header fields and packet data, while the ANN model only focuses on header
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fields. Future work aims to develop a dataset with fully labelled network pack-
ets to train the CNN model. For instance, the power data in (Lightbody et al.
2023) can be accelerated with 2D-CNN models to build a system for detecting
and classifying attacks.

The next chapter aims to explore security at the Cloud level. Specifically,
distributed-ledger technology, Blockchain, and smart contracts for IoT security
are focused. The secure framework has been established at the edge level; de-
veloping a security solution in the cloud that emphasises flexibility and scalabil-
ity is crucial, especially when there is always a demand for system expansion.
Distributed-ledger technology has enormous advantages in this context, as it
provides an immutable environment, ensures data integrity, and is highly scal-
able.
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Chapter 5

Distributed-ledger Technology:
Blockchain and Smart Contracts for
IoT Security

In 2024, the financial market witnessed a new wave with the spot ETF
(Exchange-Traded Fund) approvals (Gary Gensler 2024) of the two most
popular cryptocurrencies, Bitcoin and Ethereum. These approvals have
made cryptocurrencies becoming more valuable and accessible than before.
Blockchain, the underlying technology behind cryptocurrencies, has gained
significant adoption with numerous emerging applications.  Specifically,
Blockchain is a form of DLT (Distributed Ledger Technology) that operates a
decentralised, peer-to-peer network to maintain synchronised copies of the
ledger. This distributed data storage ensures data integrity, redundancy and
security by eliminating the single point of failure in the centralised storage
systems. Smart contracts were introduced in modern Blockchain networks,
which can integrate business logic into the Blockchain. Smart contracts are
triggered by transactions and execute automatically without a central entity.
This work utilises smart contracts to manage access control in IoT networks.

This chapter studies Distributed-ledger Technology (DLT), Blockchain, and
smart contracts. These technologies form the backbone of modern decen-
tralised systems, with DLT and Blockchain offering secure and immutable data
records across the network. Next, the leading smart contract technologies that
have gained global traction are investigated, including solidity, chaincode,
anchor and move. Their architectures and applications in various domains,
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from finance to supply chain management, are discussed.

Next, the chapter explores the role of smart contracts in managing and secur-
ing IoT devices. Smart contracts can enhance IoT security by automating access
control and ensuring data integrity. The focus is on enhancing the scalability
and accessibility of IoT networks using smart contracts. Scalability is an impor-
tant aspect of IoT systems due to the massive number of interconnected devices
and the high volume of data generated.

Finally, the chapter proposes smart contracts on the Blockchain to enhance se-
curity and scalability in IoT networks. Smart contracts are employed for IoT au-
thentication and authorisation. The proposed approach is evaluated to demon-
strate its scalability and security. The data within the system are managed by
the smart contract on the Blockchain, which is transparent and immutable.

5.1 Distributed Ledger Technology: Platforms and
Applications

DLT (NEVIL 2024) operates based on a digital ledger system with programmed
protocols that allow reading, writing and updating the distributed ledger. The
idea behind DLT is to maintain identical copies of data in a network of nodes.
The nodes communicate with each other through the peer-to-peer principle,
where each node maintains the up-to-date version of the ledger. This mecha-
nism provides transparency, resilience and security, as there is no single point
of failure compared to traditional centralised systems. Thanks to these advan-
tages, DLT has become increasingly popular with broad applications across var-
ious sectors. The fundamental technologies behind DLT involve cryptographic
techniques, such as hash functions, digital signatures and public key cryptogra-
phy. Besides, this is the technology behind Blockchain, directed acyclic graphs
(DAGSs), hashgraphs, corda, bigchainDB, etc.

5.1.1 Blockchain and Consensus Mechanisms

Blockchain (Jha 2023) is the most successful technology under DLT due to
the ongoing adoption of Bitcoin, the oldest cryptocurrency. Blockchain forms a
chain of blocks, where the current block is built based on the previous block’s
header hash value and the combination of transactions, a timestamp, a nonce
and a Merkle root to include a hash of all transactions. Blockchain inherits core
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characteristics from DLT, such as data integrity, immutability and redundancy.
Blockchain can be categorised based on the permission model and consensus
mechanism used. There are three Blockchain types according to permission
models, as follows:

* Public Blockchains (Permissionless) are distributed computer networks
open to the public. Any nodes that satisfy certain requirements in
computing resources and network bandwidth can join the system. Clients
can request or validate transactions publicly on the Blockchain. A public
Blockchain is fully decentralised, as there is no central or third-party
authority involved.

* Private Blockchains (Permissioned) are not open to the public since they
have access restrictions. Clients need to acquire permissions before inter-
acting with the Blockchain. A private Blockchain is dedicated to a specific
group of users or an organisation; in other words, it is centralised to some
extent.

* Hybrid and Consortium Blockchains combine the features of both private
and public Blockchains. While a hybrid Blockchain is usually controlled
by one authority, a consortium Blockchain is controlled by a group of
organisations rather than a centralised entity.

A consensus mechanism is used in a Blockchain network to achieve agreement
between nodes (validators) before adding a new block to the Blockchain. It can
be used as a criterion to distinguish between Blockchains. This section discusses
the two most popular consensus mechanisms, which are PoW (Proof of Work)
and PoS (Proof of Stake).

* PoW consensus was originally used in the Bitcoin and Ethereum
Blockchains. Nodes in the PoW network try to solve a cryptographic
puzzle, which represents the hashed value in the new block to be added
to the Blockchain. The main concept in PoW is that the puzzle is difficult
to solve but easy to verify; when a node finds a possible result, it
broadcasts to the network and the block is added when more than 50% of
nodes agree with the result. Blockchains using PoW are secured since the
attackers need to control more than 50% of the votes to add a malicious
block.

* PoS consensus was proposed to reduce the computational resources in
PoW. Generally, in a PoS network, each node has to lock up the native
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asset (cryptocurrency) to join the consensus protocol, in which the higher
the number of asset units staked, the higher the probability the node will
be chosen to add the next block.

Besides PoW and PoS, there are other consensus mechanisms, such as Dele-
gated Proof of Stake (DPoS), Proof of Authority (PoA), Practical Byzantine Fault
Tolerance (PBFT), Proof of Elapsed Time (PoET), Proof of Burn (PoB), Nomi-
nated Proof of Stake (NPoS), Proof of History (PoH), etc. Each consensus has
different advantages; thus, it can be selected for a Blockchain depending on de-
sign choices. Table 5.1 shows a summary of consensus mechanism in different
Blockchain platforms.

5.1.2 Bitcoin Blockchain: Structure and Operations

As discussed in the previous section, a Blockchain operates on the core concept
that blocks, representing the generated data over time, are linked together to
form a chain. This chain is stored in many Blockchain nodes to ensure reli-
ability, redundancy, and immutability. Although Blockchains can be different
from each other depending on their purposes, there is no denying that the Bit-
coin Blockchain is the most successful and has brought significant recognition
to Blockchain technology in general. This section explores the structure and
operations of the Bitcoin Blockchain.

Bitcoin (BTC) was first introduced as an open-source, peer-to-peer cur-
rency (Nakamoto 2009). Figure 5.1 illustrates the Bitcoin Blockchain structure
with the block header’s information.

Block 0 'GQ' oo

(Genesis) Block 1 Block n Block n+1

Protocol version

Previous block hash = 0x0 Previous block hash = hash_0 Previous block hash Previous block hash = hash_n-1 Previous block hash = hash_n

Block hash = hash_0 Block hash = hash_1 Merkle tree root :’ﬁ‘f_};ﬁ Block hash = hash_n Block hash = hash_n+1

Timestamp

Difficulty

Nonce

Figure 5.1: Bitcoin Blockchain using double SHA-256 hashing technique to gen-
erate the block hash.

A block is minted when miners generate and agree on a hash value, which is
generated using double SHA-256 on the block header fields (protocol version,
previous block hash, Merkle root hash, timestamp, difficulty, and nonce). The
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Table 5.1: Summary of popular consensus mechanisms in the Blockchain plat-
forms.

Consensus | Description Applications Blockchains

PowW All nodes compete to solve | Ideal for decentralized, per- | Bitcoin,
cryptographic puzzles to create | missionless Blockchains with | EthereumPoW,
a new block. high-security requirements | Litecoin.

while sacrificing computa-
tional power from all nodes.

PoS Nodes have to lock a certain | Reducing energy consump- | Ethereum, Car-
amount of the chain’s native | tion, with better transaction | dano, Algorand
asset to join the consensus. speeds and low fees com- | Foundation.

pared to PoW.

DPoS Trusted nodes are voted and | Suitable for semi- | EOS, TRON.
promoted to constitute a val- | decentralized platforms
idator group. with higher throughput.

PoA Nodes are pre-approved based | Ideal for private Blockchains | Hyperledger
on their identity and reputa- | focused on high speed, se- | Fabric.
tion. curity, and restricted access

control.
PBFT Consensus is reached through | Ideal for private Blockchains | Hyperledger

voting rounds among a group | that prefer speed and fault | Fabric, Ripple.
of approved nodes in the | tolerance.
Blockchain.
PoET Requires a trusted execution | Suitable for private | Hyperledger
environment to generate a | Blockchains, often used | Sawtooth.
wait time randomly. The node | in consortium Blockchain
with the shortest wait time can | settings for resource and
propose a block. energy efficiency.

NPoS A node is selected through a | Used in networks focused | Polkadot.
nomination and staking pro- | on decentralized governance
cess (similar to PoS with an | and security.

added secure layer).
PoH Nodes use verifiable delay | Optimised for high | Solana.
functions to create a historical | throughput permission-
record proving that events oc- | less Blockchains.

curred in a specific sequence.
AptosBFT Uses Byzantine Fault Tolerant | Suitable for scalable | Aptos.
consensus that enables parallel | Blockchains ~ with ~ high
execution. throughput needs using
parallel processing.

link between hashes’ values presents the Bitcoin Blockchain, in which the next
block has the previous block hash in its block header.

Genesis block (block 0) is the first block in the Bitcoin Blockchain. It does not
have a previous block, so the previous block hash field is hardcoded to zero.
Besides block headers, transactions are included in each block. A transaction is
the basic element in the Bitcoin Blockchain. They are grouped and broadcast
over the network. The miner nodes then validate these transactions and add
them to a block. Bitcoin Blockchain’s state is defined using the Unspent Transac-
tion Output (UTXO) concept, which presents how much of a particular address
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Figure 5.2: Bitcoin Blockchain operation from the user point of view.

Selected TXs

balance remains after performing a transaction (sending assessments and pay-
ing the fee). UTXO structure includes the transaction’s identifier, an index, the
spending amount, and the conditional script for spending that amount of BTC.
The Block creation process in Bitcoin Blockchain is described in Figure 5.2.

Merkle tree presents a tree data structure containing hashed values. The struc-
ture is organised in such a way that it presents all of the data in a file. In
Blockchains, the Merkle tree is used to encode transactions in a block efficiently
and securely. All transactions are hashed into a value called the Merkle root,
which also contributes to creating the block hash. In Bitcoin Blockchain, nodes
do not hash all the transactions at once; they concatenate and hash two trans-
actions together, and so on, until there is one hash for the entire block. The
Merkle tree allows Blockchain users to verify a specific transaction without the
knowledge of an entire Blockchain. It is an efficient data structure in Blockchain
for verifying transactions and creating a chain of blocks.

5.1.3 Ethereum Blockchain: Smart Contracts

Ethereum Blockchain is the second most used Blockchain behind Bitcoin
Blockchain. When the network was first launched, it originated similarly
to the Bitcoin Blockchain, using the PoW consensus mechanism. However,
with continuous development and adoption over time, Ethereum has made
significant improvements through hard-fork updates to address and eliminate
security vulnerabilities. Notably, Ethereum underwent a hard fork !, namely
"The Merge" (Ethereum Foundation 2022), to change from the PoW to the PoS

consensus mechanism, reducing transaction costs and further encouraging the

1A hard fork in blockchain is a major, incompatible change to the protocol that causes a
permanent split in the network. Nodes running the old protocol cannot validate blocks created
by nodes running the new protocol, resulting in two separate chains. This usually occurs due
to disagreements over changes in protocol rules, such as block size or consensus mechanisms.
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Figure 5.3: The smart contract development and interaction process flow.

development of smart contracts on its network. This section employs smart
contract technology based on an Ethereum simulation platform for IoT security.

Smart contract (Ethereum 2024) was first introduced in the 1990s. The smart
contract carries the concept of self-executing logic without intermediaries to
achieve automation and help reduce enforcement costs. In 2015, Ethereum
was launched as the first Blockchain to support complex smart contracts. In the
Ethereum Blockchain, smart contracts are self-executing byte codes containing
defined logic used to do a specific task. Most importantly, all the changes are
recorded on the Blockchain. Thus, historical records remain transparent and
immutable. Figure 5.3 illustrates the contract deployment and users’ interaction
flows on a public Blockchain network. The contract deployment starts with a
developer implementing the smart contract using a high-level language, such as
Solidity (Solidity Team 2024). The contract is tested and compiled to generate
byte code. Next, the contract deployer can deploy the smart contract using
this byte code by initiating a contract creation transaction and sending it to
the Blockchain network, where miner nodes insert the transaction into a new
block and add it to the Blockchain. Clients can interact with the contract using
the deployed contract address with the associated method and input data. This
process is called interacting with a decentralised application.

In general, Decentralised Applications (Dapp) indicate software programs
that utilise smart contracts for data management, thus requiring Blockchain
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services and Blockchain infrastructure to realise their purpose. A Dapp pro-
vides Blockchain access to applications which do not require knowledge about

others to perform peer-to-peer transactions.

This work explores the EVM (Ethereum Virtual Machine), an engine of the
Ethereum Blockchain. EVM serves as a runtime environment for executing
smart contracts on Ethereum. The Ganache (TRUFFLE SUITE 2024) software
was used for simulating the EVM environment and also for testing smart con-
tracts. Ganache allows developers to deploy smart contracts in a simulated
Blockchain, which reduces cost compared to the live Ethereum Blockchain.

5.1.4 Hyperledger Blockchain

Hyperledger is an open-source, permissioned Blockchain that was developed by
Linux Foundation (Linux Foundation 2016). From the start, Hyperledger has
been adopted by industry leaders, including IBM and Intel. Unlike Blockchain
platforms that use digital assets as an incentive model, Hyperledger aims to
build Blockchain frameworks without using digital assets. Compared to public
Blockchains like Bitcoin and Ethereum, Hyperledger is designed for the pri-
vate sectors; thus, it is suitable for smaller-scale environments and organiza-
tions prioritising security, privacy, and performance. Figure 5.4 provides a brief
overview of Hyperledger Blockchain’s evolution stages.
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Figure 5.4: Hyperledger Blockchain frameworks’ evolution.

Hyperledger Fabric (Hyperledger Foundation 2024a) and Sawtooth are the two
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major frameworks developed in 2016. They both focused on the modular
frameworks but using different consensus mechanisms. Hyperledger Fabric by
IBM can be configured with Practical Byzantine Fault Tolerance (PBFT) consen-
sus, which is well-known for security and resilience. Hyperledger Sawtooth,
which is adopted by Intel, uses the Proof of Elapsed Time (PoET) consensus
mechanism to reduce the mining cost compared to POW consensus.

The developments of Hyperledger Blockchain continue to grow until today, with
a focus on enhancing scalability and security. The Hyperledger ecosystem is
now part of Linux Foundation Decentralized Trust - the flagship organization
for fostering innovation and collaboration in the development and deployment
of decentralized systems and technologies. Overall, private Blockchains like
Hyperledger are suitable for organizations that need full control over the data
with different security and privacy levels.

5.1.5 Decentralised Applications: State-of-the-art Platforms

The logic behind Dapps is deployed on a Blockchain through smart contract
technology. This section studies the most widely used smart contract tech-
nologies, with the vast majority of them operating with reward-incentive
Blockchains based on digital assets (or cryptocurrencies). Table 5.2 briefly
describes these smart contract technologies, including Solidity, Chaincode (Hy-
perledger Foundation 2024b), Anchor (Solana Foundation 2024), and
Move (Github 2024).

When discussing smart contract platforms and technologies, the focus is on
their security, scalability, accessibility, and throughput (TPS - transactions per
second). These factors are important in determining how well a platform can
support decentralized applications (DApps) and Blockchains.
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Table 5.2: Smart contract technologies and platforms.

Technology | Description Pros and Cons Blockchains

Solidity The most used language for | Pros:  Solidity is well- | Ethereum, EVM-
developing smart contracts | documented and has rich | comp (Fantom,
and Dapps on EVM-compatible | development tools and | Avalanche, Poly-
Blockchains. It is widely | community support. gon, etc.), Layer-
adopted by the first generation | Cons: The language has | 2 Ethereum
of smart contract platforms, | faced security vulnerabili- | (Base, Optimism,
including a huge number of | ties in the past due to its | Arbitrum, etc.).

Ethereum Blockchain variants. | complexity.

Chaincode Introduced by the Linux Foun- | Pros: Highly accessible and | Hyperledger Fab-
dation as the smart con- | providing modularity. ric

tract technology behind Hyper- | Cons: Come with a com-
ledger Blockchain. It is accessi- | plex transaction flow and
ble by supporting Go, Java and | higher security manage-
JavaScript for development. ment requirements.

Anchor Uses a Rust-based framework, | Pros: High-speed transac- | Solana
aiming at fast transactions. | tions with a standardized
Rust is the primary language | development process.

used for the development of | Cons: Limited to Solana
the smart contract on Solana. | with high development
It integrates the Solana Pro- | complexity and requires
gram Library (SPL) to include | an understanding of Rust
standard programs and utili- | programming.

ties for supporting developers.

Move The Move language was de- | Pros: High level of Security | Aptos, Sui
veloped by Facebook’s Libra | through resource manage-
(Diem) project to focus on se- | ment. High flexibility and
curity, scalability, and transac- | adaptability.

tion management. It provides | Cons: Small community,
custom, resource-oriented pro- | limited adoption outside of
gramming to control resource | specific platforms. Re-
ownership and usage. quires an understanding of

resource-oriented concepts.

Solidity uses formal verification and audit services for security, while Hyper-
ledger is secured by using its private environments. Besides, Scalability is cru-
cial for handling high transaction volumes. Anchor technology in Solana claims
a high throughput of 65,000 TPS; this number is over 160,000 TPS in Aptos
(Move technology) with the parallel execution engine (Crypto Atlas 2024).
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5.2 Blockchain and IoT Security

5.2.1 Blockchain and Anomaly Detection

In (Sharadgh et al. 2023), the authors propose a security system for an IoT
environment with the primary objective of providing security by implementing
an IDS that ensures low computation time and high accuracy. The authors pro-
pose security measures across different layers in an IoT environment, as shown
in Figure 5.5. At the cloud layer, they suggest utilising a Hybrid chain and smart
contracts for user management through two mechanisms. The first mechanism
employs a time-based authentication method to encrypt user information and
store it in the hybrid chain. The second mechanism uses smart contracts to
manage users when they request data from the upper layer, with these requests
requiring approval by the smart contract before any executions. Between the
device layer and the Blockchain, Edge Servers are integrated with IDS to scan
network traffic and detect attacks. In this layer, they use machine learning al-
gorithms, specifically CapsNet and ResNet neural networks.

Hybrid chain and Smart contracts
Edge Servers with IDS (Capsnet and ResNet)

Gateways

Time-based Authentication

> User name, IDs, puf, role, password
)
Trust Authority Security Key Nik-512 IoT Users

Figure 5.5: Architecture of the proposed HybridChain framework (Sharadgh
et al. 2023).

Y

The experimental results were conducted through simulations on the NS3 soft-
ware (Consortium 2024); the setup consists of 100 users, 4 Gateways, 4 Edge
Servers, and 1 Cloud Server hosting the Blockchain. The system was compared
with two related works, Lit-IDS (X.-H. Nguyen et al. 2022) and Passban-IDS (Es-
kandari et al. 2020), in terms of accuracy, detection rate, false alarm rate, and
F-score, demonstrating superior results. The research’s strength lies in its pro-
posal of a multi-layered security approach for IoT environments. However, this
approach requires further testing, as their experiments focused primarily on
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Edge Servers with IDSs’ performance. The comparisons with related works are
also not fully conclusive, as the datasets used in the related works differ. Addi-

tionally, the aspect of hardware acceleration was not explored in this paper.

The authors in (Monirah and Ykhlef 2023) propose a hybrid IDS framework
named DeepBlock, which combines Blockchain and IDSs to detect network at-
tacks. The framework has two main phases, namely, off-chain and on-chain de-
tections. The off-chain detection utilises two techniques, LSTM (as a signature-
based IDS) and fuzzy clustering (as an anomaly-based IDS), to learn and gen-
erate detection rules from the NetFlow dataset. The on-chain detection phase
deploys generated rules from the off-chain phase into the Blockchain. More
specifically, these rules are encrypted and stored within smart contracts on a
private Blockchain.

The challenges in this novel proposal are storage limitations and potentially
high operational costs. Firstly, storing detection rules on smart contracts comes
with memory constraints, as Blockchain technology is not designed to process
large databases efficiently. Secondly, while reading data from the Blockchain
is free, writing detection rules onto the Blockchain incurs increasing costs as
the database grows, posing a scalability challenge. Besides, this system has
not yet been implemented or evaluated, leaving its practical applicability and

effectiveness as an area for future exploration.

(Alkadi et al. 2020) has studied the combination of Blockchain and IDSs
to improve privacy and detect cyberattacks. They have proposed a deep
Blockchain framework to deal with sequential network data; the framework
employs the bidirectional LSTM algorithm on the UNSW-NB15 and BoT-IoT (Ko-
roniotis et al. 2019) datasets to detect intruders. Besides, Blockchain and smart
contracts are proposed as a privacy-preserving method in trusted execute envi-
ronments to provide confidentiality. This paper primarily focuses on IDSs to de-
tect attacks, with limited efforts dedicated to evaluating smart contracts. While
the paper explores the potential of smart contracts in a secured framework,
the practical implementations of these contracts are not thoroughly addressed,
particularly in smart contract implementation; there are challenges such as scal-
ability, cost, and storage limitations that must be tested carefully.

(Demertzis et al. 2020) proposes a deep learning smart contract using an
Autoencoder algorithm for anomaly detection in IoT networks. In this sys-
tem, smart contracts manage and validate messages by forwarding them to a
dedicated cloud service, where message features are extracted as inputs to an
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Autoencoder model. If the model detects no attack, the message is forwarded
to the target device; otherwise, the message is dropped. The paper experiments
on a small dataset, as the computational cost of processing large datasets on a
Blockchain is memory-expensive. Besides, the paper lacks a clear explanation
of how smart contracts are designed, implemented, and deployed. Addition-
ally, the authors focus on evaluating the detection accuracy of the Autoencoder
model without addressing other aspects of the smart contracts, such as the
deployment processes of smart contracts, performance metrics, gas costs, and
network latency.

5.2.2 Smart Contract in IoT Access Control

Research shows that applying smart contracts to IoT networks has huge poten-
tial by providing decentralization, identity, reliability and security in IoT (J. Ali
et al. 2020; Reyna et al. 2018; Fotiou and Polyzos 2018).

Smart contracts show advantages in [oT authentication and access control. The
researchers in (Cui et al. 2020) propose a Blockchain-based multiWSN authen-
tication scheme for IoT, in which a hybrid Blockchain model has both a local and
a public chain. The ordinary node identity authentication is done by the local
Blockchain, while cluster head node authentication is done by the public chain.
The work in (Algarni et al. 2021) implements a multi-agent system to provide
lightweight, decentralized IoT access control security. In (Ren et al. 2021),
a decentralized open-trusted access control mechanism based on Blockchain
and attribute-based encryption provide effective access control for SDN-IoT ap-
plications. The literature (Abubakar et al. 2022) uses smart contracts on the
Ethereum network as an additional method in the Two-Factor Authentication
(2FA) process. The authors in (Dwivedi, Amin, and Vollala 2023) propose a
Blockchain-based framework for data authentication and storage in an IoT en-
vironment. The design includes three layers: IoT devices, fog nodes, and IPFS.
Smart contracts are deployed at the fog nodes to authenticate and transfer data
to the storage located at the IPFS layer.

Besides, smart contracts enhance security and privacy in IoT. In (P. Kumar, R.
Kumar, et al. 2021), the authors propose a privacy-preserving and secure frame-
work (PPSF) for smart cities, in which a Blockchain module was used to trans-
mit [oT data securely, and the PCA (Principal Component Analysis) technique
was used to transform raw IoT data using a two-level privacy scheme. The
paper (Wickstrom, Westerlund, and Pulkkis 2021) proposes an authentication
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model for IoT devices and the distribution of tasks, achieved through two types
of smart contracts: manager and device contracts. A protection mechanism is
introduced in (H. Shah et al. 2023) with a two-layer security approach for an
IoT environment. The first layer filters legitimate users by using ML techniques
to filter network packets sent from users. Legitimate users are granted permis-
sion to deploy smart contracts. These contracts are fed into ML models, which
represent the second layer of security.

5.3 Smart Contracts in IoT Security: Design, Im-

plementation, and Evaluation

Cryptocurrency has gained significant attention thanks to spot Bitcoin’s ETF
(Exchange-Traded Fund) approval event (Gary Gensler 2024), rendering
it accessible worldwide. The technology behind cryptocurrency is called
Blockchain, which is a form of DLT (Distributed ledger technology). DLT is a
decentralised digital ledger that securely and transparently stores data across
multiple nodes. Furthermore, a smart contract is self-executing byte code
that runs on Blockchain networks. Smart contracts are triggered by incoming
transactions and processed without a central entity. This work utilizes smart

contracts to secure IoT network authentication.

Cybersecurity in IoT networks varies according to different perspectives. For
instance, edge devices have limited computing resources and are susceptible
to malware, side-channel, authentication, and authorisation attacks. Gateway
devices, positioned between edge devices and the cloud, are critical points in an
IoT network. These devices either collect data or manage other edge devices.
Due to their central role, they face higher-level attacks such as network, data
and privacy attacks. Building a secured IoT network requires a comprehensive

approach across different layers of the architecture.

This chapter proposes a secure and scalable IoT network architecture leverag-
ing Blockchain technology. Specifically, the smart contract was designed and
implemented on the Blockchain to enhance security and scalability in IoT net-
works. The chapter’s contributions can be summarised as follows:

* The chapter utilises distributed ledger technology, with smart contracts
employed for IoT authentication and authorisation. The smart contract
enables two levels of authorisation. The first level allows the contract
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Figure 5.6: The proposed Blockchain-based IoT network architecture with three
layers: IoT Devices, Control, and Cloud.

owner to grant permissions to administrators; the second level enables
administrators to manage gateway and edge devices in the IoT network.

* The proposed approach is evaluated to demonstrate its scalability and
security. The data within the system are managed by the smart contract
on the Blockchain, which is transparent and immutable.

5.3.1 Methodology

Figure 5.6 illustrates a high-level view of the proposed architecture?, compris-
ing three layers, namely IoT Devices, Control, and Cloud.

The IoT Devices layer represents the traditional IoT network, where IoT de-
vices are managed in separate groups. Each group has one or more admin de-
vices, called IoT Gateways, to gather data from the edge devices inside the local
group. These gateways send the collected data to administrators at the Control
layer through Southbound APIs which facilitates communication between the
Control and IoT Devices layers.

The Control layer comprises administrators operating the IoT network. The
proposed approach includes two types of administrators with different priority
levels. A Contract Creator has the highest authority level and is responsible for
deploying smart contracts on the Blockchain, and so has full control over the

2The figure represents the final state of the work and have evolved from the research work
and the ongoing iteration.
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Figure 5.7: The first prototype architecture block diagram.

deployed smart contracts, including managing administrators (adding, remov-
ing and editing). In addition to the Contract Creator, standard administrators
connect with IoT Gateways within the IoT Devices layer. These administrators
can interact with the Blockchain through Northbound APIs.

The Cloud layer includes a public Blockchain network that supports smart con-
tracts technology. This technology allows the Contract Creator in the Control
layer to deploy smart contracts on the Blockchain.

5.3.2 Implementation

This section represents the first implemented version of the system from the
methodology described in the previous section. Figure 5.7 shows the first pro-
totype architecture, which focuses on smart contracts for IoT security and man-
agement. The figure shows the data flow using a smart contract, which enables
two levels of authorisation. The first level allows the contract owner to grant
permissions to administrators; the second level enables administrators to man-
age gateway and edge devices in the IoT network. The implementation of the
smart contract and processing engines are described as follows:

The Ganache Blockchain facilitates deploying smart contracts in the Cloud layer.
In this version, the IoT Devices layer is simulated using software-generated data.
The Control layer can interact with the Ganache Blockchain and IoT Devices lay-
ers through RPCs (Remote Procedure Calls) and Southbound APIs, respectively.

The proposed approach uses two types of administrators in the Control layer,
namely a Contract Creator and standard Administrators, which function as fol-
lows:

* The Contract Creator block has two modules, namely Deploy master.sol
and Web3 Application, which are used for smart contracts deployment and
interaction purposes. Figure 5.8 shows the smart contract’s UML class di-
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Figure 5.8: The smart contract UML class diagram.

agram (master.sol). The smart contract uses onlyOwner and onlyAdmin
modifiers, which represent the Contract Creator and the Administrator
blocks, respectively. While the former modifier supervises and grants
permissions to administrators, the latter modifier manages IoT devices.
These two modifiers represent two authorisation levels proposed in the

master.sol smart contract.

* The Administrator block contains Web3 Application, IoT management
and Anomaly Detection modules. The Web3 Application module interacts
(including read and write operations) with the smart contract on the
Blockchain. The IoT management module transmits and receives data
from the Blockchain through the Web3 Application module. This module
is typically employed to develop IoT management applications, such
as generating network topology and conducting historical queries. In
addition, the Anomaly Detection module works closely with the IoT devices
layer to verify a device before adding it to the Blockchain.

Interacting with smart contracts, using Web3 Application transactions, enables
developers to build a wide range of applications. Here, three such applications
are highlighted, namely (i) adding a new admin, (ii) adding a new IoT device,
and (iii) creating a network topology.

1. Before joining the system, each standard administrator must be approved
by the Contract Creator. Figure 5.9 depicts the process of adding a new
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Figure 5.9: Adding a new admin sequence diagram.

admin. The Administrator must own a private key associated with its pub-
lic EVM address. The Administrator transmits the public address to the
Contract Creator as a request to be added to the administrator list; sub-
sequently, the Contract Creator queries the smart contract for the current
administrator list, to perform policy verification, before incorporating the
new address. The Administrator can read the smart contract data after-
wards to ascertain whether the request was approved or rejected.

2. Updating the IoT device list on the Blockchain must be performed by
an approved administrator. Figure 5.10 shows the sequence diagram for
adding a new device to the Blockchain. The process commences with an
approved administrator sending a device registration request to the smart
contract. The new device is added to an under-monitoring list on the
Blockchain. The other administrators in the global IoT network can query
the device monitoring list to get the target devices; then, the monitored
results can be updated to the Blockchain. The new device can be added
after the administrator examines the monitored results from the global
IoT network.
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Figure 5.10: Adding a new device sequence diagram.

3. Generating the network topology is one of the essential applications for
administrators in the system. The Administrator can read and verify the
information directly from the Blockchain without the need for central au-
thorisation. Figure 5.11 illustrates the pre-processing steps for gathering
and verifying IoT devices’ information from the Blockchain. The device
addresses are first collected from the blocks mined on the Blockchain.
These addresses must be verified by the smart contract before the admin-
istrator can generate the topology. The address verification process also
includes getting the newest device state and connections.

The Anomaly Detection module incorporates lightweight neural network mod-
els pre-trained on public IoT datasets. This module, which uses a supervised
learning approach, is adapted from the previous work.
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5.3.3 Evaluation

The implemented prototype is simulated and tested on a laptop with Intel(R)
Core(TM) i7 — 9750H, 2.8GHz x 6 cores, and 16GB of RAM on Windows 10
Pro. Figure 5.12 shows the simulation environment.

£, Ganache blockchain Intel(R) Core(TM) 17 — 9750H, 2.8GHz x 6 cores
gl.ag RPC server: HTTP:/127.0.0.1:7545
K \ \

Anaconda Jupiter \ \
:
s

1 1 1
[ ) Web3py | ) Web3py l [ ) Web3py
Contract Web3py lj'- () SRR | I Y

Deployer Administrator 1 Administrator 2 Administrator 64

Figure 5.12: The simulation environment with ganache Blockchain running on
localhost.

The Ganache Blockchain is configured with version 2.7.1. The hostname, port
number, and network ID are 127.0.0.1, 7545, and 5777, respectively. The con-
tract deployer and administrators are running on Jupiter Notebooks under the
Anaconda toolbox.

The smart contract is compiled and deployed using Remix IDE (Remix 2024).
The smart contract is initialised with the maximum number of administrators
and devices as 63 and 65,535, respectively. The contract deployment transac-
tion used 2,891,713 gas on ganache software.

Next, the total time needed to generate the network topology is measured.
This value is contributed by two processes: reading minted blocks to gather
devices’ addresses and verifying these addresses on the Blockchain to get the
latest data. The test created scenarios with different numbers of administrators
and IoT devices. In this experiment, the number of administrators in the system
is increased by one at a time (from 1 to 10). Each administrator manages
x gateway devices while a gateway device has y edge devices connected to
it. These numbers, x and y, are generated randomly in the range [1:10] and
[1:100], respectively. Table 5.3 shows the experimental results in detail. The
first column is the number of administrators; the second and third columns are
the total number of gateways and edge devices. The last two columns are block
query and verification time values in seconds.
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Table 5.3: The time for querying block history and verifying devices on the
Blockchain.

Administrators | Gateways | Edge devices | Block query (s) | Verification (s)
1 8 52 2.57 1.46
2 14 90 2.68 1.45
3 21 184 3.49 2.55
4 24 257 3.88 3.63
5 34 341 4.83 5.03
6 35 399 5.53 5.76
7 38 482 6.59 6.12
8 47 554 6.82 7.23
9 55 633 7.71 8.10
10 62 730 8.23 9.53

The smart contract was deployed at block 353, and the test was finished at block
1,155. The gas used in one transaction for adding an administrator, a gateway
device and an edge device are 51,634, 48,678 and 48,647, respectively. Initially,
there was one administrator and 60 devices (8 gateway and 52 edge devices).
The corresponding time for block query and verification processes were 2.57
and 1.46 seconds. These values increased gradually as more administrators and
devices were added. When 10 administrators and 792 devices were added, the
block query time was 8.23 seconds, and the verification time was 9.53 seconds.

Figure 5.13 illustrates the generated topology of devices in the first scenario,
in which the administrator manages eight gateway and 52 edge devices. Each
node in the topology is marked with an integer number, which is mapped with
an EVM address.

P, O N,

Figure 5.13: The generated topology in the first scenario with the data from the
Blockchain.

The experiment tests the smart contract with more edge devices and records
the transaction time and the total gas cost. Table 5.4 summarises the results
with the number of edge devices ranging from 1,024 to 65,535.
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Table 5.4: The total transaction time and gas cost when adding more devices.

Edge devices | Transaction time (s) | Total gas used
1,024 28.79 31,364,892
2,048 57.82 81,167,692
4,096 115.83 180,812,912
8,192 231.78 380,103,076
16,384 476.40 778,759,304
32,768 982.20 1,576,115,104
65,535 2,133.65 3,170,828,660

The total time required for the smart contract to add new devices into the sys-
tem increased steadily when the number of devices doubled. These numbers
are 28.79 seconds and 2,133.65 seconds when adding 1,024 and 65,535 de-
vices, respectively. The total gas used in the test is 3,170,828,660; with a gas
price of 1.0, the total Ethereum consumed on the ganache Blockchain is 3.22
ETH.

5.3.4 Discussion

This section explains the design choices and then discusses the proposed
system’s advantages and disadvantages. Firstly, the data generated from IoT
devices is extremely voluminous over time; thus, storing these data on the
Blockchain is costly. The smart contract is proposed to store management data
on-chain, specifically only information about administrators, devices, and their
connections, to minimise the operation cost. Furthermore, each administrator
and IoT device in the system must have an EVM key pair to participate in the
system. This enhances security by preventing attackers from impersonating
devices or administrators. Moreover, this allows smart contract variables to be
designed using the mapping type rather than arrays, thereby reducing internal
data processing and querying fees.

Secondly, while the contract owner in the proposed system holds the highest
level of security, this also introduces a potential vulnerability. This issue can be
mitigated by applying the multi-signature technique, where a group of individ-
uals shares equal permission, and each task’s execution in the smart contract
must be approved by the majority. Additionally, Blockchain’s transaction his-
tory is a valuable and powerful resource. Reading a public Blockchain history
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does not consume gas. The proposed approach is implemented and tested us-
ing Web3 applications to generate network topology by querying Blockchain
history with zero gas cost.

Finally, the Anomaly Detection module in this version is still in the simulation
phase. This module focuses on detecting attacks using lightweight machine
learning models (Artificial Neural Networks and Convolutional Neural Net-
works). Specifically, these models will be implemented using hardware acceler-
ators. IoT security and management are enhanced through smart contracts on
the Blockchain. Moreover, computational resources are shared as network ad-
ministrators can contribute to attack detection from the edge to the Blockchain
on the cloud.

5.4 Summary

This chapter studied distributed-ledger technology, which is the technology
behind Blockchain and smart contracts. Its widespread adoption has made
this technology a cornerstone for many decentralised applications, particularly
those related to digital currency. The chapter specifically focused on its char-
acteristics, including immutability, transparency, and accessibility, to develop a
scalable security system in IoT networks.

The chapter has conducted a systematic study of relevant work that leverages
smart contracts for IoT security. Additionally, to test the proposed approach,
Blockchain platforms that support smart contracts have been explored, along
with tools and programming languages used for the development of Blockchain

and smart contracts.

a scalable security Blockchain-based architecture for [oT networks has been pro-
posed. The approach utilises Blockchain and smart contracts for IoT authenti-
cation and authorisation. The implemented design promises a consistent trans-
action gas cost for system scalability. The Blockchain provides administrators
with security and specific control over devices in the network. The experimen-
tal results showed that the implemented prototype manages the administrators
and devices according to defined terms in the smart contract, which only au-
thorised devices can access and change the system.

In the next chapter, high-speed anomaly detection using lightweight machine-
learning models on hardware accelerators will be discussed. Furthermore,
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adding the multi-signature function and proxy feature can improve security
and scalability for smart contracts. The next chapter will combine the proposed
approaches, including security for IoT networks using smart contracts on the
cloud and anomaly-based IDSs at the edge.
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Chapter 6

Framework Design and
Implementation

This chapter presents the publication titled "A Scalable Security Approach in
IoT Networks: Smart Contracts and Anomaly-based IDS for Gateways using
Hardware Accelerators," which combines the continuous developments from
the previous chapters, including the implementation and evaluation of the pro-
posed approach. The chapter’s contributions can be summarised as follows:

The chapter proposes a network architecture for IoT networks comprising three
layers, namely cloud, control, and IoT devices. The proposed architecture en-
hances system security and scalability by leveraging smart contracts technology
and ML on hardware accelerators. Secured functions are designed and inte-
grated into each layer.

The smart contract is designed and implemented on the cloud layer to man-
age access control and verify IoT devices. IoT management data is stored on
smart contracts in a decentralised network, in which device authentication is
executed automatically and recorded on the Blockchain. The proposed ap-
proach describes an FPGA-based architecture for Gateways, which integrates
lightweight ML models to detect attacks at the device level. Furthermore, the
feature extraction modules are implemented on FPGA to reduce overhead rela-
tive to CPU and GPU schemes.

Finally, the proposed approach is evaluated using various testing scenarios.
Smart contracts are deployed on a simulated Ethereum Blockchain network.
A setup is built to simulate the smart contract connections and operations. The
Gateway is implemented and tested on a NetFPGA-PLUS platform (Alveo U280
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Figure 6.1: The platform-dependent anomaly-based IDS framework on the IoT-
23 dataset.

card (AMD 2021)). The system is evaluated on the [0T-23 dataset (Garcia,
Parmisano, and Erquiaga 2020b). Hardware resource usage and power con-
sumption are also discussed.

6.1 Anomaly-based IDS on Hardware Platforms

The anomaly-based IDS has been adapted from the previous chapters. The im-
plemented system uses lightweight ML models to detect network attacks based
on a packet’s header, including IP addresses, TCP/IP ports and protocol. Fig-
ure 6.1 illustrates the system’s processing flow on the IoT-23 dataset (Garcia,
Parmisano, and Erquiaga 2020b).

The proposed anomaly-based IDS is platform-dependent and comprises three
stages, namely Data pre-processing, Training & Validation and Inference Engines.
The following sections describe the dataset and framework processing flow in
detail.

6.1.1 Data Pre-processing

The Data Pre-processing stage prepares input features for the next stage on the
CPU platform. The feature extraction process is different for ANN and CNN
models. While the ANN model uses packet header fields as input, the CNN
model requires a converting process in which network packets are converted to
fixed-size images.
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6.1.2 Training and Validation

The training and validation processes are conducted on the GPU platform. The
ANN and CNN models are tested using different configurations to produce
lightweight models with high detection rates. In particular, the ANN model
is configured with 32 neurons in the hidden layer, each followed by a Recti-
fied Linear Unit (ReLU) activation function. The CNN model architecture in-
cludes four convolutional layers, two max pooling and two-platen layers at the
end (Ngo, Lightbody, Temko, Pham-Quoc, et al. 2023b).

6.1.3 Inference Engines

The inference stage will be evaluated with three engines using different hard-
ware accelerator combinations. Each engine has a Feature Extraction (FE) and
a Packet-to-Image (P2I) module as data pre-processing for the ANN and CNN
models, respectively. The engines can be described as follows:

* Engine 1 only uses CPUs without any other hardware accelerator.

* Engine 2 uses a GPU for running the models while the data pre-processing
tasks are assigned to CPUs.

* Engine 3 is implemented on an FPGA-based architecture.

The processing performance of these engines will be discussed in Section 6.3.4.

6.2 Proposed Architecture

This section introduces an overview of the proposed architecture and describes
the system implementation in detail.

6.2.1 Overview

Figure 6.2 illustrates the proposed architectural overview with three layers,
which are Cloud, Control and IoT Devices.

The Cloud layer presents the top level in the proposed architecture in which
the Blockchain Nodes constitute a Blockchain network. The Blockchain network
represents a distributed digital ledger that supports smart contract technology.
Smart contracts are proposed for managing access controls and security in IoT

networks.
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Figure 6.2: The proposed architecture with three layers: IoT Devices, Control
and Cloud.

The Control layer is the intermediate layer to either interact with the Blockchain
network or manage IoT devices through Northbound APIs and Southbound
APIs, respectively. This layer comprises different administrators who have dif-
ferent roles in the system. A Web3 Application module indicates that the ad-
ministrator can interact with the Blockchain using Web3 technology. As shown
in Figure 6.2, administrators are presented as blocks and can be described as
follows

* The Contract Owner block is the administrator with the highest authority
level to deploy smart contracts onto the Blockchain network and so has
full control over the deployed smart contracts. The contract owner owns
a local Admin Database to manage administrators through the Web3 Ap-
plication module.

* The Web3 Admin blocks focus on organising IoT gateways and edge de-

vices.

* The Security Admin blocks are administrators who are equipped with
hardware accelerators for training and validating attack detection mod-
els.

The IoT Devices layer represents an IoT network where IoT devices are organised
in groups. Each group is proposed to have one FPGA-based gateway device to
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gather data from the edge devices. The gateway sends the collected data to
administrators at the Control layer through the communicating channel, called
Southbound APIs.

6.2.2 Implementation

This section describes the protocols and technologies used to implement the
proposed architecture. This involves the Blockchain and smart contract in the
Cloud layer, the Web3 application modules in the Control layer and the FPGA-
based Gateways in the IoT Devices layer.

6.2.2.1 Web3 Applications

The Web3 Application module is the compulsory module used by each adminis-
trator to communicate with the smart contracts on the Blockchain. Web3 Appli-
cation modules corresponding to the three administrator groups in the Control
layer are discussed as follows

* The Contract Owner has a local database to store the administrators’ infor-
mation in the network. Administrators must first send their EVM address
to the contract owner, who then decides whether to approve this address
as a legitimate administrator in the smart contract. Figure 6.3 depicts the

sequence diagram for adding a new administrator process.

New Contract Owner master.sol
Administrator Contract Address
Admin (A) | ! .
] ——
Send Address(A)
Check

Admin Database

Get adminList(A)

return adminInfo

Verification addAdmin(A)

[
Update
Admin Database

1
Get adminList(A)

A 4

Figure 6.3: The sequence diagram for adding a new administrator (denoted as
(A)) process.
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Initially, the new administrator sends its own EVM address to the contract
owner. Then, the contract owner works with the local database before get-
ting the latest information about the received address on the Blockchain.
If the address has not been added, the contract owner can send a trans-
action to add the new administrator and update the local database after-
wards. The new administrator can verify the result by reading the smart
contract.

* The Web3 Admin also has a device database, which manages the status
and EVM addresses of the new IoT devices. Figure 6.4 illustrates the se-
quences from registering to security validation when adding a new device
to the network.

Approved master.sol
Web3 Admin Contract Address
Device (D) ! !
Update Approved master.sol
Device Database Security Admin Contract Address
requestMonitor(D) T T
Update H H

Get monitoringDeviceList()

monitoringDeviceList -
L7 return listindex
Security | | k€

Monitoring

monitorAccepted(index) R

'

Get monitoringDeviceList() Anomaly-based

return listindex i’ 1DS

Update monitoringDeviceList() edltl\/lonltorngeVlceLlst():

addDevice(D)

'

Figure 6.4: The sequence diagram for adding a new device (denoted as D) to
the network.

An approved administrator first registers the new device with an EVM
address with the smart contract. The smart contract then waits for the
security monitoring process, which updates the device status by an ap-
proved security admin. This process includes two main steps: Step 1 is
registering the device in the queue, and Step 2 is waiting for verification
by the security module.

* The Security Admin is proposed with an anomaly-based IDS module, which
is adapted from the previous chapter. These administrators are responsi-
ble for training and validating lightweight attack detection models. The
pre-trained model will be accelerated on FPGA hardware. Besides, a Web3
application module is used to update the smart contract if there are alerts
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from Gateways about monitoring devices.

6.2.2.2 Gateways

This work proposes high-speed FPGA hardware as a platform for Gateways to
detect network attacks. In this implementation, the proposed FPGA-based ar-
chitecture is wrapped in the NetFPGA-PLUS platform (NetFPGA 2021). The
NetFPGA-PLUS platform includes Xilinx Alveo Data Center Accelerator Cards
based upon Xilinx Virtex Ultrascale+ FPGAs. The platform code base operates
on the U200, U250 and U280 cards. Figure 6.5 depicts the NetFPGA-PLUS
Gateway architecture that can be described as follows

|
’NetFPGA-PLUS Gateway 1—1 PCle Interface %?‘
v —

@/IAiln }» Packet Processor —P{DMAiout‘

. Feature ANN | |ANN Result| ANN processing 2
15} —> > —> . =
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Figure 6.5: The block diagram of the NetFPGA-PLUS Gateway with security
integration.

* The PCle interface block represents the communication between a host
machine and the NetFPGA-PLUS card through a Peripheral Component
Interconnect Express (PCle) interface; this block simulates virtual net-
work interfaces, which are controlled by the host machine. These virtual
interfaces are named DMA In and DMA Out, presenting the input/output
interfaces to/from the NetFPGA-PLUS card, respectively.

* The NIC blocks, including NICO and NIC1, are physical network interfaces
on the NetFPGA-PLUS card.

* The Input Arbiter block operates based on a queue mechanism that uses
the round-robin algorithm to select incoming packets from different input
interfaces. In other words, this module merges network packets from
multiple input sources, including virtual and physical interfaces, to create

an output stream of packets.

* The Packet Processor block has scanner modules, which accommodate pre-
trained lightweight neural network models. This block will be discussed
in detail in the next Section.
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* The Output Queues block operates inversely to the Input Arbiter block de-
scribed above; this block receives the processed packet stream and dis-
tributes it to the corresponding output interfaces.

6.2.2.3 Packet Processor

As shown in Figure 6.5, the Packet Processor block is implemented in the
NetFPGA-PLUS Gateway between the Input Arbiter and Output Queues block.
This block either forwards network packets or detects network attacks using
neural network models. The network packets are processed as follows.

* The Distributor module receives the network packets from the Input Ar-
biter block; it then distributes the data simultaneously to three different
modules, which are Feature Extractor (FE), P2I Processor and RAW packet
FIFO.

* The ANN processing contains FE, ANN Scanner, ANN Result Packaging and
Packet FIFO modules. Initially, network packets are passed through the
FE module to extract header fields (source and destination IP addresses,
ports and protocol). These extracted data serve as the input for the ANN
Scanner module. The scanned results are packaged with the extracted
header fields and stored in a Packet FIFO.

* CNN processing has a similar structure to the ANN processing. However,
instead of only examining header fields, the CNN model processes the en-
tire network packet, including header and payload. Figure 6.6 illustrates
the P2I processor module, which converts network packets into images.

The module is implemented on the FPGA-based architecture using three
state machines, namely Packet Buffering, Read and Shift and Read Image, to
transform network packets of different lengths into fixed-size images. The
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Figure 6.7: The Packet Selector module’s flow chart expressing packet priority
order.

Packet Buffering state machine receives network packets and stores them
in a Packet FIFO. Given that a network packet length is not fixed, this state
machine standardises all network packets to a fixed length (1500 bytes)
using the zero padding method. Next, the Read and Shift state machine
uses a shift register to read the packet frames from the Packet FIFO and
write this data as image rows to the Image FIFO. Finally, the Read Image
state machine reads the image data from the Image FIFO and sends it
to the CNN Scanner module. The scanned results are packaged with the
packet header and stored in a Packet FIFO.

* The Packet Selector module merges packets from different sources, includ-
ing original network packets and alarm packets from the ANN processing
and CNN processing. The output is a network packet stream routed to the
Output Queues block. Figure 6.7 illustrates the packet’s priority processing
order. Integrating additional security functions is considered to add over-
head to the system. Therefore, forwarding raw packets has the highest
priority in this implemented version, followed by the result packets from
the ANN and CNN scanners.

6.2.3 Design Verification

Design Verification (DV) is an essential process in FPGA design and plays a
crucial role in the semiconductor industry before producing the chip. The DV
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process has been standardised through different protocols, depending on each
semiconductor company. From an academic perspective, design verification
tends to be simpler and is project-focused rather than being developed into an
industry-wide protocol. This section describes the DV processes for validating
FPGA implementations and presents the methodology used to measure the re-
liability of ANN and CNN models on FPGA hardware.

For small FPGA designs, conventional testing using a testbench with multi-
ple test cases is typically sufficient to evaluate the design correctness, as such
designs do not encounter issues related to the FPGA place-and-route process,
given the available hardware resources. However, more complex designs that
involve the integration of multiple modules introduce additional challenges that
can impact the accuracy of the entire system. The proposed system faces simi-
lar challenges, as the modules are interconnected in a unified processing flow,
where each module seamlessly utilises the output of the preceding module.
Therefore, ensuring computational accuracy requires a systematic and carefully
prepared evaluation process.

Below, the DV is divided into two subsections corresponding to the two ML
models implemented on FPGA: ANN and CNN. The rationale for this division
lies in the differences in their implementation methods. The ANN model is op-
timised by the pipelining method using Verilog. In contrast, the CNN model is
implemented using the HLS method, which involves the software-based gener-
ation of Register Transfer Level (RTL) code. The DV process is validated using
the reliability metric, which indicates the similarity in results of an FPGA com-
pared to CPUs.

6.2.3.1 ANN model

Figure 6.8 describes two stages to measure the reliability metric of the ANN
model on FPGA. This process begins by utilising the pre-trained ANN model on
CPUs, represented by checkpoint files. Then, the model’s parameters are gen-
erated in NumPy format (Weights.npy). This file encapsulates the ANN model
and will be used in the following two stages as follows:

» Stage one, also known as the simulation stage, involves testing the design
through simulation by using a small dataset that allows manual observa-
tion of each computational step. The input data consists of network pack-
ets (test small.pcap), which are fed into the Inference Engine on CPUs,
where the layers’ outputs are monitored. Simultaneously, on the FPGA
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Figure 6.8: Two stages of the design verification process on an ANN model.

design, the same parameters are used for the ANN model (ANN RTL);
the network packets are fed into a Testbench. The computational results
are monitored and compared between the two platforms, using the CPU’s
output as the reference.

* Stage two involves testing the actual computational results on the FPGA
hardware. The first stage confirms the simulation results for the FPGA on
the small dataset; then, a larger portion of the dataset is used to mea-
sure the reliability metric. A similar computation process is performed
on the CPUs to collect reference results (Result.log). At this point, the
ANN model is deployed on an FPGA; the results are captured and stored
as network packets (Result.pcap). Then, a script (compare.py) is used to
compare the results from both platforms and report the reliability metric.
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6.2.3.2 CNN model

Similarly, Figure 6.9 illustrates the process of measuring the reliability metric
of the CNN model on FPGA.
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Figure 6.9: Three stages of the design verification process on a CNN model.

The CNN implementation on FPGA used the HLS methodology, which gener-
ates RTL from the CNN.cpp. So, an extra stage is added to validate the CNN.cpp
design. In this stage, the Inference Engine generates CPP data from the small
dataset for validating the CNN model. The result from this stage can be moni-
tored manually. Stages two and three are similar to stages one and two in the
previous section, respectively.
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6.3 Experiments

This section evaluates the implemented system by layers. Firstly, the experi-
mental setup is introduced, simulating the system in a practical environment.
Next, the standalone experiments on the FPGA-based Gateway are performed.
Finally, the smart contract on the cloud and the full system are tested.

6.3.1 Setup

Figure 6.10 depicts the setup for testing the implemented system. The setup is
a direct result of the research and implementation conducted in this thesis, re-
flecting the methodologies and design choices developed throughout this study.
The setup includes four main host machines, which are described below.

— -
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i SSH Gateway
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Figure 6.10: The setup with the full system in the physical network.

* The Blockchain Server runs on the Dell Precision 7920 Tower with 512GB
of memory and Intel(R) Xeon(R) Platinum 8276 CPU @ 2.2GHz x 112 on
Ubuntu 22.04.2 LTS operating system. The server has Ganache Blockchain
configured with version 2.7.1. The hostname, port number and network
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ID are 127.0.0.1, 7545 and 5777, respectively. In addition, the host ma-
chine is equipped with dual NVIDIA Quadro GV100 GPUs.

* The SSH Gateway (Intel(R) Core(TM) i7 — 10700, 2.90GHz, 32GB of RAM
on Rocky Linux 8.10) acts as the access gateway for devices on the internet
to the Blockchain server.

* The Security Admin (Intel) contains an Ethernet (Intel E810-CAM2) and
a NetFPGA-PLUS card (Alveo U280); each has two QSFP28 transceivers.
The Ethernet card is directly connected to the NetFPGA-PLUS card us-
ing QSFP28 cables for monitoring network packets at high speed. The
NetFPGA-PLUS card is programmed as an [oT Gateway and is integrated
into the host machine through a PCle interface. The administrator can
interact with the Blockchain server through a LAN (Local Area Network)
or an SSH Gateway.

e The Simulator (Intel(R) Core(TM) i7 — 9750H, 2.8GHz x 6 cores, and
16GB of RAM on Windows 10 Pro) demonstrates the contract creator and
Web3 administrators using Jupiter Notebooks under the Anaconda tool-
box.

In this setup, the Blockchain Server simulates the cloud layer that runs the
Blockchain and smart contracts. This host machine also has GPUs for training,
verification and inference of ML models. The SSH Gateway works as a tunnel,
providing access to the Blockchain so that the Simulator, which has a private
IP address, can interact with the deployed smart contracts on the Blockchain

Server.

6.3.2 FPGA-based Gateway
6.3.2.1 Implementation Results

The FPGA-based Gateway is developed using Verilog on Vivado version 2018.2.
The implemented design is deployed on a Xilinx ALVEO U280 card, which
includes UltraScale+ XCU280-L2FSVH2892E device (containing a total of
1,303,680 LUTs, 600,960 LUTRAM (LUTR), 2,607,360 FFs, 2,016 BRAMs
and 9,024 DSP slices). In this implementation, HLS Pragmas (HLS Dataflow,
HLS Pipeline and HLS Unroll) are used for optimisation. Table 6.1 shows the
implemented blocks’ hardware resource usage, timing and power consumption

estimation.
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Table 6.1: The implemented results of FPGA hardware on Vivado 2018.2.

Hardware Resources Usage
Modules LUT LUTR FF BRAM | DSP
Input Abiter 2,944 1,112 5,980 0 0
Packet Processor | 40,391 1,248 49,907 63 898
Output Queues 2,030 272 5,234 25.5 0

Gateway 156,056 | 15,606 | 228,901 | 204.5 | 898
(%) 11.97 2.60 8.78 14.61 | 9.95
Timing and Power
F _max Hard IP | Dynamic | PL Static | Total

309.8MHZ | 1.38W 15.06W 3.64W 20.08W

The Gateway consumed 11.97% LUTSs, 8.78% FF and 14.61% BRAM of the
AIVEO U280 card. The Packet Processor block used 40,391 LUTs, which con-
tributed approximately 25.9% to the Gateway resource usage. Besides, this
block required 898 DSP slices, which contributed to 9.95% DSP available on
the card, for ANN and CNN calculations. The maximum frequency is approxi-
mately 309.8MHz, and the total power is reported as 20.08W.

6.3.2.2 Performance

This test measures the processing throughput of the FPGA-based Gateway at
high speeds on two criteria: processing speed and packet loss rate. This is a
standalone test on the Security Admin host machine, utilising the Ethernet Card
to replay network packets directly to the Gateway using QSFP28 transceivers.
Network packets are divided into six groups based on the packet length (rang-
ing from 64B to 1500B). For each group, the transmission rate is gradually
increased (ten trials each) by using TCPreplay processes (AppNeta 2024). Fig-
ure 6.11 depicts the test results through six bar charts.

For packets with a length of 64B, the packet transmission rate is gradually in-
creased from 0.20Gbps to 1.41Gbps. Before packet loss occurred, the maximum
throughput recorded for forwarding raw packets and the ANN scanner were
1.12Gbps and 1.02Gbps, respectively. At the 10th trial, packets are replayed
at 1.41Gbps; the packet loss rates in the two cases were 16.8% and 20.5%, re-
spectively. With greater packet lengths, such as 128B, 256B, 512B, and 1024B,
the Gateway achieved higher throughput rates before packet loss. In detail,
the throughput is recorded at 2.1Gbps, 4.2Gbps, 8.3Gbps, and 14.0Gbps, re-
spectively. The 1500B packets produced the most stable results, maintaining
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1500B).

an incoming speed of 20.0Gbps for forwarding raw packets and 0.85Gbps for

generating ANN results, with corresponding packet loss rates of approximately

0.02% and O

The CNN model has produced a maximum processing speed

13%.

of 8.38 Mbps during the tests, corresponding to 16,895 packets per second.

3 Smart Contract

3.

6

6.3.3.1 Transaction Cost

The smart contract is compiled using the Remix IDE with compiler version 0.8.0.

The contract’s constructor function is initialized with the number of maximum

admins and devices at 64 and 65,535,

respectively. The Simulator generates

transactions and interacts with the Blockchain Server through the SSH Gateway,

as shown in Figure 6.10. The contract deployment transaction was successfully

minted in block 1 with 3,025,154 gas units spent. Table 6.2 shows the average

gas units spent and the transaction time (seconds) to perform the associated
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contract function calls.

Table 6.2: Transaction time and gas used of functions in the smart contract.

Function Gas used | Transaction time (s)
addAdmin 31,734 0.13
editAdmin 30,028 0.11
requestMonitor 127,876 0.09
monitorAccepted 32,428 0.05
editMonitoringDeviceList | 44,901 0.07
addGatewayDevice 48,689 0.14
addEdgeDevice 48,670 0.07

Transaction time is measured when the Simulator creates a transaction and
sends it over the internet via the SSH Gateway to the Blockchain Server. This
time value fluctuates between 0.05 to 0.14 seconds. Regarding transaction cost,
the editAdmin function requires the lowest gas fee, averaging around 30,028
gas units per transaction, while other functions consume between 31,734 and
48,689 gas units on average. The requestMonitor function needs at least 41,471
and can use up to 214,280 gas units, depending on whether the device address
is at the beginning or the end of the device array being queried.

6.3.3.2 Device Verification

This test measures the device verification time on the smart contract. The num-
ber of admins in each trial (from 1 to 64 admins) is doubled. Each admin
manages a maximum of 20 gateways and 50 edge devices, which are generated
randomly. The test started at Block 606 and finished at Block 3,107, in which
a total of 64 admins, 650 gateways, and 1,745 edge devices were added. The
total gas units used is 121,200,664. Figure 6.12 shows the test results in detail.
The horizontal axis presents the number of admins; the left and right vertical
axes indicate the total number of devices and the verification time, respectively.
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Edge Devices: 2905926 H009005 00000600205 S0000000D

Figure 6.13: The connection topology generated from Blockchain data in the
first scenario.

F — 3
§ 1600 F | ====3 Number of Gateways w7 1000
2 1400 F | E=—=Number of Edge devices & ]
% 1200 3 Verification time —[4 800 %“

3 = ] =
3 1000 F 3 o 4 600 S
— : F |3 3
w 800 F ol | ] »
=] s ™~ ] —
= 600 I o 1 400 o
2 400 o B @ : g

o a O 1 200 =
= 200 D S Ra— X ]
Z. 0 b—e —l | 10

1 2 4 8 16 32 64

Number of Admins

Figure 6.12: The device verification time on the smart contract in different
scenarios.

At the beginning of the test, it takes 64 seconds to verify one admin and 46
devices. This number increased to 170 seconds when there were eight admins
and 319 devices. The verification time linearly increased along with the total
number of devices. In the last trial with 64 admins and 2,395 devices, the ver-
ification time is recorded as 1,040 seconds. Figure 6.13 illustrates a generated
topology in the first trial where each number is mapped with an EVM address.

Next, the transaction time and the cost to store up to 65,535 new devices on
the Blockchain are measured. The test started from block 3,108 and ended at
block 68,642, with a total of 65,535 devices added. The test result is shown in
Table 6.3.
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Table 6.3: The total transaction time and gas cost when adding more devices.

Edge devices | Transaction time (s) | Total gas used
1,024 48.60 49,105,376
2,048 99.60 98,930,068
4,096 199.27 198,579,800
8,192 408.86 397,878,964
16,384 830.38 796,553,000
32,768 1,659.40 1,593,943,060
65,535 3,339.61 3,188,724,368

The transaction time (seconds) and gas units
49,105,376, respectively, to add 1,024 devices.

are recorded as 48.6 and
By doubling the number

of new devices each time, the transaction time and the gas units are likely
to be doubled. At the end of the test, after 65,535 devices are added, the
corresponding transaction time (seconds) and transaction cost (gas units) are
recorded as 3,339.61 and 3,188,724,368.

6.3.4 Platforms Comparison

This test compares inference time (processing time) between CPU (Intel(R)
Xeon(R) Platinum 8276 CPU @ 2.2GHz x 112), GPU (NVIDIA Quadro GV100)
and FPGA hardware (Alveo U280). The test scenario can be explained as fol-

lows:

1. Network packets in the IoT-23 dataset are selected for replaying
back to the system. These packets belong to three benign scenarios,
namely CTU-Honeypot-Capture-4-1, CTU-Honeypot-Capture-5-1 and CTU-
Honeypot-Capture-7-1. Table 6.4 briefly shows the scenario information,
including the total file size and the number of packets.

Table 6.4: The pcap file’s information.

Scenarios Total size (MB) | Number of packets
CTU-Honeypot-Capture-4-1 7.0 30,189
CTU-Honeypot-Capture-5-1 381.4 398,312
CTU-Honeypot-Capture-7-1 151.9 553,039

2. The CPU and GPU in the Blockchain Server host machine are used in this
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test. The network packets in the pcap format are read from the host ma-
chine storage and then fed to the inference model sequentially to sim-
ulate the real-time network incoming flow. The inference procedure is
described in Section 6.1.3, which introduces pre-processing and process-
ing time. The pre-processing time includes the CPU processing time for
reading network packets and extracting input features. The processing
time comprises data transfer and actual inference time.

3. The FPGA inference time is measured on the Security Admin host machine.
The Ethernet Card is used to replay network packets at high speed. For
testing the secure cores, a speed limit in replaying the packets is set; these
limits are 2Gbps and 5Mbps for measuring ANN and CNN cores, respec-
tively. Table 6.5 shows the routing information programmed on the FPGA
Gateway in which raw packets will be forwarded to the physical interface
- NF1, while security cores will send the results using virtual interfaces
through the DMA route.

Table 6.5: The routing information programmed on the FPGA Gateway.

Packet types | Routing Ports

Raw network NIC1
ANN alarm | DMA OUTO
CNN alarm | DMA OUT1

The experimental results for CTU-Honeypot-Capture-4-1, CTU-Honeypot-
Capture-5-1 and CTU-Honeypot-Capture-7-1 scenarios are correspondingly
illustrated in Figure 6.14, Figure 6.15 and Figure 6.16.
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Figure 6.14: The inference results between engines in the first scenario.
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Figure 6.16: The inference results between engines in the third scenario.

Overall, the ANN model on FPGA shows an average speedup of 26.8 and 44.3
times that of the CPU and GPU used in this experiment, respectively. When the
CNN model is used, the speedup is reduced to 1.8 and 2.2 times, respectively,
compared to the ANN model.
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Figure 6.15: The inference results between engines in the second scenario.

In the first scenario, it takes 0.89 seconds for the FPGA Gateway to process
30,189 packets with an average packet size of 231B at the sending speed of
2Gbps. There is overhead in data pre-processing on the CPU that added ap-
proximately 251% and 100% to the total inference time of CPU and GPU, re-
spectively. All scenarios have shown similar result patterns in which the FPGA
card is the fastest in processing network packets. This is because the FPGA
device used is specialised for networking applications. Additionally, data pre-
processing is implemented on hardware using hardware description languages,
while the CPU and GPU incur significant overhead in data pre-processing and
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data transfer between memories. ML models on CPU and GPU platforms only
achieve optimal performance when input data is bundled, which is not applica-
ble in real-time packet processing.

6.3.5 FPGA Reliability

This section reports the reliability metric introduced in Section 6.3.3.2. The
test was performed using packets from CTU-Honeypot-Capture-4-1 (HC4-1),
CTU-Honeypot-Capture-5-1 (HC5-1), and CTU-Honeypot-Capture-7-1 (HC7-1)
scenarios, which were described in the previous section. The test small.pcap
file contains the first 100 packets in the CTU-Honeypot-Capture-4-1 scenario.
Table 6.6 summarised the reliability metrics of ANN and CNN models on the
Alveo U280 FPGA.

Table 6.6: FPGA Reliability results of ANN and CNN models.

. . Packets Match
Scenarios | Files No. of packets
ANN model | CNN model
s . 8,573 8,567
2018-09-14-13-40-25-Philips-Hue-Bridge 8,573
HCA-1 (100%) (99.93%)
21,664 21,660
2018-10-25-14-06-32-192.168.1.132 21,664
(100%) (99.98%)
398,312 398,127
HC5-1 2018-09-21-capture 398,312
(100%) (99.95%)
2019-07-03-15-15-47-first_start_somfy gat 8,276 8,276 8,276
-07-03-15-15-47-first_start_somfy_ gatewa ,
~Start_somiy_gateway (100%) (100%)
62,850 62,630
2019-07-04-16-41-10-192.168.1.158 62,850
(100%) (99.97%)
119,158 119,114
2019-07-07-16-41-19-192.168.1.158 119,158
HC7-1 (100%) (99.96%)
119,638 119,612
2019-07-03-16-41-09-192.168.1.158 119,638
(100%) (99.98%)
121,554 121,460
2019-07-05-16-41-14-192.168.1.158 121,554
(100%) (99.92%)
121,566 121,520
2019-07-06-16-41-17-192.168.1.158 121,566
(100%) (99.96%)
981,591 981,166
Total: 981,591
(100%) (99.96%)

There are nine network files with a total of 981,591 network packets, which
were transmitted to the FPGA card. The ANN model on the FPGA card pro-
duced fully matching results to the ANN model on CPUs, achieving a reliability
of 100%. In contrast, the CNN model demonstrated a slight discrepancy in
computations on the FPGA card compared to CPUs. When using the CPU-based

A Scalable Security Approach for IoT 155 DUC-MINH NGO
Networks: Blockchain and Anomaly-based IDS
on Hardware Accelerators



6. FRAMEWORK DESIGN AND
IMPLEMENTATION 6.4 Discussion

CNN model as the reference, the reliability of the CNN model on FPGA was
measured at 99.96%.

6.4 Discussion

The proposed architecture includes security hardening at different layers, en-
hancing protection from the edge to the cloud of an IoT network. This section
discusses the advantages and disadvantages of the implemented system by lay-
ers as follows.

6.4.1 The Cloud Layer

Blockchain and smart contract technology are used for access control in IoT
networks on the cloud. Blockchain is well-suited for IoT security as organi-
sations increasingly adopt decentralised network models. In a decentralised
platform, widespread adoption means more validators participating in the net-
work, strengthening the system’s security and sustainability. This enhances data
integrity and redundancy in IoT networks.

The IoT network generates a significant amount of data over time; thus, record-
ing this data on the Blockchain is costly (the gas used to perform a transaction
on the Blockchain). This work proposes smart contracts to store management
data on-chain, including administrators, devices and connections information.
In addition, using smart contracts helps prevent attackers from impersonating
devices or administrators since only whitelisted participants can change the
smart contract’s states.

The contract owner holds the highest authority level, which is vulnerable if
compromised. This security threat can be mitigated using the multi-signature
technique, in which a group of administrators replaces the owner, and the ma-
jority must approve each function call in the smart contract before execution.
Furthermore, a smart contract can be updated without changing the original
contract address using the proxy technique. This enhances flexibility and secu-
rity since the smart contract is upgradeable.

6.4.2 The Control Layer

Smart contracts allow administrators to operate in a distributed manner while
maintaining data synchronisation. Approved Web3 admins can quickly query
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IoT network data and participate in network governance. Similarly, security ad-
mins can contribute equally through smart contracts. This approach enhances
the system’s scalability in a cost-effective manner. However, there is a collision
when different admins make different decisions on the same task, particularly
if one of the admins has compromised their private key. In such cases, an action
is required to detect and remove the compromised admin from the admin list.

At the current stage, an administrator must supervise and add new devices
to the smart contract after monitoring results from the anomaly-based IDS. A
better handshaking mechanism between the Blockchain and anomaly-based IDS

is needed for an automatic system.

6.4.3 The IoT Devices Layer

Although the ANN model has shown outstanding performance, thanks to the
pipeline design on FPGA, the CNN model has experienced overhead in feature
extraction and post-processing. The CNN model performance can be improved
by either redesigning the CNN model on FPGA or changing the priority in the
Packet Selector module.

The Gateways are designed on programmable FPGA-based hardware accelera-
tors, resulting in enhanced flexibility in designing and updating security func-
tions. However, the Alveo U280 device used in this study demonstrates high-
speed processing capability; it is a high-end device with high production costs,
which may pose challenges for practical applications.

The edge devices in this study are currently in a simulated state, and a practical
system would encounter additional challenges. For instance, most traditional
devices are limited in computational power, making it impractical to manage
the EVM key for Blockchain authentication. Consequently, the administrators in
the control layer must ensure that the mapping process is accurate and secure.

6.5 Summary

This chapter presented the implementation of the scalable security approach
that combines Blockchain and anomaly-based IDS using hardware accelerators
for IoT networks. The implemented system has demonstrated the comprehen-
sive protection approach from the edge to the cloud in an IoT architecture.

Blockchain and smart contracts are proposed for IoT access control on the
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cloud. Blockchain provides a transparent, immutable, and decentralised com-
puting environment in which administrators can control IoT devices in the net-
work. The smart contract includes two authorisation levels for managing ad-
ministrators and IoT devices. The smart contract’s transaction costs and re-
sponse time in different test cases are measured. The experimental results
showed that the implemented system effectively manages administrators and
devices according to defined rules in the smart contract, in which only autho-
rised entities can access the system. Future work will explore adding security
features for smart contracts, such as multi-signature and proxy access.

Secondly, an anomaly-based IDS for edge devices is proposed. The proposed
approach uses lightweight machine learning models on FPGA hardware accel-
erators for Gateways. The prototype FPGA-based Gateway, which contains ANN
and CNN detection models, was deployed on the Alveo U280 card (NetFPGA-
PLUS) to evaluate the proposed architecture. The ANN model has achieved the
highest processing speed at 20Gbps, with a packet loss rate of approximately
0.13%. The CNN model has produced a maximum processing speed of 8.38
Mbps, corresponding to 16,895 packets per second. The CNN architecture on
FPGA can be redesigned in a pipeline fashion for better performance in the next
version.

Finally, the chapter’s results indicate that combining Blockchain and anomaly-
based IDS significantly enhances scalable security in IoT networks. The
anomaly-based IDS can detect attacks early at the edge level using hardware
accelerators, while the smart contracts on Blockchain help manage and scale
the system effectively in a secured and decentralised manner.
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Chapter 7
Conclusion and Future Work

The thesis studies scalable security approaches for IoT networks utilising
distributed-ledger technology and machine learning on hardware accelerators.
This chapter concludes the thesis by summarising the research findings and
discussing future work.

Chapter 2 studies signature-based and anomaly-based IDSs for detecting net-
work attacks.

* The proposed anomaly-based IDS framework uses lightweight ANN mod-
els to detect attacks in IoT networks. The framework includes dataset
pre-processing, GPU-based training acceleration, and offline inference us-
ing hierarchical decision-making.

* The proposed algorithms are tested with the new [0T-23 dataset using
ANN models and achieved the highest accuracy of 99.68%. The accuracy
of detection is increased further to 99.79% by applying the hierarchical
decision-making method.

* Research findings have indicated that the vast majority of anomaly-based
IDSs have been focused on improving the model’s detection accuracy, thus
increasing the model complexity and overhead in the inference phase.
One solution to tackle these issues is using hardware accelerators. Net-
working systems experience varying traffic volumes depending on events,
with peak loads or flooding attacks that can result in high-volume traffic;
thus, anomaly-based IDS should be capable of handling the high load to
mitigate attacks.

* An ANN model’s inference process is straightforward, and the parameters
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in the models can be quantised and converted into integers, which aligns
well with FPGA hardware architecture.

Chapter 3 leverages the proposed framework using hardware acceleration so-
lutions to enhance IoT security at the edge. The proposed framework is tested
with the UNSW-NB15 and IoT-23 datasets using ANN models. The inference
phase is implemented and tested using different approaches on the CPU, GPU,
Al-assisted microcontroller and SoC FPGA platforms. In addition, the inference
phase on SoC FPGA is implemented using HLS and Verilog approaches, achiev-
ing the same practical processing speed. However, the pipelined design on the
PYNQ-Z2 board with the Xilinx Zynq xc7z020-1clg400c device has been opti-
mised to run at the on-chip frequency with a fixed 28 clock cycles overhead.

Chapter 4 studies the deep packet inspection approach using deep neural net-
work models.

* The CNN model is used for processing network packets, and the feature
extraction module has been erased.

* The proposed approach involves labelling network packets in the 10T-23
dataset from pre-trained ANN models; then, CNN models are trained to
detect attacks at the packet level.

* By utilising the CNN model, all data in the packet is treated as valuable in
contributing to the final decision. This approach also implies that accurate
labelling of each packet is crucial during training processes.

* The experimental results show that the best model has achieved a com-
parable accuracy of 99.34% on the 10T-23 datasets. More importantly,
this approach has mitigated the computational overhead of the feature
extraction process in the inference phase, resulting in an approximately
40% improvement in feature extraction time. The proposed approach is
experimented with different CNN models to optimise its architecture for

implementing hardware acceleration platforms.

Chapter 6 presents the proposed scalable security approaches that combine
Blockchain and anomaly-based IDS using hardware accelerators for IoT net-
works. The implemented system has demonstrated the comprehensive protec-
tion approach from the edge to the cloud in an IoT architecture.

* Blockchain and smart contracts are proposed for IoT access control on the
cloud. Blockchain provides a transparent, immutable, and decentralised
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computing environment in which administrators can control IoT devices
in the network.

* The prototype FPGA-based Gateway, which contains ANN and CNN detec-
tion models, was implemented on the Alveo U280 card (NetFPGA-PLUS)
for high-speed inference.

The scalable security approach, which utilises Blockchain and anomaly-based
IDS, is promising in IoT networks. The anomaly-based IDS can handle high-
speed network traffic and detect attacks early at the edge using hardware ac-
celerators, while the smart contracts on Blockchain help manage and scale the
system effectively in a secured and decentralised manner.
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Figure 7.1: Future work on enhancing scalable security in the proposed system.

Future work includes hardening scalable Blockchain solutions and anomaly-
based IDSs on hardware accelerators. Figure 7.1 summarises the future work
that will be discussed below:

7.1 Scalable Blockchain Solutions

The smart contract is proposed and tested on a simulated Blockchain
(Ganache). To enable the advantages that a Blockchain offers, the system must
be deployed on a Blockchain mainnet, where data and smart contracts are
genuinely synchronised and executed in a decentralised manner. Additionally,
scalable Blockchain solutions involve improving transaction throughput,
optimising data storage, and reducing transaction costs.

* Exploring layer-2 Blockchains (permissionless): Ethereum-based
layer-2 Blockchains offer better transaction throughput and lower trans-
action cost than the Ethereum Blockchain by using rollups technology
to reach consensus. However, these Blockchains incentivise miners by
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distributing the collected digital assets (Ethereum) from transactions
as mining rewards. It would still become prohibitively expensive for
large-scale IoT networks to write data on the Blockchain.

* Smart contracts on private Blockchains (permissioned): Hyperledger
Blockchains will be used to manage IoT networks. A private Blockchain
would suit organisations that require a higher level of flexibility in oper-
ating the Blockchain to some extent; however, they compensate for the
security, integrity, and redundancy compared to public Blockchains.

* Interplanetary File Systems (IPFS) and Oracle technologies for data
storage: Since IPFS offers a decentralised methodology to store large
amounts of data in a distributed network, reducing the reliance on a cen-
tralised server; at the same time, Oracles technology fetches and verifies
this data, ensuring that it is accurate before being used by smart con-
tracts. Combining the two technologies creates a decentralised, efficient,
and secure system for storing, retrieving, and validating off-chain data in
Blockchain applications, enabling tamper-proof and scalable solutions for
smart contracts.

7.2 Anomaly-based IDSs on Hardware Accelera-

tors

With the rapid proliferation and development of Al, anomaly-based IDSs are
continuously evolving with improved algorithms. However, effectively applying
these systems to IoT networks remains a critical topic that requires researchers’
attention and testing efforts. Below are the primary directions for improving
the proposed anomaly-based IDSs.

* Approaching unsupervised learning methodologies: This thesis has in-
dicated that supervised learning techniques rely heavily on the accuracy
of data labelling prior to the training phase. For a system to operate sus-
tainably, it must meet two additional criteria:

— The independent analysis ability in which the system is able to clas-
sify data without the label information. Clustering techniques can
solve the issue by grouping data based on its similarity.

— Collaborative and Continuous Learning: Federated Learning (FL) ad-
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dresses this requirement by enabling distributed systems to update
machine learning models iteratively and collaboratively. Further-
more, FL is a decentralized approach that complements Blockchain
technology as both rely on principles of decentralisation and dis-
tributed systems. They can enhance data privacy, scalability, and
security to each other.

* Optimise and accelerate the design on FPGA: Along with improving
ML models, there is a need for mapping and accelerating it on hardware
accelerators. The thesis tested the proposed system on a high-end FPGA
device (Alveo-U280) specialized for high-speed networking applications.
There are unused hardware resources for integrating and expanding secu-
rity functions. Future work will accelerate different ML algorithms on this
platform, focusing on high-speed and low-power consumption designs.
Besides, when approaching hardware design, the design verification pro-
cess is critical to ensure all the functions are secured and accurate. The
Universal Verification Methodology (UVM) (Siemens 2025) can be ap-
plied to validate and simulate the proposed design on FPGA.

* Integrate hardware attack detection at edge devices: Side-channel at-
tacks are investigated by other members in the group. The power data
in the previous work will be studied to build a system for detecting and
classifying attacks in the proposed framework.

In addition, future work will improve the system’s automatic scaling ability
when combining anomaly-based IDSs and Blockchain to enhance scalable se-
curity in IoT networks. This will include studying and experimenting with dif-
ferent prototype systems to improve the communication between the edge and
the cloud.
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