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Unhelpful Assumptions in Software Security Research

Ita Ryan
School of Computer Science and IT,
University College Cork, Cork
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ita.ryan@cs.ucc.ie

ABSTRACT

In the study of software security many factors must be considered.
Once venturing beyond the simplest of laboratory experiments,
the researcher is obliged to contend with exponentially complex
conditions. Software security has been shown to be affected by
priming, tool usability, library documentation, organisational se-
curity culture, the content and format of internet resources, IT
team and developer interaction, Internet search engine ordering,
developer personality, security warning placement, mentoring, de-
veloper experience and more. In a systematic review of software
security papers published since 2016, we have identified a number
of unhelpful assumptions that are commonly made by software se-
curity researchers. In this paper we list these assumptions, describe
why they sometimes do not reflect reality, and suggest implications
for researchers.

CCS CONCEPTS

« Security and privacy — Software security engineering; Hu-
man and societal aspects of security and privacy.
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1 INTRODUCTION

In an increasingly-connected world, online security is ever more
important. Many hacking techniques depend on the existence of
vulnerabilities in software. Their presence facilitates cybercrime,
from ransomware to cyber espionage [90]. The field of Developer
Centred Security (DCS) explores reasons why developers write vul-
nerable code [96], seeking to understand developers, how they can
be helped, and what problems they face in practice. Seeking to gain
greater understanding of DCS challenges, we conducted a system-
atic literature review focusing on papers published in known DCS
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venues since 2016. The objective was to identify reasons why, de-
spite over two decades of software security research, the discovery
rate of exploitable vulnerabilities continues to increase [80].

In the course of the review we observed a number of implicit
assumptions within the field of software security research. Some
are common, some less so. All are unhelpful when attempting to
understand developer behaviour. Implicit assumptions may lead
researchers to miss relevant information, or to jump to conclusions.

One example of an unhelpful assumption occurs in an excellent
ethnographic study by Palombo et al. [72]. The researchers were
embedded as coders in a software organisation selling network ac-
cess software for a combined total of 18 months. Their observations
indicated that the development team did not prioritise software
security. Working alongside the team, they conducted penetration
tests on the software. To their surprise, developers did not immedi-
ately fix revealed issues and did not even appear to take them all
that seriously. This held true even for a defect involving remote
code execution. Defects involving broken authentication looked
like a potential systemic threat to the company’s existence, yet they
were not prioritised for fixing. The researchers discussed the devel-
opers balancing their primary aim to develop successful features for
the software with their understanding that security is important.

The assumption made here was that the organisation prioritised
software security, and it was the development team who were forced
to balance that priority with other priorities. However, to send a
genuine signal that security is important, management would need
not only to state it explicitly, but also, for example, invest in testing
including the commissioning of penetration tests, invest in security
training and request a prioritisation of security issues in backlog
meetings [40]. In this organisation, the researchers undertook pen-
etration testing and found a defect on the first day, suggesting that
penetration tests had not been done before. The researchers had to
smuggle secure coding techniques into the code base, minimising
the resulting impact on development and testing time. The length
of time the researchers spent on site allowed them to get highly
informative insights on the development process. The assumption
that security was an organisational priority, however, meant that,
although they observed a lack of security concern on the devel-
opment team, the researchers did not focus on the secure-coding
direction that the team received.

In this paper we list 25 such assumptions in 4 categories. For each
assumption we outline the reality that is hidden by the assumption,
and the implications for future work in the study of software se-
curity. The aim of this paper is not to point fingers or reveal flaws
in work by others—much of which we admire and value greatly.
Rather, we seek to initiate a discussion and reflection on the line
of work that is done in the area of software security research. The
goal of this paper is to draw the attention of the software security
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research community to unhelpful research assumptions. We hope
this will trigger discussion and broaden the search for the meaning
of observed phenomena.

This paper is, clearly, not the first to review the challenges of
developing secure software. Several papers are noteworthy in this
context. Recently, Mokhberi and Beznosov identified ‘Human, Or-
ganizational, and Technological’ dimensions of secure coding chal-
lenges, containing 17 challenge categories [56]. They viewed their
work as the beginning of a systematic way of thinking about the
challenges in software security. Some of the challenges have wide-
ranging effects; for example, managers set and enforce priorities,
contributing to culture, and therefore have a substantial effect on an
organisation’s security stance. To develop a security culture, both
internal motivations such as valuing security and external motiva-
tions such as a belief that security will increase market share are
needed. Software security is a non-functional requirement (NFR),
and Mokhberi and Beznosov reflected on the additional challenges
entailed by its lack of visibility and the constantly changing na-
ture of the threat landscape. Wide-ranging recommendations from
this study included using organisational strategies to improve se-
curity; for example, making software security visible, ensuring
developers know that they have responsibility for it, and designing
tool-friendly policies. Providing training and support to developers
was also advocated.

Das Chowdhury et al. analysed developer-centred studies, iden-
tifying 72 papers for their analysis that were written over 13 years
[23]. They sought to categorise challenges, behaviours and interven-
tions in the literature, and how challenges and behaviours interact.
They also analysed five ‘tropes, or ‘misplaced beliefs about how
developers behave! They argued that these five misplaced beliefs
strongly influence the design of libraries and tools, and the secure
coding interventions that developers endure. These tropes are, that
‘developers are experts, that ‘everyone has the same security and pri-
vacy needs, that ‘security is easy, ‘security is a universal priority, and
‘maintenance is fun. We too identified the common assumptions
that all developers are security experts and that security is easy,
although our naming is different.

This paper is organised as follows: Section 2 discusses our re-
search method, Section 3 gives our results. We discuss and conclude
the paper in Section 4.

2 METHODOLOGY

2.1 Venues and Search Terms

We selected a number of venues to search for related papers, based
on conferences and journals that are known to publish DCS-related
material. We also included workshop papers where available. We
included papers published from 2016 on. We used the following
core search term, allowing autostemming.

(software OR code) AND (developer OR development)
AND security

Since no one search engine provided papers from all of our
venues, we used the ACM Digital Library, IEEE Xplore, and Sco-
pus. The exact syntax used depended on the search engine. The
search resulted in an initial total of 852 papers. The full protocol
including paper breakdown is available at https://osf.io/7a2dr/?
view_only=e39e7822618f47f0a9bca7e5ec46d36¢.
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2.2 Selection procedure

The first author undertook the selection procedure, with consulta-
tion with the other authors where necessary. The titles and abstracts
of all 852 papers were reviewed for first-round exclusions, which ex-
cluded duplicates and incomplete papers, such as abstracts, posters,
and two-page outlines. In second-round exclusions, our rules were
that we would include papers:

o that identify one or more factors that reduce the incidence
of security vulnerabilities in code while it is being written;
o that identify one or more factors that increase the incidence
of security vulnerabilities in code while it is being written.

The second-round exclusions therefore excluded papers that
did not identify factors that reduce or increase the incidence of
security issues in code. We included studies that described aids
that help developers to code more securely. Some were existing
or desired aids that were described in interviews with security
experts. Others were new or proposed aids that were devised and
assessed in a specific domain with a view to general application in
the future. Papers describing tools that help to write secure code
in specific problem domains with no application for the broader
developer community were excluded. An example would be a paper
on a tool to verify contract rules on the Ethereum blockchain. We
also excluded papers describing specific implementations of tool
types that are already well-known. An example would be a paper
describing a new static analysis tool for a specific language. Finally,
we excluded proposals for new processes or tools that have not been
empirically assessed either in a laboratory setting or in industry.
An example would be a proposed method for integrating security
into Agile that has not been put into practice anywhere. When in
doubt about a paper, it was reviewed by the research team. This
process resulted in 90 papers selected for review.

2.3 Snowballing

We identified authors who had worked on three or more of the
papers reviewed. Other papers by these authors were assessed for
inclusion in the study, yielding 16 additional papers. The references
sections of all our selected papers were evaluated and papers of
interest with multiple references were selected for review. Since
many of these papers were already included in the review, this
resulted in only three additional papers.

To ensure that we had not missed important relevant venues,
we analysed the venues where our 19 snowballed papers were
published. We looked for venues that had published two or more
snowballed papers and that we had not already searched. We did
not find any such venues amongst the snowballed papers.

Our cutoff date for papers was September 30, 2022.

2.4 Data Extraction and Analysis

Data identification and extraction was done by the first author,
with frequent consultation and discussion with the second and
third authors. Each paper was analysed and factors affecting the
security of code at coding time were extracted and categorised.
Such factors could affect the code either positively or adversely.
During this process, a number of apparent contradictions between
papers came to light. In other cases, an obvious interpretation of
the data collected by the researchers was not present. On analysing
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these contradictions and missed opportunities, it became apparent
that in some cases the root cause was an unconscious assumption
made by researchers.

We identified these assumptions and categorised them based on
the three dimensions identified by Mokhberi and Beznosov, which
we found useful in our own work. Thus we have ‘Technical’, ‘Or-
ganisational’ and ‘Developer’ (Mokhberi and Beznosov called these
‘Human’) assumptions. Given that in this paper we are exploring
and discussing the research process, we added a fourth dimension:
‘Research assumptions.

2.5 Positionality statement

Given the nature of this study, it is worth noting the background of
the authors of this work. The first author has a strong background
in logic, having both a degree in Philosophy and a Masters in Com-
puting. They also have 20 years of practical software development
experience as a contractor, including a focus on secure software
development. The second author has over 25 years of experience
in security research. The third author has 15 years of experience
in software engineering research, has a strong interest in (and has
published about) research methodology, and has focused on ‘as-
sumptions’ in other works.

3 RESULTS

In the course of our research a number of assumptions emerged
from the literature. They appeared to affect researchers’ observa-
tions and what they paid attention to. In this section, we list these
assumptions. For each one we discuss studies where it was made,
and studies showing why it is unhelpful or untrue. Table 1 presents
a summary of these assumptions. In the table, each assumption is
immediately followed by references to the papers that made that
assumption. An example of how the assumption affected a paper is
included in the ‘Implications and Examples’ column.

3.1 Technical Assumptions

Assumption: code that obviously should be secure will be
written securely.

Reality: security is seen as a cost, not a feature, and is not always
prioritised.

Some code is so clearly security-related that it seems self-evident
that it should be written securely. Cryptography is a good example.
Haney et al. interviewed 21 individuals from organisations with
cryptography-related products [40]. The dedication to security of
the interview subjects seems impressive. The importance of security
in their field is self-evident, and the observations made by Haney
et al. appear to confirm that security features highly in the con-
siderations of the organisations under study. Nevertheless, in this
excellent study Haney et al. did not attempt to evaluate the actual se-
curity of the code produced by the organisations whose employees
they interviewed, or to evaluate the secure-coding stance of each or-
ganisation. For example, there is no mention of questions regarding
code breaches or successful hacks. The limitations acknowledged
that the paper is based on perceptions and self-reporting.

Evidence that even cryptography developers do not always use
the security tools at their disposal comes from Jancar et al., who
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interviewed 44 well-qualified developers of 27 open source cryp-
tographic libraries to determine whether they used tools to assess
their libraries’ vulnerability to constant-time attacks, and if not,
why not [45]. They found that, although all participants were aware
of timing attacks, tool use was not universal. 38.6% of the develop-
ers interviewed used timing attack detection tools, while 25% did
not even know about them.

While it would seem self-evident that building security into
tools and frameworks is desirable, Pieczul et al. noted that tool
vendors may feel that extra security inhibits adoption [81]. They
gave the example of enforcing HTTPS for cloud-service endpoints,
pointing out that this was not usually done because it would entail
significant overhead on the developer side. Tool vendors worried
that developers would reject this complexity, choosing a less secure
but simpler service instead.

Even where security is a stated focus of a project, factors such as
tight deadlines, poor organisation, bad management and running
out of time can result in insecure implementations [33]. In their
examination of a sub-optimal move to Agile and DevSecOps in a
very large development program, Morales et al. found that security
concerns were ignored or downplayed, even while the adoption
of DevSecOps seemed to indicate that they would be prioritised
[57]. Subcontractors faced tight deadlines and inadequate testing
resources. The project leadership of a subcontractor explicitly stated
that secure coding was not a priority, and speculated that the prime
contractor ‘probably does security testing;’ not caring enough to
know for sure. The absence of secure coding leadership or attention
was pervasive, present in the prime contractor and subcontractors,
and was reflected in the absence of a security mindset amongst
subcontractor developers. It was likely to result in vulnerabilities
being released to production and remaining undiscovered for long
periods of time [57].

Implications: researchers should carefully investigate the security
posture of organisations and developers, even when the need for secu-
rity appears self-evident.

Assumption: developers can introduce secure coding prac-
tices and tools to organisations easily.

Reality: developers are constrained by organisational rules, team
norms, faulty tools and peer friction.

An example of this assumption arose in a study of security ac-
tivities in Finland. Rindell et al. noted that although external pene-
tration tests were perceived by survey respondents to have a high
impact on security, they were not widely undertaken [89]. They
speculated that perceived impact might not correlate with actual
impact. A simpler explanation would be that the employees and
engineers who responded to the survey were not in charge of the
security budget. Penetration tests are expensive [109].

Developers may not have control over software security and how
it is dealt with in their environment [49]. This causes difficulty with
the introduction of security interventions and tools [94]. While
security tools are essential to secure coding, they can be costly in
a number of different ways, making them inaccessible to under-
resourced developers. Expensive tools [50] will typically only be
available to large or well-resourced organisations. Even ostensibly
cheap or free tools will not be accessible to small teams or to isolated
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developers if they entail invisible overheads. These may include
setup time, training and learning time, and maintenance time [71].
Selecting the wrong tool is costly [55].

Another important factor when developers attempt to introduce
new tools or practices is peer buy-in. Embedded in an organisation,
Palombo et al. found that their attempts to introduce secure coding
practices into their team were resisted until they found a way to
make adoption by their peers easy and frictionless [72], a finding
echoed in another ethnographic study by Tuladhar et al. [102].
Tools with a high false-positive ratio waste developer time [18, 26,
98]. Other developers may resist their introduction, and the false
alerts will create alert fatigue [112]. Tools introduced to existing
legacy code may flag enormous amounts of technical debt, causing
developers to feel overwhelmed [71]. Security tools can be slow
to run and difficult to configure. This causes friction within the
team [51, 98]. Tool response times must be prompt. Distefano et al.
found that static analysis issues detected overnight and assigned
to developers had a response rate close to zero [26]. By contrast,
issues detected at commit time and added via bot to code review
notes had a fix rate of approximately 70%.

Exploring the reasons for poor use of timing-issue detection tools
by cryptography developers, Jancar et al. identified barriers includ-
ing a lack of developer awareness, a lack of tool usability, the need
to annotate code, resource overheads and a fear that tools would
not be available or maintained as the researchers who originally
developed them moved on [45].

Implications: an absence or low take-up of software security tools
and practices may not reflect a lack of developer interest. Environ-
mental constraints should be investigated.

Assumption: if a tool exists, it will be used.

Reality: developers must find and evaluate the tool, and have faith
that it will be maintained.

Useful and interesting security tools for developers are con-
stantly under development [7, 32, 34, 67, 68]. There seems to be
an implicit assumption that these security tools will be used; we
could not find discussions of how the tools would be publicised and
disseminated. Achieving tool use is a challenge [18]. Developers
may not be aware of the most useful tool for a task, even if it is
available in the IDE [94]. Information on program analysis tools is
not widely disseminated [6]. Tool efficacy varies [15, 71], and tool
evaluation is ‘cumbersome and demotivating’ for developers [14].
The pace of development is swift, as is the pace of adoption for new
languages and frameworks. Perfect, but top-heavy, languages and
IDEs, and the painstakingly-learned lessons they exemplify, can be
quickly abandoned [74]. The relatively recent move to a microser-
vice architecture is an example of a new technology causing new
pain points, with limited support for microservice-based security
found in a search of academic and grey literature [79].

There is also a problem with tool abandonment by academics.
We encountered several frameworks [59] and tools [24, 27, 66] that
have not been updated by their creators for several years. This
lends substance to the problem mentioned in Jancar et al., that the
fear that researchers may abandon tools inhibits tool adoption by
developers [45].
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Implications: researchers should consider whether a proposed tool
will be used.

Assumption: secure coding is an individual undertaking.

Reality: most developers work in complex environments with mul-
tiple stakeholders.

Research on software security has converged around a number
of themes. One is an analogy with usable security proposed by
Acar et al. [4]. Just as ordinary users should have usable authen-
tication and other security tools, developers should have usable
tools in their environment to facilitate secure coding . There has
been considerable research into how to optimise developer secu-
rity tools for usability. Researchers have focused on issues such as
speed and scope of IDE warnings [22], and optimising library error
messages [35, 36]. Implicit in the usability analogy is the concept
of the developer as a tool-using individual, separate from the social
environment in which they write code. Absent pair programming,
only one person at a time can write a line of insecure code or fail
to include an automated security test.

Issues with the usable security analogy include the fact that the
developer’s environment is complex, with multiple stakeholders all
having potential conflicts of interest [39], and is difficult to replicate
in the laboratory in a realistic way [81].

Laboratory studies that focus on the results of a single devel-
oper’s work have validity, but by their nature [95] they ignore
the complexity with which developers must usually contend. This
should be borne in mind by researchers. We did not encounter any
proposals for or evaluations of tools with a team focus; for example,
tools to enhance team secure coding communication.

Implications: researchers should evaluate developers’ work envi-
ronment.

Assumption: Agile is unsuited to secure development.

Reality: issues attributed to use of Agile methods may have causes
not related to Agile, for example, they may be due to not prioritising
security.

Some studies show a tendency to attribute software security
characteristics to the use of the Agile method [70, 83]. For example,
Oyetoyan et al. concluded, amongst other things, that effective soft-
ware security in an Agile setting needs a driver [70]. This implies
that software security drivers are not needed in non-Agile settings.
Other papers in the review suggest that drivers are needed in all
settings. Rajba gave an account of strategies used in a large auto-
motive organisation to improve security in both new and legacy
systems [87], vividly illustrating the advantages of having an en-
thusiastic software security driver. The advantage of availing of
software security ‘champions’ to spread security enthusiasm in the
organisation is discussed throughout the literature [40, 98, 102],
with no emphasis on Agile.

This assumption was also made by Poller et al., who observed
several development teams during different stages of reaction to an
external penetration test [83]. They assessed whether the organi-
sation made changes to prevent the same types of vulnerabilities
from reappearing. They were disappointed to see no long-term
changes, follow-up, or extra security tasks in the Agile pipeline.
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Table 1: Unhelpful Assumptions

Assumption Reality Implications and Examples
Technical Assumptions
Code that obviously Security is seen as a cost, nota Researchers should carefully investigate the security posture of organisations

should be secure will be
written securely [40].

feature, and is not always pri-
oritised.

and developers, even when the need for security appears self-evident. For
Haney et al. [40], this could have revealed a disconnect between stated and
actual security.

Developers can intro-
duce secure coding prac-
tices and tools to organi-
sations easily [89].

Developers are constrained
by organisational rules, team
norms, faulty tools and peer
friction.

An absence or low take-up of software security tools and practices may
not reflect a lack of developer interest. Environmental constraints should be
investigated. For Rindell et al. [89], not considering this resulted in a missed
opportunity for deeper understanding of the data.

If a tool exists, it will be
used [7, 32, 67, 68].

Developers must find and eval-
uate the tool, and have faith
that it will be maintained.

Researchers should consider whether a proposed tool will be used. Ohm et
al. devised a framework to detect malicious dependency updates [68]. Their
contribution would be greatly enhanced by a plan to promulgate the tool.

Secure coding is an indi-
vidual undertaking [4].

Most developers work in com-
plex environments with multi-
ple stakeholders.

Researchers should evaluate developers’ work environment. Acar et al. [4]
suggested that researchers should measure actual developer behaviour, but
did not propose gaining a holistic understanding of the developer’s context.

Agile is unsuited to se-
cure development [70,
83].

Issues attributed to use of Agile
methods may have causes not
related to Agile, for example,
they may be due to not priori-
tising security.

Researchers working in an Agile environment should carefully consider
whether the use of Agile methods is relevant to uncovered issues. Although
attention to good design is an Agile principle, Oyetoyan et al. [70] attributed a
desire for secure design training to the Agile nature of the work environment
they were investigating, missing that this training may be a universal need.

Keeping software up-
dated is always good [25,
42].

Patches can cause new issues
or failures in software.

Researchers should bear in mind that developers may rationally delay patching
their code. Derr et al. suggested automated library updates as a solution to
terrible update rates, noting that if the updates turn out to cause defects they
can be rolled back [25]. If the defect is a vulnerability, the rollback may not
occur on time to prevent exploitation; this concern is not discussed.

Safe defaults are always
good [38, 54, 76, 93, 104].

Defaults presumed safe can

Before advocating for safe defaults, the relevant software’s usage characteris-
tics should be assessed. Advice such as Patnaik et al’s based on ‘deny access’
[76] may not be appropriate for cyberphysical systems.

Secure coding regula-
tions and compliance
constraints improve soft-
ware security [29].

cause unexpected conse-
quences.
Compliance requirements

can have unintended conse-
quences.

Careful consideration should be given to the wording and structure of legisla-
tion and regulations. Gasiba et al. expressed surprise that developers ignore
secure coding instructions they consider unreasonable; that could be due to
their making this assumption [29].

Developer Assumptions

All developers want to
code securely [86, 88,
109].

Some developers are uninter-
ested in secure coding or feel
that it is not relevant to them.

This assumption can cause researchers to misdiagnose reasons for insecure
coding behaviour. Rahman et al. did not consider laziness or indifference
as reasons for bypassing security tool warnings, although 85% of bypasses
originated from 20% of developers [86]. This may have affected their analysis
of the phenomena they observed.

All developers know
how to code securely
[108-110].

There is a very broad spec-
trum of code security knowl-
edge and experience amongst
software developers.

Researchers should not assume that developers know how to code securely.
Weir et al. [109] did not investigate the secure coding stance or training needs
of workshop participants, and may have missed important nuances.

Developers’ perceptions
on whether security is
needed in their work en-
vironment are accurate
[48].

Developers who are not well in-
formed about software security
may be poor judges of when it
is required.

Researchers should not rely exclusively on developers’ own assessments when
judging whether software is vulnerable to attack. Lopez et al. appeared to
take developers’ assessments of security needs at face value [48]. They did
not explore further as to whether the software produced was actually secure,
or consider how that could be measured.
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Table 1: Unhelpful Assumptions (continued)

Developers are enabled
decision-makers  not
subject to psychological
pressures like fear of
downsizing [12].

Experience of downsizing
events may impact developers’
confidence and motivation.

Researchers should pay attention to developers’ job security and the turbu-
lence of their work environment when assessing software security motivation
and practice. Assal and Chiasson’s survey study might have detected disillu-
sionment and fear as security blockers if relevant questions had been asked
[12].

API and library develop-
ers are security experts
[17, 25].

API and library developers
have the same range of secu-
rity expertise as other develop-
ers.

Researchers should not assume that API developers have any special security
expertise. Derr et al. studied the difficulties inherent in keeping applications
updated; their discussion on API developers’ use of semantic versioning and
bundling security updates did not consider that API developers might not
understand the security implications of update policies [25].

All coders have access to
the same resources [13,
89].

Constraints include back-
ground, training, isolation, the
organisational secure-coding
environment, and budget.

When analysing developers’, teams’ and organisations’ security decisions,
researchers should consider their budget and other resource constraints. Bai
et al. did not assess budget or language skills when studying propagation of
Stack Overflow security errors, which may have affected their analysis of
issues [13].

Organisational Assumptions

Managers are software
security champions [88,
108-110].

Many managers are ill-
informed about software
security, fail to grasp the risk
involved, and/or perceive it as
unimportant.

When evaluating software security within an organisation, researchers should
explicitly assess the stance of upper, middle and line management. For the
software security interventions devised by Weir et al., upper management
permission for the interventions is assumed [109]. This work would benefit
from discussion of what would motivate upper management to permit security
interventions in organisations that are inattentive to code security.

Organisations prioritise
software security [72,
109].

Not all organisations prioritise
software security.

Implications: researchers should pay attention to the priorities developers
receive from their managers, both stated and unstated. Palombo et al., although
noting that security fixes were sometimes resisted by developers and were
often not implemented at all, did not explore the secure coding priorities of
the organisation they were embedded in, or whether software security was in
fact an organisational priority [72].

The organisational en-
vironment is cohesive
and therefore can con-
trol the complexity of se-
cure software develop-
ment [9, 88].

In large organisations, differ-
ent departments and teams
may have different priorities,
causing conflict over software
security goals. Subcontractors
may complicate the issue.

Researchers should pay attention to inter-departmental dynamics when study-
ing large organisations. Arizon-Peretz et al’s insightful paper on software
security climate theory assumes that the organisation is cohesive [9]. It does
not investigate issues of inter-departmental dynamics and power-plays, out-
sourcing, or fragmentation caused by frequent acquisitions, which could affect
attempts to build a positive software security climate.

The presence of secure
coding activities implies
that security is a high
priority within an organ-
isation [48, 59].

Secure coding activities may be
compliance driven, with little
concern for actual security.

Researchers should assess the secure coding culture of an organisation as
well as its secure coding activities. Morrison et al. observed secure coding
practice in an IBM team but did not ask whether practices were ever skipped
for deadline reasons [59].

Research Assumptions

Developers and/or or-
ganisations will admit to
a lack of understanding
of, or enthusiasm for, se-
curity [82, 111].

Security is seen as a positive
quality, and therefore both de-
velopers and organisations are
unlikely to admit to a lack of
understanding of it or interest
in it.

Individuals’ and organisations’ assertions on prioritising software security
should not be taken at face value. Poller et al. reported survey results that
were positive or neutral about penetration testing [82]. Had they considered
their own close relationship with management, they might have been more
sceptical about these results.

Activities that can lead
to insecure code cannot
also lead to secure code
[3,13, 31].

Some common coding activi-
ties are widely used, and do not
reflect the security of the result-
ing code.

Researchers should assess context of research findings, including whether
control groups were used. Bai et al. found reuse of insecure code snippets
from Stack Overflow in GitHub, resulting in insecure code [13]. However,
they did not check for reuse of secure Stack Overflow code snippets, which
could have revealed a positive effect.
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Table 1: Unhelpful Assumptions (continued)

Findings in a single pa-
per are final and can be
cited confidently, with
no need for replication
[11, 14, 23, 32, 96, 107].

Scientific evidence requires
confirmation, preferably from
different types of study.

Researchers should not perceive research questions as definitively answered
unless there is a cumulative body of research. Das Chowdhury et al. [23]
uncritically cited a Van der Linden et al. study [103] finding that developers
go by answer length when choosing a Stack Overflow answer, even though
participants for that study were not vetted.

Measuring secure cod-
ing activities is equiva-
lent to measuring code
security [11, 70, 89].

Code security for non-trivial
software cannot be definitively
measured.

Researchers should bear in mind that the level of secure coding activities may
not reflect actual code security. Oyetoyan et al. used a list of secure coding
practices to assess secure coding in organisations [70]. They did not note that
these practices may not reflect code security, and did not attempt to assess
issues of culture such as deadline constraints, which may impact on whether
the activities are thoroughly carried out [91].

If secure coding activi-
ties take place, they will
be reflected in artefacts
[43, 78, 99].

Artefacts do not always reflect
work done.

Definitive conclusions should not be reached based on artefacts alone, al-
though they can be used to triangulate. Imtiaz et al. studied use of the Coverity
tool in open source projects [43]. One finding was that developers are slow
to fix alerts and do not fix them based on tool-assigned priority level. It is
possible that a coherent strategy, such as matching team member expertise to
defect assignment, exists. It would not be available in Coverity history if so.

Artefact analysis done at
scale is error-free [31, 43,
99].

Artefact analysis when done at
scale may be flawed and results
should be viewed with caution.

Researchers should carefully evaluate artefact analysis steps when considering
results. Fischer et al. found a large percentage of insecure snippets in Android
applications, using a complex pipeline to compare snippets to bytecode [31].
The paper did not discuss manual verification of the comparison process, and
it is difficult to determine how this could be done, so the results may be open
to question.

Coders, product man-
agers, and testers can all
be studied as a homoge-
neous group [47, 109].

Different disciplines need dif-
ferent types of support.

Researchers should consider the differing support needs of the different roles
that they are studying. Lopez et al. assessed how developers responded to
security episodes [47]. The paper veered between using ‘developer’ for all
roles and coding roles, and may have missed an opportunity to distinguish
responses and behaviour by role.

They concluded that this was partly due to the Agile development
methodology, and that, in order to give developers some autonomy,
managers had avoided giving precise security direction. However,
where management genuinely prioritises security, it is made an
overt rather than a non-functional requirement. For example, Whit-
more and Tobin described work in IBM that was inspired by the
need to facilitate developers’ move towards rapid deployment via
Agile and DevOps, demonstrating that where there is software secu-
rity consciousness there can be a corresponding software security
drive [113]. Tuladhar et al. showed that in an organisation that
desires security, security stories may be added to the scrum [102].
Extra time may be allocated for security concerns [47].

This assumption should be avoided, unless it is possible to com-
pare software security results to other teams in the same organisa-
tion that are not using Agile.

Implications: researchers working in an Agile environment should
carefully consider whether the use of Agile methods is relevant to
uncovered issues.

Assumption: keeping software updated is always good.

Reality: patches can cause new issues or failures in software.
Researchers have observed and criticised a tendency to delay
updating and patching third-party libraries [25, 42]. The assumption

is that keeping patches up-to-date maximises code security [42].
This is usually true, but sometimes new code or patches contain
vulnerabilities or even malicious code [28]. Das Chowdhury et al.
noted that the ‘maintenance is fun’ trope they identified can lead
researchers to expect unrealistically rigorous update behaviour.
However, even security-aware professionals may prefer to wait a
period after patches have been released before upgrading, to ensure
that they are not exposed by vulnerabilities introduced in the patch
[28]. This is rational behaviour and can only really be averted by
ensuring that all upgrades are vulnerability free; not easy to do.
One partial solution to this is the correct use of semantic versioning
[17] to isolate security patches, so that developers can be sure that
the patches will fix vulnerabilities and have the minimum possible
additional effect on their code.

Implications: researchers should bear in mind that developers may
rationally delay patching their code.

Assumption: safe defaults are always good.

Reality: defaults presumed safe can cause unexpected consequences.
Several studies in the review advocated provision of secure de-
faults [38, 54, 104]. While it seems safe to assume that safe, secure
defaults are always beneficial to security, there can be exceptions.
It is not possible to anticipate every use of a piece of software in
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advance of releasing it [81]. Meng [54] advocated deprecating out-
dated encryption algorithms, but Gorski [35] noted that deprecation
can entail locking API users to the version of the library that still
contains the deprecated function, preventing them from receiving
new updates. Naiakshina et al. [64] suggested that insecure options
could be eradicated entirely, for example by removing deprecated
hashing functions from encryption libraries. However, they noted
that this could raise backward compatibility issues, potentially mak-
ing applications even more insecure.

One of the recommendations often seen for secure development,
dating at least from Saltzer and Schroeder’s 1975 design princi-
ples, is that access decisions should be based ‘on permission rather
than exclusion’ [93], defaulting to denial of access. Massacci raised
the issue of ‘deny access’ being a potentially dangerous default re-
sponse to authentication failure in cyberphysical systems [53]. He
described a DDOS attack on the heating system of an apartment
complex in Finland which caused freezing temperatures in the block
for a week. A more deadly failure was the refusal of the software
on a Boeing 737 Max plane to allow the pilots to override a dive
triggered by a faulty sensor [53].

Implications: before advocating for safe defaults, the relevant soft-
ware’s usage characteristics should be assessed.

Assumption: secure coding regulations and compliance
constraints improve software security.

Reality: compliance requirements can have unintended consequences.

One approach to improving software security is to introduce
legislation and regulations to impose security requirements. While
this might improve overall software security, especially for those
organisations that currently do not consider software security at
all [11], it can have unintended consequences. Vendors may in
some cases choose to misclassify issues to avoid notification re-
quirements, reducing the likelihood that the issues will be properly
addressed [81]. In other situations, certification may be lost if a
major change is made. For example, with FIPS 140-2 certification,
fixing a security vulnerability may be classed as a major change and
entail loss of certification. Organisations may sometimes be forced
to choose between the secure option of fixing the vulnerability and
the insecure option of retaining the certification [40].

Implications: careful consideration should be given to the wording
and structure of legislation and regulations.

3.2 Developer Assumptions

Assumption: all developers want to code securely.

Reality: some developers are uninterested in secure coding or feel
that it is not relevant to them.

Rauf et al. [88] explicitly made ‘the assumption that developers
have internalised these security goals, i.e. they have become their
own goals, regardless of their origin’. However, some developers in
the studies they analysed explicitly expressed a lack of interest in
security goals [11]. In their literature review, the authors catalogued
the reasons why developers, despite having this assumed interest
in secure coding, failed to code securely. A general potential for
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security enthusiasm was also assumed by Weir et al. in their secure
coding interventions [109].

This assumption is one of the ‘tropes’ identified by Das Chowd-
hury et al. [23]; they called it ‘security is a universal priority’ and
cited it as an indicator of ‘a mismatch between what security ex-
perts think developers value and what they do in practice’ Many
of the studies in this review indicate that this assumption is false.
Ashenden and Lawrence reported a developer saying ‘that secu-
rity practitioners "are like a rock in a stream, we just flow around
you" [10]. In a study of the use of a tool for detecting checked-in
secrets, Rahman et al. found that 51.4% of the time the commit
proceeded with a one-time or a permanent bypass of the warning
[86]. They found that 20% of developers generated 85% of bypasses,
and speculated that these developers were unusually busy or secu-
rity unaware. However, it is equally possible that the developers
were lazy, or indifferent to security. Discussing software security
training for engineers, Crowther and Rust said that ‘our first ex-
periments...failed because the training was boring and optional’ [20].
When embedded with a software team, Palombo et al. were taken
aback to find that some vulnerabilities were considered by their
fellow developers to be features, because they reduced support
demands [72]. Patnaik et al. identified a Stack Overflow behaviour
they called ‘passing-the-buck’, where developers ‘don’t care about
learning and just want to be told what to do’ [77].

Implications: this assumption can cause researchers to misdiagnose
reasons for insecure coding behaviour.

Assumption: all developers know how to code securely.

Reality: there is a very broad spectrum of code security knowledge
and experience amongst software developers.

Developers vary widely in their level of basic programming
ability [1] and also in their degree of software security knowledge
and training [30, 38]. Nevertheless, some studies implicitly perceive
all developers as having an ability to understand code security, and
to code securely, and do not delve into this question. This may be
because developers can be reluctant to admit ignorance on any
topic, particularly in group environments [46]. One example is the
series of studies on security interventions in organisations by Weir
et al. [108-110]. These studies included workshops where code
security was discussed in a group setting. Within the workshops,
there did not appear to be space to admit to ignorance of secure
coding practice, or a desire for secure coding training. Given that
other studies have revealed a high degree of ignorance amongst
developers on software security [5, 63], this seems surprising. It is
possible that developers are reluctant to reveal a feeling of ignorance
when surrounded by their peers; this possibility was not explored,
and exit interviews did not appear to ask about developers’ feelings
of competence. The ‘blockers and motivators’ section in a paper on
the long-term effects of the interventions [109] does not include
any mention of developer ability, knowledge or need for training.
This may be due to these omissions.

Contrasting with this apparent interchangeability of developers
in a secure coding context is the widespread perception that secure
coding in the work environment needs reinforcement from ‘cham-
pions:” people who are enthusiastic and knowledgeable about code
security [33, 44, 98].
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Implications: researchers should not assume that developers know
how to code securely.

Assumption: developers’ perceptions on whether security
is needed in their work environment are accurate.

Reality: developers who are not well informed about software secu-
rity may be poor judges of when it is required.

Developers are expert workers and are usually respected for their
expertise. This can lead researchers to assume the correctness of
developers’ assessments of when security is needed. This appeared
to be the case for Lopez et al. [48]. In an ethnographic study, they
largely took developers’ secure coding self-assessment at face value,
missing an opportunity to dig deeper.

This assumption is related to the ‘security is easy’ trope identified
by Das Chowdhury et al. Developers can often suffer from the ‘opti-
mistic bias; which encourages them to believe that their software is
too isolated, insignificant or obscure to be attacked [11]. The reality
is that all software running on an online device can be targeted
and exploited. Software that itself does not store significant data
or perform significant activities may allow hostile actors to gain a
foothold in a target’s network or system [86]. Even software that
does not run online may be leveraged by attackers if the host device
is connected, using a technique known as ‘living off the land’ [19].
Many developers are not familiar with hacking techniques and are
poor judges of whether the software they are working on may be
vulnerable to attack [86, 92]. Studies have found that developers can
be over-confident in their secure coding abilities [64]. For example,
Naiakshina et al. found that several of their participants encoded
passwords with Base64, thinking that this made them secure [63].
Base64 changes text’s appearance, but it is designed to aid binary
data transfer, has no security properties, and is trivial to decode.

Implications: researchers should not rely exclusively on developers’
own assessments when judging whether software is vulnerable to
attack.

Assumption: developers are enabled decision-makers not
subject to psychological pressures like fear of downsizing.

Reality: experience of downsizing events may impact developers’
confidence and motivation.

The Agile principles assume that developers are enabled decision-
makers, and it has been argued that true Agile depends on psycho-
logical safety [16]. Job insecurity can affect organisational citizen-
ship behaviours [52]. Current studies of software security behaviour
do not explicitly take developer vulnerability or organisational tur-
bulence into account. Haney et al’s study of organisations with
good security culture found such indicators of job security and
employer respect as mentoring, training, and long-term, committed
staff [40]. By contrast, when Weir et al. introduced security inter-
ventions into organisations, one of the three teams they worked
with ceased to exist during the three-month lifetime of their initial
interventions [109]. One year later, only one of the initial intervie-
wees still worked for the company. Institutional memory cannot
survive the disappearance of an entire team.

As discussed, numerous studies cite the value of software secu-
rity ‘champions’; individuals who embrace the software security
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message and spread it to their peers [40, 98, 102]. Most papers ad-
vise that there is no need to specifically recompense champions for
their software security role, and recommend sending them to secu-
rity conferences and organising activities for them as motivators.
It is difficult to see how such champions can sustain organisational
commitment in an adverse environment. Security culture is widely
recognised as an important ingredient of a successful secure coding
environment [40, 57, 91, 102]; such a culture depends on mutual
trust and is unlikely to thrive in a hostile corporate environment.

Yet current studies of software security behaviour do not explic-
itly take developer vulnerability or organisational turbulence into
account. Assal and Chiasson’s excellent survey on secure coding
motivation [12] asked numerous questions on motivators and block-
ers, but none concerned the effect of organisational turbulence or
rounds of ‘downsizing’ on motivation. Anecdotally, and in the first
author’s extensive professional experience, such events affect em-
ployees’ enthusiasm, loyalty and commitment to an organisation.

At time of writing in early 2023, the tech industry is in the throes
of widespread layoffs of technical staff, including security staff. In
this environment, the potential for good institutional secure-coding
memory and sustained security practice and culture is not good.
If developers work in institutions with a history of large-scale
downsizing, or have experienced a mass-downsizing event, this
may impact their belief that they can act autonomously. It may also
affect their motivation to prioritise the organisation’s best interests.

Implications: researchers should pay attention to developers’ job
security and the turbulence of their work environment when assessing
software security motivation and practice.

Assumption: API and library developers are security ex-
perts.

Reality: API and library developers have the same range of security
expertise as other developers.

Although API and library developers are, by definition, devel-
opers [23], some researchers seem to assume that they have more
security expertise than developers. This may be because secure
coding has been found to be associated with development expe-
rience in some studies [5, 70] (though not in others [63, 65, 69]).
Many of the papers we reviewed dealt with API and library con-
cerns such as documentation, abstraction level, level of support for
developer testing and updates [36, 54, 61]. The implicit belief was
that library developers understood, or should understand, the im-
plications of their design decisions, and their impact on API users.
Yet many libraries are developed by the open source community,
where security guidance and policies may be more ad hoc [112].

Multiple studies show that library developers are not always bet-
ter informed than other developers. Acar et al. noted that system
developers’ understanding of permissions on the Android ecosys-
tem is not significantly better than that of other developers [1].
The issue of package updates in third-party libraries illustrates
a similar failure by library developers to understand important
security-related concepts; in this case, semantic versioning. Seman-
tic versioning indicates whether a fix is major, minor, or a patch, and
can be used by library developers to indicate the likelihood of an
update breaking backwards compatibility [42]. Since some updates
are security updates, it is important to encourage developers to
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update libraries as frequently as possible. Developers are reluctant
to update libraries because dependency updates can break code
[75]. They would appreciate well-indicated security fixes that avoid
breaking changes [75], but these are often not available. Chinthanet
et al. found that over 90% of npm fixes studied were bundled with
unrelated commits [17]. Library developers often fail to use seman-
tic versioning correctly; this is a likely contributor to the reluctance
of developers to update libraries [25].

Implications: researchers should not assume that API developers
have any special security expertise.

Assumption: all coders have access to the same resources.

Reality: constraints include background, training, isolation, the
organisational secure-coding environment, and budget.

Some studies implicitly assume that all developers have access
to the same resources, and could code securely if they wanted to
[13]. In fact, developers’ environments vary widely and they may
be subject to constraints that are not immediately apparent. The
relatively isolated security environment of app developers was
examined by van der Linden et al. [103] in a study of security
decision-making. Working for an organisation is not necessarily
better, as some organisations lack the positive security climate that
facilitates developers who wish to code securely [8]. Developers
constrained to use languages with characteristics that tend to cause
high levels of vulnerabilities, such as C and C++ [73], are at a
secure-coding disadvantage.

When it comes to issues of budgetary constraint, there is not
much work available in the literature. Indeed, researchers them-
selves may be constrained; a study analysing and comparing static
analysis tools only included free tools [97]. At a time when pre-
mium charges for basic security features like cloud-hosted logging
is in the news [41], the effect of budgetary constraints should be
considered by researchers.

Language comprehension may be another issue that affects some
researchers. Votipka et al. found that 78% of the coding mistakes
in their ‘Build it, break it, fix it’ series of secure coding challenges
were due to participants misunderstanding requirements [104].
Gorski et al., studying the embedding of security information in
documentation for non-security APIs, noted that their recruits were
German speakers, who might struggle with English documentation
[37]. This has implications for language use and simplicity, and
would be an interesting topic for further research.

Implications: when analysing developers’, teams’ and organisa-
tions’ security decisions, researchers should consider their budget and
other resource constraints.

3.3 Organisational Assumptions

Assumption: managers are software security champions.

Reality: many managers are ill-informed about software security,
fail to grasp the risk involved, and/or perceive it as unimportant.

Implicit in discussions of how to introduce interventions into or-
ganisations is the assumption that management in the organisation
will be in favour of increased software security [88, 108-110]. In
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reality, managers are not always aware of the importance of soft-
ware security [82]. Senior managers, though paying lip service to
software security, may perceive a diversion of resources to software
security as impinging on more important goals [11, 47]. Project
managers and product owners sometimes have little interest in
security, and this can be exacerbated if they perceive that security
is taken care of by someone else such as a security officer [100].

Implications: when evaluating software security within an organi-
sation, researchers should explicitly assess the stance of upper, middle
and line management.

Assumption: organisations prioritise software security.

Reality: not all organisations prioritise software security.

Throughout the literature, we observe an unstated assumption
that organisations prioritise software security [72, 109]. Like main-
tainability and efficiency, software security is an NFR. While man-
agers assume that NFRs will be present in software, they do not
always explicitly require them [96]. This has led to an assumption
that managers would require and prioritise software security if
they thought of doing so. This assumption is not borne out by the
evidence. It is rare, though not unknown [11], for managers to ex-
plicitly state that software security is not a priority. Actions signal
priorities more clearly than words though, and many studies have
found that security is not prioritised in practice [11, 57, 72]. Func-
tionality usually takes top priority. Tight deadlines and inadequate
staffing and training may result in decisions to release software
that is likely to be insecure [101].

As discussed in Section 1, Palombo et al’s ethnographic study
found numerous secure development issues [72]. The researchers
seemed to assume that the organisation prioritised security, but
that it slipped through the cracks due to the development team
being subject to conflicting priorities [72]. However, a close reading
of the paper reveals a wholesale absence of management concern
about software security. An absence of management support and
instruction affects secure development emphasis [30]. Teams re-
ceive direction on priorities from the organisation they work in,
and are unlikely to prioritise security if not asked to [9, 62-65].

Implications: researchers should pay attention to the priorities
developers receive from their managers, both stated and unstated.

Assumption: the organisational environment is cohesive
and therefore can control the complexity of secure soft-
ware development.

Reality: in large organisations, different departments and teams
may have different priorities, causing conflict over software security
goals. Subcontractors may complicate the issue.

It is easy to assume that within an organisational environment,
there is a coherent and cohesive software security policy. All as-
pects of the organisation move in concert. An example of such an
environment appears in a study by Wang et al. describing an API
hardening approach to XSS elimination at Google [106]. This was
carefully designed and engineered to run on the enormous Google
codebase, which is largely contained in a single repository.

However, in many large organisations software security policy
may be fragmented. Security checks required by one department
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may conflict with the goals of another department or unit [98].
Subcontractors complicate the issue [101]. Their goals are unlikely
to be aligned with the long-term success of the organisation. They
will generally focus on meeting tight deadlines within budget [57].

Implications: researchers should pay attention to inter-departmental
dynamics when studying large organisations.

Assumption: the presence of secure coding activities im-
plies that security is a high priority within an organisa-
tion.

Reality: secure coding activities may be compliance driven, with
little concern for actual security.

Assal and Chiasson [11] evaluated 13 teams on whether they
undertook security activities at different stages of the software
development life cycle. From their results, they identified ‘security
inattentive’ and ‘security adopter’ organisations. All of the organi-
sations they studied fell firmly into either one group or the other.
However, the existence of the ‘checkbox’ phenomenon is well doc-
umented [10, 40, 84, 100]. This is a tendency of an organisation
to undertake software security activities for compliance reasons,
without an inherent security concern. Studies have shown that
some organisations will do the minimum work necessary to pass
known checks; for example, one study found that organisations
evaluating PCI compliance did not test widely and did not vary
their tests, allowing client organisations to limit security work [84].
This mindset is not universal. Enck and Williams identified con-
siderable security energy amongst organisations debating supply
chain security, despite compliance weariness [28].

The absence of secure coding activities is an indicator that an or-
ganisation is security inattentive, but the inverse is not necessarily
true. In the absence of a security culture, organisations may under-
take a minimal amount of code assurance. This can lead to trouble
as the software security problem will not have the drivers it needs
[91]. One suggested solution to this issue is to use organisational
climate theory to improve the climate for software security within
the work environment [9].

Implications: researchers should assess the secure coding culture of
an organisation as well as its secure coding activities.

3.4 Research Assumptions

Assumption: developers and/or organisations will admit
to a lack of understanding of, or enthusiasm for, security.

Reality: security is seen as a positive quality, and therefore both
developers and organisations are unlikely to admit to a lack of under-
standing of it or interest in it.

Developers may be reluctant, particularly in group interviews
that include colleagues, to admit to a lack of knowledge about
software security [46]. There may be power dynamics and group
history at play. The same is true of admitting to a lack of interest.
Most organisations are reluctant to admit to corporate failings [105].
The chances of their acknowledging that they are ignoring software
security are slim. Thus it is important to probe and explore further,
rather than taking statements on software security at face value.

In one study where the researchers had close relationships with
management, negative feelings towards security may have been
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suppressed by the development team in survey entries for fear of
management finding out [82]. Several people chose ‘neutral’ on
security matters, which seemed equivocal. Weir et al. found a poor
correlation between survey respondents’ claim to use assurance
techniques and the actual security of apps they had written [111].
They did not appear to consider that the self-reported use of assur-
ance techniques could have been exaggerated.

Implications: individuals’ and organisations’ assertions on priori-
tising software security should not be taken at face value.

Assumption: activities that can lead to insecure code can-
not also lead to secure code.

Reality: some common coding activities are widely used, and do
not reflect the security of the resulting code.

This assumption is made in a study of the use of copy-and-paste
from Stack Overflow and other online forums [13]. Acar et al., in
a study comparing different information sources during coding,
found that use of copy-and-paste from Stack Overflow resulted in
insecure code [3]. However, Naiakshina et al. did a qualitative eval-
uation of participants’ development process during their studies
on secure password storage [65]. They found that all participants
who produced secure solutions used copy-and-paste from an online
location. In a study on the usability of five different cryptographic
APIs, Acar et al. found that there was a statistically significant
correlation between the use of copy-and-paste and the functional
correctness of a task, but there was no such correlation between
copy-and-paste and the security of the solution [2]. This shows
that use of copy-and-paste helps developers to achieve functional
correctness. If they are sufficiently competent to produce function-
ally correct code they are likely to be using copy-and-paste. They
will continue to use it while trying to secure the code; this does not
affect the security of the code.

Bai et al. searched for instances of known cryptographic errors on
Stack Overflow and matched them to code in GitHub projects [13].
For projects where they found a match, they invited the developers
for a survey and interview. One of the limitations listed in the paper
was that they did not include a control group. Such a group would
be difficult to identify; it is impossible to prove that software is
secure; a new defect could be found tomorrow. But a group could
have been approximated by identifying secure code snippets in
Stack Overflow, matching them to GitHub projects in the same way
as was done for insecure snippets. This might have revealed that a
good deal of secure code in GitHub originated with Stack Overflow.

Implications: researchers should assess context of research findings,
including whether control groups were used.

Assumption: findings in a single paper are final and can
be cited confidently, with no need for replication.

Reality: scientific evidence requires confirmation, preferably from
different types of study.

The findings of a single study are not conclusive. Findings should
be replicated, or even better, reached in multiple ways by triangula-
tion [60]. However, several well-designed studies in the DCS field
are routinely referenced with no reservations as to whether their
results have been reproduced elsewhere. For example, the several
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papers based on a 2014 study of security tool adoption [114, 115]
appear to be considered definitive. While not wishing to detract
from that original work, we suggest that further investigation into
this phenomenon could shed new light on security tool adoption
and use. Similarly, work by Oliveira et al. on API blindspots is
frequently cited [69]. This study found a correlation between the
personality trait of openness and an ability to fix security issues in
the presence of blindspots, suggesting novel recruitment strategies
could be developed based on this finding. Given the potential im-
pact on candidates of filtering recruits by their level of openness,
an attempt at confirming the finding appears to be indicated.

In a good example of confirming findings, Naiakshina et al. and
Danilova et al. conducted a series of studies on secure password
storage with different developer populations including students,
freelancers and professional developers [21, 62—65]. The studies
consistently and markedly found that explicitly asking for security
has a strong impact on whether developers attempt to code securely.

Implications: researchers should not perceive research questions as
definitively answered unless there is a cumulative body of research.

Assumption: measuring secure coding activities is equiv-
alent to measuring code security.

Reality: code security for non-trivial software cannot be definitively
measured.

It is relatively easy to confirm that a piece of software is insecure;
one need only find a vulnerability. By contrast, it is impossible to
confirm that complex software is secure. The best that can be done
is to confirm that to date, it has no known vulnerabilities. There
was only one study in the review that attempted to assess the actual
security of software [111]; its results were inconclusive. Absent
a widely-embraced standard way to assess secure coding in an
organisation, many researchers have devised measures of their own
[11, 58, 70, 89]. These are all based on the performance of widely-
recognised software security assurance activities. Such measures
are usually recreated by each group of researchers and tend not
be reused across multiple studies. The Ryan metric, a lightweight
measure based on empirical data, was proposed by Ryan et al. [91].
Whatever measure is used, researchers should avoid conflating use
of security assurance techniques with code security.

Implications: researchers should bear in mind that the level of
secure coding activities may not reflect actual code security.

Assumption: if secure coding activities take place, they
will be reflected in artefacts.

Reality: artefacts do not always reflect work done.

Several studies that examined artefacts such as source control
comments for evidence of whether activities were performed [43, 78,
99] were included in the review. This approach will not always find
evidence of activities even if they are in fact performed; there is not
necessarily a correspondence between how frequently something
is done and how frequently it appears in artefacts. Morrison et
al. [59] noted that their artefact analysis did not reliably reflect
the use of techniques that they had confirmed via a survey and in
qualitative analysis. Palombo et al. found that developers rarely
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used security-related terms in defect ticket descriptions. They had
to manually correlate tickets with implementation code [72].

Implications: definitive conclusions should not be reached based on
artefacts alone, although they can be used to triangulate.

Assumption: artefact analysis done at scale is error-free.

Reality: artefact analysis when done at scale may be flawed and
results should be viewed with caution.

Large-scale artefact analysis was used by a number of interesting
studies in the review. Since it uses automated analysis tools, usually
created by the researchers, this method can be subject to large-scale
analysis failure that remains undetected. Good research in this area
[85] will include manual checking of the results of automated tools,
and will acknowledge threats to validity [42].

Thompson and Wagner attempted to assess the correlation be-
tween code review and security vulnerabilities in 3,126 GitHub
projects using 143 languages [99]. They used metadata analysis
techniques to determine code review status and machine learning
to identify security vulnerabilities. They found a weak negative cor-
relation between code review and numbers of both ‘all issues’ and
‘security issues. The techniques used to identify issues did not ascer-
tain issue severity, limiting the usefulness of the results for helping
to decide on code review strategies. The authors were forced to
make a number of approximations and assumptions to determine
what is a code review and what is a security defect when analysing
source code at large scale. They made a good attempt at both objec-
tives and gave detailed explanations of their approach. This makes
the paper a valuable learning tool, but a degree of scepticism should
be applied to the results.

Fischer et al. developed a pipeline to match security-related code
snippets in Stack Overflow (identified using machine learning) to
applications from Google Play [31]. They stated that 15.4% of the
Android applications contained security-related code snippets from
Stack Overflow. 97.9% of these applications contained insecure snip-
pets. However, from reading the paper, it was difficult to determine
how much verification of the Android snippet detection they had
done or been able to do.

Paul et al. looked for factors that impacted on the success of
code reviews in finding security vulnerabilities in the Chromium
project [78]. They compared attributes of code reviews that suc-
cessfully detected vulnerabilities to attributes of code reviews that
failed to detect vulnerabilities that were subsequently discovered.
The study made use of automation to find relevant commits, with
extensive checking by the authors to verify results. The result was a
convincing paper finding that the time taken to complete a review,
whether it was a bug fix review, and the number of mutual reviews
between two developers, had a positive impact on the probability
that a vulnerability would be found.

Imtiaz et al. studied five open source projects that had used static
analysis tool Coverity for at least five years, attempting to answer
six research questions such as how developers use the tool and what
their fix rate is [43]. They found that the developers fixed between
27.4% and 49.5% of alerts. They also found that developers may take
a long time to fix the alerts. Since all their analysis was done via
automated processing of commits and commit messages, they could
not provide any insights into their findings beyond conjecture.
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Implications: researchers should carefully evaluate artefact analysis
steps when considering results.

Assumption: coders, product managers, and testers can
all be studied as a homogeneous group.

Reality: different disciplines need different types of support.

This assumption was made by Weir et al. [109] when introduc-
ing security interventions. Interventions were introduced to teams,
with team members not differentiated by function. Similarly, in
an ethnographic study examining how organisations respond to
security events, Lopez et al. included programmers, testers, design-
ers and product managers in their opening definition of ‘software
developers’ [47]. While conflating all these roles may make sense in
some contexts, in others this assumption is unhelpful.

Project managers and product owners may have little interest in
security, and may need training or support to engage with software
security [100]. Studies that overtly look at all of these roles but
implicitly focus on coding without distinguishing other functions
are likely to miss important nuances. Coders and their managers
do not have the same challenges and demands [44]. They need
different training and support [82].

Implications: researchers should consider the differing support needs
of the different roles that they are studying.

4 DISCUSSION AND CONCLUSION

This paper revealed a considerable number of assumptions in prior
literature focusing on developer centred security, and identified
by the first author who has extensive practical software security
experience. We note that such assumptions can only be identified
using the reader’s knowledge, experience, grasp of the field and
familiarity with other research, as described in the positionality
statement in Section 2.5, and that additional assumptions could be
present which we did not identify. We now discuss the implications
of our findings organised by category of assumptions. Researchers
that study secure coding could use the list of assumptions as a
‘checklist’ during study design, to ensure that the study does not
inadvertently rely on any of these assumptions.

Technical Assumptions. Technical assumptions are those that
make generalising claims regarding the nature of code, processes,
and tools. These assumed generalised truisms are problematic be-
cause they oversimplify reality, which means that studies may be
based on assumptions that do not generally hold, and that findings
cannot be generalised to other settings. In other words, context
matters, and ‘it depends’ What factors study findings may depend
on is something to consider in designing future studies.

Developer Assumptions. Developer assumptions are those that
make generalising claims regarding the developers who are ex-
pected to produce secure software. For example, studies assume
that developers want to produce secure software (i.e., they care
about it), or that they know how to. Other assumptions include those
that developers have considerable decision power in organisations,
or that they are well resourced to develop secure code. Clearly,
these assumptions do not hold across organisations, and so future
studies should consider these aspects, for example, by investigating
developers’ training, context and resources. It may very well be that
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a major obstacle to secure code is uninterested or under-resourced
developers, rather than a missing process.

Organisational Assumptions. Organisational assumptions are
those that make generalising claims regarding the nature of or-
ganisations and their management. From the secure software re-
searcher’s perspective, secure code is a key topic of interest. It is
clear from our findings that this is not always the case in organisa-
tions. However, no organisation will ever acknowledge that secure
code is not a top priority, therefore we must scratch below the
surface. Having secure coding policies in place is not an indicator
of an organisation’s true commitment to delivering secure code.
Future studies, for example ethnographic studies, may be able to
observe the contrast between what organisations and managers
say, and what they do on a day-to-day basis.

Research Assumptions. The fourth category, Research Assump-
tions, are assumptions that tend to result in generalising statements
regarding organisations, study findings, observations, artefacts, and
stakeholders. Some of the assumptions are not specific per se to
secure coding research. For example, the assumption that a study’s
findings are ‘final, in that they do not need to be replicated or put
into context, is a general issue within software development re-
search. Other assumptions relate to how researchers operationalise
concepts under study. For example, studies that seek to measure
code security might consider secure coding activities, but clearly
they are not the same; the proof is in the pudding, not the recipe.

Conclusion In this paper we discussed a number of unhelpful
implicit assumptions that can adversely affect software security
research. We outlined cases where the assumptions appeared to
hold and discussed the reality that they obscured. We considered
the implications for researchers when considering the production
of secure software.
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