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Abstract

Abstract

The rapid expansion of location-based services (LBS) has driven an escalating

demand for personalised and context-aware applications, enriching user ex-

periences across health, weather, and navigation sectors. These services offer

valuable insights into various applications using large-scale datasets of individ-

ual mobility traces. However, alongside the benefits come considerable privacy

concerns, as the data could inadvertently reveal sensitive information about

users’ movements and behaviours. This thesis delves into multiple facets of pri-

vacy within LBS, concentrating on the de-anonymisation of mobility data and

the subsequent privacy risks it poses. In response to these concerns, the thesis

presents privacy-preserving indoor localisation techniques, later improved with

an efficient cryptographic protocol to protect users and service providers against

privacy breaches. The first part of this thesis focuses on de-anonymisation at-

tacks on mobility data. We propose a novel de-anonymisation model that em-

ploys hidden Markov models (HMM) to create user mobility profiles based on

spatiotemporal trajectories. The performance of this model is assessed using

real-world mobility datasets from two different cities, Shanghai and Rome. Our

attack techniques significantly improve over existing de-anonymisation tech-

niques, successfully re-identifying up to 85% and 90% of anonymised users in

the respective datasets. However, despite the model’s effectiveness, limitations

exist, such as the model’s dependence on the availability of a training data-

set. Future work could explore unsupervised machine learning algorithms to

address these limitations or utilise more sophisticated techniques like recurrent

neural networks (RNNs) to model the evolution of user mobility behaviour over

time.

The second part of the thesis addresses privacy concerns in indoor Wi-Fi lo-

calisation. We propose a privacy-preserving protocol that uses partial homo-

morphic encryption (Paillier’s cryptosystem) to guarantee user location privacy

while allowing computation in the encrypted domain. This approach ensures

that most of the computational overhead on the user side is delegated to the

server while hiding the user’s exact location. By leveraging the Spatial Bloom

filter data structure, complemented by homomorphic encryption, the service

provider can learn about the user’s presence in predefined areas without re-

vealing the user’s exact location or these predefined areas to the user.

The third part of the thesis introduces an efficient and privacy-preserving cryp-

tographic protocol that incorporates a more realistic security assumption in the
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form of a malicious adversary, one of the most important improvements to guar-

antee privacy for both the service provider and the user, unlike the semi-honest
adversary in the previous protocol. Our protocol employs additive homomor-

phic encryption (DGK encryption) to preserve the privacy of the user’s location

fingerprint while allowing the service provider to compute over the encrypted

fingerprint. In addition, garbled circuits protect the service provider’s reference

database against malicious users while delivering location output to the user.

Finally, spatial Bloom filters further enhance the protocol by allowing the ser-

vice provider to learn the user’s vicinity in predefined areas of interest without

revealing the exact location to the user or these predefined areas.

Compared to similar protocols, our proposed solution demonstrates a signifi-

cant reduction in computational costs on the user side and a 99.99% reduction

in online communication costs, making it more efficient and practicable in the

Internet of Things environments. Furthermore, our protocol is the first to pro-

vide security against malicious users, whereas other protocols are limited to

honest-but-curious adversaries.

For future work, we recommend strengthening the protection against actively

corrupt service providers or cloud services by implementing additional crypto-

graphic techniques, such as the ABY framework, for efficient mixed-protocol

multiparty computation. Moreover, exploring other protocols or cryptographic

primitives that improve efficiency, security, and privacy is encouraged, possi-

bly through the combination of different techniques to optimise the protocol’s

current efficiency or reduce the size of the garbled circuit.

By examining the challenges posed by de-anonymisation attacks and developing

innovative solutions, this thesis offers a comprehensive approach to enhanc-

ing privacy and security in location-based services. By investigating privacy-

preserving indoor localisation techniques and developing efficient protocols,

we strive to protect the interests of both users and service providers. As the de-

mand for personalised and context-aware applications continues to grow, this

research contributes significantly to the ongoing conversation surrounding pri-

vacy and data protection in the digital age.

The importance of addressing privacy concerns in location-based services can-

not be overstated. As technological advancements progress and LBS permeate

various aspects of our lives, ensuring the confidentiality of user data becomes

paramount. The solutions presented in this thesis, including privacy-preserving

indoor localisation techniques and efficient cryptographic protocols, are crucial
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steps towards achieving a balance between the benefits offered by these services

and the privacy requirements of users and service providers.

As location-based services evolve, new challenges and privacy risks will un-

doubtedly emerge. Therefore, the work presented in this thesis should be con-

sidered part of an ongoing effort to develop and refine techniques that preserve

user privacy while maintaining the functionality and efficiency of LBS. The ex-

ploration of alternative cryptographic primitives, the improvement of existing

protocols, and the development of new privacy-preserving methods will be es-

sential to ensuring the continued growth and success of location-based services

in a secure and privacy-conscious manner.

In conclusion, this thesis comprehensively examines privacy concerns in LBS,

focusing on de-anonymising mobility data and developing privacy-preserving

indoor localisation techniques. The efficient cryptographic protocols proposed

to offer robust protection for both users and service providers, paving the way

for a more secure and privacy-oriented future for LBS.

Cryptography for Location Privacy xi Samuel Nana Eshun, MSc



Chapter 1

Introduction

1.1 Motivation and Background

Location-based services (LBS) have seen an uptick in popularity due to the ris-

ing demand for mobile devices equipped with navigation systems. Generally,

these LBS are applications that use location data to provide personalized and

relevant services to users. Navigation services, weather and health are all ex-

amples of such services.

As more people get interested in and subscribe to these LBS-targeted services,

service providers’ drive for additional customers intensifies, resulting in an ex-

haustive collection of ever more valuable mobility datasets. Undoubtedly, using

LBS has significant benefits; nevertheless, this also raises privacy concerns be-

cause these LBS-targeted services rely primarily on individual mobility traces,

which are often unique.

The use of location datasets alone is not the problem. Instead, the primary

concern is the uniqueness of the information collected and the variety of orga-

nizations, including government agencies, that collect and potentially misuse

these data.

The growing use of this LBS by governments to follow their populations in an

effort to contain the spread of Covid-19 is a good example. Sometimes these

datasets are exploited and even sold to third parties, including government

agencies, without the consent of the people involved. In some jurisdictions, it’s

even possible for law enforcement agencies to obtain a mobility dataset without

a warrant if they so choose. Ordinarily, this shouldn’t be a problem until they

1



1. INTRODUCTION 1.2 Location-Based Services (LBS)

begin to build a profile of the behaviour of users that might subsequently be

used against them.

In particular, the exploration of sensitive information (home, place of work,

place of worship, etc.) from this mobility dataset should be a source of concern

for many people.

As a result, there is a need to quantify the degree of a privacy breach to ade-

quately safeguard the data collected through anonymization or, better yet, ren-

der the required LBS services in using privacy-preserving applications in order

not to infringe on the users’ privacy.

For example, it should be possible to provide weather forecast services to users

without tracking them every second or revealing their precise location. Further-

more, it should be possible to track users in infrastructure locations of interest

without knowing their exact location, and nothing should be known about their

whereabouts when they are not in these locations of interest. Most importantly,

individuals must be aware that their data is being collected, and they should

have a say in whether the data should be collected or not, as well as what could

be done with the data, including whether it can be given to third parties.

1.2 Location-Based Services (LBS)

The proliferation of smart devices equipped with positioning sensors has in-

creased the use of location-based services (LBS). Location-based services, some-

times called location-aware services, utilize the location information of a mo-

bile device to provide tailored services to end users. Real-time traffic updates,

nearby points of interest (e.g. nearest pharmacy), weather information, and

emergency call routing are just a few of the advantages of using LBS. One of

the most popular applications of LBS is Google Maps, with over one billion

monthly active users. End-users using the LBS are required to submit their

location before receiving the required tailored services. However, users do

not have to manually enter their location in order to access LBS because the

availability of location services in these smart devices ensures that this is done

automatically. This enhances the user experience, hence increasing the pop-

ularity and utility of the LBS. The Global Navigation System (GPS,GLONASS,

Galileo), Cell ID (base transceiver station), and proximity positioning systems

such as Wi-Fi access points can all be used to determine the location of a mobile

device. However, the selection of technology in computing the location is gen-

Cryptography for Location Privacy 2 Samuel Nana Eshun, MSc



1. INTRODUCTION 1.2 Location-Based Services (LBS)

erally influenced by a variety of factors such as availability and the surrounding

environment (indoor and outdoor).

1.2.1 Applications of Location Based Services (LBS)

Location-based services (LBS) encompass a wide range of applications, and the

following is a pictorial summary of the numerous categories these applications

fall into. Figure 1.1 gives a graphical overview of these applications:

LBS

Maps 


&

 Navigation

So
ci

al
 N

et
w

or
ki

n
g

Tracking

 Services

Gam
ing

P
roxim

ity-based 


service 


&
 advertisin

g

Find my Kids

Ingress

Figure 1.1: A Categorization of Applications for Location-Based Services Based
on the Function they Serve. Each Slice Represents a Different Form of Location-
Based Service that Users Subscribe to, Ranging from Navigation Services to
Weather Forecasting.

Figure 1.1 depicts a comprehensive classification of various applications that

utilise location-based services (LBS), which is categorised into distinct sectors

based on their primary functions with each representing a different application

category:

Maps & Navigation: This sector provides users with real-time directions, route

planning, and location findings. Thus, these applications help users to find

unfamiliar areas and even sometimes avoid traffic congestions routes. Popular

examples include Google Maps, Waze, and HERE.
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1. INTRODUCTION 1.3 Privacy Concerns

Proximity-based Services & Advertising: Applications in this category lever-

age on users’ location to provide personalized and relevant information to users.

For instance, users may receive shopping coupons they are nearby or recom-

mendations about nearby restaurants, events, or weather updates. Examples of

such applications include Yelp, eBay and AccuWeather.

Tracking Services: This type of applications enables tracking of assets, vehicles,

and peoples (as a parental control app). Key features include geo-fencing, alert,

and real-time location monitoring. Some of the known app are ’Find my Kids’,

’Find My Device’, Qustodio parental control and ’17TRACK’.

Gaming: Applications in this section incorporate users’ real location as part

of the game while exploring their surroundings and they can also engage with

other users within their vicinity. Examples include Pokémon Go, Ingress, Geo-

caching.

Social Networking: Location-based features in social networks like Facebook,

Instagram, Tik Tok, Twitter, Snapchat and Foursquare allow users to share their

location with friends, discover location-based content or nearby places and to

connect with people around them.

1.3 Privacy Concerns

As location-based services gain in popularity and variety, service providers’ ef-

forts to attract new clients are becoming more aggressive. This has resulted

in an enormous amount of location data being collected. The fact that the

majority of the digital services we use in our everyday lives are equipped with

location-based services should be a source of concern for many since the service

providers are collecting location data at a finer granularity with each passing

day. According to the New York Times (NYT), for example, over a billion data

points from approximately 12 million phones in the United States (New York,

Los Angeles, San Francisco and Washington) were discovered in an investiga-

tion that tracked individual movements, such as visits to psychiatric facilities

and to even whom they spend the night with 1.

In some cases, these service providers may sell their customers’ location data

without their knowledge or permission. And even when consumers are noti-

fied, the default option is opt-out rather than opt-in consent, knowing full well

1www.nytimes.com
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that the vast majority of people will not bother to read the information or even

get as far as opting out. Life360, for example, makes millions of dollars by

selling the precise location data of its users of the well-known family safety

app, including the location history of children 2. As a result, when this infor-

mation falls into the hands of predators, it may be extremely perilous to the

children concerned. Additionally, data publishers often believe that deleting

personal identifiers from a dataset renders it anonymous and ready for publi-

cation. One such example is the Netflix Prize dataset. The Netflix prize draw,

which was introduced in 2006, offered a substantial prize to anyone who could

enhance Netflix’s personalised movie recommendations by a 10% margin. The

prize draw caught the attention of privacy researchers like Arvind Narayanan

and Vitaly Shmatikov, who use auxiliary information to re-identify users in the

Netflix Prize dataset 3. Their method makes use of the de-anonymization tech-

nique on the Netflix Prize dataset, which contains the Netflix movie ratings of

approximately 500 000 users. By using the Internet Movie Database (IMDb)

as auxiliary information (a source of secondary information or to build back-

ground knowledge), the researchers were able to successfully de-anonymize

the subscribed users of Netflix to uncover sensitive information like their reli-

gious beliefs and political preferences [NS08].

According to a publication that was released not too long ago by the BBC, a

British company that is in the business of selling people’s location data has ad-

mitted to getting this information without the agreement of the users who were

involved 4. This demonstrates how some of these companies are progressively

abusing the data that is provided by their subscribers. Some of the data that

were acquired provide a high level of granular details, which, when combined

with people’s location histories, can lead to the discovery of their true identities.

The fact that users download apps for a particular purpose, yet the apps end up

exchanging information for a purpose that is completely unrelated to the pur-

pose for which the users downloaded the apps is another disturbing discovery.

A new article published by Reuters demonstrates how the mobile app for the

Canadian coffee business Tim Hortons continues to track and record users’ lo-

cation information even after the app is closed, which is in direct contravention

of the privacy regulations that govern the country 5. A two-year investigation

discovered that the coffee company Tim Hortons had been collecting a massive

2www.themarkup.org
3https://www.forbes.com
4https://www.bbc.com/
5https://www.reuters.com/
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amount of location data, including extremely sensitive information about its

customers. When you look at all of these examples together, it’s clearer than

ever how often small and large organisations routinely breach the privacy of

their most vulnerable users.

1.3.1 Privacy Threats

Even though LBS has several advantages, many people are sometimes ignorant

of the possible consequences of using the technology. These concerns go beyond

mere tracking and involve the gathering of background information. Some of

these threats are classified as follows:

1.3.1.1 Areas of Interest

Areas of interest are places that people frequently visit and spend a significant

amount of time in, including their homes, workplace, shopping mall, or the-

atre. In addition, certain areas of interest may be more sensitive to the user in

question; for example, a health facility may reveal a person’s health status or

political party inclination. Occasionally, these areas of interest can lead to the

individual’s identity being exposed through the usage of auxiliary information.

1.3.1.2 Identification

This privacy threat allows an adversary to re-identify anonymous individu-

als using their Spatio-temporal mobility trajectories. For example, when an

anonymised (personal identifiers removed) mobility dataset is made public, an

attacker can mine this data and cross-reference it with secondary data in or-

der to re-identify the individuals involved. Even in the absence of secondary

information, it is sometimes possible to re-identify the target individuals, de-

pending on how the personal identifiers are removed or by simply merging

quasi-identifiers.

1.3.1.3 Linkability

The following type of privacy threat involves cross-referencing two or more

accounts belonging to the same user, either anonymous or under different user-

names. Specifically, the threats revolve around disclosing a relationship be-

tween different accounts in order to gain access to sensitive information that

would not normally be available.
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1.3.1.4 Content Disclosure

The threat of content disclosure refers to the possibility of revealing previously

unknown information about a target user. Home addresses, email addresses,

and telephone numbers are just a few examples of what is considered "content

disclosure." Sometimes it is possible that a content disclosure may also lead to

re-identification.

1.3.2 Legislation on Privacy

As specified in Article 12 of the 1948 Universal Declaration of Human Rights

(UDHR) and as enshrined in the constitutions of numerous jurisdictions world-

wide, privacy is a fundamental human right that must be safeguarded.

Despite the fact that many jurisdictions do not have particular legislation gov-

erning actions concerning location privacy, there are pockets of regulations in

many jurisdictions that location privacy is occasionally subject to. Given that lo-

cation data is considered personal data (i.e., personally identifiable information

of a natural person), it is subject to many existing privacy rules.

In the United States of America (USA), Section 5 of the Federal Trade Commis-

sion (FTC) Act 6 outlaws deceit and unfair information practices in cyberspace.

In addition, the Children’s Online Privacy Protection Act (COPPA) 7 of 1998 is

another law that appears to protect children’s information flow, including loca-

tion data and has been in effect since 1998. This act prohibits collecting infor-

mation about children under the age of thirteen years in any form whatsoever.

Other noteworthy privacy legislation in the United States, both at the state and

federal levels, include the California Consumer Privacy Act 8(CCPA), which be-

came effective in 2020, and the Health Insurance Portability and Accountability

Act 9(HIPPA), which was passed in 1996.

The European Union, on the other hand, has comprehensive regulation regard-

ing location data, dubbed the General Data Protection Regulation (GDPR) 10,

which was published in 2016 and became effective in May 2018. The GDPR

is a piece of legislation that applies to all EU member states. Articles 5 and

6, for example, establish the fundamental principles that underpin the legisla-

6https://www.ftc.gov/
7https://www.ftc.gov/
8https://oag.ca.gov/home
9https://www.cdc.gov/

10www.european-union.europa.eu/indexen
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tion. These fundamental principles govern the processing of personal data as

well as the lawfulness of the processing. It primarily focuses on lawfulness,

fairness, transparency, purpose limitation, data minimization, accuracy, storage

limitation, integrity and confidentiality, and accountability.

1.4 Structure of the Thesis

The rest of the thesis is structured as follows:

Chapter 2 outlines some of the cryptographic techniques and primitives utilised

in this thesis to help the reader comprehend this thesis. We begin by explaining

some of the types of adversary models that can corrupt a cryptographic protocol

before moving on to some of the cryptographic primitives that are critical to

understanding this dissertation.

Chapter 3 provides an overview of the literature most relevant to this thesis.

In particular, the most recent and advanced attacks on location privacy are dis-

cussed, along with the effectiveness of the proposed techniques, including the

splitting and selection criteria of the dataset used in these attacks. In addition,

a discussion on some of the state-of-the-art solutions for privacy-preserving pro-

tocols in the context of addressing risks associated with location privacy is pre-

sented.

Chapter 4 details the proposed two novel and highly effective de-anonymizat-

ion attacks on the location dataset and discuss them in length. The chapter

also presents an in-depth performance analysis of the proposed techniques. In

addition, a comprehensive performance analysis comparing the effectiveness of

the proposed techniques in the thesis with those from the literature is further

explored.

Chapter 5 presents solutions to privacy leakage in the context of the loca-

tion dataset. In particular, the chapter presents a proposed location privacy-

preserving protocol that protects not just the user’s privacy but also the service

provider’s privacy while delivering the required service. The chapter further

discusses the security robustness of the protocol in the context of honest-but-

curious adversaries (Semi-honest adversaries) settings.

Chapter 6 expands on the work of Chapter 5 by proving a stronger security

assumption in contrast to the somewhat lax security assumption in a heteroge-

neous Internet of Things (IoT) environment presented in the previous chapter.
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The chapter improves security by providing protection against an active user

adversary while also guaranteeing location privacy for both the user and the

service provider. In addition, the protocol described in the preceding chapter is

enhanced in this chapter by delegating the heavy-side computation performed

by the user to a third party.

Chapter 7 concludes the thesis by highlighting some of the importance of lo-

cation privacy in our everyday lives and the need to design privacy-preserving

protocols to mitigate such risks. The chapter further discusses some of the po-

tential future works that will be founded on this thesis.

1.5 Contributions/Publications

This thesis makes a number of contributions to the existing body of research.

These contributions have been published and submitted to top journals, inter-

national conferences, workshops, and poster sessions. Specific contributions

in each of the works submitted have been described in detail in the various

chapters. The following lists of publications can be found below:

• Samuel N. Eshun and Paolo Palmieri. 2019. A privacy-preserving protocol

for indoor Wi-Fi localization. In Proceedings of the 16th ACM Interna-

tional Conference on Computing Frontiers (CF ’19)-Mal-IoT. Association

for Computing Machinery, New York, NY, USA, 380–385.

• Samuel N. Eshun and Paolo Palmieri. Privacy-preserving protocol for

indoor Wi-Fi localization. A poster presentation at the CySep summer

school, co-located with the IEEE Symposium on Security and Privacy in

Stockholm, Sweden, in 2019.

In this work, we proposed a novel scheme that utilizes uses probabilis-

tic data structure, specifically the Spatial Bloom Filter, to preserve the

privacy of both users (requesters of location-based services) and service

providers. By leveraging the additive homomorphic encryption algorithm,

the scheme allows a service provider to privately have access to users’ lo-

cations in real time without breaching the user’s privacy while preventing

data exposure. Our method is designed to work seamlessly with existing

Wi-Fi infrastructures, providing a cost-effective and privacy-focused solu-

tion for indoor localization without requiring additional hardware. This

harmonious integration underscores our commitment to enhancing pri-
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vacy without compromising efficiency and accessibility.

• Samuel N. Eshun and Paolo Palmieri, "Two de-anonymization attacks on

real-world location data based on a hidden Markov model," 2022 IEEE

European Symposium on Security and Privacy Workshops (EuroS&PW),

2022, pp. 01-09.

In this published work, we introduced two novel hidden Markov based

attacks that take into account both the temporal and spatial resolutions

of the user mobility trajectories. In particular, our model employs a clus-

tering algorithm to initially cluster users’ areas of interest, before con-

structing user profiles based on the HMM. Our attack utilizes two algo-

rithms: the Forward algorithm and a Kullback-Leibler divergence to per-

form the de-anonymization. Preliminary result based on real-world mo-

bility dataset demonstrate an impressive performance, exceeding 80% in

de-anonymization accuracy. This marks a significant improvement over

existing benchmarks in the literature, underlining the robustness and pre-

cision of our approach.

• Samuel N. Eshun and P. Palmieri, "A cryptographic protocol for efficient

mutual location privacy through outsourcing in indoor Wi-Fi localiza-

tion," in IEEE Transactions on Information Forensics and Security, doi:

10.1109/TIFS.2024.3372805. This has been accepted for publication in

IEEE Transactions on Information Forensics and Security, and is available

under the "Early Access" area on IEEE Xplore [EP24].

This work presents a significant advancement over the previously estab-

lished two-party privacy-preserving protocol for indoor Wi-Fi localization.

The enhanced protocol efficiently combines cryptographic primitives such

as additive homomorphic encryption, garbled circuits, and spatial Bloom

filters to protect the privacy of both service providers and users. Unlike

the previous protocol that only assumes honest-but-curios users, this effi-

cient protocol protects the SP’s database against malicious adversaries and

significantly reduces the computation cost and online communication.

• Samuel N. Eshun and Paolo Palmieri, "Two de-anonymization attacks on

real-world location data based on a hidden Markov model. Submitted to

Journal of Location Based Services.

Building on preliminary findings presented at the 4th Location Privacy

Workshop during the 2022 IEEE European Symposium on Security and
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Privacy, this work introduces two novel de-anonymization methods rooted

in the Hidden Markov Model, encompassing both the temporal and spa-

tial influences of user mobility trajectories. We evaluated the performance

of our attack algorithms;‘ the Forward algorithm and the Kullback-Leibler

divergence using two publicly available real-world mobility traces from

Shanghai and Rome. The results were remarkable, with our attack tech-

niques successfully identifying up to 88% and 90% of anonymized users

in the GeoLife and Taxicab datasets, respectively. This success rate signif-

icantly surpasses existing de-anonymization techniques, marking a sub-

stantial advancement in the field.
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Chapter 2

Preliminaries

This section introduces the cryptographic tools and primitives that will be used

throughout the remainder of the thesis to aid in understanding the rest of the

thesis. In particular, we present the main techniques that served as the founda-

tion for the development of this thesis.

2.1 Adversary Models

Formulating a security model for a cryptographic scheme is primarily deter-

mined by the adversary’s capabilities. As a result, the security model provides

insight into the security state of the scheme, as well as to what extent the adver-

saries are allowed to corrupt such a system. For the purposes of this thesis, only

semi-honest and malicious adversaries are considered; for formal definitions,

the reader is referred to [Gol04].

2.1.1 Semi-Honest Adversary

This type of adversary, also known as a passive adversary, follows the proto-

col’s instructions in these settings. The corrupt party (adversary) attempts to

learn more information than what the protocol permits. This implies that the

agreed input/output of the function cannot be modified. As a result, any depar-

tures from the protocol’s instructions are not allowed. This type of adversary is

prevalent in privacy-preserving enhancing technologies.

12
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2.1.2 Malicious Adversary

This type of adversary is also called an active adversary. When compared to

semi-honest adversaries, protection against active adversaries is more expen-

sive. In this type of setting, the corrupted party (adversary) can deviate from

the protocol’s instructions. Aside from choosing to ignore or make arbitrary

inputs into the protocol’s function, the adversary may also choose to issue an

early abort in an attempt to gain an advantage.

2.2 Homomorphic Encryption (HE)

Homomorphic encryption techniques are semantically secure (INDistinguisha-

bility under Chosen Plaintext Attack, IND-CPA) cryptographic algorithms that

enable the execution of particular mathematical operations on encrypted data.

The protocol proposed in this thesis, in particular, makes use of the additive

property of homomorphic encryption, which allows for the addition of en-

crypted data as well as the multiplication of ciphertext with a plaintext constant.

For given plaintexts a, c and d, encryption and decryption function Enc() and

Dec(), and operations ⊞ and ⊡ for homomorphic addition and multiplication

by a plaintext, respectively, we have:

Enc (c + d) = (Enc (c) ⊞ Enc (d)) , (2.1a)

Enc (a · c) = (a ⊡ Enc (c)) (2.1b)

where the operations (+, ·) are computed in the plaintext space, and (⊞,⊡) in

the ciphertext space.

Paillier encryption [Pai99] is a widely used additive homomorphic encryption

scheme, and its security relies on the decisional composite residuosity problem.

It has a public key size of T-bits RSA modulus N = p · q, where p and q are two

large primes. To encrypt a message x, let ZN be a set of integers modulus N

and Z∗
N ⊆ ZN . Choose g ∈ Z∗

N2, the generator of the multiplicative group and a

random number r ∈ Z∗
N , then for x ∈ ZN gives:

Enc(x) = gxrN mod N2 , (2.2)

and the public key being (g, N). The reader is referred to [Pai99] for a detailed

description and the security proof of the scheme.
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To improve efficiency over Paillier-based schemes, the protocol presented in

this thesis employs the DGK [DGK07, DGK09] encryption technique, which has

a smaller ciphertext compared to Paillier due to the lower exponent of the mod-

ulus. Without any modification, DGK works only on small message space (µ),

because it was initially designed for secure comparisons of integers. The DGK

hardness is based on the strong assumption of the RSA subgroup, and it per-

forms better than the other additive homomorphic encryption schemes for both

encryption and decryption. Compared to Paillier, the ciphertext space is T -bits

of the RSA modulus N = p ·q while Paillier is 2T . Similar to other cryptographic

algorithms, the scheme has three main parts:

Key Generation The process of generating a key starts by first choosing RSA

modulus N = p · q, where p and q are two large primes and log2 p ≈ log2 q.

Select a plaintext space µ of size l−bits and another two distinct primes of

size t− bits; pt and qt such that pt|p− 1 and qt|q− 1. Choose g, h ∈ Z∗
N the

generators of Z∗
N , such that g and h have orders µptqt and ptqt respectively.

Therefore, the public key is (N, g, h, µ) and the secret key (p, q, pt, qt).

Encryption To encrypt a message x ∈ Zµ, choose r ∈ ZN and compute:

Enc(x) = gxhr mod N (2.3)

Decryption The decryption is simply raising the ciphertext Enc(x) to a power

ptqt modulus N , i.e.,

x = Enc(x)ptqt mod N (2.4)

Due to the small message space µ, it is possible to build a table of gptqt values

to optimize the decryption process.

Though DGK works on small message space µ, it can be modified to operate

on large plaintext space by utilizing the Pohlig-Helman algorithm [PH78] to

perform the decryption.

2.3 Oblivious Transfer (OT)

Oblivious Transfer (OT) is a two-party protocol where one party (the sender)
holds a secret input of n bits or strings of bits, and the other party (the receiver)
wants to obtain one of these bits/strings. The receiver wants the sender to

remain oblivious to which bit she chooses, while the sender wants to ensure
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only one bit is revealed to the receiver. When n = 2, we call it 1-out-of-2 OT. The

protocol was first introduced in 1981 by Rabin [Rab81] and has since become a

fundamental component in several cryptographic constructions [Bea95, NP05,

NP01]. In detail, for a 1-out-of-2 OT protocol, a sender inputs m-pairs of bits

{K0
i ,K1

i } and the receiver inputs her choice in the form of m-bits, bi ∈ {0, 1}.
At the end of the protocol, the receiver obtains Kbi

i and learns no information

about K1−bi
i . The sender on the other hand obtains nothing and learns nothing

about the receiver’s choice bi. This is illustrated in Figure 2.1, where both the

sender (Alice) and the receiver (Bob) can jointly compute a function without

revealing their respective inputs or outputs to one another.

Ongoing research, including [Bea95, NP01], aims to improve OT’s effective

implementation both in the semi-honest and malicious model. These improve-

ments have led to significant gains, such that most of the expensive computation

can now be shifted to the set-up phase.

Sender
ReceiverK1K0,

K0

K 1

b

Kb

Sender learns nothing Receiver learns nothing about  K1-b

Figure 2.1: Illustration of 1-Out-of-2 Oblivious Transfer Protocol, Where the
Sender (Alice) Inputs Two Keys (K0 and K1). The Receiver (Bob) Obtains Only
One (Kb) of These Keys Based on His Choice Input Bit, (b) and Learns Nothing
About the Other Key, i.e., K1−b. The Sender (Alice) Also Learns Nothing About
Kb.

2.4 Garbled Circuit (GC)

Garbled circuits [Yao82, Yao86], a work of Yao in the late 1980s, allow two

parties to compute a function on their private input.

In detail, for a given Boolean circuit C, one party, called generator (S), con-
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structs a garbled circuit G by assigning two random values/cryptographic keys

(k̃0
i , k̃1

i ) for each wire wi of the circuit. For each gate Gi, S encrypts using the

generated random values to obtain an encrypted table (Ti) with each entry

containing the output value’s encryption. S permutes the table Ti’s order and

sends to the other party (called evaluator), the garbled circuits together with

the garble values of the generator’s input.

To evaluate the garbled circuits, the evaluator (E) and S engage in 1-out-of-2

OT to obtain the garbled values corresponding to the evaluator’s plain inputs

from S. Having received the garbled values for both parties, the evaluator

can now evaluate the garbled circuit gate by gate to retrieve the output values

from the output wires. Because the table is permuted, the output wires reveal

nothing about the circuits’ internal wires; thus, the evaluator learns only the

output values and nothing else. Given a translation table, the output values are

converted to their plain output values by the output party. We refer to [LP09]

for the proof of security of Yao’s protocol in the semi-honest model.

Several optimisation techniques have been proposed to improve the security

of the original protocol. Some of these techniques include free XOR [KS08],

point-and-permute [BMR90, MNPS04] and garbled row reduction [NPS99].

Further work by [PSSW09] needed only two ciphertext for AND gates but was

not compatible with free XOR; this was later improved by [ZRE15], through

a technique called half-gate, requiring only two ciphertexts for AND gates and

zero-ciphertext for XOR gates (free XOR). All these techniques together have

improved the efficiency of the protocol by reducing the number of non-XOR

gates. Hence, they significantly reduce the communication and computation

overhead for constructing and evaluating the circuit.

2.5 Bloom Filter (BF)

A Bloom filter [Blo70] is a probabilistic data structure used in representing a

set of elements, which supports set-membership queries. The data structure is

space-efficient, and elements are inserted into the filter using hash functions.

When querying the set for membership of an element, a positive output from

the BF implies the element belongs to the set minus a false positive probability.

When the output for an element is negative then surely the member does not

belong to the set, as the data structure is not subject to false negatives.

In particular, let S = {x1, · · · , xn} be a set of n-elements and H = {h1 · · · , hk}
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be set of independent cryptographic hash functions. BF has an array of size

m-bits that represent members of the set S. Before members of the set are

inserted, the filter is initially set to zero. To insert a member x, for every h ∈ H
compute:

hj(x) 7→ a (2.5a)

B{a} = 1 (2.5b)

where a ∈ {1, · · · , m} i.e., the range of positions from 1 to m on the filter (B).

To check if an arbitrary element y ∈ S, compute:

B[hj(y)] = 1 (2.6)

for all k hash functions. If any of the hash functions h ∈ H maps to 0, then

the filter (B) correctly outputs that y /∈ S. However, if all the hash functions H
map to 1, then y ∈ S minus the probability of a false positive. A false positive

may arise because there are instances where y /∈ S but all the bit positions of

y may be set to 1 due to the likelihood of collisions of the hash functions. The

false-positive probability can be calculated for any given filter, as a function of

the filter.

h3(x1) a3 = 13

h1(x2) a4 = 15
h2(x2) a5 = 7
h3(x2) a6 = 13

Bu

Insert (x1)
h1(x1) a1 = 1
h2(x1) a2 = 4

x1

0 1 0 0 1 0 0 1 0 0 0 0 0 1 0 1
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Insert (x2)

x2

V erify (y1)

if Bu[hi(y1)] ̸= 0
y1 ∈ S

V erify (y2)
if Bu[hi(y2)] == 0

y2 /∈ S

a1 a2
a3

a5
a6 a4
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Figure 2.2: An Example of a Bloom Filter Bu, of Size m = 16). Elements
x1, x2 ∈ S Are Inserted into the Filter B, by First Passing Them Through a
Hash Function H, k Times, Where k = 3 in This Example. The Filter, Which
Is First Initialized to 0s, Is Then Set at Bit 1 Based on the Indices (a1) of
the k Hashes (Modulo m). An Element y Is Verified by Hashing It k Times
Modulo m, and If Any of the Index (ai) Is Set to 0 on the Filter, Then y /∈ S.

2.6 The Private Hadamard Product

The Hadamard product, also known as entry-wise or elementwise multiplica-

tion, is essentially an operation that is performed on two matrices of the same

size. Therefore, assume that A and B are two matrices (vectors for this thesis)

with the same dimension, m x n. Then the Hadamard product, ⊡, can be de-

fined as [A ⊡ B]ij = [Aij][Bij], ∀ 1 ≤ i ≤ m, and 1 ≤ j ≤ n [Mil07]. Similarly,

in this project, multiplication involves two vectors of the same dimension, one

being binary and the other involving elements of natural numbers, N. However,

the computation involving the Hadamard product in this work is done privately

using a multiplicative homomorphic algorithm. This is because these vectors

are in the encrypted domain, in which case only the party with the correct de-

cryption key can see the correct output; hence, the name "private Hadamard

product."

2.7 Spatial Bloom Filter (SBF)

Spatial Bloom filters (SBF) [PCM14] are an extension of the original Bloom

filter, which can also be used for set membership queries in a space-efficient

manner. Unlike the original Bloom filter, SBF is a byte array and allows multi-

ple sets to be stored in a single filter. It was originally constructed for spatial

representation, where a predefined area is considered as one set. Two kinds of

false positives can arise in querying an SBF: similarly to the BF, a false positive

can occur when an element is wrongfully assumed to belong to a set; addition-

ally, a false positive can also occur when an element is recognised as belonging

to a particular set of those included in the filter, while in fact it belongs to

another (this false positive case, which is specific to the SBF, is known as an

inter-set error). Similar to BF, false negatives are not allowed. In an SBF, each

set is represented by an integer numerical value, and such values are written

into the filter during construction instead of the 1s that would be written in a

Cryptography for Location Privacy 18 Samuel Nana Eshun, MSc



2. PRELIMINARIES 2.7 Spatial Bloom Filter (SBF)

classical BF. We refer to [CPM15, CPM18] for a detailed analysis of the filter

and its probabilistic properties. Figure 2 shows an example of a spatial Bloom

filter Enc(B#
u ); which is a product of Bloom filter (Bu) and encrypted spatial

Bloom filter Enc(B#). The encrypted filter simply means the values encoded in

the filter are not in the plaintext as shown in the diagram.
0 1 1 0 2 3 0 2 0 0 3 1 0 3 0 1

0 1 0 0 1 0 0 1 0 0 0 0 0 1 0 1

0 1 0 0 2 0 0 2 0 0 0 0 0 3 0 1

Enc
(
B#)

Bu

⊡

=

Enc
(
B#

u

)
Figure 2.3: Example of Spatial Bloom Filter: The Private Hadamard Product
of Enc(B#) and Bu, Producing SBF Enc(B#

u ). For Clarity and Ease of Read-
ing, the Image Depicts Plaintext Values (Rather Than the Corresponding
Ciphertexts) for Enc(B#) and Enc(B#

u ) (in Light Blue).
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Chapter 3

Literature Review

3.1 Overview

When privacy risks are not handled well, they create security challenges for not

just honest users but also for service providers, who are also at risk from corrupt

users. As described in chapter 4 of this dissertation, privacy risk is not limited

to the protocols themselves but also to data acquired on users because of how

the data collected (which has a high degree of uniqueness of mobility traces)

might be exploited or because the data is not stored securely.

In light of this, numerous solutions utilizing a variety of cryptographic tech-

niques have been presented in the literature to preserve the privacy of users.

These approaches include homomorphic encryption, secret sharing, secure

multi-party computing, and others.

Given the fact that there is no one-size-fits-all solution for privacy-preserving-

based services protocols, each protocol has its own set of advantages and dis-

advantages for any given application. Some of these methods are aimed at pro-

tecting user query privacy while also preventing tracking, profiling (fingerprint-

ing), and identification risks from being introduced into the system. Because

data is a valuable asset, some of the proposed solutions are not just directed at

the user but also at the service (SP) provider, the cloud server (CS), or both,

who may not want to divulge their data or certain predetermined locations of

interest to the user.

Section 3.2, in particular, focuses on general privacy-preserving protocols that

employ a single technique, such as homomorphic encryption, in preserving the

privacy of the parties involved while delivering the LBS. In 3.3, we will look

at the solutions proposed in the literature that are more relevant to this disser-

tation, particularly privacy-preserving protocols in an indoor context, which is

20



3. LITERATURE REVIEW

3.2 General Privacy-Preserving Protocols for
LBS

more challenging due to the complexity of computing the location coordinate.

Finally, in Section 3.6, we look at some of the strategies that can be used to

estimate the extent of privacy breach that occurs during the de-anonymization

of information.

3.2 General Privacy-Preserving Protocols for LBS

In this section, we will examine a few instances of works published in the liter-

ature that make use of cryptographic algorithms to ensure the privacy of proto-

cols, particularly those used in outdoor environments.

3.2.1 The Use of Homomorphic Encryption Techniques

We begin by examining some of the works that made use of homomorphic en-

cryption, which is one of the most extensively used cryptographic techniques for

achieving location privacy in location-based applications while still providing

critical services to the user. The use of homomorphic encryption, an emerging

technology, allows encrypted data to be securely processed by a service provider

or a cloud server without the need to be first decrypted, allowing them to main-

tain the confidentiality of their data, which is particularly important in the wake

of privacy concerns raised by regulations such as the General Data Protection

Regulation (GDPR).

As a result, it enables a service provider (SP) and a cloud server (CS) to securely

process and store the location data of users who query their services without

compromising the location data of those users, thereby eliminating the need

to choose between data security and usability when providing their services.

This provides users with the assurance that they are not being tracked or that

their data is not being used in any way other than what the protocol explic-

itly specifies. However, even if there is a data breach or a data compromise,

the location data would still be securely protected because the data was never

decrypted before being transmitted or processed. With the increasing demand

for cloud services, the use of homomorphic encryption is becoming even more

apparent, allowing mobile constraint devices to outsource the majority of their

heavy computations to the cloud.
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Figure 3.1: Taxonomy of Location Privacy-Preserving Protocols. The Techniques
Under Consideration Are Classified According to Whether They Are Used In-
doors or Outdoors.
Cryptography for Location Privacy 22 Samuel Nana Eshun, MSc



3. LITERATURE REVIEW

3.2 General Privacy-Preserving Protocols for
LBS

There are different types of homomorphic schemes (partially homomorphic en-

cryption, somewhat homomorphic encryption, and fully homomorphic encryp-

tion), and each comes with its own set of benefits and drawbacks when applied

to LBS. For the purposes of this thesis, more focus will be on partially homo-

morphic encryption.

3.2.1.1 Partially Homomorphic Encryption

The work of [SZW+20] adopted Paillier encryption [Pai99] (Partially homomor-

phic) in preserving the location privacy of mobile users in what it’s called fair

meeting position determination scheme. For all parties, the scheme assumes

an honest-but-curious (in that they follow the model’s instructions) security as-

sumption model. Their work asserts that both the service provider and the cloud

server are responsible for computing the result of any request made by a mobile

user, with the cloud server performing the vast majority of the computation on

their behalf.

The protocol determines the fair meeting point by computing the geometric

centre of the encrypted ciphertext sent by the mobile user. Thus, by utilizing

the Paillier encryption, the CS is able to computes the geometric centre for n

mobile users without knowing their location, ensuring the confidentiality of the

location information.

In reference to [CHY+18], it presents an efficient privacy-preserving architec-

ture that protects users’ privacy while maintaining the efficiency of the protocol.

Their work makes use of redundant point of interest (POI) data to secure user

privacy against a location-based service provider (LBSP) or a semi-trusted third

party. A proxy, that is, a semi-trusted third party (who adheres to the protocol

execution’s instructions), is then employed to filter out any redundant records

(POI records). However, in order to avoid a breach of privacy on the part of the

proxy and the LBSP, they develop a blind filtering mechanism that allows the

proxy to filter out redundant POI without being aware of it. In particular, the

system combines Paillier encryption with a cloaking technique (a lightweight

randomization technique) to allow a semi-trusted party (proxy) to filter out ho-

momorphically encrypted POI records without infringing on the user’s personal

information. Their security model makes use of semi-honest adversaries as well

as non-colluding servers.

The Paillier cryptosystem is also used in the design of the k-anonymity tech-

nique for the location privacy preservation protocol by [LZW21]. The Paillier

encryption is used in their work to securely filter out redundancy records oc-
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casioned by the use of the k-anonymity technique. The scheme combines the

Paillier encryption alongside the k-anonymity pseudo-random function (a de-

terministic function that generates a random output that is computationally

indistinguishable from a random function within a polynomial time) in pre-

serving the privacy of the protocol. Under the semi-honest scheme model, the

proposed scheme claims to protect both the privacy of users’ message queries

and their location.

As stated in the paper, the work of [LZW21] represents a significant improve-

ment over [CHY+18] in terms of computation and communication costs, and it

is the most efficient solution for blind filtering, according to the authors. How-

ever, as discussed in [LZW21] unlike [CHY+18] the work of [LZW21] suffers

from a complex LBS query (which includes the user’s location, the query radius,

and the query condition), though this comes with a caveat such as an efficiency

penalty.

[HWH+18] presents a privacy-preserving location-based technique called “mes-

sage in a concealed bottle “that protects the privacy of both parties (user and

SP). Their scheme makes use of Paillier encryption to protect the location of the

user as well as the SP’s database while providing the LBS to the user. Specifi-

cally, it achieves so by employing Paillier encryption to determine the Euclidean

distance between each attribute of a user’s query and each attribute vector in

the SP’s database. Consequently, the user is able to participate in the compu-

tation of the search query without knowing the server’s secret key. Because

the Boolean circuit and Paillier encryption are used in conjunction, the user is

able to acquire the desired point of interest (POI) while maintaining complete

confidentiality about the query text.

Al-anwar et al. also present a privacy-preserving localization algorithm termed

ProLoc in [ASC+17]. ProLoc is a privacy-preserving localization with private ob-

servers that uses partial homomorphic encryption. The proposed scheme allows

observers (sensors or node anchors) to participate in the efficient computation

of an accurate target’s (location querier) location using the Paillier homomor-

phic encryption while maintaining the confidentiality of the observers’ location

and measurement. Specifically, the ProLoc algorithm allows observers with en-

crypted locations to participate in the estimation of a query node’s location by

transmitting their encrypted location to the aggregator without the observers

disclosing their locations. Thus, the aggregator can estimate the encrypted lo-

cation of the query node using just the ranges of encrypted locations received

from the observers (sensors) without having prior knowledge of the encrypted

Cryptography for Location Privacy 24 Samuel Nana Eshun, MSc



3. LITERATURE REVIEW

3.2 General Privacy-Preserving Protocols for
LBS

location of the query node (target’s location) itself. As a result, the homomor-

phically Paillier’s encryption cryptosystem allows only the querier (the query

node) to decode the received encrypted location without knowing the locations

or measurements of the observers involved in the computations. However, the

proposed algorithm, ProLoc, is secure in the presence of honest-but-curious

entities and when less than half of the observers are malicious (observers de-

liberately injecting false data). Additionally, the aggregator and the query node

are non-colluding. The authors of [ASC+17] also claim that the proposed pro-

tocol’s communication and computational costs are lower than those of similar

schemes that use fully homomorphic encryption and garbled circuits.

3.2.1.2 Using Fully Homomorphic Encryption

Fully homomorphic encryption, which allows for arbitrary calculations to be

performed on encrypted data, has emerged due to growing privacy concerns

associated with outsourcing technology. On the other hand, the utilization of

fully homomorphic encryption (FHE) comes with an extremely high cost. More-

over, when it comes to applications that require much computational power,

the adoption of Fully Homomorphic Encryption is not commercially feasible, as

demonstrated by Lauter et al. in [LNV11]. Nonetheless, we will look at a few

of the technologies that have used fully homomorphic encryption to improve

privacy.

The work [CK17] tries to solve the privacy concerns in location proximity

by proposing a location privacy-preserving protocol for protection in location

proximity. Specifically, their protocol uses the fully homomorphic encryption

algorithm in single round trip computation without the involvement of any

trusted third party. The proposed protocol, Locap (location information pro-

tection mechanism), allows a user (Alice) to request the location information

of a nearby user (Bob) by sending her encrypted location information. This

allows the responder ( Bob) to homomorphically computes the radius distance

without exposing the location information. Thus, using homomorphic encryp-

tion allows the two-party to compute their radius privately and securely.

Similar to [CK17], the authors in [FLC18] construct their private intersection

scheme by employing the fully homomorphic encryption technique described

in [Gen09]. The scheme allows one party (responder) to make a private and

secure determination of whether the location information of the other party

(querier) intersects any of the areas of interest of the responder. Their method

uses a location server aggregator and applies the Bloom filter to obtain the level
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of privacy that is required. In particular, the responder, Alice, encrypts her lo-

cations of interest and publishes them through the location server aggregator

to prevent the querier (Bob) from accessing the plain location information. In

a similar fashion, the querier encrypts his query using Alice’s public key before

sending it to the aggregation server. The location information of both Alice

and Bob is then encoded in the Bloom filter. Subsequently, location matching

is performed by the aggregator server to determine whether there is any loca-

tion intersection between the querier and the responder. After decrypting the

homomorphically computed location results, Alice will know if any intersection

exists.

3.2.2 Solutions Based on Compact Data Structure Algorithms

Compact data structures are a way of storing data using as little space as possi-

ble for any given amount of data. They are designed to efficiently use the small-

est amount of space possible in data representation while still allowing efficient

query operations. Therefore, it is instrumental when considering low-end de-

vices, as it reduces the resources needed for a large dataset in a distributed

deployment.

The following work [SYY+16], presents a location method called BMobishare,

which is a privacy-preserving LBS for a location-sharing mechanism that pre-

serves privacy. Their work makes use of the space-efficient data structure, the

Bloom filter, in masking sensitive data exchanges to prevent participating par-

ties from obtaining unauthorized sensitive information. Their suggested solu-

tion entails four parties: users, a social network server, a location-based server,

and a cellular tower. According to BMobishare’s security threat model, all enti-

ties, with the exception of the cellular tower, are considered honest-but-curious
in nature. In the scheme, the cellular tower is regarded as a trusted third party

that has access to the location information of mobile users. The primary func-

tion of their location-based services system is to enable authorized users to

query the nearby locations of their friends or strangers depending on their cur-

rent position. This operates on the same model as other around-me services,

such as locating the closest restaurant, drugstore, or gas station. The technique

makes use of the Bloom filter in conjunction with two separate cryptographic

encryption schemes (asymmetric and symmetric encryption), as well as an irre-

versible cryptographic hash function, to ensure that the privacy of the specified

protocol is not compromised. In particular, the employment of a probabilistic

data structure (the Bloom filter) ensures that sensitive information transmitted
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between the two untrusted parties, the social network server and the location-

based server, is kept private and secure.

In [CPM15], the authors present multi-party privacy-preserving protocols based

on the byte array spatial Bloom filter, which is an extension of work done by

the authors of [PCM14, CPM18]. The spatial Bloom filter itself is an extended

work of the original Bloom filter that makes it possible for the client in the

protocol of [CPM15] to privately computes their location while guaranteeing

the privacy of the service provider’s database. Thus, using the spatial Bloom

filter helps preserve users’ exact location in a locality.

3.2.3 Using Differential Privacy (DP) for LBS

There is an increasing interest in the application of differential privacy among

researchers and large technological companies. In differential privacy, a con-

trolled amount of noise is introduced into a dataset in order to prevent any

sensitive information from being gleaned from the dataset or the original data

from being extracted. This is done while ensuring that the dataset can still be

utilised for its intended purpose, such as statistical analysis. Apple 1, for in-

stance, provides users with Emoji suggestions or Lookup hints available by util-

ising differential privacy to protect the privacy of the participatory users. Google
2 is another example, one of the companies that pioneered the early commercial

deployment of differential privacy and even released an open-source version of

the differential privacy library.

Yufen et al.[WHJM18] present a differential privacy-preserving scheme for pro-

tecting users’ location data. Their proposed algorithm, according to the authors,

provides protection to the to-be-localized (TBL) client as well as the dataset of

a location-based server. Their suggested protocol, DP3, employs a differential

privacy technique in preserving privacy in a Wi-Fi fingerprinting indoor locali-

sation system. Their scheme ensures the TBL’s location is always protected. In

particular, the scheme, which consists of four phases, masked the real location

of the users by utilizing the differential privacy-enabled clustering algorithm

by grouping the user-submitted access point (AP) vectors into k clusters and,

subsequently, the location server permuting (based on permutation with ex-

ponential probability) the reference points in each of the k clusters. Because

of the use of DP-based finger clustering in conjunction with Laplace noise, the

approach prevents leakage of the server’s location fingerprint.

1www.apple.com
2www.google.com
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3.2.4 The Use of Oblivious Transfer Protocol in Location-

Based Services

Even before the development of more powerful computing devices such as mo-

bile phones or cloud servers, people have been using cryptography as a medium

of secure communication for decades. Even before the advent of the internet,

cryptography has been used to encrypt messages. In addition, an increase in

mistrust among individuals who engage in business and daily contact has made

the utilisation of cryptographic algorithms an even more useful practice. Fur-

thermore, the use of oblivious transfer as a building block in multi-party compu-

tation makes it a very significant primitive in the field of cryptography. In their

three different sets of LBS schemes proposed, authors of [YVV22] also made

use of a two-party protocol known as the oblivious transfer (OT) to preserve

the privacy of users of their protocol. Their first scheme is designed to protect

user queries as well as the data privacy of semi-trustworthy cloud servers. The

other two schemes protect both the user’s query and the cloud server’s loca-

tion data, but the location cloud server is considered malicious in the security

model.

[PKYB14] used the same oblivious transfer technique in their scheme for con-

tent protection of location queries. A two-stage approach similar to that pro-

posed by [GKKB09] and [GKKB11] was used in their proposed scheme, with

the first stage involving the use of OT as a solution, and the second stage in-

volving the use of private information retrieval, as described in [PKYB14]. The

algorithm protects the user’s location by encrypting it with ElGamal encryption

and employing oblivious transfer based on the Naor-Pinkas oblivious transfer

[NP99].

The authors of [YVV21] offer a location privacy method dubbed linkable

location-based services (L2BS) in an effort to address privacy concerns linked to

the query content and points of interest (POI). Specifically, they combine obliv-

ious transfer with a signature scheme to address the privacy concerns arising

from query content and point of interest. Their protocol, L2BS, employs the OT

algorithm to protect the Points of Interest of the service provider while preserv-

ing the privacy of the users’ query information. According to the designers of

L2BS, their technique enables the SP to seamlessly connect previously rendered

services to returning clients while maintaining their privacy and incurring a

minimal computational expense.
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3.2.5 Additional Proposed Solutions for Location-Based

Privacy-Preserving Protocols

The following set of proposed solutions takes into account some of the appro-

aches not yet covered in this thesis. These techniques have also proven to be

useful in modern applications on a wider scale. Specifically for Google Android

users, the authors of [FS14] presented a location privacy protection technique

that was tailored and designed exclusively for them. Their protocol, dubbed LP-

Guardian, which was implemented and evaluated on Android users, is said to

address some of the shortcomings of existing approaches by addressing some of

the most prevalent threats related to location tracking, user profiling, and user

identification while maintaining the functionality of the proposed application.

According to the authors, the proposed scheme, LP-Guardian, foils location pri-

vacy risks without impairing the end-user experience of the application at an

overhead cost of less than 10%. Additionally, the end-user has greater control

over her important location because she selects which places are more rele-

vant and which ones are less essential to be used for user profiling purposes, if

any. The threats model of this LP-Guardian application is based on the honest-

but-curios adversary. Though, albeit relaxed threats model, the authors argue

that the adversary may just be interested in only inferring the end-user location

information through the available location APIs. In all, the evaluation of the LP-

Guardian was performed on three-different datasets containing 100 users from

three different cities collected over a period ranging from a week to a year.

Several publications [ZCN+13, STP+14, NLZ+14, NLZ+15, ZCLW18] consider

the necessity of caching as a technique for ensuring the protection of privacy

of location-based services. Because query data can be cached and resubmitted

for similar requests, it can occasionally improve privacy, particularly when in-

teracting with untrustworthy LBS servers. A caching approach similar to those

provided by [ZCN+13, STP+14] was offered in [NLZ+15] in order to protect

the privacy of users in location-based services and also assessed to what ex-

tent caching can improve location privacy. Their approach maximizes the lo-

cation privacy of a current querier by adopting an entropy-based strategy that

incorporates caching for privacy protection. Furthermore, they presented two

caching-aware dummy algorithms: CaDSA and enhanced-CaDSA. The former

improves location privacy by picking queries with equal probabilities to achieve

k-anonymity, while the more thorough latter takes into account data freshness

and caching speed to improve location privacy. According to their findings, this

proposed method improves privacy when compared to earlier caching-aware

Cryptography for Location Privacy 29 Samuel Nana Eshun, MSc



3. LITERATURE REVIEW

3.3 Privacy-Preserving Protocols for Indoor
Environment

and caching-oblivious strategies.

The method proposed by [JKS+18] aims to handle privacy pertaining to prox-

imity detection, such as those related to nearby pharmacies or friends who

are located nearby. To accomplish the intended goals, such as bandwidth and

faster runtime, their suggested technique, privacy-preserving location proximity

(PPLP), incorporates numerous secure computation protocols. In particular, the

proposed method [JKS+18], which is based on the Euclidean distances, makes

use of a number of different cryptographic protocols. These include secure mul-

tiparty computation, the DGK encryption, elliptic curves, ElGamal encryption,

and Bloom filters. Their scheme, which was evaluated on a real-world mobile

setting, is said to have a total runtime of below 200 ms and online runtimes of

below 50 ms.

3.3 Privacy-Preserving Protocols for Indoor Envi-

ronment

In the following part of this section, we will discuss new research that has

been conducted on the topic of protecting individuals’ privacy when it comes to

location data in an indoor setting. This can be further broken down into homo-

morphic encryption, secure multi-party computations, compact data structures,

and server-aided protocols.

3.3.1 Homomorphic Encryption (HE)

Li et al. [LSZ+14] introduced a protocol for privacy-preserving indoor localiza-

tion that makes use of homomorphic encryption to ensure that the privacy of

both parties is maintained during the process. Their approach, known as the

privacy-preserving Wifi Fingerprinting localization scheme (PriWFL), in partic-

ular, employs additively Paillier encryption to secure end-user location privacy

as well as the service provider Wi-Fi fingerprinting database. In their work, they

presented two types of protocols: a naive version of the protocol and a com-

plete version of the protocol. In terms of security, the complete version offers

a significant improvement over the naive version in terms of the security guar-

antee of sensitive information for both parties. However, the security model for

both protocols only takes into account a semi-honest adversary in protecting

both parties’ sensitive information.

The work of [YJ18] presented a privacy-preserving protocol for indoor Wi-Fi lo-
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calization, which is an improvement over the security guarantee of the protocol

discussed in [LSZ+14]. Given the vulnerabilities [YJ18] identified in the pro-

tocol of [LSZ+14], an adversary will be able to carefully craft a packet (query)

that will compromise the service provider’s Wi-Fi fingerprinting database. As

discussed in [YJ18], the attack is based on the fact that all calculated distances

are masked using the same randomness (R), making it possible for an adver-

sary to remove the randomness by simply subtracting two masked distances.

In an effort to mitigate the risks, a number of solutions were proposed in the

paper, including homomorphic encryption, garbled circuit, and a combination

of the two algorithms.

Using homomorphic encryption (again based on the Paillier cryptosystem),

Zhang et al. [ZCZL16] take a more advanced approach to protect the untrusted

parties involved in the protocol. They employ a support vector machine (SVR),

a machine learning algorithm for classification and regression, to protect the

untrusted parties involved in the protocol. Based on the Wi-Fi-fingerprinting

positioning technique, the authors developed a privacy-preserving system for

indoor localisation. Their solution makes use of the Paillier cryptosystem to

ensure the location privacy of the end-user as well as the privacy guarantee of

the server’s database, are preserved. Even this protocol, however, is not secure

against a malicious client: a specially constructed query by a client can readily

reveal the decision function used by the service provider in training the data

set.

With the use of the Wi-Fi fingerprinting approach, the researchers in [LLS16]

present a privacy-preserving site survey scheme that is designed to be secure

as possible and private. In order to protect the participants in the site survey

scheme, the work makes use of both homomorphic encryption and differential

privacy techniques. In particular, the proposed scheme employs Paillier homo-

morphic encryption to protect the location privacy of suppliers (users recruited

by service providers to send Wi-Fi signals) who participate in the crowdsourcing

Wi-Fi fingerprinting-based survey while also ensuring the usability of the ag-

gregated data. As stated by the authors, all of the suppliers participating in the

scheme work together to conceal their measured data from the service provider

by utilizing the Paillier homomorphic encryption algorithm. Using differential

privacy on the released dataset (measured data), the authors ensure that the

location privacy of the supplier is not compromised regardless of whether a sup-

plier is present or not in the group of the outsourcing site survey, as described

in the paper.
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Next, we will explore a significant data structure algorithm extensively used in

privacy preservation, notable for its key features and low computational com-

plexity.

3.3.2 Privacy-Preservation Based on Compact Data Structure

Algorithms

When it comes to location-based services, the usage of compact data structures

has been recommended as a means of reducing the risk of end-user privacy

being compromised. The Spatial Bloom Filter (SBF) and the Counting Bloom

Filter (CBF) were described by the authors of [CBM20] as two compact data

structures to be utilized in conjunction with one another as location informa-

tion processing technique when used in an indoor context. With their privacy

preservation technique, the authors aim to reduce the gathering of personal

user location data, which leads to the prediction of user behaviour. For the

evaluation of their proposed algorithm, the authors relied on the Cisco Meraki

network infrastructure to gather their location dataset in an indoor environ-

ment. According to the authors, the data structures they used (the Spatial

Bloom Filter (SBF) and the Counting Bloom Filter (CBF) performed admirably

in terms of memory consumption and computational cost. However, their work

security model relied on the trust of a data anonymizer who handles the com-

munication between the Data provider (DP) and an honest-but curious Data

consumer (DC) who is in charge of analysing the streams of data acquired by

the data provider to infer personal information.

In [SAGK21], the authors propose a Wi-Fi fingerprinting privacy-preserving lo-

calization technique that makes use of a Bloom filter in a setting where an un-

trusted and curious LSP party is present. The proposed scheme enables the user

to compute its location anonymously by utilizing a partial radio map (PRM) and

with the assistance of a location service provider (LSP).

To be more explicit, the user selects the first access point (AP) with the highest

RSS value and then applies a Bloom filter to mask the media access control

(MAC) address of the selected AP. In order to protect the user’s identity, the

user submits the Bloom filter vector she has generated to an anonymizer (a

non-colluding entity that functions separately and independently of the LSP),

which then forwards the user’s Bloom filter vector to the LSP for processing.

As a result, the LSP is able to compute the user’s PRM anonymously. When

compared to earlier works that have employed comparable methodologies, the
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authors assert that their technique has a lower level of computational complex-

ity. According to the authors, this can be attributable to the usage of Rivest-

Shamir-Adleman (RSA) encryption and double encryption in those previous

works. Their work’s security model, on the other hand, solely took into ac-

count a trusted anonymizer and a semi-trusted Location Service Provider, both

of which are independent and non-collaborating servers.

The Bloom filter is also used by the authors of [KCZ+15] in their privacy-

preserving indoor location protocol for smartphones. The authors’ suggested

approach, dubbed Temporal Vector Map (TVM) scheme allows a mobile user

(smartphone) to precisely localize her location by using a k-anonymity Bloom

filter. Consequently, the user can localize through an Indoor Positioning System

(IPS) entity (i.e., server) that is considered to be untrustworthy, while at the

same time, the user is able to maintain location privacy thanks to the TVM. In

detail, a user participating in the scheme computes a k-anonymity Bloom filter

for each request to an Indoor Positioning System using a cryptographic hash-

ing algorithm and user-defined preference of, say k = 3. This, for example,

will make it more difficult for the IPS to differentiate the user’s location request

from those of k-1 other users. As a result, if a user makes a location request

from building 1, the server will presume that there are two more such requests

from buildings 2 and 3. The user achieves this level of k-anonymity protection

by employing the nearest neighbours technique to generate a series of disguised

localization requests that are identical to the user’s initial location request. With

this technique, the server is prevented from determining the user’s location after

k consecutive independent continuous localization requests. One of the primary

drawbacks of this scheme is that a portion of the IPS’s database is transferred to

the user for localization purposes, making it expensive for resource-constrained

mobile devices.

3.4 The use of Obfuscation Techniques in LBS

Obfuscation techniques used in location-based services are basically methods

or ways to obscure or hide the precise location of a user or device (sometimes

in the form of a user’s query). These techniques can be employed in a number

of different ways. The primary purpose of these techniques is to protect the

users’ privacy, which ultimately results in the techniques’ conformance with the

applicable privacy regulations. The techniques typically reduce the accuracy of

the location information; for example, adding random noise, using geofencing,
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or decreasing the accuracy of the radius rather than the exact location point.

Other ways include using k-anonymity or randomization to modify the location

data. Though location obfuscation comes with a number of advantages, includ-

ing increased privacy, user trust, and regulatory compliance; however, it also

has some disadvantages, including a reduction in accuracy and functionality.

For instance, location services that make use of geofencing strategies to limit

the access of location data may be unable to provide certain location services

beyond the geofence.

According to [DK05], location privacy protection using obfuscation-based app-

roaches plays a crucial role in protecting users’ location privacy, particularly in

a pervasive computing setting. Their suggested framework strikes a balance be-

tween user location privacy and improved quality location information services

by purposely degrading the quality of the user’s location information in the con-

text of enhanced quality location information services. This is intended to allow

location-based service providers to obtain just the relevant location information

from participative users in order to deliver a tailored service to those participa-

tory users. As a result, the suggested solution addresses the issue of maintaining

the privacy of users while yet providing the necessary location-based services.

It is important to note that the downside of this protection mechanism is that

the utility of quality location services is always compromised in exchange for

location privacy, a trade-off between utility and privacy.

To mitigate privacy leakage in mobile crowdsensing applications, particularly

for individuals who are never get selected for any assignment, [WYH+17]

presents a location-based crowdsensing task model. The model, which is based

on the technology of geo-obfuscation, preserves users’ locations during job al-

location. Using differential privacy, the scheme allows users to conceal their re-

ported locations from their adversaries without the involvement of any trusted

third party. As a result, users’ reported locations are protected regardless of

whether their adversaries have prior knowledge of them. As the primary ob-

jective of mobile crowdsensing (MCS) is to maximise the user experience while

also guaranteeing that all tasks inside the sensing area are fulfilled. In light of

this, the authors of [WYH+17] suggested a solution in what they call mixed-

integer non-linear programming to reduce the travel distance of the selected

users based on the Benders Decomposition, which is well-known for its abil-

ity to handle large scale linear programming problems. The proposed method,

which surpasses state-of-the-art Laplace obfuscation, was evaluated on both

simulated and real-world mobility traces, according to the authors.
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[ACD+07] proposes a privacy-enhanced spatial obfuscation-based framework

with a varying degree of location privacy that also takes into account the ac-

curacy of location information. Their framework first allows users to indicate

their privacy preferences in a simple and coherent way based on their location

information. Then based on this user privacy preference, they implement one

of their three proposed obfuscation techniques to preserve user privacy.

3.5 Server-Aided Location Privacy-Preserving Pro-

tocols

The usage of resource-constraint devices (IoT) has become increasingly help-

ful, especially in the sharing of information among these devices, as a result of

the expanding trend and increased demand for automation. However, it comes

with a variety of drawbacks, including those related to storage, power, commu-

nication, and processing capacity, as well as scalability. With these constraints in

mind, it has been highly sought after to address these obstacles. The utilization

of resource-rich cloud computing has become increasingly popular as a means

of decreasing the load on these resource-constrained devices while simultane-

ously resolving any privacy concerns that may exist. Ongoing efforts to address

some of the growing privacy concerns linked with the ever-expanding conver-

gence of resource-constrained devices and cloud servers are being pursued by

a number of research projects.

According to the research of [WXY+22], their privacy-preserving indoor local-

ization system made use of an outsourced cloud service. Their indoor localiza-

tion technique is based on Inner Product encryption, which is supported by a

cloud server that provides assistance. It makes use of the cloud server to esti-

mate the private location of users without obtaining access to the users’ actual

positions, thereby protecting the location privacy of users who participate. For

the server to be able to make a secure estimation of the user’s location, the

server makes use of the computability of the Inner product encryption on the

ciphertext. In particular, the anchor information (user location information)

is encrypted during the setup phase (offline), and then the distance difference

between participating users is encrypted and transferred to the assisted cloud

server during the online phase. In order to conceal users’ true location, their

proposed scheme makes use of the k-anonymity technique, by encrypting the

difference in distance information between users, in addition to using addi-
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tional decoy vectors (information). The authors claim that by incorporating

three optimization strategies into the location estimation algorithm at the cloud

server side, they have been able to increase the performance of their protocol

greatly. However, in estimating the location of users, their protocol only takes

into account honest-but-curious cloud servers. Additionally, the communication

and computation complexity associated with performing Inner Product-based

encryption computation is very expensive in its current state.

3.6 An Overview of De-anonymization Techniques

in Location Datasets

In this section, a comprehensive overview of the many different de-

anonymization attacks, particularly those that target location datasets, is pre-

sented. In particular, we show the various techniques of de-anonymization

that the adversary investigates to acquire meaningful information (background

knowledge) about the users who are the targets of the attack, as well as the

attack surfaces that are investigated to achieve a successful de-anonymization.

But, first, we will describe a high-level framework for de-anonymization attacks

that covers a variety of methodologies and kinds of attacks used.

3.6.1 Location Dataset

Location data is any data that represents the geographical positions of mobile

devices such as smartphones, tablets, smartwatches, Internet of Things devices,

and so on. The geographical positions, also known as coordinates, are usually

expressed in latitude and longitude. Aside from the coordinates, which define

the granularity of the location data, other features include altitudes/elevation

(height above sea level), timestamps, IP addresses, device IDs, and many more.

There are several used cases of location data, including proximity-based ser-

vices such as weather and navigation, location-based advertising and analytics,

traffic and local search, and even social networking. In addition, location data

makes it possible to track the movements of things or people to understand

their pattern behaviour better. Furthermore, the use of location data can help

improve the effectiveness of customer campaigns. When it is possible to link

the location data directly or indirectly to a living individual, it is regarded as

personal location data according to the definition provided by GDPR[88]. All

of these uses of location data present grave privacy concerns, as the granu-
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larity of the acquired data, can reveal the religious views and health status of

individuals.

3.6.1.1 Sources of Location Data/Collection of Location Data

Many individuals are of the opinion that location data is essentially the same

thing as Global Positioning System(GPS) data. However, the reality is that GPS

data is just one of many sources that may be used to acquire location informa-

tion. In addition to the Global Navigation Satellite System (GNSS), of which

GPS is a component, there are a number of other systems, including cell towers

(which make use of a technology known as triangulation to estimate the loca-

tion of mobile devices), Wi-Fi Networks, RFID, Bluetooth beacons, and plenty

of others. Each of these sources comes with its own set of benefits and draw-

backs; for instance, GPS works well when utilised outside, whereas Wi-Fi tends

to have stronger signals inside.

3.6.2 Location De-anonymization

In this section, we will examine a variety of de-anonymization attacks that have

been reported in the literature under review. The process of deanonymization is

essentially a form of reverse engineering that makes it possible for an adversary

to successfully re-identify an anonymous dataset or dataset previously thought

to be anonymous. In their renowned publication on the Netflix prize dataset,

Narayanan and Shmatikov [NS08] contributed extensively to this field.

We will thus consider a variety of approaches, as well as the attack vectors

that are utilized during successful attacks. Therefore, when we refer to an

approach, we are referring to both the methodology that the adversary utilized

or relied upon in order to build the background knowledge of the target dataset

as well as the de-anonymization attacks that were employed in accomplishing

successful de-anonymization attacks. To begin, we provide an illustration of a

high-level overview of the various attack methodologies alongside the type of

target dataset that was employed based on the various literature papers that

were sampled.

3.6.2.1 Target Dataset

The target dataset normally refers to the source of the target dataset

(anonymized), which the adversary is interested in de-anonymizing. At this
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stage, the adversary deems this target dataset as containing sensitive infor-

mation of interest. The target dataset may be freely accessible or restricted

from public access. Many times, when the owners or data collectors of these

datasets classify the dataset as anonymized, they are typically referring to

the removal of personally identifiable information (PII) such as names, So-

cial Security numbers (SSN), cell phone numbers, home addresses, email ad-

dresses, and other similar identifiers. In order for an adversary to be success-

ful in de-anonymization, special attention must be paid to the data structure,

the anonymization technique used on the dataset, and, in particular, the de-

anonymization technique to use. This is because each of these factors has

the potential to have an impact on how successful the de-anonymization is

[AMS+15]. For example, the GeoLife dataset and the Crowsad dataset are

two completely different independent datasets with different resolutions, even

though they are both location datasets. That is, a technique that may work for

one dataset may not work for the other with the same parameters.

3.6.2.2 Auxiliary Data/Information

On the other hand, auxiliary datasets or side information are representations of

the background information that an adversary constructs in order to aid in the

de-anonymization attack on the target database. This auxiliary, or side infor-

mation, is not anonymised in most cases. However, this is not always the case

and can vary depending on how the auxiliary information is collected. Auxiliary

information can be categorised as either internal or external. The formal, also

known as intra-dataset, refers to the dataset extracted from the same target da-

taset. This can be subdivided into two subcategories: subset auxiliary dataset

(the extracted side information still exists in the original target dataset) and

disjoint auxiliary dataset (the extracted side information is no longer contained

in the target dataset, i.e., the auxiliary and the target dataset are disjoint). The

latter, however, is side information that comes from an entirely separate source

rather than the target dataset.

3.6.3 De-anonymization Techniques

One of the most important aspects for the adversary to fulfil its de-

anonymization objectives is the auxiliary information that the adversary uses

to map the target user to the target database. Before mapping/re-identification

can be performed, the adversary must have a high-level overview of the target
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trajectory record to construct the necessary profiles for the target users. Only

then can the mapping or re-identification be done. Simply having access to the

target dataset is insufficient to de-anonymize a target user in the dataset, even if

the target user’s auxiliary information is also available. As a result, a list of dis-

tinct profiles needs to be derived from the target dataset to facilitate mapping

the generated auxiliary (side) information to the constructed profiles derived

from the target dataset. As mentioned earlier, sometimes the side information

might be derived from the same target dataset and can also be in the same

data structure as the target dataset. In many cases, not only is it necessary to

determine the strategy that will be used for the attack, but the end goal is also

essential and is normally known in advance. Therefore, in order to successfully

de-anonymize a target user, it is essential to have a solid understanding of the

goals of the attacks being launched against the target users. Linkage and infer-

ence attacks are two examples of well-known types of attacks found in the body

of academic research. Consequently, numerous strategies for de-anonymization

lead to either of these types of attacks (linkage or inference) or sometimes both

of them. In the following, we will investigate some of these adopted approaches

in the literature.

3.6.3.1 Mobility Models

In their most basic form, mobility models are mathematical constructs that sim-

ulate the behaviour of people’s movement patterns. When applied to individ-

uals’ mobility trajectories, these mobility models provide the adversary with

tremendous information regarding the individuals in the target database. In

theory, the adversary may not know the identity of individuals whose location

information is contained in the target dataset. However, the use of mobility

models allows the adversary to have a solid understanding of the mobility pat-

terns of the individuals, including sometimes sensitive information such as their

place of worship or their health status. As a result, it allows the adversary to

know and understand the dataset’s characteristics very well, though the iden-

tity of the individuals within the target dataset is unknown at this point of the

attack.

The mobility model has been used in a number of publications, including

[MDBP08, STBH11, GKdPC14, WZF+15, MKH17, EP22], to carry out de-

anonymisation attacks successfully. For instance, Mulder et al. [MDBP08] use

a mobility model to re-identify mobile users within a cellular network. Their

linkage attack employed the Markovian mobility model to build pre-existing
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profiles of the target users using their movement on the GSM network. These

built profiles were then used to perform the attack. Similarly, Gambs et al.

[GKdPC14] use the mobility model, MMC, the Mobility Markov model, to de-

anonymise users in an anonymous mobility dataset. Their Markov model de-

picts the states by taking into account the locations in the target dataset that

users most frequently visit. Their attack is categorised as part of the linkage

attack in the survey conducted by [FKZ+20], despite the fact that the original

paper [GKdPC14] refers to it as an inference attack. Based on the findings of

the original paper [GKdPC14], it can be concluded that the attack model, wh-

ich was developed to utilise important places for state transitions, is effective

for both inference and linkage. In a similar manner, the research conducted

by Shokri et al. [STBH11] utilized a mobility model to analyze location pri-

vacy protection mechanisms (LPPMs) in order to quantify location privacy. In

particular, they developed a generic model that can also take the shape of a

Markovian chain model. This was done to simulate the adversary’s background

knowledge when performing the de-anonymization attack. Consequently, the

adversary transforms the target users’ movement traces into events, which are

then encoded. For example, repeated visits to the home in the evening could

increase the weight of such an event. Their evaluation was based on a sample

of 20 mobile users (vehicles) chosen randomly from the CRAWDAD [PSDG09]

mobility dataset collected over the San Francisco mobility bay area.

The identification of users in the GSM network was reconstructed by Mulder

et al. [MDBP08] by using a Markovian model in which static cells represented

the states of the Markovian model. As a result, users tend to register their

new locations whenever they enter within a certain radius of a new cell. With

this updated information, mobility profiles of the target users are developed to

depict their mobility trajectories to serve as the basis for the de-anonymization

process.

3.6.3.2 Areas of Interest (AoI)

Another technique mostly adopted in de-anonymization attacks is something

that we refer to as areas of interest or important locations. These are locations

that a user or target individual usually visits and spends considerable time on.

Consequently, the mobility traces of an individual will have a significant num-

ber of these places, given the activities that such an individual engages in on a

daily basis. Examples of such places includes place of worship or work. Numer-

ous studies [Kru07, FSH11, ZB11, GLP+13, RM14, NUTV16] have utilized this
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technique in building the auxiliary knowledge for the de-anonymization attack.

This strategy for re-identifying users was effectively employed by Freudiger,

Shokri, and Hubaux [FSH11] in the course of their geolocation attack. In fact,

their work considered both spatial and temporal influences in their attack. The

authors adopted a pair of home/work as their pseudo-identifiers to perform the

attack. The locations that users frequently visit between the hours of 9 am and 5

pm are referred to as work, while the locations that users usually visit overnight

between 9 pm and 9 am are regarded as their homes if they spend a significant

period, say, an hour. They examined the efficiency of this method by applying it

to two distinct mobility datasets in two cities, namely Borlange and Lausanne.

The mobility traces from the city of Borlange only included 24 users and were

gathered over a period of two years (1999-2001), whereas the mobility traces

from the city of Lausanne contained 150 users, which were captured over the

course of one year. Their findings offer some evidence to support the hypothesis

that the Spatiotemporal correlations of mobility traces are frequently unique to

individual users within a target dataset.

Zang and Bolt [ZB11], on the other hand, defined important locations as the

top n most frequented locations in their research (Anonymisation of Location

Data Does Not Work). In particular, the authors qualified the top n most visited

places in a GSM network by an individual as a quasi-identifier of the anonymisa-

tion attack. Their study, which was carried out throughout all fifty states in the

United States, was based on approximately 30 billion Call Data Records (CDRs)

with about 25 million cell phones (and roughly 20 million unique individual

users for the study). These Call records were collected over three consecutive

months in the year 2010. Furthermore, their findings indicate that, based on

the top two most frequented locations, 35 percent of the users (out of 20 mil-

lion subscribers) might be re-identified within two-week of mobility traces. In

addition, when traces spanning more than two weeks were analysed, over half

of the population under study could be re-identified based on the top two ar-

eas they frequented the most (GSM cells). The authors concluded that location

data collected over a prolonged period potentially threatened individuals’ right

to privacy.

Similar to [ZB11], the research presented in [NUTV16] takes advantage of the

behavioural pattern of users in a GSM network to carry out de-anonymisation

attacks. These attacks are carried out by analysing the statistics of the users’

mobility behavioural patterns. Specifically, in performing the de-anonymisation

attack, the authors categorised the users’ locations as histograms (the total
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number of visits within the specified regions and time frame) of unknown

and known users. These locations, also known as important locations, are,

in essence, the area range within a GSM cell tower that was captured dur-

ing the data collection period. The resulting histogram for each user then

serves as the user’s fingerprint for carrying out the de-anonymisation attack.

The users who were formerly labelled as unknown (anonymised) and known

users are then matched using the histograms produced for each set. Their study

demonstrated the effectiveness of this method by analysing Call Data Records

(CDRs) of anonymised phone records from around 50,000 people in the Ivory

Coast over two weeks. According to their findings, anonymised users can be

re-identified with high accuracy using only their statistical behaviour.

3.6.3.3 Random Locations/Spatio-Temporal Points

Now, we take a look at another important feature (random points or loca-

tions) that has been widely employed in the literature [MYYR10, DMHVB13a,

DMRSP15, WGL+18][4,7,9] to build adversary knowledge with respect to the

auxiliary information. These Spatiotemporal points reflect a pattern of location

coordinates with associated timestamps, making them distinct within the target

dataset. This pattern of uniqueness is what the adversary normally exploits to

perform the de-anonymization attack. Thus, a small number of these distinc-

tive Spatio-temporal points are all that is needed to pinpoint a target user in a

dataset, even in the absence of personally identifiable information (PII) such as

a name, social security number, or other similar details.

This method was utilized in the research conducted by De Montjoye et al.

[DMHVB13a], which aimed to quantify the uniqueness of an individual’s mo-

bility traces in a crowd of approximately 1.5 million people. For the purpose

of the study, a dataset consisting of mobile phone calls and text messages was

employed. The study recorded the location of the GSM network antenna that

each user connected to when making a call or sending a text message. The

period covered by the dataset collection was from April 2006 to June 2007.

Their research demonstrates that an adversary’s knowledge of users’ mobility

patterns at two random locations (two Spatio-temporal points) is sufficient to

uniquely identify fifty percent of the anonymized users in the dataset. The re-

sult is exacerbated when four Spatio-temporal points are considered, allowing

the adversary to uniquely identify ninety-five percent of the anonymized users

in the dataset. Their work shows that an adversary’s knowledge of users’ mo-

bility patterns is just enough to successfully re-identify the users in the target
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database. Even though the dataset utilized for the research was not a disjoint

set (there was no distinction between the trained dataset and the tested data-

set), the authors concluded that even when a coarse dataset is used, very little

privacy could be maintained.

The utilisation of metadata provides additional support for the conclusion pre-

sented in [DMHVB13a] of the work that De Montjoye et al. [DMRSP15] re-

leased. Their research [DMRSP15], analysed credit card transactions for ap-

proximately 1.1 million users for three months. The authors concluded that us-

ing four Spatio-temporal points (shops visited by the users per transaction per

day) is just enough to re-identify 90 % of the users involved in credit card trans-

actions. It is interesting to note that the authors claim that the chance of re-

identification is increased by approximately 22 % when the approximate price

of the product that the customers bought is included in the Spatio-temporal

points. In addition, they concluded that women had a greater propensity to

be re-identified than men because of the greater number of stores that women

frequent compared to men. In a similar vein, individuals with higher incomes

have a greater re-identification risk in the context of credit card transactions,

which poses a more significant threat to their privacy.

The work of [WGL+18] also used randomization of Spatio-temporal points (lo-

cations) to perform de-anonymization attacks. In addition, their work made

use of a large-scale ground-truth mobility dataset for their study. One trajectory

data collected involved about 2,161,500 users of GSM cellular networks, with

the other two being external datasets of social networks of over 57K users of

GPS check-in traces and the other being GPS check-in services of about 46K

users in total. Based on the service provider’s provided database, the authors

constructed the mobility traces for users by converting GSM cell towers (base

stations) to their specific location coordinates (longitudes and latitudes). From

their analysis, the authors concluded that to guarantee location privacy for users

in a location dataset, privacy protection mechanisms should not factor only into

the user location patterns but also the location context.
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Chapter 4

Efficient De-anonymization Attacks
on Location Data Using Hidden
Markov Model

In this chapter, we design and implement de-anonymization attacks for geolo-

cation datasets, utilizing the hidden Markov model and user mobility profiles.

The findings described in this chapter were presented in Genoa, Italy, and in-

cluded in the Proceedings 2022 IEEE European Symposium on Security and

Privacy Workshops (EuroSPW).

4.1 Introduction

The widespread adoption of smart devices equipped with geolocation sensors

has led to the increased availability and use of location-based services (LBS).

Such services enable service providers (SP) and telecommunication companies

to collect large mobility datasets, often spanning millions of users who subscribe

to these services. These mobility datasets are particularly valuable, as they can

be used for urban planning, traffic forecasting, network optimization, targeted

advertising, and a variety of other purposes, including contact tracing in the

recent Covid-19 pandemic [CMP12, LXB+21]. Service providers have, therefore

an incentive to publish or sell such datasets. A 2020 Grand View Research

report on the market for personal location dataset estimates the market value

at USD 10.6 billion in 2019 and predicts an annual growth rate of 15.2% over

the forecast period (2020-27) [GVR20]. The growth of open data policies across

the world has also led to an increase in the freely available mobility datasets

[FKZ+20].
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Due to privacy concerns regarding sensitive information that can be extracted

from individuals’ mobility data in published datasets, owners of mobility

datasets are often required to replace personal identifiers such as name, ad-

dress, and social security numbers (SSN) with pseudorandom identifiers to

make the dataset (pseudo) anonymous. However, privacy risks still exist even

if personal identifiers are removed before the mobility dataset is published or

sold, and a large body of research has demonstrated that the personal data of

individuals are still at risk of exposure, even if their personal identifiers are

removed [FSH11]. For example, the analysis of places and geographical ar-

eas that are frequently visited by pseudonymous individuals in a dataset (areas

of interest) can reveal their home, workplace, and place of worship [FSH11].

Moreover, side information such as social networks geo-tagged posts (on plat-

forms such as Twitter and Instagram), and publicly available mobility trajec-

tories databases can easily be used to de-anonymize individuals whose data

is included in the mobility dataset [SH12]. This is true even in the case of

very large scale datasets: the work of Kondor et al. [KHdMR20] presented

a large-scale re-identification attack using mobile networks and transportation

card usage, achieving a success rate of about 55% over four weeks of activi-

ties. Recent work by Farzanehfar et al. [FHdM21] confirms that the threat of

re-identification persists even in a country-scale mobility dataset.

Even without secondary information, depending on how the personal identifiers

are removed or how the dataset is sanitized, retrieving the auxiliary information

from the same target dataset is sometimes feasible. This was illustrated in

the work of De Montjoye et al. [DMHVB13a], who mined anonymized users’

mobility records to uncover mobility patterns associated with the individuals

in the target dataset. Another technique uses the home/work locations couple

as a quasi-identifier to re-identify the users in the anonymized mobility dataset

[FSH11].

Given the various re-identification attacks proposed in the relevant literature, it

is difficult to estimate the actual level of privacy (if any) achieved by anonymiz-

ing a dataset. For this purpose, Shokri et al. [STBH11] developed a framework

for quantifying location privacy. Their works address the difficulties inherent in

comparing various location privacy protection mechanisms (LPPMs) due to the

lack of a systematic process. The work of Wang et al. [WGL+18] makes a case

for a performance mismatch between algorithms and theoretical privacy bound.

They ascribed the discrepancy to an underestimation of the impact of spatial-

temporal data from a variety of sources. The performance of these algorithms
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was evaluated using two real-world datasets and then proposed algorithms to

improve the performance.

Most de-anonymization attacks on geo-located databases, including those dis-

cussed previously, usually consider the user’s temporal or spatial mobility tra-

jectories (or both) in de-anonymizing or inferring sensitive information from

the target database. These attacks are generally categorized as either linkage

attacks or inference attacks. In the former, separate user accounts that belong

to the same individual but are either anonymous or under different usernames

are re-linked through data analysis. In the latter, an adversary tries to reveal

personal identifiers or sensitive information of anonymized records in a target

database using secondary information (auxiliary information) different from

the target database or hidden values from the same target database.

In general, to carry out a de-anonymization attack, one must first decide on the

most appropriate strategy for gathering background information on the target

individuals (user fingerprinting) in the target database. The adversary then de-

cides on the type of de-anonymization technique (for example, feature match-

ing, graph-based, mobility models matching, statistical matching, etc.) that best

suits the background knowledge modelled after the user fingerprinting. Finally,

the de-anonymization attack is performed using the chosen de-anonymization

technique. The success rates of these techniques are normally quantifiable and,

as discussed in [AMS+15], the combination of the type of attack technique

chosen and the background knowledge has an impact on the success of the

de-anonymization attack.

Among the various de-anonymization techniques that have been presented in

the research literature, a number of them are based on the hidden Markov

model (HMM), a statistical approach that is frequently used in linear sequence

‘labelling’ problems [DCC09]. In the context of location, the HMM approach

has proved effective in extracting hidden information from complex trajectories

[WGL+18, WZF+15]. Generally, modelling HMM to build background knowl-

edge on the target database mainly involves two phases. First is the use of a

clustering algorithm to identify the areas of interest to feed into the model. For

instance, if the areas of interest represent the hidden states, identifying them

from the raw mobility dataset usually requires a clustering algorithm (such as

K-Means, DBSCAN, Hierarchical, etc.). In line with this, the Density-based spa-

tial clustering of applications with noise (DBSCAN) algorithm is used in this

work. The second phase is to compute the transition probabilities based on the

hidden states transitions, and the emission probabilities using the observation
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sequence.

A successful de-anonymization threat usually leads to identity disclosure, link-

ing two or more de-anonymized accounts of different networks to the same

user and disclosure of sensitive information such as an address, email, SSN

etc. [SGB12] identifies and classifies the above three primary threats emanat-

ing from a successful de-anonymization attack, and names them content (dis-

closure of sensitive data inferred from the location), linkage and identity (full

re-identification of the user).

4.1.1 Contribution

In this work, we propose two novel Hidden Markov Model-based attacks that

take into account both the temporal and spatial influences on user mobility tra-

jectories. Our model, in particular, provides initial predictions about the user’s

regions of interest and, based on these predictions, constructs a hidden Markov

model that outputs the probabilities of a user visiting any of these areas of in-

terest for some observed given days of the week. Together, this process sums up

the user’s profile (which we describe as user fingerprinting) to re-identify the

target individuals. Based on this user profiling, we propose and implement two

de-anonymization attack mechanisms: the Forward algorithm and a divergence

measure algorithm (based on the Kullback-Leibler divergence).

Finally, we evaluate the performance of the de-anonymization algorithms us-

ing real-world mobility traces from two different publicly available datasets

(GeoLife [ZZXM09] & Taxicabs [BBL+]). Experimental results show that our

proposed de-anonymization algorithms achieve a re-identification success rate

(over 80%) that is significantly higher than those achieved by comparable stud-

ies, over the same dataset.

4.2 Preliminaries

This section presents preliminary information that is useful in the understand-

ing of the remainder of the chapter. In particular, we present the main tech-

niques that are used as a basis for the construction of the novel de-anonymizers

proposed in this work.

Two main techniques are used in this chapter for building the mobility be-

haviour model of users: DBSCAN (presented in Section 4.2.1) and HMM (Sec-

tion 4.2.2). In particular, the DBSCAN, a clustering algorithm, is used to cluster
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Table 4.1: Notation: Acronyms and Symbols

Symbol Meaning

N the total number of states
n the total number of users
π initial probability distribution over all states
△ area of Interest or states
δ the days observation sequence of size T
βi,j the emission probabilities of moving to state △i of type δj

γ the transition probability matrix with members represented as
γij

T maximum size of observation sequence

each individual’s areas of interest. In other words, it is an unsupervised learning

problem in which we seek to discover some structures (interesting locations) in

an unlabeled dataset. The hidden Markov model (HMM) is a statistical model

whose ability to model data without prior knowledge of the hidden states makes

it useful in a variety of settings. It is used in this work to model the mobility

behaviour of each user, considering the days of the week and areas of interest

predicted by the DBSCAN. Thus, these two techniques are combined to under-

stand the mobility behaviour of each user in the dataset.

The term de-anonymization is sometimes referred to as re-identification.

Throughout this thesis, both terms may be used interchangeably.

4.2.1 The DBSCAN

The Density-based spatial clustering of applications with noise (DBSCAN) is a

well-known algorithm in data mining [EKSX96]. The main idea is to use a

distance and points threshold input to group data points closer together as a

cluster. It excels at detecting data patterns and can easily differentiate dense

clusters from low clusters. Moreover, the DBSCAN can form clusters of varying

shapes and is very robust to outliers and noise. Its robustness to outliers makes

it applicable to mobility datasets, as they generally have many outliers and

noise. The DBSCAN algorithm has two main parameters input:

• Epsilon(eps)- It defines the radius distance between two data points.

Thus, the distance between two points less than or equal to eps belongs

to the same cluster.

• minPoints- This input defines the minimum number of data points that

can form a cluster.

After eps and minPoints are determined (supplied by the user), the algorithm
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randomly picks a starting point by creating a circle (using eps). Following that,

a distance measurement is used to determine the distance between two data

points (for example, the Euclidean distance). The starting points are then cate-

gorized as core points (greater than minPoints), border points (contains at least

one data point but less than minPoints) and finally, noise (has zero data points

within epsilon distance). The clusters are finally computed using the concept of

reachability (within epsilon distance ) and connectivity (defined by two points

belonging to the same cluster). For a full explanation of DBSCAN, we refer the

reader to [EKSX96]

4.2.2 Hidden Markov Model (HMM)

A hidden Markov model is a statistical tool used in modelling sequential obser-

vations (visible) that probabilistically depend on a hidden sequence of events

(hidden states). Our work considers both the spatial (areas of interest, or AoI)

as well as temporal (days of the week) factors in the formation of these clusters.

We propose a hidden Markov model [BP66, BS68] to define a user’s underlying

AoI (e.g. home, place of work or worship etc.) by observing the sequences of

days of the week. This allows us to build a mobility profile for each anonymous

user to aid us in de-anonymizing them.

4.3 Hidden Markov Model (HMM) for Location

Trajectories

In order to model trajectories, in this work, we formally parameterize a hidden

Markov model as HMM = {N, Ω, γ, β, π}, where:

• N , is the number of states (△). The states represent the area of inter-

est (AoI) visited by the user on any particular day as identified by the

clustering algorithm (based on the assigned parameters) used. The area

of interest (hidden states) is basically where a user frequently visits and

spends considerable time. Such places, typically generated using a clus-

tering algorithm, are usually sensitive, and the user may not wish to dis-

close them. These locations include but are not limited to one’s home,

work, place of worship, and shopping centre. The place of visits or area

of interest together make up the state set; △ = {△1,△2, · · · ,△N}.
• Ω, is the number of distinct symbols observed. For example, the observed

symbols in this work are the set of distinct days (δ) of the week. Thus, the
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maximum number of Ω is 7. These observations are captured when the

user visits any of these states. Hence, if a user visits more than one area

of interest (state) on a particular day, say Tuesday, then this day would

be recorded multiple times in line with the number of states visited. The

sequence of observation symbols, δ1 · · · δT , has a maximum size of T.

• γ, is an N ×N transition probability matrix with members represented as

γij. It basically represents the probability distribution of transiting from

one area of interest (state) to the other. Each member γij is the probability

of moving from state△i to state△j, i.e., the number of times a user moves

from state△i to state△j over the number of times a user moves from state

△i. We formally define γij as:

γi,j = σ(i, j)∑N−1
j=0 σ(i, j)

where σ(i, j) is the number of transitions from state (△i) to state △j such

that
∑

j γi,j = 1 ∀ i.

• β, is the emission probabilities with members represented as βi,j, which

is an N × Ω matrix. It is the probability of a given state (△) generating

a particular observation symbol (δ). That is the probability that a user

visited an area of interest (△) on a particular day (δ).

βi,j = τ(i, j)∑Ω−1
j=0 τ(i, j)

, where
1 ≤ i ≤ N

1 ≤ j ≤ Ω

τ(i, j) is the number of times a user visits an area of interest (△i) on a

given day (δj), also
∑

j βi,j = 1 ∀ i

• π, is the initial probability distribution over all states (△), where

πi = σi∑N−1
j=0 σj

, and 1 ≤ i ≤ N

where σi is the total number of times, a user first start from a state (△i)
or a place of interest (AoI) for all given days.

Given the temporal dynamics of mobility patterns of the data, which is par-

ticularly relevant in this work, HMM was used in the construction of the user

profiles (fingerprinting) due to its effectiveness in modelling the temporal se-

quence of events or sequential data. This is particularly important, considering

the fact that the day of the week significantly impacts people’s daily activities.

Furthermore, HMM excels in capturing the probabilistic nature of user trajecto-
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Figure 4.1: Illustrates an Example of a Fully Connected (Ergodic) 2-States Hid-
den Markov Model. The Model Relates Days of the Week (Observations), Satur-
day, Monday, Tuesday, and Friday, to Areas of Interest (Home and Work) With
Both Transition and Emission Probabilities.

ries and their temporal dependencies. This capability is especially crucial when

examining the probabilistic links or relationships between frequently visited

locations (areas of interest) to reconstruct user mobility patterns or for user fin-

gerprinting. Thus, the sequential nature of mobility patterns makes HMM more

suitable for handling transitions between different locations over time. Such

type of modelling is crucial for differentiating users within a target dataset, as

each user’s mobility pattern can be uniquely represented within a probabilis-

tic framework. Leveraging such a characteristic is vital for the purpose of this

work, where the inference of user mobility patterns from sparse or anonymized

dataset is not straightforward.

Contrary to conventional approaches, where frequently visited locations might

be assigned as observables and days of the week with hidden states, this the-

sis adopts a reverse methodology. This decision stems from the goal of the

de-anonymization, which diverges from predicting the immediate future move-

ments or next locations as done in existing literature. Instead, the goal is to

construct the underlying pattern movement that characterize each user. By

representing areas of interest as the hidden states and days of the week as ob-

servables, our model adeptly captures the uniqueness of user mobility. This is

done by factoring the transition probabilities between frequented locations and

incorporating the temporal probabilities of visits to these locations, thereby im-
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proving the accuracy of the attack as evidenced in section 4.6.2.

4.4 Experimental Setup and Pre-processing

In preparing the target dataset for profiling of users, we sort the dataset by

the number of days spent by each user and divide it into two non-overlapping

datasets: the training dataset, which accounts for approximately 80% of the

total ground-truth dataset, and the auxiliary dataset (testing dataset), which

accounts for the remaining 20%. This is in deviation from other setups in the

literature [FSH11, MYYR10], where the testing dataset is not disjoint from the

training dataset (and in fact is a subset of it). As argued in [GKdPC14], this

leads to a testing dataset that is heavily biased, and to artificially high de-

anonymization results. Similarly to [GKdPC14], our dataset is instead non-

overlapping (trained and testing datasets are disjoint) to avoid bias. Unlike

[GKdPC14], however, where the dataset was split into two halves, one for train-

ing and one for testing, in this work the former makes up the bigger (80%) por-

tion of the dataset. In a real-world scenario, this would constitute anonymous

users’ mobility datasets published by a service provider. The testing dataset is

the adversary’s knowledge of known user mobility traces, which should consti-

tute a small fraction of the published mobility dataset and not necessarily be

the same as the published datasets. The assumption is that the adversary may

only gain limited knowledge about the mobility behaviour of the target user.

Furthermore, for each user in the anonymous dataset (training datasets), a

clustering algorithm is used to group each user’s mobility traces (longitude and

latitude) into clusters (Area of Interest, or AoI). The number of clusters (AoI)

output depends on the clustering algorithm and the temporal and spatial res-

olution of the raw mobility traces. For instance, selecting smaller values for

the selected clustering algorithm parameters may return more areas of interest

(states) per user, which, in effect, may impact the success of de-anonymization.

These clusters (AoI), generated by the clustering algorithm, act as the hidden

states in the HMM as defined in Section 4.3. Generally, these clusters or areas of

interest contain sensitive information (like home, place of work, place of wor-

ship, the type of health facility the user usually visits, etc.) that the adversary

is likely to discover for each anonymous user in the target database (training

dataset). Figures 4.3 and 4.4 each show an example of a different user whose

mobility trajectories are classified by the clustering algorithm into five clusters

(areas), with the black spots indicating noise (outliers). Figures: 4.3 and 4.4
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depict users included in the Taxicabs dataset and the GeoLife dataset, respec-

tively, both of which are discussed in Section 4.6.1. The specific days of the

week during which users entered these clusters (areas of interest) represent the

observational sequence used to learn about these areas of interest (clusters).

Then, using the HMM algorithm, we create a profile of each anonymous user’s

mobility traces (Markov model) from the training data.

Alice

Train

Test

D
e-anonym

izer

Pre-process

Location data

Figure 4.2: An Adversary Model Depicting How the Adversary Successfully Per-
formed the De-anonymization Attack. The Target Dataset Is Split Into Training
and Testing. Users’ Profiles (Fingerprints) Are Constructed Using HMM From
the Training Dataset. Passed to the De-anonymizer Are the Processed Mobility
Traces of a Target User From the Testing Dataset and the Lists of Generated
Profiles for Successful Reidentification.

The transition probability of 0.7 figure 4.1 indicates the probability of the user

going to work from home, and vice-versa for the transition probability of 0.6.

The transition probability of 0.3 from home to home could indicate that the

user may have left the house to make a quick trip to the store, coop, or even to

accompany a friend and quickly return home. Such a place may not be captured

as an area of interest if the user visits there infrequently. These profiles act as

the fingerprint or unique identifier (trajectory model) for each anonymous user

in the target database. An adversary can then easily associate one of these

profiles with a target user whose identity and a limited set of spatiotemporal

trajectories (testing dataset) are known to the adversary. Figure 4.2 presents

a diagrammatic representation of the adversary model of how the process of

de-anonymization is carried out. This model is used to understand better how

de-anonymization works. This view begins with the generation of the users’

profiles from the target dataset (the ground truth mobility dataset) and goes all

the way through to the final stage of the reidentification process.
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To speed up the re-identification process, we created a database (Λ) to hold

the model (λ) of each anonymous user such that: Λ = {λj}n
j=1, where λj =

{N, Ω, γ, β, π} is the model parameters for each anonymous user, and n is the

total number of anonymous users. The database (Λ) is updated each time the

temporal and spatial resolutions are modified. Depending on the selected reso-

lution parameters, the clustering algorithm may identify more or fewer areas of

interest and accordingly affect the overall computation of the model parameters

(N, Ω, γ, β, π) and consequently affect the re-identification process. The effect

of this modification is illustrated in the analysis in Section 4.6.2

The testing data, which is just a fraction of the training dataset, is assumed to

be the auxiliary knowledge (Spatio-temporal points) the adversary has about

the target user and wants to link to one of the anonymous users in the target

database (training dataset). In the sense of auxiliary information, these spa-

tiotemporal datasets (testing dataset) are similar in granularity to that of the

target database (training dataset) but not a subset of the target database.
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Figure 4.3: Taxicabs: A Taxi Driver With Five Different Areas of Interest (Clus-
ters), With the Black Points Representing Noise. The Spatial Traces Consist of
GPS Coordinates Gathered With an Android Tablet in Rome.

Thus, the adversary knows the target user but owns very limited Spatio-

temporal trajectories (testing dataset) about this user and wants to link this
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auxiliary information to one of the anonymous users in the database. Though

these users in the target database are unknown, their Markov mobility patterns

containing sensitive information are known to the adversary.

For this analysis, and in order to be able to quantify the success rate, we assume

the number of users in both the training and testing datasets is equal. Although

this may not be the case in a real-world scenario, where the adversary is likely

to have just a fraction of the number of people published in the target dataset

(training dataset), this is a common approach in the literature. For this rea-

son, let λ⋆ be the model (built from the auxiliary knowledge) for the target

user the adversary knows about. This would be needed in performing the re-

identification attack. A preprocessing such as encoding the user’s observational

sequences (δ1 · · · δT ) is performed before feeding the testing dataset into the de-

anonymizing algorithm. This helps the model to understand better to assign a

weight to the dataset correctly. Depending on the selected de-anonymizing al-

gorithm and the dataset in question, the testing data is tuned by modifying the

Spatio-temporal resolutions (in some cases, a new model is built on the testing

data) before performing the re-identification attack.

4.5 De-Anonymizers

In this section, two de-anonymization attack techniques (de-anonymizers) are

presented: the Forward algorithm and a Kullback-Leibler divergence-based al-

gorithm. The Forward algorithm is presented in Section 4.5.2. As it relies on

the likelihood estimator by generating sequence of conditional probabilities in

computing the likelihood, we also present the likelihood estimator in Section

4.5.1. The Kullback-Leibler divergence-based algorithm (Section 4.5.3), on the

other hand, relies on the divergence between the two probabilistic distributions

by quantifying their distance.

This work employs two different types of algorithms to comprehensively an-

alyze the performance of the de-anonymization process under different vary-

ing conditions based on the target users.Particularly highlighting the differen-

tial methodologies employed in the re-identification process. For example, the

Forward de-anonymizer is more focused on conditional probabilities across all

paths, whereas the Kullback-Leibler divergence is more focused on quantify-

ing the dissimilarity or relative entropy between probability distributions as

mentioned earlier. This comparative analysis allows for a more in-depth un-

derstanding of the impact of variables other than the observational sequence,
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Figure 4.4: The Spatial Representation of a User’s Movements in the GeoLife
Dataset: 5 Areas of Interest (Clusters) Are Recognized, With Black Points Being
Noise. Where an Area Is Not Connected to the Rest of the Graph, This Could
Indicate That the Location Is Reached Via Means That Prevent a GPS Signal
From Being Received (For Instance, Underground Metro or a Tunnel).

such as the time they are generated, on the final prediction of a target user.

Furthermore, the utilization of both algorithms facilitates how uniquely users’

profiles are exposed to both algorithms, that is, how accurately can both al-

gorithms accurately predict the targeted users correctly. This cross-validation

approach between the anonymizers aims to ensure a robust analysis of the re-

identification while also revealing the strengths and limitations of each in the

context of the re-identification accuracy process. The results, as illustrated in

section 4.6.2 underscore the differential impact of various factors on the pre-

diction capabilities of each algorithm. Building on this analysis, the practical

application of these techniques on real-world datasets further illustrate the po-
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tential of the re-identification process. Experimental result, discussed in Section

4.6, showcase the effectiveness of both algorithms in re-identifying users within

the target dataset

4.5.1 Likelihood

One of the problems a hidden Markov model can solve in a real-world scenario

is the probability for an observation sequence of size T (assumed to be gener-

ated by N -states) to belong to the model, or for the model results in such an

observation sequence, i.e., P (δ|λ). The intuition behind the likelihood score is

that if a model (λ) is built based on observation sequence; δ = δ1 · · · δT (from

the target database) similar to the one created by an individual (target user),

this should result in a higher likelihood score, P (δ|λ). Ideally, computing the

probability of such an observation sequence δ = δ1 · · · δT can occur when we

know the states sequence △ = △1 · · ·△T . Thus computing the probability of

the observational sequence considering all possible states sequence is given by:

P (δ|△, λ) =
T∏

t=1
P (δt|△t, λ)

= β1(δ1) · β2(δ2) · · · βT (δT )
(4.1)

Moreover, the probability of states sequence given the model is:

P (△|λ) = π1 · γ12 · γ21 · · · γT −1T (4.2)

Hence the joint probability of being in a state (△) of a specific type of observa-

tion is given by:

P (δ,△) = P (δ|△)P (△) (4.3)

Therefore, the probability of the observation sequence assumed to be generated

by the T states sequence is by summing the joint probability over all possible

hidden states:

P (δ) =
∑
△T

P (δ,△) =
∑
△T

P (δ|△)P (△) (4.4)
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With the given model λ, the observational sequence probability becomes:

P (δ|λ) =
∑
△T

P (δ|△, λ)P (△|λ)

=
∑
△T

π1β1(δ1) · γ1,2β2(δ2) · · · · γT −1,T βT (δT )
(4.5)

A direct computation of equation (4.5) for N states and T observations is com-

putationally infeasible due to NT possible states sequence, especially when both

N and T are large numbers. Thus having a computational complexity of approx

2T ·NT for such computations is not ideal in calculating the likelihood. A more

reliable and efficient algorithm to avoid such an exponential algorithm is the

Forward algorithm [BS68, Rab89]. The derivation is similar to the one pre-

sented in [Rab89].

4.5.2 The Forward De-anonymizer

The brute-force summation procedure for every possible state is not feasible in

practice. Thus the use of the Forward algorithm [BS68, Rab89] to make such

computations. Like dynamic programming, the Forward algorithm reduces the

number of calculations when computing the observational probability. It com-

putes the observational probability by summing the probabilities for all paths

(hidden states), resulting in such an observational sequence.

To compute the Forward algorithm, let’s define a forward probability (forward
parameter); αt(i) = P (δ1 · · · δt,△t = i|λ), which is the probability of the obser-

vational sequence, δ1 · · · δt after being in state △i at time t for the given model

(λ).
In computing the helper vector (forward parameter) inductively: First step:

α1(i) = πi · βi(δ1) where 1 ≤ i ≤ N , (4.6)

Inducting step gives:

αt+1(j) =
[

N∑
i=1

αt(i) · γij

]
· βj(δt+1) , (4.7)

where
1 ≤ j ≤ N

1 ≤ t ≤ T − 1
,

and where:
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• αt(i) is the probability of observing δ1 · · · δt up to being in state△i at time

t ,

• γij is the transition probability of moving from state △i to state △j ,

• βj(δt+1) is the probability of observing δt+1 at state △j.

Finally, summing all αT (i)′s at final time step t = T for all possible previous

states gives:

P (δ|λ) =
n∑

i=1
αT (i) (4.8)

Comparing this computation to the previous brute-force summation of the like-

lihood for all possible states (4.5.1) reduces the computation to order O(N2T ),
where N2 is as a result of computing N previous states (N elements of αt) to

all N states for each T observations. Thus, with this forward computation, we

can generate a score for each model (anonymous users whose mobility traces

are known) to aid us in the re-identification (de-anonymization) process.

We explore this solution by building a scoring algorithm (maximum likelihood

score) to de-anonymize (re-identify) the anonymous users (whose mobility

traces are known) from the training dataset with a certain threshold. Com-

puting such a score, all the anonymous users’ models in the target database

(Λ) are each called for each target user’s observational sequence and the results

(the likelihood score) are stored in the form of a matrix for the re-identification

analysis. Thus, let {Ω̃i}n
i=1 be the total target users with a known observa-

tional sequence in the testing dataset and n be the total number of users where

Ω̃i = δi
1 · · · δi

T is the observational sequence for target user i. Hence, from equa-

tion (4.8), we compute P (Ω̃i|λj), the likelihood scores for user i from the test-

ing dataset given models λj from the training dataset (anonymous users). Thus,

from the likelihood scores, the model λj (an anonymous user) that generates

the maximum likelihood score is likely to be the corresponding user from the

testing dataset (known users).

4.5.3 Kullback-Leibler Divergence De-anonymizer

The next de-anonymization algorithm relies on a divergence measure or rela-

tive entropy based on the Kullback-Leibler divergence [KL51], which in itself

is a generalization of Shannon’s entropy. This divergence measure was first

proposed by [JR85] as a distance measure for any two Markov models. It mea-

sures the difference between the two models’ log probabilities based on the

observations generated by one of the models. Technically, it’s not a distance
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measure as it does not satisfy the symmetric or triangular inequality property.

The divergence measure Γ(·, ·), between two models λ1 and λ2 is defined as:

Γ(λ1, λ2) = 1
T

[log P (δ(2)|λ1)− log P (δ(2)|λ2)] (4.9)

where δ(2) = δ1 · · · δT , is the observation sequence of size T generated by the

model λ2. Looking at equation 4.9, one can see that it is just the difference in

the likelihood computed in equation 4.8 between the models λ1 and λ2. The

interpretation of equation 4.9 is how well is model λ1 different from model

λ2 or how divergent is model λ1 from λ2 based on the observation sequence

generated by one of the models.

As this score measure is not symmetric, we employ the Jensen-Shannon di-

vergence (JS) to make it symmetrized and smoothened. The Jensen-Shannon

divergence (JS) between models λ1 and λ2 is given by:

JS(λ1||λ2) = 1
2

[
Γ
(

λ1,
(λ1 + λ2)

2

)
+ Γ

(
λ2,

(λ2 + λ1)
2

)]
(4.10)

Based on this divergent measure, we are able to build an evaluation score for

all the trained models to make predictions. A divergent score between λ1 and

λ2 closer to 0 simply means the two models, λ1 and λ2, are likely to be identical.

The adversary explores this algorithm by constructing a probability model of

the target user’s Spatio-temporal trajectories, similar to the one built for the

users in the target database. This model comprises transition probabilities (the

likelihood of moving from one area of interest to the other) and emission prob-

abilities representing the days the users were seen in these locations (areas

of interest). Consequently, for each target user (λ⋆), the adversary computes

the divergence measure between (λ⋆) and each anonymous user in the target

database, Λ = {λj}n
j=1. From the divergent scores between the target user and

the anonymous users, the pair models (target user and any of the anonymous

users) that result in the minimum score; min(λ⋆, λ) for a given threshold indi-

cates a corresponding match in the target database (Λ), i.e., the two models are

likely to be identical.

4.6 Experimental Evaluation

We evaluate the performance of our de-anonymization attacks based on

individual-level ground truth mobility trajectories from two different groups of
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users. The two proposed de-anonymization attacks are both based on the target

user’s blueprint (unique Spatio-temporal profile) built using the HMM. Parame-

ters such as spatial and temporal values were varied to test the robustness of the

proposed de-anonymizers. In addition, the success of the de-anonymizers was

compared with the state-of-the-art de-anonymizers in the literature. Specif-

ically, we compare our work to other attacks that used a similar dataset to

compute the accuracy of their algorithms.

4.6.1 Dataset

In evaluating the efficiency of the model and the de-anonymization attacks, we

exploit publicly available independent real-life mobility traces from two differ-

ent groups of users in two different cities: Shanghai (GeoLife) [ZZXM09] and

Rome (taxicabs) [BBL+].

The GeoLife [ZZXM09] dataset, consisting of 182 users’ GPS trajectories, was

collected by Microsoft Research Asia spanning from April 2007 to August 2012

in Shanghai. The dataset collected at a high rate of 1 to 5 s covers users’

daily routines such as shopping, sporting activities, workplace, going home,

etc. Users whose mobility traces covered less than eight days of GPS trajecto-

ries were filtered out for this evaluation.

However, the taxicabs [BBL+] dataset captures mobility traces of taxi cabs in

Rome, Italy using GPS devices. The dataset contains GPS trajectories of approx-

imately 320 taxis collected over 30 days (from 1 February to 2 March 2014) at a

high temporal resolution of about a second. Unlike the GeoLife dataset, which

has the trajectories of each user in a separate folder, the taxicab dataset has all

users (taxi drivers) in a single file. This required additional pre-processing to

sort the trajectories according to the IDs assigned to each driver. A peculiarity

of the taxicab dataset is that it represents trajectories of users whose work is not

carried out in a static location but rather in motion (normally within the con-

fines of a specific area of the city). This is similar to other professions and jobs,

including delivery drivers, sales representatives etc. It is important to note that

the dataset contains all user movements, including those to and from home. In

this respect, it is similar to other categories of users.

The ability of a model to successfully re-identify users in both datasets, despite

the variations between them, indicates flexibility in the attack.
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4.6.2 Experimental Results

Our experiment considers how the de-anonymizers perform separately on the

two different datasets (GeoLife [ZZXM09] and taxicabs [BBL+]) and how the

performance rates are affected by varying spatial resolution. As presented in

figure 4.5, the success rate of the Forward de-anonymizer (DF W ) on the Geo-

Life dataset (shown in the colour green) ranges from 72% to 65%, depending

on the chosen radius distance. This performance is a significant improvement

when compared to the performance of other de-anonymizers in the literature

(as discussed in Section 4.6.3).
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Figure 4.5: The Rate of Performance of the Forward De-anonymizer on the
GeoLife [ZZXM09] and Taxicabs Datasets [BBL+].

The performance of the de-anonymizer was validated using the taxicabs dataset

(represented in orange) from Milan, which had a larger number of users (over

300 users involved). The figure shows that the prediction rate increases sharply

from 58% for half a kilometre radius to about 88% as the radius distance de-

creases. From the figure, the radius distance is inversely proportional to the

success rate of the Forward de-anonymizer.

Successful re-identification of an anonymous user in the target database implies

that there is a similarity in observational mobility trajectories used to build the

model and that of the known user, resulting in the algorithm returning the
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highest score.

The DKL de-anonymizer was also tested on GeoLife datasets, with even stronger

results. Figure 4.6 depicts the success rates of the DKL de-anonymizer on the

GeoLife; from the figure, the prediction rate increases from 74% to 85% as the

radius distance decreases. When tested on the taxicabs dataset, the DKL algo-

rithm’s impressive performance becomes even more apparent. Its performance

increases sharply from 62% to a 90%, as depicted in Figure 4.6.
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Figure 4.6: The Rate of Performance of the KL De-anonymizer on the GeoLife
and [ZZXM09] Taxicabs Datasets [BBL+].

Tables 4.2 and 4.3, provide compelling results of the exceptional accuracy

demonstrated by our two proposed models in de-anonymizing users in the da-

taset. Consequently, when either model succeeds in de-anonymizing a user, the

results can be trusted with a high level of certainty. Furthermore, both models

are proficient in identifying a substantial number of anonymized users within

a given dataset, demonstrating their effectiveness and reliability in performing

de-anonymization tasks.

When it comes to the performance of both de-anonymizers, the DKL de-

anonymizer has a higher prediction rate than the Forward algorithm. Figure

4.7 and 4.8 depicts the superiority of the DKL algorithm over that of the For-
ward algorithm (DF W ) with varying spatial resolution. In the GeoLife dataset,

this difference in performance is even more pronounced. However, the rates
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of increase within both de-anonymizers were almost the same as the radius

distance decreases. This presupposes that the characteristics of the dataset in

question have an impact on the performances of the de-anonymizer.
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Figure 4.7: Performance Rate of the De-anonymizers on the GeoLife Dataset
[ZZXM09].

A property that makes the DKL de-anonymizer more effective is the observa-

tional property matrix (emission probabilities). Deviations in β return a higher

dissimilarity score DKL than in γ (transition between areas of interest). Con-

sequently, users are more likely to be re-identified if they normally visit areas

of interest on particular days. Naturally users gravitate to places of interest on

specific days, like going to the theatre on Wednesdays or to a stadium on Satur-

days. For example, consider two users who usually visit the same location, say

a shopping mall; the algorithm easily re-identifies them in a target database as

they normally make this visit on different days. Thus even if the trajectories are

similar, they are still likely to be re-identified because of the weight placed on

the identity matrix.

The superiority of DKL de- anonymizer’s performance is underscored by its

consistently higher F1 Scores across Tables 4.2 and 4.3 at every resolution level.

This demonstrates a more balanced and effective trade-off between Precision

and Recall scores in the GeoLife [ZZXM09] and Taxicabs [BBL+].

Another noteworthy finding in Figures 4.7 and 4.8 is that, while both de-
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Figure 4.8: Performance Rate of the De-anonymizers on the Taxicabs [BBL+].

Table 4.2: Performance Comparison of Model DKL and Model DF W on GeoLife
Dataset Measuring Precision, Recall, and F1 Scores Up to Three Decimal Places

GeoLife Dataset

Model DKL Model DF W

Resolution (km) 0.3 0.4 0.5 0.3 0.4 0.5

Precision Score 0.932 0.867 0.867 0.907 0.907 0.892
Recall Score 0.841 0.761 0.725 0.716 0.682 0.636
F1 Score 0.792 0.710 0.669 0.643 0.606 0.551

Table 4.3: Performance Comparison of Model DKL and Model DF W on Taxicab
Dataset Measuring Precision, Recall, and F1 Scores Up to Three Decimal Places.

Taxi Dataset

Model DKL Model DF W

Resolution (km) 0.3 0.4 0.5 0.3 0.4 0.5

Precision Score 0.948 0.878 0.794 0.954 0.907 0.851
Recall Score 0.899 0.779 0.614 0.876 0.772 0.577
F1 Score 0.872 0.741 0.548 0.843 0.712 0.478
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anonymizers appear to perform better in the taxicab dataset (figure 4.8) than

in the Beijing dataset (Figure 4.7), as the radius distance increases, both de-

anonymizers in Figure 4.7 of GeoLife dataset perform significantly better than

in the taxicab dataset (Figure 4.8). In fact, both de-anonymizers have a higher

prediction in the GeoLife dataset than in the taxicabs dataset at half a kilometre

radius. This is even more evident looking at Figure 4.5 and Tables 4.2 and 4.3.

This performance can be attributed to the fact that users in the GeoLife dataset

seem to have more varying mobility trajectories in wider areas, making them

easily identifiable (due to higher unique features per user). However, the same

cannot be said for taxicab drivers who are likely to have more similar mobility

patterns in wider areas. Taxicab drivers, for example, are likely to use a famous

street or a road network connecting to a popular location, such as a stadium

or an airport. For instance, most of the drivers in taxicabs [BBL+] were using

the A91 highway to the Leonardo da Vinci International Airport. In contrast,

users are likely to have many different routes to these same locations. As a re-

sult, identifying users with similar mobility patterns is more complicated than

identifying users with varying mobility patterns.

From the analysis, nearly 66% of the user profiles (Spatio-temporal user pat-

terns) in the GeoLife dataset built by the HMM were so distinct that both the

Forward and DKL de-anonymizers could re-identify these same individuals. As

a result of these users’ unique mobility patterns based on the HMM model, the

attacker could re-identify them regardless of the de-anonymizer used in this

work. Furthermore, one intriguing finding from the study is that when both

de-anonymizers predict the same user, as in 66% of the cases in the GeoLife da-

taset, then it is almost a certainty. At no point did the two algorithms (Forward
& DKL) predicted the same user, which turned out to be false. This gives the

assurance that combining these two algorithms in the de-anonymization attacks

will yield a result with a high degree of accuracy.

4.6.3 Comparison to Previous Attacks

As the GeoLife dataset [ZZXM09] is frequently used in the literature, it is com-

monly regarded as a benchmark. For this reason, we compare our results to

previous results on the basis of this dataset.

To make a fair comparison between our work and other known de-

anonymization attacks, we only consider previous works that used non-

overlapping training and the testing dataset. As discussed in Section 4.4,

and to avoid ambiguity, the training and the testing dataset should not be
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overlapping but rather disjoint (non-overlapping) to avoid bias. As evi-

denced in [GKdPC14], such bias results in artificially high success rates for

de-anonymization.

The works of MMC [GKdPC14], and UHMM [WZF+15] best met the criteria

outlined above. Both schemes are briefly outlined in Section 4.7.

Figure 4.9 shows how our algorithm compares to MMC [GKdPC14], and UHMM

[WZF+15] in terms of success rate. As illustrated in Figure 4.9, our de-

anonymization attack outperforms other algorithms when using the same pa-

rameters; our attacks DF W and DKL succeed at a rate of 72% and 88%, re-

spectively, compared to 40 to 45 per cent for UHMM [WZF+15] and MMC

[GKdPC14], demonstrating the effectiveness of our attack tools.

Further proof of the effectiveness of the proposed Forward and KL algorithms

is that they surpass even attacks evaluated over biased testing sets. Specifically,

UHMM’s achieved attack success rate is still lower than that of our algorithms

even when the training and testing datasets overlapped (were not disjoint), at

approximately 70%. We, however, discarded this result from the comparison

for the reasons outlined above. Similarly, [MYYR10], which achieves a perfor-

mance rate of up to around 90% based on the cabs dataset in San Francisco,

comes closest to our algorithm’s performance but was again heavily biased be-

cause the testing dataset was directly extracted from the training dataset.

4.7 Related Work

De-anonymization attacks in the context of a geo-located dataset have been in

the study for a while. However, prior research has demonstrated that delet-

ing personal identifiers like names, and email addresses etc., is insufficient to

anonymize individuals in the target mobility dataset. According to the work

of Mulder et al. [MDBP08], individual behaviour in a Global System for Mo-

bile Communication (GSM) network could be used to re-identify users. They

employed two different methods of identification: sequence of cells ID and the

Markovian model. The latter used static cells (GSM cells) as the states of the

model, which made it almost unlikely to form an ergodic (every state could be

connected in a single step) model, i.e., the transition between cells is unlikely

to happen without neighbouring cells. Gambs et al. [GKdPC14] also built a

Mobility Markov Chain (MMC) to de-anonymize users in a mobility dataset.

In their work, a state represents each point of interest (frequently visited loca-

tions). As with our work, each MMC is associated with a user, which represents
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Figure 4.9: Comparing the Performance of Our Method and That of MMC
[GKdPC14] and UHMM [WZF+15] on the GeoLife [ZZXM09] Dataset

mobility behaviour. In addition, they proposed distance metrics to measure the

similarity between two MMC where the minimum distance is the re-identified

user. One of the datasets used to evaluate the performance of their algorithm

is the GeoLife dataset. Freudiger et al. [FSH11] worked on re-identification

attacks in the context of geolocation. Their work considers both spatial and

temporal influences for de-anonymizing the target users. In particular, they

create a pair, home/work as an area of interest, where a home is a location

where the user typically stays between 9 p.m. and 9 a.m., and work is a loca-

tion where the user typically stays between 9 a.m. and 5 p.m. The home/work

pair is then used as a quasi-identifier to perform the de-anonymization attacks.

Wang et al. [WZF+15] proposed a user-hidden Markov model that took spatial

and temporal influences into account when de-anonymizing targeted users in a

geo-located dataset. Each HMM constitutes the mobility behaviour of the user

in the target dataset. Their technique is similar to our hidden Markov model

but with a number of differences. First, they divided a day into a 24-time span,

which corresponds to the set of states, while a place of visit is regarded as the

observational sequence. This is in sharp contrast to our approach, which uses

frequently visited locations (AoI) as the set of states and the days of the week

as the observational sequence. In addition, their attack was evaluated based on
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the GeoLife dataset using the ranking and voting step as the output metric.

4.8 Conclusion

Chapter 4 introduced a highly effective de-anonymization model for geoloca-

tion data, leveraging the hidden Markov model to construct user mobility pro-

files based on Spatio-temporal trajectories. By accurately predicting users’ ar-

eas of interest, our innovative approach establishes a robust HMM to model

users’ mobility patterns. The attack techniques demonstrate remarkable suc-

cess on ground truth mobility trajectories from two different cities, Shanghai

and Rome, re-identifying up to 85% and 90% of anonymized users in the Ge-

oLife and Taxicabs datasets, respectively. Our proposed algorithms outshine

existing de-anonymization attack methods in the literature, showcasing their

potential for real-world applications. The main conclusions of this chapter and

others are presented in Chapter 7.1.1 at the end of the thesis.
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Chapter 5

A Privacy-Preserving Protocol for
Indoor Wi-Fi Localization

In this chapter, we present a well-designed privacy-preserving protocol for in-

door Wi-Fi localization, effectively addressing the privacy concerns of users and

service providers in location-based services. The research findings described in

this chapter were presented in Alghero, Italy and included in the Proceedings

of the 16th ACM International Conference on Computing Frontiers (CF ’19),

hosted by the Association for Computing Machinery in New York, NY, USA.

5.1 Introduction

The prior chapter centred on how de-anonymization attacks can reveal sensi-

tive information, such as the place of worship and an individual’s health status,

based on the clinics the user normally visits in a location dataset. In addition,

and perhaps most significantly, to what extent this sensitive information can be

disclosed? The threats to users’ privacy that these de-anonymization attacks

present can be addressed in a number of different ways. A few of these fall un-

der the category of privacy-enhancing technologies (PETs), such as k-anonymity

or secure multi-party computation (SMC). In the context of this thesis, the lat-

ter, which is SMC, will be the potential solution to address the challenge of

protecting users’ privacy in the mobility dataset. The use of SMC: allows the

parties involved in the execution of a protocol to jointly compute functions on

their private input (like location data points or identities) without revealing

such input to the other party. This will preserve the privacy of the individuals

whose data is being analyzed. It is particularly useful when dealing with parties

with competing interests or mistrusting each other. For example, when two ser-
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vice providers need to collaborate on a joint project but are unwilling to share

sensitive information about their users or due to competitive advantage, the use

of SMC can be useful for them to work together without disclosing any sensitive

information in order to avoid compromising their competitive advantage.

Therefore, a protocol that protects users’ privacy, such as the one that is pro-

posed in this thesis, is essential in order to address some of the privacy concerns

that have been raised as a result of de-anonymization and the ethical use of lo-

cation data. This is especially true in indoor environments where GPS may

not be available or may have a weak signal. In a scenario like this, the Wi-Fi-

fingerprinting-based localization approach [BP00, YA05, CFFM15] is currently

regarded as the most promising technique for providing accurate information

for indoor areas. In particular, a major advantage of this method is that the ex-

isting Wi-Fi infrastructure, based on the IEEE 802.11 standard [IEE16], makes

it easier and cheaper to deploy with no additional hardware cost.

In order to infer a user’s location, Wi-Fi fingerprinting requires a location

fingerprinting database known as a radio map, built by recording Received

Signal Strength (RSS) from various access points (APs) in different locations

[KK04, LTK11]. Therefore, fingerprinting localization has two phases: the of-

fline and the online phase. In the offline phase, the Wi-Fi RSS from all the var-

ious APs of known positions in the building or desired indoor area is recorded

in order to build a database (radio map) saved on the service provider’s server.

The online phase, where the user interacts with the service, comes with two

sub-phases. First, the user measures the location fingerprint (RSS) from all the

APs in range at its current location (a grid point). The location fingerprint is

then sent to the central server to make a computation which compares the RSS

received to the reference radio map built in the offline phase, with the help of a

trained decision, in order to determine the location of the user in the building.

The computation of the location can be done, among others, using Eu-

clidean distance, likelihood estimator, or support vector machine for regres-

sion [BB05]. Although Wi-Fi-fingerprinting localization is promising, unlike

GNSS, it can violate user’s location privacy or leak user’s location information

[MTC08, STBH11, LSZ+14]. This is due to the fact that the user computes the

location interactively with the server, therefore revealing their location to the

service provider. One of the proposed solutions is to allow the client to have full

access to the radio map to compute the position locally [YA05, LCC+05]. How-

ever, this approach burdens not only the already constrained computational re-

sources of the user (especially in mobile settings) but can also lead to a serious
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privacy breach of the service providers’s database. In particular, this could leak

the entire map of a particular building. If we consider sensitive settings such

as an airport, this is clearly not desirable. To solve this problem, most of the

literature focus on the privacy of the user neglecting the Service Provider (SP)

[YA05, LCC+05], thereby exposing the SP’s database. Another area that has not

been fully addressed so far is how the SP can have real-time access to the user’s

location without at the same time violating the user’s privacy. For example, an

employer may wish to monitor his employees in areas deemed sensitive with-

out violating their privacy elsewhere in the building; and this can be achieved

indoors with a secured database that cannot be used for malicious activities by

users.

5.1.1 Contribution

In this chapter, we present an indoor location privacy-preserving protocol that

allows a service provider to query the location of a user without violating their

location privacy. The protocol protects both the user’s and the SP’s privacy but

still delivers the service based on the user’s location. Thus, both the SP and the

client are mutually distrusting, hence a typical problem of secure multi-party

computation. The protocol builds on the data structure presented by Palmieri

et al. [PCM14, CPM15, CPM18] to protect users’ privacy. The protocol also

uses homomorphic encryption and the (spatial) Bloom filter (SBF) [PCM14,

CPM15, CPM18], a modification of the classical Bloom filter [Blo70], to build

trust among both parties.

In particular, we summarize the main contributions of this chapter below:

• To the best of our knowledge, the proposed scheme is the first to use a

probabilistic data structure (SBF, a variant of the original Bloom filter) to

address the privacy of indoor localization based on Wi-Fi fingerprinting.

While other privacy-preserving protocols for indoor localization exist in

the literature (such as [LSZ+14], later expanded in [YJ18]), this work

does not focus on how the user can obscure the location from the service

provider, but on a broader perspective: how a service provider in a private

manner can have real-time access to users location without violating their

privacy.

• The proposed construction includes an efficient decision algorithm over

additive homomorphic encryption that can locate the user with a high

probability without leaking any location information, achieving private

indoor localization over Wi-Fi fingerprinting.
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Table 5.1: Notation: Acronyms and Symbols.

Symbol Meaning

RSS Received signal strength
rj RSS value of an access point j
Vu RSS values of user(u)
V RSS values for all n AP
C Encrypted RSS values
B = {△i}s

i=1 The set of area of interest
SBF The Spatial Bloom filter
B# SBF over the set of areas B
△i An area of interest
Enc(B#) Encryption of B# using pks

pku Public key of user U
sku Secrete key of user U
pks Public key of server
sks Secrete key of server
Enc(pku, Vu) Encryption of Vu using pku

{(θi)}k
i=1 The k nearest neighbours

{Enc(θi)}k
i=1 Encryption of KNN

d User exact location coordinate
Bu SBF build over d
B#

u Output of Enc(B#) and Bu

• Further to this, the partial homomorphic computation (based on Paillier’s

cryptosystem [Pai99] or any other scheme providing additive homomor-

phism) used to encrypt location information enables privacy-preserving

location-based applications based on the private indoor localization. In

particular, it guarantees the privacy of both the service provider and the

user, such that when the user is not in a sensitive area, the SP learns

nothing about the location.

• Finally, the proposed scheme only utilizes the existing Wi-Fi infrastructure

and doesn’t require new devices for the indoor environment or additional

resources.

5.2 Private Indoor Wi-Fi Localization

In this section, we give a general overview of Wi-Fi-fingerprinting. The process

can be divided into two-phases: offline (performed by the service provider),

and online (which involves both parties, service provider and user).
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Figure 5.1: System Architecture Illustrating the Pre-Processing Phase (Offline
Phase), in Which the Wi-Fi Signals (RSS) Are Recorded for Each Reference Point
(The Black Dots) by the Service Provider, and the Online Positioning Phase, in
Which the User Is Localised Based on the Submitted Wi-Fi Signals Using the
Matching Algorithm. The AP Represent the Wi-Fi Access Points, Also Known as
the RSS Values.

In the offline phase, the SP records the Wi-Fi fingerprinting known as received

signal strength in an area assumed to be a rectangular grid of points of interest

(xi, yi). Each location point (xi, yi) where i = 1 · · · l falls within a range of an Ac-

cess Points (AP), and the pair (x, y) is the location coordinate of the fingerprint.

The RSS n̂-dimensional vector Vi = {r1, r2, · · · , rn̂} where n̂ is the total number

of access points within the range of a location (xi, yi) , and n̂ ≤ n. In reality, n̂

will always be less than n, because no location (xi, yi) can be within the range

of all access points n. A database (radio map) is created as a reference point to

localize a user during the online phase. An example of the database is shown in

Table 5.2. In practice, the RSS signal quality measured in decibels is considered

exceptional when it’s below −40, very good between -40 to -55 and very low

beyond -80. We assign -100 to indicate an access point is unavailable.

In the online phase, the user using a positioning algorithm, gathers RSS values

Vui
= {r1, r2, · · · , rn̂} at a location (xi, yi) . These RSS values will be compared

with RSS tuples Vi = ⟨{rij}n̂
j=1⟩li=1 for l locations and n access points in the

database of the SP.
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Table 5.2: Wi-Fi Fingerprint Reference Database

li ap1 ap2 ap3 ap4 · · · apn

1 r1,1 r1,2 −100 −100 · · · r1,n

2 −100 r2,2 r2,3 r2,4 · · · −100
3 −100 −100 r3,3 r3,4 · · · r3,n

...
...

...
...

...
...

...

l rl,1 rl,2 rl,3 −100 · · · −100

The Euclidean distance θi, which is a measure between V and Vu is then com-

puted to localize the position of the user. There are various distance algorithms

(Manhattan distance, Minkowski distance, etc.) that can be used, but in this

work, we use the Euclidean distance :

θi = ∥Vi − Vui
∥ =

√∑n

j=1(Vi − Vui
)2 (5.1)

Due to the difficulty in making computations involving the square root of en-

crypted values, the squared Euclidean distance between V and Vu is rather used

in our algorithm as it achieves the same result:

θi = ∥Vi − Vui
∥2 =

∑n

j=1(rij − rui
)2

=
∑n

j=1r
2
ij +

∑n

j=1r
2
ui

+
∑n

j=1 − 2rij · rui

(5.2)

The k nearest neighbours {θi}k
i=1 are then selected and the average computed

to localize the position of the user.

5.2.1 The Two-Party Protocol

The description of the Wi-Fi-indoor location algorithm didn’t factor any privacy

concern and the computational limitations at the user’s side.
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Request for user's location data

User's encrypted data (C)



Enc(  )

SBF(B#
u)

B#
u = Create(d)

User
d=Dec (  )

SP

= C. VEnc(  )

V

Figure 5.2: System Design for Two-Party Computation With Private Inputs. The
Light Green Represents Data From the Service Provider (SP), While Data From
the User Is in Light Blue.

In this section, we present a novel algorithm where all these concerns are taken

into consideration. In addition, unlike other location algorithms, where appli-

cations are based on the user’s exact location, here the SP tries to learn the

location of the user without violating their privacy: in particular, the proto-

col will never reveal the user’s exact location to the service provider, but only

whether the user is within any area of interest. Areas of interest are pre-defined

by the SP (before execution of the protocol). If the user is outside such an area,

the provider learns nothing.

The two-party computation involves the user and the SP, and the communica-

tion happens over an authenticated channel. That is, both sides are sure the

messages they are receiving are coming from the right source. With this proto-

col, the SP is interested in learning the location of the user but doesn’t want the

user to have access to the database used in computing the location, whereas

the user doesn’t want the SP to learn the exact location but only presence in

a predefined area of interest. This kind of problem is called secure two-party

computation where both sides cannot learn anything about their respective in-

puts, beyond the explicit output.
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Protocol 1 Privacy Preserving Protocol for Indoor Wi-Fi

User Server

Enc(B#) Enc(B#), V

Vu←$ {0, 1}

C←$ Enc(pku, Vu) Enc(B#)←$ Enc(pk, B#)

C = {cj}n̂j=1

Enc(θi)←$ Enc(Vu)⊙ V

{Enc(θi)}ki=1

θi ←$ Dec(sku, Enc(θi))

d = (x, y) = loc {θi}ki=1

Bu = create(d)

B#
u = Enc(B#)⊙Bu

B#
u

Dec(sk, B#
u )

i←$ {△i}si=1

0←$ Otherwise

finalize

The proposed Protocol 1 addresses the concerns of both parties by revealing

only the area of the user’s location but nothing else to the SP. The nature of

the SBF filter, a variant of Bloom filter [Blo70] only makes it possible for binary

input. That is, given a vector of n -bits initially set to zeroes, k-independent

hash functions are used to map locations (elements) unto the filter by setting

their vector corresponding positions to 1. The user then shuffles these positions

to prevent the SP from detecting the exact location of the user. On the flip side,

the SP’s database is also protected from malicious users.

We now give a detailed description of the protocol. The protocol assumes a

planar rectangular grid covering finite points of interest (PoI) with a space of

1 m between two grid points. Each point of interest is within the range of n̂

access points of a total of n access points in the building or system.
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In the offline phase, SP records the Wi-Fi fingerprints multiple times at each

location for each access point and the average is computed. Thus ri will be the

average of rij. Thus if j = 3, then ri will be the average of measuring three

times for each access point at position (xi, yi). Like Table 5.2, the database is

constructed for all points of interest.

Algorithm 2 Spatial Bloom Filter Algorithm

Input : {△i}si=1, H←$ {hj}qj=1

Output : B#

1 : for i←$ 1 · · · s do

2 : for j←$ 1 · · · q do

3 : foreach t ∈ △i do

4 : B#[h(t)]←$ i

5 : return B#

The SP constructs a spatial Bloom filter (SBF) [PCM14, CPM15, CPM18], a

variant of the Bloom filter [Blo70] and a data structure that allows spatial rep-

resentation. Like the original Bloom filter, values are inserted using a one-

way function that supports probabilistic membership queries, that is, whether a

member belongs to the set or not. The SP constructs an SBF over only areas of

interest, then encrypts the filter Enc(B#) and sends it to the user.

The online phase is divided into four sub-phases: measuring, computation, pri-

vate localization, and sever localization. In the measuring phase, a user u,

using a positioning algorithm, obtains a fingerprint Vu and uses Pailler’s cryp-

tosystem to generate a pair of keys < pku, sku >. The key generation can be

executed once and offline, and the secret key can be kept until it expires (or is

compromised).

When the user receives a request from the SP, the user queries the local dataset

Vu and uses the pku to encrypt each rij and sends it to the server as outlined in

algorithm 3.

C = Enc(pku, Vuj
)

= {c1, c2, · · · , cn̂}
(5.3)

cj = {Enc(pku,−2rj), Enc(pku, r2
j )} (5.4)
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Algorithm 3 Private Localization of User

Input : Vu = {rj}n̂j ←$ {0, 1}n

Output : tu = (x, y)

User Outsourced Location

1 : for j←$ 1 · · · n̂ do

2 : Enc(Vuj )←$ Enc(pk, rj)

3 : post Enc(Vuj )

User Private Location

4 : get {Enc(θi)}ki=1 from S

5 : for i←$ 1 · · · k do

6 : θi←$ Dec(sk, Enc(θi))

7 : tu = (x, y)←$ mean{θi}

8 : Bu = create(tu)

9 : B#
u = Enc(B#)⊙Bu

10 : post B#
u to Server

The computation phase: after the localization server had received the encrypted

fingerprint {ci}n̂
i=1, it uses the Pailler’s homomorphic additive properties to com-

pute the Euclidean distance θi using a set of Vi from the reference database

to obtain the encrypted k-nearest neighbours. As a further protection to the

database against a malicious user, the server permutes the distance ciphertext

and add a generated random number to it. The computation under encryp-

tion is similar to Equation 5.2. Basically, the server encrypts the squares of the

selected training fingerprint r2
ij to output:

Enc(θi) =
N∏

j=1
Enc(r2

ij) · Enc(r2
uj

) · Enc(−2rij · ruj
)

where Enc(−2rij · ruj
) = Enc(−2rj)rij

(5.5)

Private location retrieval phase: the user receives the encrypted k-nearest

neighbours Enc(θi) line 4 of algorithm 3, decrypts it with the private key sku

to obtain the K nearest neighbours θi same as Equation 5.1. The user then esti-

mates the private location d by computing the geometric center of the k-nearest
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neighbours.

Sever localization phase: in the localization, the user first uses algorithm 2

to construct an SBF over the exact location d.The user who has access to SP’s

encrypted SBF Enc(B#) over the area of interest (AoI) will perform entry-wise

homomorphic product of the encrypted SBF Enc(B#) and Bu to obtain B#
u as

illustrated in algorithm 3. The user then randomizes the order of values in the

filter by shuffling Enc(B#), the output of the encrypted filter and sends it to the

server.

When the server receives the encrypted filter Enc(B#), it uses the private key

sks to decrypt the filter and performs location verification using algorithm 5.

Should any of the hash function h ∈ H return 0, then certainly the user is not

in an area of interest.

Algorithm 4 Localizing User’s Location by Server

Input : {Enc(Vu)}n̂j=1, {V }ni=1

Output : △i

Computing KNN in Encrypted Format

1 : for j←$ 1 · · ·n do

2 : for j←$ 1 · · · n̂ do

3 : θ[i]←$ Enc(Vuj )⊙ Vi

4 : post {θi}ki=1

Importing User Location

5 : get Enc(B#
u ) from User

6 : for i←$ 1 · · ·S do

7 : if △i = Dec(sk, Enc(B#
u ))

8 : return △i

9 : else :

10 : return 0

But if the output bits are greater than 0 for all hash functions, and the smallest

output value is i, then the user’s position is d ∈ △i minus the false probability

of the filter.
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Algorithm 5 Verification of Spatial Bloom Filter Algorithm

Input : B#
u , H←$ {hj}qj=1, B = {△i}si=1

Output : △i

1 : for i←$ 1 · · · s do

2 : for j←$ 1 · · · q do

3 : if B#[h(tu)] = 0 :

4 : return 0

5 : else B#[h(tu)]←$ i :

6 : return △i

5.3 Security

In this section, we present security definitions for the two-party computation

protocol, based on the honest-but-curious model [CDN15]. Thus, the parties

follow the instructions of the protocol but may try to learn more information

than allowed by the protocol.

The two-party protocol is secure if, at the end of execution, the exact location

of the user is privacy preserved and the server learns only the predefined area

of interest of the user’s location but not the exact location. If the user is outside

the predefined area of interest, then the server learns nothing about the user’s

location. The protocol preserves the service provider’s privacy if, at the end

of the protocol execution, the user is unable to obtain the list of the reference

Wi-Fi fingerprint (radio map), and the privacy of the predefined areas encoded

in the filter is preserved.

5.3.1 Security Discussion

To begin with, the user’s fingerprint sent to the server is encrypted using the

semantically secure Paillier’s cryptosystem. Hence the server cannot determine

the closest neighbours to the location of the user without the user’s private key

sku. In addition, the exact location of the user is protected from the server. This

is achieved by using algorithm 3 line 9, by encoding the exact location of the

user using (spatial) Bloom filter to produce an encrypted filter B#
u . Before the

user sends B#
u to the server, it permutes the filter by shuffling it to change the

order of the values corresponding to the user’s location. After decryption by the
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server, it will be impossible for the server to reconstruct the user’s filter based

on the order. Also, the security properties of Paillier’s encryption algorithm (or

any other additively homomorphic encryption scheme) ensure that the server

learns only limited values of B# corresponding to the non-zero values of Bu

[KS14], making it impossible to identify the user’s exact location. The server

will learn only the area of interest i if the number of non-zeroes corresponds

to b and all the values take i as the area of interest. If the number of non-zero

values corresponds to b, but some of the values are > i, due to the collision of

the filter, then the server learns only the area of interest △i and some patterns

of values but not the exact location. However, if the number of non-zero values

is < b, after the server decrypts B#
u using algorithm 4 line 7, then certainly the

server learns nothing about the user’s location, making it privacy preserved.

We argue the protocol also preserves the privacy of the SP data. In that, anytime

the user queries for the K nearest neighbours, the server blinds the result with a

random number that introduces enough noise to prevent the user from knowing

the real distances. Also, the permutation prevents the user from knowing the

indexes of the closest neighbours. Though some information may be leaked af-

ter computing the centroid, this is insignificant. To a larger extent, the database

is protected so far as both parties follow the instructions of the protocol. The

privacy of the predefined areas is preserved thanks to the homomorphic encryp-

tion of the filter. From algorithm 3 line 9, the user can perform multiplication

without knowing the cleartext of the predefined areas of interest inserted in the

filter by the server.

We do acknowledge that a malicious user may attempt to build its own database

by recording enough RSS values over the same field. However, as we can as-

sume the area is controlled, this will be practically unfeasible. Moreover, the

malicious user needs almost the same amount of RSS values to make accurate

predictions.

5.4 Conclusion

In this chapter, we developed a robust privacy-preserving cryptographic pro-

tocol for indoor Wi-Fi localization that effectively addresses the privacy con-

cerns of both users and service providers. The protocol ensures that the service

provider remains unaware of the user’s precise location outside pre-defined sen-

sitive areas while simultaneously preserving the confidentiality of the service

provider’s database. As a result, neither party can access information about the
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other’s input beyond what the protocol allows. Thus, the chapter demonstrates

a successful well-balanced solution for preserving location privacy in indoor Wi-

Fi localization without compromising functionality. The main conclusion to the

chapter can be found in 7.1.2.
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Chapter 6

A Cryptographic Protocol for
Efficient Mutual Location Privacy
Through Outsourcing in Indoor
Wi-Fi Localization

In this chapter, we present an advanced cryptographic protocol for efficient

mutual location privacy through outsourcing, building on and refining the pre-

viously presented two-party privacy-preserving protocol for indoor Wi-Fi local-

ization. The work has been accepted for publication in IEEE Transactions on

Information Forensics and Security and is available under the "Early Access"

area on IEEE Xplore [EP24].

6.1 Introduction

This chapter addresses the limitations and improves upon the two-party

privacy-preserving protocol introduced in the preceding chapter for indoor

Wi-Fi localisation. As digital services and applications are individualised and

tailored to each user based on the user’s context [GM02], it is crucial that

the user’s privacy is protected without compromising security. The LBS and

other location-aware applications are good examples of such tailored services.

Most LBS providers rely on user devices, such as smartphones equipped with

a satellite-based Global Navigation Satellites System (GNSS) receiver, to col-

lect this location information. Examples of GNSS are Europe’s Galileo, USA’s

Global Positioning System (GPS), Russia’s Global Navigation Satellite System

(GLONASS) and China’s BeiDou Navigation Satellite System (BDS). Unfortu-
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nately, as stated earlier, the satellite-based navigation systems’ positioning sig-

nals are too weak in an indoor environment and can only be relied upon when

used outdoors. Because of this challenge, the Wi-Fi access point would be

adopted due to the underlining advantages, as stated in the previous chap-

ter. However, the collection of location information raises a number of privacy

concerns that the Wi-Fi localisation protocol previously introduced in Chapter

5 attempted to address. Though this protocol is robust in protecting user pri-

vacy, the protocol only assumes a semi-honest adversary security model. This

type of adversary follows the instructions of the protocol execution but may

attempt to gather more information about the protocol without playing any ac-

tive role. As a result, the information is gathered mainly through observation,

such as through analysing the protocol’s metadata. While this assumption may

be useful in certain situations, it may not accurately reflect the potential threats

posed by active corrupt adversaries (malicious adversaries). Specifically, when

one considers environments that are more complex and unpredictable, such as

the IoT, it is more realistic in today’s cybersecurity landscape that threats from

active adversaries must always be incorporated in the design of such a privacy-

preserving localization protocol. However, this is the case even if one does not

consider the IoT a complex or unpredictable environment.

It is crucial to emphasise that, given the variety of real-world applications and

the various threat scenarios they entail, these two protocols — the semi-honest

and active adversaries settings offer different functionalities. For example, the

semi-honest model is suitable in an environment where entities are generally

perceived to be trustworthy. Thus, the primary concern is the exposure of sen-

sitive information to passive adversaries, typically necessitating a balance be-

tween usability and security. On the other hand, models considering active

adversaries are indispensable in hostile or complex environments where delib-

erate or active attacks are more likely. In such scenarios, it is imperative to

deploy robust security measures to protect against active adversaries.

To protect against active(malicious) adversaries, our protocol introduces a third

party in the design phase and, in addition, utilizes a combination of crypto-

graphic primitives. These include techniques such as homomorphic encryption,

which allows for the computation of encrypted data without decrypting it, and

secure multi-party computation, which enables multiple parties to jointly com-

pute a function without disclosing their inputs.

For a quick recap, generally, the process of localizing a user in an indoor space

using Wi-Fi comprises two phases: offline and online. In the offline phase, a
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service provider (SP) builds a fingerprint reference database called radio-map,

by measuring the Wi-Fi received signal strength (RSS) in a number of reference

locations (points for which exact location coordinates are known). The refer-

ence points are normally chosen following a geometrical grid structure. For

each reference point, the set of different RSS values for the available access

points becomes the fingerprint of that point. During the online phase, a user

generates the fingerprint of their location by measuring the RSS signals from

all the access points within the user’s range. The fingerprint is then sent to the

service provider to compute the user’s location. The location is calculated by

comparing the received fingerprint to the reference database built in the offline

phase, using any distance algorithm. Distance metrics include Euclidean dis-

tance, support vector machine, likelihood estimator, Sorensen distance and the

Manhattan distance [TMT+15].

The user-centred personalization of digital services introduces privacy chal-

lenges, as personalization depends on the user’s information being disclosed.

Preserving privacy in location-based services is particularly important due to the

high degree of uniqueness of human location traces, which prevents anonymity

and makes user re-identification trivial [dMHVB13b]. Preserving location pri-

vacy in indoor LBS is particularly challenging: unlike GNSS-based applications,

where GNSS receivers can compute the location without any interaction with

another party, Wi-Fi fingerprinting typically requires the service provider’s as-

sistance in determining the user’s location. This, in turn, implies disclosure of

the user location information to the server. The simplest solution to this prob-

lem would be to grant the user full offline access to the reference database to

locally compute the location. However, this trivial solution not only burdens the

already constrained computational resources of the user device (smartphone or

IoT device) but also requires disclosure of information in the opposite direc-

tion (from the provider to the user), potentially creating an opposite privacy

issue if the service provider’s database contains sensitive locations. In addition,

disclosure of the radio map could leak sensitive information about critical in-

frastructures, such as airports or hospitals, which often are primary users of

Wi-Fi indoor localization. It could also reveal the provider’s areas of interest,

that is, selected sensitive areas in the indoor space. For these reasons, in this

work, we focus on mutual location privacy, which aims to ensure the privacy of

the sensitive information held by both the user (their location) and the service

provider (the radio map and areas of interest). This is a specific realization of

the general concept of secure multi-party computation.
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Secure multi-party computation (MPC) is a cryptographic technique that allows

parties to jointly compute a function without revealing their private inputs in

order to preserve their privacy. In indoor Wi-Fi localization protocols, MPC can

be used to enable location-based services while preserving the privacy of the

users. However, the computation required for MPC can be resource-intensive,

which may limit its scalability and practicality, especially for clients with limited

computational power. In addressing this bottleneck, outsourcing client compu-

tation to a cloud server can offer several benefits. One of the main advantages

is that it allows clients to participate in the computation without being an im-

pediment in the process. Another benefit is that cloud servers can provide high

computational power and storage capacity that can improve the accuracy and

efficiency of indoor localization protocols making cloud server outsourcing an

attractive option for clients. Recent studies have demonstrated the effective-

ness of outsourcing computation to the cloud in secure multiparty computation

[JLL+19, OPS22, ZHS+22]. These studies highlight the potential of cloud out-

sourcing in enabling scalable and efficient indoor localization with enhanced

privacy and security using secure multiparty computation.

An area yet to be fully addressed in the literature is how a service provider can

securely check if a user is present in some predefined areas of interest without

learning their location outside those areas. For instance, an employer may wish

to have real-time access to employees’ location in predefined areas of interest

(e.g. to verify attendance), while employees have an interest in preserving their

privacy elsewhere in the building or outside the company premises [Gro04].

Another scenario is related to healthcare: a hospital may want to collect in-

formation on the average time a patient spends in a specific ward receiving a

particular service. The same might apply to health insurance companies, who

might want to compare hospitals to inform their reimbursement portfolio, i.e.,

reimbursing based on value [CFFM15]. In order not to infringe on their pri-

vacy, a patient should only be monitored when they enter certain parts of the

building (e.g. a scan room), and the provider should learn nothing about their

location elsewhere; at the same time, the map and indoor locations of these

parts of the building may need to be kept concealed for security.

In certain instances, it may be necessary to track the movement of individuals

within a building, such as during an emergency evacuation. However, the pri-

vacy of the individuals must be protected, and their movement outside of the

designated areas of interest should not be monitored. WiFi localization can be

used to ensure that the data collected is only pertinent to the area of interest
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and that the movements of users outside of the area of interest remain anony-

mous. In addition, in the wake of the COVID-19 pandemic, contact tracing has

become a vital tool for controlling a virus’s spread. One use case in our protocol

settings is the identification of individuals who have been in close proximity to

an infected person within a specific area; therefore, the locations of such indi-

viduals are not to be monitored in the building when they are outside of the

infected person’s area. This can help protect the privacy of individuals while

enabling effective contact tracing.

6.1.1 Related Work

In the following, we give an overview of relevant works in the literature related

to preserving the privacy of location information. Most of the works fall under

two broad categories based on their approach: homomorphic encryption and

combining two secure computations.

Our work applies to the location privacy setting the concept of outsourced se-

cure multi-party computation. The validity and usefulness of this concept and

setup have been demonstrated in other settings in several works, including

Araki et al. [AFL+16]. In their three-party computation protocol, designed

for network authentication (Kerberos), security is achieved against malicious

clients, and privacy can be guaranteed in the presence of two semi-honest ad-

versaries (servers).

A construction based on homomorphic encryption was proposed by Li et al.

[LSZ+14], who designed a protocol for privacy-preserving indoor localization

that utilizes Paillier encryption to protect the parties involved. Their secu-

rity model only considers an honest-but-curious client in protecting the service

provider’s database. In fact, results [YJ18] show that an attacker could care-

fully craft a packet that can leak the service provider’s entire database. Zhang et

al. [ZCZL16] adopt a more advanced approach to using homomorphic encryp-

tion (again based on the Paillier cryptosystem), which involves a support vector

machine for regression (SVR) to protect the untrusted parties involved in the

protocol. However, even this protocol is not secure against a malicious client:

a specifically crafted query by a client can easily expose the service provider’s

decision function used in training the data set. The work [EP19] presented an

indoor localization protocol with privacy. Unlike most other works that focus on

how the client can access their location privately, this work permits the service

provider to determine privately if a user is within predefined areas of interest.

Therefore, the client can privately learn their exact location while allowing the

Cryptography for Location Privacy 88 Samuel Nana Eshun, MSc



6. A CRYPTOGRAPHIC PROTOCOL FOR

EFFICIENT MUTUAL LOCATION PRIVACY

THROUGH OUTSOURCING IN INDOOR

WI-FI LOCALIZATION 6.1 Introduction

service provider to query if the user is within an area of interest. However, this

work is also limited by considering only honest-but-curious users.

The second type of protocol combines two secure computations to preserve the

privacy of the location information. An early example of such protocols is the

work by Shu et al. [SCYW14] that combines Paillier encryption and oblivious

transfer to design a privacy-preserving localization protocol. The protocol is de-

signed to protect users’ location and that of anchor helpers (similar to reference

points), who assist in computing a user location where the main user device

is not equipped with location sensors. For example, a laptop (the main client)

may rely on a nearby smartphone (the anchor helper) to determine their posi-

tion. Unfortunately, in [SCYW14], the resource constraint mobile client does all

the heavy computations, limiting the scheme’s real-world applicability. Yang et

al. [YJL21] also present a privacy-preserving location framework for proximity

detection in their work. By using an effective homomorphic encryption mech-

anism, the algorithm enables users (queriers) to discreetly query an LBS agent

for a range of arbitrary polygons (search regions). Five entities are involved

in the proposed protocol (PRQ), including the querier and a trusted party. All

other entities in the protocol’s security model are semi-honest except for the

trusted party.

Recent work by Järvinen et al. [JLL+19] presents a privacy preservation indoor

localization protocol (PILOT). The construction, which is implemented using

the ABY framework [DSZ15], combines secure computations (like secret shar-

ing and Yao’s garbled circuit) to preserve the client’s privacy and the database

hosting server. The protocol outsources the computations to two non-colluding

semi-honest parties different from the server hosting the database. Oleynikov

et al. [OPS22] recently proposed an LBS privacy-preserving proximity testing

protocol called POLAR. The algorithm, in particular, enables two clients (client-

to-client) to outsource most of their heavy computing to two servers by lever-

aging Secure Multi-Party Computation (SMPC) to improve the efficiency of the

proposed protocol. In addition, the protocol is secure against a static adversary

with at least one uncorrupted server.

The work of [YVSG22] employs 1-out-of-n oblivious transfer for ensuring pri-

vacy in location-based navigation. In addition, their work utilises private infor-

mation retrieval techniques due to the server’s caching of the user’s keywords,

which reduces the communication overhead.

Some recent works try to augment the capability of Wi-Fi to localise users by

employing additional information sources. For instance, Zhang et al.[ZHC+22]
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recently presented a private indoor localization strategy that uses both Wi-Fi

and Bluetooth signals. To protect the fingerprint, their approach applies a dif-

ferential privacy mechanism based on semi-supervised machine learning. The

authors of [RHWL22] propose an indoor localization technique that employs

a commercial Wi-Fi chipset to extract features such as motion and breathing

patterns. Their technique achieved an accuracy of 98.5% for a single user: this

result demonstrates the urgent need for privacy protocols that guarantee the

protection of the user’s location.

Most privacy-preserving protocols in the literature focus on preventing leakage

of the service provider’s database and client location while still allowing the

client to seek the service provider’s assistance for the localization service. In this

chapter, we maintain the privacy guarantees of the user while at the same time

increasing the capabilities and privacy of the service provider (SP). In particular,

the proposed protocol allows the service provider to securely verify if a user is

present in certain limited and predefined areas of interest while maintaining

the user’s privacy elsewhere. Like others in the literature, the protocol also

allows users to securely and effectively seek the service provider’s assistance for

private localization.

Our protocol involves non-colluding servers, as explained in the design of the

security model (Section 6.3). The assumption of non-collusion has been widely

used in the literature, including [RVBM09, SS13, KMRS14, JLL+19]. The as-

sumption of a non-colluding service provider and the cloud server is based on

the idea that there are scenarios in which both parties have incentives to keep

their clients’ data secure and private, as discussed in the above works. Among

these is that both the SP and the CS are often contractually required to provide

a secure and private service. Any breach of this contract may result in losing the

client’s trust, in turn resulting in a loss of business and reputation. Because ser-

vice providers generally build their business model on the trust of their clients,

any breach could result in serious legal and financial consequences. While col-

lusion is always possible, the risks and incentives associated with maintaining

client data privacy and security strongly motivate both parties to follow the

protocol and not collude. Furthermore, the cloud server and service provider

may be required by law or regulation to protect the privacy and security of

their client’s data. In practice, there are numerous scenarios in which a ser-

vice provider and a cloud server are not colluding. One example is when a

business outsources its data processing requirements to a third-party cloud ser-

vice provider. The cloud service provider may perform computations on the
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company’s behalf, but the company retains ownership of the data and compu-

tations.

6.1.2 Contribution

This chapter presents an efficient and secure indoor location privacy protocol

that allows the service provider to query if a user is within an area of interest

(out of a predefined set of areas) while maintaining the exact location of the

user’s privacy. As such, the provider does not learn the location of the user but

only the identifier of the area of interest if the user is within one and nothing

otherwise. The scheme prevents providers from defining too many or too broad

areas, while the provider’s database is also protected from malicious users.

The proposed protocol supersedes previous works in the indoor Wi-Fi location

privacy domain, including [EP19], which was presented in the previous chap-

ter, where the protocol offers protection to both the user’s fingerprint and the

service provider’s database yet delivers the service based on the users’ physi-

cal location. Unlike [EP19], where the security model was limited by the as-

sumption of honest-but-curious users, this protocol’s security is assured even

against a malicious user. Our work combines state-of-the-art techniques in se-

cure multi-party computation to preserve the privacy of the SP database against

malicious users. The model builds upon the spatial Bloom filter data struc-

ture [PCM14, CPM15, CPM18] and substantially improves the overhead at the

client-side with respect to comparable protocols in the literature. Specifically,

the main contributions of this chapter are summarized below:

• We design a hybrid technique by combining Damgård, Geisler and Krøi-

gaard (DGK) [DGK07, DGK09] encryption and an optimized garbled cir-

cuit to preserve both parties’ privacy. DGK encryption protects the user’s

query data and significantly reduces the message size space compared to

other well-known additive homomorphic encryption schemes like Paillier

(used, for instance, in [AFL+16]). The garbled circuit [Yao82, Yao86], on

the other hand, preserves the privacy of the database against malicious

users.

• Our protocol provides protection against malicious users with the addition

of a single server (CS). This method is a significant improvement over

comparable protocols, such as [JLL+19], which requires two parties to

achieve comparable security levels.

• Our protocol significantly improves the computation overhead for en-

crypting the fingerprint compared to solutions in the literature (as dis-
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cussed in Section 6.4) and offloads almost all the computation overhead

at the retrieval phase to the cloud server. In addition, the communi-

cation overhead is reduced by over 99.99% at the client-side compared

to the non-outsourced protocols. We achieved this by delegating most

of the heavy computation of the garbled circuit at the user-side to the

cloud server, thus making the protocol suitable for practical applications

when compared to computationally intensive client/server proposals in

[LSZ+14, EP19, YJ18].

• We provide a security and complexity analysis of our protocol and quantify

the computation and bandwidth gains compared to other similar localiza-

tion protocols available in the literature (Sections 6.3 and 6.4).

Table 6.1: Notation: Acronyms and Symbols.

Symbol Meaning

RSS Received signal strength
n The number of access points (ap)
m The number of reference points
ri,j RSS value at position i for ap j
Vi RSS values for all n ap’s at i
Vu RSS values of user (u)
c Encrypted RSS values of user
SBF The spatial Bloom filter
△ An area of interest (AoI)
T2 List of reference points
ξ Set of all the areas of interest
B# SBF over the set of areas of interest
Enc(B#) Encryption of B# using pks

pku Public key of user U
sku Secret key of user U
pks Public key of service provider SP
sks Secret key of service provider SP
T The bit-length of RSA moduli
Enc(δ) Unmasked encrypted euclidean distance
Enc[δ] Masked encrypted euclidean distance
D Referenced database of service provider
π Garbled indexes of smallest KNN distances
γ Random noise/value
d User exact location coordinate
Bu Bloom filter build over △
B#

u Output of Enc(B#) and Bu
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6.2 Private Indoor Wi-Fi Localization

In this section, we propose a novel private protocol for indoor Wi-Fi-based lo-

calization. In the following, we assume the reader has a good knowledge of

the main primitives used in the construction: homomorphic encryption and, in

particular, the cryptosystem of Damgård, Geisler and Krøigaard (DGK); Oblivi-

ous Transfer (OT); Garbled Circuits (GC); Bloom Filters (BF) and Spatial Bloom

Filters (SBF). For reference, we provide an introduction to these primitives in

Chapter 2 and Table 6.1, which outlines the notation and symbols used in this

chapter.

The protocol involves three parties: a user, the provider of the location-based

service, and a third party to which complex computation on the user side is

outsourced. The protocol security is discussed in Section 6.3, while its efficiency

against existing solutions is evaluated in Section 6.4.

As described in the introduction, the process of Wi-Fi fingerprinting is generally

divided into two phases: the offline set-up phase (usually run by the service

provider SP) and the online phase.

In the set-up phase, the SP creates a reference database D, by generating a

fingerprint (V ) for each reference point. The fingerprint represents the received

signal strength (RSS) for each access point within the reference point range. For

a given reference point (xi, yi), an n-dimensional vector Vi = {r1, r2, · · · , rn} is

generated, where n is the total number of access points. The total number of

reference points is m.

The fingerprints for all reference points together constitute the reference

database (radio map) which is later used to localize a client during the on-

line phase. Table 6.2 depicts an example of the reference database. Symbol

⊥ indicates that the reference point is outside of the range of the access point

(that is, no signal is received for that access point).

During the online phase, a user u wishing to obtain their location generates a

fingerprint by measuring the RSS values Vu = {r1, r2, · · · , rn} at their location

(xu, yu). The user’s fingerprint is then compared to the reference database D
to retrieve the position of the user with the help of any distance computing

algorithm.

The Euclidean distance, represented in the equation 6.1, is one of the most used

distance algorithms. It measures the difference in distance between V and Vu.

δ = ∥V − Vu∥ =
√∑n

i=1(Vi − Vui
)2 (6.1)
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Table 6.2: Wi-Fi Fingerprint Reference Database (D): Each Column Relates to
an Access Point api, While Each Row Represents the Fingerprint Vi for Reference
Point Coordinates (xi, yi). ⊥ Indicates No Signal From the ap at That Location.
D Is Also Called a Radiomap.

ap1 ap2 ap3 ap4 · · · apn

V1 r1,1 r1,2 ⊥ ⊥ · · · r1,n

V2 ⊥ r2,2 r2,3 r2,4 · · · ⊥
V3 ⊥ ⊥ r3,3 r3,4 · · · r3,n

...
...

...
...

...
...

...

Vm rm,1 rm,2 rm,3 ⊥ · · · ⊥

As stated earlier, a computation involving the square roots cannot be directly

rendered through homomorphic computation; hence the squared Euclidean dis-

tance (equation 6.2) which achieves the same result, is used here instead.

δ = ∥V−Vu∥2 =
∑n

i=1(ri − rui
)2

=
∑n

i=1r
2
i +

∑n

i=1r
2
ui

+
∑n

i=1 − 2ri · rui

(6.2)

From equation 6.2, the smallest k nearest distances {δj}k
j=1 are selected and the

average (k-means) is computed to localize the user.

6.2.1 Protocol Participants

Three parties participate in the proposed protocol, as described below.

User: a mobile device accessing a service provider to obtain his/her exact loca-

tion by inputting the related RSS fingerprint Vu.

Service Provider (SP): the location service provider who wishes to know if a

user is within an area of interest △ (defined over a geographical grid)

without infringing the user’s privacy by learning the location outside of

the area of interest. Even when the user is located within the area of

interest, the server only learns this fact (presence in the area), and not

the user’s exact location. The server can define a set of areas of interest

ξ = {△1, . . . ,△l}.
Cloud Server (CS): a third party who aids the user by performing computa-

tionally expensive operations without making any input to the evaluation

function.
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6.2.2 Protocol Overview

Here, we provide a high-level overview of the protocol. Later in the text, the

protocol is detailed further by identifying the operations performed by each

participant.

Request for user's location data

User's encrypted data (C)
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User
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Figure 6.1: System Architecture for Secure Three-Party Computation. Most
of the Heavy User-Side Computation Is Delegated to the Cloud Server (CS)
Without Revealing the User’s Private Input. Using the OT Protocol, the CS Can
Securely Interact With the Service Provider (SP) in Order to Perform Secure
Computations on the User’s Behalf. The Arrow’s Color Indicates the Flow of
Information From One Party to Another, With Light Blue, Light Green, and
Light Orange Representing the User, SP, and CS, Respectively.

The protocol works as follows. First, the SP generates a public and private key

pair (pks, sks) and constructs a spatial Bloom filter (SBF) B# over the set of

areas of interest ξ = {△1, . . . ,△l} following the same process as in [CPM15].

Then, the SP encrypts the filter using its public key pks, and sends the encrypted

filter Enc(B#) to the cloud server CS. This step can be done offline.

The user generates a public and private key pair (pku, sku). Then when the user

wants to learn their location, they construct the fingerprint Vu of their location

using RSS data and encrypt it using the public key pku, i.e., c = Enc (pku, Vu).
The encrypted fingerprint c is sent to the SP, while the decryption key sku is

forwarded to the cloud server CS on the assumption that the cloud server and

the SP do not collude.

Using the client public key pku and the received fingerprint, the service provider

SP can compute a masked encrypted Euclidean distance Enc[δ] (by adding en-
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crypted noise to the encrypted Euclidean distances Enc(δ) to obscure it from

the CS after decryption), using the reference database D (details of this are

provided in the detailed protocol description).

The SP and the CS then engage in what is called a secure two-party computation

using garbled circuit and oblivious transfer with two objectives: first, for the CS

to remove the masking (noise) added to the encrypted Euclidean distances,

Enc(δ), by the service provider (SP); and secondly to compute the k-smallest

Euclidean distances.

The CS sends the indexes of the k-nearest Euclidean distances (indistinguish-

able from random noise for the CS) to the user, who then retrieves the plain

distance using the garbled output function. From the k nearest distances, the

user localizes their exact location.

At regular intervals, as required by the application, the user determines the

geocode (numerical representation of location coordinate) corresponding to

their current location as described above. Subsequently, they encode the

geocode using the hash functions sent by the service provider and send the

hash digests to the CS. Finally, the CS constructs a filter (Bu) for the user using

the received digests and performs the entry-wise homomorphic product of the

user’s filter (Bu) (plaintext) with that of the SP (B#) (ciphertext). The result of

the operation, sent to the SP, allows it to determine the user’s presence in an

area of interest without revealing the area of interest to the user and the exact

location to the service provider. The CS learns neither.

In the following, we provide a detailed description of the protocol, dividing it

into different phases. The scheme requires an offline preparation and initial-

ization phase, followed by four on-line phases: a measuring phase, a computa-

tion phase, a retrieval phase, and a server localization phase. The protocol in

its entirety is depicted in Protocol 6. Algorithms 7-9 describe the protocol in

pseudo-code from the point of view of the three parties: Algorithm 7 presents

the client-side, Algorithm 8 the third party cloud server and Algorithm 9 the

service provider. Specific steps in Protocol 6 are cross-referenced in Algorithms

7-9 for readability.

6.2.2.1 Preparation and Initialization Phase

In this phase, the SP publishes the localization-aided data {T1, T2} of the refer-

ence database (D) it holds to all users, where T1 = {ap1, · · · , apn} is the access

points and T2 = {τ1, · · · , τm} represents the list of reference points. Importantly,

it does not release the entire radio map. The user generates an encryption key
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Protocol 6 Outsourcing Privacy-Preserving Protocol for Indoor Wi-Fi Localiza-
tion

$

$

$

U SP CS

Enc(pku, Vu) C = (c, Enc(φ)j 3)
(1)

{Enc[δi]}k
i=1

(2)

Enc(δi) C ⊙ V
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Kδi
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H(d)(5)

Dec
(
sk, B#

u

)
Bu Bj [hi(d)]

B#
u = Enc

(
B#)

⊙Bu

B#
u (6)

j {∆j}s
i=1

0 Otherwise

$

$

$

$

$

C

(3)
1− 2 OT Ä

Kδi
i ,F

ä
πi

D FVu {0, 1}$
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pair < pku, sku > using the DGK cryptosystem and publishes the public key

pku while the server uses an encryption scheme that allows private Hadamard

product to generate key pairs < pks, sks >. Through a secure communication

channel, the user sends the decryption key sku (this can always be revoked if

compromised) to the CS. Using a keyed hash function (H⋆), the SP constructs

a spatial Bloom filter (B#) over the areas of interest (△) using the algorithm

described in [CPM15] where△ ∈ ξ, and encrypts it with the public key (pks) to

obtain Enc(B#). It is worth noting, while ξ constitutes the set of all the areas

of interest (△), ξ ⊆ T2, thus the exact location of the user, d ∈ T2 but may /∈ ξ

depending on the position of the user. The service provider SP sends its pub-

lic key (pks) together with the encrypted filter Enc(B#) to the CS, and H⋆ and

garbled output function [(H(π0), 0), (H(π1), 1)] to the user. The above process

can be executed once and offline (that is, separately from the execution of the
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Algorithm 7 User (U)

Input : Vu = {r1 · · · rn}; ri ∈ {0, 1}n, H Output : Bu

User Outsourced Location

7 : C←$ ∅
8 : for i←$ 1 · · ·n do
9 : ci←$ Enc(−2ri)

10 : Enc(φ)j3←$ Enc(∑n
i=1r

2
i )

11 : C.append
{

c, Enc(φ)j3

}
12 : post C to S


Step (1)

of Protocol 6

Retrieving Private Location

13 : D←$ ∅
14 : get {πi}k

i=1 from CS
15 : {h1, · · · , hk}←$H
16 : for j←$ 1 · · · k do
17 : dj←$ lsb(πj)⊕ hj

18 : append{dj}k
j to D

19 : d = (x, y)←$ loc{D}


Step (4)

of Protocol 6

remainder of the protocol).

6.2.2.2 Measuring Phase

The user generates the RSS fingerprint Vu = {r1, · · · , rn} of her position, and

computes:

c = Enc(−2r1), · · · , Enc(−2rn) (6.3a)

Enc(φ)j3 = Enc
Ä∑n

i=1r
2
ui

ä
. (6.3b)

The results are sent to the SP, as indicated in Algorithm 7 (step 1). The RSS

measurement can always be done in an offline phase, and new RSS data is gen-

erated only when the user’s position changes. Also, this is the only computation

the user does before receiving the indexes of the k-smallest Euclidean distances

from the CS. Interaction between the mobile user and the SP ends after the

input query. The rest of the communication is either between the SP and the

CS or the CS and the mobile user.
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6.2.2.3 Computation Phase

After receiving the user’s encrypted fingerprint {ci}n
i=1, the SP computes the

masked encrypted Euclidean distances Enc[δ] between the received fingerprint

and the reference database D (Table 6.2). The results are forwarded to the CS.

The computation is possible due to the homomorphic properties of the DGK

cryptosystem [DGK07] as depicted in step (2) of Algorithm 9. Specifically, the

SP computes:

Enc(φ)j1 = Enc
(∑n

i=1r
2
i

)
(6.4a)

Enc(φ)j2 =
∏n

i=1

(
ci

)ri

, (6.4b)

and the encrypted euclidean distance Enc(δ) such that:

Enc(δ) = Enc
(∑n

i=1(ri − rui
)2
)

= Enc
( n∑

i=1
r2

i

)
·

∏n

i=1

(
ci

)ri

· Enc
Ä∑n

i=1r
2
ui

ä
= Enc(φ)j1 · Enc(φ)j2 · Enc(φ)j3

(6.5)

In order to protect the database D from being leaked to the cloud server or

a malicious user (i.e., if the user colludes with the cloud server) , the service

provider blinds (masks) each of the encrypted distances Enc(δj) with a unique

random value γj ∈ R such that:

Enc [δj] = Enc(δj) · Enc(γj) (6.6)

where γj ∈ {0, 1}n ∀ j ∈ {1, · · · , m}. The SP finally sends the masked en-

crypted distances Enc [δ] to the cloud server (CS) (line 34-38 of Algorithm 9).

After receiving the masked encrypted distances {Enc [δ]j}m
j=1, the CS decrypts

these distances using the user’s decryption key sku to obtain unencrypted

masked euclidean distances {[δ]j}m
j=1 made up of the euclidean distances (δ)

and the added noise (γ) as shown in equation 6.7. The process is described in

Algorithm 8.

[δ]j = δj + γj (6.7)

In the first part, which is to remove the noise (γ), the SP and the CS use Yao’s

protocol (garbled circuit) and OT. The SP constructs a garbled circuit by first

representing a subtraction function al̂ − bl̂ = [δ]− γ as a Boolean circuit, where

l̂ is the bit-length of the distance. Substituting equation 6.7 into this function
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yields:

a− b = [δ]− γ = (δ + γ)− γ = δ (6.8)

The subtraction circuit is similar to the one in [Sch12, KSS09], takes 2-input

AND gate and ’free’ XOR [KS08] computations (i.e., evaluation of the XOR-

gates do not require any garble tables). The second part of the garbled function,

F , is to perform the comparisons & conditional swap using the technique of

[JLL+19]. The entire circuit is converted into garbled circuit (encrypted circuit)

and sent to CS. The SP’s input values of the circuit γ1, · · · , γm, are converted

into garbled values γ̃1, · · · , γ̃m, which can be sent along with the circuit to CS.

The garbled input of CS,
[
δ̃1
]

, · · · ,
[
δ̃m

]
corresponding to the masked distances

[δ1] , · · · , [δm] are transferred to CS using parallel OT to enable the CS evaluates

the circuit as shown in step (3) of Algorithm 8. At the end of the evaluation,

CS obtains the indexes π1, · · · , πk corresponding to the k-smallest Euclidean

distances δ1, · · · , δk. The CS then forwards the output indexes {πi}k
i=1 to the

mobile user (line 27 of algorithm 6.3); these indexes are indistinguishable from

random noise by the CS without the translation output table/function.

6.2.2.4 Retrieval Phase

When the user receives the garbled output indexes {πi}k
i=1 of the smallest

k-nearest Euclidean distances, she uses the output function/translation table

[(H(π0), 0), (H(π1), 1)] sent by the SP to translate the garbled values (garbled

output) to the corresponding plain indexes. The plain k-indexes correspond to

the k-smallest euclidean distances dj as depicted in step (4) of Algorithm 7.

With the translation table, the user can determine the semantics of the output

wire, i.e., H(π0) represents 0 and H(π1) represents 1 for all the l̂ bits of each of

the received euclidean distances. The user then estimates the private location

d by computing the centroid of the k-nearest neighbours using T2 (the list of

reference points).

6.2.2.5 Server Localization Phase

When the SP makes a request about the user’s location, the user determines

the geocode of d(xi, yi) ∈ T2. Using a keyed hash function H⋆, the user com-

putes the H⋆(d), i.e., the digest over the location d, and sends the results

{h1(d), · · · , hk(d)} to the CS, where hi(d) is the hash values/digest over d.

When CS receives the hash values {hi(d)}k
i=1, creates a Bloom filter Bu, by map-
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Algorithm 8 Cloud Server (CS)

Output : π

Obtaining User’s Euclidean Distances

20 : get Enc[δ] from SP
21 : for j←$ 1 · · ·m do
22 : [δj] ←$ Dec(sku, Enc [δj])
23 : return [δ] ←$ [δ1] · · · [δm]

1-2-Oblivious Transfer

24 : get
{
K0

i ,K1
i

}m

i=1
←$K from SP

25 : [δ1] · · · [δm] ←$ [δ]
26 : for j←$ 1 · · ·m
27 : foreach [δ] do
28 : Kδ

j ←$ {Kδ1
1 , · · · ,Kδm

m }
29 : return Kδ←$Kδ

1 · · · Kδ
m


Step (3) of
Protocol 6

Circuit Evaluation

30 : for j←$ 1 · · · k do
31 : πi←$F(Kδ)
32 : return π←$ π1 · · · πk

33 : post π to Client


Step (4) of
Protocol 6

ping the hash values unto the filter and the number of 1s = α counted, since

this filter is binary and only takes 1s and 0s as input. Due to the multiplicative

homomorphic properties, CS can compute Enc(B#
u ) = Enc(B#)⊡Bu, using SP’s

public key (pks). If the user’s current location was mapped unto to the spatial

Bloom filter (SBF) by the SP, then after the multiplication of the two filters,

all non-zero values in Enc(B#
u ) corresponding to the user’s mappings in filter

Bu, will remain, while all other positions in Enc(B#
u ) become zero. Finally, CS

permutes the results, Enc(B#
u ), which changes the order to hide the location of

the user, and sends both α and Enc(B#
u ) to the SP for verification.

When the SP receives the encrypted filter Enc(B#
u ), it decrypts it using the secret

key sks, and subsequently performs location verification. If the number of non-

zeros in the filter is < α, then certainly the user is not within an area of interest

i.e., d /∈ △. Else, if the number of non-zeros equals α, then the smallest output

value △j, will be the area that contains the geocode of the user’s location i.e.,

(d ∈ △j), minus the false probability.
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Algorithm 9 Service Provider (SP)

Input : {Vi}n
i=1, γ

R←− ∈ {0, 1} Output : Enc [δ]

User Outsourced Location

34 : get ci, Enc(φ)j3←$ C from Client
35 : for j←$ 1 · · ·m do
36 : for i←$ 1 · · ·n do
37 : Enc(φ)j1←$ Enc

(∑n
i=1V

2
ij

)
38 : Enc(φ)j2←$

∏n
i=1

(
ci

)vi,j

39 : Enc(δj)←$ Enc(φ)j1 · Enc(φ)j2 · Enc(φ)j3

40 : return Enc(δ)←$
{

Enc(δj)
}m

j=1


Step(2) of Protocol 6

Masking the distances

41 : for j←$ 1 · · ·m do
42 : Enc(γj)←$ Enc(pks, γj)
43 : Enc[δ]j←$ Enc(δj) · Enc(γj)
44 : return Enc[δ]←$

{
Enc[δ]j

}m

j=1
45 : post Enc[δ] to CS

6.3 Security

The security of the proposed Protocol 6 relies on the underlying cryptographic

primitives used. The security model is based on a malicious user and honest-

but-curious non-colluding service provider (SP) and cloud server (CS). In other

words, the SP and CS can analyze the data they receive to try to recover other

parties’ inputs but they should not deviate from the protocol and should not be

under the same authority/administrator. The user can instead provide arbitrary

inputs and deviate from the protocol. This is novel with respect to the leading

solutions in the literature, including [EP19, LSZ+14], which offer protection

only against honest-but-curious adversaries.

This security model, and in particular the non-collusion requirement, is estab-

lished in the literature and is in line with current research on outsourced multi-

party computation [CMTB16, JNO14, KMR12]. We argue that the model is also

in line with industry practice and real-world expectations. While it is appro-

priate to assume a service provider and outsourced cloud server could become

“curious”, that is, learn as much as possible from their interactions, it is also re-
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alistic to assume they do not actively deviate from the protocol. This, however,

can not be assumed of a user. Non-collusion is also a common legal require-

ment in the industry sector, for instance, in the case of financial and technical

independent audits [DRS10].

In the following, we first provide an informal overview of the privacy achieved

by the protocol (Section 6.3.1); then we provide a formal security definition

(Section 6.3.2) and proof (Section 6.3.3).

6.3.1 Privacy

Privacy in this protocol means:

• The SP only learns if the user is present in one of the limited predefined

areas of interests △ (and which area), but not the user’s exact location.

In other words, if the user is outside the predefined areas of interest, the

SP learns nothing about the user’s location. If the user is within an area,

the SP learns the area only.

• The user only learns the estimated private location based on the user’s in-

put but nothing else. Thus, the SP reference database and the predefined

areas (△) encoded in the filter are not disclosed to the user.

• The cloud server learns nothing and remains oblivious to both the user’s

location and the service provider’s database.

The localization protocol starts when the mobile user first submits her input to

the algorithm. This input (Vu) is always encrypted using her public key and the

DGK-cryptosystem [DGK07]. Since the DGK cryptosystem is proven to be se-

mantically secure (IND-CPA) under the hardness of the RSA subgroup assump-

tion, it is impossible for the server to recover the plain RSS input of the user

within a polynomial-time without the secret key (sku). Though the homomor-

phic properties of the DGK cryptosystem allow the server to compute k-nearest

neighbours of the user, the SP cannot recover the plaintext (RSS values) from

the k-nearest neighbours without first recovering the private key of the user

sku. Even when the user happens to be in the same position twice or more, the

probabilistic property of the DGK algorithm prevents the service provider from

noticing due to randomness in the encryption of the input query. Even after

the Euclidean distances have been computed, the semantic security of the DGK

ciphertext remains intact. The protocol settings allow only the SP to construct

the garbled circuit (GC), whose security is proven in [LP09]. The use of the OT

as a tool for the GC prevents the SP from getting access to the CS’s input [δ] of

the user.
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Notwithstanding that the CS has access to the user’s private key sku, the CS

cannot make any deduction from the masked Euclidean distances [δ] without

access to the user’s plain input. The security of GC further ensures that the

gabled output π is indistinguishable from random values without the transla-

tion table. It was also shown in [BHR12] that GC is oblivious, such that given

the garble function F and input Kδ reveal nothing about the user’s plain input.

This preserves the privacy of the user’s exact location from both the CS and

SP. The user sends only the encoded hash values of her location to the CS. The

caveat here is that this could potentially allow the CS to brute-force the location

on the assumption that it has access to: the hash function, the geocode of T2 and

knowledge of T2. We argue this is unfeasible without colluding with SP. Nev-

ertheless, the use of the keyed hash function prevents this attack and thereby

guarantees the privacy of the user’s location even if the CS has knowledge of ξ

or T2.

Mapping the hash values {h1(d), · · · , hk(d)} into the filter by CS ensures that the

user’s exact location (longitude and latitude coordinates) are never leaked to

the SP. Considering that cryptographic hash functions are one-way functions,

it is infeasible to reverse the operations. Besides, the shuffling of the filter

Enc(B#
u ) hides the user’s exact location should the user be in any of the prede-

fined areas of interest (△). When the SP decrypts the filter Enc(B#
u ), and the

number of non-zero values in (B#
u ) is equal to α, it implies the user is within

one of the areas of interest (△) with the area being the smallest positive in-

teger minus false positive. It is statistically infeasible for the SP to infer from

the filter (B#
u ) the user’s exact location due to the re-ordering of the non-zero

values. Equally, if the number of non-zero values is less than α, then surely the

SP learns nothing about the user’s location which in effect preserves the user’s

privacy.

From the SP perspective, the user only receives output based on her input. The

user does not participate in the computation after submitting her encrypted

input; hence, there is little a malicious user can do to corrupt the computation

of her location. The GC circuit outputs only the indexes (π), of the smallest k-

nearest Euclidean distances (δ) to the CS. Thus, if the GC is semantically secure

(IND-CPA), then the protocol leaks no information about SP’s database (D)

because the garbled values of the circuit are indistinguishable from pseudo-

random noise. We hold the same security definition as [BHR12], that GC is

private because having access to the decoding function and the output values

(indexes of the k smallest distances) leaks no information about the database
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and the user’s input. In the worst-case scenario, arbitrary inputs by the user can

only affect the correctness of the protocol but nothing else. Moreover, blinding

each of the Euclidean distances with different random valuesR prevents the CS

from learning any information about D after decryption, assuming it colludes

with the user. The security of the oblivious protocol (OT) ensures that the CS

receives only outputs that correspond to its inputs (decrypted masked Euclidean

distances [δ]) without gaining any additional information about the SP’s input.

Therefore, the privacy of the SP’s database (D) is preserved since the output of

the protocol to the user is only the indexes of the k-smallest neighbours.

The use of homomorphic encryption (which is statistically indistinguishable)

to encrypt the filter preserves the privacy of the predefined areas encoded in

the filter. The homomorphic properties allow CS to compute private multiplica-

tion of Enc(B#) and Bu without gaining any additional information about the

encoded filter Enc(B#
u ).

Though an adversary may attempt to build their own database (D̃), similar to

D over the same area, this would not give them an advantage in learning the

SP areas of interest (δ). Furthermore, constructing an alternative D̃ is either

impracticable in the given setting or useless: if the indoor space has restricted

areas, the attack is impracticable as the user does not have access to those

restricted areas (considering a critical infrastructure such as an airport), and

we can assume even the accessible indoor areas in question are a controlled

environment. Attacks on the physical infrastructure are outside the scope of

this work. If, instead, the indoor space is publicly accessible and information

on the location of the AP is public as well, the user does not gain any further

knowledge in constructing D̃, and the SP’s areas of interest are never revealed

to the user. Finally, a database (D̃), built by an adversary, is unlikely to make

the same accurate prediction of the SP’s well-trained reference database (D).

6.3.2 Security Definition

We formulate a security definition based on the Real/Ideal world paradigm

similar to [Gol04, KMR11]. As indicated earlier, our model setting involves 3-

parties in the execution of the protocol. One of the parties (the user, such as a

mobile client) can be malicious. The other two servers (SP and CS) are inde-

pendent non-colluding parties. In this setting, each party’s input is simulated in

an ideal view of the execution of the protocol. And, if the view during the sim-

ulation in the ideal world is computationally indistinguishable from that of the

real execution of the protocol (Λ) based on the party’s input/output, then the
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protocol is considered secure. In other words, no party learns any additional

information except what the protocol intended to output. Furthermore, our se-

cure multiparty computations protocol has only one-output function f(x1, x2)
based on the user’s and SP’s input. We now define the Ideal/Real-world execu-

tion of the protocol below:

Real-world execution: The execution of the protocol (Λ) in the real-world

model involves parties P = {U, CS, SP} and a subset corresponding adversary

A = {AU , ACS, ASP}who can corrupt the associated party. Let xi be the protocol

input, and bi ∈R {0, 1}∗ be the auxiliary input (a string or side information

that an attacker may have prior to the protocol’s execution) and k the security

parameter during the execution of the protocol. Except for the CS, who only

inputs b, all parties input x and b. The two servers (SP and CS) are semi-honest

and non-colluding, according to the model assumption. As a result, both servers

will correctly input the appropriate data. This condition, however, does not

apply to the malicious user. Let OUT i be the output for the party Ai ∈ A, and

OUT j for i ̸= j, be the output of the honest party during the execution of the

protocol. Thus, the protocol output during the real execution (real view) of the

protocol is defined as:

REALV iew
Λ [A](x̄, k)k∈N

def= OUT i
Λ ∪ {OUT j

Λ : j ∈ H}

where x̄ = {x1, x2, b1, b2, b3}, and H is honest parties.

Ideal-world execution: The ideal world of the protocol execution has the same

settings as the Real-world model with the same parties and input. However, in

the ideal world, a trusted party receives all input from the parties participating

in the protocol. The trusted party (TTP) securely computes the output function

based on the received parties’ input. Thus let f : {0, 1}∗ × {0, 1}∗ −→ {0, 1}∗,

represent the ideal functionality where:

Inputs: xi denotes the input of User (U) and Service provider,(SP ). Let bi be

the auxilliary input of adversary A and security parameter k for all party (U, CS

,SP) including TTP.

The honest party (semi-honest) Pj always sends its input (x′
i = x) as required to

the trusted party (TTP). However, the corrupted party Ai (malicious) can decide

whether to send its arbitrary input (x′) or not to the TTP. Should the corrupted

party decide not to send its input, an empty string (⊥) or abort message is

sent to the trusted party. In that case, an abort message is delivered to all

parties. Else, the execution of the protocol continues, i.e., the trusted party

(TTP) evaluates the function f.
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Output: Let OUT j be the output (f(x′
1, x′

2)), returned to the honest party

H ⊆ P by the trusted party (TTP) and OUT i be the arbitrary output (computed

within probalistic polynomial time) returned to the corrupted party Ai. Thus

the i-th partial output of the ideal-world execution of f between the parties

(U, CS, SP ) in the presence of adversary A (independently malicious simula-

tors) is given by :

IDEALV iew
f [A](x̄, k)k∈N

def= OUT i
f ∪ {OUT j

f : j ∈ H}

We now provide a security definition for the three-party protocol based on the

introduction of the Ideal/Real-world protocol executions.

Definition 6.3.1 (Security). A three-party protocol Λ, securely computes the func-
tion f (with an abort option in the presence of malicious parties), if for every prob-
abilistic polynomial time ( PPT) adversary A, for the real model, ∃ a PPT adversary
S in the ideal model, such that :{

IDEALV iew
f [S, A](x̄, k) c≈ REALV iew

Λ [A](x̄, k)
}

k∈N

where
c≈ means computationally indistinguishable.

Our privacy-preserving protocol for indoor Wi-Fi-localization is secure accord-

ing to Theorem 6.3.2 below and meets the security Definition 6.3.1. The proof

can be found in the following (Section 6.3.3).

Theorem 6.3.2. Protocol 6 computes the function f securely in the presence of a
malicious user, a semi-honest SP, and a semi-honest CS.

6.3.3 Security Proof

In showing the protocol’s security, we formulate the view of the real execution

of the protocol by constructing the view of the simulator for each considered

adversary (AU , ACS, ASP ) based on the input/output in the ideal world. If the

view of the ideal world is computationally indistinguishable from the view in

the real execution of the protocol, then we conclude that the protocol is secure.

Thus, the adversary does not learn any extra information apart from what the

protocol intended to output.

View of a malicious User: From the client perspective, its input to the protocol

is the encryption of ri, and the output is the garbled values of the k-nearest

Euclidean distances. We choose a simulator SU , which runs AU , and controls

the other parties. Similar to the real world, AU obtains ri and sends it to SU .
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As the adversary can make any arbitrary input, if AU sends an incorrect input

bitlength or an empty string, the experiment terminates. Else, SU simulates the

user’s view by encrypting ri since its has the keys . Since the experiment controls

both the SP and the CS, SU computes the garbled values γ̃i and δ̃i like in the real

execution of the protocol Λ. SU then queries the trusted party TP for the eval-

uation of f(γ̃i, [δ̃i]). Finally, SU sends to AU the garbled output of the k-nearest

Euclidean distances and the output translation function [(H(π0), 0), (H(π1), 1)]
as in the real execution of the protocol. Due to the semantic security of the gar-

bled output (random values), the view of the adversary AU in the ideal world is

indistinguishable from the view of the real-world execution of the protocol; that

is, the ideal/real output of the protocol are computationally indistinguishable.

View of the (semi-honest) Service Provider: Now we construct a simulator

SSP for in the ideal world to simulate the adversary’s (ASP ) view in a real

execution of the protocol. In this scenario, SSP runs ASP and controls the other

parties. In the ideal execution, the simulator SSP prepares its input of choice,

similar to the mobile user’s input (ri), in the real execution of the protocol.

This input is encrypted and sent to the ASP . The adversary ASP now performs

its computation similar to the steps in the real execution of the protocol and

computes the garbled circuit as well. ASP then sends to SSP the garbled circuits

alongside its garbled input γ̃i. Since the adversary ASP is semi-honest as in the

definition of the security model, the right input is expected to be sent else the

experiments terminate.

Since the simulator controls the other parties, ASP and the simulator engages

in 1-2 OT protocol to deliver the keys corresponding to the simulator’s input

([δi]) as in the real execution of the protocol. The simulator SSP , now having

both input to the function f , queries the trusted party TP, to evaluate f(γ̃i, [δ̃i]).
Due to the security of oblivious transfer, it’s evident that the adversary ASP

cannot learn any information about the simulators’ input of the garbled circuit.

In addition, the semantic security (IND-CPA) of the DGK cryptosystem makes it

impossible for ASP to learn any meaningful information about the Mobile user’s

input within a polynomial time similar to the real execution of the protocol.

Furthermore, any modification or incorrect construction of the circuit will cause

the experiment to terminate; bearing in mind that the server is a semi-honest

party, this shouldn’t be a problem. Thus, the adversary ASP , has no way to

statistically distinguish the above interaction in the ideal world from that of the

real execution of the protocol.

View of the (semi-honest) Cloud Server: Finally, we construct a simulator
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(SCP ) which in the ideal world can simulate the adversary’s view (ACP ) in the

real execution of the protocol.

The output of CS is the l-bits of the smallest Euclidean distances (garbled out-

put). In this experiment, the simulator SCS runs ACS and controls the other

parties (SP and the user). First SCP , sends to ACP an encrypted masked dis-

tance (Enc[δ]). This allows ACP to decrypts the encrypted masked distance as in

the real-execution of the protocol. The simulator SCP then simulates a garbled

circuit and sends it to ACS alongside the server’s garbled input (γ̃i). Finally,

SCP simulates an OT protocol and engages ACP in a 1-2 oblivious transfer pro-

tocol to allow ACS to recover the keys to its garbled input. ACP then evaluates

the circuit and sends back to SCP garbled output values of Euclidean distances.

Since the ACP is semi-honest per the definition of the security model, it will not

tamper with the garbled output, else that will cause SCP to trigger (⊥), guar-

anteeing the correct output of the garbled circuit. Also, the semantic security

(IND-CPA) of the garbled output and the security of the Oblivious transfer pro-

tocol makes the garbled values indistinguishable from pseudo-random noise.

As a result, the ACS is unable to distinguish between the simulated interaction

in the ideal world and the real execution of the protocol.

6.3.4 Potential Expansion to a Malicious Service Provider

Although this protocol was designed to provide security against a semi-honest

service provider, in this section, we introduce and briefly discuss some potential

capabilities when the service provider is assumed to be malicious. This might

be useful for the reader in comprehending the reasoning behind the choice of

the security model for the protocol construction. As a malicious adversary, the

most likely scenario for the SP is to construct the Spatial Bloom filter so that

verifying the user’s location is always true. In other words, the SP will include

all locations of the infrastructure in question so that the user’s location is always

disclosed, regardless of whether the user is within an area of interest. However,

we believe that additional hardening of the protocol could easily reveal that

the SP is cheating, as the size of the areas of interest could be agreed upon

beforehand, revealing the size of the filter; thus, any additional insertion into

the filter will result in the SP being caught, as the size of the filter will exceed

what was agreed upon. Also, as SP is the constructor of the garbled circuit,

in order to send the garbled version of F, SP can easily send the incorrect F

to CP, as SP is not required to adhere to the protocol’s instructions. As CS

only receives ciphertext or encrypted circuits, it is unable to confirm that the
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correct F or circuit was sent. This intent will affect the protocol’s correctness.

In reality, this is a problem of both correctness and privacy. Thus, the output

of the evaluation may appear to be random garbage, but it reveals the CS’s

entire input (user’s location). A potential solution to address the issue of a

malicious party constructing a circuit is to use the cut-and-choose paradigm.

This approach involves the constructor creating multiple copies of the circuits

and the evaluator requesting the constructor to open more than half of them.

By doing so, if the constructor has constructed the circuit incorrectly, there is a

high probability of being caught during the verification process. This approach

provides a way to ensure the security and accuracy of the circuit construction

in the presence of malicious parties.

6.4 Evaluation

This work makes use of homomorphic encryption to preserve the privacy of

the users’ queries. Using homomorphism clearly increases the computation and

communication incurred on the user side, which is why in the design of the

protocol, we outsourced most of the user’s computations. Due to the higher

bandwidth and computational capabilities, we can safely assume to be at the

disposal of the SP and CS, the cost analysis focuses more on the user side,

which we presume to be a constrained mobile or IoT device. For completeness,

we nonetheless include the SP and CS computation and communication costs

in Section 6.4.3.

For this analysis, we use the recommendations [NIS16, ENC18] of key size up-

to-long-term protection. The security parameters; T denotes the asymmetric

key and t for the symmetric key. Though a key-length T = 1024 (in Table

6.5) is widely acknowledged to be obsolete for security by the cryptographic

community, we included it for the sake of completeness of the analysis.

In the following, we evaluate the computational and communication complexity

of the proposed cryptographic protocol, and we compare it to the current lead-

ing solutions in the literature. In particular, we compare it directly to [LSZ+14]

and [EP19], as these schemes have comparable constructions. As neither of

these schemes has been implemented, we compare the computational complex-

ity in terms of exponentiations and multiplications as standard in the relevant

literature. In both cases, the proposed protocol has a significant complexity ad-

vantage. This stands even if the improvements to previous protocols proposed

in [YJ18] for [LSZ+14] are included.
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Table 6.3: Comparison of Computational Complexity at Client-Side.

Protocol Preprocessing Retrieval
[LSZ+14] 2n Exp + 4n Mul m Exp

[EP19] 2n Exp + 4n Mul m Exp
This protocol (n + 1) Exp negligible

6.4.1 Computational Complexity

Analyzing computational complexity is essential to secure multi-party compu-

tation (SMC) efficiency, especially considering IoT devices.

Localization protocols using additively homomorphic encryption mostly use

Paillier encryption [Pai99], where the hardness relies on the composite resid-

ual problem with RSA modulus N as the public key. This protocol instead uses

DGK [DGK07, DGK09], which has smaller plaintext space but with better per-

formances. We use the DGK for encryption, while the GC is for the subtraction

and computing of the shortest Euclidean distances.

To make fair comparisons with other similar localization protocols, we use the

optimized version of these protocols, where most of the expensive modular

exponentiation is pushed to the set-up phase. Table 6.3depicts a summary of

the findings. In protocols [LSZ+14, EP19], like in the previous chapter, a total

of 2n elements (RSS) of the user’s input query are encrypted using the Paillier

encryption. The cost of Paillier encryption requires two modular exponentiation

(Exp) and one modular multiplication (Mul). The complexity of the encryption

is improved by choosing g = N + 1 in the equation 2.2 to become:

Enc(x) = (xN + 1) · rN mod N2 (6.9)

making the encryption complexity to be only one exponentiation and two mod-

ular multiplications instead. Thus in total, each user requires 2n exponentiation

and 4n modular multiplications for each input query. Using the DGK cryptosys-

tem results in the encryption complexity of one exponentiation modulo N being

more efficient than the Paillier due to the lower exponent. In total, the client

requires approximately n exponentiation, which is a significant improvement.

In [LSZ+14, EP19], decrypting one ciphertext requires one exponentiation with

optimization technique while using our outsourced protocol in this chapter re-

quires negligible computation.

Comparing this protocol to [YJ18], which suggested the use of Paillier and GC

as a solution to the security weakness in [LSZ+14], our proposed protocol has

better performance, especially the heavy GC computations at the user side are
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Table 6.4: Time Required by the User to Perform the Required Encryption Com-
putation for Different Key Sizes. The Table Details the Mean Encryption Times
in Milliseconds (ms) Averaged Over 10 Encryption Rounds. This Illustrates the
Relationship Between Increasing Key Size and Encryption Duration, Highlight-
ing the Computational Impact of Stronger Encryption in Secure Communica-
tions.

Key Size (bits) Encryption Time (ms)

1024 0.14

2048 0.38

3072 0.79

4096 1.26

all delegated to the CS, making it more practicable in a real-world setting. Even

when most of the computations are in the setup phase, clients in [YJ18] in the

online phase still need to compute n exponentiation for n ciphertexts and GC

evaluation requiring lm non-XOR gates for subtraction. Evaluating the GC for

the indexes of k smallest distances by the client using the k nearest neigh-

bor search algorithm of [SHSK15], and later improved by [JLL+19] would still

require the invocation of cryptographic hash functions of k(2ml + m log2 m)
non-XOR gates for k comparisons and 2k conditional swap, where log2 m is the

circuit depth for m values of bit-length l̂. This computation is undoubtedly ex-

pensive for a mobile device (especially IoT) with limited resources to perform

compared to the proposed protocol.

To assess the computational burden on the user-side, particularly for devices

with constrained processing power, we provide experimental results on the

time required to perform the encryptions needed to securely transmit data

to the servers. The analysis focuses on the user, as SP and CS are presumed

to be equipped with robust computational resources. The implementation

was done using Python, and run on a 2.40 GHz Intel(R) Core(TM) proces-

sor. The results, illustrated in Table 6.4, comprise the time complexity for both

equations 6.3a and 6.3b, which are encryptions performed by the user before

transmitting data to the Service provider (SP). Specifically, we use a sample

ri = {−40,−42,−46,−49,−50,−55}, obtained from an experiment on live ac-

cess points. This evaluation is crucial for understanding the practicality and ef-

ficiency of the protocol in real-world scenarios, especially when used by devices

with constrained resources. The results highlight the relatively small computa-

tional effort and time required, which would be easily achieved on any modern

user device (such as a smartphone).
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Table 6.5: Comparison of Bandwidth Usage at Client-side: For This Protocol,
the Client’s Traffic Emanates From the Cloud Server.

Preprocessing Online
Security Related work This Related work This

Level [LSZ+14] [EP19] Protocol [LSZ+14] [EP19] Protocol
Asymptotic 4nT 4nT (n + 1)T 2mT 2mT kl̂

1024 6.1 kB 6.1 kB 1.7 kB 236.5 kB 236.5 kB 0.015 kB
2048 12.3 kB 12.3 kB 3.3 kB 473.1 kB 473.1 kB 0.015 kB
3072 18.4 kB 18.4 kB 5.0 kB 709.6 kB 709.6 kB 0.015 kB

15360 92.1 kB 92.1 kB 25.0 kB 3548.2 kB 3548.2 kB 0.015 kB

6.4.2 Communication Complexity

The communication complexity of Paillier and DGK is largely dependent on the

size T of the RSA modulus N. The size of ciphertext of Paillier cryptosystem is

as twice as that of DGK. Moreover, unlike protocol [EP19, LSZ+14], where 2n

output ciphertexts are sent from the client to the SP, the client in this protocol

sends a total of n + 1 ciphertexts to the SP, an improvement by a factor of

approximately 2 in the online communication.

Table 6.5 shows a significant gain in this protocol’s communication bandwidth

compared to that of [EP19, LSZ+14]. The user’s encrypted message sent to the

SP in this protocol has a communication bit of (n+1)T asymptotically compared

to 4nT of [EP19, LSZ+14]. As shown in Table 6.5, as the keysize increases, the

gain in bandwidth in our protocol asymptotically approaches a factor of 4.

The encrypted distances that the SP transfers to the client in [EP19, LSZ+14]

require an asymptotic communication overhead of 2mT bits; juxtaposing it,

this protocol has a much lower communication complexity of kl bits. Table 6.5

depicts the pattern of gains for different security parameters. Let m = 924 and

n = 520 in the database (D) as in [TMU+14]. The scan result at each reference

point depends on the internal structure and the positions of the installed access

points. [LSZ+14] estimated an average of 6 APs is enough to localize a user. To

estimate the communication in bandwidth, we set n = 121 goal in table 6.5 for

the average scan result per reference point that a user sends to the SP. And let

k = 5 and maximum of l̂ = 24, (where l̂ = log2n + 2l bits + 1, is the maximum

bit-length of the euclidean distance). During the online phase, as the key-size

of [EP19, LSZ+14] increases, the bandwidth size grows proportionally while in

our proposed protocol, the bandwidth remains constant.

1The work of [LSZ+14] showed that scan results (number of available ap)≥ 6 per reference
point is enough to localize a client. In [TMU+14], the average number of available AP per
reference point is 18 while in [LT14], it ranges from 11 to 67.
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The estimated communication cost in the suggested solution [YJ18] in the

client/server settings still poses a significant communication overhead at the

client side. The communication cost for sending one Paillier ciphertext will be

2T . The OT protocol of [AIR01] against a semi-honest SP and malicious user

will result in communication complexity bits of ≈ 12mlt. And the offline com-

munication complexity for transferring the GC will be lm non-XOR gates for

the subtraction and approximately 3klm (klm for comparisons and 2klm for

the minimum selection) for computing the Euclidean distances. Thus, using the

Garbled row reduction of [NPS99] will result in a complexity of approximately

3t bits per non-XOR gate.

Therefore, this outsourced protocol brings significant communication band-

width gains, considering the limited resources at the client side. Though com-

bining the efficient OT protocol of [Bea95] and [NP01] will allow most of the

expensive operations to be done in the set-up phase, and in effect, improve the

complexity. Nevertheless, the bandwidth involved would still be an overbur-

den for a resource constraint client in addition to the direct impact on power

consumption. Without the outsourcing server, the total online communication

complexity in the phase of optimization would asymptotically be 2mT for m

Paillier ciphertexts transferred by the SP plus 2ml̂t of the online part of the OT

protocol for m values of bit-length l̂ and security parameter t. Thus commu-

nication complexity of kl̂ − bits for k values of bit-length l̂ in this protocol for

resource constraint mobile client is a significant improvement over [YJ18], not

to mention the communication overhead in the set-up phase for the client.

6.4.3 Communication and Computation for SP and CS

Our focus for the cost analysis is mainly on the user side, who normally uses a

constrained mobile device and is the party that benefits the most from a reduc-

tion in overheads. However, for completeness, we briefly discuss the approx-

imate computational complexity of the service provider (SP) and cloud server

(CS), as well as their communication costs. The results are summarised in Table

6.6, where L = 2l − 1 and l is the bit-length of the RSS value. To accurately

track the cost of communication between a Service Provider (SP) and a Cloud

Server (CS) in a secure computing environment, it is necessary to consider all

relevant factors. Therefore, the communication Table 6.6 records the full cost

of this communication, which includes the DGK ciphertext, the total ciphertext

sent in the Oblivious Transfer (OT) step, and the garbled values received by

the CS. This differs from the first Table 6.5, which merely monitors the total
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number of packets the client receives from the Cloud server. Considering these

variables, the communication table provides a more comprehensive and real-

istic depiction of communication costs in a safe computing environment. It is

important to remember that both parties (CS and SP) are very likely to have no

constrain in communication capabilities and a very high computational capac-

ity. Nonetheless, our results show that both computation and communication

overheads are perfectly manageable even by low-resource servers.

In the set-up phase, a total of mn exponentiation is needed to compute Enc(v2)
plus m encryption of the noise (γ). For the garbled circuit, SP will invoke 22

hash functions for each 2-input non-xor gate created; the technique of [ZRE15]

will bring it down to only 2 per 2-input non-xor gate. The random oracle (RO)

protocol of [NP01] will result in 2l̂ invocation of cryptographic hash functions

for the computation of OT by the SP in the set-up phase. In computing the filter,

the SP will invoke approximately k cryptographic hash functions for each posi-

tion inserted in the filter. The CS, on the other hand, only needs one invocation

of the cryptographic hash function for each 2-input non-xor gate. It is impor-

tant to highlight that most SP’s computations would be more cost-effective than

shown in the theoretical analysis, as most RSS values are zero at each reference

point. Given that cloud service providers have state-of-the-art infrastructure

and tremendous resources at their disposal, computational work by the CS is

easily doable. Computations for all non-xor gates are negligible.

In the online phase, the cost for computing Enc(φ)j2 will be ≈ Lm exponen-

tiations (where L = 2l − 1 and l is the bit-length of the RSS value) plus mn
modular multiplications. Finally, 2m modular multiplications are required in

computing Enc(δ) and m modular multiplication for computing Enc[δ].
With regards to communication complexity, the SP will send a total of 3l̂t per

each 2-input non-XOR gate using the garbled row reduction [NPS99] for the

garbled circuit plus ≈ 6l̂t for the OT based on the random oracle [NP01] . In

the online phase, the communication cost will be asymptotically mT of DGK

ciphertext and 3l̂mt bits (l̂mt for SP’s garbled input and 2l̂mt for the OT based

on two rounds of communication between SP and CS)

Table 6.6: Computational and Communication Complexity at the SP and CS.

Preprocessing Online
DGK GC OT

Computation SP mn Exp 2kt(2ml̂ + m log2 m) 2l̂ Lm Exp + m(n + 3)Mul + km

CS kt(2ml̂ + m log2 m) l̂ m Exp + 1 Mul

Communication DGK GC OT
3l̂mt 6l̂mt mT l̂mt 2ml̂t
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6.5 Conclusion

In this chapter, we introduce an efficient privacy-preserving protocol for indoor

Wi-Fi localization that ensures privacy for both service providers and users. Our

innovative approach combines cryptographic primitives such as additive homo-

morphic encryption, garbled circuits, and spatial Bloom filters, which maintain

privacy while delivering accurate location output. The proposed protocol sig-

nificantly reduces computational costs and online communication, making it

suitable for IoT environments. Notably, our solution protects against malicious

users, setting it apart from similar protocols. Refer to Chapter 7.1.3 for a com-

plete discussion and conclusion.
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Chapter 7

Conclusions & Future Work

7.1 Conclusions

This thesis sheds light on the ever-increasing popularity of location-based ser-

vices (LBS) as well as the advantages those tailored services bring to users.

However, it also shed light on the significance of location privacy as an essential

component of our day-to-day lives, demonstrating that it is not only essential

for businesses to uphold compliance with regulations such as GDPR to avoid

the associated fines but also has the potential to have a detrimental effect on

the person who is being targeted. Therefore, the right to one’s locational pri-

vacy has become an intrinsic entitlement that must always be protected. The

sensitive information that is acquired from location data is often unique and

can be exploited or sold to third parties without the consent of the users.

This information can indicate a person’s religious belief owing to the frequent

visitation of religiously linked structures or show your purchasing behaviour

due to the stores that the user typically visits. In fact, the type of medical facility

or consulting practice that a person typically utilises can give some indication

regarding the health status of the targeted user. In addition, the individual’s

insurance premiums could be quite expensive if the insurance company had

access to the restaurants that the individual frequents or their driving behaviour

through location data.

As location-based services evolve, new challenges and privacy risks will un-

doubtedly emerge. Therefore, the work presented in this thesis should be con-

sidered part of an ongoing effort to develop and refine techniques that preserve

user privacy while maintaining the functionality and efficiency of LBS. The ex-

ploration of alternative cryptographic primitives, the improvement of existing

protocols, and the development of new privacy-preserving methods will be es-
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sential to ensuring the continued growth and success of location-based services

in a secure and privacy-conscious manner.

This thesis has demonstrated the effectiveness of the extent to which this sensi-

tive information can be revealed and proposed a novel, well-designed, privacy-

preserving protocol that can effectively prevent any privacy leaks, particularly

in light of the growing popularity and utility of LBS. The presented solutions

primarily concentrated on the indoor Wi-Fi environment to make the most of

the existing Wi-Fi infrastructure. These solutions have also been published in

top-tier peer-reviewed journals and conferences hosted by ACM and IEEE.

7.1.1 De-anonymization Attacks on Real-World Location Da-

taset

In chapter 4, we proposed and implemented a de-anonymization model for

geolocation data. To de-anonymize the target users, our attack employs the

hidden Markov model (by taking into account Spatio-temporal trajectories) to

create user mobility profiles (user fingerprinting).

We build the HMM by first predicting the users’ initial areas of interest or fre-

quently visited locations (known as hidden states) and the days (observations)

on which users visited these locations before feeding into the model. This is

achieved using a machine learning technique like the DBSCAN clustering algo-

rithm to predict the hidden states from the target geolocation data.

We assess the robustness of attack techniques based on ground truth mobil-

ity trajectories from two different cities (Shanghai and Rome). Overall, our

proposed de-anonymization model is able to effectively re-identify anonymized

users by leveraging the power of HMM to model user mobility patterns even in

the presence of noise or missing data. Based on the evaluation score, our at-

tack techniques successfully re-identify up to 85% and 90% anonymized users in

the GeoLife and taxicab datasets, respectively. This represents a significant im-

provement over existing de-anonymization attack techniques in the literature,

and has potential applications in various settings where privacy and security

are essential considerations.

One potential drawback associated with the proposed de-anonymization model

is the fact that it is dependent on the availability of a training dataset in order to

make accurate predictions regarding the mobility patterns of the target datasets

or users. In some instances, it may be challenging or impossible to access such

a dataset, especially now that a lot of datasets are being classified as private or
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closed-sourced. In such circumstances, the performance of our model may be

significantly reduced.

Our model also has the drawback of assuming that the target users’ mobility

trajectories are stationary over time. In other words, users’ areas of interest or

frequently visited locations do not vary much across the entirety of the data-

set. This assumption may only hold in some cases and could lead to reduced

performance if users’ mobility patterns change significantly over time.

7.1.2 A Privacy-Preserving Protocol for Indoor Wi-Fi Local-

ization

Chapter 5 makes use of secure multi-party computations (SMC) as one poten-

tial solution for addressing privacy concerns regarding de-anonymising location

datasets or protecting users in mobility datasets. SMC enables multiple parties

to jointly compute functions on their private inputs without disclosing their

inputs in order to preserve their privacy. In the context of mobility datasets,

service providers may share location datasets with third parties or among them-

selves without violating the users’ privacy. It is particularly useful in situations

in which the disclosure of location data could reveal sensitive information, as

well as those in which the parties involved distrust one another or have com-

peting interests.

This thesis proposes a two-party privacy-preserving protocol for indoor Wi-Fi lo-

calization, which addresses the privacy concerns of both the user and the service

provider in light of the aforementioned advantage of SMC and its many other

advantages. In particular, our scheme makes use of partial homomorphic en-

cryption, also known as Paillier’s cryptosystem. This encryption method ensures

the user’s location remains private by performing the localization computation

in the encrypted domain. This, in turn, ensures that most of the computational

overhead on the user side is delegated to the server while hiding the exact lo-

cation from the server. The use of homomorphic encryption also preserves the

data privacy of the service provider (SP). We use spatial Bloom filters in addi-

tion to homomorphic encryption enabling the SP to use location-based service

to learn the predefined areas of the user, but not the exact location, while pre-

venting the user from learning these predefined areas. When the user is outside

these predefined areas in the building, the service provider learns nothing about

the user’s location.

We finally discuss the security of the protocol considering semi-honest parties,
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i.e. they follow the instructions of the protocol but try to gain additional knowl-

edge. For future work, we plan to extend the security features of the protocol

to defend against malicious adversaries. A three-party model can be researched

to outsource most of the computation on the user side, which is useful in con-

strained embedded systems, especially in defending against malicious adver-

saries. In a three-party scenario, further security guarantees for both the user

and the server in the presence of a third party would need to be researched.

7.1.3 A Cryptographic Protocol for Efficient Mutual Location

Privacy Through Outsourcing in Indoor Wi-Fi Localiza-

tion

Chapter 6 proposed a new privacy-preserving protocol for indoor Wi-Fi local-

ization that addresses the limitations of the indoor Wi-Fi localization protocol

introduced in chapter 5. Instead of the assumption of a semi-honest adversary

presented in chapter 5, the new protocol incorporates a more realistic secu-

rity assumption in the form of a malicious adversary, which is one of the most

important improvements. This is particularly important because of the diverse

and unpredictable IoT environment. As a result, designing a privacy-preserving

protocol capable of withstanding the possible threat posed by malicious adver-

saries or actors is vital. In order to achieve such a security assumption as well

as improved communication and computation complexity, our protocol uses a

combination of cryptographic primitives as a building block to protecting the

privacy of the parties involved. In particular, our scheme employs additive ho-

momorphic encryption (DGK encryption) to preserve the privacy of the user’s

location fingerprint while allowing the service provider to make computations

over the encrypted fingerprint. Whereas the use of a garbled circuit preserves

the privacy of the SP’s reference database against malicious users, and at the

same time, delivers the location output (k-nearest neighbours) to the user. The

spatial Bloom filter, another important privacy-preserving feature of the pro-

posed protocol allows the SP to use the location-based service in the indoor

environment to learn the user’s vicinity in predefined areas of interest while

preventing the user from learning these predefined areas. When the user hap-

pens to be outside these predefined areas of interest (△), the service provider

learns nothing about the client’s location.

Compared to other similar protocols [EP19, LSZ+14], our protocol’s complexity

analysis shows a very significant reduction in computational costs at the user-
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side, as most of the heavy computations of the garbled circuit operations are

securely and effectively outsourced to the cloud server. Online communication

costs show a reduction of about 99.99% compared to other similar protocols

in the client/server setting, making our protocol more efficient and practicable

in the Internet of Things environment. Additionally, our protocol is the first

among those analyzed to provide security against malicious users, with other

protocols limited to honest-but-curious adversaries.

7.2 Future Work

In chapter 4, we proposed a de-anonymization algorithm for mobility trajecto-

ries that outperformed existing de-anonymization techniques in the literature.

However, even with this performance, there are limitations to this proposed

algorithm that need future work to address. For instance, the performance of

the algorithm is dependent on the availability of the training dataset used to

generate the mobility behaviour. Future work could address this limitation,

particularly in situations where mobility trajectories are limited. One possible

solution could be using an unsupervised machine learning algorithm that can

effectively learn the target users’ mobility behaviour from the limited dataset

without the need for training the dataset or manually annotating the dataset

before using a supervised machine learning algorithm. Another area of direc-

tion for future work could be the development techniques that can adapt our

model to handle non-stationary user mobility trajectories. This is particularly

important when the mobility behaviour of users in a mobility dataset changes

quickly. One solution to handle such a dataset could be using a more sophis-

ticated machine learning algorithm, like recurrent neural networks (RNNs), to

model the evolution of users’ mobility behaviour over time.

In chapter 6, a privacy-preserving protocol against malicious users was pro-

posed. As the security guarantees that are provided by this protocol only as-

sume that service providers are semi-honest, it will be worthwhile to investigate

potential directions for future work in further strengthening such protection

against actively corrupt service providers or cloud services. This could be ac-

hieved by implementing additional cryptographic techniques. One toolkit that

can be leveraged on could be the ABY [DSZ15] framework for efficient mixed-

protocol multiparty computation. Therefore, using the ABY framework will not

only improve efficiency but will also improve the protocol’s scalability, making

it more practically applicable for use in an environment involving the Internet
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of Things.

Furthermore, the current setup of the protocol makes use of a variety of cryp-

tographic primitives as a building block to preserve the privacy of the parties.

However, it will be worthwhile to consider other protocols or cryptographic

primitives that improve not only the efficiency of the proposed protocol but

also further improve its security and privacy. These improvements could come

in the form of a combination of the two. This could involve techniques that will

optimize the current efficiency of the protocol, such as reducing the size of the

garbled circuit. For instance, utilizing secret sharing, which has a lower com-

munication overhead, could be a very good option, particularly when dealing

with low-latency networks.
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Acronyms

AoI Area of Interest.

AP Access Point.

COPPA Children’s Online Privacy Protection Act.

DBSCAN Density-Based Spatial Clustering of Applications with Noise.

DGK Damgård, Geisler and Krøigaard.

FHE Fully Homomorphic Encryption.

FTC Federal Trade Commission.

GDPR General Data Protection Regulation.

GLONASS Global Navigation Satellite System.

GNSS Global Navigation Satellite System.

GPS Global Positioning System.

GSM Global System for Mobile communication.

HIPPA Health Insurance Portability and Ac- countability Act.

HMM Hidden Markov Model.

IND-CPA INDistinguishability under Chosen Plaintext Attack.

IOT Internet of Things.

IPS Indoor Positioning System.

LBS Location-Based Services.

LSP Location Service Provider.

NYT New York Times.

OT Oblivious Transfer.

PII personally identifiable information.

POI Points of Interest.

RSA Rivest-Shamir-Adleman.

RSS Received Signal Strength.

SBF Spatial Bloom filter.

SMC Secure Multi-party Computation.

SP Service Providers.

SSN Social Security Numbers.
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Acronyms

TVM Temporal Vector Map.

Wi-Fi Wireless Fidelity.
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