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Abstract:

Real-time data sharing frameworks (RTDSFs) are emerging as vital digital infrastructures enabling low-latency, cross-
organisational data flows in critical industries like finance, healthcare, or energy. Yet the governance, trust, and
security challenges specific to real-time, automated, and multi-stakeholder contexts remain undertheorized in the
Information Systems literature. This panel report synthesises discussion from an expert panel held at ECIS 2025 in
Amman, Jordan, to develop a structured research agenda for the IS community. Through interpretive analysis of the
panel transcript and contextual polling with eighteen participants, four interconnected pillars are proposed as
productive sites of inquiry for RTDSFs — trust when action outruns validation, governance when oversight follows
execution, federated intelligence as a redistribution of control under real-time conditions, and security collaboration
under cascade risk and unequal preparedness. Polling results, offered here as indicative rather than confirmatory,
suggested participant alignment on the primacy of enforceable governance and the need for regulatory engagement.
The resulting research agenda identifies open questions, methodological pathways, and cross-pillar tensions specific
to real-time, automated, and cross-organisational data sharing — positioning RTDSFs as a productive and
underserved domain for IS inquiry.
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1 Introduction

In an era of hyperconnected digital ecosystems, real-time data sharing is becoming a foundational
infrastructure across key industrial sectors including financial services, healthcare, or energy. The
exponential growth of Artificial Intelligence (Al) use cases further increases the need for high quality data
exchanges, as with agentic Al automated algorithms take over tasks that were previously done by
humans. Increasingly, decisions are automated, transactions are processed instantaneously, and
operational risks are managed dynamically — all based on continuous data flows across organisational
boundaries. Yet, as the pace and scale of data exchange intensifies, fundamental questions arise about
control, accountability, and resilience of these mechanisms, that technical design alone cannot resolve.

Real-time data sharing frameworks (RTDSFs) are defined as socio-technical systems that enable
continuous, low-latency exchange of digital information across organisational, sectoral, or jurisdictional
boundaries (Kassem et al., 2020; Lovestone, 2020; He et al., 2025). Although they are technical backend
infrastructures, they are so important for modern businesses that they are becoming deeply implicated in
questions of power, privacy, cybersecurity, and regulation. For example, in financial services, Open
Banking initiatives exemplify a shift from institution-centric to customer-centric models of data control.
Consequently, this leads to questions of industry consolidation and platform dependencies (Zachariadis,
2020; Dinckol et al., 2023; Dezem et al., 2024). Similar dynamics are visible in healthcare, where
interoperability architectures promise to integrate siloed patient data across care settings (Pflucke, 2025)
with the vision of geographically distributed specialized care for a patient who is physically only in one
place. Another example would be the energy industry, where Al-driven grid management platforms
depend on real-time sensor streams but introduce novel cyber-physical vulnerabilities (Slate et al., 2024).

The promise of RTDSFs is accompanied by significant and undertheorized challenges. Cybersecurity
vulnerabilities, from third-party Application Programming Interfaces (APIs) exposures to coordinated
attacks on shared data hubs, are repeatedly flagged as critical risks in cross-organisational environments
(Rabbani et al., 2024). More fundamentally, the speed of development in the RTDSFs space consistently
outpaces the capacity of legal, ethical, and organisational safeguards to respond, creating conditions
where automated decisions are executed before human oversight can intervene (Stahl, 2021; Markus and
Rowe, 2023). These issues are specific to the real-time, automated, and cross-organisational character of
RTDSFs, and they remain insufficiently addressed in the IS literature.

As RTDSFs become ever more embedded in critical public and private infrastructures, IS researchers are
well positioned to examine the socio-technical configurations, governance models, and institutional logics
that shape their development and consequences (Hossain et al., 2025). Yet the open questions specific to
real-time, low-latency, and automated data-sharing contexts, how trust operates when action outruns
validation, how governance functions when oversight follows execution, how control is redistributed when
intelligence is federated, and how security is coordinated under cascade risk, have not been
systematically addressed.

This panel report responds to that gap, following the structure and reporting conventions established for
panel reports in CAIS (Wessel et al., 2021). It synthesises discussion from an expert panel convened at
ECIS 2025 in Amman, Jordan, to propose a structured research agenda for the IS community. The panel
brought together five researchers spanning finance, healthcare, energy, cybersecurity, and organisational
governance, alongside an engaged audience of IS scholars. Sections 2 and 3 provide background on
RTDSFs and the panel’s organisation. Section 4 presents panellists’ positioning statements. Section 5
synthesises four thematic pillars derived from the discussion. Section 6 develops these into a structured
research agenda, including a cross-pillar analysis of tensions and interdependencies. Section 7 concludes
with implications for IS research and practice.

2 Theoretical Foundations and Sectoral Variation

Building on the definition introduced in Section 1, RTDSFs allow entities to access, process, and act on
data almost instantaneously, often within milliseconds, supporting decisions and operations that depend
on current rather than historical information. While real-time data sharing is not new in high-frequency
finance or logistics, recent advances in cloud infrastructure, APIs, and machine learning have expanded
its use across healthcare, energy, and government services (Slate et al., 2024). Implementation varies by
sector. In finance, Open Banking mandates real-time access to customer data, enabling third-party
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service innovation (Dinckol et al., 2023). In energy, Al-driven platforms optimise grid operations through
streaming sensor data (Slate et al., 2024). In healthcare, frameworks like the European Medical
Information Framework (EMIF) enable distributed dataset access for pandemic response and safety
surveillance (Lovestone, 2020).

RTDSFs depend on the interplay of regulatory mandates, governance frameworks, and trust mechanisms.
Governance models range from centralised platform-based approaches, where a dominant actor
coordinates standards and compliance, to distributed consortia that balance autonomy with coordination
(Kassem, 2020; Zachariadis, 2020). In centralised models, efficiency may increase but dependency and
reduced contestability become concerns. Distributed models require higher negotiation and
interoperability. Trust is particularly critical in real-time contexts because data exchanges occur
continuously and decisions are often automated, leaving little opportunity for human oversight or
validation. Unlike traditional data-sharing environments where data quality can be verified before reuse,
RTDSFs operate on streaming inputs that must be trusted and acted upon within milliseconds (Hossain et
al., 2025). This immediacy shifts reliance toward systemic trust mechanisms such as cryptographic
integrity checks, provenance metadata, and reputation-based access controls, complemented by
procedural safeguards and transparency policies (Dantas, 2005).

Increasingly, RTDSFs are framed as critical digital infrastructures rather than standalone tools. This
positions real-time data sharing as a public-private concern requiring sustained investment, resilience
planning, and oversight (OECD, 2023). It demands alignment with broader socio-technical priorities such
as inclusion, sustainability, and accountability, and challenges researchers to examine the power
dynamics embedded in these systems’ design and deployment (Stahl, 2021; Clemons et al., 2017). This
infrastructural framing raises fundamental questions about control, accountability, and resilience that
motivate the panel discussion and research agenda presented in subsequent sections.

Three theoretical traditions in IS are particularly generative for understanding RTDSFs, and this report
draws on each as a lens for sharpening the research agenda. The first is socio-technical systems (STS)
theory, which holds that effective information systems require the joint optimisation of technical and social
subsystems (Bostrom and Heinen, 1977; Trist, 1981; Sarker et al., 2019). In classical STS thinking, both
subsystems are designed together, with human roles, organisational structures, and technological
architectures treated as mutually constitutive rather than sequentially determined. RTDSFs test this
tradition in new ways. They span multiple organisations simultaneously, involve continuous rather than
episodic data exchange, and include automated decision-making that operates at speeds beyond human
deliberation. These conditions challenge the assumption that joint optimisation cannot be achieved only at
the point of design. In RTDSFs, the social and technical subsystems are distributed across actors who
may have conflicting interests, asymmetric capabilities, and no shared governance authority. STS theory
thus remains relevant but requires extension to account for the cross-organisational, real-time, and
automated character of these systems.

The second fradition is Carlile’s knowledge boundaries framework, which identifies three types of
boundaries in collaborative settings — syntactic, arising from differences in how information is encoded;
semantic, from differences in how it is interpreted; and pragmatic, from differences in interests and power
that make knowledge sharing politically contested (Carlile, 2002; Carlile, 2004; McCarthy et al., 2025).
The panel discussion surfaced all three boundary types across the use cases examined. Technical
interoperability challenges in the Anti-Money Laundering (AML) Bridge use case reflect syntactic boundary
work. Disagreements over what patient data means across care settings in the Philips HealthSuite use
case illustrate semantic boundaries. The competitive resistance to open-source solutions and the power
asymmetries between large organisations and SMEs, evident in both the GridOS use case and a
connected health case, reflect pragmatic boundaries in their most consequential form. All three use cases
are examined in detail in Section 3.2. For RTDSFs, Carlile’s framework highlights that the real challenge
of cross-organisational data sharing is political as much as technical, with governance mechanisms
needing to manage boundary conflicts on an ongoing basis rather than solely at the design stage.

The third tradition is inter-organisational systems (I0OS) research, which has examined how shared digital
infrastructures coordinate activity across organisational boundaries (Barrett and Konsynski, 1982;
Reimers et al., 2014; Opriel et al., 2025). 10S research has documented how power asymmetries, lock-in
effects, and governance failures shape the adoption and evolution of shared platforms, findings directly
relevant to RTDSFs. More recently, digital platform governance research has extended this tradition to
multi-sided markets and API-mediated ecosystems, examining how platform rules, data access policies,
and regulatory mandates shape the balance of power between platform owners, contributors, and users
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(Zachariadis, 2020; Dinckol et al., 2023; Yoo et al., 2024). RTDSFs share structural features with both 10S
and digital platforms. They involve shared infrastructure, multi-party coordination, and contested
governance but operate under real-time constraints and automation levels that existing IOS and platform
governance research has not fully addressed. These three traditions collectively provide the theoretical
vocabulary for the research agenda developed in Section 6, where each functions as an analytical lens for
sharpening what is specifically unresolved in real-time, cross-organisational, and automated data-sharing
contexts.

This report uses the term “frameworks” to describe RTDSFs while simultaneously characterising them as
socio-technical systems. The choice is intentional. “Framework” emphasises the designed, governance-
enabling dimension of RTDSFs. They are deliberately designed arrangements of rules, roles, standards,
and infrastructure that coordinate how organisations interact across boundaries. “Socio-technical system”
captures what RTDSFs become once realised — emergent, politically contested, and shaped by power
dynamics that exceed their designers’ intentions. Both registers are necessary. The term “framework”
directs attention to what can be designed and governed. “Socio-technical system” directs attention to what
must be researched and understood. The tension between these two perspectives is itself productive,
reflecting a broader pattern in IS where designed artefacts generate emergent social consequences that
require ongoing theoretical and empirical attention.

3 Organization of the ECIS Panel

3.1 Panel Setup and Audience Engagement

The developments and challenges outlined above motivated a panel discussion at the European
Conference of Information Systems 2025 in Amman, Jordan. The panel chair introduced the central theme
“Who Holds the Power? Rethinking Data Sharing in Real-Time Ecosystems,” drawing on doctoral
research focused on leveraging Open Banking, Al, and Federated Machine Learning (FML) to prevent
money laundering and terrorist financing. To activate audience reflection, a live Vevox poll measured
participants’ expertise in real-time data sharing frameworks and their perceptions of power dynamics.
Eighteen participants engaged in the poll, establishing the topic’s relevance and anchoring the discussion
in both practical and research-driven motivations.

The eighteen participants who engaged with the live polling were not formally profiled at registration.
Based on the session context, an academic conference panel at ECIS 2025, the audience was
predominantly drawn from the IS research community. The substantive nature of questions raised during
the session, including challenges from senior scholars regarding trust barriers, competitive data-sharing
concerns, and the structural risks of data breach between rival organisations, suggests an audience with
both domain familiarity and research experience in related fields. Polling results are treated throughout
this report as indicative of participant orientations rather than as a representative or confirmatory dataset.

The panel then transitioned to the panellists’ perspectives segment, where each speaker offered a short
statement outlining their position, framed by their research profile. This surfaced the multiplicity of
framings and underlying tensions shaping real-time data ecosystems. Rather than following a rigid
sequence, panellists were encouraged to engage with each other’s ideas, sparking shared inquiry from
the start.

3.2 Use Cases

Following this framing, the panel introduced three use cases to ground the conversation in practical
examples:

e AML Bridge (Finance): An Estonian-origin platform now operating across twenty banks in the
Baltics, Germany, and the United Kingdom, enabling real-time sharing of suspicion-led
intelligence between financial institutions. Participating banks exchange encrypted, validated
investigation cases and alerts through secure APIs, preserving data minimisation while enabling
cross-institutional pattern detection. Initial case triage and alert routing are automated. Human
investigators retain responsibility for escalation decisions. The operational impact is measurable -
average investigation time fell from eighteen to three minutes following deployment, a sixfold
improvement over sequential, siloed investigation cycles (cf. Jackson, 2014).
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e Philips HealthSuite (Healthcare): A cloud-based platform integrating real-time data flows from
electronic medical records, laboratory systems, medical imaging, telehealth services, and home
monitoring devices into a unified patient view. HealthSuite Edge, a managed Virtual Private
Network (VPN) service, bridges local hospital networks to the central cloud environment. Alert
generation, triage prioritisation, and operational scheduling are increasingly automated.
Diagnostic and treatment decisions remain human-in-the-loop. The governance challenge is acute
- patient consent frameworks, data minimisation requirements, and cross-jurisdictional privacy
regulations must be enforced continuously across a multi-party ecosystem where data
provenance and access rights are constantly changing (cf. Knoppers, 2014).

e GE Vernova GridOS (Energy): An enterprise grid orchestration platform unifying IT and
operational technology data to manage decentralised energy networks in real time. Data flows
include sensor readings from distributed energy resources, grid stability measurements, weather
analytics for dynamic line rating, and remote sensing data for infrastructure hazard detection.
Load balancing, outage restoration, renewable dispatch, and real-time line capacity adjustments
are substantially automated; human operators retain supervisory oversight but cannot intervene at
the millisecond timescales at which grid decisions execute. Zero-trust security is architecturally
embedded in alignment with the National Institute of Standards and Technology (NIST) Special
Publication 800-207 zero-trust architecture standard. This supports compliance with mandatory
North American Electric Reliability Corporation Critical Infrastructure Protection (NERC-CIP)
requirements, reflecting that a security failure at any node can propagate to system-wide
instability before any contractual or regulatory safeguard can respond.

These examples illustrated how pioneer real-time data sharing initiatives manifest in practice, revealing
both their transformative potential and the governance and trust challenges involved.

3.3 Panel Discussion Structure

The panel was then structured around three thematic discussions, each lasting 15 minutes with active
audience engagement:

1. Designing Adaptable Frameworks: Strategies for designing data-sharing frameworks that are
adaptable across regulatory regimes, sectors, and organisational boundaries.

2. Transparency, Collaboration, and Innovation: How transparency mechanisms can be designed
without exposing sensitive information or weakening competitive advantages, and the role of
collaboration between regulators, platforms, and innovators.

3. Addressing Risks and Cybersecurity Threats: Risk management and cybersecurity as
foundational to trust, including emerging threats in real-time infrastructures and the tension
between speed and security.

A closing Vevox poll invited participants to reflect on how their perceptions of trust had shifted and to
identify which factors they now considered most critical for sustainable real-time data sharing, as well as
which stakeholder groups should play a stronger role in shaping these ecosystems.

Throughout the panel, active use of live polling and targeted facilitation engaged the audience as active
participants in shaping the discussion. The panel chair's dual role as researcher and Product Manager
enabled bridging academic inquiry with industry practice. The panel was recorded and transcribed for
subsequent analysis.

In the following sections, we present initial position statements from each panellist, synthesise the main
discussion threads into four themes, and conclude with integrative takeaways and panellists’ reflections.

3.4 Data Analysis Approach

The four pillars presented in this report were derived through an interpretive synthesis of the panel’s
recorded and transcribed proceedings (cf. Braun and Clarke, 2006). Following the panel session at ECIS
2025, the first author conducted a systematic review of the full transcript, undertaking approximately five
iterative passes through the material. Each pass was oriented toward identifying recurring themes, areas
of convergence and tension, and the concepts that panellists returned to most consistently across
discussion segments and audience exchanges.
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The analytical process was interpretive rather than deductively coded. Rather than applying a
predetermined coding scheme, the approach drew on the thematic concerns surfaced by panellists in their
positioning statements, their responses to facilitated questions, and their engagement with audience
polling results. Candidate themes were progressively consolidated into higher-order constructs, with the
four pillars emerging as the most robust and conceptually distinct clusters that spanned multiple
discussion segments and sectoral contexts.

The derived pillars were subsequently shared with all co-authors for review and feedback. Co-authors
confirmed the representativeness of the pillars relative to their own contributions and provided
supplementary perspectives that refined the characterisation of each pillar. This member-checking step
lends additional credibility to the synthesis, though the analysis remains interpretive and panel-derived
rather than a systematic empirical study.

The live polling data from the eighteen audience participants, drawn predominantly from the academic IS
community, are treated throughout this report as indicative and contextual. They illuminate participant
orientations at a moment in time and provide a suggestive signal regarding perceived priorities. They do
not constitute a statistically representative dataset. To protect anonymity, audience members were not
formally profiled, though the session’s registration context and the nature of questions raised suggest a
predominantly research-oriented audience with domain familiarity.

Where panellist contributions are quoted in this report, all quotations are drawn from the recorded and
transcribed panel proceedings. Where the quoted speaker is also a co-author of this manuscript, the
quotation represents their contribution to the panel discussion rather than to the manuscript itself, and is
treated as primary panel data on the same basis as contributions from other participants. To preserve
transparency, all such quotations are attributed to the speaker and their institutional affiliation.

4 Initial Positioning Statements

At the beginning of the panel, each panellist articulated their position on real-time data sharing
frameworks in increasingly interconnected digital ecosystems.

Ashish Gupta (Auburn University): My perspective on real-time data sharing is grounded in research
across high-frequency trading, fraud detection, and autonomous systems. In these contexts, “real-time” is
inherently relative — in capital markets, delays of even 0.5 seconds can be critical, prompting firms to co-
locate infrastructure near data towers. Time functions as a critical dependency in this environment.
Vulnerabilities like time drift or lag manipulation can have systemic implications. Traditional real-time
frameworks rely on centralised raw data sharing, presenting privacy, scalability, and trust challenges. We
have explored FML as an alternative, where local models are trained on private data and only model
parameters are shared centrally. This approach preserves privacy, improves model performance
iteratively, and offers a viable path forward for scalable, privacy-conscious real-time data sharing
architectures.

Heiko Gewald (Neu-Ulm University of Applied Sciences): My perspective stems from research into
digital transformation in healthcare, an industry with immense potential but severe underdevelopment in
data sharing. The COVID-19 pandemic painfully illustrated this gap in Germany. Case numbers were
often transmitted via fax, with delays of hours or days. Structured and timely data sharing could unlock
major advances in cancer treatment, Al-driven documentation, and personalised drug development, yet
deep ethical, technical, and governance concerns persist. Medical data is uniquely sensitive and valuable.
Full medical records are worth hundreds of dollars on the dark. Researchers can offer technical
approaches like anonymisation and differential privacy, but only strong policy leadership can create
conditions for responsible and useful data sharing (cf. Modi et al., 2023). Until political will and public trust
align, healthcare will remain far from the real-time frontier, even though such capabilities could benefit the
patients and redefine crisis management.

Jonna Jarveldinen (University of Jyvaskyld): My work explores cybersecurity in networks spanning
critical infrastructure such as energy grids, ports, and automated mining equipment, in which real-time
data-sharing is central for the networks. In these environments, data may not be highly sensitive, yet any
interruption is ruinously expensive. A brief halt in a diamond-mine operations or in an energy grid can cost
millions. Current governance frameworks overlook multi-stakeholder ecosystems where several partners
must exchange low-latency data seamlessly. Our field studies show that small and medium-sized
enterprises (SMEs) often lag in cybersecurity maturity, heightening supply-chain attack risks. Once one
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node is compromised, malware can ripple across the network long before contractual arrangements can
respond. We have studied multi-stakeholder security-governance models stressing pre-incident trust-
building — shared playbooks, joint exercises, and continuous knowledge exchange among partners of
unequal size. Without collective trust architectures, real-time data-sharing frameworks rest on fragile
foundations.

Stephen McCarthy (University College Cork): My work examines the interplay between technical
interoperability and organisational coordination in real-time data-sharing ecosystems. While recent
advances in APIs and modular architectures have lowered technical barriers, seamless data sharing
remains as much a governance challenge as a design one. Drawing on Carlile’s knowledge boundaries
framework, | show that data transfer is syntactic, semantic, and - just as fundamentally - political, shaped
by power, trust, control, and competing interests. These political boundaries become most visible in multi-
organisational settings where actors vary in size, intellectual property ownership, and digital maturity. In
one healthcare project involving connected devices, the multinational firm resisted open-source solutions
due to competitive concerns, while the startup advocated for openness. This underscores the need for
governance design that accounts for different forms of control, centralised, decentralised, or emergent,
and the nature of relationships, whether contractual or trust-based.

Lorraine Morgan (University of Galway): Drawing on research into Inner Source, adopting open-source
principles inside organisations, | argue that Inner Source culture can transform real-time data-sharing
frameworks. By exposing code, data models, APIs, and documentation internally, companies shift from
siloed development to transparent, collaborative ecosystems. Our longitudinal studies of Zalando, Philips
Healthcare, and PayPal show a repeatable four-stage pathway: capture reusable components, reuse
them across teams, share them organisation-wide, and open selected assets to external partners. Each
stage tightens feedback loops and scales modular building blocks that underpin low-latency data
exchange. Inner Source allows decentralised data ownership to coexist with central governance, ensuring
both flexibility and compliance. However, Inner Source succeeds only when governance structures reward
contribution, trusted committers safeguard quality, and leadership signals that transparency matters more
than guarding ownership.

5 Four Pillars for Real-Time Data Sharing Frameworks in the IS Field

The positioning statements presented above reveal both the complexity and the convergence underlying
real-time data sharing frameworks across sectors. While each panellist brought distinct contextual lenses
their contributions revealed shared foundational concerns.

Through iterative analysis of the panel discussions, polling data, and interactive exchanges, four
interconnected pillars emerged as productive sites of inquiry for sustainable RTDS implementation:
Mutual Trust, Transparent Governance, Federated Intelligence and Security Collaboration. These
pillars go beyond technical specifications or policy recommendations. They represent the socio-technical
conditions that must be simultaneously addressed for RTDS frameworks to achieve both operational
effectiveness and societal legitimacy.

The following analysis examines each pillar through the grounded perspectives offered by panellists,
synthesizing their insights with broader empirical evidence to illuminate both the challenges and pathways
forward for RTDSFs development.

5.1 Mutual Trust

Trust was recognized as the cornerstone enabling real-time data sharing, particularly in sensitive domains
like healthcare and finance. Professor Heiko Gewald led this discussion by emphasising that while the
technical and ethical risks of data sharing are real, they must be managed rather than avoided. In his
positioning statement, Professor Gewald argued that large-scale, system-wide sharing of patient data is
not optional but inevitable:

“I have difficulties envisioning a world where we do not share much more medical data as we
do today.”

Drawing on examples from the healthcare domain, Professor Gewald illustrated how data already holds
transformative potential. He referred to a case where hospital-wide big data analytics of previous patients
revealed undiagnosed type 2 diabetes in patients presenting with other medical issues. This, he
suggested, is a small glimpse into what could be achieved if trust-based sharing becomes the norm.
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Similar cases have demonstrated the value of federated, privacy-preserving analytics in healthcare,
especially under frameworks like Enabling Personalised Intervention (EPI), which align policy, technical
feasibility, and stakeholder trust (Kassem et al., 2020; cf. Modi et al., 2023).

As Professor Gewald established in his positioning statement, healthcare data sharing faces unique
ethical and technical barriers. Sensitive data, such as mental health records or sexually transmitted
diseases, raises critical questions about who should have access and under what conditions. Even
anonymisation, often proposed as a solution, presents a paradox. It protects individuals but can hinder
follow-up actions when someone’s life is at stake. As Professor Gewald observed during the panel:

“If in that anonymised data set you find a person who is critically ill, and you cannot get in
touch with that person.”

To this end, Professor Gewald underscored the need for robust data governance, designed with patients’
rights at the centre, yet flexible enough to enable urgent, real-time decisions (cf. Knoppers, 2014). He
noted Germany’s transition to an electronic patient record system, in which the individual is nominally in
control of their own data. Yet even this model faces challenges. What happens when a patient lacks the
cognitive capacity to grant access, or when real-time access is needed in an emergency?

Other panellists added complementary perspectives. Ashish Gupta emphasised the regulatory complexity
and technical constraints of real-time data use in healthcare, particularly in the US context. Despite
holding data sharing agreements with medical institutions, he noted the difficulty in accessing patient-
specific information under Health Insurance Portability and Accountability Act (HIPAA) regulation. These
issues are echoed globally, where privacy and legal compliance frameworks often clash with the
operational need for timely access (Panhuis et al., 2014; Pflucke, 2025).

Jonna Jarvelainen further elaborated that trust must precede any cybersecurity collaboration. Drawing on
her organisational-level research, she argued that security mechanisms cannot compensate for a lack of
trust among stakeholders. Instead, preparing for incidents before they occur requires long-term
collaboration, joint exercises, information sharing, and governance structures. She also cautioned that
even when patients are legally in control of their data, as in Finland, the real power often lies with system
providers, who design and operate the platforms (Koskinen and Kimppa, 2016). Similar tensions between
user control and system-level governance have been noted in the EMIF project, where technical
interoperability and ethical safeguards were critical enablers of trust across diverse datasets and
jurisdictions (Lovestone, 2020).

From a governance standpoint, Professor Gewald concluded that regulatory action is indispensable.
Researchers can design frameworks, but without political will and enforcement, responsible data sharing
at scale will remain aspirational. At the same time, willingness to share must be cultivated among
institutions, professionals, and the public if trust is to take root at scale.

In sum, this session clarified that trust is not a soft value but a structural prerequisite for sustainable
RTDSFs. Without it, even the most advanced technical architectures will fail to gain traction. But with it,
data sharing can become a vehicle for societal benefit — one that is real-time, responsible, and resilient.

5.2 Transparent Governance

Transparent and enforceable governance was identified by both panellists and the audience as a critical
enabler for sustainable real-time data sharing. Indicatively, 67% of audience participants ranked it as the
most important factor, above technical architecture, security mechanisms, or stakeholder trust, though this
reflects the orientations of a small, predominantly academic audience rather than a representative sample.

Dr. Stephen McCarthy positioned this topic within the broader field of information systems, calling
attention to the need for socio-technical governance models. He argued that emerging technologies,
especially agentic Al and autonomous systems, are intensifying the demand for frameworks that do more
than offer technical guidance. According to McCarthy, future RTDS initiatives require both transparent
governance structures and social coordination mechanisms for regulatory enforcement. As Dr McCarthy
noted during the panel discussion:

“It’s socio-technical. We need to understand both. Otherwise, we will end up with systems
that not fully fit for purpose.”

His emphasis carried practical urgency. Dr. McCarthy pointed to the rising complexity of digital
infrastructures and the blurred boundaries between technical autonomy and human oversight. These
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developments call for a new generation of governance research that takes seriously the integration of
legal, ethical, and operational enforceability from the outset. Similar calls for coordinated, enforceable
frameworks have emerged in open finance and RegTech domains, where real-time access to sensitive
data requires layered safeguards, legal mandates, and reciprocal trust between actors (Grassi and
Lanfranchi, 2022; OECD, 2023).

This view was further contextualised by a live poll during the panel, in which approximately two-thirds of
participants identified government and regulators as the primary actors to lead RTDS ecosystems forward
- a suggestive rather than definitive signal given the audience size. While innovation may originate from
industry, the panel agreed that policy must “make it happen,” particularly in sectors like healthcare and
finance where personal data is highly sensitive. As recent studies on the UK’s Open Banking ecosystem
have shown, policy-led governance is vital for standardisation, interoperability, and sustained innovation
(Dinckol et al., 2023).

Other panellists echoed this view. Professor Heiko Gewald stressed the urgency of regulatory clarity to
support real-time medical data sharing. In his example, anonymisation may be legally compliant but
practically dangerous when follow-up care is needed. He argued for governance systems that balance
privacy with ethical responsibility, particularly in life-critical contexts. This reflects broader findings in
healthcare data infrastructures, where transparency without enforceable protocols has led to
fragmentation and hesitation among stakeholders (Kassem et al., 2020).

Professor Ashish Gupta highlighted the cost and complexity of RTDS infrastructure, especially for Al
training. He noted that without clearly defined regulatory roles and responsibilities, many institutions are
hesitant to commit to large-scale deployments. As Professor Gupta asked during the panel: “Who is going
to own the data, the security, the regulation?” — a governance question at its core.

Dr. Jonna Jarveldinen brought attention to the interdependence of governance and cybersecurity, arguing
that security controls must be designed within enforceable frameworks rather than applied retroactively.
She warned that governance without enforcement is unlikely to resolve real-world risks such as system
availability or provider liability. The experience in private-sector data sharing supports this, where lack of
enforceable governance remains one of the chief barriers to broader cooperation (Fassnacht et al., 2023).

Taken together, the discussion converged on a clear conclusion - transparent governance alone is
insufficient without the capacity to enforce rules across complex stakeholder networks. This includes legal
enforceability, platform accountability, and the institutional will to intervene when necessary.

For IS scholars, Dr. McCarthy concluded, this represents both a challenge and an opportunity. The
governance of RTDS extends beyond a policy problem into a core research agenda that calls for theory-
informed, empirically grounded, and practice-ready solutions.

5.3 Federated Intelligence

Professor Gupta elaborated on the FML approach he introduced in his positioning statement, emphasizing
that this architecture can enable real-time data sharing without compromising data sovereignty or privacy.
Professor Ashish Gupta led this part of the discussion, outlining both the strategic value and the
substantial challenges of deploying FML in domains like healthcare and financial services.

Professor Gupta positioned FML as a crucial enabler of next-generation Al models, particularly when
access to real-time, high-quality data across multiple stakeholders is needed. In this model, data remains
distributed at local nodes (e.g. hospitals, banks), while only model updates, not raw patient or customer
data, are shared and aggregated centrally. This approach enhances privacy while still allowing for robust
Al training. Such decentralised models are increasingly being explored in sensitive sectors as a solution to
reconcile privacy regulation with data-driven innovation (OECD, 2023; Pflucke, 2025). In his panel
contribution, Professor Gupta noted:

“Real-time data sharing has tremendous value, especially for developing next-generation Al
models using concepts like federated machine learning. But there has to be a strong reason
to do this. It is costly and requires significant infrastructure.”

He emphasised that such deployments are not yet mainstream due to high operational and capital costs,
especially around infrastructure and data security. Although cloud-based environments offer partial
solutions, Professor Gupta warned that the governance of data ownership, privacy, and regulation must
be clearly defined before FML can be scaled. Industry studies echo this challenge, noting that even in
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highly regulated environments like banking, FML requires foundational changes to system design, trust
frameworks, and stakeholder alignment (Grassi and Lanfranchi, 2022; Dezem et al., 2024).

The discussion acknowledged that FML presents a technically viable but socio-politically complex
architecture. Even if the technical architecture is in place, real-time collaboration across organisations
remains difficult without enforceable governance, role clarity, and trust. A systematic review of data-
sharing challenges among private organisations has shown that lack of mutual trust and role
standardisation are persistent barriers, even when technical solutions exist (Fassnacht et al., 2023).

Professor Gupta also pointed to validated real-time analytics frameworks, including approaches to
misinformation detection, as evidence that real-time analytical architectures can be made operationally
robust when use cases are clearly defined (Zhang et al., 2023).

Professor Heiko Gewald offered a more optimistic view:

“I'm a strong believer that our computing power will be much higher and much cheaper. Real-
time should not be much of an issue in 10 to 15 years.”

However, Professor Gupta emphasized the need to align infrastructure readiness with regulatory support
and institutional willingness to share data at scale. He argued that real-time architectures must be justified
by real-time needs, particularly when used in Al applications that directly impact human health or financial
decision-making. Regulatory guidance in this space is still evolving, and until clear standards and
accountability frameworks are in place, FML may remain confined to experimental or pilot phases
(Pflucke, 2025).

Dr. Jonna Jarvelainen added that FML may also enhance resilience and mitigate cybersecurity risks. By
keeping data decentralised, the attack surface is distributed, and it is unlikely that a single provider
becomes a systemic point of failure. Recent work in Al governance has highlighted that resilience and
explainability are just as important as efficiency when deploying Al for critical infrastructure (Slate et al.,
2024).

In sum, the panel recognised FML as a high-potential yet high-cost innovation solution. It offers a
reference architecture for RTDS that meets both ethical and analytical demands but only if it is supported
by enforceable governance, shared responsibilities, and meaningful institutional buy-in.

5.4. Security Collaboration

Multi-stakeholder collaboration was identified as a necessary precondition for managing security risks in
real-time data sharing ecosystems. Expanding on earlier discussions of cross-sector coordination, Dr.
Jarveldinen emphasized that cybersecurity requires a shared organisational responsibility that demands
proactive coordination among all stakeholders involved.

She stressed that, within the classic confidentiality-integrity-availability security triad, availability emerges
as the most critical aspect in RTDS, especially in time-sensitive environments such as healthcare. In
these settings, even minimal data lags, measured in milliseconds, can delay life-saving decisions. For
instance, a system failure that prevents a surgeon from seeing a patient’s allergy record prior to surgery
could have fatal consequences. As Dr. Jarveldinen noted in the panel discussion:

“In real-time data sharing, availability becomes the most pressing cybersecurity risk. Even
milliseconds matter, especially in healthcare where missing data can cost lives.”

Dr. Jarveldinen argued that cybersecurity needs to be embedded into the architecture and governance of
data sharing platforms from the start, not added as an afterthought. She highlighted that while the privacy
of financial and healthcare data remains vital, system reliability and continuity of access are paramount
when real-time operations are at stake. These insights are supported by broader research emphasising
that Al and data systems in critical infrastructure must prioritise trustworthiness, resilience, and
explainability (Slate et al., 2024).

She also called for greater distribution of system responsibilities to reduce systemic risks. Although she
did not explicitly endorse blockchain, she supported the idea of decentralised architectures that would
avoid placing control and failure risk into the hands of a single authority. In her panel contribution, Dr
Jéarveldinen argued:

“Some kind of distributed systems might be useful. Not everything should be held by one
single provider.”
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This perspective aligns with emerging governance models in both public and private sectors, where
decentralised and interoperable infrastructures are increasingly seen as necessary for both innovation and
security (Grassi and Lanfranchi, 2022; Dinckol et al., 2023). Studies in RegTech and open finance confirm
that shared control models can distribute risk more effectively and build systemic resilience.

This insight aligns with a broader theme in the panel that collaboration among stakeholders is not a soft
ideal but a structural necessity. Real-time security cannot be achieved through isolated controls. It
requires shared protocols, cross-institutional rehearsals, mutual agreements, and clarity on incident
response. Empirical studies have shown that collaborative cybersecurity ecosystems are more effective
when supported by defined governance mechanisms, simulation exercises, and regulatory incentives
(Fassnacht et al., 2023).

Professor Ashish Gupta supported this view by noting the complex dependencies and potential
vulnerabilities that arise when multiple institutions engage in RTDS. He echoed the need for role clarity in
governance and argued that without strong collaboration, even the best federated architectures could fail
under attack.

Dr. Stephen McCarthy added that socio-technical integration must support any collaboration strategy.
Systems are no longer neutral platforms. They embody value-laden decisions, underlying assumptions,
and commercial priorities that affect human lives. Therefore, governance and security must be co-
designed, not separated, a principle echoed in current regulatory discussions on Al accountability
(Pflucke, 2025).

In closing, Dr. Jarveldainen emphasised that the real challenge is not the lack of technological options but
the lack of collective preparedness. Effective collaboration, she argued, must precede crises, not emerge
from them. Without structured, enforceable partnerships between healthcare providers, data platforms,
cybersecurity actors, and regulators, the vision of secure RTDS will remain aspirational. As Dr.
Jarveldinen concluded during the panel:

“Of course, there is hope but we need collaboration. Whether we are talking about innovation
or risk, we must act together.”

Building on these panel-derived perspectives, we now turn to a structured research agenda that
operationalizes the four pillars identified above.

6 Research Agenda for RTDSFs

This section compiles a structured research agenda for RTDSFs intended to guide future IS research. It
addresses open research problems that arise when trusted and transparent data sharing must operate
under real-time, cross-organisational conditions.

The following subsections examine each of the four research agenda pillars identified by the panel: (1)
Mutual Trust under conditions of speed and automation, (2) Transparent Governance beyond visibility and
disclosure, (3) Federated Intelligence as a redistribution of control, and (4) Security Collaboration as a
collective action problem. Each subsection frames the core research challenge and is accompanied by a
focused research agenda table that specifies the underlying knowledge gap, exemplary research
questions, useful methodological approaches, as well as the envisioned theoretical and practical
contributions. In subsection 6.5 we analyse the interdependencies between the four pillars, while
Subsection 6.6 returns to panellist reflections grounding the agenda in practitioner perspectives.

6.1 Mutual Trust under Conditions of Speed and Automation

Across domains, the panel discussion revealed that mutual trust, the reciprocal confidence among
participating organisations that shared data will be handled with integrity, that governance arrangements
will be honoured, and that risks and responsibilities will be distributed equitably, cannot be treated as a
stable precondition or a gradually accumulated relational asset in RTDSFs (van Panhuis et al., 2014;
Fassnacht et al., 2023). Instead, trust increasingly operates under conditions where data must be acted
upon immediately, often without the possibility of prior validation or timely human intervention. Grounded
in role clarity, aligned incentives, and reliable information flows, trust shifts from a deliberative judgment
into a systemic dependency, embedded in architectures, protocols, and automated decision routines
(Dantas and Dalziell, 2005; Dezem et al., 2024). As a result, breakdowns of trust may occur after
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consequential actions have already been taken, raising questions about reversibility, responsibility, and
recovery that are largely absent from existing theories of IS.

For IS researchers, this reframing suggests that trust in RTDSFs is less about willingness to share and
more about exposure to irreversible consequences (Table 1). Trust becomes entangled with asymmetries
in technical capability, regulatory protection, and decision authority, particularly in cross-organisational
settings. This calls for research that examines trust as a temporal and infrastructural phenomenon,
shaped by automation, latency, and systemic interdependence, alongside its more familiar treatment as a
psychological or institutional construct.

Table 1. Research Agenda for Mutual Trust in RTDSFs

Theme

Description

Core Tension / Knowledge Gap

Existing IS trust theories are largely built on assumptions that do not hold in
real-time, automated, and cross-organisational environments. They presuppose
identifiable actors, episodic exchanges, and meaningful opportunities for prior
validation or ex-post accountability (Dantas and Dalziell, 2005; Fassnacht et al.,
2023). In RTDSFs, however, data is exchanged continuously, decisions are
automated, and validation frequently occurs after consequential action has
already been taken (Dantas and Dalziell, 2005; Dezem et al., 2024). This
creates conditions in which breakdowns of trust may be discovered only once
irreversible outcomes have been produced, and where recovery, reversibility,
and responsibility are difficult to assign. The core unresolved question is not
whether organisations are willing to share data, but whether trust can be
established and sustained when speed and automation structurally reduce
opportunities for deliberation, oversight, and cross-organisational negotiation —
particularly when participants differ significantly in technical capability,
regulatory protection, and decision authority (van Panhuis et al., 2014;
Fassnacht et al., 2023; Dezem et al., 2024).

Research Questions

» How does trust formation differ when data must be acted upon in real-time
rather than validated before use?

» Under what conditions does automation substitute for, undermine, or
reconfigure trust in RTDSFs?

* How do asymmetries shape trust relationships among RTDSF participants?
» What recovery mechanisms are feasible after automated decisions are
executed?

Methodological Approaches

» Systematic literature reviews mapping trust barriers (van Panhuis et al., 2014;
Fassnacht et al., 2023)

« Case studies eliciting trust dependencies (Dantas and Dalziell, 2005)
 Multiple-criteria decision analysis with evidential reasoning (Dezem et al.,
2024)

Anticipated Contributions

Theoretical:
Extensions of theories of IS trust for temporal constraints, automation-mediated
trust, and distributed accountability.

Practical:
Trust design playbooks: information flow alignment, role clarity, reciprocity
mechanisms, multi-stakeholder negotiation frameworks.

Value Propositions for IS
Communities

Socio-technical IS:
Trust models embedded in routines and infrastructure.

Trust and control studies:
Trust/control trade-offs when validation lags action.

Behavioural IS:
Automation-mediated trust in high-stakes environments.
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6.2 Transparent Governance beyond Visibility and Disclosure

The panel highlighted that transparent governance, the institutional capacity to make data access rights,
decision rules, and accountability arrangements explicit, enforceable, and subject to ongoing regulatory
stewardship across participating organisations, takes on a more ambiguous role in real-time data sharing
environments (Dinckol et al., 2023; OECD, 2023; Pflucke, 2025). In RTDSFs, governance processes often
lag behind automated execution, meaning that visibility into decisions may arrive too late to enable
meaningful oversight or contestation. Moreover, increased transparency can introduce new risks, such as
exposing sensitive operational details, amplifying strategic behaviour, or obscuring accountability when
decision-making is distributed across technical and organisational layers (Zachariadis, 2020; Grassi and
Lanfranchi, 2022).

These dynamics suggest that governance in RTDSFs cannot be reduced to making rules or processes
more visible. Instead, governance becomes a question of when and where control is exercised, and by
whom, under conditions of speed and cross-jurisdictional complexity (Dinckol et al., 2023; Pflucke, 2025).
For IS scholars, this opens a research agenda focused on how governance architectures redistribute
power over time, how enforceability is achieved when actions precede oversight, and how accountability
can be meaningfully assigned in environments characterised by automated, real-time coordination
(Zachariadis, 2020; OECD, 2023) (Table 2).

Table 2. Research Agenda for Transparent Governance in RTDSFs

Theme Description

Core Tension / Knowledge Gap Prevailing IS governance models are designed for contexts in which decision
rights are stable, accountability mechanisms are identifiable, and governance
processes unfold over time with opportunities for deliberation and correction
(Zachariadis, 2020; Dinckol et al., 2023). RTDSFs challenge each of these
assumptions simultaneously. Governance must operate across continuous data
flows, automated execution, and multi-jurisdictional participation, yet the actors,
standards, and enforcement mechanisms needed to make this work remain
contested and unevenly developed (OECD, 2023; Pflucke, 2025).
Transparency is frequently invoked as the solution, but in real-time settings it
introduces its own complications. Visibility into system behaviour may arrive too
late to enable meaningful oversight, disclosure of operational details may
expose strategic vulnerabilities or compromise security, and distributing
decision-making across technical and organisational layers can obscure rather
than clarify accountability (Grassi and Lanfranchi, 2022; Pflucke, 2025). The
core unresolved challenge is therefore not how to make RTDSFs more visible,
but how governance can be designed to be enforceable and accountable when
oversight structurally follows execution rather than preceding it (Zachariadis,
2020; Dinckol et al., 2023; OECD, 2023).

Research Questions » How does governance function when decisions are executed automatically
before oversight is possible?

» Under what conditions does transparency enhance accountability in RTDSFs?
* How are decision rights, liabilities, and responsibilities negotiated across
organizational and regulatory boundaries?

» How do different governance architectures redistribute power among RTDSF
participants over time?

Methodological Approaches * Longitudinal qualitative studies using interviews, document analysis, and
process tracing (Dinckol et al., 2023)

* Legal analysis examining data access rights and liability allocation (Pflucke,
2025)

» Comparative policy analysis (OECD, 2023)

» Systematic review with bibliometric analysis (Grassi and Lanfranchi, 2022)
» Conceptual analysis of APIs as boundary resources (Zachariadis, 2020)

Anticipated Contributions Theoretical:
Frameworks linking transparency to enforceable rights, continuous oversight,
and machine-readable regulation.
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Practical:

Governance design patterns: regulatory stewardship models, API
standardization playbooks, liability frameworks, consent architectures,
RegTech-enabled compliance.

Value Propositions for IS | Digital governance/policy IS:
Communities Governance-by-design frameworks; regulatory stewardship models.

Socio-technical systems:
APIs as boundary resources operationalizing governance.

Regulation:
RegTech for operational transparency.

Critical IS:
Power distribution analysis.

6.3 Federated Intelligence as a Redistribution of Control

Discussions around federated intelligence, the capacity to generate coordinated analytical outputs across
multiple autonomous participants without centralising raw data, by distributing computation, model
training, and decision logic across organisational and infrastructural boundaries, underscore that
decentralising computation does not eliminate governance or trust challenges but rather relocates them
(Javan et al., 2024; Rabbani et al., 2024; Slate et al., 2024). While federated approaches promise to
reconcile real-time analytics with privacy and data sovereignty, they also introduce new layers of
dependency. Control over model aggregation, parameter updates, and infrastructural coordination may
become concentrated in ways that are less visible to individual participants, particularly when models
evolve continuously and autonomously (Dezem et al., 2024; Rabbani et al., 2024).

From an IS perspective, federated intelligence reframes architecture as a site where power and
accountability are negotiated rather than technically resolved (Table 3). The shift from data sharing to
model sharing raises questions about who can explain, contest, or intervene in real-time decisions,
especially when no single actor has full visibility into the system’s behaviour (Javan et al., 2024; Slate et
al., 2024). This tension positions federated intelligence as a fertile ground for research at the intersection
of design science, governance, and socio-technical analysis (Dezem et al., 2024; Rabbani et al., 2024).

Table 3. Research Agenda for Federated Intelligence in RTDSFs

Theme Description

Core Tension / Knowledge Gap Federated and decentralised intelligence architectures are increasingly
presented as a means of reconciling the demands of real-time analytics with
privacy, data sovereignty, and regulatory constraints — enabling collaboration
without requiring the pooling of raw data (Rabbani et al., 2024; Slate et al.,
2024). This framing, however, obscures an important shift: distributing
computation rather than data does not eliminate questions of control and
accountability, but reconfigures them in ways that are less visible and less well
understood (Dezem et al., 2024; Rabbani et al., 2024). In RTDSFs, where
models evolve continuously and decisions may be executed automatically
before any single actor has reviewed the underlying logic, it remains unclear
who is responsible for outcomes, who can explain or contest a decision, and
how governance is enacted across organisational and jurisdictional boundaries
(Javan et al., 2024; Slate et al., 2024). The core unresolved question is not
whether federated intelligence is technically viable, but whether distributing
intelligence under real-time conditions creates new concentrations of power,
particularly at the model aggregation layer, that undermine the accountability
and transparency that governance frameworks are meant to ensure (Dezem et
al., 2024; Rabbani et al., 2024, Slate et al., 2024).

Research Questions * How does intelligence distribution alter accountability when real-time
decisions are based on updated, federated models?

* What new power asymmetries emerge between data holders, model
aggregators, and infrastructure providers?
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* How can transparency and explainability be achieved when decision logic is
distributed and adaptive?

» Under what conditions does federated intelligence enhance trust and
resilience?

Methodological Approaches * Design science with blockchain-enabled federated learning and ML
experimentation (Rabbani et al., 2024)

* Qualitative synthesis combining expert interviews, regulatory analysis, and
case studies (Slate et al., 2024)

* Design science with multi-layered blockchain architecture (Javan et al., 2024)
 Multiple-criteria decision analysis with evidential reasoning (Dezem et al.,
2024)

Anticipated Contributions Theoretical:

Frameworks for distributed intelligence addressing power asymmetries,
accountability gaps, and explainability challenges; a theory of trustworthy Al
ecosystems requiring shared standards.

Practical:

Design patterns for blockchain-enabled federated learning, multi-layered
architectures, distributed decision-support frameworks, and continuous model
improvement protocols.

Value Propositions for IS | Design science research:
Communities Prototype development and evaluation of federated learning architectures.

Al and analytics in IS:
Distributed ML/Al accountability and explainability challenges.

Socio-technical systems:
Power redistribution analysis.

Digital governance:
Governance mechanisms for distributed intelligence.

6.4 Security Collaboration as a Collective Action Problem

The panel made clear that security collaboration, the coordinated alignment of threat detection, response
protocols, and risk-sharing arrangements across interdependent organisations to sustain collective
resilience in shared data environments, cannot be adequately addressed through isolated organisational
controls or reactive incident response in RTDSFs (Bellamkonda, 2024; Aare, 2025; Hossain et al., 2025).
Security threats in real-time environments propagate across interconnected actors at speeds that often
exceed contractual, regulatory, or organisational response mechanisms. While collaboration is frequently
invoked as a solution, the feasibility and effectiveness of collective security arrangements remain under-
theorised, particularly when participants differ significantly in size, resources, and risk exposure (Zhang et
al., 2020; Javaheri et al., 2024).

For IS researchers, this reframes security collaboration as a collective action and preparedness problem
rather than a technical coordination task (Table 4). Questions of liability, responsibility, and risk-sharing
become central when failures originate at one node but cascade system-wide (Bellamkonda, 2024; Aare,
2025). This perspective invites research on how pre-incident coordination, shared practices, and
institutional arrangements can be established under conditions where there is little time to correct errors in
real-time operations (Zhang et al., 2020; Javaheri et al., 2024; Hossain et al., 2025).
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Table 4. Research Agenda for Security Collaboration in RTDSFs

Theme

Description

Core Tension / Knowledge Gap

Cybersecurity research in IS has traditionally focused on organisational
controls, compliance mechanisms, and post-incident response — frameworks
designed for environments in which threats are largely contained within
institutional boundaries and response timescales allow for deliberate action
(Javaheri et al., 2024; Hossain et al., 2025). RTDSFs operate under
fundamentally different conditions. Security risks propagate across
interconnected actors in real time, often cascading through shared infrastructure
faster than any contractual, regulatory, or organisational safeguard can respond
(Zhang et al., 2020; Bellamkonda, 2024; Aare, 2025). A compromised node in a
multi-stakeholder network, particularly when that node is a smaller or less
mature participant, can become a vector for system-wide disruption before the
breach is detected. Collaboration is frequently cited as the necessary response,
yet the conditions under which effective collective security preparedness can be
established remain poorly understood, especially among participants that differ
substantially in size, technical maturity, regulatory exposure, and risk appetite
(Javaheri et al., 2024; Bellamkonda, 2024). The core unresolved question is not
whether organisations should collaborate on security, but how shared
preparedness, distributed responsibility, and coordinated response can be
institutionalised before incidents occur, and how the costs and liabilities of
collective security are fairly distributed among structurally unequal partners
(Hossain et al., 2025).

Research Questions

* How can security risks be mitigated across real-time data ecosystems?

» Under what conditions does multi-stakeholder security collaboration improve
real-time resilience?

» How are security responsibilities and liabilities distributed when failures
originate at one node but cascade across an RTDSF?

» What forms of pre-incident coordination are feasible and effective in real-time
environments?

Methodological Approaches

» Comparative case analysis using infrastructure metrics and regulatory reports
(Bellamkonda, 2024)

* Empirical analysis of production systems with architectural benchmarking
(Aare, 2025)

» Mixed methods combining case studies, vulnerability assessments, and
interviews (Hossain et al., 2025)

* PRISMA-based systematic review with topic modelling (Javaheri et al., 2024)
* Design science with blockchain-based prototypes (Zhang et al., 2020)

Anticipated Contributions

Theoretical:
Frameworks for security as networked collective action; socio-technical threat
taxonomies; theories of collaborative trust via cryptographic consensus.

Practical:

Design patterns for coordinated security checkpoints, shared fraud rules and
monitoring protocols, collaborative API governance, shared threat taxonomies,
blockchain-mediated joint assurance.

Value Propositions for IS
Communities

Cybersecurity in IS:
Ecosystem-level threat prevention, detection, and management beyond
organizational boundaries.

Inter-organizational systems:
Joint security governance and liability distribution.

Risk and resilience studies:
Cascade effects and collective resilience mechanisms.

Critical infrastructure research:
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Pre-, during, and post-incident coordination protocols.

6.5 Interdependencies and Research Pathways

The four research pillars outlined above, Mutual Trust, Transparent Governance, Federated Intelligence,
and Security Collaboration, are not independent research streams but interconnected dimensions of
complex socio-technical systems. Understanding these interdependencies is essential for designing
effective RTDSFs and for structuring research programs that address the whole system rather than its
isolated components.

Table 5 places the four pillars side by side, articulating for each its core tension, its specific relationship to
real-time conditions, and the tensions it generates in relation to the other pillars.

Table 5. Cross-Pillar Summary: Core Tensions, Real-Time Conditions, and Inter-Pillar Tensions

Pillar

Core Tension

Relationship to Real-
Time Condition

Tensions with Other Pillars

1. Mutual Trust
under
Conditions of
Speed and
Automation

Existing IS trust theories
assume episodic
exchange and
opportunities for prior
validation. In RTDSFs,
data must be acted upon
before trust can be
verified, and breakdowns
may only be discovered
after irreversible
consequences.

Real-time automation
converts trust from a
deliberative relational
judgment into a systemic
infrastructural
dependency. Validation
lags action, and recovery
mechanisms are rarely
designed for this
sequence.

Trust and governance shape each
other. Governance provides the
enforcement mechanisms that make
trust possible at scale, yet
governance frameworks themselves
depend on baseline inter-
organisational trust to function. Trust
also conditions federated
intelligence. Actors share model
parameters only when they trust that
aggregation layers will not be
exploited.

2. Transparent
Governance
beyond Visibility
and Disclosure

Prevailing governance
models assume stable
decision rights and
deliberative oversight. In
RTDSFs, governance
must function across
automated execution and
cross-jurisdictional
participation where
oversight structurally
follows rather than
precedes action.

Real-time execution
compresses the window
for governance
intervention. Rules
designed for episodic
compliance cannot keep
pace with continuous,
automated data flows,
creating accountability
gaps that visibility alone
cannot close.

Governance and transparency
create security exposure. Disclosure
of system architecture, access rules,
or data flows to enable
accountability may simultaneously
reveal attack surfaces. Governance
and federated intelligence are also
in tension — distributing computation
across actors complicates the
assignment of regulatory
responsibility and may make
enforcement structurally difficult.
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3. Federated
Intelligence as a
Redistribution of
Control

Federated approaches
are presented as
reconciling real-time
analytics with privacy and
sovereignty. However,
distributing computation
reconfigures rather than
eliminates control —
concentrating power at
model aggregation layers
that are less visible and
less governed than raw
data flows.

In real-time RTDSFs,
federated models evolve
continuously and
decisions may be
executed automatically.
No single actor retains a
complete picture of how
the system is behaving
at any given moment,
making explainability and
contestability structurally
difficult.

Federated intelligence complicates
governance accountability. When
decision logic is distributed and
adaptive, it is unclear which actor is
responsible for outcomes and which
regulator has jurisdiction. It also
reshapes security — decentralisation
reduces single points of failure but
introduces new vulnerabilities at
aggregation and synchronisation
layers that existing security
frameworks do not address.

4. Security
Collaboration as
a Collective
Action Problem

Traditional cybersecurity
focuses on organisation-
centric and episodic
incident management
processes. In RTDSFs,
threats cascade across
interconnected actors in
real time, faster than any
single organisation can
respond, making pre-
incident collective
preparedness the only
viable defence.

The speed of real-time
data flow means security
failures at one node can
reach system-wide scale
before detection. This
eliminates the response
window that most
security frameworks
assume, converting
security from an
organisational to an
ecosystem-level
challenge.

Security and transparency are in
direct tension. Sharing threat
intelligence, playbooks, and system
vulnerabilities to build collective
preparedness also exposes attack
surfaces to adversaries. Security
collaboration also depends on trust.
Without pre-incident trust between
partners of unequal size and
maturity, coordination agreements
remain nominal rather than
operational.

Interconnections Between Pillars. Trust and governance form a foundational relationship. Trust cannot
be sustained without enforceable governance mechanisms, yet governance frameworks fail to gain
traction when trust among participants is absent (Dinckol et al., 2023; Fassnacht et al., 2023). In RTDSFs,
this relationship intensifies because automated execution compresses the minimal space between action
and oversight, leaving little room for ex-post trust repair. Similarly, federated intelligence architectures are
simultaneously a technical response to trust deficits, enabling collaboration without raw data pooling, and
a governance challenge, as they redistribute control in ways that may blur accountability (Rabbani et al.,
2024; Slate et al., 2024). Security collaboration, in turn, depends on both trust and governance. Without
shared protocols and enforceable responsibilities, collaborative security arrangements devolve into
coordination failures, particularly when threats propagate faster than contractual or regulatory
mechanisms can respond (Bellamkonda, 2024; Hossain et al., 2025). Federated intelligence also
reshapes security. By decentralizing data and computation, it reduces single points of failure but
introduces new vulnerabilities at aggregation and coordination layers (Javaheri et al., 2024). These
interdependencies suggest that advances in one pillar may create new challenges in others, and that
research designs must account for systemic feedback rather than treating pillars in isolation.

Tensions and Trade-offs Between Pillars. The interdependencies above also generate genuine
tensions that research designs must confront rather than resolve prematurely. First, transparency and
security are in structural conflict. Disclosure of system architectures and data flows that enables
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governance accountability simultaneously creates exploitable attack surfaces (Rabbani et al., 2024).
Second, federated intelligence complicates governance accountability. Distributing computation reduces
raw data concentration but creates accountability gaps at model aggregation layers that existing
regulatory frameworks were not designed to address (Dezem et al.,, 2024; Slate et al., 2024). Third,
panellists struck a different balance between regulatory mandates and market incentives as drivers of
RTDSFs adoption - a tension reflecting different assumptions about institutional capacity and
organisational behaviour that IS research has not yet resolved in real-time contexts. Fourth, the pathway
from competitive hoarding to collaborative openness that Inner Source models demonstrate within
organisations may not transfer straightforwardly to cross-organisational RTDSFs where intellectual
property and market position are structurally at stake (Fassnacht et al., 2023). These tensions constitute
the research agenda’s most productive and underexplored dimension.

Sequencing and Research Priorities. While all four pillars require sustained attention, certain research
questions may be more foundational than others. Establishing the governance conditions under which
RTDSFs can operate transparently and enforceably appears logically prior to deploying federated
intelligence at scale. Without clarity on liability, data access rights, and supervisory coordination, even
technically sound federated architectures risk becoming contested or abandoned (OECD, 2023; Pflucke,
2025). Similarly, trust-building mechanisms may need to be designed into governance structures from the
outset rather than retrofitted once trust breakdowns occur (Dantas and Dalziell, 2005; van Panhuis et al.,
2014). Security collaboration, while often treated as an operational concern, may be most effective when
embedded in governance and architectural design rather than appended as a reactive layer (Zhang et al.,
2020; Aare, 2025). This sequencing logic suggests a phased research approach. Early-stage work on
governance frameworks and trust mechanisms can inform subsequent research on federated intelligence
architectures and collaborative security protocols. However, this is not a strict linear progression. Pilot
implementations of federated intelligence or security collaboration may reveal governance gaps or trust
failures that require iterative refinement, reinforcing the need for adaptive research designs.

Program Coherence and Cumulative Knowledge. To support cumulative inquiry, future research should
be designed with explicit attention to how findings across pillars inform one another. For instance, case
studies of governance implementation (Pillar 2) can surface trust breakdowns (Pillar 1) and security
coordination failures (Pillar 4), while prototypes of federated intelligence (Pillar 3) can reveal where
transparency mechanisms succeed or fail (Pillar 2). Cross-pillar research designs, such as long-term
studies tracking RTDSFs from governance design through deployment to security incidents, can capture
these interdependencies empirically. Methodologically, this calls for multi-method programs that combine
legal-institutional analysis, qualitative case studies, design science prototyping, and systematic reviews,
ensuring that theoretical, empirical, and design-oriented insights are integrated. By treating the four pillars
as an interdependent system, the IS community can build a research program that combines analytical
rigour with practical actionability, guiding the design of RTDSFs that are trusted, transparent, intelligent,
and secure.

6.6 Reflections on the Path Forward

To finalize the research agenda, we return to the panel’s participants, whose reflections capture both the
challenges and the promise of RTDSFs. Their perspectives underscore that the path forward requires
rigorous research alongside sustained institutional commitment and cross-sector collaboration. Technical
capabilities alone cannot resolve the trust, governance, and coordination challenges inherent in real-time
data sharing. The key reflections from each panellist are summarised below.

Ashish Gupta emphasized justification tied to concrete use cases. Real-time data sharing holds
significant value for developing next-generation Al models in time-sensitive situations requiring low-
latency decisions (capital markets, high-frequency trading, real-time streaming). However, implementation
costs and infrastructure demands remain significant barriers. The justification for real-time data sharing
must be directly tied to the need for real-time analytics or Al-driven use cases. Otherwise, we may simply
be sharing data without deriving value (cf. Jackson, 2014). Critical parallel issues around data ownership,
security, transparency, privacy, regulation, and policy must be addressed before effective implementation.

Heiko Gewald offered measured optimism grounded in technological trajectory. While recognizing today’s
high costs, he remains confident that over the next one or two decades, computing power will become
both significantly greater and more affordable, diminishing technical barriers to real-time sharing.
Healthcare is still at the beginning of this journey but heading in the right direction.
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Jonna Jéarveldinen stressed the primacy of proactive trust-building. In high-stakes environments like
energy or mining, hope must be matched by action. Real-time data sharing depends on trust built before
incidents occur. SMEs often lag in cybersecurity, creating weak links in complex ecosystems. Without
shared preparedness, joint protocols, exercises, and ongoing cooperation, these networks remain fragile.
Collaboration across unequal partners is essential, not optional.

Lorraine Morgan highlighted organizational readiness. Real-time data sharing frameworks depend as
much on inner source transformation as on external regulation. Organizations must learn to share within
before they can share across. Firms that have adopted inner source demonstrate that transparency,
contribution, and reuse can work at scale, preparing them to engage more effectively in federated and
cross-sector ecosystems. Readiness for real-time data sharing is a matter of cultural change as much as
technical infrastructure.

Stephen McCarthy positioned RTDSFs as a fundamentally socio-technical research domain, where the
central challenges are organisational and political alongside the technical ones. We need to examine how
these systems are built and deployed, and, just as importantly, how they shape and are shaped by
organisational structures, power dynamics, and human decision-making. With the rise of agentic Al and
autonomous systems, these questions become even more pressing. As technologies evolve, so too must
our frameworks for accountability, governance, and trust.

These reflections collectively reinforce the research agenda’s central argument — RTDSFs function as
socio-technical systems. This requires alignment across technological capability, institutional governance,
stakeholder trust, and organisational culture. Technical infrastructure alone cannot deliver this alignment.
The path forward, as the panellists make clear, is neither simple nor guaranteed, but it is necessary, and
the IS research community is uniquely positioned to guide it.

7 Conclusion

This panel report examined real-time data sharing frameworks as emerging socio-technical infrastructures
that extend well beyond questions of technical feasibility into contested territory involving governance,
trust, power, and collective action. The high level of engagement throughout the session, from opening
polls through reflective closing commentary, underscored both the timeliness of the topic and the scale of
the open questions that remain unresolved for the IS community.

Three orientations emerged from the panel discussion that this report proposes as productive anchors for
future IS research. First, trust in RTDSFs calls for reframing. It operates less as a stable relational
precondition and more as a systemic dependency embedded in architectures, protocols, and automated
decision routines. When data must be acted upon before it can be validated, and when breakdowns may
only become visible after irreversible consequences, existing IS trust theories require extension. Research
into trust under conditions of speed, automation, and cross-organisational asymmetry is not yet well
developed.

Second, governance emerges as the most structurally significant challenge, a direction suggested by the
panel discussion and indicated, though not confirmed, by closing poll responses in which a substantial
majority of participants identified enforceable governance and regulatory engagement as the most critical
factors for sustainable real-time data sharing. The open research question is not whether governance
matters, but how governance can be designed to be enforceable and accountable when oversight
structurally follows automated execution rather than preceding it. This requires theoretical, empirical, and
design-oriented inquiry that existing frameworks only partially address.

Third, the panel surfaced productive tensions that a convergence-focused synthesis would obscure.
Panellists placed different weight on regulation versus market-driven incentives as the primary lever for
adoption, left open how accountability should be assigned as control is redistributed across federated
architectures, and raised the trade-off between pursuing transparency and avoiding new security
exposure without resolving it. These tensions are offered as productive sites of disagreement that future
IS research should investigate rather than prematurely settle.

The research agenda developed in Section 6 organises these open questions across four interdependent
pillars — mutual trust, transparent governance, federated intelligence, and security collaboration — each
sharpened to what is specifically unresolved in real-time, automated, and cross-organisational contexts.
Table 5 maps the tensions between these pillars, making visible the trade-offs that any research
programme in this domain must navigate.

Accepted Manuscript



Communications of the Association for Information Systems

As one panellist observed, real-time data sharing may still be at the crawling stage but movement has
begun. The IS research community is well positioned to ensure that as these frameworks mature from
experimental pilots into critical infrastructures, the questions of who holds power, who bears risk, and who
governs are addressed with the rigour, nuance, and cross-disciplinary reach that the phenomenon
demands.
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