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Abstract

The Internet is an extremely complex system which has a significant impact on the
world we live in. In this thesis, we formalise Internet-based problems as mathemati-
cal models to better understand their dynamics. Modelling these problems requires
dynamical features such as time delay, periodic forcing, switching and stochasticity.
We study several dynamical systems which employ a combination of these features
from Internet applications, including targeted ransomware, data networks, and sig-
nal processing. We also study a climate science system which shares features with
the signal processing system and exhibits similar dynamics. Stochasticity is found
to be critical in the modelling of the negotiations involved in targeted ransomware,
while time delay is a crucial feature in the modelling of data networks. The signal
processing and climate science systems give rise to extremely rich dynamics, which
we are able to study analytically due to the presence of switching. This yields further

insights into related smooth systems.

Pierce Ryan viil



Introduction

The Internet is the most complex man-made system in the world, with its dynamics
driven by the activities of both man and machine. The basic infrastructure, which
was established in the 1970s with ARPANET [1], has grown in capacity, complexity
and utility through the iterations of Web 1.0, Web 2.0, and Web 3.0 |2, |3]. The
Internet has expanded to support the broadest repository of information, the largest
platform for international trade, and the greatest conduit of human interaction. But
it is much more than just a system. The Internet is practically a world unto itself,
a mirror of our own physical world which functions according to its own logic.

In the physical world, your social network is constrained by physical distance
and language barriers. On the Internet, physical distance translates to a fraction of
a second of latency and language barriers are broken down by instant translation,
enabling your social circle to span the globe. At the same time, the Internet is
subject to effects which do not exist in the real world. As you walk down the
street, shops don’t reshuffle to move those that paid higher advertising fees right in
front of you. Your peripheral vision is not filled by advertisements for products you
talked about yesterday. There are no ‘bots’ pasting fake reviews on the windows of
businesses, and no algorithms subtly guiding you to places where you’ll spend the
most money.

The Internet is a world separate to our own, and yet they are irrevocably in-
tertwined. The Internet is affected by events in the physical world. The basic
infrastructure runs on physical hardware, chunks of doped silicon connected by wire
and fibre optic, any piece of which may fail at any moment, taking fragments of
the Internet with it. Many actions taken in the physical world, malicious or benign,
start with, or are facilitated by, communication over the Internet. Online threats
such as ransomware cause real-world harm through the leaking of private data, the
extortion of ransoms, and the proliferation of criminal organisations financed by
these crimes [4, b, 6]. Even people who do not engage with the Internet are subject
to its influence, and so understanding the dynamics of the digital world is crucial to
understanding our own.

Due to the scale and complexity of the Internet, there is a truly vast amount to
be understood. The Internet is a patchwork of systems and subsystems which fulfil

a list of functions too long to fit in any thesis. As a result of this diverse array of
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Introduction

functions, the Internet exhibits a broad range of dynamics across multiple scales.

At the large scale, we observe network phenomena and the collective dynamics
of millions of devices connected by the Internet. When we focus on the connections
between personal profiles on social media websites such as Facebook, we observe
social networks. These networks have been found to exhibit small-world and scale-
free properties |7, 8|.

Less visible than social media websites are the background systems which silently
propagate information between servers and personal computers. These data net-
works make use of various techniques to increase efficiency and minimise latency
to the point that people forget these systems are even there. Omne of the most
ubiquitous of these techniques is caching, where data sent to a computer is stored
temporarily in case it is needed again in quick succession. Dynamically speaking,
caching has two effects. The first is that it induces hysteresis, explicit dependence
of a system on its history. The second is that the cost of using data from other
computers changes discontinuously depending on whether or not the data is cached.
Both hysteresis and discontinuous response give rise to rich dynamical behaviour,
such as multistability |9} (10} [11} [12, [13] and border-collision bifurcations |14} |15} |16,
17, 18], respectively.

At the small scale, we can consider the activity of a single computer interacting
with a data network. Here, the effects of the physical world become far more ap-
parent. From an Internet perspective, the activity of humans can appear random;
while some of their actions can be predicted based on their previous activity on the
Internet, some actions are prompted by events in the real world. From the perspec-
tive of the Internet, this introduces stochasticity into their dynamical behaviour. In
addition, while machines don’t sleep, most people do, usually according to a regular
sleep cycle. Therefore we can expect that any dynamical process which requires
human interaction to feature both periodicity and stochasticity. Again, both peri-
odicity [19, 20, 21, 22| and stochasticity |23, 24, 25| are known to induce dynamical
behaviour, including synchronization and resonance.

The core principle of this thesis is to formalise small-scale problems on the In-
ternet in mathematical terms to gain a deeper understanding of these problems and
establish a foundation for further research at all scales. Specifically, we will study
the developments in ransomware which have led to the current wave of targeted ran-
somware, and consider how dynamical features such as time delay, periodic forcing,
stochasticity and switching can appear in data networks. We will also study dy-
namical systems from climate science and signal processing which share dynamical

features with those seen in Internet systems.
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Thesis structure

Chapter [1]is largely reproduced from P. Ryan, A. Keane and A. Amann, Border-
collision bifurcations in a driven time-delay system, Chaos: An Interdisciplinary
Journal of Nonlinear Science, 30(2):023121, 2020. [26]. We study a piecewise-
smooth time-delay system with periodic forcing derived from a phenomenological
climate model 27| which demonstrates an extremely complex resonance structure.
In particular, our system is piecewise-constant, as both the time-delayed feedback
and the periodic forcing are switches, flipping back and forth between two values.
This yields an extremely simple system which still demonstrates much of the same
dynamics as the original model. We develop a symbolic representation for the non-
smooth dynamics of the system, and explore the bifurcations of the system through
bifurcations of Poincaré maps derived from the symbolic dynamics. These include
both traditional bifurcations and border-collision bifurcations. This symbolic repre-
sentation enables us to analytically calculate solutions and bifurcation curves while
studying phenomena that were previously studied only numerically. This work has
been found to be of use in more recent research as the study of non-smooth systems

continues to develop [28, 29].

Chapter |2/ forms the basis of a paper that I am co-authoring with Dr. Lucas Illing
and Dr. Andreas Amann. We study a piecewise-linear second-order delay differen-
tial equation which is representative of feedback systems with relays that actuate
after a fixed time delay. This system demonstrates a complex structure of classical
and border-collision bifurcations. In contrast to the system considered in the previ-
ous chapter, this system is unforced and piecewise-linear between switching events.
We extend the symbolic representation developed in the previous chapter to study
this system through bifurcations of Poincaré maps, enabling us to analytically derive
border-collision bifurcations, while classical bifurcations are characterised numeri-

cally.

Chapter [3|is largely reproduced from P. Ryan, J. Fokker, S. Healy and A. Amann,
Dynamics of targeted ransomware negotiation, IEEE Access, 10:3283632844, 2022.
[30]. Using game theory, we construct a stochastic model of negotiations between
operators of targeted ransomware and their targets to better understand how to
respond to ransomware attacks. In particular, our model considers the investments
that a cybercriminal must make in order to conduct a successful targeted ransomware
attack. We demonstrate how imperfect information is a crucial feature for replicat-
ing observed real-world behaviour. Furthermore, we present optimal strategies for
both the perpetrator and the target, and demonstrate how imperfect information
results in a non-trivial optimal strategy for the cybercriminal. This work has been

found be of use in more recent research as the mathematical analysis of cybersecu-
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rity becomes more widely studied [31, (32} 33} 34, 135|.

Chapter 4] presents unpublished material in which we consider the problem of
estimating and improving the efficiency of the data networks commonly used by
cybersecurity providers to deliver information to their customers. We develop a
stochastic model of ‘Time-To-Live” data caching systems commonly used in cyber-
security with reference to real-world data derived from a cybersecurity data network.
The Time-To-Live mechanism induces a time-delay effect in the system. We use our
model to estimate metrics for caching system activity based on observable data,
and to estimate the optimal Time-To-Live. The deterministic limit of the stochastic
model gives rise to a circle map with periodic solutions that are analysed in terms

of a symbolic representation.
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Chapter 1

Border-collision bifurcations in a

driven time-delay system

The material in this chapter is largely reproduced from P. Ryan, A. Keane and
A. Amann, Border-collision bifurcations in a driven time-delay system, Chaos: An
Interdisciplinary Journal of Nonlinear Science, 30(2):023121, 2020. [26]. My con-
tribution to this paper consisted of exploring the parameter space and using the
symbolic representation, which was proposed by Andreas, to calculate the existence

and stability of solutions to study the bifurcations of the system.

1.1 Abstract

We show that a simple piecewise-linear system with time delay and periodic forcing
gives rise to a rich bifurcation structure of torus bifurcations and Arnold tongues,
as well as multistability across a significant portion of the parameter space. The
simplicity of our model enables us to study the dynamical features analytically.
Specifically, these features are explained in terms of border collision bifurcations of
an associated Poincaré map. Given that time delay and periodic forcing are common

ingredients in mathematical models, this analysis provides widely applicable insight.

1.2 Summary

Both time delay dynamical systems, and periodically driven dynamical systems have
been thoroughly studied in the literature. This can be attributed to their great rele-
vance to real-world problems. Time delay systems arise naturally in physical, biolog-
ical or climate models due to finite propagation speed; periodic drive is ubiquitous
in engineering applications and is known to generate complex resonance phenomena.
However, systems that combine these two properties have received much less atten-
tion, despite being relevant in many real-world applications. In this paper, we study

a simple piecewise-linear system with both time delay and periodic forcing, which ex-
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Border-collision bifurcations in a driven time-delay system

hibits interesting dynamical features as a nontrivial consequence of this combination.
These features include multistabilities, Arnold tongues, and torus bifurcations. Since
the system is piecewise linear and contains only two parameters, many phenomena
can be interpreted through an analytically derived piecewise-smooth Poincaré map
and an analysis of the associated border collision bifurcations. The analysis explains
the origin of similar phenomena which has previously been observed numerically in

more complicated related systems.

1.3 Introduction

Periodically driven systems appear in many real-world applications. Examples in-
clude optical injection in laser systems |21, vibration-driven energy harvesting de-
vices [36], injection-locked frequency dividers in electronics [37], or seasonal forcing
in climate systems [22|. They often give rise to interesting resonance behaviour
in damped oscillators [38] and complex synchronization patterns in self-sustained
oscillators [19, 20].

Similarly, time delay systems also arise in many experimental systems, for ex-
ample in optics |39, 40|, electronics [9], neuro-science [41], or climate systems [42],
and also play an important role in chaos control, for example, through the use of
time delayed feedback control [43]. From a mathematical point of view, time delay
often leads to a formally infinite-dimensional phase space [44], which considerably
complicates the analysis, but allows for a rich variety of phenomena.

The combination of external forcing and time delay has been studied, for exam-
ple, in the context of the Duffing oscillator [45], the van der Pol oscillator [46] and
more recently in the context of climate systems |27, [13]. However, a general under-
standing of this class of dynamical systems is not yet available. Here, our objective
is to study the fundamental features of an elementary system with time delay and
periodic forcing to obtain a broader insight into what phenomena are expected to
arise as a consequence of this combination.

Let us consider a simple driven time-delay dynamical system introduced by Ghil
et al. [27] as a model for a climate phenomenon known as the El Nifio Southern

Oscillation. The system of a real variable x € R is defined by

2(t) = —tanh [kx (t — 7)] + bsin (27t) (1.1)
z(t) € C([-,0]) (1.2)

where b > 0 is the magnitude of the periodic forcing, 7 > 0 is the time delay of
the delayed feedback, and x > 0 is the linear slope of the delayed feedback at the
origin. A solution of the system is a trajectory z(t) € R, ¢ € R. A consequence of
the reliance of the delayed feedback on a continuous function z (t) over an interval

[—7,0] is that the system has an infinite-dimensional phase-space. Another key
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Border-collision bifurcations in a driven time-delay system

feature of this system is that it has the symmetry z (£) — —x (¢ + 3). This model
has been studied extensively by Keane et al. [13, 47]. Numerical analysis of this
system demonstrated an extremely complex resonance structure [13|. Furthermore,
the autonomous system (b = 0) has been studied analytically [48] 49|. In this case
the trivial solution z = 0 is only stable for 7 < J-. At 7 = -, it becomes unstable,
and a family of stable 47-periodic solutions is born.

In order to analyse the phenomena seen in this model further, let us consider a
further simplification of the system by taking x — oo. This has the effect of changing
the delayed feedback term from —tanh [kz (t — 7)] to —sgn [z (t — 7)]. We also apply

the signum function to the periodic forcing to obtain the dynamical system

#(t) = —sgn [z (t — 7)] + b sgn (sin (27t)) (1.3)
z(t) € C([—7,0]) (1.4)

where b > 0 and 7 > 0. Critically, this simplification of the system preserves the
symmetry z (¢t) — —x (t+3). The feedback term — sgn [z (¢t —7)] takes values
in {1,0,—1}. However, while the feedback can in principle be 0, this occurs only
under highly specific conditions which are not considered here. The forcing term
b sgn [sin (27t)] takes values in {b,0, —b}. As the forcing is 0 only at discrete times,
we say that the forcing is positive for ¢ mod 1 € [0,0.5), and negative for t mod 1 €

[0.5,1). We now develop our method for solving the system.

1.4 Numerics

1.4.1 Iterative map

In order to solve Egs. (1.3]1.4), we note that @(¢) can only take discrete values
in {1+b,—1+b,1—0b,—1—b}; therefore this continuous system can be modelled
exactly as a discrete time iterative map, or Poincaré map. The state of the system

at time ¢ is a tuple of variable length
S<t) = (IL', ZOvzla'-wZn—l) (15)

where x € R is the position at time t and t — 7 < 25 < 21 < ... < z,_1 < t are
zero elements, which are the times at which the trajectory passed through z =0 in
(t — 7,t]. Let n be the number of zero elements in S(¢). Thus, Eq. may be
rewritten as

i(t) = —sgn [z (t)] (—1)" + bsgn[sin (27t)] (1.6)

Representing the state of the system in this manner shows that while the dimension
of the system is infinite in principle, the dynamics of the system are restricted to

a finite, but variable, set of dimensions. This will have a significant impact on our
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Border-collision bifurcations in a driven time-delay system

analysis.

There are three key events that occur in a trajectory that affect S(t):

1. A zero element is added. When xz(t) passes through z = 0, a zero element
equal to t is appended to S, increasing n by 1; this does not immediately
cause the feedback to change as the sign of x(¢) also changes, but it will affect

T at time ¢t + 7.

2. A zero element is removed. When t = 2y + 7, 2y is deleted from S which

decreases n by 1, resulting in a sign change of the feedback.

3. The forcing changes when ¢t mod 0.5 = 0. While this does not affect the state

directly, it changes &, affecting the evolution of the state.

Between consecutive events, & is constant. We construct our iterative map to move
the system forward in time to the next event. The step size At for the iterative
map is variable. One iteration of the map consists of calculating #(¢), calculating
the step size At, then calculating S (¢t + At). This process is used to simulate the

trajectory of the system from any given initial state S(0) up to a maximum time 7.

1.4.2 Sample solutions

We now present sample solutions which demonstrate some of the characteristic fea-
tures of this system. Fig. shows eight stable solutions found by simulating the
system from different initial conditions and parameters (b, 7).

There are periodic and aperiodic solutions present in the system. A periodic
solution with period P is a trajectory that follows a cycle such that S(t+ P) = S(t).
An aperiodic solution is considered to be a solution with infinite period. We label
solutions by the characteristic ratio P : R, where R is the number of times the
trajectory crosses from x < 0 to x > 0 in one cycle. Note that the characteristic
ratio P: R is not the same as the frequency ratio p:q used in some previous literature
[13, 47], where § is the rotation number. The frequency ratio is less useful in this
system because we do not observe any p : g solutions where p # 1. The characteristic
ratio P : R is a more descriptive measure of solutions in this system, and we will
make extensive use of it in our analysis.

Fig. [1.1[a) is an example of the stable solution to the unforced system (b = 0).
The change in the feedback occurs at a time ¢+ 7 after the trajectory passes through
x = 0 at time ¢, resulting in a 47-periodic solution that is stable for 7 > 0. This is
consistent with the analytic results found for the unsimplified system. We consider
47 to be the natural period of the feedback, as the solution to the unforced system
is 47-periodic. The characteristic ratio of this solution is 47 : 1.

Fig. [L.I[(b) and Fig. [1.I{c) show a 4: 2 solution and a 3: 1 solution, respectively,

that are stable for the same parameters. This is an example of bistability, where
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Figure 1.1: Sample solutions, excluding transients, obtained from simulating the
system from different initial conditions and parameters (b, 7) shown in the bottom
right corner of each plot. The ratio of the period of the solution to the number of
crossings from x < 0 to x > 0 in one cycle is shown in the top left corner of each
plot. The vertical dotted lines indicate times when the forcing changes.
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there are two stable solutions for the same parameters; the solution to which the
system converges depends on which solution’s basin of attraction the initial condi-
tions are in. A second example of bistability is seen in Fig. [1.1[d) and Fig. [1.1]e),
which show a 1:1 solution and a 5 : 1 solution, respectively, that are stable for the
same parameters.

The solution in Fig. [L.I[f) is assumed to be aperiodic, as the system does not
converge to a periodic solution after running a simulation up to 7" = 100000. By
comparing the aperiodic solution to the 1:1 solution in Fig. (g), we may note
that the aperiodic solution and the 1 :1 solution have the same number of z = 0
crossings per period of the forcing. However, the x = 0 crossings are evenly spaced
in the 1:1 solution, but are not in the aperiodic solution. This may be an indicator
that the aperiodic solution is related to the 1:1 solution in Fig. [1.1[g). A similar
observation can be made for the 3: 3 solution in Fig. [[.I[h) and the 1:1 solution in
Fig. (d) In later sections of this chapter, we will investigate these relationships

in detail.

1.4.3 Structure in the (b,7) plane

Having seen some interesting features of the system, we move on to understand-
ing the overall dynamics in the (b,7) plane. Due to the bistability present in the
system, simulating the system from arbitrary initial conditions across a (b, 7) mesh
would produce an inconsistent picture, as we have no prior knowledge of the basins
of attraction of bhistable solutions. In order to circumvent this issue, for fixed 7, the
solution is swept across a range of b by iteratively simulating the system, increment-
ing b slightly, then simulating again using the final state of the previous simulation
as the initial state of the next one. This allows a stable solution to be followed until
it loses stability or ceases to exist, at which point the system converges to a nearby
stable solution. By taking multiple sweeps in b for a range of fixed 7 values, we
obtain the P : R charts shown in Fig. Fig. [1.2(a) shows the P: R chart under
an upward sweep in b, from left to right. Fig. (b) shows the P : R chart under
a downward sweep in b, from right to left. This figure demonstrates many striking
features of the system which will be explored in more detail.

First, let us focus our attention on Fig. (a), where we sweep from b = 0 up to
b = 8. We observe that there are regions in the (b, 7) plane in which particular P: R
solutions exist, such as the labelled 3:1,5:1, 7:1 and 9: 1 regions on the left side
of the chart. These regions are sections of Arnold tongues. An Arnold tongue is a
region of the (b, 7) plane, rooted on b = 0, within which the feedback and the forcing
synchronise to produce a solution with period equal to a rational ratio of the forcing
(and hence constant rotation number g). In piecewise-linear systems, an Arnold
tongue can have shrinking points, at which the Arnold tongue has zero width. This

phenomenon was first observed in the circle map [50], and analysed in detail in the
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Figure 1.2: Colour maps showing the period of simulated solutions obtained by
making 1124 sweeps of 1125 simulations of duration 7" = 10000 in [0, 8] x [0, 2.25].
The white arrows indicate the direction of the sweep. The colour gradient shows
the period P of the observed solution on a log scale; white space indicates where the
solution was aperiodic, or with P > 999. The white text indicates the characteristic
ratio P : R of stable solutions found within the labelled tongues. The dashed white
line shows the border between the regions where the 3:1 and 3: 3 solutions occur.
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context of piecewise-linear continuous maps with single switching mechanisms [51}
52, [53|. Such Arnold tongues have been compared to strings of sausages [50]. We
will refer to an individual “sausage” as a tongue, and refer to a full “string” as an
Arnold tongue. A notable feature of the Arnold tongues in this system is that the
characteristic ratio is different in each tongue in the string. For example, the P =7
Arnold tongue is rooted on b = 0 at 7 = 1.75, and consists of the 7:1 tongue, the
7:3 tongue, the 7:5 tongue, and the unlabelled 7:7 tongue. In each Arnold tongue,
the leftmost tongue is a P : R tongue that is rooted on b = 0 at 7 = &. P is the
same in every tongue in the chain, but R increases the further right the tongue lies
in the string.

Tongues with similar characteristic ratios tend to have similar shape, with some
variation. For example, the 6 : 2 and 8 : 2 tongues have identical shape; the 4 : 2
tongue is different. The large P : 1 tongues noted earlier have identical shape for
P > 1. The 1:1 Arnold tongue is unlike any other Arnold tongue in shape. For
large b, the forcing dominates the feedback, which results in the system converging
to the 1:1 solution exclusively. We refer to the region in which b is large enough
as the locked region, where the system is locked to the period of the forcing. The
boundary of the locked region is unusual, being made up of straight lines which meet
at right angles. Branching off from the horizontal lines of the boundary, there are
vertical stripes in which P: P solutions exist. We will devote considerable attention
to studying the 1 :1 solution later.

Now we compare the upward b sweep in Fig. (a) to the downward b sweep
in Fig. [[.2(b). The most significant difference occurs around (b, 7) = (2.5,1.25).
In the upward sweep, the system follows the 5 : 1 solution to the edge of the 5: 1
tongue, and there is a complicated region of smaller tongues and aperiodicity above
the 5:1 tongue. In the downward sweep, the system instead continues to follow the
1:1 solution into the region where different features occurred in the upward sweep.
This agrees with the bistability of the 1:1 and 5 : 1 solutions seen in Fig. [L.1}(d,e).
A less obvious difference is the bistability to the right of b = 1; note the apparent
difference in shape of the P:2 and P :1 tongues near this line. This occurs because
the P : 1 tongues overlap with the P : 2 tongues, in agreement with the bistability
of the 4:2 and 3: 1 solutions seen in Fig. [[.I{b,c). The absence of P: 1 tongues for

even P is notable. We numerically observe such solutions in simulations, but only

P

for small b < 0.5 and exactly 7 = 7.

1.5 Dynamics

Fig. [1.3|shows maximum charts in the (b, 7) plane overlayed with bifurcation curves.
The maximum is taken as the maximum value of a solution over an interval of length

1000 after a transient of length 9000 from the same simulations that were used to
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generate Fig. Some of the larger tongues seen in Fig. can be seen without
difficulty in Fig. due to a large jump in maxima at the boundaries of the tongues.
We note that the even P : R tongues are striped horizontally; this is most evident
in the 4:2 and 8: 2 tongues. It appears that solutions with even P or R are
not invariant under the symmetry z (t) — —z (t + %), rather there exists a pair
of symmetry-related counterpart solutions, each with a different maximum value.
The system converges to one of these solutions depending on initial conditions, and
remains at that solution until swept out of the tongue, resulting in stripes parallel
to the direction of the sweep. This feature was also observed in the smooth system
(L.1[1.2) by Keane, Krauskopf and Postlethwaite [13].

We will devote the rest of this section to deriving and characterising the bi-
furcation curves plotted in Fig. [I.3] In order to do so, we first need to establish a
systematic method of analysing solutions. We apply this method to develop Poincaré
maps and border collision maps through which we study the bifurcations present in

this system.

1.5.1 Symbolic representation

We require a robust framework under which we can analyse the dynamics of this
system. We note that the characteristic ratio does not distinguish between the
two different forms of the 1:1 solution shown in Fig. [[.I(d,g). Observing the
order in which the feedback and forcing change after the trajectory passes through
x = 0, we note that the feedback changes before the forcing in Fig. [L.1|(d), and after
the forcing in Fig. (g) In order to precisely capture these differences, a more
explicit labelling system is required. We therefore adopt a symbolic representation
of solutions. Symbolic representations have previously been used to great effect in
the study of iterative maps [52}, 54].

Let a solution be represented by a sequence of events ... X1 X5...X,,... where X; €
{D, D,Z, 7, H, Ef} . D denotes a transition of the forcing from —b to b, Z denotes
a transition from x < 0 to x > 0, and H denotes a transition of the feedback
from —1 to 1. A bar over a symbol causes it to denote the opposite transition;
a symbol with two bars over it is the same as the symbol unbarred. Fig. [1.4(a)
shows the 5 : 1 solution seen Fig. [L.I|(e), labelled with the events that occur in
the trajectory. As this solution is periodic, the sequence repeats, so we abbreviate
the sequence of events representing the solution to a minimal repeating sequence
[Z, D,D,H,D,D,D,Z,D,D,H, D,D, D] . In general, a P: R solution is represented

by a minimal repeating sequence of events [X7, X, ..., X,,] containing:

e P D events and P D events,
e R Z events and R H events,

e R 7 events and R H events.
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Figure 1.3: Maximum charts in the (b, 7) plane overlayed with bifurcation curves.
The colour gradient indicates the maximum value of the observed solution. The
black arrows indicate the direction in which solutions were swept. The black text
indicates the ratio of the period of the solution to the number of Z symbols in the
sequence for the stable solution within the associated tongue. BCSN bifurcations
are shown in solid white, and T bifurcations are shown in solid black. The DD
curve is shown in dashed white.
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x(1)

x(1)

Figure 1.4: Derivation of the symbolic representations of the 5 : 1 solution.

Every cyclic permutation of a sequence represents the same solution. For the sake of
consistency, all sequences begins with a Z. We observe that the 5:1 solution shown in

Fig. (a) is invariant under the symmetry z (£) — —x (¢ 4 3); this causes the sec-

ond half of the sequence [Z, D,D,H,D,D,D,Z,D,D,H,D,D, D} to be the same as

the first half with all symbols barred. We abbreviate [Z, D,D,H,D,D,D,Z,D,D,H,D,D, D}
as [Z, D.D.H,D,D, D} - for convenience. In general, a P : R solution of the form

[Xl, Xo, .. X0, X1, X, ..., Xn} can also be represented by a half-sequence [ X7, X3, ...X,,]”.

A sequence is considered legal within a subset of the (b, 7) plane if it represents a
solution that exists within that subset. Each P: R solution is represented by a set of
legal sequences, each one existing in a unique subset of the (b, 7) plane. The union
of these subsets is the region in which the solution exists. The 5: 1 solution exists
within the 5: 1 tongue shown in Fig. [I.2|(a). It is represented by the half-sequences
|Z,D,D,H,D,D,D] for r < 1.25 and [Z,D,D,D,H,D,D] for 7 > 1.25, as
shown in Fig. . At 7 = 1.25, the increasing time delay between Z and H causes
H to swap with D, changing the sequence. Determining whether a given sequence
is legal within a subset of the (b, 7) plane is a nontrivial problem. Appendix
presents a general method to determine whether a sequence is legal for a given
(b, ), which can also be used to calculate a solution analytically from a sequence
for a given (b, 7). This method was used to plot the solutions in Figs. and
the bifurcation curves in Fig.
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1.5.2 Dimension of a periodic solution

The rest of our analysis will primarily be concerned with the stability of periodic
solutions. However, before we can analyse the dynamics of this system, we must
understand the phase space in which these dynamics take place. Time-delay sys-
tems are generically of uncountably infinite dimension, with the phase space being a
continuous function over a finite interval. Under certain circumstances, the effective
dimension of smooth time-delay systems can be reduced through dimension reduc-
tion techniques [55, 56, 57, 58]. To avoid confusion, we note that such techniques
are not being used here. Instead, we employ a somewhat novel approach inspired
by our use of Poincaré maps to study this system.

As discussed previously, the state of the system S (¢) is a tuple whose length varies
dynamically as the number of zero crossings in the last tau time varies. Consider
the 5 : 1 solution represented by [Z, D,D,D,H,D, D]f in Fig. (b) At any time
after a H and before a 7, or after a H and before a Z, there are no history elements
in the state, and so S(t) = (x; 20). At any time after a Z and before the associated
H, or after a Z and before the associated H, there is one history element in the
state, and so S(t) = (x; 29). However, by making use the sequence representation of
the solution, if you know the displacement z, you can calculate the history element
29, and so the state can be reduced to a single independent variable. To take a
simple example, at time ¢t = 0, a D event takes place at x = xp, and the preceding

Z event takes place at x = 0 at time ¢ = 25. Then
1 1
$D20+(—§—20>(1+b)+§<1—b) (17)

which we can solve for zy to get

b+ xp
b+ 1

(1.8)

zZ0 =

We say then that the 5 : 1 solution is one-dimensional, as the state consists of either

a single dynamic variable, or two linearly dependent dynamic variables.

Definition: The dimension of a periodic solution is the maximal number of inde-
pendent dynamic variables in the state over a single cycle of the solution.

This is equivalent to saying that the dimension of a periodic solution is the
minimal number of dynamic required to construct a Poincaré map which captures
the dynamics of that solution. A one-dimensional Poincaré map is sufficient to
capture the stability and existence of the 5 : 1 solution, as we will demonstrate
later. However, to fully consider the dynamics of the 5 : 1 solution we will require
additional concepts introduced later. Instead, we will begin with the 1 : 1 solution

which dominates so much of the parameter space.
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1.5.3 Torus bifurcation of the 1:1 solution

We now apply our sequence representation in analysing the 1: 1 solution; specif-
ically, we determine what happens at the vertical black lines along the bound-
ary of the locked region in Fig. [I.3] Consider the set of half-sequences that rep-
resent the 1 :1 solution. Each half-sequence contains one Z or Z, one H or
H, and one D or D. We need only consider half-sequences starting with Z, as
(X1, X2, X3]” = [ X35, X1, Xs] = [Xo, X3, X4]". There are only eight possibilities:
[Z,H,D|”,[Z,D,H|, [Z,ﬁ,D]_, [Z,D,Iﬂ_, [Z,H, D}_, [Z,D,H]_, [Z, H, D}_,
[Z, D, H} . [Z,H,D]| and [Z, D, H|” are not legal, as they require Z to occur when
i < 0, which is impossible. Similarly, [Z,]:I,Drand [Z, D,I:Irare legal only for
b <1,and [Z,D,H| and [Z,H,D] are legal only for b > 1. The 1: 1 solutions
shown in Fig. are [Z,H,D] " in Fig. (d) and [Z,D,H] in Fig. (g) In
the case b > 1, the sequence representing the 1:1 solution is restricted by 7 in the

following way:

for 7 mod 1 € [0,0.25),

D] |
,H] for T mod 1 € [0.25,0.5),
(1.9)
} for 7 mod 1 € [0.5,0.75) ,
,H] for 7 mod 1 € [0.75,1).

This can be explained by observing that for small 7, H must follow the Z that
created it almost immediately. As 7 increases, H drifts further away from Z in the
sequence, drifting past D at 7 = 0.25. At 7 = 0.5, H drifts past the subsequent Z.
At 7 = 0.75, H drifts past the subsequent D. At 7 = 1, the H created at Z drifts
past the subsequent Z, and the pattern repeats. At the same time, the same drift
pattern occurs between Z and H. We now apply this information to analyse the
1:1 solution.

We construct a Poincaré map on the 1:1 solution. Let £, be a time on the 1:1

solution at which x = 0; then the state of the system at time ¢, is
S(t.) = (05 20, 21, on 2z, t2)" (1.10)
Asx=0att=t,, we drop = and rewrite the state as
S, = (20, 21 -+ Zn_Q,tZ)T (1.11)

Let t7 be the time on the 1:1 solution at which z = 0 immediately after ¢,. Then

the state of the system at time ¢} is

S* = (21, 29, oty )T (1.12)
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As the 1: 1 solution is invariant under the symmetry z (t) — —z (t + %), it has the

property

20 21 —%
21 29 —% 1
S.=1 .. |= =515 (1.13)
Zn—2 t, —%
L. t; _%

We define a Poincaré map P : S, — S* — 1 so that the 1:1 solution is a fixed point

2
of P. Therefore, P is defined by

20 21 —%
21 <2 —%
Pl . =] . (1.14)
Zn—2 t:— 3
t. t—3

For the purpose of deriving P, we will assume w.l.o.g. that the trajectory is transi-
tioning from x < 0 to z > 0 at ¢, € [0,0.5). Let ¢, € [t,,t}) be the time at which the
feedback changes. First, we consider the case where 7 < 0.5; then the zero element
generated at ¢, is consumed at ¢, = t, + 7. Then P is one-dimensional as S, has

only one variable, t,. We write the one-dimensional map as
P(t,) =t — = (1.15)

If 7 < 0.5, then the solution is represented by the sequence [Z, H, D} ~; therefore,
the feedback is positive for t € [t,,t,). We write an equation for the displacement

of the trajectory between ¢, and ¢} as
1 * 1 *
b §—tz —b tz—§ + (th —t,) — (& —t,) =0 (1.16)
We substitute ¢;, = t, + 7 and solve for ¢} — % to obtain

b—l) ] b+ 27 (117)

Pt) = — (22 )+ 22T
(t:) (b+1 T

As |%=5| < 1 for b >0, P is stable for 7 < .

If € [0.5, 1), then t;, was generated, not at t,, but at the previous = 0 crossing

1
2

29. Then P is two-dimensional as S, has two variables, and the feedback is negative
for t € [t,,ty), where t;, = zo + 7. These conditions can be generalised for larger 7.
The dimension of the system is n = [27], where [27] is the smallest integer greater
than 27; then the feedback for ¢ € [t,,t;,) is (—1)""'. We can then generalise Eq.
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((1.16)) for arbitrary n and solve for t; — 3 to obtain

1 b+ 2t,(—=1)"1 1
th——=—t, — = 1.18
22 N b+ (1)t 2 (1.18)

For 7 > %, P can written as

P(S,)=AS.+ B (1.19)
where A is an n X n matrix
0 1 0 0
: 0 . . :
A= : o e (1.20)
0 0o - 0 1
2(_1)n—1
T 0 -+ .- —1
and
_1
2
_1
2
_1
2
B = —% (1.21)

1

2
b2r(—1)n—?
b+ (1)1

1
T2
Note that A only depends on the parameter b and not on 7. This means that for

fixed n, the value of of b at which the fixed point of IP is bifurcating, by, is constant.

By solving the characteristic equation, we calculate
1

cos <”2(Zj)>

where n = [27]. Full calculations may be found in Appendix The curve

(buir ([27]) ,7) can be seen plotted as black vertical lines against maximum charts

bie(n) = — (=)™t (1.22)

in Fig. [1.3] If we examine the maximum chart where b is swept from right to left,
we see that the system ceases to converge to the 1:1 solution along this curve. We
now know that this is because the fixed point of P, and hence the 1:1 solution, loses
stability at b = by;. By calculating the eigenvalues of P explicitly for n = 2 and
n = 3, we find that the loss of stability occurs because a pair of complex conjugate
eigenvalues A 5 cross |A| = 1. Therefore the fixed point of P loses stability due to a
Neimark-Sacker (NS) bifurcation[59]. As IP is a Poincaré map on a periodic orbit, a
NS bifurcation of the fixed point of P corresponds to a torus (T) bifurcation of the
1:1 solution. However, P only shows the existence of the T bifurcation along the

vertical sections of the boundary of the locked region, where n is constant and P is
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smooth. To fully understand the horizontal sections of the boundary, we must look

to non-smooth bifurcation theory.

1.6 Border-collision bifurcations

The Arnold tongues seen in Fig. have sharply defined boundaries, made up of
curves and straight lines. We seek to determine what happens to solutions at these
boundaries and derive analytic expressions for the boundaries using Poincaré maps.

By simulating solutions near the boundaries of the Arnold tongues, we observe
that moving closer to the boundaries causes a D or D to move closer to z = 0.
An example of this is Fig. [1.4(a), where the D at ¢ = 0 in the 5: 1 solution occurs
for x > 0 near x = 0. If this D crossed z = 0 and occurred at x < 0, this would
significantly impact the feedback. There would be two additional x = 0 crossings in
the trajectory, changing the D to ZDZ and adding a H and a H elsewhere in the
sequence. Therefore, when we construct a Poincaré map to describe the dynamics
of the system close to the boundary of such a tongue, the map must have a border
at x = 0, such that the map is continuous across the border but not differentiable
at the border. Such maps, and the associated border collision bifurcations, have
recently received systematic analysis in the literature 60, (15, 17, |16, 61, 62, (63} |64,
65).

1.6.1 Border-collision saddle-node bifurcation of the 5:1 and

5 : 3 solutions

To begin our analysis of the border-collision bifurcations in this system, we consider
what happens to the observed 5 : 1 solution at the boundary of the 5 : 1 tongue.
We begin with this solution for two reasons. Firstly, we observe that for odd P > 5,
the P : 1 tongues are all of the same shape, and the P : 1 solution vanishes at the
boundary of the tongue. This is in contrast to the 3 : 1 solution, which may change
smoothly to the 3 : 3 solution at the boundary, and the 1 : 1 solution, which behaves
unlike any other periodic solution. Secondly, as an odd period solution, it has the
symmetry z(t) = —z(t + £); this makes the construction of Poincaré maps easier
than it is for the even period solutions.

We construct a Poincaré map B on the 5:1 and 5 : 3 solutions represented by
Z,D,D,H,D,D,D| and [Z,D,H,H,D,H,D,Z,D,Z,D| respectively, which
can be seen in Fig. [L.5|a), such that our fixed point is the state of the system at
time t = 0, at the position xp at which the D that will cross x = 0 occurs. As noted
in Section B is one-dimensional. We divide B into B and B~ for 2 > 0 and
x < 0 respectively. The 5:1 and 5 : 3 solutions are invariant under the symmetry

5

x(t) = —x (t + 3); therefore we construct our map B : zp (0) = —xp (2). BT is

a map on the solution represented by [Z,D,D, H,D, D,D]f. Following the blue
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curve in Fig. [L.5(b), we can derive

b1 % b5
B (zp) = — (2% 20 bo 1.9
() (b+1)xD+b+1 g AT (1.23)

B~ is a map on the 5: 3 solution represented by [Z, D ,H,H D H,D,Z,D,?Z, D}_,
which is shown in Fig.[L.5(b) in red. The feedback change due the trajectory dipping

below = = 0 occurs at some ¢ € (1,1.5) has duration z222; B~ is otherwise identical

b2 1 ?
to BT. Thus we derive B as

b—1 2 b+5
B(zp) = —(531) ©p + 75 +2r zp 20 (1.24)
(bfbl Z+}>$D+b+1 b+5~|—27 xp <0

By setting xp = 0 and solving B for 7, we obtain the curve 7 = 0 &%:,35 This matches

the lower right boundary of the 5: 1 tongue spanning from (1,1) to (3,1.25). For
be[l,3 and 7 € [b2+2b+5, 1.25}, B has two fixed points; a stable fixed point that

4(b+1)
exists for xp > 0 and an unstable fixed point that exists for xp < 0. These two
fixed points collide and vanish at the border xp = 0 at 7 = bzz;jff)‘r’ in a border

collision saddle node (BCSN) bifurcation [15]. Hence the 5: 1 tongue is bounded by
a BCSN bifurcation. Fig.[L.5|b,e,f) shows the BCSN bifurcation of the 5:1 and 5:3
solutions.

We generalise B for every P : 1 tongue for odd P > 5 as

Bo(ep) = { IR EEE w20
PAED) = 4b b—1 bt | P—dr| 0 .
(b2 1 b+1) Tp + b+1 ———%  Ip<

where |P — 47| is the term that causes the P : 1 tongues to be symmetric across
T = f. By setting xp = 0, we calculate the boundaries of all P : 1 tongue for odd

P>5and be[l,3] as
P 3b — b*
4740+

We find that this phenomenon persists throughout the system. The vast majority of

m(b) = (1.26)

tongues investigated are bounded by BCSN bifurcations occurring when a D crosses

= 0. For b > 1, a stable P : R solution and an unstable P : R + 2 solution
undergo a SN bifurcation when a D crosses x = 0 if the solution has the symmetry
z(t) = —xz(t + £). Otherwise, the stable P : R solution undergoes a SN bifurcation
with an unstable P : R + 1 solution when a D crosses = = 0.

For b < 1, the mechanism by which BCSN bifurcations occur is slightly differ-
ent. Instead of a D crossing * = 0 and adding new symbols to the sequence, D
instead crosses x = 0 by swapping order with an existing Z. The stable 5: 1 so-
lution [Z, D,D,H,D,D, D] “undergoes a BCSN bifurcation with the unstable 5: 1
[Z, D,D,D,H,D,Drat (b, 57_17), b < 1, as shown in Fig. (a,c,d). While the
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Figure 1.5:  BCSN bifurcations at the boundary of the 5: 1 tongue. The sta-
ble solution is plotted in solid blue, while the unstable solution is plotted in
dashed red. In (a), the stable 5: 1 solution [Z,D,D,H,D,D,Dr and the un-

stable 5 : 1 solution [Z,D,D,D,H, D,D]_ are plotted close to (b,%‘b). In (b),

the stable 5 : 1 solution [Z,D,D,H,D,D,D]_ and the unstable 5 : 3 solution
|Z,D,H,H,D,H,D,Z,D,Z, D] are plotted close to <b b2+2b+5>. The D events

' TA(b+1)
associated with the BCSN bifurcation for b < 1 are plotted as triangles, while those
associated with the BCSN bifurcation for b > 1 are plotted as circles; (c), (d), (e)
and (f) show their evolution as b and 7 vary.
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unstable 5 : 1 and 5 : 3 solutions shown in Fig. are two different solutions under
our sequence representation, they are identical at b = 1, where a D passes through
x = 0 without a bifurcation. A noteworthy feature of the BCSN bifurcations at the
boundary of the 5: 1 tongue is that the pair of D events which collide at x = 0 is
different for b < 1 and b > 1, as seen in Figure Fig.[L.5(a,b,c,e). Generally, for b < 1,
a stable P:1 solution undergoes a BCSN bifurcation with an unstable P:1 solution.

Again, we produce a general form for the curves where a P : 1 solution undergoes a
BCSN bifurcation for odd P > 1 and and b € [0, 1] as

p(b) = # (1.27)

The 1:1 solution is a special case. The stable [Z, H, D} solution and the unstable
[Z, D,HT undergo a BCSN bifurcation along (b, 2+ 17_1’), b<1,neZ". The
stable [Z, D, H] solution and the unstable [Z, H, D] undergo a BCSN bifurcation
along (b,%—l— 17”’), b<1l,neZr.

A selection of these curves can be seen plotted in solid white in Fig. There
is a conspicuous outlier to this pattern. The 3:1 solution does not undergo a BCSN
bifurcation at the right boundary of the 3:1 tongue for b > 1. We will now investigate

why this is the case.

1.6.2 Border-collision torus bifurcation of the 3: 1 solution

Fig. shows that the 3 : 1 tongue has the same shape as the other P : 1 tongues,
rooted at 7 = 0.75. Along some of the boundary, the 3:1 solution changes to the 3:3
solution without bifurcation. We test the observed sequences which represent the
3:3 solution and find that the 3:3 solution exists in the region [1, 3] x [0.5, 1] outside
of the 3:1 tongue. However, the 3:3 solution is not always stable; this can be seen in
the top half of the 3:3 region in Fig. In order to investigate this phenomenon, we
construct a Poincaré map T by a similar method as for the BOCSN bifurcation. For
7 > 0.75, the 3:1 solution is represented by [Z, D,D, H, D] ~ from which we derive
T+ for zp > 0. For xp < 0, the sequence changes to [Z, H H D, Z,D,Z H, Dr,
from which we derive T~. There is a significant difference however; the 3:1 solution
is one-dimensional, but for 7 > 0.75, the 3 : 3 solution is two-dimensional. This
occurs because the additional H and H events occur between the D that crosses
x = 0 and the Z present in both sequences. Therefore, we also need to know the

time ;7 at which the H present in both sequences occurs. We derive T : (xp, tH)T —
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where C' = b 2 , |- Note that T has two rows which are multiples

of each other; tllr)lJlrs1 is due 2‘50 the 3 : 1 solution being one-dimensional, and results
in a 0 eigenvalue. By setting zp = 0 and solving T for 7, we obtain the curve
T = %—F 43(”1:’12), which matches the upper right boundary of the 3:1 tongue spanning
from (1,1) to (3,0.75). T has a single fixed point which crosses xp = 0 at the

boundary of the 3:1 tongue. For xp > 0 the fixed point is always stable. For

rp < 0 the fixed point is stable for b > 2.6038, and loses stability when a pair of
complex conjugate eigenvalues pass through |A| = 1, resulting in a NS bifurcation
at b = 2.6038. |AL| < 1 for b > 2.6038. Therefore, for 7 > 0.75 the 3 : 3 solution
is stable for b > 2.6038. This agrees with the shape of the region in which the 3: 3
solution is observed in Fig. [I.2]

For b < 2.6038, we observe an interesting interaction between T* and T—. As T*
has a 0 eigenvalue, any point (xp,tz) for zp > 0 is mapped directly to a nullcline
on which the fixed point sits for zp > 0. The trajectory then undergoes decaying
oscillations to the fixed point in the nullcline. However, if the fixed point is close to
xp = 0, TT can map the point into zp < 0, where the nullcline does not exist. In
the absence of a stable fixed point at xp < 0, the trajectory starts to spiral out to
infinity. As this spiral must cross zp = 0 eventually, the trajectory is caught by the
nullcline again, causing an interesting half-spiral attraction. When the fixed point is
at xp < 0, the trajectory converges to a stable attractor that strikes the nullcline at
multiple points. Fig. [L.6[a,b) show the interaction between T+ and T~. Fig. [L.6(c)
shows the results of simulations in a (b, 7) sweep that crosses the boundary of the 3:1
Arnold tongue. The simulated results agree with those derived from T, and confirm
that the closed invariant curve is born from the fixed point as it crosses xp = 0.
We consider this to be a border collision Neimark-Sacker (BCNS) bifurcation of T,
similar to that seen by Meiss |62]. It corresponds to a border collision torus (BCT)
bifurcation of the 3: 1 solution in the continuous system. The BCT bifurcation is
supercritical, as a stable closed invariant curve expands from the fixed point when it
becomes unstable. The BCT bifurcation of the 3 : 1 solution and the T bifurcation
of the 3 : 3 solution are plotted in black in Fig.
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Figure 1.6: Border collision Neimark-Sacker (BCNS) bifurcation of the fixed point
of the 3 :1 solution. The upper two plots show the BCNS bifurcation of the half-
period map T. The lower plot is based on simulation using our iterative map, and
shows the stable closed invariant curve expanding from the fixed point from z = 0.
The fixed point is plotted as a blue circle where it is stable, and as a red triangle
where it is unstable.
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Figure 1.7: z-coordinates of H events from simulations. The four plots show the
different cases of the 1:1 solution at the border.

1.6.3 Border collision torus bifurcation of the 1: 1 solution

Now that we have studied the BCT bifurcation of the 3 : 1 solution, we return to
the 1:1 solution. Previously we noted that the Poincaré map P only proved the
existence of the torus bifurcation along the vertical boundaries of the locked region.
We can now consider the horizontal boundaries in terms of border collisions. Recall
that the 1:1 solution is represented by four different sequences. At 7 = 2, n € N,
the sequence representing the 1: 1 solution changes when a H and a H cross = = 0.
This results in a change in the dimension of P. Let P, denote P when P contains
an n X n matrix. When 7 increases past 7 = 7, PP changes from P, to P,y;. Let
us consider xy, the position of the H event, as the fixed point of the map. Then
ry = 0 when P changes from P, to P, 1, resulting in a border collision at zy = 0.
Fig. shows four cases that occur in the border collision when we sweep across
the border 7 = 1.5 for fixed 0.

Fig. [1.7[(a) shows the stable 1: 1 solution remaining stable, as both P3 and P,
are stable at b = 6.5. Fig. [L.7(b) shows the stable 1: 1 solution becoming unstable,
generating a 13: 13 solution in a supercritical BCT bifurcation. This solution exists
in one of the vertical stripes we noted in Fig. [1.2] Fig. [L.7(c) shows the stable 1: 1
solution becoming unstable, generating an aperiodic solution in a supercritical BCT
bifurcation, showing that there are gaps between the vertical stripes. Fig. (d)
shows the stable 1:1 solution becoming unstable; however, the aperiodic solution

that the system converges to afterwards is not generated at the border, indicating
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that the BCT bifurcation is subcritical at this point. Therefore the BCT bifurcation
of the 1:1 solution must change criticality at some point along 7 = 1.5. The BCT
bifurcation of the 1:1 solution produces the horizontal black lines in Fig. [I.3]
completing the boundary of the locked region.

We examine the difference in maxima of nearby solutions on either side of 7 = 1.5
in Fig. [1.3(b). The point (b,7) = (1.5,3.86) stands out; the difference in maxima
is sudden to the left of that point, and gradual to the right. The gradual change in
maxima occurs where the BCT bifurcation is supercritical, and the abrupt change in
maxima occurs where the BCT bifurcation is subcritical, as illustrated by Fig. (b—
d). We note that (b, 7) = (1.5, 3.86) forms one corner of a roughly triangular region
containing vertical P : P stripes seen in Fig. [[.2} every P : R solution in this region
is P: P. This leads us to the dashed white curve in Fig. We refer to this curve
as the DD curve. To the right of the DD curve, all D events occur at z < 0 and all
D events occur at z > 0, and so a legal sequence cannot contain a D adjacent to a
D; a P : R solution in this region must, therefore, be P: P. To the left of the DD
curve, a legal sequence representing a solution can contain a D adjacent to a D; we
refer to such a solution as a DD solution. The point at which the BCT bifurcation
changes criticality occurs where the DD curve intersects the boundary of the locked
region.

As noted previously, when sweeping from right to left, the system converges to
the 1:1 solution until it becomes unstable at the T bifurcation. Now, we see that
when sweeping from left to right, the system converges to DD solutions until they
vanish at the DD curve; we note that a 6:5 and a 6 : 6 solution undergo a BCSN
bifurcation at the DD curve. If the T bifurcation lies to the left of the DD curve,
then the 1:1 solution remains stable while the DD solutions exist, resulting in
regions of multistability. We observe that this behaviour, together with the change
in criticality of the BCT bifurcation, is reminiscent of a Chenciner (generalized
Neimark-Sacker) bifurcation, a co-dimension-2 bifurcation that was observed in the
smooth system by Keane and Krauskopf [66] where it produced rich dynamics.

If the T bifurcation lies to the right of the DD curve, this produces regions where
vertical stripes can occur between the BCT bifurcation of the 1:1 solution and the
DD curve. Note that the vertical stripes do not stretch all the way between the
DD curve and the BCT bifurcation. There is a second condition that a region must
satisfy for the existence of vertical stripes, which is shown by the dashed black curve
in Fig. Vertical stripes only occur where the order of D, D, H, H symbols in
the stable solution is consistent with the 1:1 solution. The difference between stable
P: P solutions and the unstable 1:1 solution they coexist with lies only in the order
of Z H, Z and H symbols. This arises because these solutions are generated when
Z, H, Z and H symbols swapped order in the sequence representation of the 1:1

solution at 7= 5, n € N.
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1.7 Conclusion

We thoroughly analysed an elementary two-parameter system which combines the
effects of time delayed feedback and periodic forcing. In spite of its simplicity,
it demonstrates a complex structure of Arnold tongues with zero-width shrinking
points and a high degree of multistability. Due to the system being piecewise-linear,
we are able to solve the system analytically using an iterative map. We investigate
the existence and stability of solutions through the development of a symbolic rep-
resentation of solutions and the analysis of the subsequently developed Poincaré and
border collision maps. This analysis reveals that the Arnold tongues are bounded by
curves of border collision saddle-node bifurcations of periodic orbits. Additionally,
we find curves of torus bifurcations connected to curves of border collision torus
bifurcations, and investigate changes in the criticality of these bifurcations.

Our analysis sheds new light onto previously obtained results in related smooth
systems, particularly the El Nino Southern Oscillation climate model studied by
Keane, Krauskopf and Postlethwaite [13]. Comparing the numerically calculated
bifurcation structure found in that paper with the analytically calculated bifurca-
tion structure found here reveals that the prominent features of the smooth system
(L.1[L.2) are preserved in the non-smooth limit of x — co. Indeed, the solutions in
the smooth system generally appear as “smoothed out” counterparts to the piecewise-
linear solutions of the non-smooth system. There are some significant differences.
The tongues in the smooth system do not feature shrinking points, which are ex-
pected only in non-smooth systems, according to Simpson and Meiss [67]. Addi-
tionally, the smooth system features period doubling bifurcations, which we do not
observe in our system. This is likely due to the complete lack of smoothness in our
system, which prevents small dynamical variations in feedback strength and forc-
ing strength. However, the analysis presented here does provide new insights into
dynamics previously observed numerically |27, [13].

Both delayed feedback and periodic forcing are very common mathematical
model ingredients and can be found in a variety of models used to study, for ex-
ample, laser dynamics [68] and chimera states [69]. The current work reveals the
phenomena which are a genuine consequence of this combination. Therefore, we

expect this work to be of interest to a wide readership.
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Chapter 2

Dynamics of a band-pass filter

system with switched time-delayed
feedback

The material in this chapter is from a paper that I am co-authoring with Lucas
Illing and Andreas Amann. My contribution to this paper consisted of deriving the
map which analytically models the piecewise-linear system, exploring the parameter
space and demonstrating the dynamics of the underdamped regime, proposing the
mechanisms by which observed solutions cease to exist, and numerically determining

the criticality of the subcritical torus bifurcations.

2.1 Abstract

We consider a piecewise-linear second-order delay differential equation which is rep-
resentative of feedback systems with switches (relays) that actuate after a fixed delay.
In particular, our model describes a single-input single-output system with delayed
self-feedback in which the feedback is a band-pass filtered relay signal. We present a
detailed study of periodic solutions and their bifurcations. Starting from an integro-
differential model, we show how to reduce the system to a set of finite-dimensional
maps. We demonstrate that the stability of solutions can be understood in terms
of smooth bifurcations of maps, and the existence of solutions can be understood in

terms of border-collision bifurcations corresponding to transitions between maps.

2.2 Introduction

Many naturally occurring and technological systems evolve based not only on their
current state, but also on their state some time in the past, making them time-delay
systems. The effect of time delay has been studied in a wide variety of systems, in-

cluding photonic |39, 21], optoelectronic 70, |71} 72|, electronic |73, 74], neuroscience
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[75], and climate systems |26} 47, (13, |42|. Delay differential equations (DDEs) that
arise from time-delay systems have, generically, an infinite dimensional state space
[76], which makes analytic study of DDEs challenging, but introduces a wealth of
complex dynamic behaviour on multiple time scales |77, |72, |70, |76l 78]. The ubiq-
uity of time delay, and the complexity of the induced dynamics, have made it a
phenomenon of great interest to researchers. Time delay plays an important role
in applications such as chaos control |79, |80, 81|, 82, |83] 84], communication [85] as
well as computing [86].

The combination of time-delayed feedback and nonlinearity has been observed
to give rise to a wealth of possible dynamics, such as multiple coexisting attractors
and oscillatory behavior that ranges from periodic waveforms to high-dimensional
chaos as well as hybrid states such as chaotic breathers |77, 72, 70, |78} [76]. In
many applications, nonlinear terms containing time delays are well approximated
by functions that take on discrete values. An important example are relay control
systems |87, 88, [18|. In this approximation, DDEs become non-smooth. Often this
leads to significant simplifications of the analytic treatment with the trade-off being
that the interplay between the discontinuous nonlinearities (switching events) and
delay in the switching functions leads to new types of bifurcation scenarios, referred
to as discontinuity-induced bifurcations or border-collision bifurcations |14, |15, |16,
17, [18]. As the study of such bifurcation scenarios is still relatively recent, there
is still much to be learned by studying the dynamics that can arise from simple
non-smooth delay differential equations.

Let us consider a simple second-order delay differential equation derived from a
widespread technology in communications and signal processing. A band-pass filter
is a system or device that takes a input signal, passes frequencies within a bandwidth
centred on a centre frequency, and attenuates (diminishes) frequencies outside that
range. Such devices are used broadly in signal processing. The dynamics of a band-

pass filter can be described by the system of equations |89, |90, 70|

QU i =—z—y+ [(t)

Vo0 (2.1)

where f(t) is the input signal, Q is the centre frequency, @ is the quality factor,
defined as the ratio of the centre frequency divided by the bandwidth. A complete
derivation of this system can be found in Appendix When we drive the band-
pass filter Eq. with input signal f(¢) = cos (wt), the output x () is a signal
with frequency w whose amplitude depends on @), and w relative to €2, as shown
in Fig. Outside of a given bandwidth determined by @), the amplitude of the
output signal decreases according to a power law as w moves away from 2. To
explore the effects of delayed relay feedback in the context of a band-pass filter, we
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Figure 2.1: Band-pass filter output amplitude with input f(¢) = cos (wt) for varying

input frequency w, where the centre frequency €2 = 1.

drive Eq. (2.1)) with time-delayed switched negative feedback

f(t) = —sgn(z(t—7)) (2.2)
where
+1 >0
sgn(z) =< -1 <0 (2.3)
0 x=0
yielding the non-smooth delay-differential equation
O e =—v—y—sgn(z(t—7
Q y —sgn(z(t—1)) (2.4)

Y= QQu

As a consequence of the discontinuous input signal, Eq. (2.4) can be simplified by

rescaling t w.r.t. 7, yielding the system that we study in this paper
QO e = -2 —y—sgn(z(t—1
(@(t=1) 25
Y= QQu

The system is equivariant, possessing the symmetry
t —x (T

w0 [ e (2.6)
y (1) —y (t)

which is a prerequisite for some of the dynamical behaviour observed in this system.

While sgn (x (¢t — 1)) is constant, the feedback is constant and the system is linear.
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However, the system is discontinuous at changes in the feedback, and so the system is
piecewise-linear. Therefore, while delay differential equations are generically infinite-
dimensional, the state of this system is fully specified by knowing z (¢), y (¢), and
the zero elements, which we define in the same manner as we did in Chapter[I]as the
times at which the trajectory generated by Eq. passed through x = 0 in the
time interval (¢t — 1,¢]. Once again, we have no a priori assumptions of how many
zero elements there can be at any given time ¢. Therefore, we let n be the number

of zero elements, and define the state of the system S (¢) as

S(t) = (.’L‘,y, Z07217"'7Zn—1> (27)

where (z,y) € R? is the position at time t and t — 7 < 29 < 21 < ... < 2,1 < t are
the zero elements. Again, while this system is infinite-dimensional, the dynamics of

the system are restricted to a subspace of varying dimension n + 2 where n € Z%.

2.3 Analysis

2.3.1 Dynamics of the linear subsystem

As the system is linear between changes in the time-delayed feedback, it is useful
to study the dynamics of the linear subsystem where the feedback is constant. Eq.
(2.5) can be written in matrix form as

<9:c>:A<m)_<QQ_1sgn(m(t—1))) 2.8)
Y Y 0

A=0Q ( —QT - ) (2.9)
Q 0

Eq. (2.8)) has a single fixed point

T 0
( y ) - ( —sgn (x (- 1)) ) (210)

which lies on the switching manifold x = 0. The fixed point flips between (0, 1)T
and (0,—1)", depending on the state of the feedback. By taking det (4) = 0, we

obtain the eigenvalues of the fixed point

where

14 /1—4Q2
2Q)

For Q@ > 0, Re(Ay) < 0, so that the fixed point is always stable. In the over-

1

damped regime ) < 3, the eigenvalues are real and the fixed point is a sink. In

Ay =)

(2.11)
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the underdamped regime ) > %, the eigenvalues are complex and the fixed point
is a stable spiral; this causes the trajectory to wind around the fixed point as it
approaches. Thus, the fixed point is always attracting, and any more complicated
dynamics must arise from a combination of switching and the transient behaviour of
the linear system. In our analysis, we will use the fixed point of the linear subsystem

as a point of reference; it is not a fixed point of the full system.

2.3.2 Reducing the system to a map

We can make use of the piecewise-linear nature of the system to simulate it analyt-
ically. A linear system
T = Ax (2.12)

with fixed point at the origin has solution
x(t+T)=Fr(xz(t)) (2.13)
for some T' > 0 where F; is defined using the matrix exponential [91]
Fr(z) =Tz (2.14)

which is calculated in Appendix [A.2.3] We introduce a change of variables G that
shifts the fixed point to the origin

G < v ) - ( ‘ ) (2.15)
y y+sgn(z(t—1))

G remains constant as long as the feedback remains constant. Thus, we can simulate

the system analytically between changes in the feedback by

( z(t+1) ) — GG ( z (1) ) (2.16)
y(t+T) y(t)

where T' = 7 + 2. This allows us simulate the system exactly as a map between
changes in the feedback. However, to know when the changes in feedback occur,
we also need to know when the trajectory generated by the system has passed
through z = 0. This shows that the key events in this system are zero crossings and
feedback changes [26]. Thus, we simulate the system as a map between Z events, or
zero crossings, where the trajectory passes through x —0 and a new history element
is appended to S, and H events, where the oldest history element is removed from

S and the feedback changes. The H events, in particular, are of great interest when

we come to analyse the dynamics of the system.
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2.3.3 Sample solutions

We now present sample solutions which demonstrate some of the characteristic fea-
tures of this system. Fig. shows eight stable solutions found by simulating the
system from different initial conditions and parameters (€2, @)). In each figure, ¢ has
been shifted so that a change in feedback occurs at ¢ = 0 and thus, a zero crossing
occurs at t = —1.

Solutions (a)-(g) are periodic solutions; a periodic solution with period P is a
trajectory that follows a cycle such that S(t+ P) = S(t). Solution (a) demonstrates
behaviour that is characteristic of the overdamped regime. The trajectory decays
exponentially towards the fixed point until the feedback changes and the fixed point
flips, then the trajectory decays towards the fixed point again, passing through
x = 0 shortly after the feedback changes. This solution is multistable with higher-
frequency solutions (b) and (c).

In order to better capture the difference between multistable solutions, we in-
troduce the mode v. v can be defined as the number of times the solution passes
through x = 0 in an open time interval of length 1 that begins with a zero crossing;
in Fig. [2.2] the interval (—1,0) is convenient for this. Solutions (a)-(c) have mode
v =0, v =2 and v = 4 respectively. This definition is equivalent to defining v as the
number of zero elements (n) in S(¢) at a time ¢ when the feedback changes. Defining
v in this way allows us to compare these multistable solutions to the 1 : 1 solution
analysed in the previous chapter. Instead of having a solution whose appearance
changed periodically with 7 and whose stability changed according to a Poincaré
map with n = |27 variables, here we have multistable solutions of varying v whose
stability depends on a Poincaré map with v 4 2 variables.

The underdamped regime features significant multistability, but also contains
interesting dynamics not present in the overdamped regime. Solutions (d)-(f) show
what happens to the v = 0 solution as ) is varied with @ fixed. Solution (d)
demonstrates behaviour that is characteristic of the underdamped regime; the tra-
jectory decays towards the fixed point while winding around it until the feedback
changes and the fixed point flips, and the trajectory winds around the fixed point
again, passing through z = 0 along the way. As () increases, the frequency of the
solution increases, and the trajectory winds further around the fixed point before
the feedback changes; in (e), the feedback changes just before the trajectory passes
through z = 0. In (f),  has increased further, and the trajectory passes through
x = 0 before the feedback changes. This continous deformation of the solution as the
parameters are varied causes v to increase from 0 to 1. This pattern of behaviour
is consistent for all solutions in the underdamped regime; for m € Z*, a v = 2m
solution continuously changes to v = 2m + 1. This has a significant impact on the
solution; when the change in feedback passes through x = 0, the dimension of the

solution increases by 1. Due to the importance of feedback changes, we will make
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Figure 2.2: Sample solutions, excluding transients, obtained from simulating the
system from different initial conditions. In (a)-(c), (Q,§2) = (0.45,37). In (d)-(h),
Q) = 1.5, and Q increases from 2 = 0.657 in (d) to 2 = 1.057 in (e), Q = 1.657 in
(f), Q=21r1in (g) and 2 = 4.71387 in (h). In the (z,y) plots, the fixed point of
the linear subsystem is plotted in red.
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constant reference to the point at which it changes. We define (zp,yy)" as the
position at which the feedback changes and a history element is deleted from the

state S. We can calculate where in the (€2, Q) plane xy = 0 for a v = 2m solution

_1
2m+17

as is visible in solution (e). Therefore, we can calculate curves in the (€, Q) plane

by noting that this occurs when the elapsed time between zero crossings is

along which solutions transition smoothly from v = 2m to v = 2m + 1 by equating

1 m
= (2.17)
2m +1 % 107 —1
which yields
2 2 1
Qo 2QT@em+1) (2.18)
407 — 1

Solutions (g) and (h) show more unusual types of stable solution. Solution (g)
shows what happens as we continue to increase 2 from solution (f); the symmetry
of the solution is broken, yielding an asymmetric solution. This asymmetric solution
is observed for a small window in €2 before the trajectory falls off this solution and
changes to a v = 2 solution. However, that same v = 2 solution, upon being swept
up to larger €2, does not break symmetry. Instead, it first transitions smoothly to a
v = 3 solution as the frequency increases, before changing to an aperiodic solution
(h), which is likewise observed briefly before the trajectory falls off this solution and

changes to a v = 4 solution.

2.3.4 Multistability

We now examine the multistability observed in Fig. in greater detail. Fig.
show the results of sweeping from €2 = 127 down to 2 = 0 and back up for fixed @),
beginning at 2 = 127 with the stable v = 12 solution.

Consider Fig. (a). As we sweep down in €2, the frequency of the swept solution
decreases in large jumps, between which the decrease in frequency is smooth and
relatively small. These large jumps in frequency coincide with jumps in the observed
value of v. Note the inconsistent horizontal lines in the lower third of the plot; these
artefacts occur where the swept solution drops from an unstable high v solution to a
stable low v solution, skipping over an stable intermediate v solution. For example,
the largest value of ) at which this is observed is around () ~ 0.6,where the swept
solution goes from v = 12 to v = §, skipping v = 10 and leaving a yellow line
surrounded by orange. This may occur because curves of bifurcations grow closer
together for small @), leaving the basin of attraction of the intermediate v solution
relatively small compared to that of the low v solutions at the point where the high
v solution becomes unstable.

In Fig. (b), we observe a significant difference between the underdamped
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Figure 2.3: Numerical sweeps of the (£, Q) plane, where the colour indicates the
frequency of the swept solution. The white arrow indicates the sweep direction. The
dashed white lines show the () values along which we conduct deeper analysis in the
overdamped (@ = 0.45) and underdamped (Q = 1.5) regimes.
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and overdamped regimes. In the underdamped regime (Q > %), as we sweep up in
Q, the frequency of the swept solution increases in large jumps, between which the
increase in frequency is smooth and relatively small. These large jumps in frequency
coincide with jumps in the observed value of v. If we combine this observation with
our observations from the Fig. (a), we can deduce that solutions of given v
(and hence are within a given frequency band) are stable within some band centred
on some value of 2, and that this band is wider for small (). This makes some
kind of intuitive sense; bandpass filters attenuate signals outside a given frequency
band, so in our bandpass filter with self-feedback, we observe solutions outside a
given frequency band becoming unstable. However, this does not happen in the
overdamped regime! We observe that the v = 0 solution shown does not become
unstable as {2 increases; as {2 increases in the overdamped regime, the multistability
increases as more and more solutions become stable.

Fig. demonstrates that the system exhibits extensive multistability and a
variety of types of solution. However, we have not yet determined why the swept
solution ceases to follow a particular solution. To find out whether this is due to a loss
of stability or a loss of existence, we make use of our iterative map of the system to
numerically continue a stable solution into regions where they are unstable. In Fig.
[2.4] we plot the frequency of the periodic solutions observed through sweeping, where
solid lines indicate stable solutions and dashed lines indicate unstable solutions. We
observe that in the overdamped regime shown in Fig. (b), as we sweep down in €2,
the swept solution decreases in frequency when higher frequency solutions become
unstable. The v = 0 solution is not unique in remaining stable as {2 increases,
though it is unique in never becoming unstable as ) decreases. We also note that

these solutions continue to exist as {2 — oo, and for a solution with v = 2m, the

2m+1
2

Once again, the underdamped regime, shown in Fig. [2.4[(a) is more complicated.

frequency tends to as 2 — oo.

Like the overdamped regime, as we sweep down in (2, the swept solution jumps
down in frequency when higher frequency solutions become unstable. However, as
we sweep upwards, the swept solution jumps up in frequency as lower frequency so-
lutions become unstable. Furthermore, as €2 increases further, the unstable solutions
cease to exist.

We can show a more complete picture of the dynamics in the (2, Q) plane by
focusing on solutions with specific values of v. Fig. shows the existence and
stability for the v = 0,1 solution and the v = 2, 3 solution. We find that there is a
region in Fig. [2.5(a) where the symmetric v = 1 solution becomes asymmetric, as
seen in Fig. [2.2[¢). There should also be an extremely narrow band in Fig. [2.5(b)
where the v = 3 solution becomes unstable and a stable closed invariant curve exists,
as seen in Fig. (h), however, it is too narrow to plot clearly at this scale. To

understand the cause of these changes in stability and existence, we consider the
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Figure 2.4: Frequency of solutions plotted against €2 for different v solutions. Solid
lines show where a solution is stable, dashed lines show where the solution is un-
stable. Triangles show where v changes from even to odd, circles show where the
solution undergoes a torus bifurcation, and squares show where a solution vanishes
in a border-collision saddle-node bifurcation of periodic orbits.
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Figure 2.5: Existence and stability in the (€2, Q) plane for (a) the v = 0,1 solution
and (b) the v = 2,3 solution. The white circles indicate the location of the torus

bifurcations shown in Fig. and Fig. 2.7 The pitchfork bifurcation shown in
Fig. takes place near the top of the black triangular region. The black square
indicates the location of the saddle-node bifurcation shown in Fig.

dynamics of this system.

2.4 Smooth dynamics

2.4.1 Subcritical torus bifurcations of even v > 2 solutions

As Q) decreases, all even v > 2 solutions become unstable along curves in the (2, Q)
plane that appear to branch out from the the origin, without generating any other
observable phenomena. To understand why this occurs, we experimentally map out
the basin of attraction of the stable v = 2 solution as we approach the curve along
which it becomes unstable. We do this by simulating the v = 2 solution, perturbing
the parameters just across the curve, allowing the system to evolve for a period of
time, then resetting the parameters and observing whether the system restabilized
to the v = 2 solution. Fig. shows the results of this experiment as a Poincaré
section through zy [92]. The basin of attraction takes the characteristic shape of
a subcritical Neimark-Sacker or secondary Hopf bifurcation; as we approach the
bifurcation curve, an unstable closed invariant curve (inferred from our experiment
and plotted in dashed red) collapses onto the stable solution, causing it to become
unstable. Thus, as we sweep down in (), the periodic solutions become unstable

through subcritical torus bifurcations.

2.4.2 Supercritical torus bifucations of odd v > 3 solutions

As  increases, all odd v solutions eventually become unstable. For v > 3, when

they become unstable, the Poincaré section through zy generates a stable closed
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Figure 2.6: The subcritical torus bifurcation of the v = 2 solution in the overdamped
regime indicated by a white circle in Fig.

invariant curve, as shown in Fig. [2.7] where we follow the v = 3 solution which
corresponds to the v = 2 solution shown in Fig. 2.6, This is consistent with a
supercritical Neimark-Sacker bifurcation, and so the periodic solution undergoes a

supercritical torus bifurcation, generating the aperiodic solution observed in Fig.

23(h).

2.4.3 Supercritical pitchfork bifurcation of the v = 1 solution

In the case of the v = 1 solution, we do not observe a torus bifurcation generating
a closed invariant curve. Instead, a supercritical pitchfork bifurcation generates a
pair of stable mirrored asymmetric solutions, one of which was shown in Fig. 2.2(g).
The bifurcation diagram of the pitchfork bifurcation is shown in Fig. 2.8 The speed
at which the asymmetric solutions move apart after the bifurcation makes it look
superficially like a nonsmooth bifurcation; however, the inset plot in Fig. [2.§(a),
which covers a much smaller range of ) € [6.5278,6.528] shows that they do spread
apart smoothly.

An interesting feature visible in Fig. (b) is that the asymmetric solutions cease
to exist when xy = 0. This is noteworthy because if x5 was to pass through = = 0, it
would have significant consequences for the solution; there would be additional zero
crossings, and hence, additional feedback changes, which would cause the solution
to change in a manner that is continuous at xy = 0, but not smooth across xy = 0.
In order to consider these effects, we must consider the non-smooth dynamics of the

system.
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Figure 2.7: The supercritical torus bifurcation of the v = 3 solution indicated by
a white circle in Fig. [2.5| In (b), the torus is plotted in the (zy,ym) plane for 20
evenly spaced values of €2 between the dotted black lines in (a).
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Figure 2.8: Pitchfork bifurcation of the v = 1 solution.
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2.5 Non-smooth dynamics

2.5.1 Border-collision saddle-node bifurcations of symmetric

solutions

In the underdamped regime, all odd v solutions vanish when zy = 0. Similar to
how we calculated the smooth v transitions in Eq. (2.18), we can calculate where

this occurs for symmetric solutions by equating

1 T

= (2.19)
2@2m+1)+1 £./1Q7 -1
which yields
4
Qo 2Qm{m+3) (2.20)
4Q2 — 1

However, in this case, the solution does not change smoothly when v changes. In-
stead, the xpy that crosses over x = 0 forms the tip of a spike; when this spike
reaches x = 0, it introduces two new zero crossings and hence, two new feedback
changes. We use our iterative map to construct this 'crossed-over’ v = 5 solution,
and plot it in Fig. 2.9 The v = 1 solution shown here is the same solution that
becomes unstable in a pitchfork bifurcation in Fig. 2.8l A close up of the spike
crossing over is shown in Fig. [2.9(c) (recall that the solution winds anticlockwise
in the (z,y) plane). Initially, the trajectory moves slowly as it decays close to the
fixed point, before the feedback changes and the trajectory moves rapidly to decay
towards the flipped fixed point. The corresponding change in feedback occurs close
tox = 0 for y < 0. We find that as () increases, the crossed-over solution and
the original solution collide and vanish in a degenerate border-collision saddle-node
(BCSN) bifurcation of periodic orbits between two unstable solutions, as shown in
Fig. 2.9(a).

As noted previously, Fig. suggests that non-smooth dynamics are responsible
for the vanishing v = 1 asymmetric solution. It would be reasonable to expect that
a similar BCSN bifurcation of periodic orbits is the cause, and proving this would

be of further interest.

2.5.2 Global bifurcation of the symmetric crossed-over solu-
tion

The discovery of the crossed-over v = 5 solution allows us to explain how the v =1

solution vanishes in a BCSN bifurcation; we now consider how the crossed-over v = 5

solution might vanish. In Fig. as () decreases, the xy that reaches z = 0 at the

BCSN bifurcation begins to curve back around towards x = 0, but the continuation
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Figure 2.9: Degenerate border-collision saddle-node bifurcation of periodic orbits of
the v = 1 periodic solution indicated by a black square in Fig. The unstable
solution observed while stable in Fig. [2.2(d) — (f) is plotted in dashed red. The
corresponding crossed-over v = 5 solution is plotted in dash-dot black.
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Figure 2.10: The limiting behaviour of the crossed-over v = 5 counterpart to the
observed v = 1 symmetric solution shown in Fig. 2.9

method employed here fails to complete the curve. However, we can note from
Fig. that as () decreases and we move away from the BCSN bifurcation in the
parameter space, the xy spike on the crossed-over solution moves towards the fixed
point as xy — 0. While the spike is shorter, it occurs closer to the fixed point, and
so the corresponding feedback change gets longer, as seen in Fig. (b) We can
consider the limiting behaviour of this solution where the tip of the zy spike reaches
the fixed point, which we plot in Fig.

Here, the interaction of the linear flow and the switched feedback cause the
solution to intersect the points between which the fixed point switches. If ) were
to be decreased further, the solution would drop from v = 5 to v = 1 (and hence,
the number of variables required to describe the state of the system drops from 7
to 3), but unlike the BCSN bifurcation above, this causes the feedback to change
discontinuously, and so the solution ceases to exist.

It is difficult to attached a label to this bifurcation. The described behaviour is,
of course, completely impossible in a smooth system. However, it may be a generic
bifurcation in systems which feature smooth flow and switching fixed points (caused
by switched feedback, or possibly, switched forcing), and so we should consider
extending the nomenclature to piecewise-smooth (PWS) systems. The observed be-
haviour is comparable to both a homoclinic bifurcation, where a limit cycle vanishes
after colliding with a saddle, and a heteroclinic bifurcation, where a limit cycle van-
ishes after colliding with a pair of saddles at two or more points on its orbit [93]
94]. However, in this system we do not have saddle points; instead, we having a sta-
ble spiral which switches dynamically between two points located on the switching
manifold itself. Also, while the solution intersects the fixed point, it would not be
accurate to say that it collides with it in any classical sense. The solution reaches
the point (0, 1) while spiralling into the point (0, —1), but the feedback switches pre-

cisely when it reaches (0, 1), just in time for it to be the fixed point, then switches
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back to allow the solution to continue spiralling into (0, —1). This is a highly de-
generate situation, but it is perhaps one in which a switching stable spiral might act
like a pair of saddles.

It might be reasonable to refer to the observed behaviour as a PWS hetero-
clinic bifurcation. While we compared the behaviour to both a homoclinic and a
heteroclinic bifurcation, heteroclinic bifurcations occur generically in systems with
symmetry. This system has symmetry, and it is reasonable to expect that breaking
that symmetry would cause the limit cycle to intersect the stable spiral at only one
point, which might be better described as a PWS homoclinic bifurcation. However,
a significant amount of further work will be required to determine the validity of

these deductions.

2.6 Conclusion

In this chapter, we studied a piecewise-linear second-order delay-differential equation
with delayed relay feedback. The system featured a complex bifurcation structure
with extensive multistability. We simulated the system analytically using an it-
erative map with variable time-step, and analysed the bifurcations of the system
through Poincaré sections. We found that the stability of solutions are governed
by smooth bifurcations, and the existence of solutions are governed by non-smooth
bifurcations.

There are two notably similar systems comparable to the one studied here. The
first is an undamped harmonic oscillator with delayed relay feedback, derived from
an optical model of pupil light reflex [95} |96, |18]. In this system, solutions consist of
sections of circles, instead of the sections of spirals we observe. A key difference in
this model is that while the feedback is relies on x (¢t — 7), it affects g, rather than
2 as in our model. This causes the effect of the change in feedback to act parallel
to the switching manifold, rather than perpendicular as in our model. Bayer and
an der Heiden [96] observed saddle-node and pitchfork bifurcations in this systemn,
in addition to extensive multistability. Barton, Krauskopf and Wilson [18] studied
a slightly smoothed approximation of this system, and observed Neimark-Sacker
bifurcations in addition to those previously found. They also broke the symmetry
of the system to unfold the bifurcations.

Sieber [88] analysed an undamped oscillator with delayed relay feedback de-
rived from an inverted pendulum. In this model, the feedback is comparable to
our model, but with the addition of hysteresis. Hysteresis introduces a number
of discontinuity-induced bifurcations not observed in our system, including corner-
collision and grazing bifurcations. Sieber et al. [87] extended this analysis to a
generic harmonic oscillator with an arbitrary switching manifold, rather than x = 0.

The genericity of the system allowed it to yield a broader spectrum of smooth and
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non-smooth bifurcations.

There is signficant further work required to fully understand both this system,
and whether the observed phenomena are generic to a wider class of PWS systems.
Furthermore, the scenario in which the PWS heteroclinic bifurcation is described is
extremely unusual, and perhaps of lesser impact because the limit cycle is unstable.
It would be desirable to determine a simple normal form in which a stable limit cycle
undergoes a PWS heteroclinic bifurcation. It would also be worthwhile to break the
symmetry of this system to see what happens to the PWS heteroclinic bifurcation.
We expect that further work in this area would be of great interest. Based on the
observed dynamics, this system is worthy of further study, and may grant insight
into a wider class of PWS system. As such, we hope that this work will be of interest

to a wide audience.

Pierce Ryan 48



Chapter 3

Dynamics of targeted ransomware

negotiation

The material in this chapter is largely reproduced from P. Ryan, J. Fokker, S.
Healy and A. Amann, Dynamics of targeted ransomware negotiation, IEEE Access,
10:3283632844, 2022. [30]. The Analysis section has been extended with additional
material considering the economic conditions under which targeted ransomware at-
tacks are viable. My contribution to this work consisted of developing, defining and
analysing the model, while my co-authors authors provided guidance on which key
features of ransomware negotiation should be replicated, and which dynamical fea-
tures should be retained or removed to produce a model which is relatively realistic

and simple.

3.1 Abstract

We consider how the development of targeted ransomware has affected the dynamics
of ransomware negotiations to better understand how to respond to ransomware
attacks. We construct a model of ransomware negotiations as an asymmetric non-
cooperative two-player game. In particular, our model considers the investments
that a cybercriminal must make in order to conduct a successful targeted ransomware
attack. We demonstrate how imperfect information is a crucial feature for replicating
observed real-world behaviour. Furthermore, we present optimal strategies for both
the cybercriminal and the target, and demonstrate how imperfect information results

in a non-trivial optimal strategy for the cybercriminal.

3.2 Introduction

Computer security is a rapidly developing field, with new threats emerging and
evolving constantly. As computer security providers develop their methods for de-

tecting malware (malicious software), the cybercriminals behind the various strains
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of malware are forced to refine their techniques for avoiding detection, prompting
further development from the computer security industry. As a result of the interac-
tion between these competing agendas, problems in computer security can give rise
to rich dynamical behaviour. By analysing these dynamics, we can provide insights
that assist in understanding phenomena observed in computer security. We seek
to provide insight on recent developments in ransomware by using game theory to
explore the dynamics they have introduced.

Ransomware is a type of malware designed to extort a ransom from the victim
[6, 97|, usually by denying the victim access to their computer or data until the
ransom has been paid. In the past, ransomware relied on extorting a small amount
of money from a large number of victims. The ransom itself would be fixed at a
price low enough that nearly anyone could pay, but was typically non-negotiable,
as negotiating a small ransom with many victims would not be worth the effort.
In recent years, a new phenomenon known as targeted ransomware has emerged |4}
98]. Cybercriminals operating targeted ransomware specifically target large organ-
isations, which can be extorted for significantly higher ransoms [5, 99]. However,
they are also likely to have a higher level of computer security, and so the cybercrim-
inals are forced to make significant investment into breaching their security. Given
the effort involved in breaching security, the cybercriminals will invest further in
calculating the highest ransom they believe their target will pay. As a result of the
larger sums of money at stake, cybercriminals are willing to negotiate the ransom
demand to facilitate payment. We consider these negotiations to be a crucial feature
in targeted ransomware, as their outcome has an enormous impact on both the cy-
bercriminals and the targeted organisation. In this chapter, we develop a model of
targeted ransomware negotiations based on game theory. GGame theory is a branch of
mathematics which studies strategic interactions between rational decision-makers
[100]. A game is a mathematical model with a clearly defined set of rules where two
or more players make strategic decisions to influence the outcome of the game to
their own personal benefit. By analysing the decisions available to players, optimal
decision-making strategies can be determined which offer the best outcome for each
player. Game theory can be applied to many real-life scenarios that involve com-
peting interests by formulating a game as a mathematical abstraction of the given
scenario. By analysing the decisions taken in the game logically, optimal strategies
can be determined, granting insight into real-world behaviour. As such, game theory
is highly applicable to fields such as ecology [101} 102, 103|, economics [104} |105]
106], [107] and politics [108, [109]. Very recently, ideas from game theory have been
found to be useful in the study of ransomware. While all ransomware follows the
same fundamental principles, there is sufficient variety in observed phenomena to
merit a variety of models, such as defence and deterrence [110, [111} 112, {113} 114],

iterative negotiations [115], price discrimination [116], incentive to return encrypted
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data [117], and sale of stolen data [118|. Here, we examine how game theory can
be applied to the growing threat of targeted ransomware. We construct a model
of ransom negotiations as a game played between a cybercriminal and their target.
The game focuses on the strategic behaviour and investments that the cybercriminal
must commit to in order to implement a successful targeted ransomware attack. By
analysing our model, we demonstrate how imperfect information is crucial for repli-
cating observed real-world behaviour, and provide new insights into the real-world

behaviour and strategy of cybercriminals operating strains of targeted ransomware.

3.3 Background

In order to construct a model of targeted ransomware negotiations, we first con-
sider the key features of targeted ransomware. On a technical level, one of the main
differences between untargeted and targeted ransomware is how it spreads [119]|. Un-
targeted ransomware is distributed indiscriminately, relying on victims with weak
security to make a mistake that allows the ransomware to infect their computer.
Such a strategy may be appealing to a cybercriminal, as it requires a low invest-
ment of effort to infect victims. However, this indiscriminate strategy is relatively
easy to defend against. A potential victim can reduce their chances of being in-
fected through practices such as maintaining good security, careful internet usage,
and maintaining up-to-date data backups. Large organisations with valuable data
are likely to have such practices implemented across a complex network of comput-
ers. In order to target such organisations, a cybercriminal must invest significant
effort in circumventing their security and spreading their ransomware across the
computer network. This typically involves multiple attack vectors, such as targeted
phishing, remote desktop protocol (RDP), and searching for weak passwords|120)].
The cybercriminal may spend days or weeks escalating their level of access to the
target’s network; in 2019, the mean dwell time (the duration a threat is present in
a system before it is detected) of ransomware was 43 days [121]. Only when the
cybercriminal has a level of access high enough to compromise the target’s backups
will they start encrypting files, ensuring that the only way to restore the data is by
paying the ransom. While this process of circumventing security requires a large
investment of time and effort, it enables the cybercriminal to extort organisations
for ransoms far larger than previously possible [122].

A crucial factor in any ransomware negotiation is the reliability of the cybercrim-
inal. The victim’s willingness to pay the ransom demand must be affected by the
likelihood of getting their data back afterwards. There are two major reasons why a
victim might get their data after paying. The first is that the cybercriminal chooses
not to return the data, perhaps to avoid the cost incurred by doing so. This is not a

sound business practice, as it results in a loss of perceived reliability that reduces a
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victim’s willingness to pay, and hence, the cybercriminal’s profits [117], which does
not fit with the business-like stance that cybercriminals operating ransomware have
adopted [123|. Therefore, we assume that our cybercriminal will always attempt
to return the victim’s data. But how does one unintentionally not return data?
Modern ransomware operates by encrypting the victim’s data using public-private
key encryption, rendering the data unreadable until it has been decrypted [124]. In
order to decrypt their data, the victim must pay the cybercriminal in exchange for
the decryption key. As the encryption phase of the attack must proceed rapidly
to avoid notice, flaws may arise during the process. If such flaws occur, then the
decryption key will fail to decrypt the affected data. This results in some or all of
the victim’s files becoming permanently irretrievable, which is unlikely to be discov-
ered until after the victim has paid the ransom. If a strain of ransomware is known
to have a history of failure, the target’s willingness to pay is reduced, and so the
reliability of the cybercriminal’s ransomware is an important factor in the negotia-
tions. Ransomware strains can vary quite significantly in their reliability, depending
on how heavily the cybercriminal invested in the development of the ransomware.
They may even invest in providing “customer service” to their victims, walking them
through the decryption process to further improve their image of reliability [125].
The potential for negotiation adds a significant feature from game theory to the
dynamics of targeted ransomware; information asymmetry. The two parties to the
negotiation have different degrees of information about each other, information that
is crucial to determining the outcome of the negotiation. The cybercriminal does
not know exactly how much the target’s data is worth to them. This is a significant
factor, as the cybercriminal seeks to set the ransom as high as possible in order to
justify the significant investment they make in their attack. Therefore, estimating
the value of the target’s files accurately is of great importance. To aid them in this,
the cybercriminal can make use of both publicly available data, including share-
holder’s reports and valuations, and private data found on the target’s computer
network, such as up-to-date finances and business plans. However, uncovering and
interpreting an organisation’s private documents is not effortless, and so producing
an accurate estimate for the value of the target’s data requires further investment
from the cybercriminal. While investing greater effort can lead to a more accurate
estimate, it is highly unlikely that the cybercriminal will ever achieve perfect accu-
racy. Even so, we might expect the target to be at a distinct disadvantage in terms
of information asymmetry. However, as a result of developments in the computer
security industry in response to targeted ransomware, this is not entirely true. The
potential for negotiation of large ransoms has led to the emergence of organisations
that offer professional ransomware negotiation services [126|. The negotiators have
experience in dealing with cybercriminals behind the various strains of ransomware,

allowing them to negotiate effectively on the behalf of targeted organisations. The

Pierce Ryan 02



Dynamics of targeted ransomware negotiation

negotiators also offer specialised knowledge. This can include statistics such as the
reliability of a given strain of malware, but it can also include less quantifiable infor-
mation, such as how aggressively the cybercriminal behind a particular strain will
negotiate. Operators of targeted ransomware are typically willing to reduce their
demand in the interest of getting paid, but not all are equally receptive to negotia-
tions. Some cybercriminals are likely to perceive a low counteroffer to their demand
as an insult, and may react aggressively to punish the target. The severity of the
reaction depends on how aggressive the cybercriminal is, which varies depending on
individual and cultural factors. In extreme cases, they may even react by abandon-
ing the negotiations, and their ransom, so that future targets will be less likely to
negotiate. This aggressive behaviour is a double-edged sword; if the cybercriminal
is not aggressive enough, then their targets will not pay them a large ransom. If
they are too aggressive, their inclination to punish their targets for perceived insults
will cost them ransoms. In order to be successful, the cybercriminal must balance
their aggression with their investments in their strain of targeted ransomware. In
the next section, we construct a model of ransomware negotiation that is based on

these key features.

3.4 Modelling

We propose to study the dynamics of targeted ransomware by modelling the nego-
tiations as a two-player game. This approach was inspired by Selten’s analysis of a
two-player game modelling the interaction between a hostage taker and a hostage
negotiator [23]. Our two players are the attacker A and the defender D. Player A
is a cybercriminal (or group of cybercriminals) operating a strain of targeted ran-
somware. Player D is an organisation targeted by player A, assisted by a professional

negotiator hired to negotiate the ransom.

3.4.1 Player A’s investment

As noted in the previous section, there are three areas in which player A must invest

in order to pull off a successful targeted attack:
e The circumvention of player D’s security;
e the reliability of player A’s ransomware; and
e the estimation of the value of player D’s data.

We will not be considering player A’s investment in circumventing player D’s security
here. While it is likely to be an important factor in the overall dynamics of the
system, it has little bearing on the negotiations. Once player D’s computer network

has been infected, this investment only affects player A’s net profit, and affects
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Figure 3.1: 3, the probability of succesful decryption, depends on Iz and I5.

player D not at all. However, the other two investments are very significant to the
negotiations.

By the time player A launches their attack, they have already developed their
strain of ransomware. In particular, they have invested in the reliability of their
ransomware. Investing in reliability is important; if the decryption process is likely
to fail, then player D will not be willing to pay very much for the decryption key.
This is a significant up-front development cost; it does not scale with the number
of targets player A attacks. For the sake of simplicity, we assume that player A
can amortize this investment over the targets that they will infect with their strain
of ransomware. We refer to this investment as Iz. As Iz increases, so does the
reliability of player A’s ransomware. Let [ be the probability that the decryption
key successfully decrypts data encrypted by the ransomware. We choose (3 such that

Is

5:[ﬁ+150

(3.1)
where Iy is the amount of investment required to achieve a reliability of 50%, or
B = 0.5. Iy can be considered as an economic scaling factor, and determines the
amount of development that player A can purchase for a given investment. This
choice of 8 results in diminishing return for large I3, so that 8 — 1 as Iz — oo,
as shown in Fig. Note that 5y and Iz are dimensionless, so that our model
remains generally applicable. I5q = 0.02 means that an investment of 2% of the
value of the targeted files will yield a decryptor that is 50% reliable. While player
D doesn’t know the value of I3, their negotiator can provide an estimate of 8 from

their experience of individual ransomware strains.
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The final area in which player A can invest is in their estimation of how much
player D’s data is worth. Without an accurate estimate, player A is unlikely to
choose an optimal ransom demand, and so investing in producing an accurate esti-
mate is an important aspect of their strategy. We let x be the value that player D
attaches to their encrypted data, and let  be player A’s estimate of x. We refer
to player A’s investment in data value estimation as I,. As I, increases, so does
the probability that z will be close to x. In this analysis, we choose to model z
as random variable following a Lognormal(yu, 0?) distribution [127] with probability

density function

202

f(Z, po)= ! exp (—M> (3.2)

for £ > 0 and parameters

w=1Inzx
I,

- 3.3
Iso + 1, (3:3)

oc=1
With the chosen parameters, £ has median z. As I, — oo, 0 — 0, the variance
(6‘72 — 1> <62“+"2> — 0 and mean xeé — x. The Lognormal distribution has
previously been used for modelling positive quantities that are determined by human
behaviour [128]. As Z is player A’s estimate of how much player D values their data,
we believe that this is an appropriate choice. Fig. shows the probability density
function f(Z,u,0) for x = 1 and varying levels of investment I,. I, is scaled

similarly to Iz. As I, increases, the distribution narrows around x.

3.4.2 Negotiation

Once player A has infected player D’s computer network with ransomware, the
negotiation begins. Player A issues a ransom demand R, and player D must decide
how to respond. We now examine the negotiation process between player A and
player D that occurs if player D is willing to pay, but does not wish to pay the full
demand. This is a time-sensitive issue, particularly for player D. Player D cannot
conduct business while their data is encrypted, but they still incur costs, which can
grow significant over a protracted negotiation. Player A does not suffer such ongoing
costs, but they have invested significant resources in the attack, and the longer the
negotiation continues, the more time player D has to consider their position. This
makes a rapid negotiation process highly desirable, and so we make a simplification
to the negotiation process and model it in the simplest way possible in the manner
used by Selten [23]. Player A issues a ransom demand, player D responds with
a counteroffer C, then player A decides whether to accept C' and hand over the

decryption key, or reject C' and abandon the negotiations.
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Figure 3.2: Probability density function f (Z, u, o) for x = 1, Isg = 0.02 and varying
levels of investment I,.

This is a substantially simplified description of the negotiation process and should
not be taken literally. In reality, there may be a series of offers and counteroffers
that take place over time. However, player D has finite capital with which they
can absorb the costs incurred by not being able to conduct business. A drawn out
negotiation for a lower ransom may be more costly than a prompt negotiation for a
higher ransom.

Why would player A ever reject C'?7 In doing so, they lose both their potential
earnings and waste any investment they’ve made in the attack, which is clearly an
undesirable outcome. However, player A must maintain their status as a threat;
if they appear to be willing to accept low counteroffers, they will only receive low
counteroffers. In order to maintain their credibility and their profits, player A may
punish player D for making a low counteroffer. Therefore, we must expect that with
a positive probability «, A will perceive a counteroffer C' < R as an affront, to which
they react aggressively by abandoning the negotiations. It is reasonable to suppose
that a will be greatest for C' = 0 and lowest for C' = R. We define « as

. b

where a > 0 is the aggression parameter of player A, quantifying their tendency
to perceive a low counteroffer as an affront and react aggressively. This aggressive
reaction is different to that implemented by Selten [23], where a = a (1 — £) and
a € [0,1] so that @ < a < 1. The reason for this is that in Selten’s game, the

aggressive reaction of the hostage taker is to kill the hostage, while in our game, the
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Figure 3.3: «, the probability of an aggressive reaction from player A, depends on
a and the ratio of counteroffer to ransom demand %.

aggressive reaction is merely to not decrypt data. It is reasonable to assume that
a hostage taker, faced with having their ransom demand being disregarded, might
still refrain from killing their hostage. However, a cybercriminal, divorced from the
consequences of their actions, would have no reason not to react aggressively and
abandon the negotiation. This choice of « allows for a wide range of behaviour from
player A, with very lenient negotiations for a < 1, scaling up to very aggressive
negotiations as a increases. Larger a causes « to increase more rapidly as the
difference between C' and R increases, as shown in Fig. As with g, player D
can estimate a through the negotiator’s experience of interacting with individual
ransomware operators.

If player A does not react aggressively to a counteroffer C' < R, player A receives
payment C' and player D receives the decryption key, which they then attempt to use
to decrypt their data. The probability of successful decryption is 8. If the decryption
process is successful, player D retrieves their data. If the decryption is unsuccessful,
their data is rendered permanently irretrievable. The payoff received by each player
depending on the outcome of the game are detailed in Table[3.1] Player A loses their
investment regardless of the outcome. If player A rejects player D’s counteroffer, D
loses the value of their data. If player A accepts the counteroffer, then they receive
the value of the counteroffer to offset the loss of their investment. If player D’s
counteroffer is accepted and their data is decrypted successfully, they only lose the
counteroffer. However, in the worst possible outcome for player D, their data is not
decrypted successfully, and they lose both their data and their counteroffer! In the

next section, we consider how these outcomes may arise through rational decisions
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Table 3.1: Payoff table for the targeted ransomware negotiation game.

Outcome Payofft

Player A  Player D
Counteroffer rejected —Iz—1, -
Counteroffer accepted, data decrypted successfully C—-1z—-1, —C

Counteroffer accepted, data not decrypted successfully C — Iz —1, —z—-C

made by both players.

3.4.3 Summary of game rules

The model variables are summarised in Table [3.2] The rules of the game are sum-

marised as follows:

1. Player A incurs cost Ig + I, to infect player D’s computer system and make a

ransom demand R.
2. Player D makes a counteroffer C'
3. Player A rejects player D’s counteroffer with probability a.

4. If player A does not reject the counteroffer, player A receives the counteroffer

C' and player D receives the decryption key.

5. Player D’s data is successfully decrypted with probability f.

3.5 Analysis

3.5.1 Optimal choice of C

In the subgame beginning with player D’s choice of C, player D knows that making
a counteroffer C' < R will provoke an aggressive reaction from player A with proba-
bility a.. Player D has no incentive to make a counteroffer C' > R, so they rationally

chooses C' to maximize their expected utility U:

. —[R+ (1 —p)z] C=R (3.5)
—l-a)[C+(1=p)z]—ax C<R

The probability of successful decryption is 3; therefore, the expected value of the
encrypted data is Sz, and so player D will not offer more than Sx for the decryption
key. We assume that there exists a critical value C,,., € [0, Sx] such that player
D’s expected utility is maximized by making counteroffer C,,,, if R > Ci.. By
substituting from Eq. , player D’s expected utility for C' < R simplifies to

C

U=-— (}—z)a[C—ﬁx]—x (3.6)
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Figure 3.4: Player D’s expected utility for varying R and different values of C,,4.
where a = 10, I5op = 0.02 and Iz = 0.1.

To calculate the optimal value of C, we calculate

a_U B Cfa—l
oC  Re

(aBx — C(1+a)) (3.7)

By setting g—g = 0 we find that for 0 < C' < R, U achieves its maximum at C' = ‘11_%

g—g < 0 for C' > ‘11%; for any R > ‘f%, player D’s optimal counteroffer is C' = T%

g—g > 0 for C' < i’%’;; however, player D will never make a counteroffer C' > R. If

R < %, player D’s optimal counteroffer is C' = R. Thus, Cye. = ‘11%, yielding
player D’s optimal counteroffer C"
. |r R<E
C=9q 1;“ (3.8)
apx apx
e > 15

This scenario is demonstrated graphically in Fig. . Any choice of C,qs ‘f%

results in a drop in player D’s expected utility.

3.5.2 Optimal choice of R

In the subgame beginning with player A’s choice of R, player A knows that under

rational decision-making, player D will optimally make counteroffer C. Player A
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rationally chooses R to maximize their expected profit P:

R—1I5—1, R<C
pP= (3.9)
(1-a)C—Is—1, R>C

Substituting from Eq. (3.8)) yields

afBx

R—13—-1, R < {5

(T) () —1s—1, R>$3
By differentiating with respect to R we find that % A> 0 for R < ?_% and g—g <0
for R > f% Therefore, the optimal ransom demand R = f% is the highest ransom

that player D is willing to pay. If player A can reliably make demand R, player
D will always pay. Player A will always make their maximum profit, and there is
no risk of an aggressive reaction from player A, trivialising the negotiation. Under
such conditions, player A’s profit is % — Ig — I,. This would suggest that, in
order to maximise their profit, player A should be infinitely aggressive, rejecting
any counteroffer even slightly lower than their demand (i.e. a — 00).

Of course, this “ideal” scenario is unrealistic, as it ignores the often-significant
effect of imperfect information [129} 130, 131]. In reality, negotiations are not trivial
affairs, and the risk of an aggressive reaction is always present. Player A does
not know x, only z, which, lacking any alternative, is what they use to calculate

their ransom demand. Therefore, under optimal play while accounting for imperfect

afBT
1+a”

player A’s estimate ¥ gives rise to the necessity of negotiations that may result in an

information, player A’s ransom demand is R = The potential for error in

. . . . . . _ 6" .
aggressive reaction. We can illustrate this by substituting R = {7 into Eq. (3.10).

Under optimal play,

aB% af% afx
b T s~ Iy Ta < Tta 5.11)
= afz a .
1+a afx afBT aBx
(%ﬁ(ﬁﬁ—%—%1n>ﬁ;
which factors to
T <z
p=_ Y R [ (3.12)
l+a |, (ﬁ) >

Thus, it is the potential for error in the estimate ¥ which prevents player A from
playing optimally. The effect of error in Z on player A’s profit is shown in Fig.
B.5 Here, for investment levels are fixed at Iz = I, = 0.1, so that the maximum
profit depends on a. The effect of error differs depending on whether player A
underestimates or overestimates the value of the data. If they underestimate z, then

their profit decreases linearly with z. If they overestimate x, then the possibility
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of an aggressive reaction emerges, which increases with both a, and the error in 7.
High aggression might increase player A’s capacity for demanding large ransoms,

but at an increased risk of an aggressive reaction.

— a=0.1
a=0.2
-==-= a=0.5

0.61

Attacker's Profit

Figure 3.5: Player A’s expected profit as a function of Z for varying a when z = 1,
]50 = 002, and ]5 = Ia =0.1.

3.5.3 Attacker’s expected profit

In order to further understand how error and aggression interact, we consider player

A’s expected net profit P. First, let player A’s gross profit be

GP(fc,a:;a,ﬁ):acfl j(m)a ! (3.13)
xTr\= X

S
AN

2
V

We let x follow a distribution with probability density function g (x, M) for x > 0 and
mean M; the shape of the distribution is unimportant in this case. With probability
density functions g (z, M) for x and f (Z, u, o) for , Player A’s net profit for a given
combination of aggression and investments can be written as a convolution of x and
Z in double integral form. However, due to our choice of o and Lognormal z, by
making the substitution y = % we can reduce the double integral to a single integral.

By making this substitution, we can see that what appears to be a convolution
of x and Z depends merely on the ratio f Player A’s strategy is consistent across all
values of x, so it is only the mean M of the distribution of x that remains in the final
expression. In this form, we can clearly see where each element of player A’s strategy

a

(a,Is,1,) comes into play. As aggression a increases, the multiplicative term =

increases, but the second integral in the sum, where player A has overestimated =,
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Table 3.3: Model variables for optimal and various sub-optimal strategies.

] Strategy Type \ (a,1s,1,) \ C \ P ‘

Optimal (4.68,0.091,0.104) | 0.675 | 0.304

Low Aggression | (2.34,0.091,0.104) | 0.574 | 0.276
High Aggression | (9.36,0.091,0.104) | 0.741 | 0.284
Low Reliability | (4.68,0.041,0.104) | 0.554 | 0.265
High Reliability | (4.68,0.182,0.104) | 0.742 | 0.264
Low Accuracy | (4.68,0.091,0.052) | 0.675 | 0.283
High Accuracy | (4.68,0.091,0.208) | 0.675 | 0.267

converges to 0. Increasing I increases costs, but leads to increased § which may
increase profit. Increasing I, also increases costs, but narrows the distribution of
Z around z, allowing for greater aggression at decreased risk of aggressive reaction.
Thus, through our choice of @ and Z, we can more clearly demonstrate how player A’s
strategy depends on the interaction between the various elements of their strategy.
The optimal counteroffer and expected net profit P for parameters corresponding to
sample strategies are shown in Table 3.3 Fig. shows P for varying parameters
a, Ig and I,. The left column shows results calculated via numerical integration
of Eq. with M = 1, while the right column was calculated using an agent-
based simulation, where results are averaged over n = 10* simulations of the game
with constant target data value x = 1. These figures demonstrate that player A’s
optimal strategy is (a, I, I,) = (4.68,0.091,0.104), rather than the naive maximal
aggression a — oo noted previously; in order to realise their potential profits, the
attacker must be willing to negotiate.

We also observe that the results derived from agent-based simulation are quite
noisy, despite being averaged over n = 10? simulations. While increasing n would
reduce noise, this would come at the cost of increasing computation time. In Fig.
3.7, we consider how agent-based simulation compares to numerical integration
as we vary n with parameters (a, g, I,) = (4.68,0.091,0.104). To avoid confu-
sion, let P,, be P calculated from numerical integration using the Python function
scipy.integrate.quad [132,|133|, and let P, be P calculated from averaging over n
simulations. The estimated absolute error of P, is of order O (1071). In Fig. 3.7(a)
and Fig. 3.7|(b), we observe that the distribution of P, is well approximated by a
Normal distribution, as predicted by the Central Limit Theorem (CLT) [134], and
that the standard deviation decreases (and the distribution narrows) as n increases.
In Fig. [3.7(c), we plot the standard deviation of P, for varying n on a log-log scale,
where the relationship between the two is linear with a slope of —%, so that the
standard deviation is proportional to n’%, which is again consistent with the CLT.
In theory, we can simply increase n until the standard deviation of P, is of lower
order as the maximum error of P,. However in practice, reducing the standard

deviation of P, to order O (1073) takes more computation time than numerically
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Figure 3.6: Player A’s profit for varying strategy parameters (a, g, I,) when 5, =
0.02. The plots on the left are the result of numerical integration, while the plots
on the right are the result of averaging over n = 10* simulations of the game with
constant target data value x = 1. In each plot, the hidden parameter is set to its
optimal value. The maximum mean profit achieved is marked by a black dot. The
red curve marks where the mean profit is equal to 0.
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integrating Ps, to within an absolute error order O (107), as shown in Fig. [3.7(d).
Therefore, precisely estimating the attacker’s expected net profit using numerical
integration is far more efficient than using agent-based simulation, which justifies

our efforts to reduce the problem to numerical integration.

3.6 Viability of targeted ransomware under varying

economic conditions

Thus far, we have neglected Iy, the parameter that reflects economic conditions for
the attacker, setting the scale for the amount of investment needed by the attacker
to achieve a certain level of precision in decryptor reliability and target data value
estimation. Now that we have considered how the attacker’s profit varies with their
chosen strategy, we can consider how their profit under optimal strategy varies with
I5y. Fig. shows the attacker’s optimal strategy and expected profit under that
strategy for for varying I59 and fixed z = 1, so that as [5y increases, the cost of
precision and estimation increases relative to the value of the target’s data.

As I, increases, the attacker’s expected profit decreases towards 0, as expected.
The optimal strategy on the other hand, undergoes an interesting transition. Firstly,
for small I5y < 0.029, I, > I, indicating that when costs are extremely low relative
to the value of the files, the attacker should focus on value estimation over reliability.
I50 = 0.02, the value of I59 used throughout our analysis, lies in this domain. For
I50 2 0.029 , I, < I, and the attacker should focus on reliability. For large I5y 2
0.082 however, we see I, drop to 0 in the optimal strategy; when the value of the
target’s data is small relative to the cost involved in estimating its value, the attacker
should invest no effort in estimating its value! Furthermore, for I5, = 0.082, a
remains constant while I3 continues to decrease; once the attacker stops investing in
estimation, there’s no reason to change their negotiation tactics. This case compares
well to the more classic style of ransomware that existed before targeted ransomware.
The attacker made no investment in estimation, and accepted no negotiations, so
that I, = 0 and a — oo. In our model, while a is constant, it does not go to oo.
This can be attributed to estimation being a built-in part of our game. As noted
earlier in this chapter, cybercriminals operating classic ransomware simply set a
fixed price for decryption based on the expected distribution of the value of their
victims’ files. Allowing for the attacker to adopt either a classic or targeted strategy
based on economic conditions might inject a further note of realism; however, it
would be a significant extension to the model, and so will not be considered here. It
remains clear that beyond a certain economic threshold, the attacker may be forced

to change their strategy fundamentally to continue to prosper.
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Figure 3.7: Comparison of error and computation time of the attacker’s average net
profit P between numerical integration (P, ) and agent-based simulation (P,) as
the number of simulations n is varied. In (a) and (b), a Normal probability density
function (red) is fitted to the distribution of P, (blue) for two values of n. (c) shows
the standard deviation of P for varying n. (d) shows the computation time of P,
for varying n (blue) and P, (dotted red).
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Figure 3.8: Attacker’s optimal strategy and expected profit under that strategy for
varying Isy and fixed z = 1.

3.7 Conclusion

We have constructed a simple game-theory model of targeted ransomware nego-
tiations between two agents; an attacker, a cybercriminal operating targeted ran-
somware, and a defender, their target. Our model focuses on three key elements
of the attacker’s strategy which have a direct effect on the negotiations; aggression,
investment in the reliability of their ransomware, and investment in their estima-
tion of target data value. By thoroughly analysing our model, we demonstrate
how the necessity of negotiation arises from optimal decision made by the agents
under imperfect information. We show how the key elements of the attacker’s strat-
egy interact with each other, and demonstrate by numerical integration and by
agent-based simulation that the attacker’s profit depends on developing a balance
of investment and aggression. Finally, we consider how economic conditions for the
attacker set a limit on where targeted ransomware may no longer be an effective
strategy. While ransomware strains do show a significant variety of behaviour, even
within the subgroup of targeted ransomware, the features present in this model are
quite generic, and so we expect the insights provided to be broadly applicable in the
study of targeted ransomware.

In this analysis have focused solely on the negotiations of targeted ransomware
that follow the infection of an organisation in order to construct a simple model that
can be analysed in detail. In this scenario, the attacker has greater agency to deter-
mine the outcome, and so our analysis is focused on the decisions of the attacker. As

noted in the Modelling section, this model neglects the attacker’s investment in cir-
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cumventing security, as it has no direct effect on the negotiations. By extension, the
defender’s investment in security is omitted. One could grant greater agency to the
defender by considering how the defender’s investment in security acts as a deterrent
to a potential attacker. Every additional effort, such as redundant backups, data
exfiltration countermeasures, and employee training makes an organisation harder
to hold to ransom, and so less attractive as a target. Such deterrents, and other
solutions to the growing problem of ransomware, are of vital importance to strength-
ening our shared internet security. Our model contributes to this goal by improving
our understanding of various negotiation strategies through the use of game theory.
As cybercrime continues to threaten our increasingly technology-dependent lives, we
hope that the application of game theory to targeted ransomware will be of interest

to a wide audience.
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Chapter 4

Stochastic models of Time-To-Live

caching systems

This chapter presents currently unpublished material which will require further de-
velopment before publication. The first two sections form the basis for an invention
disclosure made by P. Ryan and N. Fitzgerald. My contribution to this work con-

sisted of developing and analysing the models of caching systems.

4.1 Introduction

Many online services operate by providing data to customers through a data network
[1350 [136] 137]. This is typically achieved by storing data on a high capacity server
which sends data items to a customer’s endpoint computer system over the Internet
in response to a query from that endpoint, as shown in Fig. The success of the
service relies on the data network’s ability to provide endpoints with data at low
cost, to reduce the cost of service, and with low latency, to improve the quality of
service. As a result, the study of such systems has been of great interest [138] |139|
140|, [141).

Of all the strategies used to make data network and similar systems more efficient,
few are as ubiquitous as caching. Caching is the process of temporarily storing
recently used data so that it can be accessed more quickly when needed again later.
There are many variations of caching, each suited to a different application. For
example, the various caches in a computer’s Central Processing Unit (CPU) typically
operate according to a Least Recently Used (LRU) strategy, where space for a new
data item is freed up in the cache by removing the data item that was least recently
used [142]. As the cache is on the CPU itself, the cached data can be accessed far
more rapidly than data that is stored on a hard drive.

However, LRU caching is not appropriate in applications where data items are
volatile and may change without warning. For example, most cybersecurity services

operate by sharing reputations (data items) for various files, websites and IP ad-
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Figure 4.1: Sketch of interaction between server and endpoints.

dresses with customers worldwide. These reputations can change over time as new
information becomes available. In such applications, Time-To-Live (TTL) caching
is more appropriate [143]. When an item enters the cache, it is assigned a TTL in
seconds, which counts down to zero, regardless of how often it is used. When the
TTL reaches 0, the item is removed from the cache. This ensures that data cannot
persist indefinitely in a cache while losing consistency with the server over time [144}
145|. Increasing the Time-To-Live increases the probability that an item will still
be cached when it is needed again. This decreases the latency associated with load-
ing data, improving quality of service, and decreases the volume of queries received
by the server, reducing operating costs. However, increasing the Time-To-Live also
increases the probability that a volatile data item changes while cached. The use of
outdated data by endpoints has a large negative impact on the quality of service;
this raises the problem of determining the optimal TTL based on the volatility of
the data items and the activity of the endpoint.

We further note that caching systems have a weakness in that the server is
less able to observe the activity of the endpoint. If the endpoint uses a data item
when the item is not cached, this results in a query that the server can record.
If the endpoint used a data item that is cached, the server is unaware. Without
information detailing when the caching system prevented a query, it is difficult to
estimate how effective that caching mechanism is. This makes it difficult for the
service provider running the server to optimise their caching system, as they lack
the data with which to judge the efficacy of the system.

One method of acquiring this data is to configure endpoints to send telemetry;
data describing the local operation of an endpoint. Telemetry is used in a variety
of applications, including healthcare, aerospace testing and industrial process man-

agement [146, 147, |148]. However, telemetry systems can be very costly to operate.
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Figure 4.2: Visualisation of model of data usage, caching and sampling.

In the examples given, this cost is justifiable, as telemetry is practically essential
to prevent catastrophic failure of the system. In other applications, such as data
networks, telemetry might enable more efficient operation of the system, but it is
not critical to its operation, and so the value of telemetry is marginal. Instead, we
note that it is common for a server operating a data network to maintain records of
queried data items. This query data is often randomly sampled to reduce the volume
of data that must be stored on the server, and hence, the cost of storing that data.
We propose to develop a method for estimating the activity of an endpoint based
on randomly sampled query data. This enables the optimisation of caching systems
in applications where telemetry is of marginal value.

In this chapter, we develop models of T'TL caching of volatile data which allow us
to consider the optimisation of data networks. First, we propose a simple stochastic
model of endpoint/server interaction which simulates the generation of query data
from on data item usage on an endpoint. We use this model to estimate the rate
at which an endpoint uses data items based on observed query data, and hence
estimate the reduction in query volume as a result of implementing a TTL caching
system. We expand this model to consider data items that may change randomly
to calculate an optimal TTL based on data volatility and data usage rates. Finally,
we note interesting dynamical behaviour of the model and analyse this behaviour in
the deterministic limit, where the model is comparable to the circle map [149, 150,
151].

4.2 Stochastic model of query data generation

Consider the following model of server/endpoint interaction, where a server and an
endpoint are connected via the Internet. The server ensures that the endpoint has
access to data items on demand. The model is visualised in Fig.

1. The endpoint uses a particular data item according to some random process,
which we will define shortly. Let U = {u;}.Y be the set of times at which

1=
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the data item is used in a time interval ¢t € [0,7]. The random process has a
rate \y > 0; as Ay increases, so does the expected number of times the item

is used in time 7.

2. When the endpoint uses the item, it sends a query to the server, unless it has
already queried the item in the preceding time interval of length 7 > 0, in
which case the information is already cached on the endpoint and there is no
need to query the server. Let ) = {ch}f\;Q1 be the set of times at which the
endpoint queries the server; then ) C U and Ny < Ny.

3. The server observes @, but it applies simple random sampling (defined shortly)
to avoid storing excessive amounts of data. Each query is recorded with prob-
ability 7 € [0,1]. Let R = {r;}."% be the set of times at which a query is
recorded; then R C () and Np < No.

These sets and set cardinalities evolve stochastically with time ¢. Formally, U (),
Q (t) and R (t) are random processes, and their final states U = U (1), Q = Q (T
and R = R(T) are random variables; the same treatment applies to Ny (¢), Ng (1)
and N (t).

Simple random sampling The type of sampling employed here is referred to as
simple random sampling [134] with probability w. A simple explanation is that each
query in @ is individually added to R with probability 7. More formally, for r € R
and q € Q,

1. The probability that a specific query g¢; is recorded is

Plge Rl=m (4.1)

2. Each query ¢; can only be recorded once;
Plrj=qlry=q] =0 (4.2)

if 7 # k.
3. The probability that a query ¢; is in R is independent of whether any other

query ¢; is in R;
1

N —1

Plrj=qlr, = q] = (4.3)

if 7 # k and 7 # [. If query ¢ is already known to be in record 7, then record
r; can be any of the other Ny — 1 queries independently.

The model has three parameters; data item usage rate Ay, caching time 7 and

sampling rate . From the perspective of the server, the system produces observable
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data (). The server chooses 7 to reduce the cost of storing query data, and chooses
T as part of its strategy to reduce query volume through caching. To estimate how
effective this strategy is, the server would like to estimate how many times an item
is used while it is cached. To enable this, we would like to determine a method for

estimating A\ by defining an estimator Au as a function of Q, 7 and 7 [134, [152].

4.2.1 Poisson process of item usage

We assume that U (t) is generated according to a Poisson process [153] [154) [134]
with constant rate Ay > 0, such that Ny () is a counting process; a non-decreasing
random walk on the non-negative integers {0} U Z*. Let Py (t) = P [Ny (t) = k],

then the random walk has transition probabilities

d

ZP () =P (1) (4.4)
%Pk'—l-l (t) = Au Py (1) = AP (¢) k>0 (4.5)
1 k=0
Py (0) = (4.6)
0 k>0

The Poisson process is one of the simplest stochastic processes for modelling a count-
ing process, and has been widely used across diverse disciplines including astronomy
[155} 156, (157, 158, (159, |160], biology [161, |162, 163] and communication networks
[164] [165] [166]. If U (¢) evolves according to Eq. (A.73), then Ny (T) follows a
Poisson distribution [153] with rate A\yT

Ny (T) ~ Poi (AyT) (4.7)

such that for constant ¢t = T', the probability mass function is

/\UT)k e~ T

Py (1) =4 = 2T (48)

(Derived in Appendix [A.3.1)). The expected value of Ny (T) is
(N (T)) = AoT (49)

(Derived in Appendix [A.3.2]) which is the rate per unit time multiplied by elapsed
time.

An important property of the Poisson process which will used throughout this
chapter is the distribution of the inter-event times. If u; € U (t) are item usage

times such that the u; are ordered by the index ¢; that is,

1< J<k=u <u; <ug (4.10)
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then the inter-usage times u; = u; 11 — u; are independent, identically distributed

Exponential(Ay) random variables [167], such that if
u; ~ Exp (Ay) (4.11)

then u; € (0,00) and

Pl <d = / e TG, = 1 — et (4.12)

0

(see Appendix [A.3.3)) with probability density function
f (T, ) Ape vt (4.13)

The expected value of u; [154] is given by

(@) = Ai (4.14)

Hence, another interpretation of Eq. (4.9)) is

T
(u;)

so that the average number of events is the total time divided by the average time

{(Nu (1) = (4.15)

between events.

4.2.2 Query and record processes under Poisson item usage

Now consider the query process Q (t). Q (t) is a inhibitory point process [168, |169,
170, 171}, (172, [173] based on a Poisson process, so that there is a limit to how close
together events can occur. If ¢; € @ (t) are query times such that the ¢; are ordered
by the index ¢; that is,

i<j<k=¢ <q¢ <aq (4.16)

then the inter-query times are q; = ¢;+1 — ¢;- Each query occurs when the item is
used while not in the cache. The item is then cached for period 7, so the minimum
inter-query time is 7. The next query occurs at the first time the item is used
after leaving the cache. The elapsed time between the item leaving the cache and
being used again is simply g, — 7 ~ Exp (Ay) due to the memoryless property of the
Exponential distribution [134] (see Appendix [A.3.4)); the time until the next query
after the item leaves the cache is independent of the time since the last query before

the item left the cache. Hence, the interquery times are shifted Exponential(Ay, 7)
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random variables such that if
q; ~ Exp (Av, 7) (4.17)

then g, € (7,00) and

C _ 0 c<rT
Plg, <c] = //\Ue_’\U(qi_T)d@ = - (4.18)

' A
/ 1l—e v ec>r1

The expected value of g, is
1
@)=+ (419)
Au

(see Appendix [A.3.5)) and hence, the expected number of queries is the total time
divided by the expected inter-query time
T T

No (M) =25 =T (4.20)

Finally, the expected number of records is given by
(Ng (T)) = 7 (Ng (T)) (4.21)

We define the rate of accumulation of records as

Ng (T
Ap = lim W (T)) (4.22)
T—o0
which is estimated by
. Ng (T
\p = (Nr (T)) RT< ) (4.23)
Combining Eq. 1) Eq. 1) and Eq. 1) we derive an estimator Ay
s _ We(T) 7 (Ne(T)) 7T
R T T )% +7 ( )
U
Rearranging, we derive an estimator A
. 1 1
Au == = —= (4.25)
T M@ T

In Fig. we simulate the system for 7" = 1000, and plot 5\R for varying parameters

Au, T and 7, showing that our analytic result matches our simulation.
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Figure 4.3: We show experimentally that the observed query rate is A\g = 112’;{}.

Here Ay = 10 and 7" = 1000.

4.2.3 Estimation of query volume reduction due to caching

We now apply our estimate for A derived above to estimate the reduction in query
volume due to caching for a single endpoint and data item, and hence across the
entire data network. Let F = {e;}2% b?.the set of endpoints, and let D = {dj}j.V:Dl
be the set of data items. There are N (T') records of endpoint e; querying data

item d; after time 7'. Hence, the item usage rate is estimated as

)\ij — oT (426)
Nim
The expected number of times that e; queries d; is
NI (T)) = LN (T 4.27
< q( >> =R (T) (4.27)

Therefore, the expected aggregate time during which d; was cached on e; is %Ng (T),
during which it was still being used with estimated rate j‘w Using the additive
property of Poisson random variables [154] (see Appendix [A.3.6) the number of

times the item was used while cached is

Ng(T)

Pd(&ﬂ)z&bﬂ?M%NgCﬂ> (4.28)

3 |
E

k=1

so that the expected number of queries prevented over time interval 7" is

Py (T) = S‘ij;Ng (T) (4.29)
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By summing over all endpoints and items, we estimate the expected total number

of queries prevented by caching as
T A ..
P(T)=— Ai; Ny (T 4.30
(1) = 2 23N (D (4:30)

This estimate provides a useful metric for how effective a caching system is at pre-
venting queries. However, it does not take into account whether there is a cost
associated in reducing the number of queries through caching. In section we

consider a common scenario where reducing queries has its own cost.

4.3 Optimal TTL for caching volatile data

In section we consider some of the complexities involved in estimating the rate
of data item usage on an endpoint. Now we consider how such an estimate may be
put to use in estimating the optimal TTL.

As before, consider a single data item. The item is used on the endpoint according
to a Poisson process with rate A\y; if the item is used while it is not cached, the
endpoint queries the server for the data item and then caches the item on the
endpoint for time 7. However, this data item is also wolatile; it changes on the
server according to some random process (presumed to be a Poisson process) with
rate p. If the item changes on the server while cached on an endpoint, it does not
change on the endpoint and so becomes outdated. An endpoint using outdated data
is a highly undesirable drop in service quality, and so there is a cost associated with
an outdated item being used which is greater than the cost of the server responding
to a query for a data item every time it is needed. Hence, the cost of a data item
being used varies dynamically over time, as visualised in Fig. [£.4 When a data
item is queried (blue circle), the usage cost for later queries drops for an interval 7
while the item is cached, but if the data changes (red triangle) in that interval, the
usage cost is greatly increased until the item leaves the cache. Hence, the usage cost
is piecewise-constant and varies dynamically based on the history of the item in the
last 7 time.

As the cost of using outdated data items is relatively high, we will focus on
scenarios where it is also relatively uncommon. Hence, we assume that pur < \yT;
so that the expected number of times that a cached data item becomes outdated
is much less than the expected number of times that a cached data item is used.
Unlike estimating Ay, it is relatively straightforward for the server to estimate pu, as
data item usage takes place at the endpoint, while data item changes takes place on
the server. If a data item changes according to a Poisson process, then the server
need only keep track of the number of times that the item has changed, and the

interval of time the item has existed on the server, to estimate rate at which changes
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Figure 4.4: Sketch of dynamically varying data usage cost. When a data item is
queried (blue circle), the usage cost for later queries drops for an interval 7 while
the item is cached, but if the data changes (red triangle) in that interval, the usage
cost is greatly increased until the item leaves the cache.

occur.

For given p and Ay, there is an optimal choice of 7 which minimises the combined
cost of queries and outdated data usage. In this section, we consider a model of item
usage and item volatility which enables us to calculate the optimal choice of 7 when

the rate of data item change p is small.

4.3.1 Rate of outdated data usage

We assume that data items are used according to a Poisson process with rate Ay
as in the previous section, and we assume that data items change according to a
Poisson process with constant rate . Furthermore, we assume that the probability
that a data item changes, and then changes back to its previous state, with a time
interval of length 7 is negligible. This is the case when p is small, or potentially
when the state space of the data item is large. We assume that p is small; if p is
large, and using outdated data items is undesirable, then caching would not be an
appropriate data management method. If a data item changes while cached, we say
that the cached data item is now outdated.

Consider a data item which is cached on the endpoint at time ¢y, becomes out-
dated at time ty + 7', and exits the cache at time ¢y + 7. The time T until the data

item becomes outdated is an Exponential(x) random variable such that

T ~ Exp (n) (4.31)

p (T, ) = pe T (432)

P|T < = /ue“TdT =1—et (4.33)
0
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Let No be the expected number of times that the item is used while outdated in the
interval [0,7]. If T > 7, then the number of times the item is used while outdated
must be zero; by the time the item has changed, it has left the cache. However, if

T < 7, then the expected number of times that the item is used in time interval
T—Tis Ay (t —T). Then

)\U<7'—T) T<rT
0 T>T1

NO (TaTa )‘U) =

Then for each caching of an item, the expected number of times that an outdated

item is used while cached is given by the integral

F(u,\y,7) = / (e ") No (T, 7, A\y) dT (4.34)
0
/ pe M) Ay (7 — )dT+/(,ue_“T) (0)dT (4.35)
0 T
= AT / pe " TdT — Ny / puTe *tdr (4.36)
0 0
1
= \u {T - (1- e"”)] (4.37)
L

by integration by parts. F' increases linearly with Ay, and the relationships between
F and the other two parameters are plotted in blue in Fig. The red circles in
Fig. show the result of simulating the cache for given parameters, average over

1000 simulations. The simulations agree with our analytic result.

4.3.2 Defining a cost function

Consider a single item and a single endpoint. Each time the item is queried by
the endpoint, there is a cost C of the server responding to the query. Each time
an outdated data item is used while cached, there is a cost Cp due to company
reputation/customer satisfaction. TLet v be the cost of the usage of an outdated
data item relative to the cost of a query; if v = 1000, then cost of the usage of an

outdated data item is 1000 times higher the cost of a query, so that
CO = ”)/CQ (438)
Then if there are Np outdated usages and Ny queries in a time period 7', the total

cost 1s

C (T) = No’yCQ + NQCQ (439)
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Figure 4.5: For non-zero u, the expected number of times that an outdated item is
used while cached increases monotonically with all parameters u, Ay, 7. The analyt-
ically derived expected value is shown in blue, while the red dots show the average

value from simulations.
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in units of the cost of a single query. The expected number of queries to the server
in period T is given by Eq. (4.20) as

T

1
w7

(No (1)) = (4.40)

Each time the item is queried and added to the cache, the probability that it is used
while outdated is \
F A7) = M7 — 22 (1—e) (4.41)
1

Hence, the expected number of usages while outdated in period 7' is

(No (T)) = (Ng (T)) F (1, M, 7) (4.42)
T A Y
:A_HT(AUT_?@_@ )) (4.43)

Then the expected cost is

T Ay _ T
C(T)) = AT === (1—e*) | yC C 4.4
(C(1)) )\L_|_7—(UT M( € ))7 Q+/\L+7_Q ( )
U U
=TCq ! [(AT 2 (1- e‘”)) v+ 1} (4.45)
AT z

By normalising C' = %, we get unitless expected cost per unit time of a single

item on a single endpoint

1 A
C = KAUT - (1- e’”)) v+ 11 (4.46)
w T #
The server cannot control p or Ay, as p characterises the data item and Ay charac-
terises the endpoint. The server may have limited control over v, as v is determined
by the relative cost of incorrect usage relative to queries, and this can perhaps be
altered through higher level business decisions. However, the server has complete
control over 7. Hence, we try to maximise C' w.r.t to 7. Normally, we would do
so by simply setting % = 0. However, due to the form of C, this does not yield
a explicit optimal 7. We can approach an analytic solution by making use of our

assumption that p is small.

4.3.3 Optimisation under small ; approximation

We wish to maximise

o KAUT M (1- e—/”)) v+ 1} (4.47)

1
)\—U-i-T U
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with respect to 7. The first minus sign suggests that there is a non-trivial optimal
value of 7, but due to the exponential term, we cannot obtain this optimal value by
differentiation analytically. The e™#7 term has a series expansion
2 3
(ur)” ()

THT =1 — — 4.48
e Ut + 5 i + ( )

If we take p < Ay and p < 7, then for small p7, we can approximate the exponential

term by by truncating the series. A first order approximation of e #7
e =1—pur+0 ((uT)Q) (4.49)

yields

CzﬁiT K)\T—)\?U(l—(l—,m)))’y—i—l] (4.50)
_ 1 (4.51)

1
E—f‘T

which is minimised by 7 — oco. This is trivial, and contradicts both our approxi-
mation that p7 is small, and our expectation that the TTL should expire at some
point. If we instead take a second order approximation of e #7
2
)

eI =1 pr+ 2+ 0 ((u7)?) (4.52)

then

O —

(4.53)

1
w T

Y
M
(e

Differentiating, we get

dC_ )\U/LTz d 1 1 d )\U,uT2
%_K 2 >7+1]E<%+7>+<$+7)E[( ;)

(4.55)
A\ypt? -1 1
0= K o >7+1] 5+ (LM) (Aupr) 7y (4.56)
Gy
— _AUQWT? + iy — 1 (4.57)
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which is quadratic in 7, hence

() = 4 (242) (1)

T = YT (4.58)
2
1 1 2)\y
=——=+ —/1+— 4.59
Au o Au wy ( )
7 > 0, so that the optimal TTL, 7 is given by

1 2y
T=—|-1+4/14+— 4.60
A ( wy ) ( )

Fig. shows C' for varying parameters; our small y approximation appears to
provide a reasonable estimate for the optimal value of 7.

By applying our estimated item usage rate from Eq. (4.25), and estimating the
rate at which the data item changes using server logs, Eq. can provide an
optimal choice of 7 for a single data item, and a single endpoint. However, all of
this rests on the assumption that data items are used according to a Poisson process
with constant (homogeneous) rate for a period of time 7" > 7. In the next section,
we consider whether this is accurate, and consider some dynamical behaviour that

arises from modelling item usage as a non-homogeneous Poisson process.

4.4 Symbolic dynamics of TTL caching with piecewise-

constant periodic rates of data usage

4.4.1 Non-homogeneous Poisson processes

So far, we have assumed that data item usage follows a Poisson process with constant
rate; this is also referred to as a homogeneous Poisson process. As noted earlier in
this chapter, that assumption has been widely used because it is very simple and
often adequate for the purpose of constructing a model of a natural counting process.
However, it has long been recognised that there are natural counting processes which
deviate significantly from the Poisson process. A famous early example of this Ugo
Fano’s work on the ionization yield of radiation in the 1940s [174, 175|. Fano found
that the variation in the number of ionizations in a gas was three times less than
what would be predicted by a Poisson process with the same rate of ionization. This
work led to the Fano factor F (t) |[L76], defined for a counting process N (t) as

Ft)= - (4.61)
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Figure 4.6: The expected cost per unit time C' of serving a data item for varying 7.
The default hidden parameters are (A, u,y) = (10,0.01,100). The thin vertical lines
indicate the optimal TTL 7.
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or the variance of the process divided by its mean. A variation of the Fano factor is
the index of dispersion D [177] which takes the form of the Fano factor in the limit

t — o0
i IO NW)Y) VN (@)
PTGy TR EN @) (4.62)
For example, Ny (t) has index of dispersion
Ay
Dy =3-=1 (4.63)

which is characteristic of a standard Poisson process. Ng (¢) on the other hand, has

mean and variance given by

N (t 1
tim MO (4.64)
t—o00 t by + T
N (t) — (N (£))? 1
lim (N () t< 0 . (4.65)
—00
A\ (% + T>
(see Appendix |A.3.8) Hence, Ng (t) has index of dispersion
L 3
A (3t 1 1
Do = U(Arlf ) _ : e (4.66)
%-l-’r /\2U (E + T) U

As Ay increases, the mean and variance of the stochastic component of the inter-
query time decrease. As 7 increases, the deterministic component of the inter-query
time increases. As \y7 — 00, Do — 0, and the query process becomes deterministic.

Once we move beyond the strict definition of the homogeneous Poisson process,
there is a wide range of more complex stochastic processes which have been found
to be of use in modelling diverse phenomena such as earthquakes [178|, neuron
spiking [179|, and spreading dynamics in social networks [180]. Some real-world
processes are found to be ‘bursty’, with autocorrelation between event times [181]
182} [183], with particularly relevant examples appearing in the context of Internet
communications [184} 185, [186] and data networks [187, 188, 189, [190]. Others are
modelled using non-homogeneous variations of the Poisson process that have a rate
which varies in time [191} (192} |193] [194].

To motivate this point in our own context of cybersecurity, we consider query
data from a data network in the cybersecurity industry. In this context, endpoints
send queries about objects such as files, URLs, and IP addresses, and data items are
the current reputations of the queried object based on current information about
that object. Our dataset consists of queries made by endpoints in the Republic of
Ireland using the McAfee product WSS-LAM, which provides reputations for files.

We restrict our attention to a class of files with caching period 7 = 30 minutes over
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Figure 4.7: Total query volume per hour from endpoints using McAfee cybersecurity
software in the Republic of Ireland plotted in blue. The average total query volume
for daytime on weekdays, average total query volume for daytime on weekends, and
average total query volume for nighttime are plotted in red.

a four week period between midnight on Monday 1st August and midnight on 29th
August 2022. The data query data is sampled at a rate 7 = 0.5, so that every query
has a 50% chance of being included in the dataset. In Fig. we show the recorded
query volume per hour over 28 days plotted in blue.

The query volume varies significantly over time, and is prone to large spikes.
However, we can note that total query volume per hour is generally lower in daytime
on weekends than in daytime during the week. It is also significantly lower during
the night than during the day. The average total query volume for weekday days,
weekend days, and nights are plotted in red. The day/night cycle was chosen such
that nighttime is the eight hour period starting on a whole hour such that the
difference in query volume between night and day is maximised. Even using very
simple metrics, we see that in aggregate, the query volume, and hence, the rate of
querying, varies periodically and significantly between day and night. This does not
exclude the possibility that the process is also a bursty process; that will require
further study at the level of individual endpoints. For now, we would like to consider

the dynamical effects of periodic piecewise-constant query rate.

4.4.2 Stochastic model

Having seen that query rates vary periodically over time, we now consider a variation
of our model where m = 1 and \y varies according to periodic step function, so that

item usage is a piecewise-constant Poisson process [195 (196, |197]. Let

A ift mod1<p
v (t) = (4.67)
Ao ift mod1l>p
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where p determines the proportion of the time Ay = A;. Ay (¢) is periodic with
period 1. If A\; = Xy, the rate is constant, so we assume A\; > \y. The system now
has parameters A\, Ao, p and 7. With the introduction of the step function, the
dynamics of the system now take place on a circle with circumference 1, and so we
observe the dynamics with respect to 6 =t mod 1. Fig. shows the result of
simulating the system for varying p and 7 with A\; = 100 and \; = 0. Both plots
show four peaks where queries take place, but the overall shape is different. Consider
Fig. [4.§(a), where 7 = 0.2. The system starts at # = 0 with nothing cached. The
time until the data item is queried is an Exp()\;) random variable; hence, the shape
of the first peak is given by an Exp(A;) probability density function which starts
at @ = 0. The time interval between the first and second query is 7+Exp(}\;), so
that the second query occurs at time Exp (A1) + 7 + Exp (\;),where the random
variables are independent. The sum of k£ independent Exp()) random variables is a
Gamma(k, A7) random variable [154, 167] (see Appendix , with probability

density function
Aegph—1p—A

fz, k)= I (F)

(4.68)

Hence, the second peak has the shape of a Gamma(2, \™!) probability density func-
tion, the third has Gamma(3, \™!) shape, and the fourth has a Gamma(4, A\™!) shape.
There is no fifth peak, as the data item leaves the cache at 6 > p; instead, the sys-
tem arrives at # = 0 with nothing in the cache to repeat the cycle. This creates an
orbit on the circle where each successive peak is closer to [p, 1], eventually entering
the interval where A = 0 and returning to § = 0. Fig. [1.§(c) shows an analytic
reconstruction of the query distribution in Fig. [4.8(a) using the Gamma(k, A\~!)
probability density function, which is identical to that found as a histogram.

If we compare this to Fig. (b), we note that the shapes of the peak are the
same, but out of order. This is due to 7 now being large enough that it is possible
for the orbit jumps over [p, 1] from an appropriate starting point. We can further
explore the dynamics of this model by observing that the two orbits have a different
maximum value for 6. In Fig. we plot the maximum 6 achieved by iterating
the model for two different values of \. We note that as we increase \, a pattern
of triangles begins to emerge. To better understand this pattern, we note that as
A — o0, Exp(\) — 0, so that the next query happens as soon as the data item
leaves the cache. Hence, in the limit A\; — oo and Ay = 0, the system simplifies to

a deterministic map.

4.4.3 Deterministic limit as a circle map

We construct a map
i1 = £ (6) (4.69)
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Figure 4.8: Two comparable caching time trajectories for Ay = 100, A\ = 0 and
p=0.8 7=0.11n (a) and 7 = 0.7 in (b). (c) shows the distribution of queries for
(a) analytically derived from the Gamma(k, \) distribution.
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max(6)

Figure 4.9: Colour maps showing the maximum @ after iterating for varying pa-
rameters (p, 7). max (f) ranges from 0 (dark blue) to 1 (dark red). A\; = 50 in the
first colour map, and Ay = 100 in the second. A distinctive pattern emerges as \;
increases.
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Figure 4.10: Plot of the analytic map f (0).

where if the item is queried at time 6,,, 0,1 is the next time at which the item is

queried, such that

0+ 7 ito+7<p
f0:p,7) =140 ifp<f+7<1 (4.70)
@+7) modl fl1<O+r7

as shown in Fig. This map is comparable to the circle map [149]; we can write

Eq. (4.70) in the form
Opi1 =7+ 9g(0) (4.71)

where ¢ (¢) is a nonlinear function

0 O+717<p
g(0) = (4.72)
1—(@+7) 0+17>p

The circle map has been studied for a wide variety of nonlinear functions g [149|
150], 151}, 198, 1199, 200, 201], including a number of discontinuous functions [202,
203, 204} 205, 206, 207, [208]. The unique feature of our map is that it is linear
within [0, p], but contracts [p, 1] to a point. We iterate the map for varying (p, 7),
which can be seen in Fig. We observe that the distinctive pattern of triangles
seen in Fig. have resolved clearly. As 7 increases, max () increases linearly
within each triangle. However, at the boundary of each triangle, max () changes
discontinuously. To understand why, we consider the system through a symbolic

representation.
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max(6)

Figure 4.11: Maximum observed value of 8 for orbits of the unit circle under the
map 6,1 = f (0,) which begin at 6, = 0.
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Figure 4.12: Period P for orbits of the unit circle under the map 6,,,1 = f (6,,) which
begin at 6, = 0.

4.4.4 Symbolic dynamics

We recall the interesting ordering effect in Fig. where the shape of a peak
was determined by its order in the orbit. Similarly, f (0;7,p) generates an orbit
{f’€ (0; T, p)}zio which can be represented symbolically in terms of where a particular

point maps to; left of p, between p and 1, or right of 1. We can define this by

L ift0+7<p
s(0;p,7)=<C ifp<bh+7<1 (4.73)
R H1<0+r1

A periodic orbit can be defined by a periodic sub-sequence of symbols of length P.
In Fig. P is plotted for varying parameters.

We observe that the pattern of triangles observed before is more clear, and
conclude that the pattern is associated with changing sequences. Fig. shows
the sequences for some of the larger tongues.

There are multiple tongues of the same period, but each tongue has a unique

sequence representation in terms of the symbols L, R, and C'. However, a period
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Figure 4.13: Period P for orbits of the unit circle under the map 6,1 = f(6,)
which begin at 6y = 0 (identical to Fig. [4.12]). Some of the larger tongues have been
labelled with the sequence of their orbit.

Pierce Ryan 94



Stochastic models of Time-To-Live caching systems

(p,7) \ Sequence \ Orbit in 0
(0.33,0.67) | C {01
(0.50,0.33) | LC {0.33,0}
(0.56,0.22) | LLC {0.22,0.44,0}
(0.72,0.61) | LRC {0.61,0.22,0}
(058,0.17) | LLLC | {0.17,0.34,0.51, 0}
(0.81,0.72) | LRRC | {0.72,0.44,0.16,0}
(0.60,0.13) | LLLLC | {0.13,0.26,0.39,0.52, 0}
(0.85,0.78) | LRRRC | {0.78,0.56,0.34,0.12, 0}
(0.77,0.57) | LRLRC | {0.57,0.14,0.71,0.28, 0}
(0.82,0.38) | LLRLC | {0.38,0.76,0.14,0.52, 0}

Table 4.1: Sample orbits for unique legal sequences up to period 5 which end at C'.

n+1 sequence has n+1 symbols, which allows for a total of 2" sequence permutations
(the C at the end is constant). There are only two observed period 6 orbits, but
20 = 32 possible sequences. For sequences of length n + 1, we observe up to n
different tongues; this is only observed when n + 1 is prime. This means that for
a sequence of a given length, only a small fraction of them are legal, representing a
orbit that can exist. Table[d.T|shows all legal sequences which end at C' up to period
5 with orbits for given (p, 7). Given a sequence, we can generate a set of inequalities
using s (0; p, 7), which indicate a region of the plane where the orbit exists. For

example, the sequence LRC yields inequalities

(@) =7 mod1l<p (4.74)
f2(0)=(27) mod1>1 (4.75)
f20)=B7r) modl<l (4.76)
f2(0)=37) modl>p (4.77)

However, the low ratio of legal sequences to illegal sequences makes this an inefficient
method of searching for legal sequences. Fortunately, we can determine rules for how

legal sequences are generated based on observations from Fig.

1. For 7 > p, the only orbit is the C orbit. This occurs because for 7 > p, any
orbit that starts at § = 0 will map to the C region, and get sent back to 0.

2. For 7 < 1 — p, there are no orbits containing R symbols, as there is no 6 < p
such that 8 +7 > 1.

3. All tongues without an R in their name connect to the origin and follow a
common rule. As 7 decreases from 7 = p, the integer k such that k7 < p <
(k 4+ 1) 7 increases, and hence, the period of the orbit increases. This generates
a set, of tongues fanning out from the origin. Starting from the C' tongue and
moving clockwise, add an L in front of the C' to find the sequence for the next
tongue, generating C, LC, LLC, LLLC, ... L*C.
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4. Tongues with an R in their sequence are born from adjacent lower period
tongues. A higher period ‘child’ tongue has two adjacent lower period ‘parent’
tongues. The left parent meets the child along its left edge. The lower parent
meets the child tongue at its lower left vertex. In order to derive the sequence
for the child tongue, start with the sequence of the lower parent. Change the
C at the end of the sequence to an R, then append the sequence of the left
parent. For example, the tongue containing the sequence LRC has C as left

parent and LC' as lower parent.

Using these rules, we can find orbits that exist, and then use s (0; p, 7) to find regions

of the (p, 7) plane where they exist.

Theorem: If 7,p € (0,1) then every orbit that begins at § = 0 must pass through
0 = 0 again.

Proof: Consider the circle map
h(0;7)=(0+7) mod1 (4.78)

and note that
h(0;7) = f(0;7.1) (4.79)

h(0;7) defines an orbit {h¥ (6;7)},_ on the unit circle. An n-periodic orbit is an
orbit such that such that
h" (0;71) =46 (4.80)

Then an orbit beginning at # = 0 is defined by
h™ (0) = (nT) mod 1 (4.81)
From here, we consider two cases.

(a)  First, consider rational 7 € Q. If 7 is rational, then

m
= — 4.82
r=2 (182
for some integers m,n € N. Then
n) = (n
B (0) = (nn> mod 1 (4.83)
=(m) mod 1 (4.84
=0 (4.85)
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Hence, h™ (0) is n-periodic. Let

n if " (0) <pfork=1,2,...,n (4.86)
ny = .
min {k: p < h*(0) <1} o.w.

Then the orbit {fk 0;7,p) }20:1 is n s-periodic. {f’“ (0; T, p)}:il is at most n-periodic,

but the orbit can return to 0 earlier if a point on the orbit enters [p, 1].

(b)  Next, consider irrational 7 € R\Q. Then {A" (6; 7')}:;1 is dense in [0, 1] [209,
149|, and therefore the orbit passes arbitrarily close to every point in [p, 1]. Hence,
there are points in {h* (9;7)}:):1 which enter [p, 1], and so {f*(6;, p)}iozl must
also include points in [p, 1], which map to 6 = 0.

Therefore, if 7, p € (0, 1), then every orbit that begins at # = 0 must pass through
0 =0 again. W

4.4.5 Orbits that do not pass through 6 =0

Above, we consider orbits which start at ¢ = 0 and end at ¢ = 0, which must
therefore contain C' in their sequence. However, these are not the only possible

orbits. Consider 7 = % and p > %. Let 0 = %, then

FO =2 FO=2 )= (4.87)

This yields a 3-periodic orbit with sequence LRR which does not contain C. Such
orbits are only possible for rational 7 > 1 — p; otherwise, the orbit would be dense
in [p, 1], or wouldn’t be able to jump [p, 1]. Considering initial § > 0 extends the
original problem into an additional dimension, and so it would be be interesting to

study such orbits to see how they compare to orbits that start at 6 = 0.

4.5 Conclusion

In this chapter, we construct a model for generating query data from a data network
which features caching to reduce query volume and random sampling to reduce
record volume. By modelling data usage as a Poisson process, we estimate the rate
of data usage based on the rate of data recording. We expand our model to estimate
the optimal caching period for volatile data, and finally, we consider the dynamical
effect of non-homogeneous data usage rates through the lens of symbolic dynamics
in a deterministic limit of our model.

As noted at the beginning of this chapter, the material presented requires further
development before it wilinvl be suitable for publication. This further development

may be undertaken in several different directions. To take the first section as an
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example, the model of query data generation is somewhat simple due to our choice
of a Poisson process for data usage. The Poisson process is attractive because it
is simple and relatively tractable. One interesting avenue of enquiry would be to
continue to study the presented version of the model and derive analytic results
for distributions and moments. However, we have noted that there are applications
where the Poisson process is not sufficiently accurate, and that this may be one
of those applications. In that case, it would be of practical interest to extend the
model to a more general data usage process. Even then, a full analysis of the Poisson
version would make a valuable point of reference.

Our extension to the model for finding the optimal caching period would also
be worth considering in the light of a more general process. For example, if data is
used in bursts of activity, followed by periods of inactivity, then we would expect
that the optimal caching period is correlated with the expected length of a burst.
We might also consider expanding the model to multiple endpoints and multiple
items. In such a case, assigning a unique caching period to each endpoint/item
pair might be unnecessarily complex, and would complicate any analysis of query
data generated by the data network. In practice, caching periods are determined
by assigning items to different classes; for example, the data shown in Fig.
consisted of queries for data files which had not yet been positively identified as
being either safe or unsafe. Such data is likely to change as more information is
collected, so the caching period is short. As confidence in identification increases, so
can the caching period. Identifying malicious files and URLs is an evolving battle
between cybersecurity providers and malware creators, but the manner in which that
information is used remains the same. Hence, further analysis of how to optimise
the propagation of this information will always be of value.

Finally, our circle map model generates interesting figures which describe a hier-
archical pattern that can be understand through symbolic dynamics. This model is
a significant abstraction from the original stochastic model, and so it may lack the
same level of applicability as the other sections within the context of cybersecurity.
However, models like this can help us identify signals that are otherwise lost in the
noise of of the query data. Outside of this context, the circle map is so ubiquitous
that every opportunity to understand it is worth considering. As noted in the final
subsection, there is a clear path to further research here by considering orbits that
do not pass through the point # = 0, and how those orbits connect with the ones
studied in this section. We also note that the striking hierarchical pattern of trian-
gles visible in Fig. may feature some degree of self-similarity, and it would be
worth investigating whether a transformation can be found which would map the
pattern to some subset of itself.

There is clearly much scope for further work on this topic, falling into a number

of areas of mathematics, and as many internet systems rely on efficient and reliable
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dissemination of data, we expect that this work will be interest to a wide audience.
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Conclusion & Outlook

The Internet is a highly complex system that has a significant impact on our world.
It is, therefore, crucial that we understand its dynamical behaviour. In this thesis, we
formalise small-scale problems derived from Internet systems mathematically so that
their dynamics can be studied rigorously. We observe that stochasticity is a crucial
feature in modelling the negotiations following a targeted ransomware attack, while
modelling the server/endpoint interactions of a data network requires dynamical
features such as time delay, periodic forcing, switching and stochasticity. In addition,
we study two dynamical systems from climate science and signal processing which
feature time delay, switching, and either periodic forcing or linear flow. These
systems give rise to complex resonance phenomena and rich bifurcation structures.

In Chapter 1, we studied a dynamical system derived from a climate science
model which featured switched time-delayed feedback and switched periodic forc-
ing. We observed a rich structure of torus bifurcations spanned by Arnold tongues
divided into ‘strings of sausages’ by zero-width shrinking points. Solutions within
the same Arnold tongue had the same period P, but the number of zero crossings R
per period varied along the string. Due to the switching, we were able to study the
dynamics of this non-smooth system analytically using a symbolic representation.
This enabled us to map out key features of the bifurcation structure analytically,
something which could only be achieved numerically in earlier smooth systems [27].
One area of particular interest which could merit further study is the relationship be-
tween the Chenciner (generalised Neimark-Sacker) bifurcations and the curve which
bounds the region inside which we observe Arnold tongues of stable solutions with
characteristic ratios P : R where R < P. It may be possible to calculate points
along this curve analytically by finding the zero-width shrinking points of Arnold
tongues where the symbolic representation changes. This may yield further insight
to the dynamics of the earlier smooth systems.

In Chapter 2, we studied a dynamical system which featured linear flow and
switched time-delayed feedback derived from a model of a band-pass filter with
self-feedback. An intriguing feature of this system is that the dynamics depended
significantly on whether the system was underdamped or overdamped. In the under-
damped regime, we observed rich dynamical behaviour which included both classical

and discontinuity-induced bifurcations, and periodic orbits became unstable if their
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frequencies were too much higher or lower than the centre frequency of the band-
pass filter. This is intuitive as the band-pass filter attenuates signals with frequencies
outside of a band centred on the centre frequency. In the overdamped regime, we
observed only classical bifurcations, and periodic orbits became unstable only if their
frequencies were much higher than the centre frequency. We also noted that some
of the studied unstable solutions appeared to vanish in highly non-generic man-
ner. This could be remedied by introducing a hysteresis band in our time-delayed
feedback, which might also be more justified from a physical perspective.

In Chapter 3, we developed a game-theory model of the negotiations between a
cybercriminal and their target following a successful targeted ransomware attack.
A key feature in this model was the addition of stochasticity to the cybercriminal’s
estimate of the target’s willingness to pay the ransom. Without stochasticity, the
outcome of the negotiation was deterministic and cybercriminal’s optimal strategy
was trivial. Including stochasticity caused the model to better reflect real-world
observations. It would be interesting to expand on our model by considering an
iterative game, where the cybercriminal sequentially attacks different targets and
dynamically adjusts their strategy depending on how close they are to bankruptcy.
Such an extension to our model may improve our understanding of the long-term
strategic behaviour of cybercriminals.

Finally, in Chapter 4, we developed a model of interactions between a human-
operated endpoint computer and a server operating a data network which employs
Time-To-Live caching. We considered three different variations of this model which
featured some combination of time delay, periodic forcing, switching and stochas-
ticity. These variations (i) included the generation of records kept by the server of
queries from the endpoint, (ii) the optimal choice of Time-To-Live for volatile data
that changes stochastically, and (iii) the effect of human sleep cycles on query pat-
terns. The deterministic limit of the latter produced a circle map which gave rise to
interesting dynamics that we studied through a symbolic representation. There is
much scope for further study in this area. We might expand on research conducted
here by considering volatile data which changes dynamically in response to being
used; this would be representative of a Trojan horse-style malware [210]. We might
also consider large-scale data network optimisation methods such as precaching [138],
139|140, 141, [211} 212], which preemptively loads data onto endpoints predictively
to reduce query volume.

In this thesis, we have formalised two small-scale Internet systems; the inter-
action between the perpetrator of targeted ransomware and their target, and the
server /endpoint interactions of data networks. Both systems are of great importance
as the Internet continues to grow in scale and impact. Ransomware threatens every
person who has data stored on the Internet, while data networks form the backbones

of many Internet systems. These systems also contain dynamical features which can
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induce complex dynamics. We therefore expect this research to be of wide interest,
and for the Internet to provide a rich supply of dynamical systems research well into
the future.
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Appendix

A.1 Border-collision bifurcations in a driven time-

delay system

A.1.1 Determining legality of a sequence

Each event in a sequence has a time and a position associated with it. The times

can be used to generate a system of simultaneous equations:
e Fach D occurs at a time tp =n, n € Z.
e Each D occurs at a time tp = n + %, n € 2.

Each H occurs at a time ty = t; + 7, where t5 is a time at which a Z occurs.

e Each H occurs at a time tg =tz + 7, where tz is a time at which a Z occurs.

Each Z is connected to the previous Z by the equation showing that the

displacement of the trajectory between the two events is 0.

FEach Z is connected to the previous Z by the equation showing that the

displacement of the trajectory between the two events is 0.

As there is one equation for each symbol, we can solve the system of equation to
calculate the times. We then solve for the positions, using the events to calculate
the slope between the calculated times. Finally, we generate a set of inequalities for

each event:

e The time at which each event occurs must be cousistent with the order of

sequence.
e Fach event occurring between consecutive Z and Z events occurs at x > 0.

e Each event occurring between consecutive Z and Z events occurs at z < 0.
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If the solved system of equations satisfies the set of inequalities then the sequence is
legal, for a given (b, 7). These techniques allow us to use symbolic sequences to study
solutions systematically. Solving for the times and positions associated with events
in a sequence, we can plot the solution represented by the sequence. Additionally,

by changing the inequalities to equalities, we obtain the bifurcation curves shown in

Fig. [I.3]

A.1.2 Calculation of the bifurcation curve of P

For 7 > %, P can written as

P(S.) = AS, + B (A.1)

Due to the sparsity of A, the characteristic equation can be readily calculated as

B B 2(_1)n—1
—1 =\ (="t S o e A A2
(L= NN (1) =0 (A2)
This simplifies to
n n—1 2(_1)n—1 o
A"+ I En T 0 (A.3)

By substituting A = €%, we can solve for b to determine b = by for which the fixed

point of P is bifurcating as

4 . 2(—1)!
elrn + elp(n—l) S S — A4
byt + (—1)"1 -
_1\yn—1
Note that as ﬁ € R,
et — pip(n—1) (A5)

So, =D =1 = ™ k € Z , and so p = 2Z. In order to satisfy Eq. 1)

= n — 1. Substituting p back into Eq. (A.4)),

cos (—27”1(” — 1)> + cos <2W (n = 1)2> 2= =0 (A.6)

on —1 om—1 | by + (1)t

which simplifies under a sum-to-product cosine identity to

cos (W (n = ”) ! =0 (A7)

2n—1 ) b+ (—1)n1

Therefore,
bpie(n) =

where n = [27].
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Figure A.1: Low-pass and high-pass filter output amplitude with input f(t) =
cos (wt) for varying input frequency w, where the corner frequency w;, = wy = 1.

A.2 Dynamics of a band-pass filter system with switched
time-delayed feedback

A.2.1 Derivation of the bandpass-filter system

A low-pass filter is a system or device that passes frequencies lower than the corner
frequency wy, and attenuates signals with frequency higher than wy, [89, 213, 90]. A
high-pass filter is a system or device that passes frequencies higher than the corner
frequency wy and attenuates signals with frequency lower than wgy. The dynamics
of low-pass and high-pass filter systems are described in Eq. and Eq.
respectively |89, 90, [213]

i + 2 = f(t) (A.9)
b+ 22 = o) (A.10)

where 7, = wgl and 7y = w;ll, and f and g are the input signals which drive the
filters. When undriven, the filters relax to x; = g = 0. When we drive Eq.
and Eq. with input signal f(t) = g (t) = cos (wt), the outputs xy () and
xp (t) are signals signal with frequency w whose amplitude depends on w relative
to the corner frequency, as shown in Fig. (a) and (b) respectively. A band-pass
filter can be constructed by coupling a low-pass filter with a high-pass filter [89, 213,
90]. This is achieved by letting g (t) = xy, (), yielding the equations

TLZtL+$L = f(t) (Al].)
i+ = (A.12)
TH
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The system can be simplified by first integrating Eq. (A.12)) to yield

1
:EH+—/xH (t")dt' =z, (A.13)
TH

with the integration constant being satisfied by the lower bound of the integral.

Substituting Eq. (A.12) and Eq. (A.13) into Eq. (A.11) yields

Tr, |:£IZ'H+I—H} + .%H—i-i/l'H(S)dS :f(t)
THO

TH

which we rewrite as

THTL TH
T + Ty T t
n (T +71) TH+TL/H TH"‘TL)f()
0

where (rHTer) is the signal gain due to passing through the band-pass filter. We

substitute centre frequency ) = \/7'11-177'1, and quality factor Q) = ot H TL) to yield
Qizy o |
TH
—— Q ds = —f (t Al4
v+ g g+ Q0 [ an () ds = =T r (1) (A14)

0

-1
We rescale zj; to get dimensionless output © = zy < (THTer)> , yielding the equation

t

Qdx /
—— Q = Al
o0 [ (s)ds =1 (1) (4.15)
Finally, we introduce a variable y = Q) f s)ds such that dy = QN x, yielding

the non-smooth delay differential equation

QU i =—z—y+ [(t)

oo (A.16)

previously studied in [89, |90, [213| with different input signals f(t).
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A.2.2 Useful properties of Pauli matrices

The Pauli matrices, with the identify matrix I, form a basis for the vector space of

2 x 2 real matrices [214]. They are

10
1=, 1) (A.17)
01

0 —2
— A.19
Oy i 0 ) ( )
1 0
= A.20
=, _1) (A.20)

Pauli matrices have some very useful properties. Firstly, the square of any Pauli

matrix o; yields the identity matrix
(o) =1 (A.21)

Secondly, Pauli matrices anti-commute; for a pair of different Pauli matrices o; and

Ok, .] 7é ka
00 = —0%0; (A.22)

These two properties can be summarised in Einstein notation [215] as
00 = jk[ + iejklal (A23)

As the Pauli matrices and the identify matrix form a basis for the vector space of

2 x 2 real matrices, a 2 x 2 real matrix A can be written as

A=ayl+a-G (A.24)
= aol + ay0, + ay0, + a0, (A.25)
where
a = (ag,ay,a,) (A.26)
0= (04,04,0;) (A.27)
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A further useful property can be obtained from the Einstein notation

(@-6)° = ajo;a50% (A.28)
= ;0,00 (A29)
= ;0 ((SjkI + iﬁjklUl) (A30)
= ajakéjk[ -+ iajakejklal (A31)
= a;a;1 + iajag€ o (A.32)

The second term term collapses to 0 as
A;0R€jk10] = €5k1A;QL0] (A33)
= epj1a,a;0; by swapping order of summation (A.34)
= —¢;jparajo; by permutation of €y (A.35)
= —€;ia;a;0; by commutativity of scalar multiplication (A.36)
— €ikA;0K0] = —€51Q;00] = 0 (A37)
Thus,
(C_Z . 5’)2 = a]’a]’[ (A38)
A.2.3 Calculating the matrix exponential e
We can decompose A from Eq. (2.9) in terms of Pauli Matrices as
Q Q i€ Q
A=—— T+ —(Q*-1)o,— —= (Q*+1) 0, — —0. A.39
or
A=ayl+a-o (A.40)
where 0 0 0
_ i
o= (3@ 05 (@142 =3g)
(A.41)
Q
ag = ——
0 20
For our convenience later on, we rewrite a to get
A=apl +a-0 =a9l +c,a-0 (A.42)
where we require a to be a unit vector such that
(a-6)° =1 (A.43)
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Using Eq. (A.38) and Eq. (A.42)), we can calculate ¢, as

(@-a)°=c(a-a)° (A.44)
aja; I = 21 (A.45)
Ca = /@y (A.46)
e T e[
_ % Tz (A.48)
Then
a= C—laa (A.49)
_ m (% (QQ—l),—%(Qerl),—%) (A.50)
= \/%W (@ —1,-i(Q*+1),—-1) (A.51)
so that
Q-0 = \/%W(QQ—L—@' (Q*+1),-1) - (04,04,0.) (A.52)
@0 (Va) e (7 0) (5
(A.53)
_ \/%4@2 < 2‘@2 _12 ) (A.54)

Using Eq. (A.42) and Eq. (A.54), we can now calculate the matrix exponential
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e = exp (tagl + ta - o) (A.55)
= exp (tap) exp (ta- ) (A.56)
= exp (tap) exp (tc,a - 7) (A.57)
= exp (tag) 7 (tead - )" (A.58)
k=0
= exp (tag) § Y %)' (teal- )"+ @ D) (teqd -)2"“} (A.59)
= exp (tag) § Y %)' (tca)™ (a-0)" +) G D) (tea)™™ ' (a-5)" (a -)}

(A.60)

> %)' (tea)™" I + nz m (tea)™™ ™ 1™ (a- a)} (A.61)
1

~
9}
S
N—
+
—~
IS
q
SN—
)
@,
=
=
—~
~
9}
s}
N—
—

I ; ) (tca) + (@-0) Y m (tea)™ ™ (a- &)} (A.62)
( (A.63)

We can substitute from and to get the matrix exponential in the over-

damped regime

At = e_%t cosh (t%\/l — 4Q2> < 10 )

01
(A.64)
_9, 1 ) Q -1 -2
+e 2" ———sinh [ t—1/1 — 4Q)?
N (12" Q><2@2 1
In the underdamped regime, the sinh and cosh terms switch over to sin and cos
terms, as
sinhx = —isin (iz) (A.65)
cosh x = cos (iz) (A.66)
yielding
At *% ﬂ 2 _
e e 2@ 40? —
(A.67)
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A note on convergence At first glance, the second term in Eq. (A.64) and Eq.
(A.67) respectively may have a convergence issue as () — % and + (1 —4Q?% — 0.

sinh(rz)
z

We can doublecheck this by calculating the limit of as x — oo where r = t%.

_osinh(rz) 1< 1 ol
liy = =1 > oy (0 (A.68)
2n+1,.2n
=lim Y (A.69)
z—0 o (2n + ].)
. 32
= lim [7’ + . + } (A.70)
=r (A.71)

sin(rz)

and likewise for . Thus, there is no issue with convergence, and the matrix

exponential along the line of critical damping ) = % is

eAt:e_Qt{(l O>+tQ<_11 —2>} (A.72)
0 1 1o

A.3 Stochastic models of Time-To-Live caching sys-

tems

A.3.1 Derivation of Poisson distribution from the Poisson

process

The Poisson process is defined by the transition probabilities

d
EPO (t) = - vk (1) (A.73)
%Pkﬂ (1) = AvPe (1) = AuPiga () k>0 (A74)
1 k=0
P (0) = (A.75)
0 k>0

Eq. (A.73) has solution Py (t) = e=*v%; the probability P [Ny (t) = 0] decays expo-

nentially with constant rate A\ as time evolves. More generally, if we assume

P(t) = f(t,k)e™™"
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for some function f and substitute into Eq. (A.74), we get

i [f (t,k+1) e_/\Ut] — A\ [f (t, k) e—AUt] “ [f (t,k+1) e—AUt}

dt
(A.76)
eV (k1) = Ao f (L + D =e M Do f (k) = Aof (L k+1)] (ATT)
fritk+1) = f(tk) (A.78)
Hence, f (t,k, A\y) = C (k) (Ayt)" is polynomial in Ayt so that
;%[C(k+1>@Uﬂ“4 — A\ C (k) (ot)* (A.79)
(k+ 1) AC (k+1) Agt)* = X\yC (k) (Apt)” (A.80)
_ C(k)
cw+1y_%+1) (A.81)
jcw_% (A.82)
yielding .
Py = Qo) e (A.83)

k!
Eq. (A.83) is the probability mass function for the Poisson distribution. For constant
t="1T,if
(AgT)" e T

PNy (1) = K = 22 (A84)
then Ny (T) follows a Poisson distribution [153] with rate AyT’; that is,
Ny (T) ~ Poi (\T) (A.85)
A.3.2 Expected value of Poisson distribution
If
X ~ Poi () (A.86)
then the expected value of X is given by
L Aee?
(X)=> "k o (A.87)
k=0
N e N1
= Xe” A.
e o) (A.88)
k=1
= de et (A.89)
= (A.90)
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A.3.3 Inter-event times of a Poisson process

The inter-event times of a Poisson process with rate A are independent Exp ()

random variables.

Proof Consider the case where a Poisson process is in the state N (T') = m at
some time T'. Let ty > 0 be the inter-event time, or the time until the next event
occurs; that is, N (T'+to) =m+ 1 and N (T +t) = m for t < t,. Then

d

as before, but now we have condition

1 k=m
P (T) = (A.92)
0 kE#m
Hence
Py (T +1t) =™ (A.93)

If N(T +t)=m, then t < ty, so that the probability that N (7' 4 t) = m is equal
to the probability that ¢ < ¢,

Pt <ty =P[N (T +1t)=m] (A.94)
=P, (T+1) (A.95)
=M (A.96)

Hence,
Plty<t]=1—e (A.97)
— / e Mdt (A.98)

0

If a random variable ¢, obeys Eq. (A.97)), we say that ¢, follows an Exponential(\)
distribution
to ~ Exp (\) (A.99)

with probability density function

f(t,A) = e™ (A.100)
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A.3.4 Memoryless property of the Exponential distribution

The Exponential process is described as memoryless because its increments are inde-
pendent; if a random variable X follows an Exponential distribution X ~ Exp (1)),
then

PIX>z+4+ylX >y|=P[X >z (A.101)

for x,y > 0. This can be seen by considering

PIX>z+4y X >y

PIX>zx+ylX >yl = PIX >y (A.102)
P[X > x+y]
= — A-l
P[X > ] (4.103)
67’\(x+y)
- — (A.104)
= (A.105)
= P[X > 1] (A.106)

A.3.5 Expected value of shifted Exponential distribution

If a random variable X follows a shifted Exponential distribution X ~ Exp (A, 1),
then X € (7,00) and

S§=00

(X) = / she M s (A.107)
Substitute r = s — 7. Then
(X) = / she 2T s (A.108)
/ (r+7)Xe Mdr (A.109)
r=0
= /T)\e_)‘Tdr—l—/T/\e_’\rdr (A.110)
0 0
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Let v = r and dv = A\e *"dr, then by parts

[e.9]

(X) = [-re ], - 7(-5”) dr + / TAe Ndr

0

:[—0+—m-—{ie—”}j—+[—fe*q§°

:—<0—§>+[0—(—T)]

Ly
=—+47
A

A.3.6 Sum of Poisson random variables

(A.111)

(A.112)

(A.113)

(A.114)

If X ~ Poi(A) and Y ~ Poi(u) are independent Poisson random variables, then

their sum X +Y ~ Poi (A + u) [152].

Proof If X ~ Poi(\), then X has probability mass function

Aee=A
PIX =k]= o

This can be proven by noting that if X ~ Poi(A) and Y ~ Poi () are independent

Poisson random variables, then their joint probability mass function is

P X=u2Y=yl=P[X=aP[Y =y
B ATe=2 \Ve A

x! y!

Then the probability mass function of the sum X + Y is

k
PIX+Y=k=) PX=k—iY =i
=0

k \e—ip—A pie"
(k—d)! !

1=0
B — k

e e k! o
— )\kfz 7
Kl E:@—mﬂ a

i=0
) E g
e o
— )\k:—z 7
()
(A4 p)* et
k!

yielding the probability mass function for a Poi (A 4+ p) random variable.
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A.3.7 Sum of Exponential random variables

If X; ~Exp(\) for i =1,2,..n are independent random variables, then

Z X; ~ Gamma (n, A™") (A.115)

i=1

Proof An Exponential(\) random variable X has probability density function
fx () = e ™

such that

PIX <= /)\e)‘xdm
0
The Exponential()\) distribution is a special case of the Gamma(k, A\™!) distribution,
as the Gamma(k, A\~!) has probability density function

)\kxk—le—kw

fz kN = N

(A.116)
with rate parameter A > 0 and scale parameter k£ > 0. If £ = 1, then the Gamma
distribution is identical to the Exponential distribution. If X ~ Gamma (a, \7!)
and Y ~ Gamma (3, \"!) are independent Gamma(k, A™!) random variables, then

their joint probability density function is

fX,Y (l'7y706,ﬂ,)\) - fX (:L‘7O‘7)‘) fY (y757)‘)

We can derive the probability density function for their sum Z = X + Y by letting

y = z — x and integrating over x:

fz(2) :/fX (x,a,\) fy (z —x,B,\) dx (A.117)
0
T /\oaxa—le—)\:c )\B (Z _ .I')ﬁ_l e—/\(z—x)
= da (A.118)
0/ r@) L)
e : :L.aflef/\x (2 _ [L’)ﬁil eszez\:v
=) Aﬂ/ o) T dx (A.119)
_yat+pB _—Az Iizxa—l (Z B x)ﬂ_l
= \*"Fe :/0 T ()T (9) dx (A.120)
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Substitute z = zt. Then dz = zdt and

t=1
_ Za -z (Zt)a_l (Z - Zt>,3_1
Fr(2) = Ao+Be / Tr el (A.121)
t=0
\ 5 oa /1 za—ltﬁ—lzﬁ—l (1 . t)ﬁ—l p (A 122)
= \"FPemV zdt .
/T T@rE)
k 8 A /1 (1 — t)ﬁil
= \¥fhe poth-lg=A dt (A.123)
/ T@T(E)
1
>\a+ﬁzo¢+ﬂ—le—>\z F(O{ +ﬁ) ol 5.1
= (1=t dt (A.124)
[(a+) F(@)F(ﬂ)o/

The integral in equation [A.124] defines the Beta function [216]

1

B(a, ) = /t"‘_l (1—1t)" " at (A.125)

0

By recursive integration by parts [217], we can show that

RGN
B(a, ) = NEEY) (A.126)
Therefore, st R
a+pf a+p—-1 -z
fz(2) = A : (A.127)

['(a+p)

which is the probability density function for a Gamma(a + 8, A\™!) random variable.
Hence, if X; ~ Gamma (k;, \™!) for i = 1,2,...n, then

Z X; ~ Gamma (Z ki, )\‘1> (A.128)
i=1 i=1
If k; =1 for each X;, then X; ~ Exp ()\), and

Z X; ~ Gamma (n, A7) (A.129)

i=1
A.3.8 Variance of query process Q) (t)

While the usage process U (t) is well understood, being a straightforward Poisson
process, we cannot say the same for @ (¢). The inhibitory effect of caching which pre-
vents multiple queries in rapid succession has a significant effect on the process. The
process is a temporal equivalent to the Matern type-3 process, which is an inhibitory

spactal point process in R™, which was originally used to model the inhibitory effect
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Figure A.2: The mean and variance of Ny (t) /t appear to be approximately equal
to analytic closed form expression for A = 10, 7 = 0.1 and ¢ = 100.

that mature trees had on young trees growing nearby [218,171]. These processes are
known to quite intractable analytically, which makes calculating moments of N (¢)
quite difficult. In Subsection [4.2.2) we derived the first moment (expected value) of
Ng (1)

<NQ (t)> = - 1 (AISO)
t NtT

by considering the ratio of the total time over the interquery time; this shortcut
doesn’t work for finding the second moment, which we need to obtain the variance.
The probability mass function is somewhat intractable; calculating probabilities
analytically is possible by recursive integration by parts, but calculating moments
analytically is problematic, and will be left for further research. However, if we
calculate the variance of the process by simulation, we observe that

ViNe®)] L (A.131)

v RG]

as shown in Fig. This observation is by no means a proof of equality. However,
the fact that both the mean and variance of Ny (t) appear to approach analytic
closed form expression suggests that further analysis of this system would be worth-

while.
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