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ABSTRACT 

The widespread use of Bring Your Own Device (BYOD) personal smartphones, Instant Messaging 

(IM) and third-party apps has made these technologies compelling and ubiquitous for efficient 

communication among clinicians facilitating patient care. However, the sensitivity of patient 

information necessitates secure, General Data Protection Regulation (GDPR) compliant digital 

channels that prevent unauthorised access and ensure confidentiality. This is a series of studies 

forming a thesis addressing the research question: How do / should clinicians use smartphone 

technologies to communicate patient data? 

Objectives 

There are four objectives for this thesis: 

1. To evaluate the available literature on the use of personal smartphone technology for 

communication between clinicians. 

2. To determine the current usage of smartphones and mobile technology among clinicians 

in Ireland (and UK). 

3. To evaluate the current guidelines that are available to inform practice-based 

communication between clinicians using personal BYOD smartphones, IM and third-party 

Apps in Ireland and the UK. 

4. To develop & evaluate a toolkit to assist clinicians in their assessment of the available 

guidelines regarding communication using smartphone technologies. 

METHODS 

A range of methods were employed to achieve these objectives, including two scoping literature 

reviews, an online quantitative survey, two focus group sessions, as well as user testing and 

statistical analysis. 

 



  

Objective 1 

A scoping review was conducted to assess the literature regarding the use of smartphone 

technology for communications between clinicians with a focus on data privacy, security and 

regulatory compliance. Two separate systematic searches were conducted across selected 

academic databases, targeting publications from 2016 onwards, reflecting the GDPR 

implementation period, in June and October of 2020.  The review included studies, editorials, 

and grey literature, all focusing on clinician-to-clinician communication using smartphone 

applications within the EU, but also included relevant international research. The Joanna Briggs 

Institute (JBI) framework was followed, with search results reported as per the PRISMA ScR for 

scoping reviews guidelines. 

Objective 2 

An online quantitative survey was conducted via weblink between May 2020 and March 2021, to 

determine the current use of personal smartphone technology for communications in healthcare 

in Ireland and the UK amongst dental professionals and the wider dental profession. The 

questionnaire was a blend of 38 open and closed style questions to determine the perception 

and knowledge of potential pitfalls, risks and limitations of these technologies among dental 

professionals. 

Objective 3 

A scoping literature review was conducted to identify and explore existing guidance informing 

clinical communications using personal BYOD, IM and third-party apps in Ireland and the UK in 

Spring 2024. Academic databases were searched, searches of professional entities' websites, 

including trade unions, regulators, two national health systems, and several employers were 

conducted, and direct inquiries were made to 69 professional entities. 

 

 



  

Objective 4 

The artefact was developed using an Action Design Research (ADR) approach, following iterative 

cycles of Diagnosis, Design, Implementation, and Evolution. The methodology involved gathering 

insights from IS literature, including Data Quality Dimensions (DQDs), to create a framework that 

addresses data security, confidentiality, and regulatory compliance in digital communications. 

Experienced clinicians and senior clinical students were actively involved in cycles to refine the 

DDA, ensuring it aligned with real-world clinical needs. 

RESULTS 

Objective 1 

The scoping review revealed that clinicians widely use apps such as WhatsApp, Zoom, and 

Facebook Messenger for sensitive communications between each other. However, these 

channels are frequently non-compliant with GDPR, raising significant concerns regarding patient 

privacy and data security. The review highlighted a lack of sufficient governance, technical 

safeguards, and awareness among clinicians regarding secure use in the literature, pointing to 

essential knowledge gaps in implementing compliant communication practices in healthcare. 

Objective 2 

A total of 123 responses were received from dental professionals in the Republic of Ireland (RoI) 

and 77 responses from dental professionals in the UK. The majority of dental professionals 

confirmed that they were aware of the risks associated with smartphone use for communicating 

clinical data and perceived that they were adequately skilled in digital professionalism. However, 

concerning practices regarding the communication of sensitive patient data were identified, with 

the potential for patient data to be stored on insecure devices and cloud servers. Many ROI and 

UK dental professionals confirmed that they would need support to remove patient-identifying 

data when ‘trading in’ their device. 

 



  

Objective 3 

The review identified 18 guideline papers that generally acknowledge the importance of secure 

communication among clinicians. However, a lack of information on the appropriate selection or 

configuration of the popular technologies was evident. 

Objective 4 

The artefact was refined through repeated testing and feedback cycles, involving experienced 

clinicians and senior students in evaluating its usability and relevance. The tool highlighted areas 

where existing guidelines lacked clarity on secure communication practices, helping clinicians 

identify gaps in guidance and improve their understanding of secure data handling. Cohen's 

Kappa coefficient scores from user testing revealed a wide variation in the level of accuracy by 

reviewers across papers and also between reviewers, with scores ranging between >0.2 (fair) and 

>0.6 (substantial). 

CONCLUSIONS 

Objective 1 

The findings signpost a requirement for advice, policy, regulation and training to ensure safe and 

secure use of digital communication tools for communication in clinical practice. The lack of 

acknowledgement of compliance and security measures in the literature suggests a requirement 

for dedicated resources to address these gaps, support clinician awareness, and align practice 

with legal requirements. 

Objective 2 

App and BYOD smartphone ownership among dental professionals for clinical communications is 

widespread in the RoI (and UK), with respondents using their devices to send images (photos and 

radiographs) to one another. However, the risks of such activities are only partly acknowledged, 

with many having a lack of insight into data security and data privacy. 



  

Objective 3 

Most guidelines emphasise general security and data protection standards rather than providing 

clear actionable recommendations for technology use, thereby leaving a significant gap in 

technical guidance for clinicians. 

Objective 4 

Findings indicate that while the artefact proved valuable for assessing the quality of guidance on 

the use of digital tools for clinical communication has the potential to aid decision-making, it is 

dependent on the quality of input data. This input can vary significantly between users, 

potentially affecting its consistency and accuracy. The iterative design process ensured that the 

tool is both clinically applicable and accessible, to effectively promote better decision-making 

around secure patient communication. The study highlights the role of precise, high quality 

actionable data in clinical guideline development and the need for continuous education and 

decision support for clinicians using BYOD digital technologies.  



  

PEER REVIEWED PUBLICATIONS FROM THIS THESIS 

• John B., McCreary C., Roberts, A., (2022) Smartphone Technology for Clinical 

Communication in the COVID-19 Era: A Commentary on the Concerning Trends in Data 

Compliance. Frontiers in Digital Health. 2022 Mar 22:4:816604. DOI: 

10.3389/fdgth.2022.816604. eCollection 2022. Publication 1. Chapter 1. (Appendix 1)  

• John, B., McCreary, C. and Roberts, A. (In press) 'Digital Communication'. In Jenkinson, J. 

and Woolward, J. (eds.) A Clinician's Brief Guide to Communication Skills in 21st Century 

Psychiatry. Cambridge: Cambridge University Press. Publication 2. Chapter 1. (Appendix 

2) 

• John B., McCreary C., Roberts, A., (2022) Smartphone Technology for Communications 

between clinicians – A Scoping Review. Journal of Dentistry, Vol. 1222, pp. 1-13, July 2022, 

DOI: https://doi.org/10.1016/j.jdent.2022.104112 Publication 3, Chapter 3. (Appendix 3) 

• B. John, McCreary C., Roberts A., (2023) Smartphone and mobile technology use among 

the dental profession. Journal of the Irish Dental Association.  January 2023. (PP 2 – 6) 

DOI:  10.58541/001c.67927 Publication 4, Chapter 4. (Appendix 4) 

• John, B., McCreary, C., Wilcox, A., Roberts, A. (2021) Smartphone clinical communication 

amongst Irish Dental Professionals. Conference Presentation, IADR - Irish Division. Online. 

5th February 2021. Publication 5, Conference presentation. Chapter 4. (Appendix 5)  

• John, B., Heavin, C., Roberts, A. (2025) Navigating the Wild West: A Review of Guidance 

on Clinical Communications using personal BYOD, IM and Third-Party Apps in the UK and 

Ireland. Frontiers in Digital Health, 2024, 6, DOI: 

https://doi.org/10.3389/fdgth.2024.1457848 Publication 6, Chapter 5. 

PAPER SUBMITTED TO JOURNAL FOR PEER REVIEW & PUBLICATION 

• John, B., Heavin, C., Roberts, A. (Submitted 9th October, 2024) Designing a Data 

Dimensions Artefact for the use of BYOD, IM and third-party app-based technology by 

clinicians: An Action Design Research Approach. Submitted to: Journal of Decision 

Systems. Publication 7. Chapter 6.  



  

ACKNOWLEDGEMENTS 

I would like to express my gratitude to everyone who supported me throughout my PhD journey. 

This thesis would not have been possible without their guidance, patience and encouragement. 

First and foremost, I am profoundly grateful to my three supervisors, Dr Christine McCreary, Prof 

Anthony Roberts and Prof Ciara Heavin. Your support, expert guidance and constructive feedback 

have been invaluable. 

I would like to thank Prof Declan Millet for his patience and encouragement. 

I would also like to extend my heartfelt thanks to my husband, Simon. His constant support, 

understanding and patience during the highs and lows of this have been invaluable. Thank you 

for always believing in me and for your unconditional love and encouragement. 

A special thank you goes to Anita Wilcox, a retired librarian from University College Cork, whose 

encouragement and insightful advice have been a great source of motivation. Her passion for 

knowledge and her kindness have inspired me throughout this process. 

Finally, I am grateful to all my friends, colleagues, and the staff members including Mary Keelan, 

Neil Nash and the students at UCC who have offered their support and time to contribute to the 

research. Your encouragement and friendship have made this journey more manageable and 

fulfilling. 

Thank you all for your contributions to my academic and personal growth. 

  



  

THE IMPACT OF THE COVID-19 PANDEMIC ON THIS THESIS 

The COVID-19 pandemic had a significant impact on my experience as a remote doctoral student and on 

the progression and scope of this thesis. Prior to the onset of the pandemic, I had been actively engaged 

in presenting and teaching at professional gatherings such as The British Dental Association, The British 

Association of Oral Surgeons and the Royal College of Surgeons of Edinburgh, where I was regularly invited 

to speak on issues regarding digital professionalism, information governance, and the risks to 

professionalism and data security posed by the use of personal technology by clinicians for 

communication between each other concerning patient care. I had anticipated leveraging these in-person 

engagements to circulate the survey tool with large, audiences of multidisciplinary clinicians, with a view 

to generating a wider dataset suitable for statistical analysis and hypothesis testing across Ireland and the 

UK. However, lockdown measures and the subsequent cancellation of in-person teaching and 

presentations disrupted these plans, sharply curtailing my opportunities to both gather data and collate 

early feedback from clinical stakeholders. 

Additionally, access to research subjects became increasingly restricted as healthcare professionals faced 

unprecedented pressures, redeployments, and, in some cases, temporary cessation of their clinical 

practice. These constraints directly affected my ability to recruit participants for aspects of my study that 

sought to examine real-world use of personal digital technologies (e.g., BYOD and IM) for clinical 

communication. While I was able to adapt elements of the study design to accommodate these 

limitations, the impact on potential data richness and the generalisability of findings was unavoidable. 

On a personal level, studying remotely as a mature student was already a challenging undertaking, and 

the isolating effects of the pandemic further exacerbated this. I was unable to establish or access a 

supportive peer network at the university, which meant that informal opportunities for collaboration, 

exchange of ideas, and reassurance were largely absent. This isolation presented both emotional and 

academic challenges over the course of the research. 

The pandemic had a wider impact on the scholarly publishing environment. As the academic and clinical 

communities responded to COVID-19, it was widely reported that many journals were inundated with 

submissions as some doctoral students who were now unable to access research subjects instead focused 

their attention on library projects and literature reviews towards producing PhDs by publication. This 



  

created increased competition for space in relevant publications and delays affecting the timeline for 

dissemination of the work. 

The pandemic also created considerable barriers to engaging with patients and the public. While the 

importance of incorporating the patient voice into digital health tool development is widely recognised, 

the challenges of remote research and restricted contact with healthcare services meant that the inclusion 

of patient focus groups or other participatory activities was not feasible during the first phase of this study. 

I acknowledge that, as clinicians engage with sensitive patient data, patients themselves must have an 

active voice in the development of decision-support tools such as the toolkit. In future iterations of the 

toolkit, patient involvement will be prioritised in both design and evaluation phases, in alignment with 

principles of co-production and transparency in digital health innovation. 
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ABBREVIATIONS AND GLOSSARY OF TERMS 

AI Act Artificial Intelligence Act is a European Union regulation concerning artificial 

intelligence. It establishes a common regulatory and legal framework for AI within 

the European Union. It came into force on 1 August 2024, with provisions that shall 

come into operation gradually over the following 6 to 36 months. 

App Application. Downloadable by a user to a smartphone or computer device 

ADR Action Design Research 

Artefact In this context an artefact is a construct, model or instantiation developed within 

the field of Information Systems. It is designed to solve specific problems, support 

decision-making processes, or improve practices through the application of 

technology and data management principles. Examples of IS artefacts include 

software applications, data frameworks, and methodologies. The development of 

IS artefacts often involves iterative cycles of testing and refinement to ensure they 

effectively meet the needs of users. 

Bluetooth Is a standard for the short-range wireless interconnection of mobile phones, 

computers and other electronic devices 

BYOD Bring Your Own Device (BYOD) bring your own personally owned technology - 

phone, laptop, tablet rather than an officially provided device 

DDA Data Dimension Artefact 

DQD Data Quality Dimension 

DPC Data Protection Commission (Ireland) 

DSA The Digital Services Act is an EU regulation adopted in 2022 that addresses illegal 

content, transparent advertising and disinformation. 

EXIF Exchangeable Image File Format 

FOI Freedom of Information (Act) 

GDPR General Data Protection Regulation (2018) as stipulated for use across the 

European Union, and currently also being adhered to by the UK 

HIPAA Health Insurance Portability and Accountability Act of 1996 is a United States Act 

of Congress, stipulating the guidelines by which personally identifiable healthcare 

information is maintained by the healthcare and healthcare insurance industries 

and protected from fraud and theft 
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HSE Health Service Executive (Ireland) 

ICO Information Commissioner’s Office (UK) 

IS Information Systems 

IM Instant Messaging 

MDM Mobile Device Management (MDM) is a software solution that allows IT teams to 

control, secure and manage mobile devices, including smartphones, tablets and 

laptops 

MFA Multi Factor Authentication (MFA) is an electronic method of authentication which 

grants the user access to a digital resource such as an app only after successfully 

presenting two or more pieces of evidence to an authentication mechanism 

NHS National Health Service (UK) 

PDF Portable Document Format (PDF) is a file format for capturing and sending 

electronic documents in exactly the intended format 

RoI Republic of Ireland 

SAR Systems Access Request (SAR) is a formal request made to a data controller by an 

individual for a copy of their personal data (as opposed to original documents) 

which that data controller holds on that individual.  Under Article 15 of the General 

Data Protection Regulation, you have a right to obtain a copy of any information 

relating to you which is kept on a computer or on a structured manual filing system 

or intended for such a system, by any entity or organisation.  Making a SAR allows 

an individual to see what information an entity or company holds on them 

Shadow IT Information technology systems deployed by departments other than the central 

IT department to bypass the limitations and restrictions that have been imposed 

by central IT systems. While it can promote innovation and productivity, it can 

introduce security risks and compliance concerns 

Sovereignty of 

data 

Data sovereignty is the idea that data are subject to the laws and governance 

structures of the nation where they are collected.  The concept of data sovereignty 

is closely linked with data security, cloud computing, network sovereignty and 

technological sovereignty 
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Suspicious App A suspicious or malicious App is an App that potentially acts as malware, that may 

steal data or harm the device on which it is hosted 

Third Party App An App that was not created by the same party that created the device on which it 

is hosted.  When downloading such Apps it is usually a condition of use that you 

allow the App to access some functionality as well as access to your data. Generally, 

this data is used to generate income by allowing targeted advertising, but it can 

also be used for more harmful purposes if it falls into the wrong hands 

Toolkit The term toolkit is used in this thesis to refer to a structured set of resources or 

guidance designed to support clinical decision-making, data quality assessment, 

and regulatory compliance in the use of personal digital technologies. The term is 

used interchangeably with artefact, particularly in clinical contexts where toolkit is 

more commonly understood. While artefact is the preferred term in the field of 

Information Systems, where it denotes a construct developed through design 

science research, the terms are used synonymously throughout this work to reflect 

both the theoretical and practical applications of the development of the Data 

Dimensions Artefact (DDA) 

UK United Kingdom 

Wi-Fi A facility allowing computers, smartphones, tablets, laptops and other devices to 

connect to the internet or to communicate with one another wirelessly within a 

particular area 

VPN A Virtual Private Network establishes a digital connection between your computer 

and a remote server owned by a VPN provider, creating a point-to-point tunnel that 

encrypts your personal data, masks your IP address and lets you sidestep website 

blocks and firewalls on the internet 
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CHAPTER 1 SMARTPHONE TECHNOLOGY FOR CLINICAL 

COMMUNICATION IN THE COVID-19 ERA: A 

COMMENTARY ON THE CONCERNING TRENDS IN DATA 

COMPLIANCE 

A peer reviewed opinion paper publication serves as the foundation for the introduction to this 

thesis, to provide context, explain why this topic is important, establishing a gap in the knowledge 

which this study seeks to address (Publication 1, Paper 1 1). 

This is followed by abridged (to avoid repetition) extracts from book chapter, to enrich and 

expand on the details presented, adding depth and enhancing the content conveyed in Paper 1. 

The peer reviewed book chapter (Publication 2) jointly commissioned by the Royal College of 

Psychiatrists and Cambridge University press, concerns the importance of the security and 

privacy of sensitive information for professional development, essential considerations 

fundamental for the effective use of digital channels of communication by clinicians. 

• Copy of the peer reviewed publication: Appendix 1 

• Copy of the original content (unabridged draft) of book chapter: Appendix 2 

• Letter of acceptance (received 8th September 2022) from the publisher for the draft 

book chapter: Appendix 7 

REFERENCES: 

John, B., McCreary, C., Roberts, A. (2022) Smartphone Technology for Clinical Communication in 

the COVID-19 Era:  A Commentary on the Concerning Trends in Data Compliance.  Front. Digit. 

Health, 22 March, 2022. Volume 4. https://doi.org.10.3389/fdgth. 2022.816604 

John, B., McCreary, C. and Roberts, A. (In press) 'Digital Communication'. In Jenkinson, J. and 

Woolward, J. (eds.) A Clinician's Brief Guide to Communication Skills in 21st Century Psychiatry. 

Cambridge: Cambridge University Press.  
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1.1 INTRODUCTION 

The COVID-19 global pandemic has rightly been the focus of attention for the healthcare 

workforce and has accelerated the global proliferation and adoption of smartphone and digital 

technologies for clinical communication and remote consultation 2, 3. This is an understandable 

development as functionality that enables dialogue between clinicians via IM applications or 

apps (e.g., such as WhatsApp and iMessage), and between clinicians and patients through 

videoconferencing apps (e.g., such as Zoom and Skype), has never been more important. 

Clinicians have drawn on the familiar and simple to use smartphone technology to overcome the 

communication barriers required for social distancing, reducing the risks associated with face-to-

face contact and optimising efficiencies in healthcare 2, often without adequate training as to 

potential clinical safety risks or data security incidents. These interventions have often had 

efficiency of communication at their core but may leave legacy issues that will become apparent 

as the health emergency passes. These channels have permanently and positively transformed 

communications, although they also raise professional, ethical, security and legal concerns that 

are associated with these technologies 4, 5. Clinicians (and their patients) may be in danger of 

becoming “ensnared” in a web of hidden data harvesting. Busy clinicians using smartphones to 

communicate effectively within their own healthcare teams or directly with patients, could face 

negative ramifications of these technologies unless the Information Commissioners Office (ICO; 

UK) or Data Protection Commission (DPC; Ireland) actively regulate to ensure data compliance 

within the National Health Service (NHS: UK) or Health Service Executive (HSE; Ireland). This 

paper explores the contemporary clinical context and regulatory ramifications within which 

practicing clinicians are operating. It highlights the need for appropriate guidelines, tools, and 

education in digital health to enable clinicians to practice in an environment where sensitive 

patient data can be processed and communicated securely with clarity for patients as to how 

their data might be used. 
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1.2 CLINICAL COMMUNICATIONS, SMARTPHONE TECHNOLOGY AND 

APPS 

Effective communication is an essential element of good clinical care. However, the traditional 

methods of communications (e.g., landline telephones, pagers and fax machines) are restrictive. 

Smartphone technology and communications apps (including IM) have become ubiquitous in 

society facilitating cost effective and efficient communication on a “one-to-one” or “one-to-

many” basis. For clinicians, the functionality facilitates conversations and consultations between 

colleagues and enables the sharing of (potentially sensitive) supplementary voice recordings, 

images and video at the “touch of a button” with WhatsApp being the most cited IM application 

in healthcare 4. 

Presumably as a consequence of the magnitude of the COVID-19 pandemic combined with 

inadequate investment in communications infrastructure, clinicians have been encouraged to 

draw on their BYOD smartphones and apps 6 (e.g., Skype, iMessage, Zoom) for telemedicine 

activities. Such functionality has positively enabled online / remote consultations, reviews and 

test result discussions, patient monitoring and clinical photography, including the use of 

diagnosis apps from smartphone images. The patient journey and the working life of clinicians 

have improved whilst pragmatically bypassing the need for time-consuming additional training 

or purchase of costly new technology at a time of crisis. Regrettably, the perceived advantage of 

familiarity of these technologies, contrasts with usage of BYODs potentially introducing data 

security risks for clinicians which they may not be aware of due to a lack of education and training. 

Of course, not all patients have an awareness of such technologies, or own a compatible device 

generating inequality in availability to digital services. 

1.3 DIGITAL PROFESSIONALISM 

Digital Professionalism may be defined as “the competence or values expected of a professional 

when engaged in social, digital communication and mobile technology” (amended from Oxford 

English dictionary definition of professionalism 7). 
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There are clear challenges for how health professionals conduct themselves in a rapidly evolving 

digital landscape. It has been suggested that Digital Professionalism education and learning 

should begin in undergraduate training, “given its relevance at all levels” 8. 

This issue has recently been acknowledged in the latest Curriculum for Graduating European 

Dentists 9 which has an Intended Learning Outcome: 

“Graduating dentists must demonstrate digital professionalism by protecting patient data and 

the appropriate use of social media and digital communication, mindful of how these activities 

may force them into ethically challenging situations and / or damage the reputation of the wider 

profession.” 

This healthcare exemplar challenges education providers to best equip its graduates for the 

challenges of modern digital society. Our anecdotal experience indicates that clinicians have a 

broad range of attitude with risky behaviour by busy clinicians on the frontline being a concern. 

1.4 RECORD KEEPING AND CLINICAL IMAGES 

Record keeping of clinical images and “chat messages” stored on BYOD smartphones shared via 

IM and apps pose a range of serious safety concerns 10. The clinician initiating a dialogue has 

responsibilities to ensure that any messages / data and responses are recorded in the patient's 

notes; IM conversations may be subject to Freedom of Information (FOI) requests or Subject 

Access Requests (SARs) 11. However, downloading of the dialogue and any clinical images to store 

it in the patient notes or digital healthcare record may not be technically possible and even if so, 

are these data being promptly deleted from the smartphones by all members of the app group? 

Clinicians may not be aware that smartphones store deleted images in the “deleted images” 

album for 28 days 3. Further, smartphones must be password protected with image streaming to 

insecure cloud servers and between networked devices turned “OFF” 3, 11. The storage of clinical 

images using insecure cloud servers associated with a BYOD is concerning 4, 11. Digital images 

contain additional Exchangeable Image File Format (EXIF) data from geographical co-ordinates to 
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date, time and device details, so anonymising digital clinical images requires a level of digital 

literacy that many clinicians do not possess or are unaware of. 

1.5 DATA SECURITY 

The “minimalisation” of sensitive patient identifiable data is essential when engaged in clinical 

communications via smartphone apps due to concerns regarding data security 11. Conversely, 

clear identification of the patient being discussed is necessary for patient safety as 

communication failure could result in poor clinical outcomes and avoidable errors 12. The conflict 

between communication accuracy and patient data security arose pre-COVID-19 with patient 

care prioritised over the security of patient data 13. The potential for a security breach of patient 

data is heightened when IM apps use unregulated servers outside the European economic area 

(EEA). Lack of compliance with data protection requirements regarding data mining, fair 

processing, records management, and the technical challenges posed by BYOD, are well 

documented 4, 11. 

1.6 CYBERCRIME 

Healthcare is one of the most targeted sectors for cybercrime globally due to its rich data source 

and perception as a “soft target” 13. Data vulnerability in healthcare is attributable to limited 

budgetary resources, fragmented governance, cultural behaviours and through the use of 

obsolete systems unable to support the latest software / updates 14. Regrettably, high risk and 

critical vulnerabilities in healthcare systems are increasingly targeted by ransomware and the 

COVID-19 pandemic anecdotally resulted in an increase in malicious cybercrime activity. An 

example was the successful access and exploitation of personal and health data from a major 

ransomware attack on the HSE on 14th May 2021 15. This was a highly significant attack and the 

largest known against a health service computer system, with massive negative impact on 

healthcare delivery. Reports that more was paid to ransomware criminals during the first half of 

2021 than for the whole of 2020, statistics that could serve as inspiration to other criminals 15 

intent on exploiting health systems. A post incident review commissioned by the HSE provided 
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key learning points for healthcare professions in relation to regular cybersecurity awareness and 

training for all staff grades 15. 

1.7 DATA AS A COMMODITY 

The business model for many smartphone and app-based communications channels involves 

actively commodifying user data from the device, any networked devices (e.g., fitness trackers) 

and associated cloud storage. The consequences of “data harvesting” by companies such as Meta 

(owners of WhatsApp and Instagram) and Alphabet (owners of Google, Fitbit, YouTube, Nest) 

and the “profiling” of individuals by exploiting personal data by companies (e.g., Cambridge 

Analytica) cannot be underestimated or ignored 16. Smartphones have the potential to threaten 

the security of sensitive patient data and yet, “the opaque nature of online (including mobile app) 

tracking, along with the use of data held by mobile operators, is beyond the awareness and 

understanding of many individuals” 17. This is acknowledged widely outside of healthcare settings 

(e.g., auto-manufacturing) where employees are forbidden from using WhatsApp, Snapchat etc. 

on company issued devices due to data breach concerns 18. Surveillance by smartphone apps that 

harvest the sensitive data, is a genuine concern spanning national, EU and international Data 

Protection, Information Privacy and Human Rights Laws. Clinicians may be inadvertently enabling 

the long-term exploitation of patients and their data by third parties (e.g., health insurance 

companies) or through malicious spyware (e.g., Pegasus). 

1.8 INFORMATION GOVERNANCE 

UK Guidance to clinicians has evolved significantly over recent years. Advice from the National 

Health Service (NHSX; with a remit for technology, digital and data sharing and transparency and 

now part of the NHS Transformation Directorate) in October 2020 6 stated that “in the current 

circumstances it could be more harmful not to share health and care information than to share 

it”. Further, they report that “The Information Commissioner has assured NHSX that she cannot 

envisage a situation where she would take action against a health and care professional clearly 

trying to deliver care”. This assertion is limited to the regulatory action that could be taken by the 
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ICO itself and related specifically to the context of COVID-19. Worryingly, the advice also explicitly 

endorses the use of “commercial, off-the-shelf applications such as WhatsApp and Telegram 

where there is no practical alternative, and the benefits outweigh the risk”. 

NHS Clinicians are currently advised to adopt personal BYOD's for video conferencing 

consultations, home working and mobile messaging 6 (advice current as of December 2020, and 

remained online as of publication of this paper - March 2022). Reassurances have been provided 

for off-the-shelf tools (Skype / WhatsApp) to be used, with implied consent obtained by patient 

acceptance of the invitation and entering into the consultation 6. However, intentional in 

inadvertent sharing of patient data could be unlawful as patients only consent to the video 

consultation and not for their (sensitive) data to be shared further. A clinician (data controller), 

cannot simply contract their way out of their obligations to the patient (data subject) under the 

General Data Protection Regulation (GDPR) 19. Helpfully, the European Commission has provided 

guidance to EU Member States and app developers on how to comply with GDPR and the ePrivacy 

Directive 20. 

1.9 GDPR AND HUMAN RIGHTS 

The implementation of GDPR in May 2018, created a single legal framework across EU member 

states on “the protection of natural persons with regard to the processing of personal data and 

on the free movement of such data” 19. This increased the safeguarding of privacy obligations on 

organisations that process personal data to undertake significant technical and organizational 

measures to demonstrate compliance. 

The protection of personal information is arguably the most pressing concern in defending 

fundamental freedoms and human rights 21. If a patient feels that their privacy rights have been 

violated by a clinician using an inappropriate technology, the ICO or DPC could find their assertion 

that clinicians are free to use such channels challenged. It is noteworthy that since the UK has 

left the EU, their data protection regulations are likely to diverge, so clinicians trained outside 

the UK will need training supports to raise awareness of any differences. 
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It is also important to note that not all patients have equal benefit from or access to these 

technologies and the relationship with discrimination for underserved and marginalised groups, 

and health inequality must be acknowledged and explored. 

1.10  CONCLUSION 

Smartphone technologies afford clinicians (and their patients) a broad range of highly positive 

advantages observed acutely during COVID-19. Clinicians have always had the best interests of 

their patients as a key driver however, the legacy of the well-intended measures undertaken 

during COVID-19 in relation to patient data and privacy could be felt long after the current 

emergency ends. Concerns highlighted in this article should be addressed by unambiguous 

healthcare sector and institutional guidelines with supportive training and education 

opportunities. Clinicians should be able to access training to optimise appropriate smartphone 

technologies within regulatory frameworks to overcome data security concerns. Embedding this 

training into undergraduate curricula, professional CPD requirements and mandatory 

institutional clinical training would positively encourage digital professionalism. 
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1.11 DIGITAL COMMUNICATION  

Abridged (to avoid repetition) extracts from book chapter (Publication 2) are offered to enrich 

and expand on the details presented in the above Publication 1., adding depth and enhancing the 

content conveyed in the publication. By further elaborating on key topics from the published 

paper, under the following headings, this additional material provides greater depth and context 

to the original work: 

Clinical Communications, Smartphone Technology and Apps 

Digital Professionalism 

Data Security and Cybercrime Concerns 

GDPR 

Training and Guidelines 

Since the date of submission, the landscape of this area has further evolved, and I am 

currently in discussions with the Editor as to the possibility of producing a revised / 

updated version for publication. For the purposes of this thesis, the accepted version is 

presented here, and the updated elements are expanded upon in subsequent chapters 

of the thesis. 

1.11.1 Clinical Communications, Smartphone Technology and Apps 

Secure email remains an important and established method of clinical communication, 

particularly for formal correspondence, documentation exchange, and communication that does 

not require an immediate response. Its role is complemented by traditional methods such as hard 

copy letters, landline telephone and pagers which continue to be used in certain clinical contexts. 

However, there is a demand for modern, synchronous, and media-rich communication modalities 

that better reflect the realities of contemporary clinical practice. Clinicians frequently require the 
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ability to engage in rapid, media rich, dynamic exchanges, both one-to-one and one to many, 

within multidisciplinary teams, using current features such as real-time messaging, image and 

video sharing, and read receipts. These functionalities, typically absent in email systems, are 

essential for timely decision-making, collaborative diagnosis, clinical supervision and prioritising 

of care. While secure email supports information governance principles, it does not meet the 

immediacy and interactivity required in current clinical. Therefore, there is a growing reliance on 

personal technologies, IM, and third-party apps to fulfil these communication requirements. 

Data governance in relation to smartphones and mobile technology is no longer something that 

clinicians in general and health systems across the EU can afford to ignore. Security and data 

protection must be a central concern for clinicians who understand that confidential patient data 

is no trivial issue. Patients disclose intimate personal information with the understanding that it 

will be stored and communicated in a way that protects their privacy and confidentiality. 

Clinical data is arguably the most valuable and sensitive data of all. Typically, communications 

apps such as iMessage, WhatsApp, Facebook Messenger app etc. require access to a range of 

confidential information on the users’ smartphone, including contact lists (which may be 

uploaded to servers in the cloud), contact information (physical address, email address, name, 

phone number etc.), calendars (to read and amend entries) Email, SMS, iMessage etc. (to read 

and send communications to those in the contact lists without notifying the owner), microphone 

and camera (to enable and support recording of communications), image gallery to enable access 

to, and downloading of, images between users. 

Selecting an app for clinical communication involves numerous important considerations, as 

outlined in Table 1, which presents key factors for evaluating video call apps by way of an 

example. Frequent updates to app functionalities and terms and conditions further complicate 

this process, making it challenging for clinicians to remain fully informed of the changes that may 

impact the ongoing security and appropriateness of a particular app for clinical use. Anecdotal 

evidence suggests that users seldom review or understand revised terms and conditions 

associated with these updates, which may unintentionally expose private information to the 
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public domain. This highlights the importance of ongoing, specialised guidance and insights from 

dedicated or specialist Information Technology (IT), Legal, and Information Governance 

professionals to help clinicians select and remain abreast of secure communication channels that 

comply with evolving requirements. 
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Table 1: Privacy Decision Making Aid: Video Call Apps (Dutch Supervisory Authority 22) 

 



 17 

Operating system vendors such as Apple (iOS) and Google (Android), plus other, non-

communication-based apps on any smartphone home screen may additionally access financial 

information, track purchase history, user’s browsing data, search terms, user created content, 

and location, health, and fitness information (including weight, steps taken, heart rate etc.). 

Paying for access to the functionality on offer from these apps by providing ready access to the 

contents of a clinician’s data and potentially that of patients is inappropriate and poses 

concerning information governance risks. 

Clinicians are probably using their own personal Apple or Google accounts where data is analysed 

for Apple’s and Google’s own ad-related practices etc. and may themselves be compromised by 

how they personally manage access to their devices and cloud-based accounts. It is important to 

also be aware that each time a website or even a single newspaper article is accessed online via 

a smartphone, over a thousand private surveillance mechanisms can be granted access to data 

on the device. The browsing history, location data, lists of installed apps on the device, content 

within each app, contact lists, purchase information, details of offline activities, and any data on 

devices connected to the same IP address, including those belonging to cohabitants or family 

members, are all utilised to generate advertising revenue for the newspaper group publishing 

the article online. This is why institutions from tyre manufacturers to banks and insurance 

companies, install Mobile Device Management (MDM) software on any device from smartphones 

to laptops including BYOD, before allowing them to access work related data. Such security 

software helps to govern business related communications, data, and systems accessed via these 

devices and can remotely wipe a smartphone or laptop of all its contents in the event that it is 

lost or stollen or if an employee leaves the company. 

In the USA, where clinicians are obliged to adhere to the requirements of the Health Insurance 

Portability And Accountability Act (HIPAA) of 1996 23, the security and privacy of patient’s medical 

data and communications is protected by the provision of a myriad of institutional digital 

solutions such as Voalte, Trillion, Tigerflow and Microsoft Teams. Hospitals in the USA, less 

concerned by budgetary restraints and arguably more risk averse regarding litigation, use 

expensive institutional solutions, commonly provide specifically configured hardware and 
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software including smartphones and digital communications channels for clinicians to use, thus 

ensuring that patient data is securely stored and communicated. HIPAA 23 is not as 

comprehensive a standard as GDPR and most of the established solutions being used in the USA 

are not yet GDPR compliant. It is possible that these solutions will be adapted and become 

available in the EU in the future. 

A list of expertly risk assessed NHS and HSE approved apps, or the provision of institutional or 

enterprise solutions such as Hospify, Near Me, Microsoft Teams or Voalte for use by clinicians 

are well overdue in the UK and Ireland. Most popular free-of-charge apps, such as WhatsApp, are 

not compliant with the requirements of GDPR and are not secure or appropriate for clinical 

communications. Preventing all clinicians within the national health systems of the UK and 

Ireland from using their personal devices and technologies for work would likely have adverse 

effects on operational efficiency and may prove impractical. To promote both secure and 

efficient communication, it would be useful to establish a comprehensive list of core 

functionalities required by clinicians. Existing popular third-party apps could usefully undergo 

thorough risk assessments to identify those that meet the highest standards of security and GDPR 

compliance. Such assessments would inform the active promotion of secure, compliant 

applications, which are essential for contemporary clinical practice. Examples of indispensable 

tools include secure online image repositories, cloud-based document sharing platforms, online 

scheduling systems, video conferencing solutions, instant messaging applications, PDF creation 

software, voice dictation tools, and reference management software. 

1.11.2 Digital Professionalism 

The informal and instantaneous nature of communication via social, digital media and mobile 

technology can pose a serious challenge for all healthcare professionals, who must remain 

vigilant to the fact that their status in society and the public eye, requires them to always 

maintain a high standard of conduct. 

Employers have become aware of the activities of its employees in relation to digital 

professionalism. In 2017, a report was published outlining disciplinary action against in excess of 
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1200 NHS staff, including 65 individuals who lost their jobs, for their use of social media and 

messaging apps 24. This staff cohort, who ranged from porters to consultant surgeons, engaged 

in a range of inappropriate practices. These behaviours included the sharing of confidential 

patient information online, posting derogatory messages about patients and colleagues, and 

evidence of distractions caused by various platforms while at work. Much of the material that 

was published threatened professional reputations and patient confidentiality. 

It has become evident that staff members have, in some cases, faced investigations years after 

messages were initially shared. For this reason, it is important for new entrants to the professions 

to carefully curate any past shared content, as it remains accessible and may be republished long 

into the future. Clinical practice can be highly stressful, and individuals must remain vigilant 

against a false sense of security provided by privacy settings on various accounts and networks, 

refraining from using social channels to ‘vent’ or release stress. 

In the online world, private and professional lives cannot always be neatly compartmentalised. 

Consequently, it is prudent for individuals to invest time in curating and maintaining a positive 

online presence. Limiting the amount of personal information available across platforms can help 

mitigate potential risks, making it more challenging for various parties, from patients with casual 

curiosity to malicious actors, to gather personal details. 

1.11.3 Data Security and Cybercrime Concerns 

The increased reliance on smartphone technology and mobile communication channels during 

the COVID-19 pandemic has raised significant concerns around data security and cybercrime in 

healthcare. As healthcare systems adapted to the urgent need for remote communication, 

vulnerabilities in data protection became more apparent, making healthcare a prime target for 

cyberattacks with the potential for cybercriminals to significantly disrupt healthcare operations 

and compromise patient confidentiality and undermine trust in healthcare systems and the 

clinical professions.  
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Although BYOD enhances flexibility and efficiency in clinical communications, they 

simultaneously elevate the risk of data breaches, as personal devices may lack the 

comprehensive security measures typical of institutional devices. Careful consideration must be 

given to what data is accessed, processed and stored and protected on BYOD devices. Particular 

attention must be paid to ensuring that software is regularly updated, security patches are 

applied, secure and trusted networks are used (avoiding free or unsecured Wi-Fi use by any 

device which processes or stores confidential data), and strong authentication measures are in 

place. If a personal device is compromised, both professional and personal data may become 

accessible, further complicating the security landscape. 

Another growing concern is the rise of phishing attacks, where fraudulent communications are 

sent to clinicians, attempting to trick them into revealing sensitive information or clicking on 

malicious links. These phishing emails often contain links that, once clicked, install malware or 

ransomware on the device, leading to further data breaches. Clinicians and healthcare workers 

must remain vigilant and be aware of the potential risks posed by such attacks, particularly as 

cybercriminals continue to target the healthcare sector. 

To mitigate these risks, it is essential for all healthcare providers and systems to adopt 

comprehensive cybersecurity strategies, including regular training for all staff on identifying 

potential threats and following best practices for data security. In particular, the use of MDM 

software should be enforced for any BYODs used for professional purposes. Regular backups of 

clinical data and adherence to institutional policies regarding data streaming, cloud-storage and 

encryption are essential for maintaining the security of patient information. 

As the landscape of cybercrime evolves, so too must the safeguards in place to protect healthcare 

data, particularly as mobile technology continues to be an integral tool in clinical communication. 

1.11.4 GDPR 

If clinicians are using BYOD and personal technology to discuss patients and share clinical images 

etc., the devices, apps and social media platforms they are using for communication and 
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processing of data must be compliant with GDPR 19. Indeed, clinicians need to be sure that none 

of the apps hosted on their smart devices from smartwatches to fitness trackers, to smart 

speakers and smartphones threaten the security and confidentiality of the sensitive patient data. 

GDPR 19 was enacted across the EU in May 2018, following four years of discussion and a two 

year transition period. Aimed at overhauling how organisations (including health services) 

process data, GDPR provides greater protection and rights for data subjects (including patients) 

and stipulates specific technical standards and requirements for the appropriate storage, 

encryption, and transmission of sensitive data, with violations set to generate financial penalties 

of up to four percent of annual turnover or twenty million euro 25. In the context of digital 

communication for clinicians, the introduction of GDPR has major implications for how 

individuals and organisations operate. 

In particular, GDPR stipulates that personal data shall be: 

• Held securely and encrypted to specific requirements (256 bits, Official accreditation ISO 

27001/27002 for the cloud provider (audited and confirmed at that). 

• Not transferred to a country or territory outside the EEA for storage unless it complies 

with specific requirements. 

Both of these points are of specific practical importance to healthcare provision as the channels 

that are used for clinical communications must host the data within the EU and also, despite the 

fact that some of the apps may indeed encrypt the content of the messages that are shared to 

the stipulated level, the default permissions within the apps (for example with WhatsApp) may 

be such that images are downloaded to a photo album and streamed between all of the 

networked devices via the USA hosted Apple iCloud. 

A small number of special categories of sensitive data exist, and are afforded greater protections 

under GDPR, health information being one of them, and here again this is relevant to clinicians. 

Among a raft of new rights for ‘data subjects’, patients have the right protection against 

unauthorised or unlawful processing of their data, to be informed if their data is lost or destroyed 
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or damaged. 

Healthcare providers are obliged to allow patients to access the data held on them (through 

System Access Requests or ‘SARs’), patients have the right to portability of their data to another 

provider if they so wish, and they have the right to amend their data if it is inaccurate, and explicit 

consent of the data subject is required for data processing. Health systems, such as the NHS, and 

the clinicians who work within them need a good understanding of current data protection 

regulations and to work within the terms of GDPR. However, as the UK has left the EU, it is 

reasonable to assume that the regulations concerning data protection are likely to change and 

potentially diverge from the GDPR, so it is essential for clinicians to stay in touch with any 

emerging changes and consider their potential impact on the practicalities for clinical practice. 

1.11.5 Training and Guidelines 

While the convenience and efficiency of BYOD smartphone mobile communications have been 

widely acknowledged, the associated requirement for relevant training and guidelines to ensure 

that clinicians are adequately equipped for contemporary clinical practice must be addressed. 

The speed and ubiquity of internet access, and technological developments along with the rapid 

adoption of personal BYOD technology in clinical practice have resulted in a raft of new 

challenges around data protection, and professional standards. These are seldom acknowledged 

in the literature despite the information governance risks, threats to personal privacy and patient 

confidentiality, and ultimately trust in the clinical professions 26. Clinicians and students can 

operate under misconceptions regarding the use of online content, assuming that digital 

materials can be freely used for teaching and scholarly work if they do not generate income. This 

misunderstanding poses risks of intellectual property infringement, resulting in potential legal 

and professional consequences, ethical issues and financial penalties. 

Intellectual property (IP) includes all forms of creative and knowledge-based content, from 

literary and artistic works to photographs, images, and proprietary symbols. Given that IP is 

legally protected through licences, patents, trademarks, and copyrights, clinicians and students 

must be educated on these laws, especially as instant access to digital materials has increased 
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the ease of downloading, copying, and reworking online content. There is a requirement for 

structured training on these topics, covering plagiarism, permissions, and appropriate 

attributions. Such guidance is essential for clinicians to navigate the complexities of 

contemporary digital communication in healthcare, upholding both regulatory compliance and 

ethical standards. 

Healthcare professionals must respect the fact that search engines are not free repositories for 

images, music, journal articles, or other resources. Guidelines regarding IP, permissions and 

ownership are especially critical in clinical contexts, where patient information must be handled 

with the utmost care. Clinicians require specific guidance regarding the use of clinical images in 

academic presentations, educational materials, professional websites and digital 

communications with a focus on permissions, consent and data security. 

In most cases, clinical images are considered part of patient records and are subject to secure 

storage requirements. Sharing them for academic purposes or consultations mandates strict 

adherence to IP and data protection regulations to avoid unintentional breaches. Institutions 

should provide explicit guidance on these IP standards and promote resources, such as free-to-

use stock images on intranet platforms, to prevent misuse of clinical images. Ensuring access to 

these resources would support clinicians in selecting legally compliant content for academic and 

professional presentations, while safeguarding patient privacy and data integrity. 

Another important yet often overlooked area is the ability to effectively remove or delete 

sensitive data from the various digital modalities clinicians use for communication. Whether 

images, documents, or messages are shared through IM, apps, cloud-based platforms, or stored 

locally on BYOD devices, the persistence of such data poses considerable risks to patient 

confidentiality and data protection. Unlike traditional healthcare communication systems that 

are designed with audit trails and centralised controls, many third-party apps and smartphone 

functions do not allow for reliable deletion, secure archiving, or full traceability of shared content. 

This can lead to situations where patient data remains accessible on personal devices long after 

they have been abandoned or upgraded or considered obsolete. As such, clinicians require 
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targeted guidance and technical support to ensure that data shared via personal devices can be 

appropriately retracted, deleted, or protected post-communication. Training and organisational 

policies must address not only the safe sharing of information but also its lifecycle, highlighting 

strategies and technologies for ensuring that digital patient data does not persist beyond its 

legitimate use. 

There is a requirement for clear, accessible guidelines on the ethical use of digital content. Given 

the risks associated with BYOD, including the potential for data privacy breaches, guidance 

regarding securing permissions and using IP-protected content is now essential. Training should 

address the complexities of consent, particularly in using patient images. Clinicians must navigate 

issues around obtaining comprehensive consent, as standard processes may not account for 

metadata (e.g., location, time) embedded in images or the possibility of unintended patient 

identification via facial recognition technologies. 

For instance, while patients may consent to the creation of clinical images for anonymised 

educational purposes, using these images in a public domain or professional gallery without 

explicit permissions could violate data protection laws. Under GDPR, patients cannot waive 

fundamental rights, making it critical for clinicians to avoid even unintended infringements. To 

address these challenges, specialist tools and frameworks could be useful to provide structured 

insights and guidance regarding compliant digital communication practices. 

Ongoing professional development (CPD) on IP, consent standards, and ethical management of 

patient data is essential to ensure that clinicians remain informed and compliant with evolving 

technology and legal regulations. With the support of structured guidance, clinicians can 

confidently navigate BYOD complexities while upholding professional and regulatory standards. 

The widespread adoption of BYOD smartphones, IM and third-party apps for communication 

between clinicians has introduced a range of complex considerations, including digital 

professionalism, data security, GDPR compliance, and the ethical management of patient 

information. Addressing these areas requires clear guidelines, specialised training, and specialist 
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resources to empower clinicians to use personal technology effectively while upholding 

professional and regulatory standards. 

1.12 RESEARCH QUESTION 

This thesis addresses the overarching research question: How do / should clinicians use 

smartphone technologies to communicate patient data? 

1.12.1 Objectives for this study 

There are four objectives for this thesis: 

1. To evaluate the available literature on the use of personal smartphone technology for 

communication between clinicians. 

2. To determine the current usage of smartphones and mobile technology among clinicians 

in Ireland (and UK). 

3. To evaluate the current guidelines available to inform practice-based communications 

between clinicians using their personal smartphones, IM and third-party apps in the UK 

and Ireland. 

4. To develop & evaluate a toolkit to assist clinicians in their assessment of the available 

guidelines regarding communication using smartphone technologies. 

1.12.2 Structure of the thesis 

This thesis is structured in accordance with the University College Cork (UCC) guidelines for 

Publication-Based Thesis. The research is organised as a series of peer reviewed, published 

manuscripts, each serving as the foundation for a chapter of the thesis (see Figure 1). All work 

was conducted by the candidate during their PhD registration. Minor edits have been made to 

the text of all publications (such as the numbering of tables or figures and alteration of spellings 

to UK English) in order to fit the thesis format, and to minimise areas of duplication. 
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Figure 1: Structure of Thesis 

 

Chapter one outlines the aims and objectives of the study, describes the structure of the thesis 

and provides an overview of the works that have been produced, including those published, 

presented at a conference, and submitted for peer review and publication. This chapter 

introduces the issues raised for clinical communication through the use of BYOD Smartphones, 

IM and apps and integrates a published paper, entitled “Smartphone Technology for Clinical 

Communication in the COVID-19 Era: A Commentary on the Concerning Trends in Data 

Compliance” to serve as background to the study. Several of the issues raised in the published 

paper are expanded upon in additional abridged text from a further publication, a book chapter 

entitled “Digital Communication” that was commissioned and accepted by the Royal College of 

Psychiatrists and Cambridge University Press. 

Chapter two addresses the first research objective, incorporating a published scoping review 

paper entitled “Scoping Literature Review of the current usage of smartphone technology for 

clinical communications between clinicians in the Republic of Ireland and UK”. 
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Chapter three, provides an overview of the research design, including the rationale for the 

selection of a mixed-methods approach. Details regarding the research process and rationale 

behind each methodological choice are provided. 

Chapter four addresses the second research objective. It integrates a peer reviewed publication 

regarding a survey entitled “Smartphone and Mobile Technology Usage amongst the Dental 

Profession”, and a conference presentation of the same data - “Smartphone clinical 

communication amongst Irish Dental Professionals.” 

Chapter five meets the third research objective and features a second scoping review paper 

which has been peer reviewed and published “Navigating the Wild West: A Review of Guidance 

on Clinical Communications using personal BYOD, IM and Third-Party Apps in the UK and 

Ireland”. 

Chapter six addresses the fourth objective, comprised of another paper that has been submitted 

27 to a journal for peer review and publication on 9th October 2024 entitled “Designing a Data 

Dimensions Artefact for the use of BYOD, IM and third-party app-based technology by 

clinicians: An Action Design Research Approach”. 

Chapter seven provides a comprehensive discussion of the study, summarising the findings of 

each paper and synthesising the overall findings to answer the overarching research question. 

Chapter eight provides the conclusion for the study, explaining the significance of the research 

and its contribution to the knowledge in this area. Limitations of the research are acknowledged 

and areas for further research based on the findings discussed. 

1.12.3 Terminology 

In the context of this research, the terms Clinician toolkit and artefact and also Data Dimension 

Artefact (DDA), are used to describe the same concept, but their use varies depending on the 

audience. For clinicians, the term ‘toolkit’ is more familiar, as it aligns with their practical, hands-

on approach to problem-solving in clinical practice. However, within the IS discipline, the concept 
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of an IS artefact is defined as a system composed of three interconnected subsystems 28: a 

technology artefact, an information artefact, and a social artefact. Together, these subsystems 

interact to form an IS artefact that is greater than the sum of its parts 28. Unlike IT artefacts, which 

may or may not play a dominant role in design considerations, the IS artefact emphasises the 

holistic creation of systems by people, even in the absence of IT designers. This distinction 

highlights the broader context and complexity of IS artefacts compared to IT artefacts 28. In this 

thesis, the term toolkit and artefact are used interchangeably, with the appropriate term selected 

based on the intended audience and the specific focus of the publication. Additionally, the Data 

Dimension Artefact is also referred to as the DDA.  Due to the format of this PhD by publication, 

where several chapters are comprised of already published peer-reviewed journal articles, 

terminology has been preserved to maintain fidelity to each paper’s disciplinary audience. 

However, for clarity and accessibility to a broader readership, particularly clinicians and 

healthcare professionals, the term toolkit is introduced and used where appropriate (in the 

introduction, methodology, discussion and conclusion) to reflect the practical application of the 

artefact in real-world clinical settings. 

1.12.4 Candidate’s contribution to the publications 

The candidate is the first author of all manuscripts included in this thesis, whether published or 

under review. The candidate's contributions encompassed study design, quantitative and 

qualitative data collection, including library searches for literature reviews, survey design, 

distribution, statistical analysis and thematic data analysis using NVIVO software, and manuscript 

preparation. Dr Christine McCreary, Professor Anthony Roberts, and Professor Ciara Heavin aided 

with the concept, study design, research subject recruitment, and data collection. Anita Wilcox 

and the Library at UCC supported the literature searches. All authors reviewed and provided 

feedback on the manuscripts before submission and after receiving reviewer comments. 

Permissions have been obtained from publishers for the inclusion of accepted papers in this 

thesis. 
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CHAPTER 2 METHODOLOGY 

2.1 OVERVIEW OF RESEARCH METHODS 

This study employed a mixed methods 29 embedded design to comprehensively address the four 

research objectives and provide a deeper understanding of the use of personal digital technology 

for secure communication between clinicians. The embedded design integrates both quantitative 

and qualitative data collection and analysis, with one type of data serving as the primary method 

and the other offering supplementary insights. In this case, qualitative and quantitative data were 

collected concurrently across multiple phases of the research, each contributing uniquely to the 

overall findings (see Figure 2). 

The combination of qualitative methods (scoping reviews and focus groups) with quantitative 

methods (online survey and user testing of the toolkit, followed by statistical analysis) facilitated 

a richer understanding of the topic. This approach minimises the limitations of each method 29 

and effectively addressed the four objectives. 

This design allowed for a comprehensive exploration of the topic, with qualitative data taking a 

dominant role and quantitative data offering supplementary insights. The approach facilitated 

an understanding not only of the prevalence and types of personal technology used but also of 

the underlying reasons, attitudes, and challenges associated with their use in clinical practice. 

Data were analysed separately and then integrated to form overarching conclusions. This design 

was particularly suited to the study’s objectives and allowed flexibility and adaptability in 

response to the external constraints imposed by the COVID-19 pandemic, which necessitated 

adjustments to planned data collection and fieldwork. 

Given the constantly evolving nature of BYOD smartphone, IM, and app technology, multiple 

publications were generated as the study progressed. This ensured that timely and relevant 

evidence was shared with the clinical community, further justifying the choice of a PhD by 

publication. Detailed descriptions of each method are provided in the respective chapters, which 
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outline specific techniques, data collection procedures, analytical tools, and software used, as 

well as ethical considerations. 

Figure 2: Mixed Methods Embedded Design 

 

Within the qualitative-dominant mixed methods embedded design, elaborated ADR 30 was 

integral to the development of the toolkit. Elaborated ADR’s iterative process, spanning 

Diagnosis, Design, Implementation, and Evolution, enabled continuous refinement of the toolkit 

in close collaboration with clinicians. This methodological approach 30 aligned well with the 

study’s embedded design, facilitating the integration of qualitative and quantitative insights in 

real time. Detailed descriptions of each ADR cycle and intervention are provided in Chapter 6, 

where elaborated ADR 30 is discussed as a foundational approach to ensure the toolkit’s clinical 

relevance and practical application. 
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2.2 PHASE ONE: SCOPING REVIEWS AND SURVEY 

The first phase of the study comprised two scoping literature reviews and an online quantitative 

survey, providing foundational insights into the current landscape: 

• First Scoping Review: This review scoped and mapped the available literature on the use 

of BYOD smartphone technology among clinicians. It focused on identifying specific apps 

and channels used for clinical communication, with an emphasis on data security and data 

privacy practices. The JBI 31 framework was followed, and search results were reported 

according to the PRISMA ScR guidelines. A systematic search strategy was implemented 

using EBSCO and OneSearch databases, with two identical searches conducted in June 

and October 2020. These searches were limited to English-language articles published 

between 2016 and 2020. NVIVO software was employed to conduct thematic analysis, 

allowing for key concepts and knowledge gaps to be identified. The qualitative data 

generated from this review provided important context for subsequent survey findings 

and highlighted critical gaps in the literature. A narrative synthesis was used to integrate 

and report the findings, helping to guide the focus of later research stages. 

• Second Scoping Review: This review explored existing guidelines and policies related to 

personal BYOD smartphones, IM, and third-party apps for clinical communication. It was 

important to map the current regulatory landscape in order to understand and 

contextualise the extent to which existing guidelines provided actionable 

recommendations for clinicians. Following the JBI updated Framework 32 for Scoping 

Reviews and PRISMA ScR guidelines, a systematic search was conducted across multiple 

academic databases, including OneSearch, Embase, EBSCO, PubMed, Medline, and 

CINAHL. Additional hand searches were performed on professional entities' websites, 

including those of trade unions, regulators, two national health systems, and several 

private and public hospital employers. Direct inquiries were made to sixty-nine 

professional entities via telephone, email, websites, and X (formerly known as Twitter). 

NVIVO software was used to conduct thematic analysis, allowing key themes and gaps in 
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the guidelines to be identified. The qualitative data from this review informed the 

development of the toolkit in Phase Two. 

• Online Quantitative Survey: Distributed to dental professionals in Ireland and the UK, the 

survey (Appendices 9 & 10) assessed the current use and understanding of the risks and 

limitations associated with smartphones and mobile technology for sensitive 

communications among anonymous clinicians. The survey was distributed across multiple 

platforms, including Cork University Dental School and Hospital, the Dental Council of 

Ireland newsletter, and several dental organisations' events between May 2020 and 

March 2021. Due to the COVID-19 pandemic, planned face-to-face dissemination was 

curtailed. Adapted from relevant published studies, the survey tool was disseminated via 

a Google Form weblink to a convenient sample of dental care professionals, including 

dentists, dental specialists, hygienists, and nurses. Both quantitative data (e.g., frequency 

and types of technology use) and qualitative data (using open-ended responses regarding 

perceived risks and challenges) were collected. Quantitative data offered a broad 

understanding of technology use patterns, while qualitative responses provided deeper 

insights into clinicians' knowledge and attitudes towards digital professionalism and data 

security. 

2.3 PHASE TWO: TOOLKIT DEVELOPMENT, TESTING AND EVALUATION 

The second phase of the study focused on the development and evaluation of a toolkit (IS 

artefact) designed to help clinicians assess the quality of information in guidelines, particularly 

concerning digital communication tools and data security. The development followed an 

elaborated Action Design Research (ADR) 30 approach, incorporating iterative cycles of Diagnosis, 

Design, Implementation, and Evolution. Early engagement with practitioners is a particular 

strength of design research and clinicians were actively involved at every stage of development 

to ensure that the solution met user requirements. 

• Toolkit Design: The toolkit was conceptualised using established Data Quality Dimensions 

33 (DQDs) from IS literature, incorporating dimensions such as accuracy, completeness, 
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timeliness, relevance, clarity, and credibility. These dimensions were refined through 

review of relevant literature and publications from authoritative sources, including the 

National Cyber Security Centre (NCSC), National Institute of Standards and Technology 

(NIST), and the Information Commissioner’s Office (ICO). The toolkit was designed to 

assess the quality and security of guidelines, ensuring they meet data protection and 

regulatory compliance requirements, such as GDPR 19. 

• Toolkit Development and Evaluation: Iterative cycles of elaborated ADR 30, which took 

place between January and July 2024, involved in-depth internal / author reviews, pilot 

testing, dental clinician reviewer testing and feedback (including senior clinical dental 

students and experienced clinicians), and two focus group discussions. These steps 

provided quantitative data, statistical analysis (including accuracy and inter-rater 

reliability measures using Cohen's kappa), and qualitative data (concerning usability and 

effectiveness via thematic analysis using NVIVO software of focus group data). The 

iterative process highlighted areas for improvement, guiding successive refinements to 

enhance precision and applicability, informing the further generation of the toolkit. 

Within the qualitative-dominant mixed methods embedded design, elaborated ADR 30 was 

integral to the development of the toolkit. Elaborated ADR’s iterative process 30, spanning 

diagnosis, design, implementation, and evolution, enabled continuous refinement of the 

toolkit in close collaboration with clinicians. This methodological approach aligned well with 

the study’s mixed methods embedded design, facilitating the integration of qualitative and 

quantitative insights in real time. Detailed descriptions of each ADR cycle and intervention 

are provided in Chapter 6, where ADR is discussed as a foundational approach to ensure the 

toolkit’s clinical relevance and practical application. 

2.4 INTEGRATION AND ANALYSIS 

Throughout the study, quantitative data collected from the survey, literature reviews, and toolkit 

design, testing and evaluation were embedded within the broader qualitative framework 
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provided by the literature reviews and focus groups. This integration allowed for a 

comprehensive understanding of the research objectives: 

• Qualitative Data offered deep insights into clinicians' attitudes, perceptions, and 

challenges regarding digital communication tools, complementing and contextualising 

the quantitative findings. It also signposted areas for further research and development. 

• Quantitative Data provided a broad overview of the current use of smartphone and 

mobile technology among clinicians and assessed the effectiveness of the toolkit in 

guiding decision-making. 

The ADR cycles were informed by both quantitative and qualitative data gathered through the 

interplay between the research team and clinicians, ensuring the toolkit evolved in response to 

real-world needs. This collaborative approach, inherent to ADR, was essential in refining the 

toolkit, deepening the understanding of practical challenges, and enhancing the applicability and 

relevance of the DDA for practical use by clinicians. 

2.4.1 Ethical Considerations 

All research activities adhered to the ethical principles outlined in the Declaration of Helsinki 34. 

Participants provided informed consent, and all data were anonymised to protect confidentiality. 

Ethical approval was granted by the Social Research Ethics Committee at UCC (Approval No. 2018-

131 – Appendix 19), with no amendments made without prior approval. A final report 

summarising the study’s findings will be submitted to the committee upon its conclusion. 

All data are securely stored on encrypted devices in compliance with the UCC guidelines. Data 

will be retained for ten years, accessible only by the researcher in compliance with UCC Code of 

Conduct.  
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CHAPTER 3 SMARTPHONE TECHNOLOGY FOR COMMUNICATION 

BETWEEN CLINICIANS – A SCOPING REVIEW 

A peer-reviewed, published Scoping Literature Review was conducted to meet objective 1, to 

evaluate the available literature on the use of personal smartphone technology for 

communication between clinicians. Publication 3, Paper 2 35 

• Copy of the peer reviewed publication: Appendix 3 

REFERENCE: 

John B., McCreary C., Roberts, A., (2022) Smartphone Technology for Communications between 

clinicians – A Scoping Review. Journal of Dentistry, Vol. 1222, pp. 1-13, July 2022, DOI: 

https://doi.org/10.1016/j.jdent.2022.104112 

  

https://doi.org/10.1016/j.jdent.2022.104112
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3.1 ABSTRACT 

3.1.1 Objectives 

This scoping review aims to review explore, assess, and map the literature to inform clinical 

practice regarding communication between clinicians. Specific apps / channels used were 

identified and assessed with a focus on data security with key concepts and knowledge gaps 

identified. 

3.1.2 Data 

The JBI 31 framework is followed, with search results reported as per the PRISMA ScR for scoping 

reviews guidelines. 

3.1.3 Sources 

A systematic search strategy encompassing EBSCO and OneSearch databases was conducted - 

two identical searches, (June and October 2020) limited to English language articles published 

2016–2020. A narrative synthesis was used to integrate and report the findings. 

3.1.4 Study selection 

Sixty-six publications were selected. Twelve from EBSCO, thirty-five from OneSearch, nineteen 

were hand searched. Sixteen of the publications were research studies, nine were literature 

reviews, twenty-six were editorial, one was a newspaper article and fourteen were grey 

literature. Instant Messaging (40%, n = 23), image sharing (41%, n = 24), and video conferencing 

(19%, n = 11) were functions most popular with clinicians. WhatsApp, generic IM, Facebook 

messenger, ZOOM, and Skype are evidenced as channels for communication between clinicians 

within the EU. A sizeable proportion of the publications (38%; n = 25) failed to identify or 

adequately address technical security concerns and requirements around privacy and data 

protection. 
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3.1.5 Conclusions 

Clinicians use personal BYOD smartphones / apps to communicate clinical information with each 

other. The security and privacy issues arising from their communication of sensitive data is absent 

or only superficially acknowledged within the literature. 

3.1.6 Clinical significance 

Clinicians need clearer guidance on the use of smartphone technology for clinical 

communications. 

3.2 INTRODUCTION  

There is growing international concern around the use of digital modalities for clinical 

communication 3-5, 10, 11, 25, 36-52. A systematic review of the utilisation of Social Networking Sites 

for communication amongst health professionals in frontline clinical practice by Chan and Leung 

36 is one example of such concern. Conducted prior to the strict stipulations required for GDPR 

19, this international study clearly identifies limitations around technical insight, risks to the 

protection of sensitive data, professionalism and liability posed by the use of popular consumer 

digital communications channels. The education and training of health professionals and the 

necessity for policy were identified as areas of importance for future research. 

GDPR came into force across the EU on the 25th of May 2018, following a two year ‘run-in’ 

preparation period, to safeguard data privacy. This regulation increased obligations for 

organisations that process personal data within member states. Health Information is considered 

to be the most confidential of all types of personal information 53 and organisations that process 

personal data are required to adopt significant new technical and organisational measures to 

demonstrate their GDPR compliance. Data subjects (all individuals within the EU) gained a raft of 

new legal rights regarding the processing of their data including the right of access, the right of 

rectification, the right to erasure, the right to restrict processing and the right to object to their 

data being processed 54. 
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The COVID-19 pandemic has heightened the urgency for digital solutions to aid remote 

consultation and communication 55 for the benefit of patient care and evidently has expedited 

the adoption of smartphone technology 2. Concerns are intensifying, that current clinical 

communications practice has the potential to compromise data privacy and data protection with 

smartphones, popular apps and social media - technology that commodifies patient data 5, 14, 25, 

45, 56. The acquisition of patient data is possible through a variety of current advertising 

technologies including tracking and data profiling, analytics, location data, third party sharing of 

data, data brokers, surveillance technology and networked devices. These have the potential to 

violate privacy regulations and legislation including GDPR and the European Convention of 

Human Rights 57. De Benedictis et al. 38 speculated that the use of WhatsApp in healthcare may 

represent an extreme version of ‘backdoor adoption’ which occurs when easy and familiar 

technology is embraced to meet a requirement. Unfortunately, this adoption is often without the 

appropriate formal approval or assessment from senior healthcare or IT management regarding 

the opportunities and risks that these innovations might bring along with them. The 

requirements for appropriate policy, technical evaluation and risk assessment should not be 

ignored. 

In order to map existing literature and emerging evidence in this broad area and to clarify key 

concepts, identify gaps in the knowledge and guide future research and policy, a scoping review 

was identified as the ‘next logical step’ 31 and is the focus of this study. 

It was anticipated that for this scoping review to be effective, it would be necessary to draw upon 

the full range of published literature, from quantitative research (surveys to establish the 

prevalence of smartphone and app use), qualitative studies (used to discover any problems with 

the specific technologies), to policies, editorial and press articles, including a range of outlets, 

from academic literature to Health Service policy and general press outlets, across the full range 

of clinical practice, in order to generate evidence that is relevant to the current practice of 

dentistry. 
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3.3 METHODS 

3.3.1 Overview 

A scoping review protocol was developed guided by the JBI 31. Thus, an overview of the literature 

was mapped to address the broad research questions. A data extraction (selection and coding) 

protocol was developed around PICO (Population / Intervention or exposure / Comparator / 

Outcome). 

3.3.2  Objectives and research questions 

For the purpose and objectives of this review the questions asked were: What are the common 

smartphone functionalities being used by clinicians in Europe to communicate sensitive patient 

data at present? What specific consumer apps / channels are used most by clinicians for clinical 

communications? Are security issues acknowledged, explored, and appropriately mitigated for in 

relation to the consumer channels being used, with a specific focus on GDPR compliance? 

3.3.3 Identifying relevant studies and eligibility criteria 

Publications in the English language since 2016 were reviewed as most trade publications and 

grey literature on technology uses the English Language. Translating publications through Google 

translate was deemed not to be satisfactory as it translates literally and can miss nuances. 

Research studies, literature reviews, press releases, newspaper articles, editorial in journals and 

grey literature including government and health service policy papers were all included. 

3.3.4 Eligibility criteria 

Articles were included if they had content on clinical communication, clinical consultation or 

general clinical communications via consumer apps, or social media. Papers were included if they 

raised issues relevant for patient privacy, patient data, GDPR, data protection and data 

compliance using consumer digital channels. The focus of this study was communication between 

clinicians and as such, papers were excluded if they were concerned with communication be- 
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tween clinicians and patients. No effort was made to include only papers that concerned 

communications between dental clinicians, as it was felt that this would be too restrictive and 

was unlikely to generate enough evidence. 

Although the purpose of this study is focussed on the use of consumer social media and apps 

within the EU, their functionality is identical worldwide and the issues around their 

implementation by clinicians are global. For this reason, it was planned a priori to include 

international papers. 

As 2016 was the year when the two-year run-in period for the implementation of GDPR 

commenced, only papers published from 2016 were included in the search. Searching older 

publications would not have provided the appropriate currency for this study. Platforms, 

functionality, and the digital landscape is evolving so quickly that a recent and focussed time 

interval was important to achieve relevance. A very small number of policy documents could be 

included outside this date range if nothing more recent, that still appears to be informing current 

clinical practice could not be identified. 

3.3.5 Evidence searches 

Search results are reported as per the Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses extension (PRISMA ScR) for scoping reviews guidelines (see Table 2). 

Comprehensive literature searches were conducted following consultation with Anita Wilcox, an 

expert information specialist. 

The OneSearch discovery system (a search of approximately 200 databases including ProQuest 

databases, EBSCO databases including Business Source Complete, CINAHL, Science Direct, JStor, 

IEEE, BMJ, Nature, Royal Society of Chemistry, and many more, simultaneously for information 

which eliminates the need to hand search all of them individually). EBSCO was additionally hand 

searched specifically because OneSearch includes articles from peer reviewed journals, not 

trade/commercial publications, or grey literature in EBSCO. A systematic search strategy within 

these two system/databases was conducted and individual journal titles were included if they 
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were deemed relevant to the project (e.g., the Journal of Dentistry). Hand searches were also 

conducted to identify substantive or scholarly information that has not been formally peer-

reviewed or published. The full search was performed twice (once on 24th June 2020, and once 

again on 20th October 2020); thus, ensuring all possible new publications and current content on 

this fast-moving topic were included. 

Databases were searched with subsequent search terms: 

OneSearch - Zoom OR WhatsApp OR patient data OR patient privacy keywords used in a basic 

search. OneSearch (2nd search); use of smartphone OR Zoom OR WhatsApp AND patient privacy 

OR health data at risk. Limiters selected were Medicine, Public Health, Nursing, Computer Science 

and Law. 

As OneSearch Discovery system or search engine also searches EBSCO databases, a different 

search string was utilised in searching the database separately to establish if it were possible to 

capture anything new. For example, if COVID-19 was used with OneSearch it could have 

eliminated the articles without that word, and some very good, relevant articles would have been 

missed. 

No limiter was used in the initial basic search of OneSearch. The abstracts of 1000 results were 

read, and articles were selected according to our inclusion criteria. Subsequently limiters used 

included Conference Proceedings, Trade Publication Articles, Data Sets, Journal Articles, 

Magazine Articles and Newspaper Articles. Date limitations were applied as described above. 

For the first EBSCO search - Zoom, video communications, impact, COVID-19 OR clinical 

consultation OR (patient, data security and privacy) were used. Expanders - equivalent subjects 

Search modes were applied – Boolean / Phrase For EBSCO. For the second EBSCO search - Zoom 

OR Skype OR social network* OR WhatsApp OR clinical communication OR communication apps 

OR patient privacy OR GDPR or general data protection regulation OR patient data. Limiter used: 

Published Date: 2016–2021. 
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For both EBSCO and OneSearch the results were displayed by relevance. Hence, it was accepted 

that these are the most relevant to the topic. The OneSearch Discovery system displays only 1000 

items per search. Also, although EBSCO saves all the searches, it does not indicate which search 

yielded the most articles. It is therefore assumed that if the system ranked the results by 

relevance, one would find the appropriate articles within the displayed results. 

Table 2: PRISMA ScR Review Checklist 
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3.3.6 Selecting the evidence 

All references identified on the databases listed in the search strategy were uploaded to 

reference management software (EndNote X9). Any duplicates were identified and removed. 

Eligibility and relevance of the papers were assessed and confirmed in two phases: 

1. In the first phase, titles and abstracts were examined by one reviewer, before the full 

texts of the articles were downloaded and identified as being potentially eligible using the 

pre-set inclusion and exclusion criteria. These articles were then screened to confirm their 

eligibility. 

2. In the second phase, any doubts surrounding inclusion of a paper were discussed and 

agreed with the second reviewer. 

3.3.7 Data extraction 

All articles selected had data extracted on their characteristics by a single reviewer, charted on a 

Microsoft Excel spreadsheet (See Appendix 8) standardised for final inclusion in the Scoping 

review. Articles were coded by the following characteristics: Subject concerning clinical 

communications, author, year, book title, journal title, classification of publication (study, 

literature review, press release, newspaper article, general information article in journal, grey 

literature including government papers), title of article, main concept of article, which 

functionality the article concerns, the specific consumer smartphone channel being discussed, 

and if the article concerns EU or Non-EU communications. The evaluation of the literature was 

further coded and grouped into those publications that were mitigated for technical security 

concerns accurately, including the requirements of data protection and GDPR, and those that did 

not. 

One characteristic of scoping reviews of note is that a formal assessment of research 

methodological quality of the included studies is generally not performed. This is because a 
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scoping review is designed to provide an overview of the existing evidence base regardless of 

quality 31. 

3.3.8 Synthesis of results 

The broad nature of this scoping review and the heterogeneity of the included publications made 

meta-analysis impossible. Full-text PDF articles were downloaded, individually uploaded into 

Endnote, and then imported into NVIVO qualitative data analysis software with the full text 

available for qualitative syntheses. NVIVO enabled the visualisation of data, the processing, 

analysis, and summarisation of text in relation to (I) the functionality being used for current 

clinical communications practice, (II) the specific consumer smartphone channels being used, (III) 

whether security concerns had been mitigated for, and (IV) the technical compliance with GDPR. 

The articles were evaluated for the quality of the content they contained and were grouped into 

categories as follows: 

Positive content: An indication of a high level of technical understanding concerning the modality 

being described and / or fluency with the legal issues posed by such channels. 

Negative content: Content that gives rise to debate or disagreement or controversy. Further, 

content that indicated superficial or outdated understanding of technical issues posed for data 

privacy regarding current smartphone and app technology and regulations, such as GDPR. 

A narrative qualitative synthesis of the findings was then conducted from the selected 

publications. 

3.3.9 Risk of bias (quality) assessment 

The relevance and eligibility of the articles included in this review were assessed and critically 

appraised by one reviewer before being scrutinised and confirmed by a second reviewer, risk of 

bias was not applicable as this is a scoping review. 
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3.4 RESULTS 

3.4.1 Study selection 

The first search of the OneSearch database search yielded 15 papers, the second search of 

OneSearch yielded 44 papers, a total of 59 papers combined. A first search of EBSCO resulted in 

25 papers and a second yielded 24, 49 in total from EBSCO. The first-hand search yielded 31 

papers and the second 36, 67 papers in total. 175 papers from all searches identified by 

OneSearch, EBSCO database and hand searching, respectively (Figure 3). After removal of 47 

duplicates, 128 records were screened, and 38 records excluded based on not meeting the 

eligibility criteria. A total of 90 full text articles were assessed for eligibility. 

Discussions with a second reviewer were undertaken when there was ambiguity whether to 

include (or exclude) papers with a final yield of 66 records included for the final qualitative 

synthesis. The 24 articles that were excluded at this point were found to be focused on a range 

of interesting but irrelevant areas, from the use of public social media platforms by clinicians for 

professional networking or medical education purposes, to the utilisation of consumer apps for 

patient peer support, the information governance risks posed by hacked medical devices, the 

evolving risks within apps and current statistics to be aware of regarding the use of specific 

consumer apps such as WhatsApp. 

Sixteen of the publications were studies, 9 were literature reviews, 26 were editorials, 1 was a 

newspaper article and 14 were grey literature. Seventeen publications were from the UK, ten 

were from Ireland, eight were from the USA and 7 were international collaborations. Four were 

from Italy, two were from Portugal, two were from Spain, three were collaborations within the 

EU and one was from Holland. The rest were from a variety of countries outside the EU, including 

Switzerland, Canada, Hong Kong, Australia, South Africa, Turkey, Israel, India, Morocco, and 

Turkey. Publications covered a range of clinical specialities, from primary care to paediatrics, 

radiology, oncology, orthopaedics, dermatology, obstetrics and gynaecology to cardiology, 

pathology, and emergency medicine. The disciplines of clinicians described as using smartphone 
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technology and apps for clinical communications were mainly doctors but also included dentists 

and nurses. Several papers included the generic term clinicians. 

Figure 3: PRISMA ScR Flow Diagram, RESULTS (June - October 2020) 
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3.4.2 Themes 

Three themes and two sub-themes were identified, based on the objectives and research 

questions. 

3.4.2.1 Theme 1: smartphone functionality used by clinicians in Europe to communicate 

sensitive patient data 

The most popular functionality for clinicians in the literature was evidenced as image sharing as 

described in 41% (n = 24) of the articles, closely followed by IM at 40% (n = 23) and video 

conferencing with 19% (n = 11). 

3.4.2.2 Theme 2: specific apps / channels are used most and are they compliant with the 

current GDPR policy and legislation 

WhatsApp (owned by Facebook) was the consumer app most reported as popular with clinicians 

with 42% (n = 33) papers that named a specific channel, evidencing its use. WhatsApp is not 

compliant with current GDPR policy and legislation, and its use raises a raft of privacy and 

technical data security concerns as evidenced in the literature 4, 5, 10, 18, 25, 38, 45, 46, 52. Generic IM 

(such as iMessage) was also extremely popular with 28% (n = 22) of the mentions of its use by 

clinicians, again, this functionality is not compliant with GDPR and raises concerns for data 

security 11, 49, 58. Facebook Messenger was specifically named as used by 17% (n = 13) clinicians. 

This app, which is owned by Facebook, hosts its data in the USA and for that reason and various 

others, it is not deemed secure enough to be GDPR compliant. Video conferencing app Zoom was 

evidenced as popular in 8% (n = 6) of the papers that named a specific channel. The use of Zoom 

raises a range of security concerns and is not GDPR compliant 59, 60. Skype was described as used 

in 5% of papers (n = 4). Skype also has been associated with a range of security issues and is not 

compliant with GDPR requirements or other current legislation 52. 
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3.4.2.3 Theme 3: acknowledgement, exploration, and mitigation of security issues 

A sizeable proportion of the publications around smartphone and app use for clinical 

communications (37.87% (n = 25/66)) 2, 6, 37, 39, 55, 61-79 either fail to appropriately acknowledge, 

totally ignore, or mitigate for technical security concerns, including issues concerning data 

protection, from HIPAA (in the case of USA publications) to GDPR. 

Each publication was categorised as either a ‘Positive Publication’ or a ‘Negative Publication’. 

Content that was identified as Positive, including content that evidenced a high level of technical 

fluency, made up sixty two percent of the publications 3-5, 10, 11, 14, 18, 25, 36, 38, 40, 42-46, 48-52, 54, 56, 58-60, 

80-91, with general information articles or editorial from journals making up most of these 

publications. Studies made up 19% (n = 8) of these well-informed papers published. 15% (n = 6) 

were literature reviews. 2% or 1 paper was a newspaper article. 49% (n = 20) were general 

information articles such as editorials in clinical journals. 15% (n = 6) of the positive publications 

around the use of these modalities were grey literature. 

The timeline of material being published that was defined as Negative and did not mitigate for 

technical security concerns and / or the requirements of GDPR or contained controversial content 

from 2016 to 2020 is insightful (see Figure 4). One paper was included from 2010 79, and another 

from 2013 78 as they were the only policies that could be found from the HSE that were intended 

to inform clinicians on their use of ‘mobile phone’ and information technology. These documents 

are currently available online and although they may have been well informed when published, 

some of the technology described and the content concerning it is obsolete and could be 

responsible for misleading current clinical practice. These documents contained information that 

were deemed both negative and positive but must currently be classified as Negative as it was 

published prior to the era of smartphones and the prolific popularity of apps on BYOD 

smartphones for clinical communications. 
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Figure 4: Illustration of number of papers by positive and negative by year 

 

During 2016 and 2017 the predominance was for Negative content to be published, material that 

evidenced superficial understanding of the data protection or technical issues to be published, 

while well informed or Positive publications were largely silent. From 2018 this trend reversed, 

particularly in 2018 where there was a predominance of Positive, well-informed content, and 

content that demonstrated technical insight but nevertheless 12% (n = 3) of all poor advice 

recorded was also published in 2018. This is probably due to the heightened awareness of issues 

around data protection and data security due to the implementation of GDPR. Positive 

publications become sparse again in 2019 but in 2020, pandemic year, both types of publication 

proliferate again. Fifty-six percent (n = 14) of all the Negative quality material has been published 

since the implementation of GDPR. This is hugely significant, because when clinicians are under 

most pressure to use smartphone channels to facilitate efficiency and social distancing, the 

literature is providing conflicting information regarding the safety of the use of consumer apps 

and smartphone functionality for clinical communications. 

The following graph (Figure 5) illustrates the same information by year, content type and type of 

publication. In 2016 and 2017, poorly informed Negative content dominated, emanating 

exclusively from research Studies. In 2018, the year of Positive content, demonstrating technical 

insight, most emanates from general information articles in journals and grey literature. In 2019, 
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and particularly 2020, Negative content once again emerges from general information articles, 

grey literature, literature reviews and studies, but these sources also published Positive content 

which all came once again from general information articles (editorials) in clinical journals in the 

main (Figure 6). 

Figure 5: Illustration of number of papers by year and document type 
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Figure 6: Supporting data for number of papers by positive and negative 

 

3.5 DISCUSSION 

3.5.1 Summary of evidence 

Image sharing 3, 4, 10, 25, 39, 44, 46-48, 50, 58, 64, 65, 67, 68, 70, 72, 81, 92, 93 IM 4, 6, 10, 11, 36, 37, 39, 44, 48-50, 58, 63-65, 68, 70, 

75, 85, 90, 93, 94 and video conferencing 4, 6, 10, 11, 36, 37, 39, 44, 48-50, 58, 63-65, 68, 70, 75, 85, 90, 93, 94 are functions 

that are evidenced as popular and necessary for current clinical practice in general but may 

therefore be assumed to be of relevance to current dental practice specifically. Of significance 

here is the fact that if a BYOD smartphone is used to create a clinical image, it contains EXIF data 

by default, from date and time to geographical co-ordinates of where the image was taken. Any 

image created on a smartphone is also streamed by default to all of the networked devices 
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associated with the smartphone (for example a smart- watch, tablet, laptop, and PC) via the cloud 

– in the case of the iCloud – this is located outside the EU and is not GDPR compliant. The 

processes required to anonymise and store a digital image securely requires a level of digital 

literacy that is not evident in many of the articles that describe the use of this functionality. If 

digital images are shared between clinicians via an IM service such as WhatsApp, it is potentially 

downloaded by default into the image album on all the devices that receive it, and streamed to 

their networked devices, ultimately stored in their insecure clouds also. 

3.5.2 Popular consumer apps for clinical communications 

It is evident that WhatsApp, generic IM, iMessage, Facebook Messenger, Zoom and Skype are 

extremely popular, perhaps even endemic consumer apps, amongst healthcare professionals, 

despite concerns that the use of such modalities raise. The functionality offered by consumer 

apps are paid for by allowing the developers to access and exploit the data on a device, and if 

these modalities are being used by clinicians for sensitive communications, they are being paid 

for by enabling the app owners to access sensitive patient data. 

3.5.3 GDPR 

The GDPR does not allow sensitive data of EU citizens to be stored on cloud located outside the 

EU. This regulation applies to all EU member states without the intervention of national 

parliaments. If a hospital or health system is faced with a request for access to personal data 

(Subject Access Request or SAR) they are obliged to produce the information so that data subject 

or patient can correct or delete it and it is mandatory therefor that health systems, such as the 

HSE or NHS know where and how data is stored. This requirement is currently impossible to 

comply with when clinicians use WhatsApp. Issues such as this are clearly described and 

articulated by some authors including Masoni & Guelfi 5 illustrating their well-informed insight. 

The installation of most consumer apps from WhatsApp, online calendars, Dropbox, to Google 

drive on any smartphone, allows the uploading of contact lists, images and messages to servers 

outside the EU 95 meaning that it is virtually impossible to comply with GDPR requirement for 
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entities such as the HSE and NHS to be able to locate all of the data being processed on a patient 

if requested. The business model for consumer apps is to collect, process and monetise data from 

their users. Masoni & Guelfi 5 state that WhatsApp is not GDPR compliant or indeed compliant 

with HIPAA in the USA. Some authors clearly articulate the mechanisms of consumer apps, how 

companies data mine devices, monetise the data they contain, and the security issues apps pose. 

Chen 59 describes a black box of company secrecy in his evaluation of Zoom and lists several steps 

that can be taken to improve privacy if no other channel is available. 

A number of publications included in the review contain information that is open to dispute, 

could be termed as controversial and were therefor classified as Negative. NHSX 6 published 

advice online for clinicians around their use of messaging apps such as WhatsApp, Facetime 

(owned by Apple) and Skype in November 2020, and this serves as a good example of this type 

of content. This publication stated that clinicians in the UK are free to adopt their BYOD to 

facilitate the use of video conferencing for consultations, home working and mobile messaging. 

3.5.4 Consent for processing 

Reassurances are provided regarding off the shelf tools from Skype to WhatsApp as acceptable 

to use, with the patient or service user implying consent by accepting an invitation and 

commencing the consultation 6. However, it can be argued that assuming consent from a patient 

to their data being shared by apps like Zoom or WhatsApp, could be perceived as unlawful, if 

what we are asking patients to do is to allow the clinician to contract out of GDPR data protection 

obligations; in effect, asking patients to agree that they are not going to be subject to the law. 

Where this advice refers to consent, it is specifically consent to the nature of the consultation 

i.e., video rather than face-to-face, rather than (GDPR) consent for any aspect of the data 

processing. A data controller cannot evade their legal obligations by seeking to get the patient’s 

consent. If the patient ‘consented’ to opting out of the GDPR, that could not preclude the 

regulator from acting for a breach of the regulations as the requirements which must be met to 

achieve GDPR compatible consent are exacting. 
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Consent to engage in a remote consultation, even if it were GDPR compatible, is not the same as 

consent to the sharing of related data within the platform’s insecure ecosystem. A patient’s 

remedy for a breach would be under the GDPR, on the basis that the Controller cannot contract 

their way out of the obligations to the Data Subject. This advice was published, two years after 

the implementation of GDPR and four years after the two-year run-in period prior to the 

implementation of GDPR, to inform clinicians of the communications channels they could use 

during the COVID-19 Pandemic emergency. It states that the Information Commissioner has 

assured NHSX that she cannot envisage a situation where she would act against a health care 

professional trying to deliver care. 

Two specific issues are troubling regarding the articulation of the ICO’s position is in this 

document. 

• The advice is limited to regulatory action being taken by the ICO itself. 

• A context specific risk-based approach is taken i.e., the COVID-19 pandemic. 

These are not clearly explained to the busy clinicians who may be drawing on this advice. Many 

medical and indeed dental consultations may relate to matters which have a significant impact 

on health and well-being and may involve life or limb threatening conditions where the absence 

of a consultation may result in genuine harm. This advice document specifically endorses 

consumer channels only “where there is no practical alternative, and the benefits outweigh the 

risks”. The advice contained in this document is relevant only for the duration of the current 

health emergency and is not a carte blanche to use these modalities for clinical communications. 

Twenty-five papers are concerned more with the usefulness of the functionality available from 

smartphone apps and BYOD and fail to acknowledge or consider the risks associated with them. 

They may superficially endorse the importance of obtaining and recording consent, and of 

minimising patient identifiable information, but they ignore the fact that EXIF data is embedded 

in digital photographs by default, or that images may be streamed by default between networked 

devices and hosted in an inappropriately secured cloud that is not GDPR compliant. There is no 
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mention of the dangers posed by facial recognition software in any of the papers reviewed and 

several of the papers draw quite concerning conclusions: 

“We can conclude that WhatsApp instant messaging system is a useful and rapid tool to share 

information between healthcare professionals in the real world” 66. 

It is our view that WhatsApp may indeed be useful and rapid as a modality, but it is not an 

appropriate communications solution for clinical communications as it is not GDPR or even HIPAA 

compliant. 

The number of papers achieving publication despite the fact that they contain poor quality 

content (technical and / or legal) on the use of apps for clinical communication is noteworthy. 

The fact that the numbers of poorly informed articles reduced the year that GDPR was 

implemented (2018) was encouraging. However, as the COVID-19 Pandemic struck in 2020, when 

the requirement for remote consultation and efficient digital communications became essential, 

the number of poorly informed papers achieving publication increased again and that is most 

concerning. These publications are misleading and will cause issues in clinical practice as busy 

clinicians need to be able to access well informed content to inform their clinical practice. 

3.6  CONCLUSION 

There is a dearth of evidence of genuinely secure channels being used to communicate sensitive 

patient data between clinicians within the EU, and a sizeable proportion of publications in the 

clinical journals fail to explore or even acknowledge the technical security considerations 

necessary to ensure the security of confidential patient data to meet the requirements of GDPR. 

There are gaps in the knowledge around what constitutes an appropriately secure digital 

communications channel and the process for risk assessing and approval of such channels for 

secure communication of sensitive clinical data. Research studies trialling, comparing, and 

evaluating the use of the various secure enterprise solutions would be extremely valuable (such 

as Hospify or Near Me). It is also important to establish why clinicians are using insecure 
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consumer channels as opposed to selecting free or cheap to use secure consumer channels (such 

as Signal or Siilo) for clinical communications. It can be speculated that busy clinicians are simply 

poorly informed, potentially due to the complete absence of leadership, relevant sign posting 

and current policy via health systems such as the NHS or the HSE, and lack of training. This of 

course coupled with the ready availability of insecure technology with which clinicians are 

already fluent, via their BYOD mobile phones. 

GDPR within the EU sign posts specific technical and security requirements for the processing of 

sensitive data, including health data, and the European Convention of Human Rights (article 8 

and convention 108) cannot be ignored. 

Clear, well-informed advice, policy, regulation, and training is evidently required to mitigate for 

security concerns, constraints and technical requirements around privacy and data protection 

regulation and legislation, in relation to the modalities being used. 
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CHAPTER 4 SMARTPHONE AND MOBILE TECHNOLOGY USAGE 

AMONGST THE DENTAL PROFESSION 

A peer reviewed publication describing the conduct of an online survey to establish the extent of 

BYOD smartphone use among dental professionals in Ireland and the UK to meet objective 2, to 

determine the current use of smartphones and mobile technology among clinicians in Ireland 

(and UK). Publication 4, Paper 3 96 & Publication 5, Conference Presentation 97. 

• Copy of the peer reviewed Publication: Appendix 4 

• Copy of IADR PowerPoint Presentation: Appendix 5  

• Copy of IADR Abstract: Appendix 6 
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4.1 PRECIS 

Technical support and digital professionalism training are required to facilitate the appropriate 

use of smartphone technology for dental clinicians practising in the Republic of Ireland. 

4.2 ABSTRACT 

4.2.1 Statement of the problem 

Smartphone technologies have changed the landscape of digital communication across society. 

The COVID-19 pandemic has accelerated the adoption of and requirement for technical solutions 

to facilitate remote clinical communications. Despite the benefits of smartphones in a clinical 

communication context, there are risks associated with their use. 

4.2.2 Purpose of the study 

The primary purpose of this study was to determine the extent of smartphone use among dental 

professionals in the Republic of Ireland (RoI). In addition, we sought to determine the perception 

and knowledge of potential pitfalls, risks, and limitations of these technologies among the same 

population. A smaller cohort of UK dental professionals was surveyed for comparison. 

4.2.3 Materials and methods 

An online quantitative survey was distributed to evaluate dental professionals’ knowledge and 

understanding of the risks and limitations of smartphone and mobile technology, providing 

general understanding of the current use of smartphone technology in healthcare in the RoI and 

the UK. 

4.2.4 Results 

A total of 123 responses were received from dental professionals in the RoI (UK: n=77). The 

majority of dental professionals confirmed that they were aware of the risks associated with 
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smartphone use and perceived that they were adequately skilled in digital professionalism. 

However, concerning practice regarding the communication of sensitive patient data was 

identified, with the potential for these data to be stored on insecure devices and cloud servers. 

Many RoI and UK dental professionals confirmed that they would need support to remove 

patient-identifying data when trading in their devices. 

4.2.5 Conclusions 

App, smartphone and mobile device ownership among dental professionals for clinical 

communications is widespread in the RoI (and UK), with respondents using their devices to send 

images (photos and radiographs) to one another. However, the risks of such activities are only 

partly acknowledged, with many having a lack of insight into data security. 

4.3 INTRODUCTION 

There is an ever-increasing accessibility and availability of smartphone and mobile technology 

across society. The functionality of these ‘bring your own devices’ (BYODs) is vast, enabling a 

range of current media-rich communications between users 3. From simple text messaging or 

image sharing (clinical photos and / or radiographs) to video conferencing, the intention of clinical 

digital communications is to improve patient care 1. These technologies were widely adopted 

across healthcare during the COVID-19 pandemic, when minimising in-person meetings led to 

the heightened use of BYODs and digital solutions to aid remote and efficient communication 

between clinicians and their patients 35. Clinical communications using BYODs have been the 

subject of a recent scoping review, which demonstrated knowledge gaps around digital security 

and risk assessment for the security of clinical data 35. Health professionals must demonstrate 

the appropriate competence or skill when using digital media (digital professionalism), and yet 

security and privacy issues are often absent from or only superficially acknowledged in the 

published literature. Despite the clear advantages of improved clinical communication for all, the 

implementation of the European Union (EU) GDPR 19 resulted in increased regulatory 

requirements around the technology for hosting and processing sensitive data. This, along with 
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the catastrophic cyberattack on the Health Service Executive (HSE) in 2021, resulted in growing 

concern around the use of digital modalities for clinical communication for everyone involved in 

current healthcare / dental practice in Ireland 1. Given their ubiquitous nature and for sensitive 

patient data to become compromised, it is timely to determine the culture of smartphone use 

among the dental profession. 

4.4 MATERIALS AND METHODS 

An online questionnaire was adapted (with the permission of the authors) from relevant 

published studies in the Republic of Ireland (RoI) and the United Kingdom (UK) 98, 99 to explore 

BYOD smartphone and mobile technology use among dental professionals. Ethical approval was 

granted (UCC Ref: 018-131) for dissemination of a Google Form weblink to dentists and the wider 

dental profession (dental specialists, dental hygienists, dental nurses, etc.). The invitation to 

complete the questionnaire provided a convenient sample open to any dental care professional 

in the RoI (and UK). The questionnaire included the anonymous demographic characteristics of 

each individual, current use of BYOD smartphones and mobile technology for communicating 

patient data, and the level of perceived risk associated with their use. The questionnaire was a 

blend of closed and open-style questions to allow free text / elaboration. The RoI questionnaire 

was distributed as a weblink across a number of organisations: Cork University Dental School and 

Hospital (May 2020); a Dental Council of Ireland newsletter to all registrants (August 2020); an 

Irish Dental Association webinar (October 2020); online attendees to the Irish Division of the 

International Association of Dental Research (February 2021); and the Orthodontic Society of 

Ireland (March 2021). Plans for wider dissemination at face-to-face conferences that had been 

planned were curtailed due to the COVID-19 pandemic. UK dissemination of the questionnaire 

was undertaken through the British Dental Association and the British Association of Oral 

Surgeons. The resulting data are presented descriptively with no statistical analysis undertaken. 

The following text has been added to the text of the published article for the purpose of further 

explanation.  It did not serve as part of the published paper due to the restricted word limit. The survey 

tool (Appendix 10) was developed specifically for the purpose of exploring the use of personal smartphone 
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and mobile technologies for communication among dental clinicians in the UK and Ireland. Its design was 

informed by two previously published and validated surveys as mentioned above: O’Connor et al. (2014)98, 

which surveyed junior doctors in Limerick, Ireland, and Mobashieri et al. (2015)99, which was a multi 

centred study of use by doctors and nurses in the UK. The authors of both studies were consulted and gave 

permission to draw on and amend their survey tools. These provided a valuable foundation from which to 

customise and develop a bespoke version tailored to the dental context. The original questions were 

adapted and expanded upon, adding items to capture more granular detail regarding respondents’ 

qualifications, years of clinical experience, current employer, and geographic location. These additions 

were designed to enable more detailed statistical analysis and to ensure the survey's relevance to the 

dental workforce in the two jurisdictions of the UK and Ireland but also in both public and private practice. 

The revised questionnaire was piloted prior to full circulation to confirm clarity, relevance, and usability. 

However, due to the constraints of the COVID-19 pandemic, including limited opportunities for 

dissemination and reduced participation rates, the final dataset did not support advanced statistical 

testing. As a result, only descriptive analysis was possible. The decision to limit the depth of methodological 

detail in the published article from which this chapter is drawn was due to strict word count limitations; 

however, this thesis offers the opportunity to provide fuller context and transparency regarding the survey 

development process. 

4.5 RESULTS 

Table 3: Age & Gender Demographics of Respondents 

 Republic of Ireland United Kingdom 

Age (years) Female Male Total Female Male Total 

20-29 5 (6%) 1 (2%) 6 (5%) 6 (13%) - 6 (8%) 

30-39 20 (26%) 3 (7%) 23 (19%) 17 (36%) 5 (17%) 22 (29%) 

40-49 16 (21%) 9 (20%) 25 (20%) 14 (30%) 7 (23%) 21 (27%) 

50-59 21 (27%) 15 (33%) 36 (29%) 8 (17%) 11 (37%) 19 (25%) 

60-69 15 (19%) 14 (30%) 29 (24%) 2 (4%) 6 (20%) 8 (10%) 

>70 - 4 (9%) 4 (3%) - 1 (3%) 1 (1%) 

TOTAL 77 (63%) 46 (37%) 123 (100%) 47 (61%) 30 (39%) 77 (100%) 
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4.5.1 Respondent Demographics: 

A total of 123 dental professionals from the RoI and 77 dental professionals from the UK 

completed the online survey. A similar gender balance was observed between the RoI (females 

n=77; 63%) and UK (females n=47; 61%) (Table 3). A wide age range for respondents was 

observed, with respondents in the 20-29 and >70-year categories in both jurisdictions. The 

majority of RoI respondents were in the 50- to 59-year age category (n=36; 29%), and for the UK 

the largest number of responses were seen in the 30- to 39-year age category (n=22; 29%). 

The vast majority of RoI respondents were dentists in general practice (n=92; 75%), or dentists in 

specialist practice (n=22; 18%), with smaller numbers of dental hygienists, dental technicians and 

dental nurses (Table 4). A similar distribution pattern was observed for respondents from the UK. 

Table 4: Dental Professional and Employment Demographics 

 Republic of 

Ireland 

United 

Kingdom 

Dental Role Total Total 

Dentist 92 (75%) 55 (71%) 

Dental Specialist 22 (18%) 18 (24%) 

Dental Hygienist 1 (1%) 0 (0%) 

Clinical Dental 

Technician 

0 (0%) 1 (1%) 

Dental Nurse 8 (6%) 3 (4%) 

Main Employment   

Public Sector 45 (37%) 55 (71%) 

Private Sector 78 (63%) 22 (29%) 

 

The demographic relating to employment type differed between the RoI and the UK – a much 

higher percentage of respondents work in the private sector in the RoI (n=78; 63%) than in the 

UK (n=22; 29%). 
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4.5.2 Current use of smartphones and mobile technology for communicating 

patient data: 

High levels of smartphone use were observed among respondents (RoI 98%; UK 100%), with the 

Apple iPhone the most popular device (RoI n=78; 63%, and UK n=58; 75%). Android devices were 

less popular in the RoI (n=41; 33%) and UK (n=18; 23%), with the remainder using “other devices”. 

Respondents were asked to answer questions in the following domains (Table 5): 

• Technological skills: A majority of respondents from both jurisdictions (RoI n=105; 85%; 

UK n=71; 92%) perceived that they had an “appropriate level of technological skill to use 

a smartphone”, although this belief was not evenly distributed across employment type 

in the RoI. The majority of those RoI respondents who perceived that they did not possess 

an appropriate level of technological skill to use a smartphone were in the private sector. 

Only six UK respondents felt that they did not have the technological skills to use a 

smartphone, with one of these being in the private sector. 

• Usefulness: The majority of RoI respondents (n=95; 77%) confirmed that they found their 

smartphones useful for the meaningful exchange of clinical information (UK n=70; 91%) 

and this occurred in both public and private sectors. 

• Sending images by messaging: Of the RoI respondents, the majority (n=78; 63%) 

confirmed that they use or have used their smartphones to communicate images, via 

WhatsApp or standard picture messaging, with a similar pattern observed in the UK 

(n=48; 62%). Of the RoI respondents who confirmed sending images, the majority were 

from the private sector. 

• Patient / clinical information stored on their smartphone: Half of RoI respondents 

confirmed that they had or might have clinical information currently stored on their BYOD 

smartphones and, of these, the majority worked in the private sector. UK respondents 

who had patient / clinical information stored on their smartphone were mostly public 

sector. 

• Multiple streaming devices: The majority of RoI respondents (n=90; 73%) confirmed that 

they own multiple smart devices and, of these, almost one-third (n=36; 29%) confirmed 
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that data does (or has the potential to) stream between these devices, with respondents 

in both the public and private sectors, a finding also seen in the UK. 

• Streaming to the cloud: Half of RoI respondents confirmed that their devices did (or had 

the potential to) stream sensitive patient data to the cloud, an activity that was observed 

in both the public and private sectors, with similar results seen among UK responses. 

Table 5: Current Use of Smartphones & Mobile Technology for Communicating Patient Data 

 Republic of Ireland United Kingdom   

Total Public Private Total Public Private 

1 Technological skills Yes 105 (85%) 42 (34%) 63 (51%) 71 (92%) 50 (65%) 21 (27%) 

No 18 (15%) 3 (2%) 15 (12%) 6 (8%) 5 (6%) 1 (1%) 

2 Usefulness Yes 95 (77%) 34 (28%) 61 (50%) 70 (91%) 49 (64%) 21 (27%) 

No 28 (23%) 11 (9%) 17 (14%) 7 (9%) 6 (8%) 1 (1%) 

3 Sending images by 

instant messaging 

and/or app 

Yes 78 (63%) 21 (17%) 57 (46%) 48 (62%) 35 (46%) 13 (17%) 

No 45 (37%) 24 (20%) 21 (17%) 29 (38%) 20 (26%) 9 (12%) 

4 Currently have 

patient/clinical 

information on 

smartphone 

Yes 62 (50%) 13 (10%) 49 (40%) 29 (38%) 22 (29%) 7 (9%) 

No 61 (50%) 32 (26%) 29 (24%) 48 (62%) 33 (43%) 15 (19%) 

5 Multiple devices 

streaming between 

each other 

Yes 36 (29%) 12 (10%) 24 (20%) 22 (29%) 15 (19%) 7 (9%) 

No 87 (71%) 33 (27%) 54 (44%) 55 (71%) 40 (52%) 15 (19%) 

6 Devices streaming 

to the cloud 

Yes 61 (50%) 21 (17%) 40 (33%) 30 (39%) 21 (27%) 9 (12%) 

No 62 (50%) 24 (20%) 38 (31%) 47 (61%) 34 (44%) 13 (17%) 
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4.5.3 Level of perceived risk associated with Smartphone and mobile 

technology use: 

Respondents were asked to answer questions in the following domains (Table 6): 

• Risk awareness: The majority of the respondents from the RoI (n=94; 76%) considered 

themselves aware of the risks associated with the use of smartphones and smart devices 

for the communication of work-related data; respondents were in both the public and 

private sector, with a similar UK trend (n=67; 87%). 

• Skilled in digital professionalism: Approximately half of RoI dental professionals believed 

themselves to be skilled in digital professionalism (n=66; 54%); respondents were in both 

public and private sector, with a similar UK trend (n=50; 65%). 

• Awareness of need for IT support: The majority of RoI respondents (n=98; 80%) were 

unaware of any IT supports for wiping or ‘cleaning’ BYODs at the point of trading in, 

trading up or abandoning devices. A similarly high percentage of UK respondents reported 

a lack of awareness of such IT support (n=54; 70%). 

• Value of IT support: Respondents in the RoI (n=114; 92.6%) agreed that IT support when 

trading in devices would be useful (UK, n=74; 96%). The highest levels of value for such IT 

support were observed in the RoI private and UK public sectors. 
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Table 6: Level of Perceived Risk Associated with Smartphone and Mobile Technology Use 

 Republic of Ireland United Kingdom 

Total Public Private Total Public Private 

1 Risk Awareness 

 

 

Yes 94 (76%) 38 (31%) 56 (46%) 67 (87%) 47 (61%) 20 (26%) 

No 

29 (24%) 7 (6%) 22 (18%) 10 (13%) 8 (10%) 2 (3%) 

2 Skilled in Digital 

Professionalism 

Yes 66 (54%) 25 (20%) 41 (33%) 50 (65%) 34 (44%) 16 (21%) 

No 57 (46%) 20 (16%) 37 (30% 27 (35%) 21 (27%) 6 (8%) 

3 Awareness of IT 

Support 

Available 

Yes 25 (20%) 7 (6%) 18 (15%) 23 (30%) 13 (17%) 10 (13%) 

No 
98 (80%) 38 (31%) 60 (49%) 54 (70%) 42 (55%) 12 (16%) 

4 Would Value IT 

Support 

 

Yes 114 (93%) 42 (34%) 72 (59%) 74 (96%) 53 (69%) 21 (27%) 

No 

9 (7%) 3 (2%) 6 (5%) 3 (4%) 2 (3%) 1 (1%) 

4.6 DISCUSSION 

This study used an online questionnaire distributed to a convenient sample of dental care 

professionals in the RoI and UK and demonstrates that smartphone and mobile technology use 

is widespread. No attempt was made to match the demographics of RoI respondents with those 

of the UK; rather, the data was collated for trend comparison. Respondents confirmed that their 

smart devices are useful for the meaningful exchange of clinical information to assist patient 

management. However, while dental professionals may allow the exchange with a positive 

intention, the results confirm the use of inappropriate and insecure messaging apps 5 and video 

conferencing channels (e.g., WhatsApp and Zoom) 59 for the communication of sensitive patient 

data. Dental professionals currently practising within the EU (and UK) are obliged to work within 

the requirements of the GDPR. A minority of clinicians use SMS to communicate patient clinical 
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information, contravening their GDPR obligations 5. Accepting the limitations of the study, 

clinicians are mainly unaware of the potential for sensitive data to be obtained and exploited 1, 

and yet clinicians ignoring GDPR may threaten patient confidentiality and bring the profession 

into disrepute. For the avoidance of doubt, the use of instant messaging and commercial apps 

such as WhatsApp for clinical communications is insecure and not GDPR compliant 5. 

With regard to level of perceived risk, a large majority of dental professionals in the RoI confirmed 

that they had the appropriate level of technological skill to use a smartphone. Given the number 

of respondents confirming the streaming and storage of confidential patient data to additional 

networked devices (laptops, smartwatches, iPads, etc.), this confidence seems misplaced. This 

study raises information governance concerns regarding the potential for numerous insecure 

locations where sensitive patient data is being stored and points to an unmet need for further 

clinician training in this area. 

A larger proportion of RoI dental professionals who practise privately responded to the 

questionnaire than in the UK sample, and report sending clinical images insecurely and storing 

patient information on insecure devices in concerning numbers. This may be a consequence of a 

lack of access to enterprise/institutional technology supports that might be available in the public 

sector (e.g., the HSE) and also suggests a requirement for private sector training. Only half of the 

RoI cohort were confident to confirm that their BYODs were not streaming work-related data to 

their associated non-institutional clouds, further highlighting the potential for sensitive patient 

data breaches. It appears to be poorly understood that the likes of the Apple iCloud are hosted 

in unregulated servers outside the European Economic Area (EEA) and therefore are not GDPR 

compliant. Figure 7 illustrates the potential for smart devices to stream data between networked 

devices via potentially non-GDPR-compliant and insecure cloud servers, an issue that is poorly 

acknowledged in the literature 35. 

 

 



 68 

Figure 7: Illustration of data streaming between networked devices via the cloud 

 

The professional, ethical, security and legal concerns posed by popular messaging apps are 

established 1, 4, 5. However, the wider functionalities associated with these modalities, including 

the selection of secure channels to communicate patient data, the data security issues posed by 

information streaming between networked devices, the streaming of sensitive patient data to 

insecure cloud servers, and the cleaning of devices before they are abandoned, traded in, or 

traded up, provide further areas for concern. Poor awareness regarding phone stewardship 

(protecting and being responsible for the data held on a mobile phone) 47 also evidences a 

requirement for digital professionalism and technical training for even the most experienced 

dental professionals. Despite lack of insight with regard to data security, there is a high level of 

recognition among professionals that supports the requirement for tasks such as wiping devices 

of patient-identifying data in the public and private sectors. 
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4.7 CONCLUSIONS 

App, smartphone, and mobile device ownership among dental professionals for clinical 

communications is widespread in the RoI (and UK), with this study demonstrating that dental 

professionals are using their devices to send images (photos and radiographs) to one another. 

The risks associated with these activities are only partly acknowledged, with many dental 

professionals evidencing a lack of insight into data security. Dental professionals may benefit 

from mobile device management software to remove data when required, online portals to 

securely store and manage clinical images, and digital professionalism training. Some of these 

solutions are emerging in the UK’s National Health Service (NHS) and could be included as part 

of professionalism and ethics training provided to clinicians through their indemnity organisation, 

which has flagged concerns in professional publications 100. 

We conclude that there is an unmet need for technical solutions, technical support, and digital 

professionalism training to facilitate the appropriate use of smartphone technology for dental 

clinicians practising in the RoI. Until these supports are in place, it is essential for dental 

professionals to engage in the use of smartphone and mobile technology for the dissemination 

of clinical data with caution as they try to best serve their patients.  
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CHAPTER 5 NAVIGATING THE WILD WEST: A REVIEW OF GUIDANCE 

ON CLINICAL COMMUNICATIONS USING PERSONAL 

BYOD, IM AND THIRD-PARTY APPS IN IRELAND AND THE 

UK 

A second peer reviewed scoping review was conducted to meet objective 3, to evaluate the 

current guidelines that are available to inform practice-based communication between clinicians 

using personal BYOD smartphones, IM and third-party Apps in Ireland and the UK. Publication 6, 

Paper 4 27. 

REFERENCE: 

John, B., Heavin, C., Roberts, A. (2025) Navigating the Wild West: A Review of Guidance on 

Clinical Communications using personal BYOD, IM and Third-Party Apps in the UK and Ireland. 

Frontiers in Digital Health, 2024, 6, DOI: https://doi.org/10.3389/fdgth.2024.1457848 
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5.1 ABSTRACT 

5.1.1 Introduction 

The ubiquity of Bring Your Own Device (BYOD) personal smartphones, Instant Messaging (IM), 

and third-party apps, has made these technologies compelling for efficient communications 

between clinicians regarding patient care. However, the sensitivity of patient-related information 

necessitates secure, GDPR compliant modalities that prevent unauthorised access and ensure 

confidentiality. This scoping review explores existing guidelines, policies, and regulations that 

advise clinicians in the UK and Ireland on the secure use of these digital communication tools. 

5.1.2 Methods 

Following the Joanna Briggs Institute (JBI) updated Framework for Scoping Reviews and the 

PRISMA ScR guidelines, this review examines the literature to identify relevant guidelines, 

policies, and regulations informing current clinical practice on the use of this technology. 

Academic databases including OneSearch, Embase, EBSCO, PubMed, Medline, and CINAHL were 

searched, in addition to hand searches of professional entities' websites, including trade unions, 

regulators, two national health systems, and several employers. Direct inquiries were made to 

69 professional entities via telephone, email, websites, and X (formerly known as Twitter). 

5.1.3 Results 

The review identified 18 papers that broadly recognise the importance of secure communication. 

However, a lack of information on the appropriate selection or configuration of these popular 

technologies was evident. Most guidelines emphasise general security and data protection 

standards rather than providing clear actionable recommendations for technology use, thereby 

leaving a significant gap in technical guidance for clinicians. 
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5.1.4 Discussion 

There is a distinct lack of detailed, specific, consistent technical guidance available to clinicians. 

This review evidences an urgent requirement for enhanced guidelines that specify the most 

secure platforms, appropriate features, and configuration to maximise the security and 

confidentiality of clinical communications. Further research is recommended to develop 

comprehensive, actionable advice for clinicians. 

5.2 INTRODUCTION 

The widespread adoption of smartphone technology has transformed global communication 

practices, with a significant uptake in the use of digital tools such as personal smartphones 

Instant Messaging (IM) and third-party apps (e.g. WhatsApp) for private communications 

between clinicians regarding patient care. These communications are well intended by clinicians 

as they strive for timely and optimal patient management, amidst stringent data processing 

requirements under the GDPR within the EU 19. In their publication on developing a core 

competency framework for clinical informatics professionals, Davies et al. 101 emphasise the 

critical need to enhance digital skills across the entire healthcare workforce to prepare for a 

digitally driven future where IT significantly influences clinical practice. This backdrop poses an 

essential question: How do clinicians determine the most appropriate methods for 

communicating with each other using their personal devices? Professional bodies—including 

trade unions, Royal Colleges, regulators, health systems (e.g. UK National Health Service (NHS) 

and Irish Health Service Executive (HSE)), and large and small private healthcare providers, 

provide clinical guidelines. These guidelines aim to inform clinicians on the full range of their 

professional duties, from clinical procedures to record keeping, confidentiality, consent, and 

communications. 

A scoping review by John (2022) 35 evidenced growing international concern regarding the use of 

non-enterprise digital channels for confidential clinical communications among healthcare 

professionals noting that while practitioner reports revealed widespread adoption of apps and 
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smartphones, they often lacked critical insights into the technical security measures required to 

safeguard patient data in compliance with GDPR 19. A recent survey revealed the widespread 

adoption of apps and smartphones for clinical communication between dental professionals in 

the Republic of Ireland and the UK, signifying a reliance on personal smartphone modalities for 

sharing clinical information, including images, often without fully understanding the data security 

implications of this practice 96. 

In the USA, large financial institutions like Wells Fargo and BNP Paribas faced substantial fines in 

2023 (114 million and 35 million euros, respectively) for their employees’ unofficial use of 

messaging services such as WhatsApp for business purposes, thus avoiding regulatory oversight 

102. Reflecting this trend, the UK’s Information Commissioner’s Office (ICO) reprimanded NHS 

Lanarkshire in 2023 when their staff were found to be improperly sharing patient data via 

WhatsApp, a method that violates existing policies 103. In a statement regarding the case, the 

Information Commissioner stressed the importance of securely handling sensitive patient data 

to maintain public trust in healthcare data management 103. The ICO emphasised that data 

protection standards must not be compromised. Although NHS Lanarkshire was not fined on this 

occasion, the incident highlighted the potential for significant penalties under the GDPR. Recent 

policy from the HSE 104, Page 4 explicitly classifies WhatsApp and IM as social media platforms and 

states; “Data protection laws protect an employer where the employees’ use of social networking 

sites causes damage to that organisation’s reputation or leads to the release of confidential 

information." This is a clear indication that the HSE interprets the liability for any breach lying 

with the employee, thereby highlighting the importance of clinicians adhering to policy and 

guidance on this issue. 

In August 2022, an initial exploratory search of academic databases, to identify relevant 

guidelines available to clinicians across all 26 EU health systems yielded no results. Despite 

extensive efforts, including a thorough hand search of national health system websites and direct 

communication, the absence of publicly accessible policies was noted. The complexity of 

navigating these health systems websites, many of which were available in the English language 

but segmented by region or specialty, further hampered access to existing publications or 
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policies. Prior searches, including inquiries to The European Observatory on Health Systems and 

Policies, the WHO's library, and the Wellcome Library, also proved fruitless. 

This scoping review aims to identify and evaluate the existing guidelines, regulations, and policies 

available to clinicians in Ireland and the UK for managing sensitive communications between each 

other via personal BYOD smartphones, IM, and third-party apps. For the purposes of this study, 

‘clinicians’ refers broadly to healthcare professionals across various disciplines, including but not 

limited to doctors, nurses, dentists, and allied health professionals, who use personal digital 

devices to communicate with each other regarding patient care. The focus is specifically on 

scenarios where patient data is exchanged between professionals and the guidelines that inform 

these interactions. 

5.3 METHODS 

The methodology for this scoping review was informed by the Joanna Briggs Institute (JBI) 

Methodology 32 and adhered to the Preferred Reporting Items for Systematic Reviews and Meta-

analysis guidelines for scoping reviews (PRISMA ScR). The updated JBI framework for scoping 

reviews was chosen due to its established rigour and suitability for mapping broad and complex 

evidence landscapes, particularly in areas lacking highly specific guidance, as is the case for 

clinicians' use of personal digital devices for secure communications. A scoping review approach 

was selected over a systematic review because it allows for a more comprehensive exploration 

of the types and scope of guidance available, rather than focusing solely on evaluating outcomes. 

Alternative frameworks, such as systematic review methodologies (e.g., PRISMA), were 

considered; however, these approaches did not align with the study's objective to map and 

synthesise a broad range of policy, guideline, and regulatory documents without evaluating 

specific intervention outcomes. 
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5.3.1 Review Question 

What resources (regulations, guidelines and or policies), are available to inform practice-based 

communications between clinicians using personal BYOD smartphones, IM and third-party 

Apps in the UK and Ireland? 

5.3.2 Eligibility criteria 

5.3.2.1 Inclusion Criteria: 

• Position statements, Regulatory documents, Guidelines or Policies issued by healthcare 

employers, health systems, regulators, or professional organisations including trade 

unions in the UK and Ireland. 

• Targeted at clinicians, including but not limited to nurses, doctors, dentists, and health 

and social care professionals. 

• Focused on secure, clinical communications between clinicians. 

• Pertaining to the use of BYOD personal smartphones and or IM, third-party apps (such as 

WhatsApp, Signal or Siilo) platforms. 

• Published in the English language post-May 2018, aligning with the implementation of 

General Data Protection Regulation (GDPR). 

5.3.2.2 Exclusion Criteria: 

• Publications not specifically concerning practice-based communication between 

clinicians using personal BYOD smartphones, IM, or third-party apps. 

• Journal articles, including literature reviews, editorial or research papers. 

• Publications that only concern social media sites for public engagement. 

• Publications specific to the pandemic emergency period only. 

Several significant publications by regulators such as the General Medical Council 105 the Medical 

Council of Ireland 106 and the Health and Care Professions Council 107 were excluded due to their 
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lack of specific guidance regarding current technology, security considerations and obligations 

under the law. 

5.3.3 Sources 

Given the challenges in identifying relevant publications during the preliminary searches, the 

focus was expanded to access policies and guidelines within the UK and Ireland via academic 

databases, hand searches of websites and by contacting relevant organisations directly via 

telephone and social media. The search was limited to guidelines, regulations, policy, and 

position statements by health systems, a broad range of regulators, professional bodies, public 

and private hospitals, and trade unions (such as the Dental Defence Union (DDU), Medical 

Defence Union (MDU), Irish Nurses and Midwives Organisation (INMO)) allowing for a 

comprehensive exploration of the guidance available. 

Figure 8: Study Search Strategy 
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5.3.4 Search Strategy 

A comprehensive search was conducted using keywords related to secure clinical 

communications via personal BYOD smartphones, IM, and third-party apps across databases 

including OneSearch, Embase, EBSCO, PubMed, Medline, and CINAHL (Figure 8). Additionally, 

general online searches and direct inquiries via telephone, email, and social media were made to 

69 professional entities in the UK and Ireland (Appendix 11). 

5.3.5 Study/Source of Evidence Selection 

Initial screening involved reviewing titles and abstracts against eligibility criteria, followed by full-

text evaluation of potentially relevant publications. Data extraction was performed using a Data 

Extraction Form (DEF) to capture publication details, type of publication, geographical focus, and 

practical guidance on secure communications (Table 7). The draft data extraction tool was 

piloted, refined, and revised prior to the process. 

5.3.6 Data Extraction 

The initial screening of titles and abstracts was conducted by one reviewer assessing each against 

eligibility criteria. Potentially relevant publications were then retrieved for evaluation. The data 

extraction was systematically performed using the DEF, where citation details and all relevant 

key variables were recorded. 

Discrepancies that arose during the screening and selection processes were resolved through 

discussion and consensus, involving all three reviewers. If necessary, authors were contacted to 

request additional data or clarify ambiguities. The inclusion and exclusion of publications, along 

with reasons for exclusion at the full-text stage, were meticulously documented following the 

PRISMA-ScR Guidelines to ensure transparency and reproducibility and are documented in the 

PRISMA-ScR flow diagram (Figure 9). 
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Figure 9: PRISMA ScR Flow Diagram RESULTS (January - March 2024) 
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5.4 DATA ANALYSIS AND PRESENTATION 

Data from the included studies were uploaded into EndNote citation management software and 

NVIVO a qualitative data analysis software to facilitate narrative synthesis and thematic analysis. 

In NVIVO, documents were systematically coded according to thematic categories based on 

Braun and Clarke’s 108 six-step thematic analysis method. This method involved familiarisation 

with the data, generating initial codes, and reviewing these codes to identify recurring themes 

and common concepts across the publications (Figure 10). NVIVO’s features, such as code 

categorisation, query functions, and visualisation tools, supported an organised approach to 

analysing patterns and consolidating insights. 

Figure 10: Publications Mapped to Superordinate Themes 
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5.5 RESULTS 

The search strategy identified eighteen publications and Table 8 presents a visual overview of 

these publications alongside the five superordinate themes and eighteen subthemes developed 

from our analysis.  

5.5.1 Communication Best Practice 

A superordinate theme that emerged from the review in 16 of the publications is the provision 

of broad guidance regarding digital communications best practices, addressing the significance 

of confidentiality, consent, and record-keeping. This content was frequently relevant and coded 

to additional superordinate themes such as Data Protection, GDPR and Laws, Device Usage, IM, 

and Third-Party app Use, though they are present in varying degrees of detail. 

5.5.1.1 Confidentiality  

This subtheme was identified in 16 of the publications and broadly refers to key principles 

but offered little technical detail or practical guidance. Examples of such broad 

statements include “individual dental professionals have an ethical duty of patient 

confidentiality, and must keep patient data from being mislaid or accidentally disclosed” 

109. 

5.5.1.2 Consent 

Issues concerning consent were identified in seven publications. Gaining informed 

consent from patients for data sharing via IM or third-party apps is notably absent, with 

the focusing on staff adherence to BYOD policies and the broader implications of consent 

for public data sharing. 
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5.5.1.3 Record Keeping 

Record keeping issues were raised in nine of the publications, with guidance most often 

discussed in terms of principles, and scant acknowledgement of the technical and 

legislative requirements, standards or features required to ensure that records are kept 

securely, in compliance with the requirements of GDPR 19. For example, the DDU 109, Page 1 

quotes directly from the GDC’s standards 110, Principle 4.5 which states clinicians must "keep 

patients' information secure at all times, whether your records are held on paper or 

electronically". 
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Table 7: Snapshot of Data Extraction Form (DEF) 

Legend: This table provides the variables extracted from the relevant publications during the review process. Key variables include 
citation details, publication year, publisher classification (e.g., regulator, health system, professional organisation), type of publication 
(e.g., regulation, guidelines, policy), the geographical focus of the publication, and whether the publication provides practical guidance 
for secure interprofessional communication using personal BYOD smartphones, IM, or third-party apps. The extracted data were 
systematically recorded to assist with the analysis and synthesis of the finding 

Included Title Author Year

Author is 

Health 

System 

(HSE/NHS)

Author is 

Regulator

Author is 

Professional 

Body

EU or 

Territory in 

which the 

paper is 

published

Position statement, 

regulation, guideline, 

or policy issued by 

employer, health 

system, governing 

body, or professional 

organisation 

Targeted at 

clinicians, 

including but 

not limited to 

nurses, 

doctors, 

dentists, & 

AHPs 

Focused 

on/relevant to 

the topic of 

sensitive clinical 

communications 

between 

clinicians

Pertaining to 

the use of 

third-party 

apps (such as 

WhatsApp or 

Siilo) and/or 

instant 

messaging 

platforms 

Addressing 

the 

utilization of 

smartphones

/mobile 

devices 

and/or BYOD

English 

Language

Post 

GDPR, 

NOT 

specific 

to 

Pandemic 

Not specifically 

concerning practice 

based communication 

between clinicians 

using via IM/3rd 

party apps, and  

personal mobile 

phones as BYOD

Journal 

articles, 

literature 

reviews, 

editorial or 

research 

papers

Concerning 

only social 

media for 

broadcast & 

public 

engagement

Rationale for inclusion

Yes Using Social Media   MDU 2024 NO NO YES UK YES YES YES YES NO YES YES NO NO NO
This advice is the opposite to that of Dr Ellie Man from the 

same organisation in 2022, 'Smartphone safety'.  Both 

pieces still available online.

Yes
Social media in the Republic 

of Ireland, top tips for doctors
MDU Ireland 2023 NO NO YES

Republic of 

Ireland
YES YES YES YES NO YES YES NO NO NO One paragraph only

Yes
HSE Social Media Staff Use 

Guidelines
HSE 2023 YES NO NO

Republic of 

Ireland
YES YES YES YES YES YES YES NO NO NO

HSE  "REMEMBER: Data protection laws protect an 

employer where the employees’ use of social networking 

sites causes damage to that organisation’s reputation, or 

leads to the release of confidential information."  Mostly 

things are forbidden but that is good advice! Mentions 

'messaging apps", Whatsapp and private messaging 

superficially

Yes
Bring Your Own Device 

(BYOD) guidance

NHS Trans 

Directorate
2023 YES NO NO UK YES YES YES YES YES YES YES NO NO NO

Minimal advice for clinicians, better advice and links for IG 

professionals. It literally says you should be able to use 

your own device for work where there is no alternative, 

and your employer should ask you to sign a policy and 

what that policy should say.

Yes Protecting patient data DDU 2023 NO NO YES UK YES YES YES NO NO YES YES NO NO NO

Really useful ALTHOUGH appears to specifically avoid 

acknowleding communications and apps, the general 

advice it provides is useful. Concerns mobile phones and 

includes general advice on electronic data. 

Yes Health Records Management?
UHL NHS 

Trust
2023 YES NO NO UK YES YES YES YES YES YES YES NO NO NO

This policy specifically includes text messages as health 

records.  

Yes Acceptable Use of ICT Policy GOSH 2023 YES NO NO UK YES YES YES YES YES YES YES NO NO NO Relevant

Yes Using Mobile Messaging 
NHS Trans 

Directorate
2022 YES NO NO UK YES YES YES YES YES YES YES NO NO NO

Some useful information for clinicians, but in a separate 

section for IG professionals, its says they should work with 

colleagues to manage any risks associated with using 

mobile messaging apps, to come up with a solution that 

will ensure that the benefits to care can be delivered. A 

data protection impact assessment (DPIA) can support you 

to do this. A DPIA must be carried out before 

implementing the use of an app, including due diligence 

on the provider, trackers and permissions embeded in 

the app.

INCLUSION CRITERIA EXCLUSION CRITERIA



 83 

5.5.2 Data Protection, GDPR and Laws 

This superordinate theme refers to guidance regarding data protection and compliance with laws 

and was raised in 15 of the papers. Few specific obligations were raised concerning how these 

laws apply to the use of personal BYOD, IM, or third-party apps for communications between 

clinicians. 

5.5.2.1 Access to Data 

Four papers refer to a legal requirement for access to data in respect to rights such as 

portability or correction by data subjects (patients), or for personal data not to be 

transferred to third parties outside the European Economic Area (EEA) or for the 

protection of the data from destruction or damage, a requirement for compliance with 

GDPR 19. 

5.5.2.2 Data Transfer 

Eight publications superficially acknowledged the security requirements for the transfer 

of health-related data to comply with GDPR. 

5.5.2.3 Rules, Regulations and Acts etc. 

The importance of laws in general, from mentioning laws in general to signposting the 

specific requirements for clinicians processing patient data using current ‘digital 

technologies’ under particular acts or laws was found in 14 papers. However, their specific 

relevance to the use of BYOD smartphones, IM and third-party apps for secure 

communication was sometimes ambiguous. 
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5.5.3 Policy Adherence and Training 

This superordinate theme, found in all 18 papers, evidences where publications refer clinicians 

to additional resources such as professional codes of conduct, employer policies or dedicated 

cybersecurity sources, training, support, and awareness raising regarding the issues of concern.
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Table 8: Results - Publications Coded to Superordinate Themes and Subthemes 

 

Legend: This table presents a visual summary of the findings from the review, illustrating the relationship between the publications 
and the identified themes. It highlights the recurring themes and common concepts that emerged from the dataset, organised into 
overarching superordinate themes with associated subordinate themes. The table provides a structured overview of how the 
publications addressed issues such as confidentiality, consent, record keeping, data protection, and the use of personal devices and 
third-party apps for clinical communication.
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5.5.3.1 Cybersecurity Sources 

Three publications signposted or asserted the value of specific, dedicated cybersecurity 

resources for further information. One publication referred clinicians usefully to the 

authoritative resources of the National Cyber Security Centre website (NCSC) 111 with two 

of the NHS Trusts referring to their own internal, dedicated Cybersecurity resources for 

any additional information 112, 113 specifically concerning the use of BYOD, IM and third-

party apps for communications between clinicians. 

5.5.3.2 Employer or Organisational Policies 

The general importance of, or referral directly to specific additional relevant employer’s 

or organisational policies is made in 14 of the publications for this subtheme. 

5.5.3.3 Professional Guidelines, Codes etc. 

The majority of publications (11) referenced additional professional guidelines , or codes 

of conduct. The resources referenced were often principle-based guidelines lacking 

specific detail on their integration into current personal communications technology with 

professional responsibilities described in general terms such as; “the existence of IM 

platforms does not change the responsibility to maintain a comprehensive 

nursing/midwifery record” 116. 

5.5.3.4 Staff Training, Awareness and Support 

This subtheme concerns not only training offered and the importance of awareness and 

understanding to ensure information governance compliance, but mandatory training 

stipulated as a requirement, and signposting to relevant references and dedicated 

specialist resources. This was evidenced in six publications, all provided by large 

employers. 
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5.5.4 Device Guidance 

This superordinate theme spanned the range of guidance offered to inform the use of BYOD 

personal smartphones for interprofessional communication and was offered across 10 papers. 

5.5.4.1 BYOD Security 

Seven publications offer a range of guidance under this subtheme, from advising against 

the use of personal BYOD for clinical communications, to guidance for safer use, including 

non-technical but relevant ‘common sense’ advice such as the importance of not allowing 

anyone else to access a device if it is used for confidential clinical communication. 

Signposting to the expert external resources of the NCSC for more detailed information 

“specific to different operating systems” is included in one document 111, Page 3. 

5.5.4.2 Smartphone Configuration 

A range of advice regarding the configuration of personal smartphones was offered in this 

subtheme across nine publications. The Scottish Government 111 the INMO 116 and NHS 

118 recommend disabling lock screen message notifications. Security suggestions vary, but 

include using secure passwords 109, 116 two-factor authentication (2FA) 114, 118, encryption, 

antivirus software 123, auto-lock and extra security settings. This subtheme also includes 

advice on the importance of remote wipe functionality and considerations for if a device 

is lost or stolen. 

5.5.4.3 Legal/Regulatory Requirements 

Five publications specifically address legal or regulatory requirements such as encryption 

as an important element of device security when transmitting or storing sensitive data. 

The security of any patient data (which is classified as ‘special category’ under GDPR 19) 

streaming to a potentially insecure commercial cloud associated with a personal 

smartphone is mentioned in two publications 109, 123. 
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5.5.4.4 MDM software 

Publications from three large employers 112-114 describe the value of the security features 

offered by Mobile Device Management (MDM) software. 

5.5.4.5 Network Security 

Three publications mention network “vulnerabilities” or “insecure networks” with 

minimal detail on any action required to maximise security. 

5.5.5 IM and App Use 

This superordinate theme concerned a range of issues specifically concerning the use of IM and 

third-party apps, direct messaging on social media platforms across 14 of the publications. 

5.5.5.1 Context Appropriate use 

A range of advice was offered across 11 of the publications regarding context appropriate 

use, from the importance of confirming that communications are sent to the correct 

person 111, 116, 118, 120 to the specific circumstances in which the use of such modalities 

would be acceptable, such as to alert a member of staff to a communication waiting for 

them on an approved enterprise channel 113, with a general emphasis on not sharing 

sensitive or confidential patient data via IM and third-party apps. Several publications 

condone the use of these tools to facilitate interprofessional communications where no 

sensitive personal data is shared 113, 120, 121, 126, in specific or emergency circumstances 

only 111, or where no alternative is available 118. 

5.5.5.2 Regulatory Scrutiny 

The issues raised under this subtheme were mentioned in eleven publications. The 

statutory requirement for the availability of data / messages and images sent via IM or 

third-party apps, for access by Data Subjects (patients) in compliance with GDPR 127 (for 
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correction and or portability and or deletion) and the availability of messages if requested 

for Subject Access Requests (SAR)s was described in five of the publications 111, 113, 114, 116, 

118. Several publications actively discourage 111, 116, 124 or completely forbid the use of IM 

and third party apps for the communication of patient information between clinicians 104, 

113, 114, 120, 121 with assertions such as “the current services on offer do not meet NHS 

information governance standards for the transmission of confidential information and 

their use for this purpose has been explicitly banned by NHS Digital” 121. 

The requirement for any channels utilised for the processing of sensitive clinical data to 

be encrypted was mentioned in four publications 111, 113, 116, 119. One publication 114 points 

out that the conduct of a Data Protection Impact Assessment (DPIA) 128 is mandatory 

where any sensitive information is being processed, which is relevant to the selection of 

an IM or third-party App 114. 

5.5.5.3 App Selection 

Guidance in relation to app selection was provided in five publications. Information on 

how to evaluate an app’s suitability for secure communication was provided in one 

publication 111, and information regarding specific configuration in order to maximise the 

security of sensitive data was provided in five publications 111, 116, 118, 124, 125. 

5.6 DISCUSSION  

5.6.1 Ambiguity and Inconsistency: 

This scoping review reveals a lack of consistent, detailed, actionable guidance regarding the 

protection of patient data when healthcare professionals use personal BYOD, IM, and third-party 

apps for communication between each other, across the majority of the publications. This 

ambiguity risks undermining the professional reputation of clinicians, both individually and 

collectively, and may attract regulatory scrutiny, sanctions from employers and substantial 

financial penalties for violations of GDPR 19. 
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The literature is unclear on digital communication best practices, despite the fact that health 

related data is categorised as a special category, requiring enhanced protection under GDPR 19. 

For example, few publications 111, 116, 120 advise clinicians to transcribe details and outcomes of 

clinical conversations conducted via personal BYOD, third-party app and IM into patient records 

and all leave the question of whether it might be more effective to directly download these 

exchanges as PDFs and integrate them into electronic health records (EHR) unresolved. This 

process would provide a reliable audit trail, save time, and meet the requirements of Freedom 

of Information or Subject Access Requests 111, 114-116. Furthermore, if deletion of the data is 

necessary, the importance of removing it from both the sender's and all recipients' devices 118 

should also be addressed consistently across publications. Clinical images constitute medical 

records and must be preserved 122 so this area of ambiguity must also be addressed, and any 

inconsistencies resolved. 

Several publications describe a requirement for data minimisation of confidential communication 

information via personal smartphones, third-party apps or IM 111, 112, 118, 120, 126. However, the 

INMO 116 alone acknowledges the risks of confusion regarding patient identity, a concern 

established by scholars in the literature 4, 129 and considered “crucial for safe healthcare delivery” 

129. 

As previously noted, the HSE 104 classifies WhatsApp and IM as social media, advising against 

sharing confidential information via such modalities, yet proactive policy communication is 

unclear. Several publications actively discourage 111, 116, 124 while others completely forbid the use 

of personal BYOD, IM and third-party apps for the communication of patient information 

between clinicians 104, 114, 120, 121, with assertions such as “the current services on offer do not meet 

NHS information governance standards for the transmission of confidential information and their 

use for this purpose has been explicitly banned by NHS Digital” 121. Significant variations in the 

guidance offered exist across all publications and this can cause confusion. 
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5.6.2 Adherence to Policies and Training: 

There is a potential flaw in how existing policies are promoted and how the importance of regular 

training is emphasised. While some public health systems and large employers have dedicated 

cybersecurity resources, including specialist staff and technical support, there is a requirement 

for comprehensive, consistent policies and training programs addressing the specific concerns 

regarding the use of current BYOD personal smartphones IM, third-party apps for secure 

interprofessional communications in clinical settings. Coordination between employers, unions 

and regulators could enhance training for all clinicians, including those in specialist training (who 

can be mobile between employers nationally with differing policies) and those employed in small 

private practices, who may not even be aware of the availability of MDM software or their own 

statutory obligations under GDPR 19. 

A raised awareness on the importance of regular compulsory training on the relevant areas 

(cybersecurity, the law etc.) could become part of annual Continuous Professional Development 

(CPD) enforced by the regulators. The fact that the Government of Scotland provided some of 

the most detailed, comprehensive, and specific guidelines we accessed 111, flags issues regarding 

how well this guidance is communicated, in order to have meaningful impact on clinical practice, 

as evidenced from the recent ICO sanction of NHS Lanarkshire in 2023 103. 

The comprehensive range of support and mandatory education and training around 

cybersecurity and information governance described in several of the large employer policies 112-

115, 121, 122 would be valuable for all clinicians, especially for those who do not work for large 

employers, without dedicated support. 

5.6.3 Technical Guidance for Secure Communication: 

There is a gap in the provision of detailed considerations, technical requirements, and guidance 

regarding current popular communication modalities in healthcare. Few publications offer well 

informed, practical advice or signpost expert resources to inform the safer integration of these 

digital tools into clinical practice while maintaining data security. The literature focuses on 
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general principles rather than providing detailed statutory requirements or specific technical 

guidance. Most publications offer high level recommendations on data security practices without 

including concrete technical details, such as configuration for apps or devices 104, 109, 111-113, 115-118, 

120-126. This hampers clinicians' understanding of data protection obligations and requirements, 

particularly for GDPR compliance where even an IP address is considered personal data 121, Page 5. 

Clinical images with EXIF data 45 (including geographical coordinates, date, time, and device 

details) are also personal data, yet this is not addressed in any of the reviewed publications. Only 

two publications highlight the requirement for DPIAs when processing sensitive information 114, 

115, indicating a widespread lack of awareness of essential data protection procedures. The failure 

to reference specific security requirements for patient health data using BYOD, IM, or third-party 

apps suggests a lack of awareness among clinicians 125, 126. 

This review highlights significant gaps in guidance provision in terms of actionable, specific 

recommendations. The existing literature and policy guidance vary widely, with some sources 

emphasising general principles and others offering more detailed but inconsistent advice. This 

disparity highlights the need for harmonisation of well-informed guidance to ensure clinicians 

have access to both practical advice and regulatory clarity. Comprehensive, technically detailed 

guidelines are needed, especially for clinicians in private practice without specialist IT or 

cybersecurity support. A unified approach, directing healthcare professionals to authoritative 

resources such as the NCSC 130-134, could enhance decision making and patient data security 

practices. 

5.6.4 Limitations 

The restricted access to documentation, available only to full members with paid memberships, 

hampered our ability to gather a comprehensive set of publications for analysis. This limitation 

may have affected the generalisability or accuracy of our findings but also highlights a significant 

gap in accessibility. 
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5.6.5 Conclusions 

This scoping review highlights the complex landscape of guidelines and policies for personal 

BYODs, third-party apps, and IM for interprofessional clinical communication in the UK and 

Ireland. The absence of appropriate guidelines poses challenges for clinicians, particularly those 

outside large healthcare employers, who may lack access to specialised resources, dedicated 

technical support, policy, and training, exacerbating any disparities in information security and 

data protection practices. Existing guidance is often superficial, inconsistent, and does not appear 

to be informed by up-to-date expertise, threatening patient confidentiality and data security. 

There is an urgent requirement for harmonised, contemporary guidelines that can adapt to 

evolving technology. 

The specialist discipline of health informatics has emerged to address the requirement for 

uniquely skilled professionals to design, develop, implement, and evaluate health information 

technology, which highlights the extensive body of evidence and tools existing in this field 135. 

Drawing upon established work from Healthcare, Health Informatics, and areas such as 

Information Systems (IS) is essential to inform the research and development of a 

comprehensive, holistic model of data quality dimensions to assess the quality of data / 

information currently informing clinical practice in this area. Such a model is essential for 

identifying and addressing gaps in current guidance. A collaborative approach involving 

healthcare providers, regulatory bodies, trade unions, cybersecurity experts, legal advisors, IS 

and health informatics specialists is vital for developing and disseminating guidance that keeps 

pace with technological advances, ensuring the highest standards of data protection, patient 

confidentiality, and professionalism in clinical communications. 
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CHAPTER 6 DESIGNING A DATA DIMENSIONS ARTEFACT FOR THE USE 

OF BYOD, IM AND THIRD-PARTY APP-BASED 

TECHNOLOGY BY CLINICIANS: AN ACTION DESIGN 

RESEARCH APPROACH 

This paper has been submitted to a journal for peer review and publication (Journal of Decision 

Systems on 9th October 2024) and the peer review process is currently in progress. This study was 

conducted to meet objective 4, to develop & evaluate an artefact to assist clinicians in their 

assessment of the available guidelines regarding communication using smartphone technologies. 

Publication 7. Submitted Paper 5. 

The following text has been submitted to the Journal of Decision Systems for peer review and 

publication on 9th October 2024. 
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6.1 ABSTRACT 

Digital technologies are transforming how clinicians communicate confidential work-related data 

between each other, with bring your own device (BYOD) smartphones, instant messaging (IM), 

and third-party apps widely used. These tools offer efficient and affordable functionality but 

present significant data security and compliance challenges for clinicians. Using an Action Design 

Research (ADR) approach in collaboration with clinicians, we address the knowledge gap 

regarding clinicians' use of these digital tools through the design and evaluation of the Data 

Dimensions Artefact (DDA) including continuous cycles of diagnosis, design, implementation, and 

evolution. Qualitative data underwent thematic analysis using NVIVO software to inform 

refinements concerning artefact usability and clarity. Statistical analysis of quantitative data, 

using Cohen’s Kappa, was conducted to assess the reliability of the proposed DDA. Findings 

indicate that the artefact supports clinicians’ decision making through a toolkit for assessing the 

quality of guidelines on secure clinical digital communication practices. The ADR approach 

revealed a tension between the precise technical terms used to communicate data and digital 

security requirements while maintaining the practical usability of the artefact. Ongoing education 

and current guidance are necessary to maximise the DDA’s potential and maintain compliance 

with data protection regulations. 
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6.2 INTRODUCTION 

Effective communication is a cornerstone of good clinical care, playing a critical role in ensuring 

positive patient outcomes 12. As healthcare becomes increasingly complex, the need for clear, 

accurate, and efficient communication among clinicians is more important than ever. Digital 

technologies are revolutionising services and processes in organisations of all sizes 136, with BYOD 

smartphones, IM, and third-party apps becoming prevalent in healthcare 1, 35, 96. It is unsurprising 

that clinicians are using smartphones and apps, to support the prompt and efficient sharing of 

patient details amongst their teams thereby enhancing the coordination and delivery of care to 

support better patient outcomes. However, the informal adoption of personal digital technology 

by clinicians introduces challenges, particularly in terms of the security and confidentiality of 

sensitive patient data. Key issues include the risk of unauthorised access to sensitive patient 

information, potential data breaches, and difficulties with record-keeping 129. These challenges 

are exacerbated by the complexity of ensuring compliance with legal and regulatory 

requirements, e.g. GDPR in the UK and EU 19 and HIPAA in the USA 23. The informal use of personal 

BYOD’s often bypasses institutional IT policies 4 and increases the risk of non-compliance with 

legal regulations 1, 129. In turn, this can jeopardise patient privacy and expose healthcare 

institutions to legal and financial penalties. 

Guidelines and policies from regulators, health systems, employers, and professional bodies play 

a significant role in informing clinicians on all aspects of practice, including clinical 

communication. However, the absence of clear guidance on record keeping and data storage 

when using personal technology has led to problematic practices that heighten concerns 

regarding patient privacy and the safeguarding of sensitive health information 4, 129. Despite the 

widespread use of digital communication technologies in healthcare, gaps remain in the 

availability of comprehensive, actionable guidelines for clinicians 1, 27 . In our recent scoping 

review, we identified that existing guidelines are often vague or non-specific, lacking the 

actionable detail necessary to guide clinicians 27. Moreover, these guidelines frequently fail to 

keep pace with the rapid evolution of technology and the regulatory landscape, making them less 

relevant to current clinical practice over time. This poses the research question: 
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How can clinicians assess the quality and security of guidelines regarding the use of these 

digital technologies? 

Therefore, the objective of this research, is to design an artefact that enables clinicians to self-

assess the quality of guidelines and other published / accessible materials (current or future). 

Equipping clinicians with a decision support that empowers them to make informed decisions, 

ensuring that the technology is deployed in a manner that is both secure and compliant with 

relevant regulations. To best support clinicians who use personal digital technologies to enhance 

their clinical communications, a decision support guide would necessitate a strategic approach 

that comprehensively incorporates both the technological and the regulatory aspects of the 

environment. Heavin and Power 136 advocate for the development of conceptual decision 

support models to inform the decision-making processes in addressing the unique challenges 

introduced by digital technologies. This paper is structured as follows: first the theoretical 

background that focuses on data quality is provided highlighting the need to design meaningful 

guidance for clinicians, then the research methodology is outlined. This is followed by a detailed 

account of the ADR stages undertaken by the research team in close collaboration with clinicians, 

to generate, develop, and evaluate the DDA, ensuring that real-world challenges are addressed. 

Finally, the broader implications of the research findings are discussed and opportunities for 

future research are presented. 

6.3 THEORETICAL BACKGROUND 

In recent years, the need for guidelines, issues with data breaches, and regulatory compliance 

have become critical areas of concern for healthcare providers in the use of digital health tools 

137, such as BYOD smartphones, IM, and third-party apps that facilitate sensitive patient data 

sharing between clinicians. Existing research highlights that while these digital tools have 

transformative potential for improving patient care coordination and outcomes, they also 

introduce risks related to data privacy, security, and accuracy 138. Studies indicate that the 

healthcare industry sees the greatest number of data breaches among all major industries around 

the world 139-141. Given the increased use of BYOD, smartphones, IM, and third-party apps in 
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healthcare, clinicians need clear guidance to ensure that the tools they use support safe and 

effective patient care 142. Such guidance can help them evaluate whether these digital tools 

maintain the necessary standards for data integrity, security, and accuracy when sharing clinical 

information. 

Ensuring high-quality data is critical, as it directly influences decision-making, efficiency, and trust 

143. Quality is the degree to which characteristics of an object meet requirements, and data 

quality is the degree to which dimensions of data fulfil requirements 144. Poor data quality can 

compromise clinical decision-making, lead to misdiagnoses, and undermine patient trust 145. The 

regulatory landscape surrounding data sharing is complex and often challenging for clinicians to 

navigate due to evolving regulations such as HIPAA in the United States and GDPR in the 

European Union, which mandate rigorous standards for handling sensitive health information 146. 

As these regulations stipulate strict requirements, healthcare organisations face pressure to 

ensure clinicians can both understand and apply these in their daily practice while also 

maintaining quality care 147. 

Data Quality Dimensions (DQDs) 144 were established for the classification and assessment of the 

quality of data 148, 149. From a comprehensive list of sixty dimensions with standardised definitions 

meeting the ISO 704 standard, a shortlist can be used, that can not only assess traditional aspects 

of data quality but also capture security, confidentiality, and regulatory compliance, critical to 

clinical communication using BYOD technologies 144. The importance of regulatory compliance is 

reinforced by the GDPR 19, which imposes specific requirements for safeguarding personal health 

information, classified as special category data. The DQDs serve as a foundation for the 

assessment of data quality that is readily adapted to meet the needs of this specific problem, 

providing measurable features or characteristics of a data concept for better informed decision 

making 144. DQDs define essential dimensions for customisation (such as accuracy, completeness, 

confidentiality, and accessibility) that are required for assessing regulatory and technical aspects 

of data security when using BYOD, IM, and third-party apps for confidential communications 144. 
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Data protection and cybersecurity standards are informed by reputable, authoritative sources 

such as the National Cyber Security Centres (NCSC) in the UK and Ireland, the National Institute 

of Standards and Technology (NIST) in the USA, the Information Commissioner’s Office (ICO) in 

the UK, and the Data Protection Commission (DPC) in Ireland. Synthesising insights from these 

sources and aligning them with established DQDs allows for the identification and adaptation of 

a set of dimensions specifically suited to this study's clinical focus. Existing research underscores 

significant concerns surrounding the use of digital technologies, such as smartphones and third-

party apps in clinical communication 1, 4, 35, 96, 129. According to John et al. 35 “Clear, well-informed 

advice, policy, regulation, and training is evidently required to mitigate for security concerns, 

constraints and technical requirements around privacy and data protection regulation and 

legislation, in relation to the modalities being used”. In the absence of quality guidance, clinicians 

need a decision-support toolkit to aid them in evaluating the quality and security of these digital 

resources. 

Research indicates that in the current environment clinicians are making their own decisions 

based on balancing the risks and benefits of using mobile devices in a clinical setting 150. These 

findings underscore the need for a structured approach to help them effectively evaluate the 

quality and reliability of digital technologies, such as smartphones and third-party technical 

resources. Despite the pressing demand for digital resource evaluation, current guidance remains 

limited and fragmented 141. Joint guidance from NHS England, NHS Digital, Public Health England 

and the Department of Health and Social Care, published in November 2018 75 , concerning NHS 

Instant Messaging, attempted to address user privacy and security concerns, yet they fell short 

of offering comprehensive, user-friendly advice 151. Moreover, many frameworks / guidelines do 

not fully incorporate critical aspects of cybersecurity, an essential factor in assessing any digital 

tool's safety. While clinicians recognise and appreciate the need to protect patient data privacy, 

if it prohibits the delivery of quality care for patients, they tend to prefer patient care 142. As a 

result, clinicians can find themselves without a practical, streamlined means of evaluating 

resources, leading to potential risks associated with the use of BYOD, smartphones, IM, and third-

party apps to share sensitive patient data. 
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A comprehensive decision-support toolkit, therefore, should integrate both quality and security 

evaluation criteria tailored to a healthcare context. Recent studies advocate for frameworks that 

emphasise user-centric design, adaptability to clinical workflows, and clear guidelines for data 

privacy and compliance standards 141, 142. Such an approach can also promote trust and 

consistency, enabling clinicians to leverage technology confidently while safeguarding patient 

well-being. Research suggests that decision support tools can be effective in reducing cognitive 

load, increasing adherence to best practices, and mitigating errors when navigating regulatory 

standards 152. However, the design of such tools must consider usability and accessibility to be 

effective in clinical settings, where time constraints, complex clinical workflows, and varying 

levels of digital literacy can limit adoption 142. For instance, poor user experience and lack of 

integration with existing clinical workflows have been cited as barriers to the successful 

implementation of decision support tools, indicating the need for solutions tailored to the 

specific workflow requirements of clinicians 153. Action Design Research (ADR) is widely used in 

Information Systems (IS) research, with a focus on changing practices through the creation of a 

problem solving environment in response to specific needs and facilitating the participation of 

key stakeholders towards an understanding of complex problems 154. Elaborated ADR 30 

emphasises continual improvement and ongoing refinement of an artefact as it is developed in 

cycles. Using an elaborated ADR approach, this study seeks to provide clinicians with a decision-

making toolkit, the DDA, to evaluate the quality of the guidelines pertaining to digital 

technologies for clinical communications. In turn, the proposed artefact enables clinicians to 

identify gaps within these guidelines, helping them recognise where BYOD, third-party apps, and 

IM may fall short in meeting regulatory standards for patient data confidentiality. By alerting 

clinicians to previously unconsidered risks, the DDA supports informed decisions about the 

suitability of these technologies in compliance with data protection regulations. Next, we 

describe the ADR method in general before we report on the process and outcome of its 

application in the context of this study. 
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6.4 RESEARCH APPROACH 

ADR is a methodology designed to address complex, real-world problems by developing and 

refining practical solutions, such as technological artefacts, through iterative cycles of design, 

evaluation, and reflection 155. ADR integrates elements of both Action Research 156 and Design 

Science Research 157, which makes it well-suited to tackle problems that require both the 

development of an innovative solution and continuous interaction with its operational 

environment. The iterative nature of ADR means that a solution is constantly refined in real-time 

as it is tested, used, and evaluated in its intended context. This methodology bridges the gap 

between theory and practice linking thinking with doing 158, ensuring that the solution being 

developed is continuously adapted and evolved based on feedback from real-world use. 

In conventional ADR 155, two main parties are typically involved: researchers and practitioners. 

These play important collaborative, mutually reliant roles, influencing not only the iterative 

design and development cycle but also shaping and affecting one another, concurrently 

throughout the research process 155. Researchers provide the theoretical frameworks and 

structured methods to steer the design process, while practitioners offer practical insights and 

expertise, ensuring the solutions are relevant to real-world challenges 155, p.38. This collaboration 

fosters the ongoing refinement of both the artefact and the underlying theory being evaluated 

or expanded. The motivation for ADR is to better serve the ‘dual mission’ of IS research, that is, 

to “make theoretical contributions and assist in solving the current and anticipated problems of 

practitioners” 155. In this study, we follow an elaborated ADR approach (Figure 11) to support 

clinicians in assessing the quality and reliability of guidelines for secure communication practices. 

The reciprocal shaping process ensures that an intervention is guided by both practical needs and 

research goals, with each intervention cycle involving essential, co-dependent roles for both 

parties, which are crucial for the success of the research, enhancing the knowledge of both 

researchers and practitioners. This elaborated approach extends standard ADR by incorporating 

additional detail and steps within each stage of development, including distinct cycles of 

diagnosis, design, implementation, and evolution to ensure thorough evaluation, reflection, and 

learning with each cycle 30. 
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This approach is ideal for the healthcare context, where continual refinement is essential to 

ensure that the artefact aligns with both the evolving technological landscape and the regulatory 

requirements clinicians must navigate. It is particularly beneficial in a healthcare setting where 

clinicians' needs are dynamic, and regulatory compliance (for example with GDPR) is required. 

We used elaborated ADR to develop the DDA, an IS artefact, designed to inform clinicians in their 

assessment of the quality of the data in their guidelines, thus solving a real-world problem. By 

using iterative cycles (Figure 11) of diagnosis, design, implement, and evolution the DDA was 

refined based on user feedback, ensuring that it remains relevant and practical for real-world 

clinical settings, while also addressing the complex legal, technical, and ethical obligations related 

to data protection and patient confidentiality. The development process involved a dynamic, 

two-way engagement between researchers and clinicians, where each group influenced the 

evolution of the DDA. Each cycle allowed us to refine not only the design of the DDA but also our 

understanding of the broader problem context 159. 

Our ADR process commenced with a diagnosis cycle. The entry point of the project is problem-

centred, i.e., designing a novel artefact that enables clinicians to self-assess the quality of digital 

communication guidelines. 
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Figure 11: Elaborated ADR process (Adapted from Mullarkey & Hevner 2018) 
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6.4.1 DDA v1.0: Diagnosis, Design, Implement and Evolution 

6.4.1.1 Diagnosis 

In response to the absence of a decision toolkit tailored to support clinicians in assessing safe 

and compliant use of digital technologies, this study aimed to develop an artefact based on 

data quality dimensions. In the diagnosis phase, we identified two key tasks: understanding 

the problem domain and defining the requirements for an artefact that equips clinicians with 

a structured decision support model or toolkit to support the assessment of guidelines for 

digital communication. First, we conducted a thorough investigation of the literature. Two 

scoping reviews 27, 35 regarding their use of BYOD technology identified significant gaps in the 

existing guidelines for secure clinical communication using BYOD smartphones IM and third 

party apps. John et al.35 found that despite clinicians using smartphones and apps to 

communicate clinical information, the security and privacy issues arising from their 

communication of sensitive data was either absent or only superficially acknowledged within 

the literature. Existing studies 4, 129 identify gaps in providing clear actionable guidance for 

clinicians regarding the secure configuration and use of personal digital technologies in 

healthcare settings. A study by John et al. 96 confirmed that personal smartphone use was 

widespread by dental professionals in the Republic of Ireland and the UK, with the risks only 

partly acknowledged and limited insight into data security. 

Second, we specified the requirements to inform the design of the artefact. Here, we attempt 

to provide actionable guidance for practitioners to support their decision making regarding 

their use of digital tools for communicating clinical information. Drawing on existing 

standards available for broad application in data protection and cybersecurity, key resources 

were leveraged, including the NCSC 130-134 in the UK and Ireland, the NIST 160 in the USA and 

the DPC in Ireland and the ICO 161 in the UK. These frameworks provided the foundation to 

shape the tool’s requirements. Our approach ensured that the artefact aligns with best 

practices in cybersecurity and compliance, offering clinicians a practical, standards-based 

resource to navigate complex regulatory demands. We sought to enhance the DDA’s 

relevance and adaptability promoting data-sharing practices in alignment with regulatory 

expectations. 
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6.4.1.2 Design 

Drawing on our understanding of existing data quality research and the requirements 

establish during diagnosis; we focused on the design of the Data Dimensions Artefact (DDA 

v1.0). Addressing the secure communication challenges, we extended the three core 

dimensions of Accuracy, Completeness, and Timeliness 162 to seven, through careful 

evaluation between the research team, with additional dimensions identified to cover the 

broader aspects of data quality relevant to this study 33, 163. These dimensions included: 

Accuracy, Completeness (sub-dimensions: Confidentiality, Integrity, Availability), Timeliness, 

Relevance, Clarity, Credibility and Accessibility. Notably, the 'Completeness' dimension 

includes three subsections: Confidentiality, Integrity, and Availability, which are critical for 

assessing Information Security 164. These dimensions were selected and customised through 

collaborative input by the research team to provide clinicians with measurable criteria that 

address both traditional data quality concerns and specific security needs related to BYOD 

use. The DDA’s confidentiality and accessibility checks are adapted from DQDs to support 

GDPR compliance, which mandates specific protections for patient health data 19. 

This theoretical foundation informs the initial DDA design, ensuring it facilitates accurate and 

comprehensive assessments in real-world clinical contexts. The DDA v1.0 was designed as a 

clinician-centred toolkit that meets data quality and confidentiality requirements, balancing 

ease of use and usability with compliance standards. This design incorporates practical 

guidance, empowering clinicians to make informed decisions regarding the secure use of 

BYOD technology in their clinical practice. Following a structured plan, the DDA’s 

development progressed through iterative cycles of elaborated ADR 30 allowing the artefact 

to evolve based on user feedback, thus ensuring relevance to clinical practice and legal 

alignment. This approach allowed the artefact to evolve in response to user feedback, 

ensuring that it remained relevant to clinical practice while aligning with legal requirements. 
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6.4.1.3 Implement 

Research ethics approval for the study was obtained from the Social Research Ethics 

Committee (no.2023-293A1) at University College Cork, confirming that the research adhered 

to institutional standards for ethical research conduct. Initial internal testing of DDA v1.0, was 

conducted within the research team including two clinicians (a nurse and a dentist whose 

expertise was key to providing real-world insights) and an IS academic. The DDA v1.0 was 

created using a Microsoft (MS) Excel spreadsheet and distributed by the lead investigator via 

email on 16th January 2024, accompanied by four selected PDF documents for evaluation. 

Each of the publications were drawn from a broad range of guidance publications from 

different clinical professions focused on the use of BYOD, smartphones, IM, and third-party 

apps. Team members were given one week to complete the assessment. During this period, 

the team used the DDA v1.0 to evaluate the guidance documents. The feedback was both 

qualitative and quantitative, ensuring a thorough assessment of the toolkit’s effectiveness. 

Following the completion of the evaluations, an online meeting was convened to discuss the 

usability and clarity of the DDA, with feedback collected and analysed by the lead investigator. 

While the DDA v1.0 proved useful in assessing security risks and identifying gaps in the 

documents reviewed, some of the technical language was identified as being overly complex. 

Specific terms such as 'Confidentiality' and 'Integrity' were flagged as potentially difficult for 

clinicians to understand and interpret in the context of data security and compliance. Though 

the MS Excel format was considered user-friendly for those familiar with spreadsheets, there 

were suggestions to further simplify the interface. The language used in the DDA v1.0 was 

revised, and a Glossary of Terms (Appendix 13) was created alongside a supplementary user 

‘Instructions Sheet’ which provided detailed instructions and definitions for users less familiar 

with digital technology. These resources were tailored to accommodate younger clinicians, 

who were assumed to have more advanced digital skills, as well as those newer to data / 

digital security terminology. 

6.4.1.4 Evolution 

We aimed to further refine the artefact based on insights gained from both initial user 

engagement with the DDA and subsequent pilot reviews. Following feedback, the design was 
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adjusted to enhance user accessibility and relevance. This phase emphasises the balance 

between technical precision and clinician usability, ensuring the DDA meets practical 

requirements in a clinical setting. The continuous adjustments were made with the dual aim 

of maintaining technical rigour, fostering a clinician-friendly tool to support secure and 

compliant use of personal devices for clinical communication. 

Three external pilot reviewers, recruited through the lead investigator’s network, included an 

undergraduate student, an IT professional familiar with the importance of data quality, and a 

business consultant experienced in policy evaluation. The revised DDA v1.0, accompanied by 

the supplementary material (Glossary of Terms and Instructions Sheet), and the four selected 

PDF guideline documents was circulated on 24th January 2024. Feedback was requested and 

received by 1st February 2024. Reviewers provided feedback both verbally and via email 

regarding usability, language clarity, and overall practicality. As a result, the language used in 

several questions was revised to make them more clinician / user-friendly while maintaining 

their alignment with data protection standards and requirements. All three reviewers 

recommended reducing the number of selected PDF guideline documents for future 

evaluation cycles, as they felt these made the assessment task too arduous. The interplay 

between the research team and the pilot reviewers was central to the iterative refinement of 

DDA v1.0 (Table 9). Reflecting on these insights allowed us to incorporate learning from the 

pilot activity into the planning for the next cycle of the development and evaluation process. 

The refined DDA v1.0 was thus ready for the next testing phase with larger groups of 

clinicians.  
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Table 9: Summary of Revisions to DDA v1.0 

 

6.4.2 DDA v2.0: Diagnosis, Design, Implement and Evolution 

6.4.2.1 Diagnosis 

During this phase, we focused on uncovering and addressing usability and technical 

challenges that were identified in DDA v1.0. The goal was to set clear objectives for the further 

improvement and validation of a more effective artefact. To achieve this, we generated ‘Gold 

Standard’ Test Scores for three selected guideline documents 109, 111, 116 using the DDA v2.0. 

These scores represented an ideal evaluation outcome, independently derived by the 

researchers. Each author applied the DDA v2.0 to the guidance documents, assessing each of 

these against the established data quality dimensions. In the small number of instances where 

a discrepancy in scoring arose, these were resolved by discussion to form consensus. This 

collaborative approach ensured that the Gold Standard Scores reflected a rigorous and 

unified consensus of how the artefact should function which served as a benchmark to 

evaluate the accuracy of the user scores. By comparing the reviewers' scores against this Gold 

Standard, we could determine whether the DDA was enabling clinicians to accurately apply 

the data quality dimensions, and to what extent the artefact facilitated consistent and reliable 

evaluations of the guidelines. This process was essential for validating the effectiveness and 

usability of DDA v2.0, ensuring it met the objectives set out in this phase. 

Dimension Issue Identified Action Taken 

Completeness / 

Confidentiality 

Question allowed non-compliance to 

score 'YES' misleadingly 

Revised question to ensure 

meaningful scoring 

Completeness / Integrity Sub-question was too broad, 

covering mutually exclusive issues 

Divided into separate, 

focused questions 

Credibility First question caused confusion and 

misinterpretation 

Reworded for clarity 

Task Size Four papers too large a task for 

reviewers 

Reduced to three papers per 

testing round 

Accessibility Redundant as papers were provided Removed this dimension for 

testing 
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Table 10: Summary of Qualitative Data Collection regarding DDA v2.0 

Characteristic Details 

Focus Group 1 Five clinically active undergraduate student clinicians in their penultimate year of study 

Focus Group 2 Five qualified clinicians with 5 - 20 years of post-qualification experience 

Selection 

Process 

Participants recruited by the supervision team through open email invitation of existing 

contacts 

Email Sent 18th June 2024 

Documents 

Circulated 

1 X Study Information Sheet  

1 X Consent Form 

DDA v2.0 of the Data Dimension Artefact (MS Excel spreadsheet with two tabs) 

3 X PDF Guideline Documents 

Assessment 

Requested 

Review PDF Guidelines using the DDA v2.0 and return scores and signed consent forms by 

email within seven days 

Focus Group 

Session Date 

26th June 2024 

Session Details Pre-compiled script of open questions; discussions on user experience, usability, and 

effectiveness of DDA v2.0 

Session 

Duration 

Approximately one hour each, recorded and transcribed using MS Teams 

Session Times Morning for students (Focus Group 1) 

Afternoon for qualified clinicians (Focus Group 2) 

Data Processing Data anonymised and thematic analysis conducted using NVIVO software 

6.4.2.2 Design 

In June 2024, ten clinician reviewers (five qualified dentists and five clinically active 

undergraduate dental students) were recruited to participate in the testing of DDA v2.0 (Table 

10). Each practitioner was provided with the three PDF guideline documents 109, 111, 116, along 

with DDA v2.0 (accompanied by supplementary documents). They were instructed to 

evaluate these independently. In preparation for the focus group sessions, a detailed script 

of questions was developed to guide the discussions, ensuring that feedback on the artefact's 

usability, clarity, and practicality would be collected systematically. In line with ethical 

standards, each participant was provided with a consent form for signing in advance of the 
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session. The goal of this phase was to test DDA v2.0 in a real-world clinical context and gather 

data to inform further refinements. 

6.4.2.3 Implement  

Following their independent evaluations of the guideline documents using DDA v2.0, the ten 

reviewers submitted their scores. Reviewers were subsequently invited to participate in one 

of two scheduled focus groups. The discussions were structured to capture the participants' 

perspectives on the toolkit’s practicality in clinical settings, potential areas of confusion, and 

suggestions for further refinement. The process of evaluation involved analysing these data 

to assess the artefact's performance. Collecting diverse data not only enhanced the evolution 

of the DDA v2.0 but also allowed for a thorough evaluation of its practical usability and 

perceived effectiveness. This approach ensured that user feedback informed the design 

process, leading to improvements in the effectiveness and accuracy of the DDA v2.0. 

Using the DDA v2.0, the scores for each paper received from each expert reviewer were 

anonymised using Python. Reviewer's scores for the DDA v2.0 across three papers were 

compared with the Gold Standard ratings. With ten clinician reviewers each evaluating three 

papers 109, 111, 116, a total of 30 scores were generated for each question in the DDA v2.0. 

6.4.2.3.1 Quantitative data 

Analysis revealed significant variation in the accuracy of the answers provided by each 

reviewer. While two questions achieved a perfect score of 30 correct assessments (regarding 

the year of publication, and clarity of terminology), others showed considerable discrepancies 

(Table 11). For some questions, only seven out of 30 answers were correct, while others had 

12, 17, or 19 correct answers, indicating a range of accuracy across different questions and 

reviewers (Table 11). Feedback from previous iterations indicated the requirement for clearer 

language and more intuitive navigation to support clinicians unfamiliar with data security 

protocols.  
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Table 11: Accuracy of Reviewers' Responses 

Data 

Dimensions 

 
Questions answered Correct answers 

1.Accuracy Does the publication cite and align with credible cyber 

security sources? 

12 

Is a description of how to use IM or third-party Apps on a 

BYOD smartphone for secure and confidential 

communication provided? 

27 

2.
 C

o
m

p
le

te
n

es
s 

2.
1 

G
en

er
al

 

Is a clear rationale for the use of IM or third-party App on a 

personal BYOD smartphone for clinical communications 

described? 

24 

Has the requirement for a formal risk assessment (e.g. a 

DPIA in the EU) been explained? 

27 

2.
2

 C
o

n
fi

d
en

ti
al

it
y 

Are regulations (such as GDPR (EU) or HIPAA (US)) and their 

relevance to BYOD, IM, and third-party Apps discussed and 

obligations described? 

22 

Is verifying that an App does not access sensitive metadata 

in exchange for functionality, or steps to limit such access, 

discussed? 

22 

Is it specified that BYOD should never access free Wi-Fi if 

hosting or processing sensitive data? 

23 

Is it stated that unauthorised users must be prevented from 

accessing any device on which sensitive data is hosted? 

19 

Is the importance of avoiding the installation of any 

suspicious Apps on personal BYOD devices used for 

confidential professional communication explained? 

24 

2.
3 

In
te

gr
it

y 

Are requirements regarding server location, data 

encryption, data security in transit and at rest, and relevance 

to BYOD, IM and third-party App clearly described? 

12 

Are requirements for configuring of any third-party App 

(e.g., disabling image and data streaming to networked 

devices and unsecured cloud servers) explicitly described? 

20 

Are security settings, password protection and MFA of 

device and or Apps discussed? 

26 

Is the requirement for regular training or briefings on 

security stipulated? 

25 
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Is the need for a regular, scheduled review of the App clearly 

communicated? 

28 

2.
4 

A
va

ila
b

ili
ty

 

Is evaluation of the network capacity, network coverage, 

power usage, and data accessibility discussed? 

22 

Are there clear instructions for record-keeping of chat / 

images in patient records, inc. scheduled recording / 

downloading & deletion of confidential data from senders' 

& receivers' Apps & devices? 

17 

3. Timeliness Is the publication date after May 2018? 30 

Are there scheduled updates, or is the content from a source 

that regularly provides updated information? Is this 

publication recent enough to be relevant? 

7 

4. Relevance Does the guidance cover the use of relevant functionality for 

maximum security and compliance with data protection 

regulations? 

20 

Are the legal and ethical issues of obtaining informed 

consent from patients discussed and explained in relation to 

the processing of their data on personal BYOD devices, IM, 

or third-party Apps? 

20 

5. Clarity Is the terminology easily understood? 30 

Is the advice easy to interpret and apply in clinical practice? 28 

6. Credibility Is the content specific to a jurisdiction, such as specifying 

GDPR requirements (EU / UK) or HIPAA requirements (USA)? 

23 

Is the source of this publication credible to clinicians? 27 

Publication contains declaration of no bias, or no evidence 

of sponsorship or bias present 

17 

 

6.4.2.3.1.1 Data analysis 

Cohen's Kappa was chosen as the statistical test because it effectively measures the level of 

agreement between individual expert reviewers' scores and our predefined Gold Standard 

scores for each guideline article. A comparison of each set of scores was used to calculate a 

Cohen’s Kappa coefficient value for each expert reviewer for each paper. The coefficients 

varied significantly, ranging from less than 0.05 (slight agreement) to as high as 0.9 (almost 
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perfect agreement), indicating substantial differences in rating accuracy between reviewers 

on certain questions 165. 

Figure 12: Accuracy Score and Strength of Agreement (Landis and Koch 1977) 

      

The individual Cohen’s Kappa scores were combined to create an overall Cohen’s Kappa score 

for each reviewer. This served as an accuracy measure for each reviewer using DDA v2.0 

(Figure 12). These results revealed considerable variation in accuracy across reviewers. The 

overall Cohen’s Kappa scores ranged from 0.2 (slight agreement) to 0.68 (substantial 

agreement) 165. These findings demonstrate the utility of DDA v2.0 in assessing the quality of 

data within guideline documents. 

6.4.2.3.2 Qualitative data 

The focus group dialogue was guided around the utility, comprehensiveness, and application 

of the DDA v2.0; five main themes emerged from our thematic analysis (informed by work of 

Braun and Clarke 2006) 108 . The themes included (1) appreciation for the utility of the DDA 

artefact, (2) awareness of improvements in personal insight and competency due to 

engagement with the artefact, (3) recommendations for improvements in clinician education, 

(4) issues concerning compliance with legal and regulatory frameworks, and (5) suggestions 

Kappa Statistic        Strength of Agreement 

<0.00   Poor 

0.00 – 0.20  Slight 

0.21 – 0.40  Fair 

0.41 – 0.60  Moderate 

0.61 – 0.80  Substantial 

0.81 – 1.00  Almost Perfect 
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for improvements of the artefact. This analysis informed our understanding of the DDA's 

utility and were used to guide further refinements. 

6.4.2.3.2.1 Utility and Impact of the DDA v2.0 

There was general appreciation that DDA v2.0 could be used to inform and refine user 

understanding of the reliability of clinical guidelines. Most participants acknowledged how 

effectively the artefact identified areas that were either omitted, insufficiently addressed, or 

overlooked in existing guidelines. This provided a structured approach to evaluating the 

completeness and quality of guideline documents, thereby supporting informed decision-

making regarding communications technology. 

"This is great, kind of shows you the holes in the paper. I had not seen those holes. You 

know, in the initial read? I had to go through these questions and then I was able to 

pick through the whole thing spotting this and that." (Student Clinician 4) 

Thus, it highlighted the effectiveness of the DDA v2.0 in identifying important omissions in 

guidelines that clinicians were previously unaware of. 

“Even the confidentiality part, easily specified that BYOD should never access free Wi-

Fi, so that's very clear and very relatable and understandable.” (Qualified Clinician 1) 

Thus indicating that she had not previously considered that accessing free Wi-Fi may pose a 

security threat to the processing or hosting of confidential patient data on a personal mobile 

phone, demonstrating the potential of the DDA v2.0. 

6.4.2.3.2.2 Awareness and competency development 

Despite widespread publicity regarding the GDPR’s implementation in May 2018 19, 25, 

discussions revealed a significant gap in knowledge among both student and qualified 

clinicians, regarding professional responsibilities under the law when processing patient data 

using personal smartphones, IM, and third-party apps to process confidential data. 

Engagement with the DDA v2.0 served as a catalyst for transitioning clinicians from a state of 

“unconscious incompetence” (Qualified Clinician 2) to conscious incompetence, particularly in 

areas involving digital tools and legal obligations. This shift was marked by a growing 
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awareness and consciousness of the clinicians’ knowledge gaps as they progressed through 

the materials (three test guideline papers 109, 111, 116), with improvements in their 

understanding noted with each subsequent review. 

“Using this tool, I suppose it brings you to a stage of what they call conscious 

incompetence, where you realise, oh, there's so much I don't know, but that is an 

awareness.” (Qualified Clinician 2) 

This sentiment was widely supported by the qualified clinicians. Both groups described how 

their insights had improved from their reading of the first to the third guideline document 

while using the artefact. 

6.4.2.3.2.3 Educational needs and recommendations 

Engaging with the DDA raised awareness of a requirement for training and education on using 

digital communications technology, focusing on professional and legal obligations for 

handling sensitive patient data. It was suggested that this could be included as compulsory 

Continuing Professional Development (CPD) to ensure practitioners are well-prepared for 

contemporary clinical environments. Student reviewers voiced concern about how they could 

inform themselves post qualification if they did not have access to the university academic 

library for their professional development. 

“We've got *CPR requirements, and you know, all various, like CPD requirements, and 

as you said” (referring to a fellow Research Subject) “radiological licenses and 

everything. Like we should be forced, it should be compulsory.” (Qualified Clinician 2). 

*CPR - Cardiopulmonary Resuscitation 

"Our programme would really benefit from at least having like workshops or 

something about this kind of stuff." (Student Clinician 2) 

"Do you think we'll struggle more to get access to stuff when we're out of the 

university?" (Student Clinician 3) 

There was consensus among participants regarding the need to integrate this content into 

both undergraduate and postgraduate professional education. 
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6.4.2.3.2.4 Technology and compliance 

Reviewers in both groups acknowledged their overreliance on, and implicit trust in encrypted 

well known and widely used commercial apps for communication between clinicians. There 

was agreement regarding a pervasive general assumption that these apps are inherently safe 

for the communication of sensitive patient data. The lack of explicit guidelines from 

authoritative bodies was highlighted as a critical issue, indicating an urgent need for clear, 

actionable guidance to navigate the complexities of technology use in clinical practice. 

“And it's interesting because for all the other things we use, most of the things we need 

some knowledge to start using them? So, not for technology, so, everybody's using it, 

so nobody's waiting for guidelines or recommendations. So, it is very urgent really.” 

(Qualified Clinician 1) 

“We need to be aware because we're going, maybe we're starting to get there in the 

hospital but we're going to be entering a world where it's completely driven by that, 

so if we're not aware of it. Yeah, we're going to have a hard time.” (Student Clinician 

1) 

Participants emphasised the requirement for well-informed guidance to assist busy 

professionals to navigate the complexities of digital technologies for processing confidential 

data and meeting legal requirements. 

6.4.2.3.2.5 Areas for improvement 

Suggestions for creating a clearer and more accessible DDA design were proposed by both 

groups of practitioners. These included adopting a vertical format to avoid horizontal scrolling 

and making questions more concise. There was frustration expressed by some student 

clinicians with the instructions sheet that required them to flip between the tabs of a MS Excel 

spreadsheet to access the additional information. They advised on the importance of 

digitising the artefact in the future. One reviewer suggested that an app would allow users to 

track their progress and estimate the time needed to complete the task, potentially 

generating a result or conclusion upon completion of the task. 
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To accommodate users unfamiliar with technical jargon, one qualified clinician reviewer 

suggested completely removing certain regulatory requirements from the DDA v2.0. Another 

clinician indicated that technical assessments might be more appropriately handled by 

certified specialists, reducing the burden on those who may find some technical details 

challenging. Conversely, student clinicians were enthusiastic about learning more, to better 

inform themselves. 

“Yes, shorter, more of the shorter questions, or more focused questions. Because 

again, it was just frustrating. I said - do I say yes? Or do I not say no for this or do I say 

yes, yes, yes.” (Qualified Clinician 3) 

“Because I feel like sometimes by the time you're flipping pages, you forgot already 

what that meant.” (Student Clinician 5) 

“…at the end you kind of get like a summary or like a result of based on what your 

input was.” (Student Clinician 5) 

“Do you really need to ask all those? Or, because I understand where you're coming 

from that you wanted to include everything that is important, but it's, say from a 

clinician’s perspective. And in order for you to make a decision.” (Qualified Clinician 1) 

“This is practical. These are things that we need to know, right?” (Student Clinician 1). 

6.4.2.3.3 Synthesis of quantitative and qualitative data 

By integrating the results of the statistical analysis with the qualitative feedback from the 

focus groups, additional important insights emerged. During the drafting of the DDA v1.0 and 

DDA v2.0, the wording of questions was kept deliberately concise, with supplementary details 

provided on the additional Instructions Sheet as an additional tab of an Excel spread sheet. 

This approach aimed to avoid excessive description, particularly for younger and more IT-

literate users. However, when examining the results for a specific question in the Accuracy 

dimension - “Does the publication cite and align with credible cybersecurity sources?” It 

became clear that further clarification was necessary. The original explanation on the 

separate Instructions Sheet stated: “Draws upon and aligns with the latest guidance from 
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reputable cybersecurity sources like the National Cyber Security Centre (NCSC) in Ireland and 

/ or the UK, the National Institute of Standards and Technology (NIST) in the USA, or insights 

from a software assurance professional / security analyst who has conducted specific App 

vetting. The document must explicitly mention widely used third-party communication Apps 

(e.g., WhatsApp, Signal, Trello), IM, and or personal BYOD smartphones.” 

Despite this, only 12 out of 30 answers to this question were correct (Table 11). Comments 

from the focus groups indicated that reviewers only recognised what constituted a credible 

cybersecurity source after they had completed the scoring exercise and during the focus 

group discussions, such as: “I’m going to just say cybersecurity resources from now on when 

I’m reading these things because it’s true. Like it has to be from a credible source.” (Student 

Clinician 1) 

It became apparent that some reviewers were unaware of what constituted a credible source 

until it was discussed, and they were unfamiliar with the content of the Instructions Sheet. 

“But even since I come into the room now, I know I didn’t fully understand some of the 

terms in the tool either.” (Qualified Clinician 4) 

Due to the variation in scores and the inaccuracy of interpretation of the question, we revised 

the wording. Additionally, ‘hints’ were included beneath each question to assist those who 

might not read the additional information on a separate tab or sheet. The descriptors were 

further simplified in DDA v2.0 and questions were broken into focused sub-questions to 

ensure precision and clarity. This approach aimed to minimise subjectivity and ensure 

consistent application by raters (Table 12). During the focus groups, two expert reviewers 

showed a significant lack of familiarity with the Instructions Sheet, and another reviewer's 

engagement with it was uncertain due to minimal contribution during the focus group. These 

three reviewers recorded the lowest Cohen's Kappa scores.  
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Table 12: Summary of Revisions to DDA v2.0 

Dimension Initial Issue Action Taken 

Accuracy Confusion regarding interpretation of 

the question as reviewers unsure as to 

what constituted a reputable source 

Reworded to include more specific detail, less 

reliant on separate Instructions Sheet 

Confidentiality / 

Integrity 

Question concerned too many 

mutually exclusive issues. 

Reworded to contain three sub-questions for 

clarity 

Completeness / 

Integrity 

Sub-question caused confusion and 

misinterpretation 

Reworded for clarity 

Completeness / 

Availability 

Question concerned several 

associated issues 

Reworded to contain four sub-questions for 

clarity 

ALL Layout in landscape meant it was 

difficult to print or read on computer 

monitor 

Format changed from landscape to portrait, 

making it easier to print on one page and read 

on a computer monitor. Numeration added to 

some subdimension questions to aid clarity 

ALL Flipping between tabs to access the 

Instructions Sheet tab and the DDA 

questions was time consuming and 

caused confusion 

Included user instructions / information as 

‘hints’ underneath each question to make 

requirement for moving between sheets less 

likely 

6.4.2.4 Evolution 

This cycle focused on evaluating how well clinicians applied the toolkit in a real-world setting. 

Several design aspects were refined and revised to ensure that DDA v2.0 could be more 

accurate and effective for future use (Table 12). One of the defining features of the 

development of DDA v2.0 was the dynamic and iterative collaboration between the research 

team and the clinician reviewers. This two-way engagement was essential to ensure that the 

artefact remained grounded in practical clinical realities. The clinicians' feedback, informed 

by their hands-on experience in clinical settings, not only identified key usability issues, such 

as the universal lack of familiarity with complex security terminology, but also guided us in 

making refinements that would make the tool more accessible without compromising on 

technical accuracy. 

Further, it was apparent that not all clinicians had familiarised themselves with or fully utilised 

the additional Instructions Sheet, affecting their ability to use the tool effectively. Pointing to 
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the need to further refine the DDA v2.0 to integrate key information. This two-way 

engagement ensured that the DDA v2.0 was co-designed with the practitioners it was 

intended to support. The collaborative nature of the process allowed for iterative 

improvements that bridged the gap between academic research and practical application. 

6.4.3 DDA v3.0 Diagnosis, Design, Implement, and Evolution 

6.4.3.1 Diagnosis 

In this cycle, the focus was on further refining and improving DDA v3.0. Consistent with 

Mullarkey and Hevner’s 30 elaborated ADR model, the interplay between the research team 

and clinicians was central to the co-creation process, where both parties engaged in iterative 

cycles of diagnosis, intervention, and reflection. Reflection in this ADR process is not a final 

step but is integrated into each cycle, helping to ensure that the research evolves dynamically 

in response to the context and outcomes observed during the study. Upon further conscious 

reflection on the problem, and after consideration of the results of testing, we concluded that 

some clinicians either chose not to use the Instructions Sheet or did not refer to it 

consistently, which in turn affected the accuracy of their assessments. 

6.4.3.2 Design 

The primary design change involved the removal of the Instructions Sheet in its standalone 

form. While ‘hints’ had been introduced during DDA v2.0, they were further enhanced. 

Essential details were incorporated directly into the DDA v3.0 in the form of expanded ‘hints’, 

making the toolkit more streamlined and user-friendly. These were strategically placed in 

sufficiently prominent positions, to ensure that clinicians would use them. The goal was to 

simplify the use of the DDA without sacrificing the depth of information needed to apply the 

toolkit accurately. Additionally, the interface was updated to improve its usability, including 

adjustments to the font size and the transition to a more user-friendly table format in MS 

Word. 

6.4.3.3 Implement 

Following these refinements, we reshared the DDA v3.0 with the ten focus group participants 

via email on 25th September 2024. Clinicians were asked to review the revised version and 
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provide feedback. True to the elaborated ADR model, the implementation phase was seen as 

an intervention that involved ongoing evaluation and learning, guided by feedback from 

clinicians. The reviewers were asked to focus specifically on the effectiveness of the ‘hints’ 

and the overall ease of use of the new format to inform the next phase of the DDA evolution. 

6.4.3.4 Evolution 

In this phase, the feedback received from the clinician reviewers confirmed that the removal 

of the Instructions Sheet had simplified the artefact, while still ensuring comprehensive 

coverage of all key issues. The only further amendment suggested was to ensure that the 

word ‘hint’ is highlighted in bold typeface. Reviewers expressed confidence in the artefact's 

practical application, with one reviewer stating that they would be happy to recommend it to 

colleagues. As emphasised by the principles of ADR, the close collaboration between 

researchers and practitioners allowed the artefact to evolve in response to both theoretical 

considerations and practical needs of users 155, ensuring that it effectively addresses the core 

problem of secure and compliant clinician communication. The co-creation process ensured 

that the DDA is not only a research artefact but a tool that is practical, user-friendly, and 

aligned with the day-to-day realities of clinical communication. The next step will involve 

assessing the wider deployment of DDA v3.0 in additional clinical settings and collecting 

further data to support ongoing improvements. 

6.5 DISCUSSION 

This study designed and evaluated a decision-support tool, the DDA, to support clinicians in 

assessing the quality and reliability of guidelines for secure communication practices using 

BYOD smartphone, IM, and third-party app technology, presented in Table 13. The DDA was 

developed to address the gap between existing guidelines and the steps required to ensure 

compliance with data protection regulations, such as GDPR. It addresses these challenges by 

combining technical accuracy with usability, making data compliance more accessible to non-

IT specialists. The development and iterative evaluation of the DDA followed a systematic 

approach inspired by elaborated ADR 30, facilitating a collaborative process between clinicians 

and researchers, with both parties playing essential interdependent roles to ensure that the 

artefact addressed practical clinical needs while revealing new research insights. 
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The proposed artefact is valuable in raising awareness among clinicians of complexities they 

may not have previously considered. Working with practitioners, the ADR process revealed a 

widespread lack of awareness regarding their obligations under the GDPR and the challenges 

associated with using personal smartphones, IM, and third-party apps. These challenges 

include data streaming between devices and to potentially insecure cloud servers, record-

keeping, and obtaining informed consent from patients, echoing recent literature 4, 96, 129. This 

finding reinforces the importance of integrating this subject matter into undergraduate 

healthcare curricula and ongoing professional education to ensure compliance and effective 

use of digital technologies in clinical settings. While student participants recognised the need 

for this content, aligning with current thinking regarding requirements for undergraduate 

dental curricula in Europe 9, qualified clinicians stressed the role of regulatory bodies in 

mandating CPD to cover these legal responsibilities. 
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Table 13: Data Dimension Artefact (DDA) v3.0 

 

DATA 

DIMENSION 

GUIDANCE FOR SECURE COMMUNICATION Yes No 

1.
 A

cc
u

ra
cy

 

Does the publication mention advice from trusted cybersecurity sources like the National 

Cyber Security Centre (NCSC) in the UK / Ireland or the National Institute for Standards 

and Technology (NIST) in the USA? Hint: Mentions of these organisations. 

  

Does the publication explain how to use messaging Apps (e.g. WhatsApp or Signal) & 

other third-party Apps on personal smartphones for secure communication? Hint: Clear 

step-by-step instructions for maintaining private and secure communications. 

  

2.
 C

o
m

p
le

te
n

es
s 

2.
1 

G
en

er
a

l 

(i) Does the publication clearly explain why a personal device, Instant Messaging, or 

third-party App is being used for clinical communications? 

Hint: Look for reasons like specific features and efficiency to enable understanding of 

the benefits and risks. 

  

(ii) Does the publication clearly state the need for a formal risk assessment (such as a 

Data Protection Impact Assessment (DPIA) in the EU) before using these 

technologies? Hint: Ensure it emphasises the legal requirement to assess potential 

security issues and develop a best practice plan. 

  

2.
2 

C
o

n
fi

d
en

ti
al

it
y 

(i) Does the publication explain and describe the obligations for clinicians when using 

personal smartphones, Instant Messaging, and third-party Apps to process patient 

information in terms of relevant laws like GDPR (EU) or HIPAA (US)? Hint: How these 

regulations apply and what needs to be done to comply – for example, patients have 

the right to request access to the data to correct it, or to have it deleted. 

  

(ii) Does the publication discuss verifying that an App does not access sensitive 

metadata (like location, date, and time) in exchange for functionality? Are steps to 

limit such access explained? Hint: Check if it mentions ways to disable features like 

geolocation, camera, and microphone. 

  

(iii) Does the publication specify that personal smartphones should never use free 

Wi-Fi if they host or process sensitive data? Hint: Ensure it advises against using free 

Wi-Fi to prevent data breaches. 

  

(iv) Is it stated that unauthorised users must be prevented from accessing any device 

that hosts sensitive data? Hint: Look for guidance on keeping the device secure and 

not sharing it with others. 
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(v) Does the publication explain the importance of avoiding the installation of 

suspicious Apps on personal smartphones used for confidential professional 

communication? Hint: Advice against installing and / or co-hosting Apps (e.g. TikTok) 

that might pose security risks. 

  

2.
3 

In
te

gr
it

y 

(i) Are the requirements regarding the following aspects clearly described, including 

their relevance to personal smartphones, IM, and third-party Apps? Hint: Each 

aspect is specifically addressed in the context of personal smartphones, IM, and third-

party Apps, detailing how these requirements impact secure usage. 

  

(a) Server location   

(b) Data encryption   

(c) Data security in transit and at rest   

(ii) Does the publication explicitly describe how to configure any third-party App 

(e.g., disabling image and data streaming to networked devices and unsecured cloud 

servers) to minimise risk? Hint: Clear instructions on adjusting App settings to enhance 

security. 

  

(iii) Is the importance of security settings, AND password protection, AND Multi-

Factor Authentication (MFA) for devices and Apps thoroughly explained and 

emphasised? Hint: Recommendations on using strong passwords, enabling MFA, and 

configuring security settings. 

  

(iv) Is the requirement for regular training or briefings on security clearly stated? 

Hint: The need for ongoing education on security practices. 

  

(v) Is the need for regular, scheduled reviews of the App clearly communicated? 

Hint: Advises regular evaluations and updates on security measures. 

  

2.
4 

A
va

ila
b

ili
ty

 

(i) Does the publication discuss the importance of evaluating the following 

elements? Hint: Explanations of how factors affect the availability and functionality of 

the App. 

  

a) Network capacity   

b) Network coverage   

c) Power usage   

d) Data accessibility   
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(ii) Are there clear instructions for keeping records of chats and images in patient 

records, including regularly scheduling the recording / downloading and deletion of 

confidential data from both the sender's and receiver's Apps and devices? Hint: Steps 

on how to save and delete data securely to ensure compliance with ethical, regulatory, 

and legal requirements. 

  

3.
 T

im
e

lin
es

s 

Is the information published after May 2018 (post-GDPR implementation)? Hint: Publication 

date should be no older than 2 years with older editions archived to avoid confusion. 

  

Does the source regularly update the content, or are there scheduled updates? Is this 

publication recent enough to be relevant? Hint: look for information on how often the 

content is updated and if the publication is still current.  

  

4.
 R

el
ev

an
ce

 

Does the guidance explain how to use personal smartphones, messaging Apps, or third-

party Apps securely in compliance with data protection laws? Hint: Advice on avoiding 

insecure cloud backups, suggestions for securely storing chats and images and the specific 

requirements for legally processing patient data under the law (e.g. GDPR) 

  

Does the guidance discuss the legal and ethical issues of getting informed consent from 

patients for using these technologies? Hint: Explains the need for clinicians to understand 

and communicate the risks and benefits and clarifies that patients cannot consent to illegal 

data processing. 

  

5.
 C

la
ri

ty
 

Is the language used simple and easy to understand, with all necessary materials or links 

provided for further information? Hint: Check if you understand terms used without 

needing to look them up elsewhere, and if the document includes links or additional 

materials for more information. 

  

Is the advice clear and easy to apply in your clinical practice? Hint: Can you apply the 

guidance to your daily work? 

  

6.
 C

re
d

ib
ili

ty
 

Does the content mention specific legal requirements, like GDPR (EU / UK) or HIPAA 

(USA)? Hint: Data protection laws and regulations in your region. 

  

Is the source of this publication a trusted and reputable authority for clinicians? Hint: 

Trusted sources for example: clinical defence unions, HSE / NHS, Royal Colleges etc. 

  

Does the publication clearly state that there is no bias or sponsorship, or is there no 

evidence of bias or sponsorship? Hint: Declaration of no bias or indication that the content 

might be influenced by sponsors. 

  

7.
A

cc
es

s Can you access the full publication without needing to pay, subscribe, or log-in? Hint: 

Document is freely available and not behind any paywalls or membership requirements. 
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The GDPR may place clinicians, particularly those in private practice, in the role of data 

controller, creating significant responsibilities they may not be prepared for. These include 

determining how personal data is processed and ensuring its protection by adhering to the 

GDPR principles, such as securing patient data and upholding patients' rights 19, 25 when using 

personal BYOD smartphones, IM, and third-party apps. The GDPR is designed to create a clear 

and consistent framework that helps organisations, including clinicians, understand their 

obligations and ensure compliance 166. One experienced clinician’s feedback suggested that 

in her opinion some dimensions of the DDA v2.0 were too complex and should be removed. 

This reflects a concerning perception that legal and regulatory mandates might be optional 

or even irrelevant to clinicians. This may reveal a disconnect between the legal requirements 

of clinicians and their understanding of them, despite the stringent security mandates under 

the GDPR for clinical data (classified as special category data). Further, findings indicate that 

many clinicians did not fully grasp their legal obligations when using personal digital tools to 

manage patient data. This lack of understanding extends to the practical and technical 

measures necessary for GDPR compliance. 

The analysis of Cohen’s Kappa scores revealed significant variation in the level of agreement 

between reviewers and the Gold Standard Scores when using the DDA v2.0 to assess the three 

selected published guidance articles 109, 111, 116. The scores ranged from as low as 0.2 (slight 

agreement) to as high as 0.68 (substantial agreement) 165. This highlights not only differing 

interpretations of the DDA v2.0 among practitioners but also underscores a critical issue: the 

overconfidence of some practitioner reviewers in their ability to complete the assessment 

without fully engaging with the accompanying Instruction Sheet. This overconfidence was 

evidenced in the focus group discussions, where it became apparent that some practitioners 

believed they understood the DDA questions better than their performance against the Gold 

Standard Test Scores. The lack of familiarity with the Instruction Sheet likely contributed to 

the lower Cohen's Kappa scores, suggesting that some reviewers had not recognised the 

complexities of the questions, or the nuances required for accurate assessment. This finding 

points to a potential "unconscious incompetence" 167 among clinicians, where they may not 

be aware of their own knowledge gaps. The observed variation in scores emphasises the 

importance of ensuring that all users are adequately prepared to use the DDA. While 

subsequent iterations of the DDA, including the DDA v3.0, incorporated improvements such 
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as additional ‘hints’ to eliminate the requirement for an additional instruction / information 

sheet, and a clearer format, these changes alone may not be sufficient. Overconfidence can 

significantly impair decision-making by fostering a false sense of competence and autonomy, 

leading individuals to overestimate their abilities and underutilise available resources 168, 169. 

Practitioners noted the necessity for a significant cultural shift within clinical environments to 

support the safer use of personal digital communication technologies. By fostering a 

collaborative and informed culture, clinicians can better navigate the complexities of using 

digital technology, enhancing their understanding of data protection obligations, and 

ensuring patient data is managed responsibly. With the current absence of explicit guidelines 

from authoritative bodies 27, there is a broader need for a digital transformation strategy 

involving collaboration among regulatory bodies, health systems, IT and cybersecurity 

professionals, and patient groups. Following clinician feedback, it is likely that the next 

iteration DDA v4.0 will be a digitised version hosted by a health system or regulator to 

enhance usability and compliance support. 

The psychological effects of perceived power, as detailed by See et al. 169, can lead to a 

diminished willingness to seek advice or adhere to guidelines, which directly impacts on the 

consistency and accuracy of evaluations. By understanding and mitigating the influence of 

overconfidence and the psychological effects of power on judgment, organisations can 

enhance the reliability and accuracy of assessments, ultimately improving decision-making 

processes in leadership and management contexts 168, 169. Existing literature indicates that 

targeted training could significantly enhance the reliability and consistency of Cohen’s Kappa 

scores 170. Such sessions could include practical exercises using real-world examples and 

calibration meetings where raters discuss and reconcile differences, thereby improving inter-

rater reliability. Furthermore, practitioners perceived that the improvement in their ability to 

evaluate guideline papers was due to increased familiarity with the DDA questions through 

practice. However, without a predefined sequence for assessing the three papers 109, 111, 116, 

it was not possible to statistically verify this. This observation supports the need for structured 

training and calibration sessions to mitigate the risks associated with overconfidence and to 

enhance the accuracy and reliability of the DDA. 
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6.6 CONCLUSION 

We adopted a holistic approach drawing on the areas of healthcare, IS, cybersecurity and 

legal / regulatory frameworks, to enhance the quality of decision-making regarding clinical 

communication using digital tools. This study emphasises a multi-stakeholder approach 

addressing the needs of both practitioners (i.e. Clinicians) and the larger organisational and 

regulatory ecosystem, aiming to support compliance and improve data quality in healthcare 

environments. Through an ADR approach, we developed the DDA for assessing and improving 

the data quality of guidelines concerning the use of BYOD, IM, and third-party apps for secure 

communication. This paves the way for more effective integration of digital technologies into 

clinical practice, setting the stage for future digital transformation in healthcare. Despite its 

strengths, our study has limitations. One primary constraint is the DDA’s dependence on the 

quality of input data, which can vary between practitioners, potentially affecting its 

consistency and accuracy. Additionally, the artefact has been assessed in a controlled 

environment and its performance in ‘real-world’ clinical settings remains to be fully 

evaluated. Ongoing evaluation and iterative refinement are essential to ensure its reliability 

and effectiveness in practice. The DDA could evolve further, it has the potential to be tailored 

for specific clinical or healthcare areas to enhance its relevance and application in diverse 

settings. 

This study advances theoretical development in the research-clinician design process in three 

important ways. Firstly, to the best of our knowledge, few studies have applied elaborated 

ADR 30 to design an artefact to guide clinicians use of BYOD, IM, and third-party apps. This 

theoretical lens provides a new perspective to explore a co-creation phenomenon in this 

context. The design of the initial DDA emerged from existing data dimensions 148,  these 

ingrained elements were fundamental to informing the artefact's analytical capabilities. Thus 

ensuring adherence to rigorous data quality standards while aligning with evolving clinical 

requirements, thus manifesting the DDA “in a socially recognisable form” 171, p.19. One key 

element of the artefact’s evolution was the continual, close collaboration between 

researchers and clinicians, ensuring that the DDA remained relevant to clinical needs, and 

practical for real-world application. This interplay facilitated the iterative refinement of the 

artefact, allowing it to address real-world challenges more effectively while being shaped by 
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ongoing feedback from clinical practice. Secondly, this research reveals challenges 

encountered in contemporary clinical settings highlighting the tension between the need to 

ensure the precision of the technical terms used to communicate data and digital security 

guidance while maintaining the usefulness and usability of the DDA. This approach also serves 

to uncover the gaps in digital and data security literacy among clinicians. Thirdly, the value of 

researcher-clinician designed artefacts constitutes a research field of real importance as 

clinicians continue to rely on informal IT solutions to do their jobs. Building on the work of 

Twomey et al. (2020) 172, our approach enabled us to generate fresh insights into the 

phenomena, refining our understanding of the problem, and working towards a more holistic 

and inclusive perspective. Practical insights from clinicians contributed to the advancement 

of the design of the DDA. 

This research primarily focuses on clinicians who need to navigate complex data quality 

standards and regulatory compliance when using digital tools to share sensitive patient 

information. These professionals often struggle with interpreting regulatory guidelines while 

managing time constraints and focusing on patient care. This study reveals an important 

opportunity to investigate the impact of decision confidence and perceived expertise on the 

use of the DDA 168 among clinicians. Overconfidence in one's judgment and expertise can lead 

to a biased interpretation of data and disregard for critical input, ultimately affecting the 

accuracy and reliability of assessments. Future studies could explore how these cognitive 

biases influence the effectiveness of the DDA in clinical settings and identify strategies to 

mitigate their effects. This could involve examining the relationship between decision 

confidence, information use, and decision outcomes, developing training interventions aimed 

at fostering a more balanced and reflective approach to decision-making among clinicians. 

While our proposed artefact supports decision-making by clinicians, there remains a need for 

specific, actionable, regularly updated guidance and education to keep pace with 

technological advancements and promote compliance among clinicians. 
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CHAPTER 7 DISCUSSION 

This thesis addresses the overarching research question: How do / should clinicians use 

smartphone technologies to communicate patient data? To this end, four key objectives were 

pursued: 

1. To evaluate the available literature on the use of personal smartphone technology for 

communication between clinicians. 

2. To determine the current use of smartphones and mobile technology among clinicians 

in Ireland and the UK. 

3. To evaluate the current guidelines that are available to inform practice-based 

communication between clinicians using personal BYOD smartphones, IM and third-

party apps in Ireland and the UK. 

4. To develop and evaluate a clinician toolkit (artefact) to assist clinicians in their 

assessment of the available guidelines regarding communication using smartphone 

technologies. 

In this chapter, we examine how each of these objectives has been met, the findings are 

synthesised, and their significance critically evaluated in the context of enhancing secure 

communication practices in healthcare. 

7.1 OBJECTIVE 1: TO EVALUATE THE AVAILABLE LITERATURE ON 

THE USE OF PERSONAL SMARTPHONE TECHNOLOGY FOR 

COMMUNICATION BETWEEN CLINICIANS 

The initial scoping literature review 35 serves as a foundation for this study. It provides a 

comprehensive overview, map and assessment of the available published literature (as of 

early 2021) informing practice regarding the use of personal smartphones for secure 

communication between clinicians. Evidence was found of widespread, international 

adoption of BYOD smartphones, apps and functionality (from image sharing 3, 4, 10, 25, 39, 44, 46-

48, 50, 58, 64, 65, 67, 68, 70, 72, 81, 92, 93 to IM 4, 6, 10, 11, 36, 37, 39, 44, 48-50, 58, 63-65, 68, 70, 75, 85, 90, 93, 94 and video 



 131 

conferencing 4, 6, 10, 11, 36, 37, 39, 44, 48-50, 58, 63-65, 68, 70, 75, 85, 90, 93, 94 to communicate confidential 

information between clinicians. 

Despite the efficiency and convenience these technologies offer, significant risks related to 

data security, patient privacy, and compliance with the legal and technical requirements of 

GDPR were found to be underexplored and inadequately addressed within the published 

literature. A key finding of this first scoping literature review was the significant lack of 

evidence describing the use of genuinely secure channels for communicating sensitive patient 

data between clinicians. Notably, almost 40% of publications failed to acknowledge or totally 

ignored the essential technical and security measures necessary for safeguarding confidential 

information 2, 6, 37, 39, 55, 61-79, which are necessary for ensuring compliance with GDPR 19 within 

the EU or HIPAA 23 in the USA. Given the strict technical and security requirements required 

by GDPR, underpinned by Article 8 of the European Convention on Human Rights 57, this gap 

in the literature is deeply concerning and raises significant questions regarding the adequacy 

of current digital communication practices. Significantly, data subjects (all individuals within 

the EU) gained a raft of new legal rights regarding the processing of their data including the 

right of access, the right of rectification, the right to erasure, the right to restrict processing 

and the right to object to their data being processed 54 with the implementation of GDPR in 

2018. This oversight highlights gaps in knowledge regarding what constitutes an appropriate 

secure digital communication channel, as well as the processes for risk assessing and 

approving such channels for clinical use, not only for those who authored the papers but 

importantly, for those who peer reviewed and published them. The continued publication of 

material that lacks comprehensive acknowledgement or insight regarding these issues may 

contribute to the persistence of these gaps, potentially reinforcing misconceptions and 

perpetuating inadequate practices in clinical settings. 

Adherence to data protection laws and regulations require actionable, well-informed advice, 

policy, and training to address the security and technical challenges posed by the current 

BYOD smartphone communication technology used in clinical practice. An appreciation of the 

complexities involved is essential, yet it is evident from the first scoping literature review that 

many authors / researchers and indeed peer reviewers lack sufficient insight into these issues, 

further exacerbating the problem. 
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While much of the published literature was found to acknowledge the availability, usefulness, 

and widespread use of these technologies, few studies provided detailed guidance on how to 

ensure data security and respect patients’ rights under the law. This highlights a critical need 

for more targeted research that addresses the secure use of BYOD smartphone technology in 

clinical settings. It is essential that various associated subject matter experts (including 

cybersecurity, IT, information governance and legal specialists) with a deep understanding of 

the technical challenges posed by the technology, data protection laws and regulations or 

information governance, be drawn upon to inform policy, and peer review of any such 

material prior to publication. The simplicity of the use of this technology has evidently been 

taken at face value, and in doing so, the complex security challenges and the human rights of 

those involved have apparently been put at risk. Without specialist input from cybersecurity 

and data governance professionals familiar with the specific requirements for GDPR 

compliance, the published literature risks propagating a culture of inadequate and 

irresponsible communication practices. 

These findings align with the research objective and emphasise the importance of 

understanding the landscape of BYOD smartphone technology use among clinicians. In light 

of the assessment of the literature for this scoping review in early 2021, it is notable that 

subsequent, recent work by Morris et al., of October 2024 173 corroborates our observations. 

A simple PubMed search conducted as part of that study 173, highlights the continued 

informal, widespread reliance on WhatsApp, IM and other third-party apps for clinical 

communication in various settings globally, with almost 2000 citations and 16 literature 

reviews identified on the subject published over the last five years. Authors found the benefits 

and utility of IM and third-party apps such as WhatsApp widely reported, but noted the 

absence of guidelines, a lack of formalisation, or awareness of regulatory requirements in 

their review of publications. This aligns with the gaps observed in this thesis, particularly 

concerning when the technical and legal inadequacies of such platforms for secure 

communication are considered. These parallels underscore the urgent need for targeted 

guidelines and tools to ensure compliance with data protection standards like GDPR, a focus 

central to the development of the toolkit, presented in this thesis. 
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It is essential to understand why many clinicians continue to use insecure personal platforms 

rather than more secure alternatives, and apparently lack an appreciation of, or choose to 

ignore the risks this technology may pose. Clinicians’ familiarity with easily accessible yet 

insecure technology via their BYOD smartphones may have escalated this issue of “backdoor 

adoption” 38 a challenge further intensified by the COVID-19 pandemic, which created an 

urgent need for efficient remote communication, further complicating efforts to ensure 

compliance with data protection regulations. 

7.2 OBJECTIVE 2: TO DETERMINE THE CURRENT USE OF 

SMARTPHONES AND MOBILE TECHNOLOGY AMONG CLINICIANS 

IN IRELAND AND THE UK 

The anonymous online survey 96 we conducted with dental professionals in Ireland and the 

UK revealed the widespread use of personal BYOD smartphones (98% of respondents from 

Ireland and 100% from the UK). Among the 123 respondents from Ireland and 77 from the 

UK, the majority confirmed regular use of BYOD smartphones to exchange clinical information 

with colleagues, including images (63% of respondents from Ireland and 62% from the UK) 

and messages related to patient care. 

While most respondents expressed confidence in their technological skills (85% of 

respondents from Ireland and 92% from the UK), with the majority (77% of respondents from 

Ireland and 91% from the UK) believing they had the necessary proficiency to use 

smartphones for clinical purposes. The survey uncovered significant concerns and lack of 

awareness regarding gaps in their knowledge and practice in relation to the requirements of 

data security. Despite their stated confidence in their technical skills and insights, half of the 

participants admitted to storing or potentially storing sensitive patient data on their personal 

devices (50% of respondents from Ireland), a similar proportion confirmed streaming 

sensitive data to insecure, potentially non-GDPR compliant cloud storage. Furthermore, a 

number of respondents acknowledged that data were being streamed between networked 

devices, with 73% of respondents from Ireland confirming that they owned multiple devices, 

and 29% acknowledged that data was streaming (or could stream) between these devices, 

posing additional security risks. Such practices clearly illustrate a disconnect between 
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clinicians' perceptions of security and the actual risks posed by using BYOD smartphones to 

process confidential data. These results effectively signpost the gaps in knowledge among 

clinicians regarding secure communication practices and adherence to data protection 

regulations like GDPR, demonstrating the need for clear, actionable guidelines, practical tools 

and comprehensive training to support compliance with information governance 

requirements. 

Despite a general, apparently superficial awareness of the risks associated with BYOD 

smartphone use, there was a notable lack of proactive measures being taken to mitigate these 

risks. Clinicians appeared unaware of their responsibilities under GDPR, particularly 

concerning data storage, transmission, and deletion. For example, many respondents 

confirmed that they would require technical support to remove patient-identifying data from 

their devices when upgrading or trading them in, highlighting a significant gap in their digital 

literacy. This highlights the need for practical support, resources or tools to assist clinicians in 

meeting data security requirements, as well as better signposting to help them select and 

navigate more secure BYOD smartphone communication effectively. 

Although our survey had a relatively small sample size of dental clinicians, primarily attributed 

to difficulties in accessing respondents stemming from the restrictions imposed for the 

COVID-19 pandemic in 2020 and 2021, the demographic differences between employment 

types in Ireland and the UK are noteworthy. In our survey, a significantly higher percentage 

of respondents were employed primarily in the private sector in Ireland (n=78; 63%) 

compared to the UK (n=22; 29%). This distribution is generally reflective of broader dental 

workforce trends, where the private sector dominates in Ireland. However, there has been a 

rapid shift towards private practice in the UK in recent years 174 which has continued to 

escalate subsequently. This may have implications for access to specialist resources (such as 

the advice or support of various associated subject matter experts, from IT to Information 

Governance), which may only be available to those working for larger employers such as the 

NHS. Moving forward, regulators may need to play a more prominent role in providing clear, 

actionable guidance and mandating compulsory CPD or signposting the use of specialised 

services. Such measures would raise awareness, protect the human rights of data subjects 

(patients), and safeguard the reputation of the clinical professions. 
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These findings demonstrate that despite clinicians being increasingly reliant on BYOD 

smartphones for communication regarding patients between each other, they often lack a 

thorough understanding of the security measures required to protect sensitive patient data. 

This gap reveals the urgent need for more comprehensive education, specialist resources, 

clearer guidelines regarding secure communication practices, ensuring clinicians not only 

appreciate or understand the risks and complexities, but are equipped to navigate them 

effectively. These results align with the second research objective, revealing current practices 

and pointing to the critical need for specialist resources and tools, clear guidance and 

improved training to support compliance with data protection regulations. 

Given the rapid evolution of technology, regulatory requirements, and privacy standards, 

clinicians must continuously adapt their practice to optimise security and maintain 

compliance. This reality makes guidelines and education a ‘moving target’, requiring ongoing 

updates and proactive training 175 to equip clinicians with the latest strategies for managing 

patient data responsibly. Without such adaptive support, the risk of non-compliance and 

security vulnerabilities remain high as technology and expectations advance. Following the 

assessment of clinicians' current use of BYOD smartphone technology for communication, it 

is important to evaluate the guidelines available to inform and guide these practices. 

Objective 3 addresses this need 96 by focusing on the evaluation of existing guidelines, as the 

previous findings highlight a gap between clinicians' awareness of secure communication 

practices and their actual compliance with data protection regulations. Without clear, 

actionable guidance, clinicians are left navigating this complex landscape with limited 

support, which increases the risk of data breaches and regulatory violations. Therefore, it is 

important to examine the adequacy of available guidelines to determine if they provide the 

necessary detailed, technical, actionable guidance clinicians need to ensure secure, GDPR 

compliant communication. This evaluation is essential to identify areas where additional 

support or tools may be required to enhance clinical practice. 
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7.3 OBJECTIVE 3: TO EVALUATE THE CURRENT GUIDELINES THAT 

ARE AVAILABLE TO INFORM PRACTICE-BASED COMMUNICATION 

BETWEEN CLINICIANS USING PERSONAL BYOD SMARTPHONES, 

IM AND THIRD-PARTY APPS IN IRELAND AND THE UK 

The second scoping review 27 identified significant gaps in the current guidelines available to 

clinicians in Ireland and the UK regarding the secure use of BYOD smartphone technology, IM 

and third-party apps to exchange clinical information between colleagues. Despite the 

evidence of widespread informal adoption of this technology by clinicians, some of the 

entities contacted indicated that they offered no such guidance, as the practice is banned. 

While several publications emphasise the importance of adhering to GDPR requirements and 

confidentiality principles, few offer actionable guidance regarding tangible requirements of 

clinicians or secure communication, the selection, assessment, configuration, or optimisation 

of the security of contemporary BYOD digital communication tools. Moreover, any advice 

provided was principle based, overly simplistic, and lacked the depth needed to 

comprehensively address the complexities of secure digital communication required to 

comply with GDPR standards, neglecting the critical legal obligations of clinicians as data 

processors or data controllers to ensure the protection and lawful processing of special 

category health data 176. 

This lack of specificity creates uncertainty for clinicians, many of whom are unaware of the 

full extent of their obligations regarding data protection and patients’ rights under the law 

and further, unaware of the threats to confidentiality posed by their informal adoption of 

BYOD technology. GDPR clearly classifies health related information as "special category 

data” 176 which is subject to additional protection, and this leaves clinicians vulnerable to both 

unintentional data breaches and regulatory scrutiny. Other important findings of this second 

scoping review include the significant barriers to accessing guidelines (as many required paid 

membership credentials for access or were obscured behind automated systems), and the 

lack of coordination between employers, unions, professions and regulators, and 

inconsistency in the quality and depth of advice provided. This combination not only risks 

creating confusion among clinicians but also underscores the critical need for guidance that 
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is both easily accessible and uniformly applicable across all clinical professions and healthcare 

providers. 

The absence of detailed guidance, coupled with the difficulty in accessing any such resources 

is particularly concerning given the use of these tools for clinical communication, as 

highlighted in the initial scoping literature review 35 and subsequent survey findings 96. 

Clinicians regularly use BYOD devices to share patient data, often without fully understanding 

the risks or ensuring appropriate safeguards. The failure to provide clear guidelines on the 

secure use of these technologies not only compromises patient confidentiality but also 

undermines clinicians' ability to comply with data protection regulations, ensuring that 

patients’ rights are respected. 

This review 27 revealed a critical need for accessible, consistent, well-informed, detailed 

guidelines that go beyond broad principles and offer practical advice for clinicians on securely 

configuring and using BYOD smartphone technologies. Without such guidance, clinicians are 

left to navigate this “wild west” 27 of digital communication largely on their own, increasing 

the risk of data breaches and undermining compliance with GDPR. 

In addressing this objective, this scoping review highlights the pressing need for a tool or 

resource that can provide clinicians with the support or framework they need to make 

informed decisions regarding secure communication practices. A tool could bridge the gap 

between existing broad guidelines and the practical, day-to-day realities of clinical 

smartphone communication, ensuring that clinicians are not only aware of their obligations 

but equipped to meet them effectively. 

7.4  OBJECTIVE 4: TO DEVELOP AND EVALUATE AN ARTEFACT TO 

ASSIST CLINICIANS IN THEIR ASSESSMENT OF THE AVAILABLE 

GUIDELINES REGARDING COMMUNICATION USING 

SMARTPHONE TECHNOLOGIES 

The development of a specialist clinician toolkit / artefact was driven by the need to support 

clinicians in evaluating the quality and adequacy of guidance concerning the security and 
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compliance of digital communication technologies. This toolkit was designed to fill a gap in 

the availability of clear, actionable guidance on secure clinical communication, as identified 

in the prior research. Drawing on expertise from IS, cybersecurity, and regulatory standards, 

the toolkit was generated to provide clinicians with a practical framework to inform their 

assessments of the quality of any guidelines they encounter, ensuring that their use of digital 

technologies aligns with the stringent data protection requirements of GDPR. 

The toolkit was developed using a process inspired by elaborated ADR methodology 30, which 

integrates iterative cycles of diagnosis, design, implementation and evolution. The initial 

version (DDA v1.0) was created by customising key DQDs 148 and incorporating insights from 

authoritative sources such as the NCSC, NIST, the DPO and the DPC. These sources were 

essential for providing reliable expertise, informing the toolkit’s focus on key elements of the 

data quality, including accuracy, completeness, timeliness, relevance, clarity, credibility and 

accessibility. 

This four-stage elaborated ADR approach 30, followed through three iterations with clinician 

involvement at each stage, developed a toolkit that was tested through continuous cycles of 

structured evaluation to optimise the toolkit’s evolution, usability and effectiveness. 

Quantitative analysis involved comparing the clinician reviewers' evaluation scores of 

guideline documents using the toolkit with predefined gold standard scores. The results 

revealed a broad range of accuracy in responses, with some dimensions achieving high 

agreement and others showing significant variability, reflecting a gap in clinicians’ 

understanding of data protection requirements. This discrepancy suggests an element of 

overconfidence, where some clinicians were unfamiliar with the additional documentation 

(Instruction Sheet) that had been provided, assuming a level of competence they have not 

fully attained, and potential “unconscious incompetence” 167. This phenomenon was 

particularly evident in questions on credible cybersecurity sources, encryption, and scheduled 

updates, as clinicians’ responses varied widely. Such overconfidence can impede clinicians’ 

recognition of gaps in their understanding, highlighting a critical need for targeted training to 

bridge these gaps and enhance secure communication practices. 

Qualitative feedback from the focus groups revealed several key themes: 
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• Utility of the toolkit: Clinician reviewers appreciated the structured approach that the 

toolkit provided for assessing guidelines. Many reported that using the toolkit improved 

their insight into areas of risk they had previously overlooked, such as the dangers of 

accessing unsecured WIFI with BYOD devices used for clinical communication. 

• Awareness and Competency Development: Both student and experienced clinician 

reviewers acknowledged a significant improvement in their awareness of the legal and 

technical requirements for secure communication. One clinician noted that the toolkit 

prompted them to recognise previously unnoticed gaps in their knowledge, transitioning 

from “unconscious incompetence” 167 to a more informed understanding of secure 

communication practices. 

• Educational Recommendations: The need for further training was strongly emphasised. 

Experienced clinician reviewers suggested that educational initiatives, including CPD, 

should incorporate training on data security and actionable guidance concerning digital 

communication to ensure practitioners are better equipped to meet GDPR requirements. 

The iterative development of the toolkit revealed gaps in clinicians’ digital literacy and 

underscored the challenges in maintaining compliance with data protection standards. A 

notable overconfidence among clinicians emerged, reflecting lack of awareness regarding 

their legal obligations and patient rights under the law, and an underestimation of the 

complexities associated with current BYOD, IM and third-party apps for processing this special 

category health data. These insights signpost the necessity for a cultural shift within 

healthcare, where digital transformation is supported not only by tools but also by a more 

comprehensive, interdisciplinary approach that prioritises secure communication practices. 

7.5 CULTURAL SHIFT AND INTERDISCIPLINARY COLLABORATION 

The evidence suggests that clinicians’ knowledge of data protection standards often falls 

short. This research reflects a need for a cultural shift to fully support secure digital 

transformation in healthcare. Several clinicians admitted (during the focus group discussions) 

to their assumption of security for patient data when using well-known third-party apps and 

lacked awareness of specific GDPR obligations and actionable technical requirements. This 

gap illustrates a pressing need for interdisciplinary collaboration 10, 173, 177 among healthcare 
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providers, IT experts, and regulators, not only to enhance clinicians’ digital literacy but to 

foster a proactive approach to managing secure communication technology in clinical 

settings. This shift involves evolving attitudes, behaviours, and practices at all levels of 

healthcare systems and across the range of clinical professions. Effective digital 

transformation requires not only technological advancement but also interdisciplinary 

collaboration 177 that draws on expertise from IT, cybersecurity, legal, information 

governance, and patient representatives. Together, these stakeholders can inform, develop 

and implement secure communication practices. The shift must also extend to professional 

attitudes and the cooperative culture that surrounds digital transformation, impacting 

everything, from the drafting of guidelines, to ensuring insightful current peer review 

processes of academic literature prior to publication, to the curriculum of undergraduate 

education and CPD, to impact contemporary communication practices in healthcare. This 

cultural change is necessary to ensure that technological solutions are seamlessly integrated 

into clinical workflows and sensitive patient data is effectively protected. 

7.6  IMPLICATIONS FOR PRACTICE 

The toolkit has significant potential as a catalyst for change, offering a means not only for 

clinicians to recognise the limitations in their guidelines, but also to help them to improve 

their appreciation and understanding of the complex considerations required to assess the 

security of BYOD smartphone, and third-party technologies. By highlighting these gaps, the 

toolkit could be used to motivate clinicians to seek collaboration with specialists from other 

fields, fostering interdisciplinary partnerships essential for comprehensive digital 

transformation. This shift not only raises awareness but also promotes a culture of shared 

expertise, ultimately advancing secure and informed digital communication practices in 

healthcare. 

The elaborated ADR process 30, through its iterative cycles of continuous feedback and 

adaption of the toolkit to align it with clinicians’ needs, was instrumental not only in informing 

the toolkit usability and effectiveness but also in providing real-time insights into the training, 

guidance, and resources clinicians require to navigate data security challenges in digital 

communication. Drawing on established knowledge from IS, including DQDs and elaborated 
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ADR methodology, this change of approach demonstrates the potential of interdisciplinary 

collaboration to enhance healthcare outcomes by fostering secure and efficient 

communication practices. 

The findings highlight the urgent requirement for healthcare professionals to have access to 

more comprehensive and actionable, consistent and accessible guidelines, supported by 

practical tools such as the toolkit, which can be integrated into clinical practice to inform 

decision making and assist clinicians to achieve more secure communication practices. 

Furthermore, targeted education and training programmes, embedded in both 

undergraduate curricula and CPD, are necessary to equip clinicians with the knowledge and 

skills to prioritise and navigate the complexities required for data security and compliance 

with regulations such as GDPR. Immediate steps could include the implementation of 

thorough and actionable guidelines concerning the use of BYOD technology, the provision of 

tools to inform decision making, alongside ongoing training for clinicians on digital 

professionalism and data-security. An interdisciplinary approach to both research (through 

the use of collaborative methodologies such as elaborated ADR) and practice that integrates 

expertise from IS, IT, cybersecurity, data protection, along with healthcare policy and training 

will help drive the holistic cultural change necessary for meaningful digital transformation in 

healthcare. By leveraging these diverse areas of knowledge, healthcare systems can develop 

targeted training programs, adopt and implement secure communication technology, and 

clear practical guidelines that clinicians can readily action. Such collaboration ensures that 

technological solutions are not only compliant with data protection regulations and standards 

but also seamlessly integrate into clinical practice, ultimately enhancing patient safety and 

data security. 

7.6.1  Limitations and Challenges 

Several limitations emerged during the development and testing of the toolkit. A significant 

issue was the overconfidence of some clinicians, who initially believed they understood the 

security requirements better than they did, leading to inaccuracies in their assessment of the 

guideline documents provided. This echoes findings from the initial literature review 35 and 

survey 96 during prior research, and potentially highlights a requirement for targeted training 

to complement the toolkit, ensuring that clinicians apply it effectively. 
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The toolkit’s reliance on the quality of input data was identified as a concern. It was successful 

in increasing clinicians' awareness of secure communication practices, there were clear 

challenges related to the variability in how it was used by clinicians. Cohen's Kappa scores 

indicated substantial variation in the accuracy of clinician responses, suggesting that further 

refinement of the toolkit was necessary. This variability in evaluation results, also underscores 

the importance of clinicians having access to high-quality, up-to-date guidance and training 

to ensure accurate toolkit assessments. The toolkit’s effectiveness depends not only on its 

design but also on clinicians' understanding of each dimension it assesses. If clinicians lack a 

foundational understanding of data protection and security requirements, their 

interpretations may vary significantly, affecting the accuracy of their evaluations. Thus, 

comprehensive training and well-defined instructions are essential to support consistent use 

of the toolkit and ensure that clinicians can interpret its criteria reliably. 

While the toolkit showed promise, further research is required to evaluate its effectiveness 

in real-world clinical settings with the broad range of healthcare professionals. Future 

iterations of the toolkit could include features such as digitisation to improve accessibility and 

usability, making it a more integrated tool for use in clinical practice. 

The qualitative feedback during the ADR process, however, was positive, with practitioners 

acknowledging that the toolkit had improved their understanding of secure communication 

technologies. This outcome aligns with the objective of developing and evaluating a tool to 

enhance clinicians' decision-making around secure smartphone use. 

7.7  SYNTHESIS OF FINDINGS ACROSS OBJECTIVES 

The omnipresence of BYOD smartphones for sharing data between clinicians is undeniable, 

but it is equally clear that clinicians are not adequately equipped to mitigate the associated 

risks, particularly concerning data security but also with regard to their obligations in relation 

to patients’ rights regarding their data. The findings across the four objectives converge on 

several key themes, including the requirement for comprehensive, actionable, accessible and 

consistent guidelines, the development of tools to support clinicians in secure communication 

practices and enhanced education to improve awareness of the complexities of this 
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technology as well as the rights of the data subjects (patients) and clinicians’ obligations as 

data processors (or potentially data controllers) under the law. 

A key finding from the development of the toolkit is the pressing need for a cultural shift 

within clinical environments to fully support secure digital communication practices. Given 

the current lack of compliance with GDPR in contemporary clinical communication practices, 

healthcare institutions face a critical choice: either invest significantly in secure, enterprise-

level clinical communication systems or equip clinicians to use personal BYOD technologies 

as safely as possible. Effective enterprise systems would necessitate substantial and ongoing 

investment in infrastructure, software, and training to ensure all clinical communication 

remains secure and compliant. However, despite several entities asserting that BYOD, IM, and 

third-party app usage for clinical communication is prohibited, academic literature reveals 

prolific evidence of their continued use. Researchers in a recent study quote a range of 

perceived benefits of the use of WhatsApp specifically being widely reported in the literature, 

from efficiency, to ease of use, favourable response times, reduced referral rates and passive 

learning 173. Studies consistently highlight how BYOD technology is widely adopted by 

clinicians to facilitate efficient communication 173, underscoring a significant gap between 

policy and actual practice in many healthcare settings globally. Alternatively, clinicians must 

be equipped with comprehensive education and robust tools to navigate the complexities of 

using BYOD smartphone technologies while adhering to GDPR and other regulatory 

requirements. 

The recent study by Morris, Scott & Mars 173 confirmed the ongoing global adoption and 

breadth of utilisation of personal digital technology for clinical communication across the full 

range of clinical specialities internationally. Authors stated: “No prior research has provided 

details of current practice in WhatsApp… nor offered evidence-based insight about how 

formalisation might be achieved.” These researchers (based in south Africa, where 

regulations such as GDPR or HIPAA don’t apply) stated that formal policy, standards and 

guidelines are essential to ensure that practice is conducted appropriately. However, as 

previously stated, WhatsApp, IM and personal technology is not currently GDPR compliant or 

secure for the communication of sensitive patient data within the EU, and our evidence 

indicates that clinicians are unaware of the inherent dangers and inadequacies associated 



 144 

with this practice. The toolkit has the potential to serve as an effective mechanism to enhance 

clinicians' awareness of gaps in their competence regarding secure communication practices, 

thereby motivating them to advocate for and adopt enterprise solutions and more robust, 

secure digital communication methods. 

This lack of security in current digital communication practices risks undermining public trust 

in the healthcare professions and the health systems offering care. The present situation, 

which fails to ensure secure processing, is unsustainable and requires immediate attention to 

prevent future data breaches, regulatory non-compliance and reputational damage. This 

priority is underscored by a succession of recent data breech incidents, including the NHS 

cyber-attack of August 2024 178, and the reports of exploitation of vast amounts of 

confidential financial data from government databases in Italy 179, which resulted in blackmail 

(October 2024), and the cyber-attack at South-East Technological University’s Waterford 

Campus in November 2024 180. 

This research has addressed the overarching question of how do / should clinicians use BYOD 

smartphone technology to communicate patient data. By evaluating the literature, 

conducting a survey, reviewing existing guidelines, and developing and testing the toolkit, this 

thesis has provided a comprehensive response to the research question and four objectives. 

The lack of explicit guidelines from authoritative bodies highlights the necessity for a 

comprehensive, holistic digital transformation strategy that engages stakeholders across 

clinical professions, regulators, health systems, and patient representation. By fostering a 

collaborative and informed culture, clinicians will be better equipped to manage the 

complexities of BYOD smartphone communication technologies, ensuring that patient data is 

safeguarded, and that healthcare delivery is enhanced through secure, contemporary 

communication practices. 

A significant challenge in healthcare is the influence of traditionally hierarchical structures 

that often dominate prestigious professions such as medicine and dentistry. These hierarchies 

could inhibit effective digital transformation. Individuals in positions of authority within these 

structures may be less inclined to seek or accept advice, believing their judgement to be 

superior. This overconfidence, as demonstrated by the work of See et. al. 169, may underlie a 

lack of understanding of their own limitations or an undervaluation of the specialist 
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knowledge of others, which is evident in both scoping literature reviews and worryingly, in 

many of the current principle-based guidelines in this area. Consequently, clinicians may lack 

awareness of their own knowledge limitations when contributing to guideline development 

or peer reviewing literature for publication in this area. As a result, such publications may 

inadvertently endorse practices that compromise data security, violate patient rights, and 

undermine the professional reputation of clinicians.  

Throughout this study, there has been clear evidence that clinicians often lack awareness of 

the gaps in their understanding, operating with a concerning level of unconscious 

incompetence. 

Such lack of awareness or reluctance to seek expert guidance can stifle innovation and 

impede the implementation of secure communication tools and policies. These dynamics 

underscore the necessity for interdisciplinary collaboration 10, 173, 177, where the expertise of 

various associated subject matter experts is integrated into policy, research, evaluation of 

ethics committee applications, peer reviewing of papers for publication, authoring of 

guidelines and ultimately, clinical practice. As Russo and Shoemaker 168 argue, organisations 

benefit from environments that encourage critical thinking and advice-seeking, which helps 

to mitigate the detrimental effects of overconfidence on decision-making. Addressing these 

entrenched power dynamics is essential for ensuring that clinicians can meet their data 

protection obligations, thereby safeguarding both patient rights and the reputation of the 

professions. 

7.8 FUTURE RESEARCH AND RECOMMENDATIONS 

Future research should broaden the scope of BYOD smartphone, IM and third-party app 

studies by incorporating insights from a diverse array of subject matter experts and 

multidisciplinary clinicians, such as those from radiology, obstetrics, and remote healthcare 

settings. Each clinical environment and specialty are likely to present unique requirements 

for functionality and technical capabilities, for instance, remote locations may face challenges 

with internet access, while obstetrics require the secure transmission of audio or high-

resolution imaging, such as foetal heart rate or ultrasound data. Engaging multiple disciplines 

ensures that all specific requirements are considered, fostering a collaborative approach 
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where all stakeholders are active participants in developing and selecting secure, adaptable 

communication solutions that meet the varied demands of clinical practice. Longitudinal 

studies are essential to track the evolving use of BYOD smartphone communication 

technologies in clinical practice. Further refinement and rigorous testing of the toolkit is also 

critical to improve its usability and adaptability across various clinical environments. 

Importantly, the toolkit must support the full spectrum of clinical professionals involved in 

patient care to avoid fragmentation and confusion arising from different clinical professions 

working with disparate or inaccessible guidelines (those provided by professional bodies 

requiring membership credentials for online access). Unified, accessible guidance is essential 

for ensuring secure and effective communication practices, safeguarding patient rights while 

enabling clinicians to fulfil their legal and professional responsibilities. This could also be of 

increased significance in evolving environments such as the UK where dental practice may no 

longer be widely provided by a NHS, but devolved to smaller, private practices, who may not 

have access to the full infrastructure of support (from Information Governance to IT, 

compliance and training and development resources) that the NHS may have provided in the 

past. 

The phenomenon of clinician overconfidence observed during toolkit testing suggests a need 

for targeted training interventions to address gaps in data security literacy and regulatory 

awareness. Future studies could investigate how cognitive biases, such as overconfidence and 

unconscious incompetence, influence the effective use of decision-support tools like the 

toolkit, with an emphasis on developing strategies to mitigate these biases. Moreover, 

digitising the toolkit and integrating it into existing clinical systems could improve accessibility 

and streamline its use in practice, making it a more practical resource for clinicians navigating 

the complexities of secure digital communication. 

Recommendations for policymakers and healthcare institutions include the development of 

uniform, detailed, actionable guidelines regarding the secure use of BYOD smartphones for 

the exchange of data between clinical colleagues, as well as ongoing training programs for 

clinicians to stay informed regarding data security practices, and their obligations regarding 

data security and patient rights under GDPR. Moreover, active collaborations between 

healthcare providers, professional bodies, regulators, and various associated subject matter 



 147 

experts could lead to raised awareness and implementation of tools such as MDM software 

and appropriate prioritisation of the provision of enterprise solutions for secure 

contemporary communication. 

In summary, this discussion has outlined how the research objectives were addressed through 

a combination of literature reviews, a survey, and the development and testing of a practical 

toolkit for clinicians. The findings emphasise the critical importance of secure communication 

in healthcare 1 and the need for policy development 4, 129, 173, education, research involving 

interdisciplinary collaboration and inclusive transformation in this field. 

The findings of this thesis can be theoretically positioned within the Theory of Workarounds 181, which 

provides an explanatory framework for understanding the persistent and creative ways in which 

clinicians respond to the systemic constraints of their working environments through their adoption 

of shadow IT. The widespread use of BYOD smartphones, IM, and third-party apps for sensitive 

communications around patient care by clinicians, as revealed in this research, reflects goal-oriented 

adaptations that bypass formal policies and systems, hallmarks of workaround behaviour. Applying 

Alter’s 181 theory also reinforces the importance of developing solutions, such as the toolkit, that do 

not seek to suppress workaround behaviours outright, but instead acknowledge them as signals of 

innovation, necessity, or system failure. The integration of Alter’s 181 theoretical perspective offers a 

pathway for future research that aims to understand, design for, and ethically manage the complex 

realities of personal technology use by clinicians. Subsequent studies could use the Theory of 

Workarounds to inform the co-design of adaptive, compliance-aware digital tools and to evaluate how 

systemic, behavioural, and cognitive factors intersect in the adoption and use of secure 

communication technologies. 

7.9 KEY FINDINGS AND CONTRIBUTIONS 

This research contributes to the growing body of literature regarding the use of BYOD 

smartphones for clinical communication in healthcare by not only identifying key gaps 4, 47, 129, 

173 but also proposing a practical solution in the form of the toolkit. This toolkit provides 

clinicians with a structured approach to assess the quality of the guidelines they receive 

regarding the security of BYOD communication technologies, bridging the gap between 

broad, principle-based guidelines and real-world clinical practices, and in doing so, raising 

their awareness of critical considerations that clinicians may otherwise overlook. This study 



 148 

also highlights the extensive use of insecure BYOD smartphone technologies by clinicians and 

the inadequacy of the guidance available to support secure communication. 

In summary, the thesis makes the following contributions: 

• The scoping review on BYOD smartphone usage revealed a wide range of published 

academic literature confirming usage of personal smartphones and associated third-

party technologies for communication between clinicians albeit with a primary focus 

on the positive aspects. 

• This scoping review also revealed a consistent lack of appreciation of the security and 

privacy issues associated with their usage. 

• Our online survey of clinicians’ usage of smartphones in Ireland (and UK) provides a 

previously unreported insight into the ownership and integration of BYOD 

smartphones for communication between clinicians. Clinicians reported using these 

devices to send clinical images and radiographs to one-another which has been widely 

suspected but not reported (to our knowledge). The survey results confirm the 

outcome of our scoping review in that the risks of BYOD smartphone usage were 

under-estimated by clinicians. 

• Our second scoping review of guidance for clinicians on BYOD smartphone, IM and 

third-party app usage for communication between each other was the first study to 

identify the challenge for clinicians posed by the inaccessibility, inconsistence and 

absence of comprehensive and actionable guidance informing the use of these 

technologies. 

• Finally, the development of the toolkit to support clinicians in evaluating guidelines 

for decision-making is entirely unique in its conceptual foundation and rigorous 

evaluation process. Drawing on established knowledge from IS, particularly by 

adapting DQDs through an elaborated ADR 30 process, this toolkit exemplifies 

interdisciplinary collaboration and integration. By synthesising IS theories with clinical 

needs and evolving the toolkit in close collaboration with clinicians, this work bridges 

a critical knowledge gap for those using BYOD smartphones, IM, and third-party apps 

for communication of confidential data. Such collaboration not only strengthens the 

toolkit's practical relevance but also advances theoretical understanding at the 
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intersection of IS and healthcare. Furthermore, the toolkit encourages clinicians to 

appreciate the value of expertise from other disciplines, particularly in addressing the 

legal and technical considerations vital for secure digital communication practices. 

This interdisciplinary approach has the potential to foster improved adherence to 

GDPR and bolster clinicians' capacity for well informed decision making. Further, this 

work sheds light on the nuanced challenge of balancing precise technical language 

with accessibility, a critical insight for designing tools that address security and 

regulatory requirements without compromising usability for clinicians with varied 

levels of digital literacy. The toolkit provides a robust example of a researcher-

clinician designed toolkit, underscoring the growing importance of such tools as 

clinicians increasingly rely on informal IT solutions for communication. This 

interdisciplinary approach not only advances theoretical insights at the intersection 

of healthcare and IS but also empowers clinicians to evaluate and implement secure 

communication practices effectively, bridging crucial knowledge gaps in data security 

and regulatory compliance.  
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CHAPTER 8 CONCLUSION 

This thesis addresses the critical question of how do / should clinicians use smartphone 

technologies to communicate patient data. Through comprehensive research and the 

development of a toolkit, this research identified persistent gaps in communication practices 

and knowledge, a reliance on insecure technologies, and a lack of actionable guidance in 

clinical settings. The toolkit demonstrates the potential to bridge this gap by offering clinicians 

a structured, accessible means to evaluate the adequacy of their guidelines to support secure 

communication practices. 

Key findings underscore the widespread use of BYOD in clinical practice, the substantial risks 

it poses to data security and patient confidentiality and the considerable body of academic 

literature highlighting the advantages of this practice which may be inadvertently endorsing 

and perpetuating its use. Clinicians' widespread use of BYOD smartphone technology without 

well informed, current actionable guidance, leaves them vulnerable to data breaches and 

regulatory non-compliance. This thesis contributes to a growing body of knowledge in IS, 

health informatics and clinical communication, by identifying these gaps and providing a 

practical tool that could serve as a foundation for better-informed decision making and more 

secure clinical communication. This study’s contribution to the literature is evidenced by a 

series of peer-reviewed publications generated throughout the research process (see Figure 

13), each expanding the body of knowledge on the use of BYOD for communication regarding 

patients between clinicians. 

These findings highlight an urgent requirement for clear, practical, expert informed and 

consistent guidance, resources and training that not only outlines regulatory compliance 

requirements but also provides clinicians with the tools and support necessary to integrate 

more secure practices into their daily communication workflows. Moving forward, this 

research underscores the critical role of insightful research methodologies, such as 

elaborated ADR 30, to actively engage stakeholders (including multidisciplinary clinicians and 

professionals from diverse fields such as IS, cybersecurity and information governance) 

through iterative cycles of collaboration. This collaborative approach is essential for ensuring 

effective digital transformation. This research emphasises the importance of interdisciplinary 
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collaboration in digital health transformation, with a call for policies that prioritise data 

security and respecting patient rights within healthcare communication practices. 

FINAL THOUGHTS 

This research underscores the critical importance of secure communication in healthcare, 

particularly as the use of BYOD smartphone technologies continues to rise. By providing 

clinicians with the tools and knowledge to recognise and navigate these complex challenges, 

this study lays a strong foundation for improved data security and patient confidentiality in 

contemporary clinical practice. The findings and proposed solutions serve as a call to action 

for healthcare institutions, policymakers, researchers and educators to prioritise secure 

communication practices, thus safeguarding patient rights and the integrity of the healthcare 

professions. Furthermore, the rapid advancement of Artificial Intelligence (AI) and generative 

AI introduces a new wave of data privacy and security concerns, highlighting the urgent need 

to address these emerging challenges alongside existing vulnerabilities. Table 14 outlines a 

series of recommended net steps arising from this research, offering practical guidance for 

future action and implementation. Figure 13 provides a visual overview of the thesis, 

illustrating the alignment between the research objectives, methodological approach, and 

key outputs generated across the course of the study. 

In addition, Figure 14 presents the broad contextual backdrop for this research, highlighting 

significant legislative frameworks (for e.g. GDPR and HIPAA) as well as the global COVID-19 

pandemic, which have collectively shaped the direction and relevance of this work. The 

timeline within figure 14 also incorporates the study timeline to situate the research 

chronologically within these developments. 
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Table 14 Next Steps 

Next Steps 

• Actively Integrate Patient Involvement 
Include patient voice in evolution and development of future iterations, ensuring the 
Toolkit evolves to reflect the rights and requirements of data subjects, ethical 
considerations and ensure appropriate clinical accountability. Further development of the 
Toolkit leveraging elaborated ADR in line with principles of co-production and person-
centred care, engaging the range of multi-disciplinary clinicians drawn from a diverse 
array of clinical settings and patients. 

• Digitise the Toolkit 
Transform the static, text version of the Toolkit into an interactive, user-friendly app 
capable of accommodating updates as the digital landscape evolves, integrating 
additional dynamic features and supporting clinicians in real-time. 

• Hosting by a Credible Authority 
Seek endorsement, funding for ongoing and further development and hosting by a 
recognised authority to enhance legitimacy and adoption.  Ideally the host would be a 
global body such as the World Health Organization (WHO), national health systems such 
as the HSE, NHS, health quality agencies in the UK or Ireland (such as HIQA) or the 
Welcome Trust in the UK could also play an important role. This could ensure that the 
Toolkit is viewed as a credible robust resource available across the range of clinical 
professions internationally. 

• Enable Regular Updates 
Provide regular updates for the Toolkit in line with evolving regulatory frameworks and 
technological developments (depending on host, these could be offered specific to 
different global territories and legislation - for e.g. EU, UK and USA). 

• Adapt to Diversifying Technologies and Contexts 
Customise the Toolkit to create additional iterations appropriate for the assessment of 
the full range of third-party apps in use by clinicians via their personal smart devices.  This 
should include emerging AI technologies, in recognition of the increasing complexity of 
data confidentiality and privacy threats in a rapidly evolving global digital health 
landscape. 

• Support Digital Professionalism 
Position the Toolkit within all recognised digital health governance frameworks 
internationally to reinforce its role in promoting ethical digital communication, data 
protection, and clinical accountability. 
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Figure 13: Objectives, Methods, Outputs from this Thesis 
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Figure 14: Key Legislation and PhD study Timeline 

 

Legend: PhD study commenced April 2019; one year leave of absence from October 2022 for one year; thesis submitted November 2024.
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CHAPTER 10 APPENDICES 
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APPENDIX 2 BOOK CHAPTER 

Jointly commissioned by Cambridge University Press and The Royal College of Psychiatry, 

“Digital Communication” Book entitled ‘A clinicians Brief Guide to Communication Skills in 

21st Century Psychiatry’, edited by Dr Josie Jenkinson and Dr James Woolward. 
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APPENDIX 3 PAPER 2 
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APPENDIX 4 PUBLICATION 4, PAPER 3.  
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APPENDIX 5 PUBLICATION 5. PRESENTATION. 

IADR PowerPoint Slides presented to Irish Division of IADR, 5th February, 2021, 

online. 
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APPENDIX 6 ABSTRACT, IADR PRESENTATION 

Title 

(no more than 10 

words)  

IADR, 5th February, 2021. 

Abstract for conference presentation 

Smartphone clinical communication amongst Irish Dental Professionals. 

Objectives 

 

 

Effective communication between clinicians is essential in health care settings 

including Dentistry.  Smartphone technology is ubiquitous in modern society 

and clinical practice due to its cost effective and efficient communication 

functionality.  The purpose of this study was to determine the prevalence of 

smartphone ownership and clinical communication in the Irish Dental 

Profession, trends in usage and Digital Professionalism. 

Methods 

 

 

A Google form questionnaire was developed and distributed in 2020 to the 

dental profession via email (196 dental staff & 13 post graduate students at 

UCC), via letter (500 Irish Dental Council members through a letter with a URL 

to the still active questionnaire (https://forms.gle/PvAUpKiScRsictAm9)) and 

during a webinar given to the Irish Dental Association (more respondents 

welcome). 

Results 

 

A total of 98 responses were received with 96 (98%) of respondents confirming 

they owned a smartphone (n=64% Apple; n=31% Android; n=3% Other). 

Respondents reported the use of SMS / iMessage (n=49; 50%) or App-based 

messaging (e.g. WhatsApp n=51; 52%) to communicate patient related clinical 

information to colleagues.  Many respondents (n=49; 50%) perceived inadequate 

personal skills in ‘Digital Professionalism’.  Patient-related clinical information 

was stored on the smartphones of n=50 (51%) respondents with n=30 (31%) 

having data streaming to another device and n=51 (52%) having data streaming 

to cloud-based services.  A large number of respondents n-=92 (94%) perceived 

the need for support to clean/wipe their smartphone before trading in/up their 

device. 

Conclusions 

 

Smartphone technology is highly prevalent among Irish dentists with many 

(approx. 50%) using their device to communicate patient related clinical 

information (including photographs) without appropriate GDPR compliance.  

https://forms.gle/PvAUpKiScRsictAm9
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The security of the information is concerning, especially as these patient data 

may (inadvertently) be streamed to other devices or stored insecurely on 

remote cloud-based servers.  Dentists require urgent signposting to secure 

digital solutions and training on Digital Professionalism. 
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APPENDIX 7 LETTER OF ACCEPTANCE FROM PUBLISHER FOR BOOK 

CHAPTER 
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APPENDIX 8 DATA EXTRACTION MICROSOFT SPREADSHEET (CHAPTER 3.) 
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APPENDIX 9 SURVEY TOOL REPUBLIC OF IRELAND 
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APPENDIX 10 SURVEY TOOL UK 
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APPENDIX 11 ENTITIES CONTACTED (PUBLICATION 6, PAPER 4.) 

Number Name "X" Handle Contact Details Country 

1 Royal College of Anaesthetists  @RCoAnews 
 

UK 

2 British Dental Association (BDA) 
 

enquiries@bda.org UK 

3 Faculty of Dental Surgery at The Royal College of 
Surgeons 

@FDS_RCS 
 

UK 

4 Faculty of Dental surgery of Edinburgh (Royal 
College of Surgeons of Edinburgh) 

@RCSEdFDS 
 

UK 

5 Royal College of Emergency Medicine  @RCollEM communications@rcem.ac.uk  UK 

6 Royal College of General Practitioners  @RCGP  
 

UK 

7 Faculty of Intensive Care Medicine  @FICMNews 
 

UK 

8 Royal College of Obstetricians and Gynaecologists  @RCObsGyn 
 

UK 

9 Faculty of Occupational Medicine @FOMNews 
 

UK 

10 Royal college of Ophthalmologists  @RCOPhth 
 

UK 

11 Royal College of Paediatrics and Child Health  @RCPCH 
 

UK 

12 Royal College of Pathologists  @RCPATH comms@rcpath.org UK 

13 Faculty of Pharmaceutical Medicine  @FacultyPharmMed 
 

UK 

14 Royal College of Physicians of Edinburgh  @RCPEdin 
 

UK 

15 Royal College of Physicians of Ireland   @RCPI_news 
 

Ireland 

16 Royal College of Physicians  @RCPhysicians 
 

UK 

17 Royal College of Physicians and Surgeons of 
Glasgow  

@rcpsglasgow 
 

UK 

18 Royal College of Psychiatrists @rcpsych press@rcpsych.ac.uk UK 

19 Royal College of Psychiatrists in Scotland 
 

 pressscotland@rcpsych.ac.uk UK 

20 Faculty of Public Health  @FPH JulianRyder@fph.org.uk 
news@fph.org.uk  

UK 

21 Royal College of Radiologists  @RCRadiologists 
 

UK 

22 Faculty of Sexual and Reproductive Health  @FSRH_UK 
 

UK 
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23 Royal College of Surgeons of Edinburgh @RCSEd pressoffice@rcsed.ac.uk  
rcsed@tigerbond.com 
comms@rcsed.ac.uk 

UK 

24 Royal College of Surgeons of England @RCSnews PressOffice@rcseng.ac.uk 
(+44) 20 7869 6053 

UK 

25 Royal college of Surgeons of Ireland @RCSI_Irl 
 

Ireland 

26 Faculty of Sport and Exercise Medicine UK  @FSEM_UK 
 

UK 

27 Royal College of Nursing @RCN Contact Box on RCN Website UK 

28 Royal College of Midwives @MidwivesRCM Contact Box on RCM Website UK 

29 Nursing and Midwifery Board of Ireland  @NMBI EducationandGuidance@NMBI.ie Ireland 

30 Irish Nurses and Midwives Organisation (INMO) 
 

aileen.garrihy@inmo.ie Ireland 

31 Health Service Executive (HSE) @HSELive Kavish.Naicker@hse.ie Ireland 

32 General Medical Council (GMC) @GMCUK gmcpress@gmc-uk.org 
standards@gmc-uk.org 
(+44) 161 923 6602 

UK 

33 Irish Medical Council @MedCouncilIRL educationandtraining@mcirl.ie 
rachael.kelly@mcirl.ie 

Ireland 

34 College of Anaesthesiologists of Ireland @COAIrl 
 

Ireland 

35 MediSec (professional indemnity) @MedisecIreland info@medisec.ie Ireland 

36 Irish College of General Practitioners @ICGPnews library@icgp.ie  Ireland 

37 Irish College of Ophthalmologists @eyedoctorsIRL 
D39@IALabs 
@Vision_Irl 

 
Ireland 

38 The Irish Dental Association (IDA) @IrishDentists 
 

Ireland 

39 Dental Council of Ireland @DentalCouncilPr  Ino@dentalcouncil.ie  Ireland 

40 The British Association of Oral Surgeons (BAOS) @BAOS_UK 
 

UK 

41 The British Orthodontic Society (BOS) @BOSbraces 
 

UK 

42 Irish Society for Dentistry for Children @isdc_ie 
 

Ireland 

43 Orthodontic Society of Ireland @Orthosocirl- OSI 
 

Ireland 
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44 Queen Victoria hospital trust  
 

qvh.communications@nhs.net UK 

45 The Medical Defence Union (MDU) @the_mdu 
 

UK 

46 The British Medical Association (BMA) 
 

SAdmin@bma.org.uk  
support@bma.org.uk 
SAdmin@bma.org.uk 
(+44) 300 123 1233 

UK 

47 Princess Royal University Hospital (PRUH), CEO @AngelaHelleur 
 

UK 

48 Midwife for the Highlands and Islands, 
Confidential personal communication - asking for 
her NHS Trust policy 

  
UK 

49 The Nursing and Midwifery Council (NMC) @NMCnews  media@nmc-uk.org UK 

50 St Vincents hospital 
 

Dataprotection@st-vincents.ie 
dataprotection@st-vincents.ie 

Ireland 

51 Great Ormond St Hospital (GOSH) 
 

SAR@gosh.nhs.uk  
media@gosh.nhs.uk 

UK 

52 General Dental Council (GDC)  @GDC_UK communications@gdc-uk 
policyinbox@gdc-uk.org 

UK 

53 Medical Protection (MP) @MPS_Medical education@medicalprotection.org 
replyeventsupport@medicalprotection.org 

UK 

54 The Mater Private Hospital @materprivate dataprotectionofficer@materprivate.ie Ireland 

55 Blackrock Health (Private Health Group) 
 

dpo@blackrockhealth.ie Ireland 

56 Blackrock Clinic (Private Hospital) 
 

DPO@Blackrock-clinic.com Ireland 

57 Hermitage Clinic (Private Hospital)  
 

dpo@hermitageclinic.ie Ireland 

58 Galway Clinic (Private Hospital) 
 

dpo@galwayclinic.com Ireland 

59 The Beacon Hospital (Private Hospital) 
 

dataprotection@beaconhospital.ie 
margaret.callanan@beaconhospital.ie 

Ireland 

60 St James Hospital 
 

dataprotection@stjames.ie Ireland 

61 National Health Service (NHS) @NHSuk 
 

UK 

62 Cork University Hospital (CUH) @CUH_Cork 
 

Ireland 
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63 The Dental Defence Union (DDU) @the_ddu 
 

Ireland 

64 University Hospital Dorset NHS Trust (UHD) 
 

richard.moremon@uhd.nhs.uk UK 

65 Kings College Hospital NHS Trust 
 

kch-tr.FOI@nhs.net 
https://www.kch.nhs.uk/document/freedom-of-
information-request-form 

UK 

66 Leicestershire Partnership NHS Trust 
 

https://www.leicspart.nhs.uk/about/freedom-
of-information-requests/ website 

UK 

67 The Mater (HSE Public Hospital) 
 

info@mater.ie  
(+353) 1 803 2333 

Ireland 

68 Leicestershire Partnership NHS Trust 
 

LPT.DataPrivacy@nhs.net Ireland 

69 The Wellcome Trust 
 

https://wellcome.org/who-we-are/contact-us UK 
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APPENDIX 12 DATA DIMENSION ARTEFACT VERSION 1.0 (DDA V1.0)  

1 
 

2 RESEARCH QUESTION SMARTPHONE AND MOBILE TECHNOLOGY FOR THE COMMUNICATION OF 

PATIENT DATA 

 

3 Dimensions Characteristic 
 

4 
   

Paper 1 

6 1.Accuracy 
 

Does the publication cite or align with credible cyber security sources? 
 

7 Do the authors describe how to use free third-party Apps on BYOD for secure 

and confidential communication? 

 

8 2. 

Completeness 

 
Is a clear rationale for the use of a free third-party App described? 

 

9 Has a formal risk assessment been conducted and has the need for such (a 

DPIA in the EU) been explained? 

 

10 2.1 Confidentiality Does the publication consider and describe compliance with applicable laws 

and regulations, such as GDPR in the EU or HIPAA in the US? 

 

12 Do the authors verify that the App does not access sensitive metadata in 

exchange for access to its functionality, or do they describe how to limit its 

access? 

 

13 Is it specified that BYOD should never access free Wi-Fi if hosting or processing 

sensitive data? 
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14 Is it stated that unauthorised users must be prevented from accessing any 

device on which sensitive data is hosted? 

 

15 Do authors forbid the hosting of any suspicious Apps on the BYOD along with 

the free of charge communications App?” 

 

16 2.2 Integrity Are data encryption, data security in transit and at rest, and server location 

and security explicitly considered? 

 

17 Is configuration of the App (e.g., disabling image and data streaming to 

networked devices and unsecured cloud servers/hosts) addressed? 

 

18 Are security settings, password protection and MFA of App discussed? 
 

19 Is the requirement for regular training or briefings on security awareness and 

ongoing scrutiny of the App explained? 

 

20 2.3 Availability Has the network capacity, network coverage, power usage, and data 

accessibility been evaluated? 

 

21 Are there clear instructions provided regarding record keeping of chat/images 

in the patient record, such as regularly scheduled downloading and deletion of 

sensitive data from both the senders' and receivers' Apps and devices? 

 

22 3. Currency 
 

Is the publication date after May 2018? 
 

23 Are there scheduled updates, or does the content come from a source that 

regularly provides updated information? 

 

24 4. Relevance 
 

Is guidance provided on how to use the relevant functionality for maximum 

security and in compliance with data protection regulations? 
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25 Have the legal and ethical issues concerning informed consent from patients 

been discussed and explained? 

 

26 5. Clarity 
 

Is the terminology in the publication readily understood? 
 

27 Is it easy to interpret the publication to influence clinical practice? 
 

28 6. Credibility 
 

Is the content applicable to a specific jurisdiction? For instance, if it's published 

within the EU (or UK), GDPR requirements must be specified and adhered to, 

but if it's the USA, the requirements for HIPAA must apply. 

 

29 Is the source of this publication credible to clinicians? 
 

30 Is the publication free of sponsorship and is there no bias declared? 
 

31 7. Accessible 
 

Is the content of this paper freely accessible? 
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APPENDIX 13 GLOSSARY OF TERMS FOR DATA DIMENSION ARTEFACT 

Glossary 

Bluetooth Is a standard for the short-range wireless interconnection of mobile phones, computers and other electronic devices. 

BYOD Bring Your Own Device, bring your own personally owned technology - phone, laptop, tablet rather than an officially 

provided device.  

GDPR General Data Protection Regulation (2018) as stipulated for use across the European Union, and currently also being 

adhered to by the UK. 

MFA - Multi Factor 

Authentication 

Multi Factor Authentication - is an electronic method of authentication which grants the user access to a digital resource 

such as an app only after successfully presenting two or more pieces of evidence to an authentication mechanism. 

Sovereignty of data Data sovereignty is the idea that data are subject to the laws and governance structures of the nation where they are 

collected.  The concept of data sovereignty is closely linked with data security, cloud computing, network sovereignty and 

technological sovereignty. 

Suspicious App A suspicious or malicious App is an App that potentially acts as malware, that may steal data or harm the device on which 

it is hosted. 

Third Party App An App that was not created by the same party that created the device on which it is hosted.  When downloading such 

Apps it is usually a condition of use that you allow the App to access some functionality as well as access to your data. 

Generally, this data is used to generate income by allowing targeted advertising, but it can also be used for more harmful 

purposes if it falls into the wrong hands. 

Wi-Fi A facility allowing computers, smartphones, tablets, laptops and other devices to connect to the internet or to 

communicate with one another wirelessly within a particular area. 
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APPENDIX 14 DATA DIMENSION ARTEFACT V1.0 (DDA V1.0) INFORMATION SHEET 

Title: Data Quality Dimensions - BYOD, IM & Third-party Apps for the Communication of Data between clinicians 

Purpose: 

The purpose of this model is to measure the quality of advice in guidelines that inform the use of BYOD, IM & Third-

party Apps on BYOD for communication between clinicians. 

Key 

Question: What jurisdiction does the advice and guidelines outlined in this publication pertain to?   

How to use 

the model: 

These seven dimensions of data quality aim to assess the quality of the guidance provided to support the secure 

communication of sensitive data between clinicians. The following provides detail of the dimension and sub-

dimensions with supporting definitions/explanations of each of these.  

Instructions: 

Complete rows 7 onwards with a YES/NO answers using the dimensions to be checked for within each publication.  

Under each dimension there are sub-dimensions to check against in each publication.  

Column Description Definition Defined By 

Row 6 to 7 Accuracy Draws upon and aligns with the 

latest guidance from reputable 

cybersecurity sources like the 

National Cyber Security Centre 

(NCSC) in Ireland and/or the UK, 

the National Institute of 

Standards and Technology (NIST) 

Row 6 

References or 

corresponds with 

credible cyber 

security sources. 

Row 7 

Details 

secure/sensitive 

communications 

between 

professionals using 

BYOD and free of 
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in the USA, or insights from a 

software assurance 

professional/security analyst 

who has conducted specific App 

vetting. The document must 

explicitly mention widely used, 

free of charge, third-party 

communication Apps (e.g., 

WhatsApp, Signal, Trello). 

charge, third party 

Apps. 

Row 8 to 20 Completeness Refers to the inclusion of all 

necessary data attributes or 

values and does not overlook 

any significant security concerns 

related to App vulnerabilities, 

usage, and deployment. 

Row 8 

A clear rationale or 

justification for the 

use of a free of 

charge, third party 

App (e.g. 

requirement for 

specific 

functionality or 

efficiency) should 

be established.  

This is necessary in 

Row 9 

A full formal risk 

assessment (such as 

a Data Protection 

Impact Assessment 

(DPIA) if within the 

EU) on App(s) is 

described in the 

publication or the 

authors 

acknowledge the 

requirement for such 

Row 10 

Relevant 

legislation and 

regulations such 

as GDPR (within 

the EU) or 

HIPAA (within 

the USA) 

considerations 

should be 

acknowledged 

and any 
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order to establish 

an informed 

decision regarding 

the level of risk the 

clinician, as Data 

Processor, is 

prepared to accept. 

to be carried out by 

Data Processors 

wishing to 

implement the use 

of a free of charge, 

third party App for 

secure 

communications? 

compliance 

requirements 

described. 

Row 11 

Metadata should 

not be exploited in 

exchange for 

functionality (if this 

is the case, efforts 

should be described 

to minimise access 

to this). 

Row 12 

BYOD not to access 

free Wi-Fi or 

Bluetooth if hosting 

sensitive data. 

Row 13 

No 

unauthorised 

users to access 

the device on 

which sensitive 

data is hosted 

(don’t share 

device with your 

children!). 
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Row 14 

No suspicious Apps 

should be hosted 

on the BYOD on 

which the 

communications 

App is hosted. 

Row 15 

Data encryption, 

protection of data in 

transit and at rest, 

the security and 

location of servers 

explained and 

explored. 

Row 16  

Configuration of 

App to minimise 

risk – specific 

clear advice e.g. 

disable 

streaming of 

images and data 

to networked 

devices and 

insecure cloud 

servers/hosts 

for backup 

described as 

appropriate. 
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Row 17  

Settings, MFA of 

App and password 

protection of 

device. 

Row 18 

Regular training on 

security awareness 

and continuous, 

ongoing scrutiny of 

the App. 

Row 19 

Network 

capacity, 

network 

coverage, power 

usage, data 

accessibility 

established. 

Row 20 

Record keeping of 

data (including 

dialogue, "chat", 

images) in patient 

record (e.g. regular 

scheduled 

downloading and 

subsequent 

deletion of sensitive 

data stored on App 

and device of both 

    



 306 

sender and 

receiver(s)). 

Row 21 to 22 Currency Pertains to the timeliness of the 

data. The publication needs to 

be shaped by the latest technical 

capabilities, given the rapidly 

evolving nature of technology 

and security threats, as well as 

changing legislation and 

regulations. It is essential for the 

publication to have a publication 

date, post-GDPR, preferably with 

scheduled updates, to maintain 

relevance and accuracy. 

Row 21 

Publication date - at 

a minimum, must 

be post May 2018, 

post 

implementation of 

GDPR (but 

preferably within 

the last 2 years due 

to constantly 

advancing 

technology). 

Row 22 

 Updates scheduled 

(from a source that 

will update content 

regularly and 

remove or archive 

when no longer 

current (if this is a 

journal article, is it 

current enough to be 

relevant?). 
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Row 23 to 24 Relevant Concerns the inclusion of 

pertinent aspects of the topic 

that directly impact current 

clinical practice. This may involve 

adhering to ethical and legal 

obligations, such as obtaining 

explicit informed consent from 

patients before discussing their 

cases via a third-party App on 

the clinician's BYOD with the 

clinical team. 

Row 23 

Provides detailed 

instructions on the 

use of current 

functionality of a 

relevant App to 

enhance security 

and ensure 

compliance with 

legislation, such as 

GDPR. For instance, 

it may recommend 

avoiding the backup 

of WhatsApp to an 

insecure cloud and 

propose generating 

a PDF of chat and 

images for 

download and 

storage in patients' 

Row 24 

Ethical and legal 

Issues concerning 

informed consent 

from patients 

discussed and 

described. 
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digital or hard copy 

medical notes. 

Row 25 to 26 Clarity Refers to the ease with which 

users can comprehend the 

advice, and the use of 

terminology that is easily 

understood.  

Row 25 

Terminology readily 

understood. 

Row 26 

Easy to interpret and 

to influence clinical 

practice. 

  

Row 27 to 29 Credible Denotes the reliability of the 

publisher of the content. This 

might include recognised entities 

such a clinical defence union, 

healthcare providers such as the 

HSE/NHS, Royal Colleges, or 

Row 27 

Concerns the 

jurisdiction in which 

the data is being 

processed, and the 

Row 28 

A source credible to 

clinicians. 

Row 29 

Free from 

sponsorship and 

no evidence of 

bias declared. 
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reputable journals such The 

Lancet or the BMJ. The author 

should be an acknowledged 

expert in these issues, and the 

advice should be impartial, 

devoid of commercial 

sponsorship, or accompanied by 

a clear declaration of no bias. 

professionals are 

working. 

Row 30 Accessible Refers to the ease with which a 

publication can be accessed and 

retrieved. The full text 

publication should be fully and 

freely accessible to all clinicians. 

There should be full 

transparency of every source of 

information, unless the source of 

the publication is an authority on 

cyber security.  

Row 30 

Open access (i.e. no 

subscription or 

membership should 

be required to 

access the 

publication). 
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APPENDIX 15 DATA DIMENSION ARTEFACT V2.0 (DDA V 2.0) 

1 
  

REVIEWER ID NO. 
 

2 RESEARCH QUESTION SMARTPHONE TECHNOLOGY FOR THE COMMUNICATION OF PATIENT DATA 
 

3 Dimensions Characteristic 
 

4 
   

Paper 1 

6 1.Accuracy 
 

Does the publication cite and align with credible cyber security sources? 
 

7 Is a description of how to use IM or third-party Apps on a BYOD smartphone 

for secure and confidential communication provided? 

 

8 2. 

Completeness 

 
Is a clear rationale for the use of IM or third-party App on a personal BYOD 

smartphone for clinical communications described? 

 

9 Has the requirement for a formal risk assessment (for e.g. a DPIA in the EU) 

been explained? 

 

10 2.1 

Confidentiality 

Are regulations (such as GDPR (EU) or HIPAA (US)) and their relevance to 

BYOD, IM, and third-party Apps discussed and obligations described? 

 

11 Is verifying that an App does not access sensitive metadata in exchange for 

functionality, or steps to limit such access, discussed? 

 

12 Is it specified that BYOD should never access free Wi-Fi if hosting or processing 

sensitive data? 

 

13 Is it stated that unauthorised users must be prevented from accessing any 

device on which sensitive data is hosted? 
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14 Is the importance of avoiding the installation of any suspicious Apps on 

personal BYOD devices used for confidential professional communication 

explained? 

 

15 2.2 Integrity Are requirements regarding server location, data encryption, data security in 

transit and at rest, and relevance to BYOD, IM and third-party App clearly 

described? 

 

16 Are requirements for configuring of any third-party App (e.g., disabling image 

and data streaming to networked devices and unsecured cloud servers) 

explicitly described? 

 

17 Are security settings, password protection and MFA of device and or Apps 

discussed? 

 

18 Is the requirement for regular training or briefings on security stipulated? 
 

19 Is the need for a regular, scheduled review of the App clearly communicated? 
 

20 2.3 Availability Is evaluation of the network capacity, network coverage, power usage, and 

data accessibility discussed? 

 

21 Are there clear instructions for record keeping of chat/images in patient 

records, inc. scheduled recording / downloading & deletion of confidential 

data from senders' & receivers' Apps & devices? 

  

22 3. Timeliness   Is the publication date after May 2018? 
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23 Are there scheduled updates, or is the content from a source that regularly 

provides updated information? Is this publication recent enough to be 

relevant? 

 

24 4. Relevance   Does the guidance cover using relevant functionality for maximum security 

and compliance with data protection regulations? 

 

25 Are the legal and ethical issues of obtaining informed consent from patients 

discussed and explained in relation to the processing of their data on personal 

BYOD devices, IM or third-party Apps? 

 

26 5. Clarity   Is the terminology easily understood? 
 

27 Is the advice easy to interpret and apply in clinical practice? 
 

28 6. Credibility   Is the content specific to a jurisdiction, such as specifying GDPR requirements 

(EU/UK) or HIPAA requirements (USA)? 

 

29 Is the source of this publication credible to clinicians? 
 

30 Publication contains declaration of no bias, or no evidence of sponsorship or 

bias present 

 

31 7. Accessible   Is this publication freely accessible? 
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APPENDIX 16 DATA DIMENSION ARTEFACT V2.0 (DDA V2.0) INSTRUCTION SHEET  

Title: Data Quality Dimensions - BYOD, IM & Third-party Apps for the Communication of Data between clinicians 

Purpose: 

The purpose of this model is to measure the quality of advice in briefing documents, guidelines or policies that 

inform the use of Personal BYOD smartphones, IM and third-party Apps for communication between clinicians. 

Key 

Question: What jurisdiction does the advice and guidelines outlined in this publication pertain to? 

How to use 

the model: 

These seven dimensions of data quality aim to assess the quality of the guidance provided to support the secure 

communication of sensitive data between clinicians. The following provides detail of the dimension and sub-

dimensions with supporting definitions / explanations of each of these. 

Instructions: 

Complete rows 7 onwards with a YES / NO answers using the dimensions to be checked for within each publication. 

Under each dimension there are sub-dimensions to check against in each publication. 

 

Column Description Definition Defined By 
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Row 6 to 7 Accuracy Draws upon and aligns with the 

latest guidance from reputable 

cybersecurity sources like the 

National Cyber Security Centre 

(NCSC) in Ireland and/or the UK, 

the National Institute of Standards 

and Technology (NIST) in the USA, 

or insights from a software 

assurance professional/security 

analyst who has conducted specific 

App vetting. The document must 

explicitly mention widely used 

third-party communication Apps 

(e.g., WhatsApp, Signal, Trello), IM, 

and or personal BYOD 

smartphones. 

Row 6 

References or 

corresponds with 

credible cyber security 

sources. 

Row 7 

Details 

secure/sensitive 

communications 

between professionals 

using personal BYOD, 

IM or third-party Apps. 
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Row 8 to 21 Completeness Refers to the inclusion of all 

necessary data attributes or values 

and does not overlook any 

significant security concerns related 

to personal BYOD smartphones, IM 

or third-party App vulnerabilities, 

usage, and deployment. 

Row 8 

A clear rationale or 

justification for the use 

of personal 

smartphones, IM, and 

/ or third-party App 

(e.g. requirement for 

specific functionality 

or efficiency) should 

be established.  This is 

necessary in order to 

establish an informed 

decision regarding the 

level of risk the 

clinician, as Data 

Processor, is prepared 

to accept. 

Row 9 

A full formal risk 

assessment (such as a 

Data Protection 

Impact Assessment 

(DPIA) if within the EU) 

on device and or 

App(s) should be 

described or 

acknowledge by the 

authors as a 

requirement for Data 

Processors wishing to 

implement the use of 

personal BYOD 

smartphone, IM, or 

third-party App for 

secure 

communications. 

Row 10 

Relevant 

legislation and 

regulations such as 

GDPR (within the 

EU) or HIPAA 

(within the USA) 

considerations 

should be 

acknowledged and 

any compliance 

requirements 

described. 
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Row 11 

Metadata should not 

be exploited in 

exchange for 

functionality (if this is 

the case, efforts 

should be described to 

minimise access to 

this). 

Row 12 

BYOD not to access 

free Wi-Fi or Bluetooth 

if hosting sensitive 

data.  Advise on the 

use of VPNs and 

secure Wi-Fi practices 

such as encrypted Wi-

Fi connections 

requiring a password 

and protected by 

WPA3 encryption. 

Row 13 

No unauthorised 

users to access the 

device on which 

sensitive data is 

hosted (don’t 

share device with 

your children!). 

Row 14 

No suspicious Apps 

should be hosted on 

the BYOD on which the 

communications App 

is hosted. 

Row 15 

Data encryption, 

protection of data in 

transit and at rest, the 

security and location 

of servers explained 

and explored. 

Row 16 

Configuration of 

App to minimise 

risk – specific clear 

advice (for e.g. 

disable streaming 

of images and data 

to networked 

devices and 

insecure cloud 
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servers/hosts for 

backup) provided. 

Row 17 

Settings, MFA of App 

and password 

protection of device. 

Row 18 

Is the requirement for 

regular training or 

briefings on security 

stipulated? 

Row 19 

Is the need for a 

regular, scheduled 

review of the App 

clearly 

communicated? 

Row 20 

Is evaluation of the 

network capacity, 

network coverage, 

power usage, and data 

accessibility 

discussed? 

Row 21 

Are there clear 

instructions for record 

keeping of 

chat/images in patient 

records, including 

scheduled 
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downloading and/or 

transcribing and 

deletion of 

confidential data from 

senders' and receivers' 

Apps and devices? 

Row 22 to 23 Timeliness Pertains to the timeliness of the 

data. The publication needs to be 

shaped by the latest technical 

capabilities, given the rapidly 

evolving nature of technology and 

security threats, as well as changing 

legislation and regulations. It is 

essential for the publication to have 

a publication date, post-GDPR, 

preferably with scheduled updates, 

to maintain relevance and accuracy. 

Row 22 

Publication date - at a 

minimum, must be 

post May 2018, post 

implementation of 

GDPR (but preferably 

within the last 2 years 

due to constantly 

advancing 

technology). 

Row 23 

Updates scheduled 

(from a source that 

will update content 

regularly and remove 

or archive when no 

longer current (is 

publication current 

enough to be 

relevant?). 
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Row 24 to 25 Relevant Concerns the inclusion of pertinent 

aspects of the topic that directly 

impact current clinical practice. This 

may involve adhering to ethical and 

legal obligations, such as obtaining 

explicit informed consent from 

patients before discussing their 

cases via a third-party App on the 

clinician's BYOD with the clinical 

team. 

Row 24 

Provides detailed 

instructions on the use 

of current 

functionality of a 

relevant App to 

enhance security and 

ensure compliance 

with legislation, such 

as GDPR. For instance, 

it may recommend 

avoiding the backup of 

WhatsApp to an 

insecure cloud and 

propose generating a 

PDF of chat and 

images for download 

and storage in 

patients' digital or 

hard copy medical 

notes. 

Row 25 

Ethical and legal Issues 

concerning informed 

consent from patients 

discussed and 

described. 
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Row 26 to 27 Clarity Refers to the ease with which users 

can comprehend the advice, and 

the use of terminology that is easily 

understood. 

Row 26 

Terminology readily 

understood. 

Row 27 

Easy to interpret and 

to influence clinical 

practice. 

 

Row 28 to 30 Credible Denotes the reliability of the 

publisher of the content. This might 

include recognised entities such a 

clinical defence union, healthcare 

providers such as the HSE/NHS, 

Royal Colleges, or reputable 

journals such The Lancet or the 

BMJ. The author should be an 

acknowledged expert in these 

issues, and the advice should be 

impartial, devoid of commercial 

sponsorship, or accompanied by a 

clear declaration of no bias. 

Row 28 

Concerns the 

jurisdiction in which 

the data is being 

processed, and the 

professionals are 

working. 

Row 29 

A source credible to 

clinicians. 

Row 30 

Free from 

sponsorship and 

no evidence of 

bias, or 

publications 

includes 

declaration of no 

bias. 

Row 31 Accessible Refers to the ease with which a 

publication can be accessed and 

retrieved.  The full text publication 

should be fully and freely accessible 

to all clinicians. There should be full 

transparency of every source of 

Row 30 

Open access (i.e. no 

subscription or 

membership should be 

required to access the 

publication). 
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information, unless the source of 

the publication is an authority on 

cyber security.  
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APPENDIX 17 FOCUS GROUP SCRIPT 

Introduction Script 

for 

Focus Group Discussions 

Shandon Room, Oral Health Services Centre 

Wednesday 26th June 9 – 14.00 pm. 

Group A. Students,09.30 – 12.00, Group B. Qualified clinicians, 12.00 – 14.00 

Welcome and Introduction: 

Good morning everyone. Thank you all for being here today and for your willingness to 

participate in this focus group. My name is Bernadette John, and I am currently a PhD 

candidate at the dental school here at UCC. By background, I am a nurse with over 10 

years of experience working in a medical school in the UK. Since 2007, I have been 

lecturing on Digital Professionalism, focusing on the opportunities and threats that 

social media and mobile technology pose to the professions. 

Purpose of the Study: 

The purpose of today's session is to gather your valuable feedback on a Model we have 

developed. This model is designed to help clinicians assess the quality of data used in 

clinical guidelines, specifically in the context of how smartphones and mobile 

technology might be used by clinicians for communicating patient data. Your insights will 

be instrumental in refining this tool to ensure it meets the practical needs of (future) 

clinicians like yourselves. 

Structure of the Session: 

We will begin with a brief overview of the artefact, which you have had the chance to 

review. Following this, we will go through a series of questions to understand your 

experience and thoughts about the tool. This will be an open discussion, and I encourage 
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everyone to share their honest opinions, whether positive or negative. Your feedback is 

important for the success of this project. 

Confidentiality: 

I want to assure you that all your responses will be kept confidential and used solely for 

the purposes of this research. Your names will not be associated with any of the 

feedback you provide. 

Getting Started: 

Let's start by briefly going around the room and introducing ourselves, and then we can 

dive into the discussion. Please feel free to speak openly and share your thoughts. Your 

input is incredibly valuable. Thank you again for being here, and let's get started. 

Questions: 

I have a set of questions to guide our discussion: 

1. How long did it take you to use the Data Dimensions artefact to assess a single 

paper? 

2. Do all of the dimensions and sub-dimensions included resonate with you? Why 

or why not? 

3. Can you envisage using this artefact/tool in the future? Why or why not? 

4. Based on your experience/opinion, are the data dimensions presented in the 

artefact complete/exhaustive? Why or why not? What is missing? 

5. In your opinion, how could the data dimensions and supporting instruction guide 

be improved? 

6. Would you recommend the use of the data dimensions artefact to a colleague? 

Why or why not? 

7. Would you like to add any additional comments or provider further feedback on the 

artefact?  
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APPENDIX 18 STUDY SPECIFIC TRAINING 

PG6009 Graduate Information literacy attended, and assessment passed, 10-12th February, 

2020 – 5 credits acquired to complete year 1  

PG7016 Systematic Reviews for the health Sciences completed, 27th – 29th May 2021, 5 credits 

acquired to complete year 2 

PG7048 PhD Generic and Transferable Skills Portfolio (14 hours credit achieved for study days 

attended with QDA training on NVIVO software), 1500-2000 word write up to be completed. 

5 Credits to be acquired to complete year 3  
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APPENDIX 19 ETHICAL APPROVAL (SOCIAL RESEARCH ETHICS 

APPROVAL FROM UCC) 

The amendment below (January 2024) to the original Ethics approval was requested as one 

academic supervisor had retired and the data needed to be shared with an additional 

academic supervisor. 
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The additional amendment below was required (in June 2024) as additional data was 

required and the original permission to conduct this research had elapsed. 
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