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Abstract. In the context of large-scale data collection like in the Inter-
net of Things, Data Confidence Fabrics are expected to play an essential
role in verifying and authenticating sensor data. To this end, metadata is
generated at each network node and stored on the blockchain. However,
storing metadata on the blockchain introduces significant privacy risks,
as it can be exploited to reveal sensitive information, such as network
structures and communication paths. This paper addresses these chal-
lenges by proposing two novel schemes to protect network structures:
Hostname Mapping and Hostname Encryption. Our work demonstrates
that the Hostname Mapping approach effectively conceals network pat-
terns but introduces inefficiencies due to additional table storage and
computational overhead. In contrast, the Hostname Encryption method
eliminates the need for additional table management, offering a more
efficient and secure alternative. Despite these advancements, the times-
tamp field in metadata could still allow attackers to infer patterns using
machine learning, highlighting the need for further research to fully se-
cure metadata. By combining encryption with some enhancements to
timestamp obfuscation, our approach lays the foundation for additional
privacy protection against metadata exploitation.

Keywords: Network Security, Data Confidence Fabrics, Blockchain forensics,
Metadata Privacy, Obfuscation techniques

1 Introduction

Data Confidence Fabrics (DCFs) have emerged as a promising solution for facil-
itating data authentication while ensuring the traceability of its journey across
networks, prominent examples being the Linux Foundation’s Alvarium [8/12] and
IOTA [6]. DCFs operate by generating metadata (annotations) at each node the
data passes through, meticulously documenting its journey [7]. This metadata
includes information such as host names and timestamps, the origin and des-
tination of data packets, and processing details. To ensure authentication and
verification, this metadata is stored securely on a Distributed Ledger Technology
(DLT) such as blockchain [6] [3]. This approach allows organizations to verify
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the authenticity and origin of data, even in complex distributed systems. DCFs
are especially attractive for the large-scale distributed Internet of Things, where
sensor data is generated with heterogeneous provenance.

However, while DCFs excel in facilitating data verification and providing a
trusted framework, they introduce critical challenges, particularly concerning
the privacy of metadata. Since metadata stored on a blockchain is accessible to
multiple parties, including third parties within a distributed system, it inher-
ently exposes sensitive details about the network. This includes the structure
of the network, its critical nodes, and even communication patterns. Malicious
actors could exploit this information to identify key nodes, predict network be-
haviour, or even reconstruct the network’s architecture. Such insights could be
leveraged for targeted attacks or system manipulation, severely compromising
the confidentiality and security of the organization’s operations. While the data
itself remains secure in private databases, the associated metadata’s exposure
poses a significant risk to the overall integrity of the system.

This paper introduces a novel approach to mitigate these risks by securing
the metadata in a manner that preserves its utility for authentication, while
obscuring sensitive network information from unauthorized access. Specifically,
we present two innovative methods: Hostname Mapping and Hostname Encryp-
tion. These approaches are designed to enhance the privacy of metadata without
compromising the functional benefits of DCFs. The Hostname Mapping approach
involves generating unique, secret names for network nodes, stored securely in a
lookup table inaccessible to unauthorized parties. On the other hand, the Host-
name Encryption method uses the data itself as a password for encrypting host
names, ensuring that only authorized entities can decode the metadata and re-
construct the network structure. By integrating these methods, this research
enhances the security framework of DCFs, maintaining a balance between pri-
vacy and operational efficiency. These advancements pave the way for widespread
and secure adoption of DCFs, strengthening metadata privacy in heterogeneous
distributed systems.

2 Motivation

In a DCF, data generated by a sensor device is accompanied by metadata (anno-
tations) that records essential details of its journey. Metadata typically includes
fields such as id, key, host, kind, signature, isSatisfied and timestamp, as shown
in Table[I] and is published to the blockchain for data authentication and veri-
fication. As data passes through nodes like gateways, edge devices, intermediary
points, and the cloud, each node generates and publishes similar metadata to the
blockchain. This process ensures traceability and authenticity, while the actual
data is securely stored in the organization’s private database. However, while
blockchain’s openness facilitates authentication, it also introduces challenges,
particularly regarding metadata privacy and network security.

Anyone can easily retrieve and analyse metadata which poses risks, as malicious
actors with computational tools can exploit metadata annotations to extract
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Table 1. Description of Annotation Fields

Field Description

id A unique identifier for the metadata, generated using a Universal Lex-
icographical ID generator (ULID).

key The result of applying a hash algorithm to the data.

hash The name of the hash algorithm used to create the key.

host The identifier of the device generating the annotation.

kind The security feature being annotated.

signature |A cryptographic signature applied to the metadata using the device’s
private key.

isSatisfied|Indicates whether the criteria for creating the annotation were met.

timestamp |The time when the metadata was generated.

DLT

{d, key, host:Temp, kind, {id, key, hostEdge1, kind, d, key, hostGate1, kind,
signature, isSatisfied, signature, isSatisfied, signature, sSatisfied,
timestamp} timestamp} timestamp}

{id, key, host:Drone, kind, {d, ke, host: Edge1, kind, {d, key, hostGate1, kind,
signature, isSatisfied, signature, isSatisfied, signature, isSatisfied,
timestamp} timestamp} timestamp}

{id, key, host.Camera, kind, {id, key, host: Edge2, kind, {id, key, host:Gate2, kind,
signature, isSatisfied, signature, isSatisfied, signature, isSatisfied,
timestamp} timestamp} timestamp}

{id, key, host:Cloud, Kind, {id, key, host: Cloud, kind, id, key, host: Cloud, kind,
signature, isSatisfied, signature, isSatisfied, signature, isSatisfied,
timestamp} timestamp} timestamp}

Fig. 1. Predicting the structure of the network using metadata.

valuable insights into the network. For example, a hacker could analyse these
annotations, such as timestamps and host details, to identify strong and weak
nodes in the network like hubs with high traffic, or less critical nodes. They could
also uncover frequently used routes, backup paths, and node usage trends. More-
over, they can reveal peak utilization periods and even identify nodes that have
failed security tests like Transport Layer Security (TLS), Transport Platform
Module (TPM), or Public Key Infrastructure (PKI) checks, indicating potential
vulnerabilities. Such insights into the network can provide attackers with the in-
formation needed to target critical nodes with precision. For instance, identifying
nodes that handle substantial traffic or operate as backups enables attackers to
disrupt data flow by launching denial-of-service (DoS) attacks or exploiting weak
security points. Furthermore, timestamps combined with host names can be used
to reconstruct the entire network structure. By calculating time differences be-
tween data transmissions across nodes, a hacker could map out the sequence
and relationships between nodes. This constructed network map would expose
the architecture and enable attackers to compromise the system strategically as
shown in Figure
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Such metadata exploitation highlights a strong motivation for developing
methods to safeguard the network’s structure. These methods must not only
obfuscate metadata to protect against exploitation but also ensure its usability
for essential functions such as data verification and traceability. Our proposed
novel schemes address these dual requirements, ensuring both security and func-
tionality in metadata handling.

3 Proposed secret naming scheme for network structure
obfuscation

Our proposed schemes obscure network structures by anonymizing host iden-
tifiers using Hostname Mapping and Hostname Encryption, balancing security
with metadata usability and allowing authorized authorities to reverse obfusca-
tion for auditing or operations.

3.1 Hostname Mapping

The Hostname Mapping approach is proposed for protecting metadata privacy in
distributed systems by anonymizing host names. The approach involves creating
a secure mapping table that replaces actual host names with unique secret names.
This mapping table is stored in a secure, private database accessible only to
authorized entities. Each time a network node generates metadata, the real host
name is substituted with its corresponding secret name from the table before the
metadata is published to the blockchain. For instance, consider a network node
labelled “Cloud”. The mapping table keep multiple secret names for the Cloud
node. When data passes through the Cloud node, the metadata will replace
“Cloud” with either “rwv981” or “wubv08”, as depicted in Figure [2] The secret
name used is chosen according to specific rules, ensuring variability. As a result,
even if attackers retrieve the metadata from the DLT, they cannot discern the
identity of the “Cloud” node. By obfuscating real host names, the method ensures
that critical details of the network, such as its structure: node relationships,
and usage trends, remain hidden. This obfuscation protects the network from
exploitation, especially in scenarios where sensitive data passes through critical
nodes.

The Hostname Mapping is an effective approach for safeguarding metadata
in distributed systems by replacing real host names with secret identifiers, it
obscures critical network details, reducing the risk of attacks and exploitation.
However, the method is not without challenges, including table size manage-
ment, the risk of collisions and security maintenance. In large-scale systems with
thousands of nodes, maintaining a mapping table with unique entries for each
host name requires considerable storage resources. The administrative overhead
of updating, managing, and securing this table also grows proportionally. Failure
to keep the table up to date can lead to inefficiencies, such as incorrect map-
pings or mismatches in metadata. In addition, there is also a risk of collisions or
repetitions of secret names. Another critical challenge is the secure maintenance



Obfuscating Network Structure from Blockchain Analysis 5

ecured private databasej

Fig. 2. Hostname Mapping approach

of the secret mapping table. Since the table contains the actual host-to-secret
mappings, any unauthorized access to it would compromise the entire network’s
privacy. A compromised table would allow attackers to reverse the obfuscation
process, revealing the true identities of the hosts. To address these challenges,
we propose a more efficient and secure method for encrypting host names by
utilizing data as an encryption key.

3.2 Hostname Encryption

Recognizing the scalability limitations inherent in the Hostname Mapping ap-
proach for obfuscating host names, this research proposes an encryption-based
method. In this approach, host names are encrypted using keys derived directly
from the associated data. By linking the encryption process to the data itself,
this method eliminates the need for a separate mapping table, thereby improving
both scalability and security. When a piece of data passes through a network
node, a secure hashing algorithm is applied to generate an encryption key. This
key (as password) is then used to encrypt the host name, which is embedded
in the metadata and published to the blockchain. Meanwhile, the original data
continues its journey through the network and is securely stored in the organi-
zation’s database. Since the encryption key is linked to the data, only users with
access to the original data can regenerate the key and decrypt the host name.
This data-driven encryption mechanism ensures that network metadata remains
highly secure against unauthorized access.

For instance, consider data passing through a node labeled “Temp.” As meta-
data is generated at this node, the data itself is hashed to create an encryption
key, such as “1MabHoizYnSDF5.” Using this key, the host name “Temp” is en-
crypted (via the Advanced Encryption Standard (AES)) [] into a string like
“Tw2yMWYZKjyu.” This encrypted string replaces the original host name in
the metadata published to the blockchain. If an unauthorized party gains access
to the metadata, they will see only the encrypted string instead of the actual



6 A. Khalid et al.

host name. To decrypt the host name, authorized users must access the original
data to regenerate the key, as illustrated in Figure [3] Without this key, the en-
crypted host name is indecipherable, even if attackers retrieve the metadata from
the DLT. This approach ensures that metadata remains secure even in an open,
distributed environment. For instance, even if metadata for “Temp” appears re-
peatedly with different encryption outputs, the lack of a predictable pattern
prevents attackers from deducing relationships or identifying critical nodes.

Encryption Process /‘ = \ Decryption Process

{ID: 01HSSGQM17QEXBPWX49AI18HB {1D: 0THSSCOM17QEXBPWNASAIWTEHE {ID: 0THSSGOM17QEXBPWXAGAIW18HB
(KLDy 01LT::SSF’S?(’%EEE:;’;;?QA;;VQ:EF& Key: 104ASDBFOEC3EBA4T791... 9CI1FAA Key: 104ASDBFOEC3EBAATTO1... 9CO1FAA Key: 104ASDBFOEC3EBA47791... 9CO1FAA
Hash: sha256 Hash: sha2s8 Hash: sha256 Hash: sha256
Host temp Host: Tw2yMWYZKiyu Host temp. oy | Host Tw2yMWYZKiyu
Kind: tpm Kind: tom Kind: tom Kind: tpm
Sionatore: 034653EFBEUEDG. FFFTZB08 Signature: 8034659EFBE4EQC.. FFFT2808 Signature: SUMESIEFBS24ENC. . FFFT2808 Signatue: 03455IEFBSPAENC. FFFTZ808
isSatisfied: false isSatisfied:faise iisSatisfed: false |'s_Szﬂs(ﬁvd 1;\;;4 N
Timestamp: 2024-03.25T00:38:57.8323526007) Timestamp. Eaen Timestamp 57 S52800z) 257003637 8323526002

(19 ,2024-11-17T02:44:35.317231Z}
{19 ,2024-11-17T02:44:35.317231Z)

Receivers \———> Data hashed by sha256
oy
[[1MasHoizvnsDFs | [ 1MasHoizvnsDFs |
[ Encrypt host by key (AES encryption) | [ Encrypt host by key (AES encryption) |
TwagMWYZKjgu | TwayMWYZKjyu l—) | Temp |

Fig. 3. Encryption of hostname using data as password

The Hostname Encryption method offers multiple advantages over the Host-
name Mapping approach, particularly in terms of scalability and security. One
key benefit is the elimination of the mapping table. By tying host name en-
cryption directly to the data, this method removes the need for maintaining
a central table with host-to-secret mappings. This reduces the storage require-
ments and management overhead associated with the table, making the system
more scalable. It is particularly useful in large-scale networks where maintaining
a central table for secret mappings becomes increasingly challenging and envi-
ronments where real-time metadata publishing is essential, such as Internet of
Things (IoT) networks. Additionally, this method minimizes the risk of collisions
or repetitions in secret name identifiers. Each encryption key is uniquely derived
from the data, ensuring that the encrypted host names remain distinct, even in
large-scale distributed networks. Unlike the Hostname Mapping approach, where
the same host’s name might be assigned the same secret name across different
metadata transactions to blockchain, the encryption-based method generates
unique encrypted names for each metadata instance. This ensures that attack-
ers cannot exploit patterns in the metadata to infer relationships or reconstruct
the network topology. From a security perspective, the encryption-based method
adds an additional layer of protection. Even if unauthorized parties gain access
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to the metadata, they cannot decrypt the host names without the original data.
This tightly makes dependency between the encryption process and the data
itself significantly enhances the privacy of metadata.

4 Evaluation

To assess the effectiveness of our secret naming scheme, we conducted a series
of experiments that compared the network’s state before and after implement-
ing the proposed methods. The primary objective was to evaluate how well the
schemes obscured the network structure and reduced its predictability to po-
tential attackers. Initially, we examined the metadata annotations generated by
the Alvarium SDK [I] without any modifications. This served as a baseline, en-
abling us to identify clear patterns, paths, and relationships by analyzing the
Host and Timestamp fields, as illustrated in Figure [l Subsequently, we applied
the proposed secret naming schemes to obfuscate metadata and repeated the
analysis. This allowed us to compare the network structure before and after the
obfuscation process.

FNCVET3 edges

R

sBNCVEYS edgel cloud3

aSFNEOOY4-

63—/ edged

Fig. 4. The baseline network structure visualized using metadata fields: Host and
Timestamp, reveals clear and easily identifiable patterns, relationships, and paths
within the network.

After implementing the schemes, the results clearly revealed the complete
network structure, including the identities of nodes and paths, addressing our
initial concern. After implementing the secret naming schemes, the reconstructed
network structure became significantly challenging to interpret. Visual analysis
through generated graphs revealed that the recognizable patterns present in the
unprotected metadata were effectively concealed as shown in Figure

To further quantify the effectiveness of the schemes, we performed a com-
parative analysis using correlation matrices. The results showed that, in the
unprotected metadata, strong correlations between node activities and network
paths were easily discernible. However, after applying the obfuscation schemes,
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Fig. 5. Hiding network structure: nodes identity and paths by metadata obfuscation
schemes. This figure illustrates the reconstructed network structure after applying the
secret naming schemes, highlighting the transformation from recognizable patterns to
a significantly obfuscated and challenging-to-interpret network.

these correlations were significantly reduced, as shown in Figure [6] This re-
duction demonstrated that the network nodes relationships and paths were no
longer easily inferred from the metadata, confirming the success of the schemes
in hiding the structure.

Before host names Obfuscation

Coreation Matrix

1
Host 1 . 3 03 MOTN o
Host 1 total seconds 002 0 ] 0

Host 2

Host 2 time difference

Host 3

Host 3 time dfference -0

Host 4 {F % % o
Host 4 time difference 0 X X N o
o0

aifference
difference
difference

After host names Obfuscation

Corelation Matix.

n
Host 1 2 3 I
Host 1 tota seconds JRIGIMSEN) 02 3 o

Host2
Host 2 time difference
Host 3 002 + o

Host 3 time difference.

Hostd X 2 )
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H
g
H

Fig. 6. Correlation analysis: before and after using metadata obfuscation schemes. This
figure compares correlation matrices derived from the metadata before and after obfus-
cation, showing a substantial reduction in identifiable correlations, which underscores
the effectiveness of the schemes in concealing network relationships.

5 Related Work

Data transmitted across networks, including social media platforms and financial
systems, often leak sensitive information due to weak privacy measures and meta-
data vulnerabilities. Metadata fields like timestamps, activity logs, and network
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topology, can be exploited to identify individuals, analyze behaviors, or expose
organizational structures. Related papers include [10] [II] [5] [9].

Research by Wu et al. [I3] introduced an innovative Bitcoin Transaction Net-
work (BTN) model, based on extended safe Petri Nets, to enhance blockchain
forensic investigations. The model analyzes static and dynamic transaction fea-
tures and integrates a concept called "Bitcoin gene" to enable precise tracking
and pattern recognition of cryptocurrency flows, helping to identify suspicious
activities and improve financial security. Similarly, Ayoob et al. [2] developed a
rule-based forensic tool for detecting illegal Bitcoin transactions using predefined
patterns and thresholds rather than complex machine learning models. Lever-
aging the Elliptic++ dataset, they implemented the framework in Python to
analyze transaction attributes like value, frequency, and connections to flagged
addresses, achieving an 88% accuracy in identifying illicit transactions. These
approaches demonstrate practical, efficient tools for combating illegal activities
in cryptocurrency networks.

Our work differs from these studies in its focus on security through hiding the
network structure. While these papers generally explore how to predict or infer
network properties from metadata, our approach addresses the risk of attackers
exploiting this metadata to reconstruct the structure. Specifically, we propose
methods to obscure host names and prevent the prediction of the network topol-
ogy by using secret names and encryption, which is a more security-focused
approach compared to the network reconstruction strategies presented in these
studies. Additionally, while some of the previous work discusses clustering for
prediction, our work directly targets metadata manipulation to block attackers,
to infer the network structure.

6 Conclusions

Our research is motivated by a critical security concern: while security metadata
annotations may be a powerful tool for securing network data and ensuring its
authenticity, they may reveal information that could be exploited to compromise
the privacy of a network and its activities. To address this, we propose methods to
assign secret names to hosts present in these annotations in order to obfuscate
the history of data as it traverses the network. Through our experiments, we
found that replacing real host names with these secret/encrypted names we
can frustrate potential attackers from reconstructing the network structure. We
also propose an approach using the access to the data itself as the basis for
an accredited scheme for encrypting and decrypting host names. This method
eliminates the need for a separate secret table by generating encryption keys from
the data itself and using them to encrypt and decrypt the host name. Please note
that hostname obfuscation does not prevent data processing, including the use
for ML /AT algorithms, as the data processor will be able to restore the original
hostnames. In future work, we will explore using the timestamp fields as the
basis for pattern analysis — in addition to the approaches outlined in this paper
— to determine if such analysis is effective. If such analysis proves effective, we



10

A. Khalid et al.

will explore further obfuscation techniques to attempt to defend against these
attacks as well.
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