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Abstract

Abstract

Industrial automation networks demand precise timing, minimal latency, and
negligible packet loss for efficient real-time data exchange. Time-Sensitive Net-
working (TSN) emerges as a crucial technology for future automation, promis-
ing enhanced timing accuracy, reduced packet delay, and improved networking
determinism. This thesis explores and innovates within TSN functionalities to
address key aspects of industrial networking and related technologies.

The critical need for reliable real-time data exchange across industries is exa-
mined, introducing TSN principles such as time synchronisation, determinis-
tic communication, traffic shaping, and Quality of Service (QoS) assurances.
Through simulation, typical industrial use cases and traffic requirements are
evaluated, focusing on priority queuing, Time Aware shaping (TAS), and Credit
Based Shaping (CBS) to meet latency constraints. The findings demonstrate
TSN’s ability to orchestrate network traffic while adhering to strict timing re-
quirements, highlighting its practical relevance in industrial automation.

In smart manufacturing environments, the optimisation of industrial networks
for Quality Control and Classification After Production (QCAP) is emphasised.
By leveraging TSN standards, diverse QoS requirements are addressed to en-
hance efficiency and reliability. Fault tolerance in Industrial Internet of Things
(IToT) applications is also investigated using network calculus principles to anal-
yse worst-case latency, providing insights into network performance and stabil-
ity.

The research integrates TSN with Software Defined Networks (SDN) to man-
age network configurations, focusing on traffic scheduling in industrial applica-
tions. Network-device contracts are proposed for traffic schedule computation
and distribution, demonstrating scalability through Mininet emulation. Addi-
tionally, Wi-Fi is explored as a complementary technology for IoT applications,

evaluating its potential to reduce latency and enhance industrial automation.

This thesis offers a comprehensive analysis of TSN performance across various
scenarios and its integration with complementary technologies, providing valu-
able insights for advancing industrial automation and connectivity within the
industry 4.0 paradigm.
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Chapter 1

Introduction

1.1 Motivation

Industrial communications rely on robust wired networks for efficient data ex-
change among devices and components. Protocols like Ethernet, Profinet, and
Modbus are essential due to their high communication rates, lower installa-
tion costs, and ease of integration with existing systems [BSB*19]. However,
traditional protocols often fall short in meeting the precise timing and real-
time requirements of modern industrial applications. For instance, Profibus can
experience jitter affecting data delivery times, and Modbus, particularly in its
serial form, lacks guaranteed fixed transmission times. These issues can lead to
unacceptable delays and inconsistencies in hard real-time systems and can also
become bottlenecks in high-throughput applications.

To overcome these limitations, the IEEE 802.1 working group introduced the
Time-Sensitive Networking (TSN) framework, designed to provide performance
guarantees for critical traffic across networks that support both Information
Technology (IT) and Operational Technology (OT).

This thesis investigates the integration of TSN functionalities into industrial
applications, evaluating their benefits and constraints. Various methodologies
are used for assessing TSN performance, including network simulation tools
[Var01], traffic generation and analysis tools [LW04], network emulation plat-
forms [Teal2], TSN testbeds, and model-based design tools [Mat12]. The re-
search aims for a comprehensive performance evaluation of TSN functionalities

in industrial environments using these tools.



1. INTRODUCTION 1.1 Motivation

The thesis is motivated by the following key objectives:

1. A Evaluating TSN Queuing Mechanisms: Optimising network infrastruc-
ture in industrial settings requires precise timing, bounded latency, minimal
jitter, and zero packet loss. This research assesses TSN queuing mechanisms to
identify the most effective methods for reliable communication. By evaluating
various queuing strategies, the study aims to enhance overall network perfor-
mance through prioritisation of time-sensitive traffic and efficient management
of non-critical data.

2. Analysing TSN-Based Converged Networks: Investigating TSN in con-
verged networks—which integrate diverse data traffic types—aims to evaluate
the effectiveness of deterministic communication mechanisms within unified
infrastructures. This analysis contributes to standardisation and best practices
for deploying deterministic networking technologies.

3. Timing Analysis of Traffic Shaping Methods in the Industrial TSN Profile:
The Industrial TSN Profile includes several shaping methods, such as Time-
Aware Shaping (TAS), Credit-Based Shaping (CBS), and Frame Pre-emption.
Analysing their timing aspects helps understand their impact on industrial net-
working applications, focusing on worst-case latency, jitter, and packet loss un-
der various conditions.

4. Assessing the TSN based Networks Redundancy to Eliminate Losses:

Redundancy strategies are crucial for minimising packet losses and ensuring
continuous operation in industrial and real-time environments. This research
explores different redundancy mechanisms like link and path redundancy to
enhance network reliability and fault tolerance.

5. Enhancing TSN Network Management: Integrating Software-Defined Net-
working (SDN) with TSN aims to improve network management through cen-
tralised control and programmability. This includes optimising Quality of Ser-
vice (QoS) and adapting to dynamic network conditions to enhance overall
efficiency.

6. Extending TSN to Wireless Applications: With growing demand for wire-
less connectivity, extending TSN capabilities to support wireless communication
is crucial. This research explores mechanisms for integrating TSN with wireless
technologies while maintaining determinism and reliability for time-sensitive
applications.

Time-Sensitive Networking for Industrial IoT: 2 Mohamed Seliem
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1. INTRODUCTION 1.2 Thesis statement and contributions

1.2 Thesis statement and contributions

1.2.1 Thesis statement

This thesis provides a comprehensive exploration of TSN in industrial networks,
offering novel insights and solutions. Contributions include developing and eval-
uating simulation models for TSN queuing mechanisms, introducing a Network
Calculus-based framework for latency analysis, analysing the TSN industrial pro-
file, proposing a novel TSN network management architecture leveraging SDN, and
extending TSN functionalities to wireless networks. These findings enhance under-
standing and improve communication, reliability, and performance in industrial
automation scenarios.

1.2.2 Key contributions

To enhance the understanding, analysis, and application of TSN in industrial
networks, providing valuable insights and solutions for the industry, the follow-
ing key contributions have been made:

1. Simulation Models for TSN Queuing Mechanisms: The INET framework in
OMNeT+ + has been extended to incorporate various queuing models tailored
for industrial applications. The study includes a performance analysis of Time-
Aware Shaping (TAS) and Credit-Based Shaping (CBS) compared with priority
queuing and standard Ethernet FIFO. Results demonstrate the impact of optimal
network configuration and queuing methods on performance.

2. Network Calculus-Based Framework for Analysing TSN-Based Networks:
A timing analysis framework based on network calculus evaluates worst-case
end-to-end latency for various traffic classes, integrating frame prioritisation
and preemption. This framework shows tighter delay bounds compared to ex-
isting methods.

3. Comprehensive Analysis of the TSN Industrial Profile: This analysis fo-
cuses on eight data traffic classes specified in the TSN industrial profile, ad-
dressing constraints from isochronous and non-isochronous traffic. It provides
precise latency limits for AVB data flows and evaluates the impact of network
configuration and load distribution on end-to-end delay.

4. Novel TSN Network Management Architecture: The thesis proposes an
SDN-based architecture for managing TSN network configurations, including

Time-Sensitive Networking for Industrial IoT: 3 Mohamed Seliem
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1. INTRODUCTION 1.3 Thesis organisation

queuing and scheduling. Implementing this architecture using Mininet assesses
how well end-devices adhere to transmission schedules and the scalability of
SDN for real-time requirements.

5. Extending TSN to Wireless Networks: The research evaluates integrating
TSN with Wi-Fi, addressing implementation choices and configuration for TSN
tools compatible with IEEE 802.11. This aims to enhance performance for wire-
less industrial applications and create new opportunities for use cases requiring
both TSN’s reliability and wireless communication’s mobility.

In conclusion, the research has practical implications for enhancing communi-
cation, reliability, and performance within industrial automation. A primary
focus is on applying these findings to real-world use cases and industrial sce-
narios.

1.3 Thesis organisation

The remainder of the thesis is organised as follows:

Chapter 2 discusses TSN’s core principles, including time synchronisation, de-
terministic communication, and traffic shaping. It introduces the Industrial TSN
Profile and network calculus concepts, setting the stage for the thesis research.

Chapter 3 explores TSN’s role in addressing diverse traffic needs in industrial
environments, including its impact on smart manufacturing and various indus-
trial use cases.

Chapter 4 applies Network Calculus to assess worst-case delays in TSN-based
networks, focusing on single-hop models and the challenges of managing di-
verse data traffic.

Chapter 5 analyses TSN-based industrial communication systems, discussing
traffic classes, network architecture, and performance metrics like upper
bounds on data traffic and worst-case delays.

Chapter 6 evaluates TSN performance through simulation and model valida-
tion, comparing different routing strategies and assessing optimal strategies for
minimising delay.

Chapter 7 examines the integration of SDN with TSN and Wi-Fi, detailing the
SD-TSN architecture and evaluating its impact on time-critical communication
and network management.

Time-Sensitive Networking for Industrial IoT: 4 Mohamed Seliem
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1. INTRODUCTION 1.4 List of publications

Finally, Chapter 8 concludes the work by summarising key findings and dis-
cussing future research directions. It highlights the main insights gained
throughout the study and outlines potential areas for further exploration and
development.

1.4 List of publications

The research detailed in this dissertation has yielded numerous peer-reviewed
publications, listed below. Notably, the study, highlighted in the TSN-based in-
dustrial network performance analysis [SZP22b] publication, was honoured
with the Best Paper Award at the first Internet of Time-Critical Things (IoTime)
workshop. Additionally, the investigation outlined in the Delay analysis of
TSN-based industrial networks with preemptive traffic using network cal-
culus [SZP23] earned the prestigious Computer Science and IT Department’s
Best Paper Award in 2023. Furthermore, the findings presented in this dis-
sertation have been actively disseminated through various industry and public
outreach initiatives.

1. Mohamed Seliem, Ahmed Zahran, and Dirk Pesch. Tsn-based industrial
network performance analysis. In 2022 IEEE 8th World Forum on Internet
of Things (WF-IoT), pages 1-7, 2022.

2. Mohamed Seliem, Ahmed Zahran, and Dirk Pesch. Quality checks af-
ter production: Tsn-based industrial network performance evaluation. In
2022 4th International Conference on Electrical, Control and Instrumen-
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1.5 Use of Al Tools

In conducting the research for this thesis, Al tools such as ChatGPT were utilised
to assist in various aspects of the research process. ChatGPT was employed to
help with generating initial drafts, refining language, and providing suggestions
for content development. While AI tools were instrumental in enhancing the
clarity and coherence of the document, it is important to note that the final
content, analysis, and interpretations are the result of rigorous human review
and critical thinking.

The use of ChatGPT was guided by the principle of augmenting human insight
rather than substituting it. All Al-generated content was carefully evaluated
and revised to ensure it met the academic standards and integrity required for
this thesis. This approach aimed to leverage Al's capabilities while maintaining
a high level of scholarly rigour and originality.
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Chapter 2
Background

Time-Sensitive Networking (TSN) has garnered significant attention, not only
in research but also within various industries, reflecting a growing interest in
its potential to provide bounded latency and jitter. TSN, with its diverse pro-
files, holds promise for a wide array of applications beyond the industrial sector,
including automotive, multimedia, and healthcare. This chapter focuses specif-
ically on the critical requirements of real-time industrial applications, aiming to
contribute to the understanding and improvement of TSN performance within
this context.

Research in this area has led to the development of TSN protocols and standards
that cater to specific timing requirements. Key standards within the IEEE 802.1
series, such as IEEE 802.1Qbv for Time-Aware Shaping (TAS), IEEE 802.1Qbu
for Pre-emption, and others within the IEEE 802.1 family, play a crucial role
in shaping the landscape of TSN. These standards are being recognised beyond
the IEEE realm, with adoption by organisations like ETSI for integration into
emerging technologies such as 5G.

2.1 Time Sensitive Networking

Reliable and real-time data exchange is essential across various sectors, in-
cluding industrial automation, healthcare, and automotive [DSA*14][LXW20].
Time-Sensitive Networking (TSN) emerges as a transformative technology de-
signed to address unique challenges, ensuring precision and deterministic com-
munication [BS19]. For instance, TSN is critical in coordinating motion control
systems in manufacturing or ensuring low-latency communication in healthcare
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applications. TSN is a set of standards and protocols that enhance various net-
working technologies, aiming to be MAC layer agnostic to deliver deterministic

communication and enable seamless integration [NTA*18].

Various industrial applications, such as manufacturing, process automation,
robotics, power generation, and transportation, rely heavily on interconnected
systems to optimise efficiency, productivity, and safety. Traditional Ethernet net-
works may struggle to guarantee precise timing, low-latency, and synchroniza-
tion required for time-sensitive industrial processes [VZS19]. TSN addresses
these issues by providing deterministic communication, which ensures data is

transmitted within known time bounds and minimises uncertainties.

2.1.1 Key Principles of TSN

TSN’s capabilities are rooted in several key principles:

* Time Synchronisation: TSN uses the IEEE 1588 Precision Time
Protocol (PTP) to ensure precise time alignment across devices
[syn20][Stal8][IEE21a]. This synchronization enables coordinated ac-
tions and precise event time stamping.

* Deterministic Communication: TSN ensures data transmission within
known and predictable time bounds, eliminating uncertainties. This is
crucial for applications requiring precise timing.

* Traffic Shaping and Scheduling: TSN employs mechanisms such as
Time-Aware Shaping (TAS) and Credit-Based Shaping (CBS) to allo-
cate network bandwidth effectively. TAS regulates traffic based on pre-
cise time slots, while CBS uses credits to manage bandwidth allocation
[IEE18][IEE10].

* Quality of Service (QoS): TSN introduces differentiated QoS to cater
to various traffic classes, ensuring that time-critical data receives priority

while accommodating less time-sensitive data.

* Redundancy and Fault Tolerance: TSN incorporates redundancy mech-
anisms like Parallel Redundancy Protocol (PRP) [IEE17] and High-
availability Seamless Redundancy (HSR) [HR21] to enhance network re-
liability and fault tolerance.

* Resource Reservation: TSN enables precise bandwidth and latency reser-
vation for time-sensitive applications, ensuring consistent and predictable
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Figure 2.1: Key Principles of Time-Sensitive Networking.

performance.

By embracing these principles, TSN contributes to improvements in industrial

communication, facilitating enhanced reliability, real-time capabilities, and co-

ordinated data transmission.

2.1.2 Traffic Shaping and Scheduling

Time-Sensitive Networking introduces sophisticated traffic shaping and

scheduling mechanisms to manage network resources and prioritise critical

data:

Traffic Shaping: TSN uses Time-Aware Shaping (TAS) to regulate data
transmission rates and Credit-Based Shaping (CBS) to allocate bandwidth
efficiently. TAS prevents excessive burstiness by adhering to predefined
time slots, while CBS uses credit mechanisms to manage network load
[IEE18][IEE10].

Scheduling: TSN employs time-triggered and time-aware scheduling to
manage data transmission. Time-triggered scheduling follows a strict
timeline for data frames, while time-aware scheduling allows dynamic
adjustments based on timing requirements [MSKS13].

Coordinated Traffic Flow: The synergy between traffic shaping and
scheduling ensures that critical traffic classes receive the necessary re-

Time-Sensitive Networking for Industrial IoT: 9 Mohamed Seliem
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sources and priority, while non-critical traffic adapts to available band-
width.

The combination of these mechanisms enables precise control, deterministic
communication, and low-latency data transmission, facilitating advanced au-
tomation and Industry 4.0.

2.1.3 Redundancy and Fault Tolerance

Reliability and fault tolerance are crucial in industrial automation. TSN employs
various redundancy mechanisms:

e Parallel Redundancy Protocol (PRP): PRP creates two independent
data paths for transmission, ensuring zero downtime in case of a failure
[IEE17].

* High-availability Seamless Redundancy (HSR): HSR provides sub-
millisecond failover times by creating a redundant ring topology [HR21].

* Fault Detection and Recovery: TSN includes mechanisms for fault de-
tection and recovery [GZPS17]. Network devices monitor link health and
activate redundant paths as needed.

* Seamless Integration with Industrial Protocols: TSN integrates with
legacy Ethernet and industrial protocols, allowing gradual adoption and
leveraging existing infrastructure [KKH14].

These mechanisms ensure continuous operation and minimise the impact of
network failures, contributing to improved reliability and performance in in-
dustrial applications.

2.1.4 Industrial Profile of TSN

The Industrial Profile of TSN [G*21] extends TSN standards to meet the unique

requirements of industrial applications:

* Time-Triggered Traffic: Emphasises precise scheduling for synchronised
operations in industrial environments.

* Support for Multiple Real-Time Traffic Types: Includes support for var-
ious real-time traffic types like audio-video bridging and time-sensitive
network bridging.

Time-Sensitive Networking for Industrial IoT: 10 Mohamed Seliem
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* Deterministic Forwarding: Ensures real-time data is forwarded with
strict adherence to timing requirements.

* Seamless Integration with Legacy Ethernet: Allows for the integration
of TSN into existing networks without disruption.

* Configuration and Diagnostics: Introduces specialised traffic classes for
configuration and diagnostics, enhancing network manageability.

The Industrial Profile of TSN aims to enhance productivity, security, and con-
nectivity in manufacturing and industrial automation through its focus on time-
triggered traffic, real-time support, and seamless integration.

2.2 Network Calculus Principles

Network calculus [LBTO1][BARW11][LB96][VBK16] is a mathematical frame-
work designed to analyse and optimise the performance of communication net-
works, especially where real-time communication and strict performance guar-
antees are essential. It offers a systematic approach to understanding data flows
within networks, enabling effective resource allocation and addressing time-
sensitive needs. This section explores network calculus principles and their ap-
plication in evaluating and optimising Time-Sensitive Networking (TSN) stan-
dards and protocols.

Structure of the Section:

* Overview of Network Calculus: We will provide a concise overview of
the key concepts and principles of network calculus, including fundamen-
tal theorems and mathematical tools used for analysing data flow in com-
munication networks.

* Application of Network Calculus in TSN: This subsection will explore
how network calculus is applied within the context of Time-Sensitive Net-
working, focusing on its role in analysing TSN performance and ensuring
timely delivery of critical data.

* Deterministic Bounds for Real-Time Traffic: We will discuss how net-
work calculus helps derive deterministic bounds on packet delays and
buffer requirements for real-time traffic, and how this analysis supports
the design of TSN to meet strict timing constraints.

 Traffic Shaping and Resource Allocation: This subsection will highlight
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how network calculus assists in analysing traffic shaping and resource al-
location. We will examine how service curves facilitate bandwidth reser-
vation and allocation, providing insights that inform TSN design deci-
sions.

* Evaluation of Network Performance: The final part will focus on apply-
ing network calculus to evaluate the performance of time-sensitive net-
works. We will review performance measurement approaches and how
well TSN deployments achieve their objectives.

By examining network calculus principles and their application to TSN, this
section demonstrates how this mathematical framework enables efficient, pre-
dictable, and reliable communication within modern network infrastructures.

2.2.1 Overview of Network Calculus

Network calculus provides a framework for understanding and optimising the
deterministic performance bounds of communication networks, rooted in queu-
ing theory [Jia09]. It allows engineers to model and analyse network perfor-
mance under certain conditions, providing insights into traffic behaviour and
service guarantees. However, it is important to acknowledge that network cal-
culus may not fully capture the stochastic nature of real-world networks, and its
deterministic insights should be considered alongside the inherent variability in
network performance.

The core concepts of network calculus involve analysing data flow within net-
work nodes using two main types of curves:

Arrival Curve «: The arrival curve characterises the pattern of data arrival
into a network node. It quantifies the amount of data arriving over a specific
period. For example, a constant bit rate traffic source can be described by a
linear arrival curve, indicating a steady data arrival rate, as shown in Figure
2.2.

Service Curve (5: The service curve represents the output behaviour of a net-
work node, defining the maximum rate at which the node can process and
transmit data. A strict service curve ensures that data exits the node no faster
than the specified rate.

Network calculus uses these curves to analyse the interaction between data ar-
rival and service at network nodes, deriving fundamental performance metrics.
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Figure 2.2: Standard Arrival Curve

A key result in network calculus is the Convolution Theorem [LBTO01], which
facilitates mathematical analysis of network data flows.

Convolution Theorem: This theorem states that the output envelope of a net-
work node is the convolution of the arrival curve and the service curve. Mathe-
matically, it is expressed as the minimum convolution of these curves. This con-
volution operation allows engineers to predict worst-case network behaviour
and estimate crucial metrics, such as delay and backlog experienced by data
packets.

The most commonly used formulations are for the convolution and deconvolu-
tion operations, which are defined by[LBTO1] as follows:

f@gt) = Oiglgfg’t{f(t —s)+g(s)} (2.1)
fogt) = Sogg{f(t +5) —g(s)} (2.2)

2.1, min-plus convolution, has the same proprieties as usual convolution, e.g.
commutative and associative. It can be easily calculated by placing one of the
curves ¢g(t) at each point of the other curve f(¢). The resulting curve f ® g(¢)
connects all the minimum points of the placed instances of, g(¢) as depicted in
Figure 2.3.c. Moreover, the deconvolution in 2.2, depicted in 2.3.d, is obtained
by shifting the curve ¢(t) by ¢,Vt, € [0,¢] and increasing the curve f(¢) by the
maximum vertical deviation between f(t) and g(t — ).

One of the key applications of network calculus is its ability to analyse and
assess the potential for providing Quality of Service (QoS) guarantees for dif-
ferent classes of traffic in communication networks. By carefully designing and
bounding arrival and service curves, engineers can gain valuable insights into
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Figure 2.3: Network Calculus rules. Adapted from [MHG20].

the network’s performance and its capacity to meet QoS requirements. Im-
plementing QoS guarantees involves specific resource management algorithms
that leverage the insights from network calculus analysis to optimise the treat-
ment of both time-critical and non-critical data streams.

Network calculus has significantly contributed to the development of real-time
communication protocols, such as the IEEE Time-Sensitive Networking (TSN)
standard. It has been instrumental in analysing TSN to ensure the timely deliv-
ery of critical data and establishing synchronization and time-awareness across
the network [Mes18][DXL122].

In summary, network calculus offers a robust and adaptable mathematical
framework for evaluating, constructing, and enhancing communication net-
works. By leveraging network calculus (NC) as a methodology, engineers can
systematically build efficient and reliable networks tailored to the stringent
requirements of time-sensitive applications. The use of concepts such as en-
velopes and the Convolution Theorem in network calculus not only facilitates
insightful analysis but also serves as a valuable tool in the design process.

Time-Sensitive Networking for Industrial IoT: 14 Mohamed Seliem
Integration, Analysis, and Performance
Evaluation



2. BACKGROUND 2.2 Network Calculus Principles

This dual role of network calculus is transformative in modern networking
paradigms [LBTO1][KS22]. The following subsections will delve deeper into
the practical applications of network calculus in Time-Sensitive Networking and
its role in ensuring the successful deployment of real-time communication sys-
tems.

2.2.2 Application of Network Calculus in TSN

Time-Sensitive Networking represents a paradigm shift in communication net-
works, designed to meet the demands of latency-sensitive and time-critical ap-
plications. By integrating network calculus principles into the TSN architecture,
engineers can ensure reliable, predictable, and deterministic data transmission,
making TSN a robust solution for industrial automation, automotive communi-

cation, and other mission-critical applications.

Guaranteed Timely Data Delivery: In TSN, certain applications necessitate
that data be delivered within stringent time bounds to maintain system stabil-
ity and safety. Network calculus enables engineers to analyze the network’s
behaviour under varying traffic loads and derive deterministic bounds on data
packet delays. This capability enhances the understanding of data flow charac-
teristics and supports the effective management of critical data packets within
predefined time constraints. While network calculus provides valuable insights,
implementing mechanisms to ensure timely delivery involves specific design
considerations and resource management strategies aimed at preventing sys-
tem failures or data loss.

Quality of Service Assurances: Network calculus aids in providing QoS as-
surances in TSN by informing the design and analysis of scheduling techniques
that enforce differentiated treatment of traffic classes. By defining appropriate
arrival and service curves for different traffic streams, engineers can allocate
resources based on application priority levels. This approach allows TSN net-
works to implement bandwidth reservation and priority-based scheduling, en-
suring that time-sensitive data receives higher priority compared to non-critical
traffic.

Traffic Scheduling and Shaping: TSN networks often encounter variations
in traffic patterns due to the coexistence of diverse applications with differing
bandwidth requirements. Network calculus supports the development of effi-
cient traffic scheduling and shaping algorithms to manage these variations. By
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modelling and analysing traffic using arrival and service curves, engineers can
regulate data flow to prevent congestion and prioritise critical traffic during

network contention.

Resource Allocation and Admission Control: Admission control is crucial in
TSN for determining whether to accept or reject new traffic streams based on
available network resources. Network calculus enables engineers to calculate
the maximum allowable arrival rates of new traffic streams without compro-
mising the performance guarantees of existing streams. This aids in effective
resource allocation and capacity planning to accommodate the dynamic nature

of time-sensitive applications.

Bandwidth and Buffer Management: Bandwidth reservation and buffer man-
agement are vital for ensuring predictable delivery of critical data in TSN net-
works. Network calculus helps engineers calculate the required buffer sizes to
store time-sensitive packets and prevent buffer overflows. This approach min-
imises jitter and enhances data transmission predictability, essential for time-
critical systems.

Validation of TSN Configurations: Network calculus provides a structured ap-
proach to validate and verify the performance of TSN configurations. Engineers
can simulate various traffic scenarios, evaluate network behaviour under differ-
ent loads, and ensure that the deployed TSN infrastructure meets the desired
QoS requirements.

In summary, the application of network calculus in Time-Sensitive Networking
greatly enhances the reliability and predictability of communication systems.
By leveraging network calculus principles, TSN can guarantee timely delivery
of critical data, provide differentiated QoS assurances, and effectively manage
network resources. Integrating network calculus into TSN holds promise for
improving the performance of time-sensitive applications and supporting in-
dustries that rely on reliable, real-time communication and control systems.
Detailed discussions on this integration and its contributions are covered in
later chapters.

2.2.3 Deterministic Bounds for Real-Time Traffic

Network calculus provides a valuable foundation for assessing a network’s ca-
pability to deliver time-sensitive data reliably, which is crucial for various net-

working environments, including Time-Sensitive Networking. Its unique abil-
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ity to derive deterministic bounds on various network performance metrics for
real-time traffic is instrumental in meeting the stringent requirements of critical

applications.

Max-Plus Algebra and Convolution Theorem: At the core of network calculus
[VBK16] are Max-Plus algebra and the Convolution Theorem, which are essen-
tial for calculating deterministic bounds for real-time traffic streams. Max-Plus
algebra allows for the modelling of packet transmission times and service ca-
pabilities of network elements in a unified framework, enabling the analysis of
worst-case scenarios.

Maximum Delay Calculation: By utilising Max-Plus algebra and the Convolu-
tion Theorem, network calculus can accurately determine the maximum delay
experienced by real-time data packets as they traverse the network. Engineers
can predict upper bounds on packet delays with high precision, facilitating the
design of TSN networks that adhere to strict deadlines essential for mission-
critical applications.

Buffer Requirements Analysis: Deterministic bounds on buffer requirements
are crucial in real-time systems to prevent packet loss and ensure smooth data
flow. Network calculus helps engineers calculate the necessary buffer sizes at
different network nodes, ensuring efficient storage and transmission of time-
sensitive packets without causing congestion.

Enhancing Reliability in TSN Applications: The derived bounds on delay and
buffer requirements provide essential guidelines for improving the reliability of
TSN applications. Incorporating these insights into TSN network design and
configuration ensures reliable data transmission, even under demanding condi-
tions.

Avoiding Packet Loss: Packet loss can severely impact time-sensitive environ-
ments, leading to compromised performance or safety hazards. Network cal-
culus enables engineers to calculate buffer sizes needed to avoid packet loss,
thereby ensuring uninterrupted data delivery and overall system stability.

Optimization of Network Performance: The ability to calculate deterministic
bounds through network calculus is crucial for optimising TSN network per-
formance. Network calculus allows engineers to model and evaluate network
behaviour analytically, helping them make informed decisions on adjusting pa-
rameters and resource allocations. Studies such as [LBC12] illustrate how this
analytical approach aids in balancing QoS requirements with efficient resource
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utilization in TSN networks.

Validation of TSN Design: Deterministic bounds derived from network cal-
culus facilitate thorough validation of TSN designs. By comparing calculated
bounds with performance targets, engineers can assess the feasibility and effec-
tiveness of their TSN implementations.

2.2.4 Traffic Shaping and Resource Allocation

In Time-Sensitive Networking, traffic shaping and efficient resource allocation
are crucial for ensuring predictable and reliable data transmission. Network
calculus provides a powerful framework for designing traffic shaping algorithms
and optimising resource allocation to meet the diverse service requirements of
different traffic classes.

Traffic Shaping Algorithms: Traffic shaping algorithms are essential in TSN
for regulating data flow to meet specified service requirements. Network cal-
culus supports the design of effective traffic shaping mechanisms by providing
analytical models to predict network behaviour. For instance, network calculus
can help design a shaping mechanism that smooths out bursty traffic, aligning

data transmission rates with network capacity and preventing congestion.

By analysing arrival and service curves of various traffic streams, engineers
can design shaping policies that mitigate excessive data bursts, reduce packet
jitter, and ensure a controlled and predictable flow of time-sensitive data. Well-
designed shaping algorithms are critical for meeting QoS guarantees and avoid-
ing congestion in TSN networks.

Service Curves for Bandwidth Allocation: A key concept in network calculus
is service curves [BJT10], which define the maximum rate at which a network
element can process and transmit data. Engineers can use service curves to
allocate bandwidth and prioritise traffic based on its criticality.

By assigning appropriate service curves to different traffic classes, such as real-
time control data, video streams, and best-effort traffic, engineers ensure that
time-sensitive applications receive the necessary bandwidth to meet their per-
formance requirements. This dynamic resource allocation, based on service
curves, allows TSN networks to adapt to changing traffic conditions and priori-
tise mission-critical data during network congestion or contention. Translating
service curves into switch configurations involves network management mech-
anisms that utilise insights gained through network calculus analysis.
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Guaranteeing Resources for Critical Applications: In TSN, certain applica-
tions require stringent resource guarantees to ensure timely and reliable oper-
ation. Network calculus facilitates the reservation and allocation of resources
for critical applications, providing them with the bandwidth necessary to meet
specific demands.

Engineers can use network calculus to analyse the behaviour of critical traffic
and calculate the minimum bandwidth required to maintain desired QoS guar-
antees. This approach ensures that time-sensitive data packets receive prefer-
ential treatment, even when non-critical traffic saturates the network.

Optimising Resource Utilization: Efficient resource allocation is crucial in any
network, including TSN. Network calculus enables engineers to optimise re-
source utilization by fine-tuning bandwidth and buffer space allocation among
different traffic classes. For example, network calculus analysis might reveal
that allocating more bandwidth to time-critical traffic while allowing less criti-
cal traffic to use the remaining capacity can enhance overall performance. By
leveraging network calculus insights, engineers can strategically allocate re-
sources to prioritise critical applications, ensuring efficient utilization and meet-
ing QoS requirements.

Considering network capacity, service curves, and traffic demands, engineers
can balance providing necessary resources for critical applications with max-
imising overall network efficiency. This optimization leads to improved network
performance and better resource utilization, making TSN networks more robust
and capable of handling diverse traffic scenarios.

Enabling Multi-Service Networks: TSN often supports a variety of applica-
tions with different service requirements. Network calculus enables the design
of multi-service networks, where different traffic classes coexist and receive ap-
propriate resources and prioritization. For example, network calculus analysis
can guide the design of a TSN network that accommodates both time-critical
traffic from industrial automation systems, which requires low latency, and less
critical traffic from monitoring applications, allowing for flexible and adaptive
resource allocation.

By iteratively refining traffic shaping algorithms and resource allocation strate-
gies based on insights from service curve analysis, engineers can create TSN
networks that meet the needs of diverse applications, including real-time con-
trol, audio, video, and best-effort data. This versatility allows TSN to be a
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comprehensive and flexible solution for time-critical applications in industrial

automation, automotive, and other industries.

Traffic shaping and efficient resource allocation, empowered by network cal-
culus principles, are essential for achieving optimal network performance in
Time-Sensitive Networking. By employing traffic shaping algorithms, leverag-
ing service curves for bandwidth allocation, and guaranteeing resources for
critical applications, TSN networks can deliver reliable, predictable, and high-
performance data transmission, ensuring seamless operation of time-critical ap-

plications in dynamic environments.

2.2.5 Evaluation of Network Performance

Evaluating network performance is essential for validating the effectiveness of
Time-Sensitive Networking (TSN) implementations. Network calculus provides
a rigorous framework for assessing key performance metrics and analysing net-
work behaviour under various traffic scenarios. By leveraging network calculus,
engineers can gain insights into the network’s capabilities, identify potential
bottlenecks, and fine-tune the system to optimise its performance.

Several key metrics are particularly important when evaluating TSN network
performance:

Delay: Network calculus allows engineers to analyse and calculate the max-
imum packet delay for different traffic classes and network paths, providing
valuable insights into worst-case scenarios. For average delay calculations, ad-
ditional methodologies such as queuing theory may be employed. This analysis
is crucial for ensuring that critical applications meet their timing requirements

and maintain reliable communication.

Jitter: Jitter, or the variation in packet arrival times, can significantly impact
the synchronization of time-sensitive applications. Network calculus facilitates
the calculation of jitter bounds, enabling engineers to assess the stability and
predictability of data delivery. Managing jitter is essential for applications re-
quiring precise timing and coordination.

Packet Loss: Packet loss can lead to data retransmissions and compromise
the reliability of time-sensitive systems. Network calculus helps evaluate the
packet loss rate under various conditions, providing insights into the network’s
robustness and identifying potential areas for improvement. Understanding
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packet loss rates is vital for maintaining system reliability and ensuring data
integrity.

Backlog: Backlog refers to the amount of data awaiting transmission at net-
work nodes. By analysing backlog using network calculus, engineers can assess
the adequacy of buffer sizes and the effectiveness of traffic shaping mechanisms.
This analysis ensures that the network can handle data without excessive delays
or congestion.

Network calculus offers several analysis techniques to evaluate TSN network

performance:

Worst-Case Scenario Analysis: Engineers use worst-case scenario analysis by
considering the convolution of arrival and service curves to identify scenarios
where network performance is most challenging. This technique helps validate
the network’s ability to meet stringent performance guarantees by examining

the network’s behaviour under extreme conditions.

Stability Analysis: Stability is critical for ensuring consistent and predictable
performance in TSN networks. Network calculus facilitates stability analysis by
examining data arrival rates and the network’s capacity to handle traffic. Sta-
bility definitions and conceptualizations in this context are discussed in studies
such as [NTA"18] and [ZHLL18], which contribute to a comprehensive under-
standing of system behaviour.

Sensitivity Analysis: Sensitivity analysis investigates how changes in network
parameters or traffic patterns impact performance. Network calculus enables
engineers to perform sensitivity analysis, helping them understand the effects
of different configurations on network behaviour. This analysis is crucial for
optimising network performance under varying conditions.

The application of network calculus in evaluating TSN designs is a critical val-
idation step. By comparing mathematical formulations and defined perfor-
mance metrics with predefined targets, engineers can verify whether the net-
work meets its performance goals. This validation ensures that the network is
capable of delivering the required QoS for time-sensitive applications.

Performance evaluation also helps identify potential areas for optimization.
By analysing performance metrics, engineers can fine-tune network configu-
rations, traffic shaping algorithms, and resource allocations to enhance overall
efficiency and reliability. This iterative process of optimization leads to a more
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robust and effective TSN implementation.

Furthermore, performance evaluation provides real-world insights into the net-
work’s behaviour under dynamic conditions. Engineers can use the knowledge
gained from this process to make informed decisions about network scaling,
capacity planning, and future enhancements.

In conclusion, evaluating network performance using network calculus is a cru-
cial step in assessing the effectiveness of Time-Sensitive Networking implemen-
tations. By analysing key performance metrics and employing various analysis
techniques, engineers can validate network performance, optimise behaviour,
and gain valuable insights to ensure the successful deployment of time-critical
applications across diverse industries.

2.3 Relevant Related Work

The intersection of timing analysis, Time-Sensitive Networking, and multi-class
traffic management has emerged as a pivotal area of research in the context
of industrial real-time applications. Industrial environments demand precise
and deterministic communication to ensure safe and efficient operations. This
necessitates a comprehensive exploration of existing literature to understand
the advancements, challenges, and methodologies that characterise the field.
The complexity of industrial environments is compounded by the coexistence
of diverse traffic classes, each characterised by distinct timing constraints and
QoS requirements. These classes often include critical control traffic, real-time
data flows, and less time-sensitive technical or business operations traffic. A
nuanced examination of research addressing the management of these multi-
class traffic scenarios is vital to appreciate the strategies devised to allocate
network resources efficiently while respecting individual class requirements.
Within this context, timing analysis plays a crucial role in evaluating the per-
formance of TSN-based industrial systems. The analysis encompasses methods
for estimating worst-case communication latencies, assessing the impact of net-
work congestion, and validating compliance with specified timing constraints.
The literature encapsulates various approaches, including analytical modelling,
simulation-based techniques, and empirical studies. By surveying these meth-
ods, we gain insights into their applicability, accuracy, and limitations in the
context of TSN networks catering to multi-class traffic. The scientific founda-
tion established in prior research not only informs our present study but also de-
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lineates the contours of unexplored territory. By reviewing the developments in
timing analysis techniques, investigating the practical challenges faced during
experimental validation, and identifying gaps in the current body of knowledge,
we motivate our contributions. As we progress through the following sections,
we conduct an in-depth exploration of the pertinent literature. This review not
only orients our research within the broader topic of timing analysis for TSN-
based systems but also positions us to make informed strides toward addressing
the intricate challenges, such as optimising latency and ensuring Quality of Ser-
vice, presented by multiple classes of traffic. By synthesising these insights, we
intend to synthesise a coherent framework for our research, capitalising on the
current state of the art while advancing knowledge in the understanding of tim-
ing analysis for TSN-based industrial real-time applications with diverse classes
of traffic.

As this thesis encompasses several interconnected research domains, we organ-
ise the review of related work into distinct subsections. To commence, it is
imperative to recognise that TSN does not stand as the exclusive solution for
real-time Ethernet. Within subsection 2.3.1, we provide an inclusive survey of
existing alternatives to real-time Ethernet solutions, delineating their standout
features, merits, and drawbacks.

Subsequently, in subsection 2.3.2, we offer a condensed overview of the ex-
tensive body of research dedicated to TSN. Within this realm, research papers
exhibit a spectrum of approaches, some scrutinising the constituent elements of
TSN in isolation, while others furnish an evaluation of TSN as a communication
system realising its full potential with the inclusion of all associated standards.
A myriad of evaluation methods has been proposed, encompassing simulations
of TSN, alongside analytical models derived through the NC methodology.

Moving forward to subsection 2.3.3, we present an inventory of TSN simulators
that have been developed using a variety of simulation tools. Subsection 2.3.4
is devoted to the presentation of worst-case end-to-end delay analytical models,
formulated through the application of the network calculus, and these models
are configured to account for different TSN functionalities.

2.3.1 Evaluating Real-time Ethernet Solutions:

Ethernet offers a range of advantageous qualities such as broad applicability,

compatibility, and cost-effectiveness. Nevertheless, its non-deterministic be-
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haviour resulting from the CSMA/CD arbitration mechanism renders it unsuit-
able for real-time communication. Various strategies have been proposed to
address this challenge, as detailed in the following references.

In [Doy04a], P. Doyle elucidates the inherent characteristics of conventional
Ethernet, highlighting its limitations in non-deterministic applications. Col-
lision avoidance can be achieved through the implementation of full-duplex
links and the integration of switches into the network topology. The concept of
Switched Ethernet can be merged with real-time protocols to ensure determin-

ism.

In a subsequent publication [Doy04b], an exploration of several existing real-
time solutions that leverage these concepts is undertaken. The analysis encom-
passes EtherNet/IP, PROFInet, Ether-CAT, and ETHERNET Powerlink, accompa-
nied by an assessment of the respective advantages and disadvantages of each
approach. Moreover, the publication offers insights into the typical network
topologies and frame formats associated with these solutions. This pioneering
work represents one of the earliest research endeavours in the realm of real-
time Ethernet and has served as a foundational reference for subsequent re-
search papers. Additionally, it introduces the IEEE 1588 standard, which guar-
antees sub-microsecond synchronisation accuracy of distributed clocks.

In their white paper [APA5], Kingstar conducts an extensive examination of
five distinct protocols designed for real-time Ethernet applications. The pro-
tocols under comparative scrutiny encompass EtherCAT, EtherNet/IP, Ethernet
Powerlink, PROFINET IRT, and SERCOS III. This evaluation ultimately favours
EtherCAT as the most promising solution in terms of both performance and
cost-effectiveness. Importantly, all the protocols reviewed adhere to open stan-
dards, obviating the need for exclusive vendor technologies. The paper serves
as a valuable resource for understanding the current state of real-time Ethernet
practices. However, it is worth noting that the paper’s approach may not align
with the expectations of the academic research community, as it lacks a detailed
explanation of experimental design, rendering the results non-reproducible.

Meanwhile, in the work by T. Steinbach and colleagues [SKS11], the focus
shifts to exploring the feasibility of implementing switched Ethernet in in-car
networking scenarios. Traditional in-car communication solutions like Con-
troller Area Network (CAN) and FlexRay exhibit limitations in scalability, which
becomes increasingly pertinent as the number of network nodes continues to
grow. The integration of switched Ethernet with real-time protocols is investi-
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gated as a potential solution to meet temporal constraints. Within this study,
TTEthernet is evaluated as a prospective backbone for in-car networks, offering
three distinct classes of traffic: time-triggered, rate-constrained, and best-effort.
The analysis demonstrates that time constraints can be met, albeit with some
limitations in the best-effort class’s jitter. However, it is essential to note that
the paper lacks the provision of simulation tools and experiment configurations,
thus precluding the reproducibility of the reported findings.

In their research documented in [AML*17], M. Ashjaei and collaborators delve
into an investigation of the performance of a switched Ethernet network for
vehicular applications, making use of the AVB protocol. AVB, which pre-
cedes TSN (Time-Sensitive Networking), comprises four fundamental stan-
dards: Audio Video Bridging Systems (IEEE 802.1BA), Timing and Synchro-
nisation for Time-Sensitive Applications (IEEE 802.1AS), Stream Reservation
Protocol (IEEE 802.1Qat), and Forwarding and Queuing for Time-Sensitive
Streams (IEEE 802.1Qav). AVB defines two distinct classes of traffic, namely
high-priority class A and low-priority class B. The standard also introduces the
Credit-Based Shaping algorithm, designed to mitigate traffic bursts.

Notably, the use-case model adopted in this analysis mirrors the one previously
detailed in a separate study [LWH11] conducted by the BMW Group Research
and Technology. The results obtained from this investigation affirm the schedu-
lability of the task set when employing AVB. It is important to underscore that
this thesis heavily draws upon the work undertaken by M. Ashjaei et al., em-
ploying an identical use-case and model configuration.

2.3.2 Performance Assessment of TSN Amendment

Evaluating the performance of the TSN standard necessitates the examination
of all its constituent amendments. While a comprehensive analysis of AVB has
already been undertaken, other aspects of TSN, e.g. scheduled traffic (IEEE
802.1Qbv) and frame pre-emption (IEEE 802.1Qbu), should be considered as
these are integral to TSN’s extension of the AVB standard.

In their work, Luxi Zhao et al. [ZPC18] conduct an extensive worst-case analy-
sis of IEEE 802.1Qbv for TSN using network calculus. Their focus is exclusively
on scheduled traffic, omitting frame pre-emption due to its potential complexity.
The paper begins by elucidating the functionality of an IEEE 802.1Qbv-capable
switch, highlighting its routing table revisions, traffic forwarding, priority filter-
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ing based on PCP, and queue management through Gate Control Lists (GCLs).
The worst-case latency analysis of scheduled traffic in this context assumes un-
restricted GCLs, meaning that scheduled traffic windows do not overlap, en-
abling multiple scheduled traffic classes with different priorities. The accuracy
of their analysis is validated through two test cases, one synthetic with six nodes
and two switches, and another more realistic with 31 nodes and 15 switches.
Both cases demonstrate compliance with real-time constraints for scheduled
traffic. The provided analysis not only ensures the real-time capabilities of TSN,
but also facilitates the synthesis of GCLs, thereby enhancing the scalability of
TSN.

The utilisation of IEEE 802.1Qbv raises the challenge of devising a valid sched-
ule for time-triggered traffic. Silviu S. Craciunas et al. [COCS16] address this
issue by identifying functional parameters of the amendment, delineating its
constraints, and articulating deterministic Ethernet constraints. They propose
an offline scheduler based on these constraints, guaranteeing low and deter-
ministic latency for time-triggered traffic. Key parameters include device capa-
bilities and queue configuration, with a focus on deterministic networks where
both switches and end-systems are scheduled. The number of queues, gate
operation modes, and various scheduling constraints are also outlined. Satisfi-
ability Modulo Theories (SMT) are employed to solve the scheduling problem.
Their experiments reveal that the scheduling complexity increases with network

utilisation, prompting the exploration of several optimisation avenues.

W. Jia et al. [JLC13] undertake the performance evaluation of IEEE 802.1Qbu,
addressing the challenge posed by the need for deterministic end-to-end la-
tency in time-critical traffic (TCT) without frame pre-emption. They introduce a
frame pre-emption mechanism to resolve this issue. In cases of non-time-critical
traffic (NTCT) transmission, TCT could experience MTU transmission delay.
IEEE 802.1Qbu allows TCT to pre-empt NTCT upon arrival at the frame pre-
emption switch, resuming NTCT transmission after TCT completion. The MAC
layer of a switch identifies frame priority through a 3-bit priority field in the
standard Ethernet header. Control symbols, namely HOLD and RETRIEVAL, are
utilised to inform receivers about frame pre-emption, enabling smooth transi-
tions between traffic streams. Simulation experiments employ three scheduling
schemes: FIFO, non-pre-emptive priority scheduling (NPPS), and pre-emptive
priority scheduling (PPS), with results demonstrating significant reductions in
average jitter and delay when PPS is employed. The paper effectively highlights
the advantageous characteristics of IEEE 802.1Qbu, showcasing significant im-
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provements in real-time communication within Ethernet networks through this

amendment.

Lastly, Lin Zhao et al. [ZHLL18] conduct a comparative analysis of TSN and
TT Ethernet, focusing on their similarities and differences. Both technologies
employ Time-Division Multiple Access (TDMA) to avoid traffic collisions by pre-
cisely dividing transmission time. The authors introduce both technologies,
elucidating their respective network architectures. In terms of bandwidth allo-
cation, TSN surpasses TT Ethernet, as the latter may lead to low-priority flows
starving in the presence of large high-priority traffic transmission. TSN, con-
versely, employs the Stream Reservation Protocol (SRP) to ensure fairness in
bandwidth allocation for low-priority traffic. The authors also compare TSN
and TT Ethernet in terms of delay analysis, highlighting TSN’s superior perfor-
mance due to mechanisms such as CBS and frame pre-emption that allow for
high bandwidth and minimal end-to-end delay. TT Ethernet’s capability to com-
bine Time-Triggered (TT) and Rate-Constrained (RC) traffic in various ways is
discussed, as is its redundancy approach, which falls short compared to TSN’s
ability to avoid frame loss by utilising multiple paths. In summary, TSN emerges
as the more flexible and adaptable solution, capable of accommodating mod-
ifications to network topology, whereas TT Ethernet requires an entirely new

schedule to accommodate changes.

2.3.3 Modelling Time Sensitive Networking through Simula-
tion

In the paper [JLH'18], the authors introduce a TSN simulation model that
they developed using OMNeT+ +. Within the array of frameworks that extend
the functionalities of OMNeT + +, they leverage the INET framework and Com-
munication over Real-time Ethernet (CoRE4INET) extension to construct their
TSN simulator. Alongside these frameworks, they also implement amendments
of IEEE 802.1Qbv and IEEE 802.1QAS. The core objective of this simulation
effort is to verify the capability of TSN in ensuring deterministic end-to-end la-
tency. The paper elaborates on the development process of the TSN simulation
model, which comprises two primary components.

The first part involves the creation of a TSN switch with prioritisation and gat-
ing capabilities. Traffic is directed to specific queues based on its priority, and
the transmission is controlled through Gates Control Lists. In the second part,
the authors establish a network topology to validate the functionalities of the
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switch. The paper also offers detailed guidance on how to derive GCLs for var-
ious network topologies and their associated parameters. GCLs are employed
to facilitate diverse transmission modes, including protected transmission of
time-triggered messages, unprotected transmission of other messages, and the
use of a guard band. By ensuring that the guard band accommodates the
worst-case scenario, where it equals the maximum frame transmission time, the
authors guarantee that unprotected messages do not interfere with protected
ones. The simulation results conclusively demonstrate that TSN, along with
its two amendments, can indeed ensure deterministic and low-end latency for
protected traffic. Notably, the best-case, average-case, and worst-case response
times for protected traffic remain identical, while the latency of unprotected

traffic increases over time, rendering it non-deterministic.

P. Heise et al. introduce the TSimNet simulation framework, which encom-
passes all non-time-based TSN standards in [HGO16]. Acknowledging that
time synchronisation is unsuitable for avionic networks due to certification con-
straints, its implementation was deemed unnecessary. TSimNet is implemented
using the OMNeT+ + simulation tool and its extension, the INET framework.
Frame pre-emption, frame replication and recovery, and per-stream filtering
represent the amendments integrated into the existing framework. The authors
embark on a performance evaluation of TSN, commencing with a simple topol-
ogy to assess the impact of frame pre-emption. They compare minimum, max-
imum, and average end-to-end latencies with and without frame pre-emption,
conclusively revealing that frame pre-emption significantly reduces latency. In
the subsequent evaluation, an industrial topology is employed, and the results
underscore the dependency of latency reduction on the network’s configuration.

The thesis report authored by H. Laine [Lail5] offers a succinct overview of
TSN amendments, with a specific focus on three: Time-aware Shaper, Credit-
based Shaper, and Frame pre-emption. The author devises a TSN simulator
implemented in Java, albeit lacking a graphical user interface. Consequently,
simulating various system configurations necessitates the provision of files defi-
ning messages, specifying topology, virtual links, and simulation configurations.
The simulation results affirm that time-critical frames adhere to the intended
transmission schedule with bounded latency. Additionally, it is observed that
the amendments related to frame pre-emption and Credit-based Shaper exhibit
preferences for Audio-Video frames and Best Effort traffic.

J. Falk and his team introduce the NeSTiNg Network Simulator for Time-
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Sensitive Networking [FHC*19], which is constructed with OMNeT++. NeST-
iNg harnesses numerous components and modules from the INET framework,
augmenting them with three pivotal TSN features: the Time-aware shaper
(IEEE Std 802.1Qbv), Credit-based shaper (IEEE Std 802.1Qav), and Frame
pre-emption (IEEE Std 802.1Qbu). At the heart of NeSTiNg lies a TSN switch,
predominantly implemented using pre-existing modules from INET. The con-
figuration of switch ports is adaptable, with each port comprising three core
modules: eth, processingDelay, and relayUni.

Upon receipt of an incoming frame, it initiates its journey through the eth
module. As an incoming frame, it is promptly directed from the mac mod-
ule through the express queue. The processingDelay component introduces a
measured delay to the frame, while the relayUnit module meticulously routes
it to its designated output port. Subsequently, the frame traverses the process-
ingDelay component residing within the output port. When cast as an outgoing
frame, it advances through the queuingFrames component, which judiciously
assesses the frame’s priority based on the PCP field, subsequently mapping it
to the appropriate queue. The transmissionSelection component takes charge of
selecting the subsequent frame for transmission by evaluating queue priorities
and their respective states. Gate management for the queues is overseen by
the gateController component, which maintains a gate control list. The frame
is then dispatched in accordance with either a strict priority or credit-based al-
gorithm. The tsAlgorithms component is adjustable by the user for each queue.
Ultimately, the frame reaches its destination at the mac module, via either the
preemptable or express queue.

NeSTiNg has been made accessible to the research community, with the authors’
notable contribution lying in an extensive evaluation of the TSN functionalities
embedded within this network simulator. The results presented in the paper
are predominantly focused on the network simulator itself, encompassing met-
rics such as average simulation run-time and memory consumption. However,
it is worth noting that the paper does not delve into the performance evalu-
ation of TSN-based applications; its scope remains centred on the simulator’s
performance characteristics.
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2.3.4 Worst Case Analysis of Industrial Time Sensitive Net-

works

In the realm of industrial networks, where complex data traffic specifications co-
exist with a plethora of design choices, the utilisation of TSN standards necessi-
tates careful consideration. These considerations span a wide spectrum, encom-
passing topology selection, synchronisation of network devices, determination
of the number of data traffic classes, selection of shaping techniques, and the
configuration thereof, among others. As a result, informed and well-structured
design decisions become paramount. Given the intricacies of this decision-
making process, network calculus has emerged as a valuable tool within the
literature [MHG20], providing a robust framework to derive actual worst-case
results within TSN-based networks. In the subsequent sections, we provide a
succinct overview of noteworthy contributions that leverage Network Calculus
(NQ) for the analysis of TSN shaping techniques.

In a noteworthy study, researchers in [ZPZL.18] applied network calculus to dis-
sect audio/video traffic when influenced by time-triggered traffic. Their analysis
considered both pre-emption and non-pre-emption modes, resulting in precise
upper bounds for worst-case delays associated with Class A and Class B traf-
fic. Expanding on this foundation, another study detailed in [ZPZ"20] encom-
passed not only two but multiple classes of AVB traffic. Authors in [GZRP18]
undertook a comprehensive analysis of credit bounds for AVB traffic, while also
scrutinising guard bands and the ramifications of scheduled traffic. Moreover,
they introduced tighter latency bounds for AVB traffic by limiting the output of
the CBS and accounting for link transmission rates. [ZPC18] delved deeper into
time-aware shaping, investigating the influence of GCLs on traffic, albeit limited
to non-pre-emption mode. Meanwhile, [MSMLB18] explored asynchronous
time shaping within TSN, affecting traffic before encountering other shapers
like CBS. This study provided a stringent per-flow bound for AVB traffic under
regulation and derived overall end-to-end latency bounds, which proved to be
lower than the sum of per-switch delay bounds. Building upon this, the same
authors made enhancements [MSLB19b] by incorporating rate-latency service
curves, where packet transmissions aligned with physical link rates, making the
derived bounds packet size-dependent. In [MSLB19a], they introduced supe-
rior upper bounds for AVB classes, applicable across various TSN configurations,
facilitating the computation of end-to-end delay and network buffer sizes.

The aforementioned research contributions have collectively contributed to the
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analysis of diverse TSN shaping techniques. Building upon this foundation,
our work extends the discourse by exploring the impact of the pre-emption
mode on credit evolution, particularly within AVB traffic when coexisting with
time-critical traffic. Additionally, we investigate the influence of higher-priority
traffic—subjected to CBS and TAS—on lower-priority but mission-critical data
traffic, spanning network control, events, configuration, and diagnostics. Our
contribution includes producing simulation results, allowing us to compare and
contrast them with the analytical results derived from Network Calculus. This
comparison, encompassing worst-case scenarios and typical stochastic system
evaluations, enhances the depth of our knowledge and offers valuable insights
into the performance of the proposed system under various conditions. Our
work is grounded in the TSN industrial profile, but its adaptability allows for

extensions to cater to other TSN profiles and applications.
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Chapter 3

Traffic Requirements for Industrial
Applications

The advancements in industrial technology have led to increased efficiency, au-
tomation, and improved connectivity. Industries such as manufacturing, process
automation, transportation, and power generation are currently experiencing
notable transformations. In these dynamic environments, the paramount im-
portance of dependable, real-time communication cannot be overstated.

This section explains into the intricacies of TSN-based real-time industrial ap-
plications, with a special focus on understanding the vital role of traffic re-
quirements. As industries increasingly adopt automation, robotics, and inter-
connected systems, the need for precise and deterministic communication in-
tensifies. Thus, grasping the intricacies of traffic demands within industrial
applications becomes a linchpin for harnessing TSN’s potential to revolutionise
modern industries.

Our exploration commences with an examination of the diverse range of in-
dustrial applications positioned to gain advantages from Time-Sensitive Net-
working. This exploration spans sectors encompassing manufacturing, process
automation, robotics, power generation, and transportation. We underscore
the profound significance of real-time communication in sculpting the future
of these industries. In each sector, efficient and dependable communication
systems are pivotal, enabling precise coordination, boosting productivity, and
upholding unwavering safety standards.

Furthermore, we venture into TSN’s pivotal role in meeting the unique traf-
fic requirements of these industrial applications. TSN’s strengths in delivering
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deterministic communication, ultra-low latency, and synchronised data trans-
mission play a pivotal role in facilitating seamless collaboration across diverse
industrial processes and components. Empowered by precise control, synchro-
nisation, and coordination, industries can push the boundaries of innovation,
ushering in highly sophisticated systems that redefine the realm of possibilities.

As we continue our exploration, we navigate the classification of traffic within
the TSN domain, recognising the distinct attributes and time-critical demands
exhibited by various traffic classes. Appreciating this classification is pivotal
in tailoring TSN solutions to cater to the specific and varied needs of diverse
industrial use cases. We traverse the landscape of bandwidth requirements,
latency constraints, and the unyielding demands for reliability, all of which
collectively govern the traffic requirements for each application.

Ultimately, this section seeks to illuminate the indispensable role of real-time
communication in reshaping modern industries through the lens of TSN. Our
comprehensive exploration aims to equip readers with a profound understand-
ing, fostering insights that contribute to the ever-expanding domain of knowl-
edge at the intersection of TSN and industrial applications.
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Figure 3.1: TSN switch interface with traffic shaping, frame pre-emption, and
strict priority.

3.1 TSN industrial classes of traffic

Ethernet frames, particularly in Ethernet-based fieldbus systems, play a crucial
role in facilitating communication among field devices within industrial appli-
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cations. These systems exchange data using data frames between field devices.
To determine frame priority, various methods are used, including binary classifi-
cation based on time criticality (Time-critical or Non-critical) and classification
into traffic patterns like Time-Triggered traffic, Audio-Video Bridging traffic,
and Best Effort traffic. The latter results in four traffic classes, with AVB traffic
containing Class A and Class B.

However, the TSN industrial profile expands this classification, defining eight
traffic classes: isochronous cyclic real-time, cyclic real-time, network control,
audio, video, alarms/events, configuration/diagnostics, and best effort. Net-
work devices, such as TSN switches, process these traffic classes based on as-
signed priority code point (PCP) per the industrial TSN profile. Time-critical
traffic receives the highest priority, followed by AVB traffic, and then best-effort-
based traffic.

Figure 3.1 illustrates a TSN switch interface supporting the industrial TSN queu-
ing mechanism and various TSN shaping methods (explained in section 2.1).
This interface efficiently manages the diverse traffic classes, adhering to the
prioritisation specified by the TSN industrial profile.

By embracing the TSN framework and its comprehensive traffic classification,
industrial applications achieve enhanced performance, predictability, and relia-
bility in communication systems. Critical real-time data is transmitted promptly
and accurately, contributing to seamless operations and safety. AVB traffic en-
sures synchronised multimedia data streams, catering to audio and video appli-
cations’ quality of service. Meanwhile, the best effort classes handle non-critical
data reliably.

As Time-Sensitive Networking becomes increasingly adopted in industrial set-
tings, the potential for innovation and efficiency in communication is evident.
Engineers and network administrators have the opportunity to design robust,
time-critical systems that contribute to productivity, safety standards, and the
evolution of industrial automation.

3.1.1 Scheduled Traffic (ST)

The scheduled/Time-triggered traffic in Time-Sensitive Networking (TSN)
encompasses two priority classes: isochronous cyclic real-time and non-
isochronous cyclic real-time, denoted as Priority Code Point (PCP) 7 and 6,
respectively. These classes are of utmost importance among all traffic types
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Table 3.1: isochronous and non-isochronous cyclic real-time traffic type prop-
erties

Property Description
Transmission Scheme Periodic or Event-driven.
Constraints Necessary data transmission restric-

tions for proper operation of traffic
type, which is a single or combination
of the following:

* Latency: Bounded or Guaranteed.

* Bandwidth

* No constraints

Periodicity Depends on data transmission con-
straints:
* Bounded latency: Data deadline
period,

e other constraints: Data transmis-
sion period,

Synchronisation with net- Defines if sender TSN nodes’ data trans-

work cycle mission is synced with the active net-
work cycle.

Synchronised to network Defines Whether the industrial applica-

access tion using this traffic pattern is synced
with the network access.

Jitter tolerance The amount of jitter that may occur and

that the receiving destination(s) must
be able to handle is indicated for trans-
mitted data with latency constraints.
Frame loss ratio Defines the traffic type’s tolerance to
frame losses, which influence the net-
work design to provide high redun-
dancy.
Payload Defines payload data type and size to be
transmitted:
* Fixed: Transmitted data always of
the same size.
* Bounded: Transmitted data may
vary in size, but it should not ex-
ceed a given maximum size, e.g.
Ethernet frame size of 1500 bytes.
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due to their periodic data transmission schemes, requiring almost negligible
fail-over time. To gain deeper insights into these traffic classes in industrial
use cases, Table 3.1 presents essential properties for identification (see Section
3.3).

To ensure determinism, minimal delay, and ultra-low jitter (approximately in
the microsecond range), TSN devices implement shaping methods to support
critical scheduled traffic transmissions. For instance, isochronous flows are la-
belled as express frames, allowing them to pre-empt other frames transmitted
at the same moment. Additionally, cyclic real-time flows are always preceded
by a guard band to prevent correlation with less priority traffic transmissions.
This is achieved by defining Time-Aware Shaping (TAS) schedules to operate
the Gates Control List of the TSN interfaces.

Overall, the prioritisation and shaping of scheduled/Time-triggered traffic
classes in TSN facilitate seamless and precise communication for time-critical
industrial applications. These mechanisms enable efficient transmission of peri-
odic data with minimal disruptions, thus empowering industries to achieve un-
precedented levels of determinism and reliability. By strategically implementing
shaping methods and strict scheduling, TSN networks ensure the timely deliv-
ery of crucial data, advancing the capabilities of modern industrial systems.

3.1.2 Audio-Video Bridging Traffic

In the traditional model of analogue audio video (AV) equipment, audio and
video streams were transmitted over one-way, single-purpose, point-to-point
connections. This approach posed significant challenges, particularly in pro-
fessional applications, where the abundance of wiring was cumbersome. Ad-
ditionally, AVB traffic, which carries audio and video streams, demanded high
synchronisation precision and low transmission latency for each stream to pre-
vent issues like dropped video frames or unwanted audio glitches such as pops
or silences. Synchronisation between video and related audio streams was es-
sential to maintain seamless playback.

In professional setups, preserving phase coherence among multiple digitally
connected speakers was equally vital. To address these challenges and en-
hance AVB performance, the TSN profile defined distinct classes for AVB traffic.
Class A traffic caters to audio streams, while class B traffic is dedicated to video

streams. To ensure precise timing and latency guarantees, TSN devices assign
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high priority to AVB frames, setting the PCP to 5 and 4.

Moreover, a leaky bucket-based credit shaping method is employed to control
AVB traffic bursts effectively. By doing so, the quality of service requirements
for both lower priority flows and AVB flows are meticulously met.

Through an examination of TSN’s sophisticated traffic management mecha-
nisms, our research explores the potential for enhanced reliability and precision
in AVB traffic within industrial settings. Seamless synchronisation between au-
dio and video streams, coupled with efficient handling of traffic bursts, results
in an elevated audiovisual experience. These advancements empower profes-
sional applications with streamlined wiring, seamless playback, and enhanced
performance, revolutionising the realm of audio-video communication in indus-
trial contexts.

3.1.3 Best-Effort Traffic

IT traffic in TSN encompasses flows that can be carried over standard IT net-
works. While belonging to non-critical classes of traffic, they still demand
specific services to support various functionalities. For instance, network con-
trol traffic is vital for proper network management, necessitating prioritisation.
Likewise, diagnostics, configurations, events, and alarms classes of traffic re-
quire high reliability to facilitate resource monitoring and management, as de-
tailed in Section 3.3.4.

Furthermore, web traffic, such as browsing and file transfers, falls under the
category of best effort traffic. Although non-critical, these flows are assigned
the lowest priority compared to the aforementioned traffic classes.

To optimise and manage the transmission of flows, TSN devices employ a com-
bination of shaping methods. For instance, they utilise Time-Aware Scheduler
gates to allocate slots for IT traffic transmission while holding AVB traffic. More-
over, AVB queues accumulate credit only during the transmission of best effort
frames when TAS gates are open. This strategic approach ensures the coex-
istence of both IT and Operational Technology traffic, enabling each traffic
class to meet its specific timing and throughput requirements. The Time-Aware
Scheduler gates play a crucial role in orchestrating the synchronised transmis-
sion of IT and OT traffic, ensuring efficient and reliable communication across
the network.

Through effective shaping and prioritisation, TSN enables seamless integration
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of IT traffic within industrial settings, bolstering network performance, and
delivering reliable communication. By providing tailored services for each traf-
fic class, TSN facilitates the simultaneous transmission of critical Operational
Technology data and less critical Information Technology data, transforming
the landscape of industrial communication and network management.
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3.2 Essential aspects of traffic requirements for in-

dustrial applications

In Time-Sensitive Networking, addressing the unique traffic requirements of
industrial applications is pivotal for achieving seamless and efficient communi-
cation. This section presents into the essential aspects of traffic requirements
for industrial applications, focusing on deterministic communication, band-
width requirements, latency and jitter constraints, redundancy and reliability,
and Quality of Service considerations. The discussion encompasses the traf-
fic classes of time-triggered, audio-video bridging, and information technology,
exploring how each class demands specific handling to meet the stringent de-

mands of modern industrial processes.
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3.2.1 Deterministic Communication for Industrial Applica-

tions:

In the ever-evolving landscape of industrial automation, the need for determin-
istic communication has emerged as a pivotal requirement. Industrial settings
demand precise and timely data transmission, particularly for real-time control
and seamless coordination. Deterministic communication ensures the delivery
of messages within well-defined timeframes, reducing uncertainties and facili-
tating synchronised operations among interconnected components.

Time-Sensitive Networking (TSN) is a solution specifically engineered to ful-
fil the demands of deterministic communication in industrial settings. Within
TSN’s traffic classes, the time-triggered traffic class stands out as a robust mech-
anism for meeting the stringent requirements of real-time control and coordina-
tion. Through the provision of fixed and predictable transmission schedules, the
time-triggered traffic class enables industrial systems to execute precise control
loops and achieve flawless synchronisation among interconnected devices.

The time-triggered traffic class operates within the TSN network on a meticu-
lously choreographed schedule. This deterministic approach ensures that data
is sent and received at precisely defined intervals, introducing a level of reliabil-
ity and predictability crucial for safety-critical applications. For instance, in the
realm of industrial robotics, where split-second decisions carry significant con-
sequences, deterministic communication provided by the time-triggered traffic
class guarantees the execution of control commands with absolute precision,
mitigating potential risks and optimising overall productivity.

Beyond its attributes of reliability, predictability, and safety, the time-triggered
traffic class also facilitates the creation of a time-aware network infrastructure.
Adherence to fixed schedules enables efficient resource allocation within the
network, minimising contention and ensuring that critical messages reach their
destinations punctually. This reduction in the likelihood of collisions and data
loss, coupled with the assurance of prioritised and expedited message delivery,
enhances system responsiveness and reliability.

In dynamic industrial environments, where multiple components must func-
tion in tight coordination, the synchronisation of data transmission becomes
a pivotal factor for successful automation. The time-triggered traffic class en-
ables this synchronisation by aligning the activities of diverse devices to a com-
mon time reference. Messages are delivered in accordance with a synchronised
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schedule, enabling coordinated actions, preventing data drift, and preserving
temporal integrity across the network.

Moreover, the time-triggered traffic class paves the way for the development
of distributed control systems capable of autonomous operation with minimal
central coordination. This decentralised approach enhances fault tolerance,
reduces reliance on centralised control units, and bolsters system scalability
and resilience.

In conclusion, deterministic communication, exemplified by the time-triggered
traffic class in TSN, assumes a central role in enabling efficient and secure in-
dustrial automation. With its fixed transmission schedules, synchronisation ca-
pabilities, and unwavering reliability, this traffic class empowers industries to
embrace automation and interconnectedness, propelling them toward unparal-
leled levels of efficiency and productivity in the modern industrial landscape.

3.2.2 Bandwidth Requirements for Industrial Applications

Industrial applications are characterised by a wide array of data types, each
with its distinct bandwidth requirements. Time-triggered traffic, as a critical
component of real-time control, demands deterministic bandwidth allocation
to ensure timely and reliable transmission of crucial data. On the other hand,
audio-video bridging traffic necessitates sufficient bandwidth to support unin-
terrupted transmission of high-quality audio and video streams, essential for
seamless multimedia applications in industrial settings.

Conversely, information technology traffic, encompassing standard Ethernet
data, may have relatively lower bandwidth demands compared to real-time
traffic classes. However, even though IT traffic is non-critical, it still requires
efficient utilisation of available bandwidth to coexist harmoniously with real-
time traffic classes. Efficient bandwidth management becomes indispensable to
strike a balance between different traffic types and guarantee smooth commu-
nication across the network.

In this multifaceted landscape, TSN’s advanced capabilities come to the fore-
front, offering the means to prioritise and allocate bandwidth according to the
specific demands of each traffic class. By intelligently managing bandwidth re-
sources, TSN enables industrial applications to optimise data transmission and
achieve seamless coordination between real-time and non-real-time data, fos-

tering a harmonious and efficient communication ecosystem.
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3.2.3 Latency and Jitter Constraints in Industrial Applica-

tions

In industrial applications, where real-time responsiveness stands as a
paramount requirement, the significance of low latency and minimal jitter can-
not be overstated. These factors are pivotal in defining the effectiveness and
dependability of communication systems. Industrial processes often necessitate
swift and consistent data delivery to attain precise coordination and synchroni-
sation among interconnected devices and components. As such, the ability to
ensure minimal delays and fluctuations in data transmission assumes a central

role in facilitating seamless operations across diverse industrial domains.

Within Time-Sensitive Networking (TSN), the time-triggered traffic class exem-
plifies the integration of low latency and minimal jitter into the fabric of in-
dustrial communication. By adhering to a meticulously defined and predictable
transmission schedule, the time-triggered traffic class mitigates uncertainties
associated with data delivery, guaranteeing that critical messages reach their
destinations with utmost precision and reliability. This deterministic quality
plays a vital role in enabling precise control loops and tightly synchronised ac-
tions, rendering it especially well-suited for safety-critical applications within
industrial automation.

In parallel, audio-video bridging (AVB) traffic, which caters to high-quality au-
dio and video streams, underscores the importance of low latency to maintain
seamless synchronisation between audio and video components. In applica-
tions like video surveillance, manufacturing line monitoring, or collaborative
robotics, where real-time multimedia streams are integral, low latency becomes
indispensable in averting issues such as audio-video drift or disruption, which
could jeopardise data analysis and decision-making integrity.

Information technology traffic, encompassing standard Ethernet data, may not
impose the same stringent latency requirements as real-time traffic classes. Nev-
ertheless, even within the context of IT traffic, timely data delivery remains
critical for efficient information exchange and network responsiveness. For in-
stance, IT traffic may encompass data pertinent to remote configuration, diag-
nostics, and event reporting, where prompt updates are vital for overall system
health and expediting decision-making.

As industries progressively embrace interconnected systems and rely on data-
driven decision-making, effective management of latency and jitter emerges
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as a focal point in the design of robust industrial communication networks.
TSN, equipped with inherent capabilities for low-latency communication and
advanced traffic management, provides an ideal framework to address these

demands.

Through the implementation of mechanisms for traffic prioritisation, schedul-
ing, and bandwidth allocation, TSN ensures that time-critical messages are ac-
corded preferential treatment within the network. The management of data
transmission empowers industrial applications to optimise communication,
striking a delicate balance between real-time and non-real-time data streams.
Such orchestration is indispensable in forestalling contention and data colli-
sions, thereby reducing jitter and latency spikes, while simultaneously ensuring

harmonious coexistence among various traffic classes.

In conclusion, the significance of low latency and minimal jitter in industrial ap-
plications cannot be overstated. From precise control loops and synchronised
multimedia streams to efficient information exchange, these elements underpin
the efficiency, safety, and reliability of industrial communication systems. TSN’s
capabilities in latency and jitter management, coupled with its support for di-
verse traffic classes, position it as a pivotal technology in facilitating seamless,
real-time communication across multifarious industrial domains.

3.2.4 Quality of Service (QoS) Considerations

In industrial communication, the ability to distinguish between various Quality
of Service levels is of utmost significance. This capability enables critical traffic
classes to be accorded higher priority over less time-sensitive data, ensuring that
essential communication requirements are met. Time-Sensitive Networking of-
fers a versatile array of QoS mechanisms, empowering industrial applications
to customise their communication infrastructure to cater to the specific needs
of different traffic classes. By adeptly managing QoS, TSN ensures that the
diverse requirements of real-time and non-real-time traffic are addressed, ul-
timately optimising overall network performance and facilitating the seamless

coexistence of various data streams.

A pivotal aspect of QoS management in industrial applications lies in the priori-
tisation of traffic classes. Time-triggered traffic, serving real-time control and
coordination, is frequently allocated the highest priority. By affording time-
triggered traffic this elevated status, TSN guarantees the swift and dependable
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delivery of critical messages associated with precise control loops and synchro-
nisation. This prioritisation assumes heightened importance in safety-critical
applications, where mere milliseconds can significantly influence the preven-
tion of potential hazards or disruptions.

Conversely, audio-video bridging traffic, designed to support high-quality au-
dio and video streams, is typically assigned a lower but deterministic prior-
ity. AVB traffic necessitates stable and predictable transmission times to main-
tain synchronisation between audio and video components. This deterministic
prioritisation ensures that AVB streams experience consistent and dependable
transmission, effectively mitigating audio-video drift and disruptions that could
detrimentally affect industrial multimedia applications.

Meanwhile, IT traffic can be designated as best-effort priority, facilitating har-
monious coexistence with real-time traffic classes. While IT traffic may not
demand the stringent guarantees of real-time data, it nonetheless benefits from
the efficient utilisation of available network resources, ensuring that non-critical
data exchanges are conducted with reasonable efficiency.

TSN’s adaptable QoS management empowers industrial applications to fine-
tune their communication networks in accordance with specific requirements.
The ability to differentiate QoS guarantees that real-time control and time-
sensitive data take precedence, thereby preserving system stability and safety,
while non-real-time traffic harmoniously coexists without hindering critical ap-
plication performance.

Furthermore, TSN’s QoS mechanisms encompass more than mere prioritisation.
TSN can provide guaranteed bandwidth allocation for particular traffic classes,
assuring that time-sensitive applications have the requisite resources to meet
their demands. Additionally, TSN supports shaping and policing mechanisms
to govern and enforce bandwidth constraints, averting excessive data traffic
from monopolising network resources and ensuring equitable and efficient data
distribution across the network.

In summation, the capability to differentiate QoS levels in industrial communi-
cation holds significant importance in enabling efficient and dependable data
exchange. TSN’s comprehensive suite of QoS mechanisms empowers industrial
applications to tailor their network infrastructure to accommodate the diverse
requirements of time-triggered, AVB, and IT traffic classes. By offering priori-
tisation, bandwidth allocation, shaping, and policing capabilities, TSN empow-
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ers industries to devise communication networks that maximise performance,
safety, and efficiency, while concurrently ensuring the seamless coexistence of

real-time and non-real-time data streams.

3.3 Industrial use cases in smart manufacturing

Smart manufacturing and industrial automation have paved the way for the
seamless coexistence of both Informational Technology (IT) and Operational
Technology (OT). The OT traffic is divided into two levels of abstraction: the
field level, where multiple production lines operate with distinct objectives to
fulfil various assigned tasks, and the factory level, which captures real-time
OT data to enable automation of industrial processes running at the field level.
Figure 3.2 illustrates a vertical model of a smart factory, where the OT is covered
by these two levels.

In contrast, IT is abstracted as an enterprise and management level, where en-
terprise resource planning takes place to manage real-time business processes.
This system can be modelled as a set of applications hosted over numerous yet
single-interface devices, each featuring a single MAC address and IP address for
every end system (ES). For instance, consider an industrial automation model
built on top of a TSN-based network designed to monitor, configure, and con-
trol field devices. This model incorporates a multiservice control layer with a
mainstream process comprising diverse technologies and equipment, including
SCADA, PLC, and real-time devices. The communication between these devices
generates the aforementioned traffic types.

In general, industrial applications encompass various discrete and diverse pro-
duction processes. To gain a comprehensive understanding of these applica-
tions, it is helpful to classify them into broader use cases, such as Control loops,
Video surveillance, Sequence of events, and Network monitoring and diagnos-
tics. This classification aids in discerning the distinct aspects of each industrial
application, facilitating optimised design and operation.

With the integration of IT and OT in smart manufacturing, industries can lever-
age real-time data and intelligent decision-making to enhance productivity and
efficiency. TSN-based networks provide the necessary determinism, low latency,
and reliability required for critical industrial communication, fostering a robust
ecosystem for the seamless coexistence of IT and OT traffic.

Time-Sensitive Networking for Industrial IoT: 44 Mohamed Seliem
Integration, Analysis, and Performance
Evaluation



3. TRAFFIC REQUIREMENTS FOR INDUSTRIAL 3.3 Industrial use cases in smart
APPLICATIONS manufacturing

3.3.1 Control Loops

Control loops represent a critical use case in the realm of industrial automa-
tion, where precision and efficiency are paramount. They serve as the back-
bone of process control in industrial automation, aiming to maintain essential
process variables within predetermined ranges. These variables can encompass
temperature, pressure, flow rate, level, and more, depending on the specific
application. The fundamental principle behind control loops revolves around
achieving and sustaining a desired set point by continuously adjusting the pro-

cess variables.

Feedback Signal—

Process Variable Value

|

Set Point Value—»

Figure 3.3: Basic Control Loop

A control loop, depicted in Figure 3.3, is composed of several key components
that work in concert to ensure precise regulation:

* Process Variable (PV): The process variable is the real-time measurement
of the parameter being controlled, obtained through sensors. It serves as
the feedback to the control loop.

* Setpoint (SP): The setpoint is the target value for the process variable,
which is predetermined based on the operational requirements. The con-
trol loop endeavours to maintain the process variable close to this set
point.

* Controller: At the heart of the control loop, the controller compares the
actual process variable (PV) with the desired setpoint (SP) and computes
the error signal, which is the difference between the two.

* Actuator: The actuator is responsible for effecting changes in the process
to bring the process variable closer to the setpoint. It can be a valve,
motor, or other devices capable of manipulating the process.
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* Feedback: The controller utilises the feedback provided by the process
variable (PV) to iteratively adjust the actuator. This continuous feedback
loop allows the control system to maintain the process variable at the

desired set point accurately.

Control loops play a pivotal role in various industries, including manufacturing,
chemical processing, energy generation, and more. By ensuring stable and pre-
cise control of process variables, control loops optimise production processes,
enhance product quality, and contribute to the overall safety and efficiency of
industrial operations. In the context of Time-Sensitive Networking (TSN), con-
trol loops can leverage the deterministic and low-latency communication ca-
pabilities of TSN to enhance their performance further. Reliable and precise
communication between sensors, controllers, and actuators is paramount for
rapid and accurate control responses. By integrating TSN into control loops,
industries can realise faster and more predictable control actions, resulting in
improved process stability and responsiveness. In conclusion, control loops
represent a foundational use case in industrial automation, facilitating the pre-
cise regulation of process variables. Leveraging the capabilities of TSN, control
loops can achieve unprecedented levels of determinism and responsiveness, un-
locking new dimensions of efficiency and productivity in the industrial land-

scape.

3.3.2 Video surveillance

Video surveillance is a pivotal use case in the domain of industrial automation,
e.g. Figure 3.4, offering a comprehensive solution for enhancing safety, secu-
rity, and operational efficiency within industrial facilities. It entails the strate-
gic deployment of video cameras and monitoring systems across various areas
within an industrial facility. It involves capturing and analysing video footage to
enable real-time monitoring, incident investigation, process optimisation, and
more. The utilisation of video surveillance in industrial automation is driven by
the desire to safeguard assets, ensure safety compliance, and streamline opera-

tions.

Video surveillance plays a significant role in many industrial applications, such
as:

* Security and Safety Monitoring: Video surveillance systems act as vigilant

sentinels, closely monitoring critical areas, access points, and vulnerable
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Figure 3.4: Plant floor video surveillance use case

equipment. By providing real-time surveillance, they deter unauthorised
access, prevent theft, vandalism, and other security breaches. Moreover,
video surveillance contributes to enhancing workplace safety by identify-
ing potential hazards and promptly responding to safety incidents.

* Process Monitoring and Control: Industrial processes and equipment
are continuously monitored through strategically positioned video cam-
eras. This real-time observation allows operators and engineers to ensure
smooth and efficient operations. Any anomalies or deviations from stan-
dard procedures can be quickly identified and addressed.

* Incident Investigation: In the unfortunate event of accidents, incidents,
or process deviations, video surveillance footage serves as invaluable evi-
dence for conducting thorough investigations. The recorded video aids in
determining the root cause of the issue, enabling the implementation of

corrective actions and preventing future occurrences.

* Remote Monitoring and Maintenance: Video surveillance systems enable
remote monitoring of industrial sites, reducing the need for physical pres-
ence on-site. Operators and maintenance personnel can remotely observe
equipment and processes, leading to faster response times and facilitating
predictive maintenance practices.
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* Environmental Monitoring: Beyond security and process monitoring,
video surveillance can extend to environmental monitoring. Cameras can
be used to track environmental conditions in sensitive areas, such as tem-
perature, humidity, and air quality, ensuring adherence to environmental
regulations and protecting equipment integrity.

* Real-Time Alerts and Notifications: Video surveillance systems are in-
creasingly equipped with advanced analytics and artificial intelligence al-
gorithms. These capabilities enable real-time alerts and notifications for
specific events or anomalies, such as unauthorised access or abnormal

activities, enabling swift and targeted responses.

* Integration with Other Systems: Video surveillance is often integrated
with other industrial automation systems, such as SCADA and access con-
trol. This integration creates a synergistic security and monitoring infras-
tructure, reinforcing safety protocols and optimising resource allocation.

In conclusion, video surveillance is a powerful tool that goes beyond traditional
security applications, becoming an indispensable asset in modern industrial au-
tomation. By fortifying safety, streamlining processes, and providing real-time
intelligence, video surveillance helps industries navigate the challenges of an
increasingly complex and interconnected industrial landscape.

3.3.3 Sequence of Events

In industrial automation, the Sequence of Events (SOE) use case plays a pivotal
role in ensuring precise event logging, timestamping, and sequential recording
of occurrences within industrial processes or equipment. This functionality is
crucial for real-time monitoring, troubleshooting, and post-event analysis, of-
fering valuable insights into the sequence and timing of critical events. Indus-
trial applications often involve a rapid and simultaneous occurrence of various
events, such as alarms, status changes, process events, and equipment trips.
The SOE functionality adeptly captures and records these events in the order of
their occurrence, providing accurate timestamps for each event. This chrono-
logical record is invaluable for comprehending process dynamics, system be-
haviour, and identifying potential issues during normal operation or abnormal
situations.

The SOE use case is particularly significant for:

* Post-Event Analysis: After an event or abnormal situation, the SOE func-
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tionality allows operators and engineers to perform detailed post-event
analysis. The precise timestamps facilitate event correlation, root cause
analysis, and the identification of contributing factors.

* Forensic Investigations: In case of incidents or accidents, the SOE data
becomes a valuable resource for forensic investigations. The sequential
record with accurate timestamps helps reconstruct the events leading to
the incident and aids in determining the contributing factors.

* Process Optimisation: Analysing the SOE data allows operators to identify
patterns and inefficiencies in the industrial process. By understanding the
sequence of events during normal operation, opportunities for process
optimisation and performance improvements can be identified.

» Safety and Reliability: For safety-critical systems, accurate event logging
and timestamping are crucial. The SOE functionality enhances the safety
and reliability of industrial processes by enabling prompt response to crit-

ical events and facilitating preventive maintenance.

The SOE use case imposes specific traffic requirements on the communication
network to ensure accurate and reliable event logging and timestamping. These
requirements include:

* Deterministic Communication: To achieve precise and sequential event
recording, the communication network must provide deterministic com-
munication with low latency and minimal jitter. This ensures that event
data is transmitted promptly and reliably, preserving the correct sequence
of events.

* High Reliability: The communication network should exhibit high reliabil-
ity to prevent data loss during event recording. Redundancy mechanisms,
such as Parallel Redundancy Protocol (PRP) or High-availability Seamless
Redundancy (HSR), can be employed to maintain continuous operation
and data integrity.

* Synchronisation: Accurate event timestamping requires time synchronisa-
tion across all devices in the industrial automation system. The communi-
cation network should support IEEE 1588 Precision Time Protocol (PTP)
or similar time synchronisation mechanisms to achieve precise time align-
ment.

* Bandwidth Management: The SOE use case may generate bursts of event
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data during critical situations. Effective bandwidth management and
shaping mechanisms are essential to prioritise SOE traffic and prevent

congestion, ensuring timely delivery of event information.

The Sequence of Events use case in industrial automation is a vital function-
ality that ensures accurate event recording and timestamping. By providing a
chronological record of events with precise timestamps, SOE facilitates post-
event analysis, forensic investigations, process optimisation, and enhances the
safety and reliability of industrial processes. Meeting the traffic requirements,
including deterministic communication, high reliability, synchronisation, and
effective bandwidth management, is critical to ensure the success and effective-

ness of the SOE use case in industrial automation systems.

3.3.4 Network monitoring and Diagnostics

In industrial automation, the Network Monitoring and Diagnostics use case
plays a critical role in ensuring the optimal performance and reliability of com-
munication networks. As the backbone of interconnected industrial systems,
the network serves as the lifeline that enables seamless data exchange, control,
and coordination among various devices and components. To maintain uninter-
rupted and efficient industrial processes, it is essential to monitor and diagnose
the network continuously. Network monitoring involves real-time surveillance
and data collection of key network performance parameters. Monitoring tools
and software are deployed to track critical metrics such as network traffic, band-
width utilisation, latency, jitter, packet loss, and error rates. This continuous
monitoring provides operators and engineers with invaluable insights into the
health and efficiency of the industrial network. These insights enable proactive
measures to be taken, preventing potential issues and ensuring the network
operates optimally to support critical industrial operations.

By monitoring network parameters, industrial operators can:

* Detect abnormal patterns or deviations in network traffic, which could
indicate potential network congestion or performance issues.

* Identify bandwidth bottlenecks that may impact real-time data transmis-
sion or critical control processes.

* Monitor latency and jitter to ensure timely delivery of time-sensitive data
and synchronisation across interconnected devices.
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Figure 3.5: Network monitoring and Diagnostics use case

Network diagnostics complement network monitoring by investigating and re-
solving network issues or anomalies. When monitoring tools detect deviations
or abnormalities, diagnostics tools and techniques are employed to identify the
root causes of problems and isolate faulty components. The key aspects of net-
work diagnostics in industrial automation include:

* Proactively identifying potential network failures or weak points and im-
plementing corrective measures to prevent downtime.

* Troubleshooting and resolving network-related problems, such as hard-
ware malfunctions, misconfigurations, or security breaches, in a timely
manner.

* Performing post-event analysis to understand the root cause of network
disruptions and applying preventive strategies to avoid recurrence.

The Network Monitoring and Diagnostics use case impose specific traffic re-
quirements on the industrial communication network to ensure effective data
collection and analysis. These requirements include:

Real-Time Data Collection: Network monitoring tools rely on real-time data
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to provide up-to-date network performance insights. The communication net-
work should offer low-latency and deterministic data delivery to ensure timely

transmission of network metrics.

Bandwidth Management: Network monitoring generates additional traffic for
data collection and analysis. To prioritise monitoring traffic and prevent inter-
ference with critical control and real-time data, effective bandwidth manage-
ment mechanisms should be in place.

Network Security: As monitoring and diagnostics tools access sensitive net-
work data, ensuring the security of these tools and their data transmissions
is crucial. Robust security measures, such as authentication, encryption, and
access controls, must be implemented to safeguard network monitoring and
diagnostics.

The Network Monitoring and Diagnostics use case in industrial automation is
pivotal for ensuring the smooth and reliable operation of communication net-
works. By continuously monitoring network performance and promptly diag-
nosing issues, industrial operators and engineers can optimise network effi-
ciency, minimise downtime, and maintain the highest level of reliability in in-
dustrial processes. Meeting the traffic requirements, including real-time data
collection, effective bandwidth management, and robust network security, is
fundamental to enable successful network monitoring and diagnostics in indus-
trial automation systems.

3.4 Quality Control and Classification After Pro-

duction

In smart manufacturing, the assurance of product quality after the production
process is of paramount importance. Our innovative industrial application,
meticulously tailored for quality control and classification after production,
strategically employs cutting-edge methodologies. A cornerstone of this ap-
proach lies in the deployment of high-definition cameras, diligently capturing
visual data of inspected products. This dynamic solution seamlessly integrates
four pivotal use cases—control loops, video surveillance, sequence of events,
and network monitoring and diagnostics—into an intricately layered architec-
ture, as depicted in Figure 3.6.

The architecture finds its strength in three interconnected layers:
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Figure 3.6: Quality Control and Classification After Production (QCAP)

Devices Layer: This foundational layer houses a multitude of devices, sensors,
and actuators, working in unison to gather data and enact actions guided by
the configurations from the application layer.

Network/Communication Layer: Encompassing a suite of essential network
devices—switches, routers, and management servers—this layer forms the
bedrock for uninterrupted communication, connecting the device layer with
the application layer.

Application Layer: Serving as the nerve centre of the framework, this layer
encompasses diverse components such as product patches, monitoring applica-
tions, and system configuration tools. It serves as the orchestrator for executing
quality checks across multiple production lines.

The Key Quality Control Operations are:

* Object Detection: Anchored by control loops, each production line inte-
grates an object detection unit. This unit efficiently triggers quality checks
upon the arrival of new products. The timeliness and precision of these
trigger messages are of paramount importance, necessitating minimal la-
tency.

* Object Inspection: Incorporating video surveillance capabilities, the vi-
sual inspection unit meticulously monitors products by capturing images
or video clips. This data flow’s inherently bursty nature may impact both
available bandwidth and overall quality of service.

* Object Classification: Post-inspection data analysis prompts a control
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signal, effectively guiding a robotic arm’s classification decision for each
product. This operation requires strict determinism to synchronise robotic

arm actions seamlessly with the conveyor belt’s movement.

Additionally, Within the sequence of events use case, QCAP application meticu-
lously records and analyses the chronological flow of production activities. This
detailed production timeline serves as a valuable resource for post-production
analysis, facilitating root cause investigation and continuous improvement
strategies. Moreover, QCAP establishes a robust network infrastructure. Net-
work devices like switches, routers, and management servers operate cohe-
sively to ensure the seamless communication between device layer components
and the application layer. Any deviations from expected norms trigger alerts,
allowing swift interventions to maintain consistent quality output.

QCAP yields distinct data flows, each carrying its own unique attributes:

* Control Data Traffic (CDT): Elevated in priority and endowed with strin-
gent low-latency requirements, this critical data traffic undergoes meticu-
lous processing. It is uniquely tagged with the highest priority code point
(PCP).

* Class A Traffic: A product of our inspection units, this high-priority traffic
serves as the conduit for vital data pertaining to inspected products. It
demands exceptional reliability, guaranteed upper bounds on end-to-end
delay, and minimal jitter to facilitate real-time classification outcomes.

* Class B Traffic: Leveraging video surveillance capabilities, this traffic
efficiently monitors the production floor through streamed video data.
Resource allocation becomes paramount, particularly given the high-
resolution nature of the video frames and the application of MJPEG com-
pression.

* Best Effort Traffic: Exemplifying efficient network resource utilisation,
web traffic, encompassing activities such as HTTP 1.0-based web brows-
ing and file transfers, engages in a dynamic exchange. This traffic’s ran-
domised request intervals and response sizes introduce adaptability to the
network load.

QCAP as an industrial application function as a test case for simulations and
evaluations. Within our ongoing endeavours, this application emerges as a piv-
otal cornerstone for rigorous simulations, meticulously evaluating the intricate
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interplay of data flows, priorities, and network dynamics. By emulating real-
world scenarios, we meticulously refine our network management strategies,
enhancing their efficiency and reliability. This provides a robust environment
for validating the practicality and effectiveness of our TSN network manage-
ment innovations. In essence, this industrial application—dedicated to qual-
ity control and classification after production—unites advanced camera tech-
nology with a multi-layered architectural model, orchestrating seamless data
traffic management. Through an analytical lens, we discern operations and
categorise data flows, culminating in the precision, efficiency, and reliability
synonymous with contemporary industrial manufacturing. Notably, this com-
prehensive approach not only ensures product excellence but also accelerates
the advancement of network simulations and evaluations. This unique amalga-
mation encapsulates the synergy between practical application and theoretical
testing.

3.5 Collaborative Robot based Industrial Automa-
tion

A compelling application that can leverage the integration of Wi-Fi 802.11 with
TSN involves a time-critical industrial automation scenario where collaborative
robots collaborate, as illustrated in Figure 3.7. In this specific use case, TSN
serves as the linchpin for achieving precise synchronisation and deterministic
communication between the robots and their control systems, while Wi-Fi adds
the invaluable element of wireless connectivity. The data traffic models within
this application encompass:

Control Data Traffic: This category encompasses the vital exchange of com-
mands and feedback signals between the central controller and the robotic
units. TSN brings forth its deterministic prowess to ensure that control mes-
sages traverse the Wi-Fi network with exacting precision, guaranteeing low-
latency and highly reliable delivery of these time-critical instructions and re-
sponses. To maintain the exact coordination required between the robots and
their control systems, this traffic model necessitates the implementation of rig-
orous scheduling and synchronisation mechanisms.

Sensor Data Traffic: Within this context, collaborative robots may be equipped
with an array of sensors, including cameras or force sensors, generating data
that must be promptly transmitted to the central controller for real-time analy-
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sis and decision-making. Wi-Fi, empowered by TSN, steps in to facilitate the
deterministic transmission of sensor data, thereby enabling synchronised and
punctual delivery of this vital sensor information. Quality of Service mech-
anisms come into play to prioritise sensor data traffic, minimising latency to
cater to the demands of time-sensitive data processing.

Safety Traffic: In the domain of industrial automation, safety reigns supreme.
Signals pertaining to safety, such as emergency stop commands or safety status
updates, demand the highest priority and utmost reliability. With TSN-driven
Wi-Fi, the system ensures the timely and deterministic conveyance of safety
traffic, leaving no room for compromise. This guarantees that critical safety
directives are communicated instantly, and safety-related information is perpet-
ually refreshed and exchanged.

Non-Time-Critical Traffic: Besides the time-sensitive data, there may be non-
time-critical traffic in the wireless network, such as software updates, diagnos-
tics, or non-real-time monitoring. These data streams can utilise the remaining
available bandwidth in the Wi-Fi network without affecting the determinism
and real-time performance of the time-sensitive traffic. QoS mechanisms can
be applied to allocate bandwidth and prioritise different traffic types based on
their criticality.

Video Surveillance and Network Monitoring traffic: Collaborative robots as-
sume the role of astute observers, harnessing cameras and sensors to glean real-
time insights from their surroundings. This dynamic stream of data, imperative
for instantaneous decision-making, traverses the network with the precision of
TSN and the adaptability of Wi-Fi. In parallel, Network Monitoring assumes
the role of a vigilant guardian, tirelessly identifying anomalies and irregular-
ities within the intricate digital landscape. TSN takes charge to ensure that
monitoring data is transmitted promptly and deterministically, reinforcing the
ecosystem’s resilience.

To realise seamless communication among collaborative robots within a wire-
less network, while upholding meticulous synchronisation, determinism, and
real-time communication, we have outlined the general application require-
ments in Table 3.2. These requisites ensure that time-critical data traffic, includ-
ing control commands, sensor data, and safety signals, is consistently delivered

with unwavering reliability and minimal latency.
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Figure 3.7: Collaborative Robot based Industrial Automation

Table 3.2: Collaborative Robots based Industrial Automation Application Re-
quirements

Requirement | Description/value
Traffic Profiles | Isochronous flows
Asynchronous messages
Audio/Video

Best effort
Throughput | Low (isoc./async.)
Low to High (video)
Latency 100 - 0.1 ms (isoc.)
100 - 10 ms (async and video)
Reliability 99.99999 %

Mobility Low mobility (mostly indoor)

Power Typically, mains powered for high availability
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Chapter 4

Timing Analysis of TSN Based
Industrial Networks using Network
Calculus

Meeting the traffic requirements, detailed in the previous chapter, is a key mea-
sure on the performance of the supporting network. For example, in industrial
applications, the supporting network has to provide deterministic and reliable
communication. Thus, it ensures successful operation of the application pro-

cesses.
There exist few methods to verify a network performance:

1. using actual network deployment, then measure the performance param-
eters in a real operational site. However, this becomes inefficient and not
cost-effective solution without prior planning or testing.

2. using emulators or simulators to assess a modelled version of the network
and therefore drive a good understanding of the network design and op-
eration. However, in some cases, no implementation of the target network

functionality exists in the available tools.

3. using theoretical frameworks, like Network Calculus, to drive a set of
equation to derive the bounds on a network functionality. Then, build a
framework implementation to evaluate the worst-case performance analy-
sis of this network functionality.

The core contribution of this chapter is to leverage network calculus principles
in describing the behaviour of different classes of traffic, i.e. scheduled, au-
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dio/video, and best effort, while traversing an industrial network that supports
different TSN shaping methods including: TAS, CBS, and frame pre-emption.
Initially, the arrival curve followed by the service curve, for each class of traffic,
have been presented. The arrival curves describe the traffic nature, while the
service curve describes how the TSN scheduling and shaping methods will serve
each traffic class.

Using the definition of arrival and service curves, this chapter proceeds to de-
rive bounds on the worst-case delay, for each flow belonging to different traffic
classes. The worst case occurs when multiple flows arrive at the same interface
and are ready to be transmitted. For example, a critical frame, of a flow marked
with high priority and e-mac, will delay the other frames with less priority and
might also pre-empt the ongoing frame transmission. Finally, end-to end delay
for a flow, traversing a multiple hops path within Time-Sensitive Networking
(TSN)-based network, could be computed by aggregating the worst-case per
hop delay along that path.

The outcome, of the analysis and derivations, is a network calculus-based
framework, which builds a robust understanding of worst-case delay analysis
that could be used to gain insights into TSN-based networks

4.1 System Overview

Using a Network calculus (NC)-based approach gives us a crucial tool to de-
termine the worst-case delay bound. However, the complexity increases when
different types of data traffic are combined, making it difficult to accurately
compute this bound. This is especially true for data flows that are bursty at
times, which affects other flows traversing the same path, leading to increased
delays along the path. Such delays accumulate as a flow passes through multi-
ple hops. Initially, the analysis focuses on a single-hop model that represents a
Quality Control and Classification After Production (QCAP) node. This model
is explained in detail in Section 3.4 and illustrated in Figure 4.1, serves as a
key framework. The analysis of this model focus on defining deatiled arrival
and service curves, which are essential for understanding the behaviour of each
traffic class and form the foundation to build NC-based framework.

In this model, a dynamic and carefully structured TSN-enabled network is con-
sidered that serves as the foundation for developing a precise worst-case delay
bound, as detailed in Section 2.2.3. Each network TSN device has a set of inter-
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Figure 4.1: Single hop model of QCAP TSN Node.

faces, where each interface implements four distinct queues to process sched-
uled traffic, Class A, Class B, and best-effort traffic.The interaction between
these queues, along with the unique behaviour of each traffic class, provides
a comprehensive view of worst-case delay scenarios. Figure 4.2 depicts the
complete operation of a TSN interface.

In this network model, the following assumptions, of the TSN interface be-
haviour when processing frames of different traffic classes, are considered:

Scheduled traffic frames are given the highest priority. To ensure these frames
experience minimal delay, a carefully designed time-aware shaping scheduler
is implemented. This scheduler allocates a dedicated transmission window ex-
clusively for the highest-priority traffic. When a scheduled traffic frame arrives,
the control gate for its queue opens immediately, allowing the frame to pass
through without delay, while the gates for all other queues remain closed. A
key aspect of this analysis is the integration of the TSN Hold/Release preemp-
tion mode, as described in [Prel6]. This integration creates a protective guard
band—a kind of buffer—before the start of the scheduled traffic’s transmis-
sion window. This guard band includes the minimum preemptable segment of
a lower-priority frame, ensuring that the scheduled traffic’s window remains
protected from interference. Additionally, each frame categorised as sched-
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Figure 4.2: TSN device interface processing different data flows arriving simul-
taneously

uled traffic is treated as a single transmission entity. This means that all bits
within the frame are synchronised, ensuring the frame is transmitted as a uni-
fied whole.

The behaviour of Class A and Class B traffic frames is characterized by bursts
of activity, forming a dynamic bit stream. To manage this behaviour, credit-
based shaping is employed as an effective strategy. This approach regulates the
burstiness of the traffic before it is transmitted. Credits accumulate only dur-
ing idle periods of Class A/B traffic, specifically when the traffic is outside the
scheduled transmission window and the guard band buffer interval. Transmis-
sion is controlled by the opening and closing of control gates for Class A and
Class B traffic queues, following a carefully planned schedule. These two traffic
classes share the transmission window that remains after the scheduled traffic
has passed, but each class is given its own distinct transmission opportunities
to ensure that their control gates do not open simultaneously. This separation
is crucial for maintaining a smooth transmission process. Interestingly, the con-
trol gate for best-effort traffic can align with those of the Class A and B queues,
leading to better bandwidth utilisation. Transmission preemption adds another
layer of complexity—if a frame’s transmission is interrupted, the remaining part

of the frame waits for the next available transmission window. When different
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traffic frames are queued for transmission, the priority system takes over, deter-
mining the order in which frames are sent.

Best effort traffic is characterised by its sporadic bit stream, with bursts of
activity. Often, these frames overlap with Class A and Class B traffic in the
shared transmission window. In this complex interaction, a particular scenario
arises when a frame is preempted at the guard band. If higher-priority frames
arrive at the same time, the preempted frame must wait its turn to be transmit-
ted. An important protocol governs how frame transmission continues during
preemption. Specifically, if a frame has already started transmitting before a
higher-priority, preemptable frame (like Class A or Class B) arrives, the ongoing
transmission is allowed to continue without interruption. This approach aims
to maintain a smooth and uninterrupted flow of transmissions, even in the case

of dynamic frame interactions.

4.2 Worst-case delay analysis for multiple classes
of traffic.

Based on the aforementioned assumptions and considering the scenario of a
single-hop model within a QCAP node. the Arrival and Service curves are driven
for multiple classes of traffic to provide insights into this analysis.

4.2.1 Arrival and Service curves of scheduled traffic

Packet train arrival curve is used to model scheduled flows where packets arrive
in real-time as bursts rather than continuous flow. The arrival curve agr is

defined as follows:

o; 0<t<Tsr
OéST(t) = (41)
R.(t — TST) + U;TST S t

Where o represent the largest burst size of a scheduled flow, Tsr is the min-
imum time between the end of one burst and the start of the next, and R is
the average arrival rate of packets. Moreover, a general driven form for de-
scribing the arrival curve, based on the aforementioned TSN interface model
considering the periodic arrival of scheduled frames with:
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OéST(t) = Z LZ X ?7 (4.2)
i %

where L; represents the i* frame/burst length and 7T; represents the arrival
period of the i*" scheduled traffic flow, respectively.

The service curve (3) of the scheduled traffic has a rate-latency form that can
be defined by

ﬁST(t) = Cc X (t — TST), (43)

where ¢ represents the link speed and Tsr represents the maximum encoun-
tered delay for a scheduled traffic frame. T can be expressed as

TST _ ST,k - ST,k : (44)

where Lgr ) represents the total length of the allocated window for all sched-
uled traffic frames at hop k£ and L,,;,s7 represents the minimum frame length
of the scheduled traffic at hop .

4.2.2 Arrival and Service curves of AVB traffic

The arrival curves of class A and class B traffic are constrained by a token
bucket, defined by
Qclass (t) = Telass X t + Oclass, (45)

where 7,5 represents the sum of the traffic class data rate and o, represents
the sum of the traffic class burst.

While the service curves are based on rate-latency equations that apply to both
classes A and B traffic. For class A traffic, the service curve is given by

6,4(25) = RA X (t — TA), (46)

where R, represents the effective rate of class A traffic and T4 represents the
maximum delay encountered by a bit arriving at an empty queue. R, can be

expressed as

_IAX[C—TST’k] IAXTGB
Ry = - > 4.7)

where I, represents the idle credit accumulation slope (bits/s) for AVB Class
A traffic, rgr ) represents the sum of all scheduled traffic rates going through
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hop k, i.e., rsrip = Zi(%) per k, and rgp represents the guard band rate that
is calculated as rgp = ﬁ, where L,,;,pr: Tepresents the maximum length
of the minimum non-preemptable portion of a low priority frame and 7,,;,, pi:
represents the guard band duration. The first term in eq. (4.7) captures the
transmission slope/rate of class A traffic outside the scheduled traffic transmis-
sion window, while the second term represents the guard band duration where

class A transmissions are not allowed. 74 can be expressed as

T, = Lsr n Lyinpit,ie + LBE’ (4.8)
STk C—TsTk

where Lpg represents the maximum frame length of the best effort traffic. In

eq. (4.8) the first term represents the worst case which is when a guard band

occurs and class A has negative credit. In this case, a class A frame has to wait

for the guard band duration, the transmissions of all scheduled traffic, and the

best effort traffic queued until it has accumulated enough positive credit to be

allowed to be transmitted.

Similarly, the service curve of class B traffic can be defined as

Bp(t) = Rp x (t —Tg), (4.9)

where Rp represents the effective rate of class A traffic and Tz represents the
maximum delay encountered by a bit arriving at an empty class B queue. Rp
and T's can be expressed as

_[BX[C—TST] IBXTGB

Rp = — , (4.10)
c c—1Ip
L Lyin L L
Ty — ST,k " Ptk + La+ BE7 4.11)
STk C—TsTk

where I represents the idle slope of AVB Class B traffic and L 4 represents the
maximum frame length of class A traffic. Eq. (4.10) is analogues to eq. (4.7).
Eq. (4.11) corresponds to the worst case when a guard band occurs and class
B has negative credit. Therefore, a class B frame must wait for the guard band
duration, transmissions of all scheduled traffic, the class A transmission win-
dow, and best effort traffic queued given that class B still needs to accumulate
enough positive credit.
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4.2.3 Arrival and Service curves of BE traffic

The arrival curve for best effort traffic represents the maximum amount of data
that within a designated time interval (T), without any specific guarantees on
the rate or timing of the traffic. Best effort traffic is typically subject to fluctua-
tions and exhibits the following characteristics: unpredictable arrival patterns,
no guaranteed delivery, and variable rates.

To model the BE traffic arrival, considering peak rates over shorter intervals,
the following formula could be used:

RPeak~t7 t < TPeak
OéBE(t) = (412)
Ravg't +o,t> TPeak

Here, Rp..; represents peak arrival time, R,,, denotes the average arrival rate,
o represents the burst size, and 7., is a threshold time interval over which
peak rates are observed.

The BE service curve is also defined by rate-latency

BBE(t) = RBE X (t — TBE) (413)

RBE =C—TsT — Il’liIl(TAVB), (414)

Lsrp n Lyinpit + La+ Lp

STk C—Tsr

(4.15)

Tsr = 0BE +

where o is the burst period of the BE traffic.

4.3 Worst Case Delay bounds per single hop

Within the aforementioned defined system scope, scheduled traffic seeks guar-
anteed transmission times, AVB traffic vies for time-sensitive multimedia deliv-
ery, and BE traffic thrives on flexibility and efficient bandwidth utilisation. The
symphony of these classes creates a complex interplay that reverberates across
the network, impacting the worst-case delay scenarios experienced by each
flow. Therefore, in accordance with the network calculus framework where
the arrival curves characterise the upper limit of arriving bits within a specific
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time frame, while the service curves dictate the minimum number of bits trans-
mitted in that period. These curves form the cornerstone of this exploration,
offering profound insights into network intricacies.

Hence, the delay bounds are defined for a given flow (f), traversing a single
hop (k), and belonging to a specific traffic class (cls), as follows:

Octs — Limi Lo
Dﬁk _ Tcls + cls min, f + mm,f’ (416)
Rcls c
Here, T,,, represents the maximum delay encountered by a frame of, cls, traffic
class, o, is the burst size, L,,;, s is the minimum frame length, Ris the traffic
rate for this class, and C represents the link speed.

Equation 4.16 includes the different elements that derive the worst-case per-
hop delay for each frame traversing the TSN-based network. However, for
end-to-end delays, it is crucial to consider a multi-hop model that uses accu-
mulation delay, where the total end-to-end delay is the sum of per-hop delays.
For example, it could be used to analyse each hop separately to determine its
delay contribution, considering both its own traffic and the competing traffic.
Then, the total delay is the sum of delays at each hop, considering the effects of
competing traffic at each hop. Furthermore, it is worthy to note that other fac-
tors like network topology and traffic patterns play crucial roles in determining
delays. Therefore, those are investigated and analysed further in the upcoming
chapters.

Other than worst case-delay analysis, the backlog/queues length is an important
parameter for network performance evaluation, that allows managing buffer
requirements effectively. The backlog B(t) at time can be expressed as the
difference between the amount of data that has arrived and the amount of
data that has been transmitted. It represents the amount of data waiting to be
processed. Thus, it mathematically can be expressed as:

B(t) = max(0, A(t) — C - t) (4.17)

Backlog cannot be negative because it represents the amount of data waiting to
be processed:

* When A(t) < C - t: the arrival rate is less than or equal to the transmission
rate. The backlog B(t) is zero, indicating that the buffer is empty, or no
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data is waiting to be processed.

* When A(t) > C - t: the arrival rate exceeds the transmission rate. The
backlog B(t) is positive, indicating that data is accumulating in the buffer
because it is arriving faster than it can be transmitted.

In conclusion, this analysis provides a guide to test the feasibility of network
configurations against the network capacity to accommodate critical and non-
critical traffic flows for industrial use cases.
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Chapter 5

Improved Timing Analysis of TSN
based Redundant Industrial
Networks

This chapter builds up on the previous analysis and further improves the timing
analysis for TSN-based industrial networks, aiming to offer a thorough under-
standing of the temporal characteristics and performance of industrial commu-
nication systems using TSN. The analysis considers the complex interactions
between various traffic classes, their timing parameters, and the underlying
network architecture. This exploration is crucial for ensuring the robustness
of the communication infrastructure and optimizing its efficiency to support a
wide range of industrial applications.

The chapter is structured as follows:

System Architecture Model In this section, a comprehensive application model
and architecture for an industrial automation system are introduced. This clear
representation of the system’s components, interconnections, and communica-

tion requirements forms the foundation for the analysis that follows.

Arrival Curves for Different Industrial Traffic A key aspect of this study is
the detailed characterization of the various traffic classes common in industrial
automation TSN profiles. By defining the arrival curves for each class, a quan-
tifiable representation of data flow is created, providing deeper insights into the
network’s temporal dynamics.

Service Curves for Different Industrial Traffic Building on the arrival curve

68



5. IMPROVED TIMING ANALYSIS OF TSN
BASED REDUNDANT INDUSTRIAL
NETWORKS 5.1 System Architecture Model

framework, this section presents the analysis of service curves. The focus is on
how higher-priority traffic affects the service delivery of lower-priority streams.
It explores various mechanisms, including preemption mode, gate shaping, and
priority selection, to shed light on their impact on traffic scheduling and timing
guarantees.

Industrial Data Traffic Analysis This section is further divided into two inte-
gral parts:

1. Tight-Bounds for Industrial Data Traffic: derive strict upper bounds for
industrial data traffic, taking into account different service scenarios and
network conditions. These bounds are crucial for evaluating how well the
network can meet timing requirements under various circumstances.

2. Worst Case End-to-End Delay and Backlog Analysis: The main goal of this
analysis is to estimate the worst-case end-to-end delays for each traffic
class. By closely examining how traffic arrival patterns interact with ser-
vice behaviours, a thorough assessment of the network’s performance in
terms of delay and data backlog is presented.

In conclusion, this chapter offers a systematic exploration of TSN-based indus-
trial networks to enhance the understanding of their timing characteristics and
performance details. The insights gained are intended to significantly aid in the
design, deployment, and optimization of robust and efficient industrial commu-
nication systems.

5.1 System Architecture Model

The Industrial Internet of Things (IIoT) requires the integration of both In-
formation Technology (IT) and Operational Technology (OT). For instance, in
smart manufacturing and industrial automation, OT operates at two levels:

Field Level: this involves multiple production lines, each with distinct goals to
complete various tasks.

Factory Level: this level collects OT data in real-time, enabling the automation
of processes occurring at the field level. On the IT side, the focus is on the
Enterprise and Management Level, where enterprise resource planning (ERP)
manages real-time business processes.

Such a system must meet several requirements: minimal network failures, low
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installation and maintenance costs, support for a limited number of devices,
and a single interface assignment for each device.

To model such systems, a set of applications are considered, which are hosted
over many yet single-interface devices, i.e. single MAC address and single IP
for each end system (ES). The communication between those devices results
in eight different types of traffic classes. The behaviour and characteristics,
e.g. packet size, periodicity. .. etc., of each traffic class are given by the system
designer. The set of all flows that belong to the different types of traffic are
defined as T'C/, 5.1 and 5.2, where i represents the traffic type and priority and

m represents the flow count.

=7
TC =JTC; (5.1)
1=0
TC; =Y fomvivy (5.2)
vm

Traffic priority is defined using 3-bits Priority Code Point (PCP), i.e. the higher
the value of i, the higher the priority of the traffic, e.g. T'C+ is the set of all flows
that is characterised as isochronous cyclic real-time. A flow f}, 1, \., belongs to
TC; is transmitted by a source node V; and directed to a destination node V.
The path computations to route the flows is an important problem and affects
the traffic latency. However, this problem could be addressed separately as in
[GRK16], therefore all the routing tables are assumable predefined.

The system architecture of a smart factory field level consists of a set of pro-
duction lines that are connected by switches (SW) and managed by a Central
Network Configuration (CNC) entity. A single production line is a set of con-
nected production cells (C), where each cell is formed by connecting a group
of devices (D), e.g. sensor, actuator, Programmable Logic Controller (PLC),
human machine interface (HMI) and network bridges (B)®.

This system architecture defines a TSN domain as a group of TSN hosts that are
connected by TSN network devices. A TSN domain could join other TSN do-
main to form a larger domain. An example is represented in Figure 5.1, where
production cells, each cell is as a TSN domain, are joined to form a larger TSN
domain, i.e. production line. Using such architecture, It becomes convenient

1Bridges are constrained devices, e.g. 2 or 4 ports, therefore are used to connect the devices
of a production cell. In contrast, switches are more capable, therefore are used to connect
production cells of a production line.
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Figure 5.1: Production System Architecture

to study the industrial network using both macro perspective/cell level or mi-
cro perspective/device level, which could benefit from an industrial network
symmetry and the rules of network calculus in analysing it as discussed later
in the following section. A TSN domain topology is modelled as an undirected
graph G(V, L), where V represents the graph vertices and L represents the set
of physical full-duplex links that connect the graph vertices. The definition of
V' depends on the domain scope, 5.3.

CuUSW, MACRO.
V= (5.3)
DU B, MICRO.

For Figure 5.1, a ring topology is used to connect a group of devices to form a
production cell, where V' = DU B is a set of devices and bridges. In addition, a
group of switches is used to connect the production cells, V = CUSW, forming
an architecture of a production line. A physical link, L,;, connects two vertices,
[V, Vi), and has capacity of L,,.C' Mbps. Links are depicted as solid black lines
with double arrows. For each data flow, an optimal path ffvs,vd}-P is predefined,
which is an order sequence of the data links connecting V; and V. For example,
a flow belongs to an event/alarm class f{QVDQ,VBO} happening at D, to be reported
through B, has the following path sequence: {[Ds, By, [B2, B1], [B1, Bol}-
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5.2 Arrival curves for different industrial traffic

The industrial automation profile presents a dynamic set of traffic types, each
with its unique attributes. The main point lies in unveiling the arrival curve
for each traffic class, allowing us to decipher the individual characteristics that
define traffic behaviour within the industrial automation TSN framework.

isochronous cyclic real-time: End devices, which are synchronised to the net-
work working clock, generate the isochronous data traffic. Each flow, of this
traffic class, has a period 7, that is equal to or a multiple of the network cycle
period Thepwork- 1-€- Thetwork = MIN(TY, Ty, ..., T,,) where n is the number of flows
of this traffic class. Therefore, the traffic behaviour repeats every Ty ncquie. i-€.
Tschedue = LCM (11, Ts, ..., T,,). The arrival curve of each flow is represented
in Eq. 5.4, where [; is the packet i size, which is greater than or equal to
the flow minimum packet size L, 7; is a multiple of the flow period 7. For
example, Figure 5.2, three flows, n =1,2,3, with burst size L,,, and an interval
between successive bursts 7,, for each flow. The arrival curve for each flow,
a;(t), is covered by Eq. 5.4. Then, the aggregate arrival curve for all three
flows, ayx(t), is driven by Eq. 5.5. where T, oo = MIN(T, T3, T5) = T and
Tscheaue= LCM(T1, Ty, T3) = 8T = 415 = 2T3. Then to count for the overhead
resulting from the preemption, «,;(t), the arrival curve is represented by Eq.
5.6.

t

as(t) = Y1, x H,iez_*; _{1,2,..} (5.4)
Vief i

Using the aggregation property of network calculus, the aggregate arrival curve,

of n isochronous flows is a periodic stream with period 7.jequie, and is presented

in 5.5. Where z; represents the reduction ratio of a flow period, i.e. z; =
Ty

Tnetwo'rk :

n

Qino(t) = T1 S Ly x FW (5.5)

network §—1 Ty

Isochronous frames are serviced by the network devices as express frames, i.e.
frames belong to this traffic class pre-empt other traffic, which adds overhead to
those pre-empted traffic. In the worst case, for each set of Isochronous frames
transmissions, there will be a pre-emption for a lower priority frame. Since
the overhead only appears immediately after isochronous frame transmission,
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Figure 5.2: Arrival model for the isochronous frames with pre-emption over-
heads

the arrival curve of overheads can be given by 5.6. Where L, represents the
overhead size in bits and 7., is the time period for a new overhead arrival. For
worst case analysis, 7, is equal to the period of the maximum isochronous flow

rate, i.e. 7., = min(7y, 7, ..., Ty)-

aon(t) = Lop % [t] (5.6)
Toh

non-isochronous cyclic real-time: frames that belong to this traffic class are
the result of applications, which are not synchronised to the network working
clock. However, the data transmissions of the end devices, running those appli-
cations, are synchronised to a working clock or local timescale. A guard band
is established before non-isochronous frames transmissions to omit the lower
priority traffic transmissions. Thus, to ensure that real-time frames are not be-
ing hold when they arrive, especially the non-isochronous frames are preempt-
able frames, i.e. frames belong to this traffic class can’t pre-empt other traffic.
In the worst case scenario, a guard band is present before non-isochronous
frames transmission, which has a size Lsp that is equal to the minimum of
maximum lower priority traffic frame size LFP<6 or the amount of bits that

max

could be transmitted till the next non-isochronous frame transmission L!77=S.
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i.e., Lgp = min(LECP<6 [PCP=6) " The arrival curve of the aggregate non-

max

isochronous flows is given by:

- t t
Onom 1s0(t) = (L % {b + (Lap [b (5.7)
=1 Tf TGB
Eq. 5.7 could be simplified, by considering the guard band as traffic flow of
variable bits size Ly = Lgp and period 7y = 75, to be:

anon_iso(t) = zn:(Lf X ’Vt“) (5.8)

=0 Tf

Audio (class A): leaky bucket model is used to generally specify the audio
traffic behaviour. The transmissions of audio frames depend on the application
transmission rate 7,4, [bits/s] and the value of the initial burst b,,4;, [bits].
In addition, audio transmissions are limited by the device/port transmission
rate 7gevice [Dits/s]. This model captures the system ability to handle a sudden
influx of data up to a certain limit, which is relevant for audio traffic due to the
following:

* Codec Delays: When an audio stream starts, there might be an initial
burst of packets due to the codec’s buffering and processing. Codecs often
buffer a small amount of audio before starting transmission to ensure
smooth playback.

* Initial Synchronisation: The initial burst can also include packets needed
for synchronization between sender and receiver, such as establishing jit-
ter buffers and handling any initial control messages for setting up the
stream.

* Variability in Network Conditions: Even if the source generates audio
packets at a constant rate, variations in network conditions can lead to
momentary bursts of packets arriving at the receiver. The leaky bucket
model can accommodate these variations by allowing a small burst.

* Packet Reordering and Retransmissions: In some cases, network issues
can cause packets to arrive out of order or require retransmissions, leading
to temporary bursts.
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The arrival curve of an audio application is defined as:

aaudio(t) = min{rdevice X t, Taudio X L+ baudio} (59)

The aggregate arrival curve for a set of audio flows m, with different flow rates
rq, bursts b, and arriving from in ingress ports, is upper bounded by:

Qgudio(t) = min{z Tin X t, Z re X t+ by} (5.10)
Vin a=1

Video (class B): similar to audio streams, the aggregate arrival curve for video

streams is defined by:

Qyideo(t) = min{z Tin X T, Z Ty X t+ by} (5.11D)
Vin v=1

Network Control: periodic traffic produced by the network controller to update
network devices with forwarding tables and schedules. This traffic class is of
a high priority for the industrial network to function as expected, e.g. support
ring topology based redundant networks. The control traffic packet size varies,
therefore a packet train, with left continuity, traffic model is used to describe
its behaviour, which captures the bursty nature of packet arrivals and ensures
that the packet arrival process is continuous from the left, meaning that there
are no sudden jumps or gaps in the traffic flow. Considering that the industrial
network contains multiple controllers k, the aggregate arrival curve could be

specified as follows:
t

ST L) % [}} (5.12)
Tk

n>1

el = %{(

The lower priority traffic including alarms, events, configuration, diagnostics
and best effort are all of sporadic nature with a variable packet sizes. A fluid
model is used to describe the arrival curve behaviour. This is to consider the
effect of transmitting those traffic classes on the credit accumulation of the
audio and video traffic. In addition, a study of the co-existence of both IT and
OT traffic on the same converged network while meeting each class of quality
of service requirements. The behaviour of each class is specified by the sub-
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additive closure « of the arrival curve «, which are specified as follows:

O_écls = inf{&]v Qelsy Aels ® Qelsy Aels & Qs X s, }7

with 0p(0) = 0 and dy(t) = 400 fort > 0.

, Where
Qels = Tels X T+ bcls (513)

5.3 Service curves for different industrial traffic

This section presents the service curves derivation for lower priority traffic when
impacted by the higher priority traffic, e.g. pre-emption mode, gate shaping or
priority selection. In addition, it discusses the impact of the lower priority traffic
arrival on higher priority traffic service, e.g. credit accumulation for AVB traffic
and non-pre-emption mode.

Isochronous cyclic real-time: A TSN switch serves the highest priority traffic
once it arrives and a rate-latency service curve, 5.14, defines the service pro-
vided by a TSN interface; where C is the link rate and T}, is the maximum wait
period for an iso frame to be transmitted. The worst-case transmission scenario
happens when a lower priority traffic is being transmitted, and a size of less
than minimum packet size min P KT or 123 octets is left to transmit [FFTB17],
i.e. the remaining part can’t be pre-empted. Thus, an isochronous packet has
to wait, then T;,, is defined by 5.15.a. Another approach is to use Hold and
Release mac merge service interface where a guard band is used before eMAC
frames to trigger Hold request (stop pMAC transmissions), while Release re-
quest is triggered upon transmitting all the queued isochronous frame(s) as
depicted in Figure 5.3. Then, T;,, is defined by 5.15.b. Thus, it ensures minimal
latency (cut-through).

6iso<t) =(C x (t - 7j'L'so)Jr~ (514)
Svjen Ly + minPKT — L; ;5.3.a
1
Tiso = = 5.15
C X ( )
2V fen Ly—L; :5.3.b

Non-isochronous cyclic real-time: Similar latency-rate service curve as
[FBM*19], which is similar to 5.14, but without pre-emption. Therefore, Non-

isochronous has to wait for a period of 7} p, which is the maximum time re-
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quired to complete a lower priority traffic frame transmission that has started
transmitting already. A guard band could be used to avoid the aforementioned
case, which improves the overall non-isochronous traffic latency. The guard
band has to be considered while deriving the service curve as follows:

Bnonfiso(t) =Cx (t - TLP>+- (516)
, Where

ZVf&iso Lf + ZVm Lm+
max(Lpp) — L; without GB.

Tip= — X

Q

ZVf&iso Lf + ZVm Lm_

Audio (Class A): A TSN switch classifies audio frames as a high priority data
traffic. However, this traffic is timely shaped to ensure the deterministic trans-
missions of a higher priority traffic (e.g. real time traffic.). In addition, It is
controlled by a credit-based shaping algorithm to limit the bursts and ensure
the transmissions of lower priority traffic. In Figure 5.4, a highlight of a higher
priority traffic effect on the audio frames transmission. First, Figure 5.4.a de-
picts the effect of an express (eMac) isochronous frame arrival on a preamble
(pMac) audio frame. Where, the queued audio frames may only resume trans-
missions after the express frames being sent, given that there is still available
credit and controlled gates are open. An overhead occurs due to re-transmitting
the pre-empted portion of the transmitted audio frame. In addition, Figure
5.4.b depicts the use of a guard band to delay the audio frames transmission
till a higher priority non-isochronous traffic needs to be transmitted. Finally,
Figure 5.4.c depicts the impact of using hold/release pre-emption mode on the
transmission of audio frames. Moreover, Ty p refers to the non-service period
of the audio frames due to the presence of a higher priority scheduled traffic
(either an express or a higher priority preamble frames).

Credit accumulation and spending are another aspects that affect the audio
frames transmission. Ty refers to the time period needed for the audio traffic
queue to accumulate enough credit to be permitted a transmission opportunity.
There exist two approaches for credit allocation: the first approach, Figure 5.5.a,

Time-Sensitive Networking for Industrial IoT: 77 Mohamed Seliem
Integration, Analysis, and Performance
Evaluation



5. IMPROVED TIMING ANALYSIS OF TSN
BASED REDUNDANT INDUSTRIAL
NETWORKS

Tx;, (pMac) — L
|
[} 1

Tx;so(eMac) : t
i
11

Txagger | | 4

MIinPKT «—»

(a)

5.3 Service curves for different industrial

traffic

MACconror 224 :
Tx;, (pMac) :u' .I ¢

HHE
Tx;s0(eMac) e t

i
TXagger | : 1 1l ¢

> GB

(b)
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pre-emptive traffic with guard band, (d) non-pre-emptive traffic with different

priorities.
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Figure 5.5: Credit allocation: (a) credit accumulation continues in the guard-
band slot (b) credit accumulation stops in the guard-band slot.

follows the credit behaviour highlighted in the TSN standards, where credit
still accumulates in a presence of a guard-band, i.e. controlled gates are close.
Second approach, Figure 5.5.a, credit only accumulates while controlled gates
are open. The work in [ZPZ*20] argue the fairness of the first approach and
suggests an update of the standard to consider the second approach. Moreover,
T, p defines the non-service time due to ongoing transmission of a lower priority
traffic. This case occurs when audio traffic does not have enough credit yet to
transmit. It only obtains permission to transmit after a lower priority traffic
started transmitting, therefore, it has to wait till the ongoing transmission to
be completed considering that the controlled gates are open. Accordingly, the
service curve of the audio traffic is defined as follows:

Baudio(t) = Raudio X (t - Taudio>+' (517)
where © B
— Tgp —TO0 raB
Rau io — Laudio X -
dio dio [ C C - Iaudio]
Toudio = Tup +Tcr +Trp
1 1
Tup = = x (Lo + Z L¢)+ =——— X Lgs
C VfeHP C - Iaudio
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1 1
Ci[’uideo X vadeo - Ci[audio X
(Laudio — Lrp + LaB) approach 1.
Ter =

1 1
——— X Luyigeo — 71— X
Cil’uideo video Ci[audio

(Laudio — Lip) approach 2.

1

Tip=———
e C - ]audio

(LLP)-

Video (Class B): Similar analysis, to the audio traffic, could be considered for
this type of traffic. A TSN interface provide a latency service curve considering
the three periods where no service could be provided, which are: scheduled
traffic is being transmitted, either isochronous or non-isochronous, accumulat-
ing credit while other credit based shaped traffic is being transmitted, and lower
priority traffic is being transmitted right before accumulating enough traffic to
be able to transmit. In addition, the two approach of credit accumulations are
considered. Therefore, the service curve for the video data traffic is concluded

as follows:
5video(t) = Rvideo X (t - Tvideo)+' (518)
, Where
(C' —ryp —roh) raB
Rvi eo — Lwvideo -
: deo X [ C C - [video]

Tyideo = Tup +Tcr +TLp

1 1
Tup = = X (Lon+ 3 Lj) + =——— x Las
C VfeHP C — Ljigeo
+ ! X L
C — Iaudia audio
Ty < Laudio = 7,0 %
(Lvideo —Lip+ LGB) approach 1.
Ter =
O o X Lawdio = 5,0, %
(Lwvideo — LLP) approach 2.
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1

Tip=—
L C - Ivideo

LLP'

Network control: due to the importance of this traffic class, it holds the highest
priority among the lower priority traffic. Considering that the higher priority
data traffic are constrained by the defined arrival curves in Section IV.A, the
service curve for the network control traffic is defined by 5.19. Where p,;, and
onq Tepresent the aggregate transmission rates and the aggregate bursts of the
preceding higher priority data traffic.

Bncl(t) - [(O - pncl) Xt — Uncl]+- (519)

The remaining data traffic including alarms, events, configuration, diagnostics
and best effort are all have similar service curve [3.,ss(t). The main difference
is the priority of the data traffic class, which will impact the definition of p..s
and o, to include the accumulated data rates and bursts from the preceding
in priority data traffic.

5.4 Industrial data traffic analysis

This section outlines the analysis, using the deterministic bounds, introduced in
2.2.3, for the eight data traffic classes of the industrial TSN profile. Then, the
obtained bounds could be used to calculate the worst case delay for each traffic
class.

5.4.1 Tight-bounds for Industrial data traffic

By modelling the incoming flow R(¢) and outgoing flow R*(¢) of a system, It
could be possible to assess the time delay and the backlog offered by this system,
Figure 2.3.a. A system could be a network device or group of devices that are
connected together to form a designated topology. Network calculus provides
three tight bounds, given that a flow is constrained by arrival curve «(¢) and
served in a system by service curve [3(t) as in Figure 2.3.b, which are:

1- Maximum Buffer size/ Buffer bound (]| B]): the maximum vertical devia-
tion between the arrival curve and the service curve. It can be calculated using

[B] < sgp{a(t) —B(t)} (5.20)
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2- Maximum delay/ delay bound|D]|: the maximum horizontal deviation be-
tween the arrival curve and the service curve. It can be calculated using

[D] = sgp{iltlf{oz(s) <B(s+1t)}+} (5.21)

3- Arrival curve of the system output: the resulting output from a system
experience variable delay, i.e. increase in burstiness due to the nondeterminism
of the system elements. Therefore, network calculus captures the upper bound
arrival curve of the system output o*(¢) using the following formula:

a*(t) = sup{{a(t+s) — B(s)}} (5.22)

0<s

The three tight bounds could be shortened and hence evaluated using Min-Plus
algebra as previously explained in section 2.2.1.

5.4.2 Worst case end-to-end delay and backlog analysis

h

class

Worst case end-to-end delay: D defines the worst case queuing delay for

the traffic class flows traversing a single hop, i.e. TSN interface

D o =h(a" (1), 85 (1)) (5.23)

class Aelass » Mclass

h
class

where o, ..(t) is the aggregate arrival curve of all the traffic class flows, as

h
class

described in section 5.2, and g7 ..(t) is the service curve, introduced in section
5.3, that is offered by node h. Then for each traffic flow the worst case per hop

overall delay can be obtained by

g, — L i L in
D? _ Tclass + class min, f + min, f

5.2
Rclass C ( 4)

Moreover, the worst case end-to-end delay is obtained by adding up the per-hop
delays along the flow path.

Flow shape at intermediate hop: o} defines the arrival curve of a flow f,
which is an output of the current hop arriving at the next hop /4* along its path

h* h
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0 t<D}
Opn(t) =

! oo otherwise

Network queues configurations: Number of active queues for a TSN interface
can be obtained by analysing the types of flows traversing a node at any instance
of the network run time. In addition, the size of each queue, for this interface,
could be obtained by calculating the maximum vertical deviation between the

queued flows aggregate arrival rate and the interface service rate.
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Chapter 6

Evaluation and Validation of TSN
Industrial Networks

In this chapter, a comprehensive evaluation of advanced network configurations
is presented and their impact on the Worst-Case Delays (WCDs) for industrial
traffic classes. The conducted analysis builds upon existing methodologies by
introducing novel approaches both in simulation techniques and in deriving
actionable insights from these simulations. The following highlights the new
contributions of the conducted simulations:

* Enhanced Simulation Framework: an implementation of impNC/TSN_industrial23
framework is utilised to provide an in-depth analysis of redundant indus-
trial networks. This framework offers improved granularity and accuracy
in simulating network performance, particularly for Time-Sensitive Net-
working (TSN) and Audio Video Bridging (AVB) traffic classes. Unlike
previous frameworks, impNC/TSN _industrial23 integrates various traffic
models and network configurations, allowing me to evaluate a broader

range of scenarios and optimise configurations more effectively.

* Advanced Traffic Regrouping Techniques: the performed simulation intro-
duces a novel approach to traffic regrouping. It evaluates the impact of
redistributing traffic flows across different paths and optimising offered
loads to minimize WCDs. This technique represents a significant advance-
ment over traditional methods by dynamically adjusting traffic distribu-

tion in real-time, rather than relying on static configurations.

* Offset Strategies for Delay Reduction: another approach is introduced
to explore the implementation of time offsets for traffic flows to address
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queuing delays. This approach provides a new perspective on managing
traffic flows in a way that significantly reduces overall WCDs, enhancing
the efficiency and reliability of network operations.

* Optimal Accumulation Rate Selection: selecting the optimal accumulation
rate for AVB classes without affecting lower-priority traffic represents a
new approach for balancing performance across different traffic classes.
This method ensures that high-priority AVB traffic is managed effectively
without compromising the quality of service for other traffic types.

Moreover, the following points summarise the new insights, compared to other
related work, resulting from the research through this thesis:

* Detailed Traffic Class Analysis: The main findings provide a detailed un-
derstanding of how different network configurations affect various traf-
fic classes, such as isochronous and non-isochronous flows. This level of
detail helps identify specific configuration changes needed to meet strict
deadlines for critical traffic, offering insights that were less clear in previ-
ous studies.

* Practical Feasibility and Configuration Validation: We assess the feasibility
of network configurations through practical evaluation rather than theo-
retical models. By testing default settings, optimising traffic distribution,
and adjusting link bandwidth, a more accurate picture of how these con-
figurations impact real-world performance is offered.

* Operational Dependencies and Network Unit Interactions: the conducted
analysis addresses the interdependencies between network units, which
previous studies might have overlooked. By considering how units inter-
act within the entire network, the potential operational challenges and
failure points that could affect overall performance, could be highlighted.

This chapter highlights the significance of using simulation techniques and prac-
tical insights, resulting from my research, to analyse network optimisation in
industrial. The integration of advanced traffic management strategies and de-
tailed feasibility assessments represents a significant step forward in optimising
network configurations for industrial applications
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6.1 Performance Evaluation of TSN based indus-

trial network using simulation models

6.1.1 TSN network structure and design

To evaluate the performance of different queuing mechanisms, while handling
both critical and non-critical traffic; a network setup, of five switches and 19
end devices, has been implemented to form a hybrid, tree and star, topology. A
tree topology ensures the aggregation of all traffic flow traversing upward to-
wards the root, also ensures the disaggregation of traffic flows traversing down-
ward towards the leaves. Additionally, a star topology provides a single-hop
network with multiple sources/destinations of traffic. Thus, a mix of critical
and non-critical traffic will traverse the network, offering different loads across
different interfaces. Every switch is configurable to operate a single, or mix, of
the following queuing, scheduling or shaping techniques:

First In First Out (FIFO): An outgoing frame, through an egress port, is stored
in a single queue. All queued frames are served in order of their arrival.

Priority Queuing (PRIO)): An outgoing frame, through an egress port, is clas-
sified to be stored in a designated queue based on its priority. The Priority Code
Point (PCP) is a 3-bit field in the VLAN (Virtual Local Area Network) tag, which
is used to decide on the priority of the frame. The higher the PCP value, the
higher the priority of a frame.

Time Aware shaping (TAS): Outgoing frames, stored in multiple queues, are
controlled by a set of gates. Each gate is either ON, to allow a frame to be trans-
mitted, or OFF to block a transmission from that queue. Gates are controlled
by a schedule called the Gate Control Lists.

Credit Based Shaping (CBS): Outgoing frames, of a single queue, are con-
trolled by the queue credit. Transmitting frames leads to spending credit with a
transmission slope rate, while a queue obtains credit, with an idle slope rate, by
being idle and waiting for other queues to finish their transmissions. A queue
stops transmitting when it has negative credit and may start transmitting again

when it has zero or more credit.

End systems are used to run the implemented application models. Each end
system generates different types of traffic to perform the quality checks as pre-
viously stated in chapter 2. We classify the end systems as follows:
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Figure 6.1: Network structure for QCAP in OMNET + +.

. Detection sensors: six units are deployed and used to perform the detec-

tion part of QCAP.

Cameras: three units are deployed and used to perform the inspection
part of QCAP. In addition, they perform live production floor monitoring.

Edge unit: single central unit that commands the inspection and classifi-
cation units to perform their QCAP operations.

Monitoring: single unit that display all the streamed data flows from the
monitoring cameras.

Robotic arms: six units are deployed to execute an action received from
an Edge unit.

Web source/sink: Client/Server web traffic over the network.

The data flows generated by those end systems are summarised in table 6.1.

dmae Tepresents the maximum allowed end-to-end delay that the frames of these
flows can sustain, [LNS*15].

6.1.2 Traffic models characterisation

The network hosts produce four types of traffic (see Tables 6.2 and 6.3), which
are characterised as follows:

Control Data Traffic: Product detection signals are critical traffic. It requires
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Table 6.1: QCAP Data Flow Characterisations.

flow type Source Sink Az

f1ef6 CDT Sensors Edge unit | 100 us

fr, I35 fo Class A Cameras Edge unit | 60 ms

f10, f11, f12 | Class B Cameras Monitoring | 70 ms
J13 Class BE. | Web Source | Web Sink -

fia-ef19 CDT Edge unit R.Arms 100 us

fo0, fo1, foo | Class A Edge unit Cameras 60 ms

f23, foa, fos | Class B | Monitoring Cameras 70 ms
Jo6 Class BE. | Web Source | Web Sink -

determinism as well as the least delay (~ 50 — 100us), failing to do so will lead
to a failure in the overall process of the product quality checking. The following
finite state machine is used to model this traffic:

Sending tri
encing frigser Object passed

Object detected

A production line with an output rate of n units per hour, each unit is of a
length L. The production line conveyor is of a speed S. The detection unit
remains in idle state till a new product arrives, every 3600/n second, then it
changes to object state where it notifies the edge unit before it goes back to
idle state once the object has passed. The traffic parameters are as follows:
1) Packet size = 174 bytes (128 payloads + 46 headers), 2) Packet interval
= 500us. Thus, the data rate is 2.8 Mbps while in object state and drops to
zero in the idle state. tgerect = %, tiae =

3600+5_Ln define the transmission and
idle periods. Additionally, the commands issued by the edge unit to instigate
the visual inspection or to control the robotic arms are critical. All the critical

Table 6.2: Traffic model characterisations (CDT, Class A, Class B).

PCP Packet Size (Bytes) Packet Interval (ms) [Idle, Active] Max. data rate (Mbps) | Max. delay
CDT 6 174 0.5 [tidie, taetect] 2.8 100 ps
ClassA| 5 | a=1.1,L=180,H=558 | a= 1.1, L = 0.125, H= 0.5 | [(3600 — 2n)/n, 2] 35.7 60 ms
ClassB| 3 |a=1.2L=180,H= 1246 a=12,L=0.5H=5 Always active 19.94 70 ms
Table 6.3: Traffic model characterisation for web traffic.
Class Best Effort
Browsing File Transfer
Total Size Main object size pu=2837,0=137a=100B,b=2MB | u = 14.45,0 = 0.35,a = 100B, b = 5 MB
Embedded object size u=6.17,0 = 2.36,a = 50B, b= 2MB -
Embedded objects per page a=11,L=2H=55 -
Timing Reading time A =0.033 A = 0.006
Parsing time A =769 -
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traffic has the highest Priority Code Point value 6, which is included in the VLAN
tag of the transmitted frames from the critical traffic sources. Therefore, when
configured, the network devices identify those and moreover process them with
the highest priority.

Class A Traffic: inspection recordings of the targeted product, which are trans-
mitted when the inspection unit receives a trigger from the edge unit. This type
of traffic requires high bandwidth, guarantees on delivery as well as determin-
istic latency. It is important for the edge unit to complete the product quality
checking at a specific time. Thus, the robotic arm can classify the product based
on the check results. To model this traffic, dependency on the event of product
arrival is considered, which leads to burstiness in the outgoing traffic from the
inspection unit. The following parameters define the traffic nature:

1. inter-arrival time between frames = 50 ms,
2. number of packets per frame = 8,

3. packet size = Truncated Pareto distribution with alpha = 1.1, L =
180 bytes, H = 558 bytes,

4. packet interval = Truncated Pareto distribution: alpha = 1.1, L =
125us, H = 500us, and

5. burst duration = 2.0 seconds.
6. high priority traffic (PCP = 5).

Class B Traffic: video streaming service of the floor using the cameras, which
are embedded in the inspection units. All the class B traffic has the same des-
tination that is the monitor unit. Each camera produces 24 frames per second
with 1280 x 720 resolution, MJPEG compressed format, and triple stream sup-
port (RTP/RTSP, Unicast RTP, Multicast RTP). To model this traffic, we consider
that a consistent great image quality and robustness are required. While such
characteristics requires high bandwidth and storage demands, it will be a realis-
tic stress test for the backbone network performance. The following parameters
define the traffic nature:

1. inter-arrival time between frames = 40 ms,
2. number of packets per frame = 8,

3. packet size = Truncated Pareto distribution with alpha = 1.2, L =
20 bytes, H = 1246 bytes,
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4. packet interval = Truncated Pareto distribution with alpha = 1.1, L =
500us, H = 5ms, and

5. priority traffic (PCP = 3).

Class Best Effort Traffic: information technology traffic, non-critical flows, that
coexist with the critical industrial traffic. BE traffic has priority code point set
to zero (PCP = 0), which will be transmitted in case a free slot exists. In addi-
tion, when a credit-based shaper is applied, the shaped traffic gain credits upon
successfully transmitting BE traffic. Two sources of data flows are considered
to model this traffic:

Web browsing: Client unit issues n requests per session to model HTTP 1.1
with keep alive behaviour, where n is a random variable that has exponential
distribution with A = 5. For each request, the HTTP server provides a reply
that has a total size equal to the main size, main object size, plus the total size
of the embedded objects in a requested page, equals to embedded object size
times embedded objects per page. Those parameters [NORDS20] are random
variables with the following distribution characteristic:

1. main object size follows a truncated log normal distribution with mean
of 11 KB, standard deviation of 26 KB, minimum size of 100 bytes, and
maximum size of 2 MB.

2. embedded object size follows a truncated log normal distribution with
mean of 7.75 KB, standard deviation of 125.2 KB, minimum size of 50
bytes, and maximum size of 2 MB.

3. embedded objects per page follows a truncated Pareto distribution:
alpha = 1.1, L = 2, H = 55. In addition, reading time, which is
time gap between requests, and, parsing time, which is time gap be-
tween sessions, are random variables with exponential distribution func-
tion (A = 0.033 \ = 7.69 respectively).

File transfer: Client unit issues an FTP request to fetch a data file from the FTP
server with the following parameters:

1. File size (main object size) follows a truncated log normal distribution
with a mean of 2 MB, standard deviation of 0.724 MB, minimum size of
100 bytes, and maximum size of 5 MB.

2. reading time is exponentially distributed, with an expected rate of occur-
rences = 0.006.
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6.1.3 Simulation model implementation

We implement six applications to model the behaviour of QCAP, which are as
follows:

UDP burst source: modelled by a two-state machine, with states sleep and
burst. While in burst state, the application generates a network packet every
transmission interval t,.,, that is of a size equal to pkt,... The application
switches to sleep state after the burst duration ends, and reverts back to burst
after time ¢,..,. Pseudocode 1 depicts the main procedures to implement this
application. The generated packets are sent through a UDP socket, with respec-
tive IP address and port numbers of a destination.

UDP sink: models a User Datagram Protocol (UDP) server that listens all the
time to configured ports. Once a packet is received, it processes its content and
initiates the appropriate procedure.

Video streaming client: models UDP client. It transmits a single request to
a unique destination address and port number, and it expects to receive the
streamed data from the unique address. Request re-transmission occurs when

the server is not receiving data for a period of ¢;4,.

Video streaming server: implements UDP server process. The UDP server
receives a request for data streaming and replies with a stream of packets of a
configured file size according to the Class B traffic model in Section II.

TCP client: models the client process of a generic TCP request/response ser-
vice using sessions. It opens a TCP connection to a configured destination ad-
dress, then transmits several requests. The connection remains open until the
complete data arrives before sending a new request.

TCP server: models the server process of a generic TCP request/response
service using sessions. It listens to a configured port and expects to receive con-
nection requests. After processing a request, it replies with the same message
but with a different length according to the request. Replies could be delayed
by a configured constant time.

Each end system of the network, in Figure 6.1, runs single or multiple instances
of those applications, which results in the data flows described in Table 6.1.
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Pseudocode 1 UDP burst source
Input: start time = ¢,,,, Stop time = t,,, burst duration = t;,,, sleep dura-

tion = ty..,, transmission interval = ¢4, destination address = addrys, desti-
nation port = portg.
Output: packet send = pkt,.,q, Number of sent packets = nPKT,,,;

Reqlﬂl'e: tstart, tstopa tsendy tbursh tsleep Z 0
& tatop > tstart
procedure START( )
natSleep = simTime();
naxtBurst = simTime();
naxt Pkt = simTime();
actvBurst = True;
timer < SEND
GenerateBurst();
end procedure
procedure GENERATE BURST ({s10p, Lsend, tourst, tsteep )
if simTime() < tq,, then
now <— simT'ime();
if nxt Pkt < now then
nxt Pkt < now;
end if
nrt Pkt+ = tyeng
if actvBurst & nztBurst < now then
if t3,,sc == 0 then
actvBurst = false;
else
nxtSleep = now + tyyrst;
naxtBurst = nxtSleep + tseep:
end if
end if
pktsend<addesta pOTtdst);
NPKTgen + +;
if actvBurst & natPkt > ty,, then
nxt Pkt = nxt Burst;
end if
if t0p > 0 & natPkt > ty,, then
timer < STOP
nTt Pkt = top;
end if
Schedule At(nzt Pkt, timer);
end if
end procedure
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6.1.4 Results and discussion

The section evaluates the proposed framework and simulations by running and
investigating different network and traffic configurations. The parameters listed
in Table 6.4 are used for configurations.

Table 6.4: Network and simulation parameters

Parameter value
Simulation time 90 s
Processing delay of a switch 1 us
Network link speed 100 Mbps
Propagation delay 0.05 us

To thoroughly evaluate the different network configurations and assess which is
the optimal one, we simulate three different test cases. First, the worst case sce-
nario is considered where all flow sources are transmitting with the maximum
data rate. Therefore, the state of an overloaded network could be assessed. We
consider two scenarios here, one with infinite queue sizes, and the other with
limited queue size of maximum 1000 packets. Both cases consider determinis-
tic traffic, which ease the computation of transmission schedules. For the third
test case, a stochastic traffic models are considered. The network performance
is assessed in terms of end-to-end delay and delivery ratio for different network
switch configurations. In addition, this evaluation includes the behavioural
analysis of the overloaded network bottleneck link, which is the link between
the root switch and the left switch as most of the data flows pass through it. We
investigate the lengths of the queues and the queuing times for this link.

Figures 6.2 and 6.3 illustrate the effects of different queue management strate-
gies on network traffic. Under the FIFO (First-In, First-Out) configuration, all
types of traffic are processed in the order they arrive, regardless of their prior-
ity. This results in all traffic types sharing the same queue, leading to uniform
queuing delays. Therefore, high-priority and low-priority packets experience
the same delay because they are handled in a single, undifferentiated queue.

In contrast, the PRIO (Priority) configuration uses multiple queues, each as-
signed a different priority level. High-priority traffic, such as real-time com-
munications or critical data, is placed in higher-priority queues, which are pro-
cessed more quickly. As a result, these high-priority packets experience shorter
queue lengths and reduced queuing times. Conversely, lower-priority traffic,
like monitoring data, is placed in lower-priority queues. These queues can be-
come congested if high-priority traffic floods the network, leading to longer
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Figure 6.2: Queue Length distribution for Worst Case with infinite queue size
configuration (Deterministic traffic)

queue lengths and increased delays for lower-priority packets.

The figures also reveal that when Class A traffic overwhelms the network, it can
severely impact the performance of Class B traffic. Class A traffic’s excessive vol-
ume fills up the network’s capacity, causing substantial delays and queue build-
up for Class B traffic. For instance, if Class A traffic is too high, it blocks or delays
the delivery of Class B traffic, which may include web responses. This conges-
tion can prevent timely processing of web requests and responses, leading to
a decrease in the number of requests made by web clients. Thus, while PRIO
configuration improves handling of high-priority traffic, it cannot completely
mitigate the negative effects of excessive lower-priority traffic, highlighting the
challenges of balancing different traffic types effectively.

Next is the end-to-end delay assessment, Figure 6.4, for the different types
of data flows, against the different network configurations. As expected, all
different configurations, except FIFO, provide within range acceptable delay
for the detection system. However, the other types of traffic experience higher
delays than the maximum allowed. The delay becomes significantly high for
monitoring traffic, Class B, when PRIO configurations are used. Finally, Figure
6.5 shows the measured number of delivered packets. The different network
configurations manage to achieve 100% delivery ratio for the critical, class A,
and class B traffic. However, the number of delivered packets of the web traffic,
class BE, is of interest, as it indicates the capability of the network to handle the
coexistence of both operational technology and information technology traffics.
The FIFO configuration delivers the highest number of best effort packets, but
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Figure 6.3: Queuing Time distribution for Worst Case with infinite queue size
configuration (Deterministic traffic)
End-to-End delay [Worst case analysis + No queue limit]
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Figure 6.4: End-to-end delay distribution for Worst Case with infinite queue
size configuration (Deterministic traffic)

at the expense of end-to-end delay. In contrast, PRIO and TAS configurations
deliver 90.6% of packets, which happens due to oppressing or delaying web
client requests by higher priority traffic or by controlling gates with a priority
transmission schedule. The CBS configuration performs better by successfully
delivering 96% packets, compared to FIFO, of the web traffic. This is due to the
credit shaping where class A and class B have to gain credit before transmitting,
which allows class BE traffic to be successfully transmitted.

In the second test case, a limited queue size for the egress ports of all the
network switches is configured. Queues are configured with a drop tail mecha-
nism. First, Figures 6.6 and 6.7 depict the distribution of the queue length and
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Figure 6.5: Delivery ratio distribution for Worst Case with infinite queue size
configuration (Deterministic traffic)

Table 6.5: The average end-to-end delay and delivery ratio of QCAP simulation
results (Standard Ethernet [FIFO]).

Standard Ethernet [FIFO]
Avg. end-to-end delay (s) | Delivery ratio (%)
CDT 75 x 1073 73
Class A 79 x 1073 82.8
Class B 13 x 1073 99.1
Class BE 78 x 1073 92.1

queuing time over the simulated period. The PRIO configuration significantly
decreases the queuing time for the critical traffic, same for TAS and CBS, when
compared to FIFO, which is a good indication that they meet the QCAP’s dead-
lines requirements. However, PRIO performance drops compared to TAS and
CBS while handling lower priority traffic. We assess the overall performance
with end-to-end delay and delivery ratio measurements as depicted in Figs. 6.8
and 6.9 and summarised in Tables 6.5, 6.6, 6.7, and 6.8. While PRIO prioritises
the critical traffic, it could not meet the deadline requirements. In contrast,
both TSN configurations provide deterministic upper bounds that are below the
QCAP deadlines. Moreover, using only the PRIO configuration, for the monitor-
ing system, a higher end-to-end delay is shown. This is due to the bursts in class
A traffic, yet TAS and CBS configurations provide better control over those and
therefore demonstrate overall better end-to-end delay for all the subsystems.
In addition, CBS provides the highest delivery ratios for all the subsystems and
the web traffic.

For the third test case, the system is assessed with realistic stochastic traffic
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Figure 6.6: Queue Length distribution for Worst Case with limited queue size

(deterministic traffic, queue size = 1000)
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Figure 6.7: Queuing Time distribution for Worst Case with limited queue size

(deterministic traffic, queue size = 1000)

Table 6.6: The average end-to-end delay and delivery ratio of QCAP simulation

results (Standard Ethernet [PRIO]).

Standard Ethernet [PRIO]
Avg. end-to-end delay (s) | Delivery ratio (%)
CDT 111 x 107 100
Class A 49 x 1073 88.7
Class B 61 x 1073 92.6
Class BE 10 x 1073 90.6
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Figure 6.8: End-to-end delay distribution for Worst Case with limited queue
size (deterministic traffic, queue size = 1000)
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Figure 6.9: Delivery ratio distribution for Worst Case with limited queue size
(deterministic traffic, queue size = 1000)

Table 6.7: The average end-to-end delay and delivery ratio of QCAP simulation
results (TSN [TAS]).

TSN [TAS]
Avg. end-to-end delay (s) | Delivery ratio (%)
CDT 61 x 1076 100
Class A 35 x 1073 93.7
Class B 5.7 x 1073 100
Class BE 24.5 x 1073 91.9
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Table 6.8: The average end-to-end delay and delivery ratio of QCAP simulation
results (TSN [TAS+CBS]).

TSN [TAS+CBS]
Avg. end-to-end delay (s) | Delivery ratio (%)
CDT 61 x 107 100
Class A 48 x 1073 94.6
Class B 6.5 x 1073 100
Class BE 24 x 1073 92.1

Queue length [Randomly Distributed Traffic]
Detection Inspection Monitoring Web Traffic
1000.0 L L L

SR | e
ST el EEEEL AFT

0.1

Queue length(packet)

T T T T T T T T T T T T T T T

T
FIFOPRIO TAS CBS FIFOPRIO TAS CBS FIFOPRIO TAS CBS FIFOPRIO TAS CB

Figure 6.10: Queue Length distribution for Worst Case with limited queue size
(randomly distributed traffic, queue size = 1000)

models to measure the resilience of the TAS and CBS configurations against the
random changes in the data flows behaviours. Figure 6.10 depicts the queue
length distribution for the TAS and CBS. We can see that TAS and CBS outper-
form the other configurations, except for the inspection process. This is due
to the bursty nature of class A traffic. Figure 6.11 shows the queuing times at
the congested link for the different system processes. For TAS and CBS, detec-
tion traffic is below 100us, inspection, monitoring and web traffics are below
100ms. Finally, Figures 6.12 and 6.13 present the two main measures, which
concludes that using TAS and CBS guarantee reliable delivery for the critical
traffic with a deterministic end-to end latency. In addition, they provide better
utilisation for the network resources by allowing web traffic to coexist without
affecting the QoS of the critical traffic.
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Figure 6.11: Queuing Time distribution for Worst Case with limited queue size
(randomly distributed traffic, queue size = 1000)
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Figure 6.12: End-to-end delay distribution for Worst Case with limited queue
size (randomly distributed traffic, queue size = 1000)

6.2 Validation and Performance Evaluation of the
TSN based industrial networks timing analysis

Framework

6.2.1 Network Model

We consider a two-level tree topology of the single hop model of a QCAP node,
depicted in Figure 4.1. The QCAP topology consists of three QCAP nodes, five
switches, and four Ethernet devices as represented in Figure 6.14. The break-
down of QCAP node components is:
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Table 6.9: Data flow characterisations

Flow: source, sink | Type | Priority (PCP)! | Deadline

fiJe o Dis Er CDT/ST 7 10048
f7 f12 E17

f13...f15 : IZ, E1 class A 5 60ms
Ji6---f18 1 B, I

f19...f21 : Ci7 E2 class B 3 80ms

Joz... foa © B, Cj
Jos... for « Hy, B
fos-..f30 : Eo, H; B.E. 0 -
fs1: B3, By
fa2 1 By, E

* Detection device (D): a sensing unit to detect the arrival of a new product
for quality checking.

* Inspection device (I): a visual inspection unit to capture images of a de-
tected product and submit those to make a decision on the quality of the
product.

* Arm device (A): robotic arm used to remove a product not meeting the
quality check from the production line.

e Camera (C): visual unit to real time monitor the floor area.

* H/M interface (H): Human machine interface to monitor and configure
the operating devices of a QCAP node.

* Ethernet device (E): An Ethernet connected computing device that works
as controller, computing unit, or monitoring interface for the industrial
application.

The characterisation of the data traffic flows are summarised in Table 6.9. Gen-
erally, data exchanged as part of the control loop, e.g. direct communication
between sensors, controllers and actuators, holds the highest priority, i.e. sched-
uled data traffic. The inspection unit produces class A traffic and the cameras
produce class B traffic as detailed in Chapter 4.

6.2.2 Model Implementation

For this evaluation, an implementation of the aforementioned models were in-
troduced using two approaches, OMNeT++ based discrete event simulation
and Real-Time Calculus (RTC) toolbox based implementation of the developed
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network calculus models. First, the worst-case end-to-end delay bounds are
obtained using the following implementations:

1. OMNeT+ + based simulation framework for QCAP use case, as introduced
in6.1.

2. RTC [WTO06] based implementation of the presented industrial TSN/NC
based WCD analysis, Section 4.

3. RTC based implementation of Credit Based Shaping (CBS) + Strict Prior-
ity (SP) for industrial automation using NC [ZCWW19].

Second, the proposed industrial TSN/NC-based implementation is used to eval-
uate whether the QCAP network performance meets the different data flow
QoS requirements. For this evaluation, a typical network configurations and
data traffic parameters for industrial applications are used, those could be sum-

marised as follows:

* Network link capacity (C): 100 Mbps or 1 Gbps.

* Maximum processing delay of a switch: 1 us

* Maximum buffer size of a switch: 1000 frames.

* Propagation delay: 14s/100m

e Maximum frame size: Scheduled (Z;) = 128 B, class A (L4) = 1500 B,
class B (Lg) = 1500 B.

* Minimum cycle time/duration between frames: Ts; = 500 us, T4 = 1 ms,
T =500pus.

* Maximum data rate:rgr: 2.05 Mbps, r4 = 12 Mbps, rp = 24 Mbps.

* Idle slope: 14 = 40%, Iz = 20% of the link capacity.

e Maximum burst duration: o4 = 2 sec, og = 4 sec.

6.2.3 Evaluation and Results

The evaluation focuses on obtaining and comparing the maximum value (i.e.
the worst case) of the end-to end delay for each flow using the three approaches
described above. Firstly, we simulate the behaviour of the QCAP network model
using OMNeT++. The model includes 32 flows, as highlighted in Table 6.9.
Next, implementations of both the developed industrial TSN/NC model and
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Figure 6.15: Comparison between worst-case delay bounds for QCAP data flows

the per hop Interleaved Regulator (IR) NC-based model [ZCWW19] are used
for comparison.

Figure 6.15 compares the delay bounds obtained by the three aforementioned
methods. Figure 6.15 has four sub-plots with classified data flows, one plot
for each data traffic class. Our NC model outperforms the other NC model
by providing tighter delay bounds. This is expected, considering that the per
hop IR model does not consider the pre-emption feature of the scheduled traf-
fic. Additionally, it does not consider the relation between the best effort traf-
fic and the credit accumulation of both class A and class B traffic. While the
developed industrial TSN/NC framework exceeds the worst-case delay results
when compared to the simulation model, its run-time is 10x faster than the net-
work simulator with statistically safe results. Therefore, the developed TSN/NC
framework can be used as a first stage assessment for the design of TSN-based
industrial automation applications such as the QCAP use case.

Next, focusing on measuring the QCAP network performance for different con-
figurations using the developed TSN/NC framework. For that, we start with
relaxing the network configurations by choosing larger bandwidth (1 Gbps)
links between switches. In addition, the transmission rates were doubled for
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Figure 6.16: Comparison between worst-case delay bounds for different flow
rate

each set of flows and then observe the impact of this increase on the Worst
Case Delay for all data flows. Figure 6.16 depicts the WCD bounds for the four
different sets of flows of this experiment, where we observe the following:

* For scheduled flows (CDT/ST traffic), the WCD bound remains almost the
same when doubling the other data flow rates. However, it only slightly
changes when doubling the rates of the CDT/ST traffic itself. This is due
to the high priority of flows belonging to this type of traffic, as well as the
pre-emption mode, which allows these data flows to be processed faster
when they collide with lower priority traffic.

* For AVB traffic (class A and class B), the WCD bound increases progres-
sively when data rates of the same type of traffic or rates of traffic with
higher priority increase/double. Furthermore, the WCD bound becomes
progressively less when low priority data rates increase. This is due to
the credit based and strict priority shaping functionality offered by TSN
switches.

Time-Sensitive Networking for Industrial IoT: 105 Mohamed Seliem
Integration, Analysis, and Performance

Evaluation



6.2 Validation and Performance Evaluation of

6. EVALUATION AND VALIDATION OF TSN the TSN based industrial networks timing
INDUSTRIAL NETWORKS analysis Framework
103
@ Normal R
w7 Double R
m#m Normal R + Offset
A Double Rsr + Offset
@ Normal R + B.W.
= Double Rsr + B.W.
#xm Normal R + Offset + B.W.
E=Z Double Rsr + Offset + B.W.
m
2
)
o 102
©
&
©
Q
%
5]
=
101 4

g ¢
L ]

>

. i 4 / i .
fi fa f3 fa fs fe f7 fs fo fio fi1 f12
Data flow(CDT/ST)

Figure 6.17: The effect of transmission offset and increasing the bandwidth of
critical interfaces on the WCD of scheduled traffic.

* For best effort traffic, increasing the ST traffic rate leaves less bandwidth
to be shared among the other three types of traffic, which increases the
delay bound on the lowest priority traffic, e.g. BE class. However, increas-
ing the data rates of AVB traffic creates more transmission opportunities
for BE traffic while AVB traffic accumulates credit.

The previous experiments could be used to identify the WCD bounds for all
traffic flows traversing the QCAP network. This analysis demonstrates the suc-
cessful operation for each process of the QCAP use case can be guaranteed.
Moreover, the proposed TSN/NC framework demonstrates lower WCD bounds
on critical data traffic, allowing to accommodate more data flows if necessary.
Figure 6.17 provides a study of two properties that impact the delay bounds of
the critical traffic:

1. adding an offset period to the start of ST flow transmissions. This ensures
that frames belonging to this traffic will arrive at different time instances,
resulting in less queuing time.
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Figure 6.18: Comparison between different idle slopes on the WCD of different
traffic types.

2. identifying critical links to be configured with larger bandwidth, hence
reducing the transmission and propagation delay. Therefore, the overall
WCD for ST flows is reduced.

In this context, critical links do not imply links between switches only, where
large number of flows are expected, but also interfaces where multiple ST flows
are waiting for transmission. For example, in the QCAP topology, the link be-
tween TSN switch one (S1) and TSN switch zero (S0O) is a critical link as many
flows are traversing this link. However, the link that connects SO to the Com-
puting unit/Ethernet device 1 (E1) is the interface where all ST flows are trans-
mitted through as part of the detection and inspection QCAP processes. In
summary, setting a different offset for the ST critical flows and increasing the
bandwidth of critical links can result in a 91% reduction in the worst case end-
to-end delay of these flows, as depicted in Figure 6.17.

Our final experiment targets the influence of AVB traffic classes idle slopes on
the WCD bounds of the different data flows. We expect that the larger the
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idle slope of an AVB class, the lower the WCD bound for this class of traffic.
Moreover, the higher the WCD bound for the classes sharing bandwidth with
this class of traffic. Figure 6.18 depicts the effect of varying idle slopes for
class A and class B traffic. Starting with the normal case where 7, = 40% and
Iz = 20%, the idle slope of class A is set to 20%. As expected, the ST flows’
WCD is not affected. However, class A flows’ WCD bound increases by a factor
of 2 and the same applies to class B flows due to the dependency between the
two types of AVB flows. Moreover, reducing the idle rates leads to reducing the
WCD bound on the best effort data flows, which can be expected as more BE
frames can be transmitted while AVB flows are accumulating credit to transmit.
On the contrary, increasing idle slopes of AVB classes to 4, = 40% and I = 40%
leads to faster credit accumulation for both class A and B, which reflects on the
reduced WCD bound of the flows that belong to these classes. In addition,
increasing idle slopes of AVB classes utilises most of the available bandwidth,
which leaves no room for best effort transmissions and hence increases its end-

to-end-delay.

6.3 Experimental evaluation of the improved tim-

ing analysis of TSN based industrial networks

This section presents the validation of the derived delay bound and investi-
gate the impact of routing, increasing traffic loads with different transmission
priorities, credit accumulation rates, and redundancy and load distribution on
the delay performance of TSN. Additionally, the proposed framework is used
to analyse the performance of (use case 07) of a redundant industrial networks
[GT21].

6.3.1 Experimental Evaluation Setup:

In this evaluation, we consider different network topologies. The carried traffic
is split into eight different types of data traffic as described in Section 5.

The network parameters and configurations are summarised as follows:
* Links are full duplex, with a bandwidth C' = 1 Gbps.
» Switch output port has 8 priority queues.
* Maximum processing delay of a switch: ¢, = 1us.
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Table 6.10: Data flows description.

Traffic class Flow Src. | Dest. | Flow | Max. size Min. cycle / Max. rate | Max. burst
count (B) Min. frame duration (ms) | (Mbps) | duration (s)
Isochronous fi,os fro | C1 | C4 10 128 0.5 2.05 n.a.
Non-isochronous | fi,...,fs0 | C1 | C4 10 1000 2 4 n.a.
Class A fornfos | C2 | C5 |5 1500 1 12 4
Class B Faor - f0 | C2 |C5 |5 1500 0.8 15 2
Network control | fsi,..., f1o | C3 | C6 10 500 50 0.08 n.a.
Events fa,- f15 | C3 | C6 5 1500 n.a. 2 1
Configurations | fy,..., fs0 | C3 | C6 5 1500 n.a. 2 1
Best effort Ts1s 52 C3 | C6 2 1500 n.a. 100 n.a.

Maximum buffer size of a switch: 1000 packets.

* Propagation delay: 100 ns.

Idle slope 74: 20% of Link capacity

Idle slope I5: 10% of Link capacity

To ensure deterministic and real-time communication, the guidelines for com-
puting the TSN network schedule, for industrial automation, are as follows:

* Isochronous and Non-isochronous flows are time-sensitive and require
guaranteed real-time performance.Additionally, traffic characteristics of
each identified flow are defined in Table 6.10.

* TAS is configured to adhere to the traffic profiles of each flow. Moreover,
Stream Reservation Protocol is configured to ensure that essential traffic
is allocated the necessary bandwidth.

* Parallel Redundancy Protocol is used to configure backup paths for critical
flows to ensure network reliability.

6.3.2 Model Validation

The simulation worst case delay represent the reference for validating the de-
rived bound. We first validate the tightness of the bounds using a basic network
topology of two TSN switches S, as depicted in Figure 6.19. The traffic sources
(', — C5 generate n; data flows for each traffic class i. The details of the traffic
classes and data flows description is presented in Table 6.10.

We compare delay bound for different TSN traffic classes as derived by differ-
ent NC frameworks [ZCWW19, MS17, ZPZ118, ZPZ*20]. Figure 6.20 plots the
delay bound derived by these frameworks together with the worst case delay
from the simulated network. The WCD bounds, calculated by the developed
framework, denoted as impNC/TSN _industrial23, are tighter compared to the
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Figure 6.19: Synthetic test-cases.

other frameworks with respect to the obtained simulator results. NC/TSN17
[MS17] provides the loosest delay bound for all traffic classes, as it does not
consider the cyclic real-time traffic properties and mainly focuses on the AVB
traffic. NC/TSN_industrial19 [ZCWW19] offers tighter bounds as it considers
the impact of credit and priority shaping for the co-existing industrial traffic.
NC/TSN18 [ZPZL18] and its improved version impNC/TSN21 [ZPZ"20] offer
a reduced WCD through introducing physical link and credit base shaping while
considering the cyclic real-time traffic window. However, they do not consider
the industrial profile of TSN traffic properties, therefore do not provide tighter
WCD bounds for lower priority traffic compared to NC/TSN_industrial1l9. In
contrast, the proposed NC based framework considers the industrial profile as-
pects, shaping methods, e.g. priority, credit and time, and additionally different
integration modes, e.g. pre-emption. Therefore, It becomes more useful and
deterministic for industrial application with safety guarantees.

6.3.3 Impact of Routing

We consider the impact of routing different traffic classes in the ring topology
illustrated in Figure 6.19b. on the end-to-end WCD. We consider a ring topol-
ogy, Figure 6.19b, with the same network configurations and parameters stated
in Table 6.10. Flows of different traffic classes, entering through S1, can be
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Figure 6.20: Comparison between WCD bounds for flow types using different
NC based frameworks.

grouped as follows:

* Scheduled, i.e. iso and non-iso, and AVB traffic share the same interface,
while BE traffic solely use the other interface.

* Scheduled and BE traffic share the same interface, while AVB traffic solely
use the other interface.

* iso and AVB traffic share the same interface, while non-iso and BE share
the other interface.

* non-iso and AVB traffic share the same interface, while iso and BE share
the other interface.

Selecting an interface is based on achieving the shortest path for each flow. For
iso and non-iso, the shortest path includes three hops, regardless of the selected
interface. However, for other traffic classes, AVB and BE, the shortest path in-
cludes two hops. Figure 6.21 depicts the outcome of this setup. As shown, the
WCD for the highest priority traffic class, iso flows, is not impacted regardless
of the other traffic classes it is grouped with, which is expected. However, the
WCD for non-iso traffic class slightly drops when grouped with any other traffic
classes but the iso traffic. Therefore, distributing scheduled traffic across differ-
ent paths yields lower WCD for the traffic flows. WCD for other traffic classes,
AVB and BE, vary depending on the other grouped traffic class. Our analysis
show that grouping iso traffic with BE traffic and grouping non-iso traffic with
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Figure 6.21: Traffic grouping and interface selection impact on the worst case
delay for different traffic classes.

AVB achieve the optimised WCD bounds for all traffic classes. As transmitting
iso frames is deterministic and synchronised with the network cycle, it won’t
much increase the WCD for BE frames transmitted across the same path. More-
over, the guard band of the non-iso traffic guarantees the minimum WCD for the
non-iso data flows, while having the smallest impact on the AVB traffic travers-
ing the same path. AVB frame that pulled out of the queue before the arrival of
a guard, can be transmitted and the other AVB queue may accumulate credit,
which ensures better utilisation and lower the WCD bound for the AVB traffic.

6.3.4 Impact of increasing traffic loads with different priori-
ties

First, the impact of increasing the number of flows per traffic class on the end-
to-end WCD of all traffic classes is analysed. For example, doubling the amount
of cyclic real-time flows, iso and non-iso, and measure the WCD for all traffic
classes. The same applies to doubling the AVB and BE traffic. For this experi-
ment, a similar flows descriptions as in Table 6.10 is used. Also, a line topology
is used, Figure 6.19.c, to avoid different paths’ selection. This to ensure that
all traffic classes traverse the same longest possible network path. Figure 6.22
depicts the results of this experiment. Increasing the number of the highest pri-
ority flows, i.e. iso traffic, results in a higher WCD bounds for all traffic classes.
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Figure 6.22: Delay bound for different number of flows for different traffic
classes.

Frames belong to different traffic classes have to wait for an iso frame to be
transmitted, including iso frames of other flows that share the same interface
queue. To obtain an optimised bound for iso frames, a time offset will be added
to ensure that the minimum number of iso frames exist in an interface queue
at any instance, i.e. schedule optimisation. Similar behaviour for non-iso traf-
fic is noticed, with a slight difference where increasing the number of non-iso
flows won’t impact iso flows WCD bound, this is due to pre-emption property of
the highest priority traffic. For AVB traffic classes, it is noticed that increasing
number of iso and non-iso flows slightly increase the WCD bound. In compar-
ison, increasing the number of AVB flows has a large impact on the WCD of
AVB and lower priority traffic classes. This is due to the different frame sizes,
which relates to the consumed bandwidth as well as the transmission delay of
the frames. Moreover, the processing speed of iso and non-iso frames with an
objective of no-queuing while AVB flows experience longer queuing time. In
addition, transmitting an AVB frame requires enough accumulated credit, lead-
ing to longer processing time and therefore larger delay. At last, increasing the
number of BE flows not only increases WCD bounds for lower priority traffic but
also increases WCD bounds for AVB traffic. This is due to the pessimism aspect
of assuming that BE frame gets transmitted right before an AVB queue accu-
mulates enough credit to transmit, leading to larger queuing delay. However,
it is noticed, for AVB traffic classes, that increasing BE flows number results in
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Figure 6.23: Different credit accumulation rates impact on the overall traffic
classes delay.

a lower WCD bound in comparison to increasing AVB flows number due to the
following reasons: AVB accumulates credit while BE getting transmitted, which
guarantees transmission right after BE transmission completion given that AVB
class window still valid. However, AVB spends credit while AVB getting trans-
mitted, which results in a waiting period for credit accumulation as previously
discussed.

6.3.4.1 Impact of credit accumulation rate

We also analyse the impact of credit accumulation rate on the WCD of the dif-
ferent classes of industrial traffic. Since both iso and non-iso have high priority,
changes in scheduling lower priority traffic would not impact them. Therefore,
the focus of the results on the remaining six traffic classes, as shown in Figure
6.23. The accumulation rate for AVB classes is defined as the proportion of the
link capacity dedicated for AVB traffic. Hence, increasing this proportion will in-
crease the probability of having positive credit and priority of AVB transmission
when compared to lower priority traffic. Figure 6.23 shows that the end-to-end
WCD of class A traffic experiences around 60% reduction in when accumula-
tion rate increases four times, [, = 10%to40%. For class B traffic, the WCD
reduction is around 50% for 4z the increase in the accumulation rate, Iz = 10%
to 40%. While both classes experience a high reduction percentage, increasing
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Figure 6.24: Worst case delay of traffic classes for varying offered load.

class A accumulation rate gives larger reduction as expected due to the priority
selection aspect. On the contrary, the remaining four classes of traffic, i.e. BE
traffic, experience higher WCD trend when accumulation rates increase. This
happens due to AVB traffic consumption of the available bandwidth, left after
transmitting iso and non-iso, while BE frames are being hold by the priority
selection shaping. The proposed framework could be used to assess and decide
on optimal accumulation rates, which is an important aspect for the network
design. Therefore, it could be ensured that all traffic classes QoS requirements
are met.

6.3.4.2 Redundancy and load distribution

Redundant networks are a common design in critical industrial applications to
ensure fault tolerance. This experiment considers a redundant network topol-
ogy, depicted in Figure 6.19.d. Our objective is to compute the WCD for all
traffic classes while considering different load distributions across the differ-
ent network paths. For example, routing all incoming flows through one link
L(S1,52), which leaves other links (51, 53) and L(S1, S4) with no loads. Fig-
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Figure 6.25: Improvement of the Worst case delay bounds for traffic classes.

ure 6.24 depicts the computed WCD for varied loads over the aforementioned
three links. Using this setup, iso traffic WCD is only affected by number of hops
across the path, regardless of the offered load from other traffic classes. How-
ever, for the rest of classes we notice that the optimal value for offered loads,
over different paths, can be obtained by computing where minimum WCDs of
different traffic classes are included. In addition, the upper bound on the WCDs
in case of failure could be obtained, e.g. all frames traverse the same path, by
calculating the surface curve where maximum WCDs are included.

We conclude this synthetic evaluation by highlighting the main findings on ob-
taining lower WCDs for industrial traffic classes. In Figure 6.25, the worst case
was assumed where all flows are transmitted at the same instance, traversing
the same path, and with minimum accumulation rate for AVB traffic. First, by
recomputing the WCD after regrouping the traffic to traverse different paths
with optimal offered loads, a lower WCDs are obtained for all traffic classes
except the iso and non-iso traffic. Next, by setting a considered time offset for
each flow, this could lead to a minimised queuing delay and therefore overall
lower WCDs for all traffic classes. Finally, selecting an optimal accumulation
rate for AVB classes without impacting the WCDs for the lower priority traffic
classes.
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6.3.5 Industrial use-case:

In this section, the proposed impNC/TSN _industrial23 framework analyse the
use case of a redundant industrial networks, based on [G*T21] (use case 07) and
depicted in Figure 6.26. A redundant network topology of four TSN domains,
described in Section 5 is considered. TSN domains, two to four, implement
Quality Control cells proposed in [SZP22a]. The breakdown of the network
components is:

* Detection unit (D): sensing unit, part of the control loop, that detects new
items’ arrival. Applications running over this unit produce iso, non-iso,

events and diagnostics data traffic.

* Actuation unit (A): control unit that performs actions on items after being
checked. Same data traffic is produced as detection unit.

* Inspection unit (I): recording unit that perform visual inspection for qual-
ity checked items. Applications running over this unit produce class A,
class B, network control, events, alarms, configurations and diagnostics
data traffic.

* Ethernet interface (E): communication interface to connect different pur-
pose units such as logic controllers, computing units, or monitoring and
diagnostics clients of the industrial use case. Applications running over
this unit generate and handle all traffic classes.

* Human/Machine interface (H): embedded system to monitor and config-
ure the operating machines of the industrial use case. This system pro-
duces events, alarms, the best effort, configurations and diagnostics data
traffic.

This analysis considers a typical network configurations and data traffic param-
eters for industrial applications as follows:

* Network link capacity (C): 100 Mbps or 1 Gbps.
* Maximum processing delay of a switch: 1 us

* Maximum buffer size of a switch: 1000 frames.
* Propagation delay: 100 ns.

e Maximum frame size: Isochronous (L,,,) = 128B, non-Isochronous
(Lypon—iso) = 1000B, network control (L,.) = 500B, for other traffic
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Figure 6.26: Industrial use case (Connection of Rings).

classes: (Lq4ss) = 1500B.

* Minimum cycle time: Isochronous (7;,) = 250us, non-Isochronous

(Thon—iso) = 2ms, network control (7,,;) = 50ms.

* Maximum data rate: class A (r4) = 12Mbps, class B (rg) = 15Mbps, best
effort (r,.) = 20Mbps.

* Idle slope: 14 = 40%, I = 20% of the link capacity.

e Maximum burst duration: class A (o4) = 4s, class B (o05) = 2s, Events
(0ey) = 1s, Configurations (o.s,) = 1s, best effort (o,.) = 2s.

The characterisation of the traffic flows per network component, traversing the
four TSN domains, are summarised in Table 6.11. Each TSN domain has 64
flows of different traffic classes. In addition, 14 data flows are exchanged be-
tween Ethernet devices across all domains, 36 flows are exchanged between
TSN domain 1 and different units in other TSN domains, and 14 data flows ex-
changed between F, E, and Iy, I,. The total count for this industrial use case
is 256 data flows.

Our objective is to compute the maximum value (i.e. the worst case) of the
end-to end delay for traffic flows per QCAP unit. Then, verify that the network
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Figure 6.27: Detection

configurations are feasible, i.e. satisfy quality of service requirements for all
traffic classes.

For that, a consistent network configurations (Default) (DFLT) were considered
by choosing the same bandwidth (100 Mbps) for all links. Additionally, the
case where all traffic sources are transmitting at the same time is considered,
i.e. without an offset, and traffic flows are traversing the shortest path without
considering the offered load of this path. Next, the traffic flows are regrouped to
be transmitted across different paths with optimal load distribution. Then, this
study considers the case where traffic transmissions has an offset to reduce the
queuing component in the overall delay. Finally, the study relaxes the network
configurations by choosing larger bandwidth (1Gbps) for what is identified as
critical links, e.g. links between switches and links that carry large number of
iso and non-iso traffic flows.

Figures 6.27, 6.28, 6.29, and 6.30 depict the WCD bounds for the traffic flows of
the different QCAP units in Table 6.11, where the following points are observed:

* The WCD bounds, of the Detection unit depicted in Figure 6.27, exceeds
the deadline for the iso traffic flows (100us) unless adding an offset pe-
riod to the start of iso flow transmissions and distributing the traffic flows
across different paths. Moreover, configuring the critical links with larger
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Table 6.11: Data flows characterisations

6.3 Experimental evaluation of the improved
timing analysis of TSN based industrial

networks

Unit Flow: source, sink type deadline
fi,l fz5 : Dz7 A iso 100[,LS
fie--fino: Di, ]k, non-iso Ims

Detection finn : Di, H; BE n.a.
finz : Di, B events 10ms
fi,13 : Di; E2 Conﬁg. 10ms
fina : Dy, By net. control 10ms
fj,l'”fj,lO A iso ].O,LLS
fj,ll“'fj,lB : Aj, Ik; non-iso 1ms

Actuation fine + Ay, H; BE n.a.
fiar Aj, B events 10ms
fins  Aj, By config. 10ms
fino t Aj By net. control ~ 10ms
fra-frio: L, D non-iso Ims
Jrea1-fras ]k, non-iso 1ms
frae : I, Ex class A 15ms

Inspection frear : I, Eg class B 20ms
fras I, By BE n.a.
fro : Ii, Eo events 10ms
fro0 : Ik, B config. 10ms
fror: I, En net. control 10ms
fk,l : Ek, Hk BE n.a.
fk72...fk3 Ekalk BE n.a.
fra: Ex, Ey net. control  10ms
frs t Bk, B events 10ms
fiafio: Er, D net. control 10ms

Ethernet fiio--fi12: El, net. control 10ms
f1’13.. f1 15 © El, Ek net. control 10ms
foa.ifoot By, D events 10ms
fa10--fo15 EQ, config. 10ms
foa6.--fo18 : 2, A events 10ms
fan9..-foo1 : Ea, A; config. 10ms
f2’22 : EQ, Ek events 10ms
fa2s : B, By, config. 10ms
fi1i Hj, By events 10ms

H/M interface fj,...fj3 config. 10ms
fia: Hj A config. 10ms
fis Hj, I config. 10ms
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Figure 6.30: Ethernet

bandwidth reduces the transmission delay. Therefore, the overall WCD
for the iso flows is reduced.

* The WCD bounds, of the Inspection unit depicted in Figure 6.29, exceeds
the deadline for the non-iso traffic flows (1ms). This is expected as non-iso
flows of the Inspection units are less prior to the iso flows of the detection
and actuation units. Regrouping the traffic flows will reduce the WCD,
allowing the non-iso set of flows, sent to the detection unit, (fy1...fx.10)
to not exceed the deadline. However, the other non-iso set of flows, sent
to the actuation unit, (fx11...fx15) requires adding an offset period to the
start of the non-iso flow transmissions as well to satisfy the deadline re-
quirement.

e For other units (Actuation, Ethernet, Human/Machine interface), the
WCD bounds are within the defined deadline, even without traffic re-
grouping, load distribution or adding an offset. However, in practical
setup all units operations are dependent, therefore the aforementioned
units operation will fail even though solely calculating the WCD bounds

for a unit shows otherwise.

This previous analysis shows that it is possible to confirm the success or failure
of each QCAP unit operation. Additionally, it illustrates how tuning network
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configurations exhibits lower WCD bounds on traffic flows, which helps in as-
sessing the feasibility of, and optimising, those configurations, also offering the
possibility of adding more traffic flows if necessary.
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Chapter 7

Integrating TSN with SDN and
Wi-Fi: Enhanced Time-Critical

Communication Solutions

This chapter investigates the relationship between Time-Sensitive Networking
(TSN) and two transformative technological paradigms: Software-Defined Net-
working (SDN) and Wi-Fi. While TSN has already proven its ability to enhance
real-time communication within Ethernet networks, integrating it with SDN
and Wi-Fi takes these capabilities to new levels. The combination of TSN with
the programmability of SDN and the widespread accessibility of Wi-Fi expands
the possibilities for time-sensitive applications.

The discussion begins by examining the dynamic interaction between TSN and
SDN, where SDN’s centralized management and flexibility complement TSN’s
deterministic features, creating a powerful framework for optimizing and con-
trolling network traffic in real-time. Additionally, the integration of TSN with
Wi-Fi introduces the benefits of wireless connectivity, enabling mobile and ver-
satile applications while maintaining the strict timing requirements necessary
for time-sensitive data.

Together, TSN, SDN, and Wi-Fi form a robust alliance capable of addressing the
unique challenges across various industries, including industrial automation,
healthcare, smart cities, and transportation. The following sections explore
the fundamental principles, technical complexities, and relevant use cases that
highlight the transformative potential of merging TSN with SDN and Wi-Fi.
The practical implications of these innovations are also discussed, underscoring
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their impact on a wide range of industries and heralding a new era of enhanced
time-critical communication solutions.

7.1 Software-Defined Time Sensitive Networks for
Industrial Automation

Industry 4.0 [WSJ17] revolves around the deployment of Cyber-Physical Sys-
tems (CPS), which consist of a network of distributed digital devices, including
sensors and actuators, designed to measure, monitor, and control physical pro-
cesses. These devices form the device layer, where they communicate with each
other and with devices from other CPSs. Data collected by these sensing de-
vices must be transmitted to the application layer, while commands to control
actuators originate from the same layer. As a result, the effectiveness of CPSs
is heavily reliant on the communication and network layer, which is responsi-
ble for transmitting data and control signals both within their own systems and
between different systems.

The application and device layers impose specific limitations, constraints, and
requirements on the communication and network layers to handle various types
of data traffic, each with different quality of service needs. For instance, indus-
trial applications often demand strict timing and reliability criteria, necessitat-
ing the design of industrial networks with different considerations compared
to traditional networks [Saul0] [GH12]. Non-deterministic network delays
and jitter can significantly impact the control quality of a CPS. In systems like
isochronous motion control, maintaining extremely tight jitter bounds (approx-
imately 1 to 10 microseconds) is essential for system stability [KK15].

Traditionally, Real-Time Ethernet (RTE) has played a critical role in industrial
networks, often supplemented by additional protocols to meet the specific re-
quirements of industrial applications, such as determinism, reliability, and ef-
ficient communication with well-bounded delay and jitter. RTE achieves these
goals by modifying the Medium Access Control (MAC) layer, allowing for ex-
ceptionally low latency and deterministic responses. Key Industrial Ethernet
protocols in this domain include EtherCAT (Beckhoff), EtherNet/IP (Rockwell),
PROFINET (Siemens and GE), POWERLINK (B&R), and Sercos III. However,
implementing RTE [Fel05] ffaces significant challenges when transitioning ex-
isting systems to adopt new protocols. Real-time performance can be com-
promised by application protocols based on TCP, and the efficiency of data
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transmission is often reduced due to protocol overhead, particularly since the
minimum Ethernet frame size is 64 bytes, whereas typical industrial commu-
nication data sizes are much smaller, usually in the range of 1 to 8 bytes. To
address these challenges, the IETF DetNet Working Group [FTVF19] and the
IEEE 802.1 Time-Sensitive Networking Task Group have developed a set of
standards that define mechanisms for time-sensitive data transmission across
deterministic Ethernet networks, ensuring robust real-time capabilities. Thus,
TSN emerges as a crucial technology for addressing the challenges of real-time
automation and industrial networks.

Numerous challenges remain in the implementation of Time-Sensitive Network-
ing (TSN) for real-time data transmission over wired networks, driving the re-
search discussed in this section. One key challenge is the need for time-aware
shaping configurations, which are crucial for ensuring an upper bound on net-
work delay while achieving optimal performance across various use cases. In
this approach, Software-Defined Time-Sensitive Networking (SD-TSN) lever-
ages the software-defined network (SDN) paradigm to simplify network config-
urations and facilitate the distribution of schedules. SDN enables the deploy-
ment of network applications that execute centralized algorithms, providing
forwarding decisions, configuring resources to manage TSN queues and shap-
ing parameters, and running resource utilization algorithms to monitor network
performance.

To demonstrate the effectiveness of this design, experiments were conducted
within an emulated environment using Mininet [Teal2]. The contributions of
this work are detailed as follows:

* The concept of traffic scheduling in industrial applications is introduced,
highlighting the necessity for network-device contracts to compute and
distribute traffic schedules, ensuring that critical traffic maintains an up-
per bound on latency.

* A SDN-based solution is implemented on the Mininet network emulation
platform to assess the performance of end-devices in adhering to calcu-
lated transmission schedules.

* The performance of this implementation is evaluated, demonstrating that
it effectively meets real-time network requirements for practical network

sizes.
This section is organized as follows: It begins with a discussion of related work
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in the field. Next, the system model is presented, illustrating the integration
of SDN and TSN to support a Smart Factory use case. This is followed by an
examination of the process involved in computing and distributing transmission
schedules, with a focus on end devices and controller contracts. The section
concludes with a detailed setup of the Mininet environment, an evaluation of
the work, conclusions drawn from the findings, and identification of areas for
future research and potential contributions.

7.1.1 Software defined TSN related work

Industrial automation [DSA*14] relies on a robust network layer that connects
complex systems, enabling the supervision, configuration, and control of field
devices. This intricate network architecture presents several challenges, such
as the need for timely and accurate decision-making, synchronization of mul-
ticore systems with varying clock rates, deterministic data frame transmission,
reduction of processing time for queued frames in outgoing buffers, and the
imperative of sending frames at or before a specific time, T.

Standards like IEEE 802.1 TSN and IETF DetNet have been established to sup-
port time-synchronized, low-latency streaming over Layer 2 bridged networks
and to create deterministic data pathways with defined bounds on packet la-
tency, loss, and jitter over Layer 3 routed networks. Despite these standards,
configuring real-time networks remains a complex issue [Kal]. Several studies
have explored how SDN could enhance the configuration and management of
industrial networks.

For instance, research presented in [HDSD16] demonstrates a proof of concept
for applying SDN management principles to Real-Time Ethernet. This work
integrates the OpenFlow protocol with Powerlink real-time Ethernet to address
data loss due to link failures. Additionally, [STB19] proposes a comprehensive
SDN solution that leverages TSN features not only for data path management
but also for precise time synchronisation.

However, these studies did not address the complex problem of traffic schedul-
ing, which is recognized as NP-hard (similar to bin-packing) [NDR16]. The
study in [Ste10] tackles this issue by presenting various Integer Linear Pro-
gramming (ILP) formulations for computing routes and transmission sched-
ules for time-triggered flows. The authors also demonstrate a proof of concept
for their Time-Sensitive Software-Defined Networking (TSSDN) solution, which
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Figure 7.1: Multi-Service Control Layer of a Factory Automation Model

achieves virtually constant end-to-end latency (with a standard deviation of <1
us) and a worst-case jitter of <7 pus.

In contrast to these studies, the SD-TSN proposal focuses not only on automat-
ing the configuration of time-sensitive networks but also on enabling interaction
between TSN and the network operating system through contracts, simplifying
the scheduling process. This approach also enhances network utilization by
incorporating traffic flow-related information that influences scheduling deci-
sions. Moreover, the SD-TSN proof of concept is being evaluated in the Mininet
network emulator, providing a thorough and accurate assessment of its capabil-
ities.

7.1.2 Factory Automation Model And System Architecture

In a typical industrial network environment, a diverse array of nodes collabo-
rates to fulfil various control and protection functions, facilitating the trans-
mission and reception of different data streams and enabling network-wide
monitoring and data visualization. Figure 7.1 illustrates a multiservice con-
trol layer within a factory automation model, encompassing a wide range of
technologies and equipment, including SCADA systems, Programmable Logic
Controllers (PLCs), and field and real-time devices. The figure also highlights
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Automated Guided Vehicles (AGVs), wireless communication links, and a vari-
ety of other devices such as personal computers, printers, and cameras. This
factory control layer is interconnected with a manufacturing cloud, enabling
data exchange with external networks, leveraging significant data storage ca-
pacity, harnessing cloud processing power, and enhancing overall security.

Industrial networks, as described, are characterized by complex architectures
with numerous integrated devices. Even relatively small industrial networks
may exhibit a hierarchical structure of three or four levels, often organized
through a combination of topologies like rings and stars. The diverse nature
of these integrated devices, each with unique communication characteristics
and sometimes lacking interoperability, often results in the presence of vendor-
specific management systems. Moreover, variations in bandwidth or network
load directly influence data transfer performance. Consequently, diligent re-
source monitoring is essential to sustain system performance. Effective resource
monitoring relies on using network state information as a key driver for control
functions, enabling dynamic decision-making to adapt to changing conditions.

The proposed architecture, depicted in Figure 7.2, addresses both Layer 3 and
Layer 2 components within the system model. Layer 3, commonly known as
the SDN tier, is built upon a Network Operating System (NOS) [CABI*15] and
primarily comprises three key functionalities:

Control Plane: he control plane is responsible for managing the network’s
core operations and includes an OpenFlow [MAB*08] network controller that
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establishes forwarding rules. It also features a TSN application controller that
manages independent reservation decisions for each application’s end devices
and TSN switches, utilizing selected protocols. The control plane consists of the
following subcomponents:

* Discovery Service: This service uses the Link Layer Discovery Protocol
(LLDP) to periodically broadcast discovery packets to all TSN switches
and awaits response packets, enabling the identification of the network’s
topology. End devices are initially identified during the establishment of
contracts for reserving traffic paths, or later through the inspection of

injected packet-in messages.

* Path Computation: The network controller determines network routes to
manage traffic efficiently and prevent the occurrence of loops within the
network.

* Dynamic Control of Traffic Reservations: The TSN application con-
troller directs end devices to establish contracts and make reservations.
Alternatively, it may consult the network controller for reservations on
behalf of the end devices. TSN switches defer reservation decisions to the
network controller, following the IEEE P802.1Qcc standard.

Resource Management The Open vSwitch Database Management Protocol
(OVSDB) handles management and configuration operations on network de-
vices. This component allows for the creation, configuration, and deletion of
ports, queues, and switch tunnels. The management protocol governs various
network characteristics, including:

* Selection of topology control for both non-TSN and TSN traffic, ensuring
optimal network performance across different types of traffic.

* Maximum bandwidth allocation for TSN flows across each physical link,
adhering to the standards outlined in IEEE Std 802.1Q and/or IEEE Std

802.1Qca, to maintain efficient data flow and avoid congestion.

* Timing and synchronization protocols and parameters based on IEEE Std
802.1AS-2011, which are crucial for ensuring that all network compo-
nents remain synchronized, particularly in time-sensitive applications.

Resource Monitoring: is managed by distributed sFlow agents integrated into
TSN switches. These agents continuously monitor network traffic and report
statistical samples, known as sFlow datagrams, to the sFlow collector. sFlow
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Figure 7.3: TSN switch internal components

employs both packet-based sampling and time-based sampling methods to cre-
ate a detailed profile of network traffic, providing comprehensive visibility and
allowing for real-time monitoring and management of network resources. This
ensures that the network can efficiently handle the demands of time-sensitive
and critical industrial applications.

Layer 2, depicted in Figure 7.3, is structured around Layer 2 TSN switches,
which are critical for ensuring time-sensitive networking performance. These
TSN switches are equipped with forwarding logic, sFlow agents, TSN priority
queues, and traffic shapers, all of which contribute to managing and optimizing
network traffic. The key components of these switches include:

* Classifier: Utilizes a three-bit Priority Code Point (PCP) to categorize each
packet into a specific traffic class, such as TSN traffic or non-TSN traffic,
ensuring that packets are handled according to their priority level.

* Priority Queues: Separate queues are assigned for different types of traf-
fic, with real-time traffic being given the highest priority. Lower-priority
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traffic is placed in other queues, ensuring that time-sensitive data is trans-
mitted with minimal delay.

* Gates and Gates Control List (GCL): These gates control the transmis-
sion of packets from the queues. The GCL contains entries that manage
the state of each gate, with each entry specifying a timestamp for when
the gate should open or close. This ensures precise timing and synchro-
nization for packet transmission.

* Transmission Selection: When multiple gates are open at the same time,
this component refers to a secondary scheduling algorithm, such as credit-
based shaping, to determine the sequence in which packets are transmit-
ted. This ensures that the network can handle simultaneous traffic flows
efficiently, maintaining the quality of service for time-sensitive applica-
tions.

Together, these components form the backbone of Layer 2 in the TSN archi-
tecture, providing the necessary infrastructure to manage traffic effectively and
meet the stringent requirements of industrial networks.

7.1.3 Scheduling and Routing in Software Defined TSN

In our Software Defined-Time Sensitive Networking (SD-TSN) approach, both
coarse-grained schedules is merged, which specify transmission times at the end
devices, and fine-grained link schedules, which specify transmission times at the
network core. Below, the primary approach is outlined for computing transmis-
sion schedules and routing in SD-TSN. This approach revolves around the swift
and incremental scheduling of TSN flows through the use of network and appli-
cation contracts. This not only reduces execution times but also preserves the
quality of schedules, ensuring a high number of accommodated flows.

7.1.3.1 Scheduling approach in SD-TSN:

For each TSN flow, the end devices (or hosts) establish a contract with the
TSN controller, providing critical details about the flow, including the maxi-
mum packet size and the maximum number of packets per time interval. In
return, the TSN controller reserves dedicated resources for this TSN flow, such
as bandwidth, buffering, and scheduling resources. These contracts are crucial
for the following reasons:
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* Buffer Allocation: The contracts ensure that adequate buffer space is allo-
cated for the TSN flow, reducing the risk of congestion loss.

* Flow Pacing: The contracts regulate the pacing of TSN flows across
the network, ensuring that packets are delivered precisely when needed
rather than as quickly as possible. This approach enhances network de-
terminism, critical for time-sensitive applications.

* Bandwidth Utilization: The contracts allow non-TSN traffic to utilize any
bandwidth not reserved by TSN flows, ensuring efficient use of network
resources.

These contracts are also flexible, allowing for the creation of new contracts and
the removal of old ones as necessary

Transmission schedules are organized in a cyclic manner, with each cycle di-
vided into N slots. The duration of each cycle is based on the base time inter-
val, ty4s¢, and the duration of each slot, ¢, constrained by the longest network
path latency, tongest ath-

* Slot Calculation: the number of slots, N, is determined is determined by

the following formula:

Lhase
N = ]NT[ ’ ]7 tslot S tlongest_path (71)

slot

Here, ;.5 and t,,; are system parameters calculated by the network con-
troller.

* Slot Allocation: the TSN controller assigns a specific slot to each con-
tracted TSN flow and creates GCLs that are distributed to network de-
vices, including TSN switches. Each switch then allocates the appropriate
time slot to the sources of TSN flows.

* Synchronisation: All devices are equipped with synchronized clocks (ac-
cording to IEEE 802.1AS), ensuring that TSN switches and end devices
(hosts) adhere to the same cycle base time for their schedules. The hosts
calculate the exact transmission times using the base period, slot length,
transmission period, and their allocated time slot.

* Transmission Timing: Sources transmit TSN packets precisely at the allo-
cated time slot. If there are no TSN packets to send during a slot, sources
can either remain idle or transmit non-TSN packets, such as web traffic.
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This approach maximizes network utilization by allowing the transmission of
best-effort traffic while waiting for TSN packets to arrive during their desig-
nated slots. Moreover, TSN switches can be equipped with frame pre-emption
mechanisms, as specified in IEEE 802.1Qbu, enabling the interruption of best-
effort frames to prioritize the transmission of higher-priority frames. This en-
sures that critical TSN traffic is delivered on time, maintaining the deterministic
nature of the network.

7.1.3.2 Routes calculation in SD-TSN

The network controller calculates a specific set of shortest paths to route TSN
flows through. These paths are determined when end devices sign contracts
to reserve paths for their traffic. As a result, each TSN flow is constrained to
be routed through one of the paths within this set, avoiding the exploration of

random paths. In formulating this problem, several assumptions are made:

Set of Free Time Slots: There exists a set of available time slots that can be
assigned to a path, denoted as 7. T' = {t;}, where [e[1, ... L], and L represents
the number of available slots for path assignment.

Set of TSN Flows: A set of TSN flows originating from an end device is con-
sidered, labelled as F. F = {f;}, where i¢[l,... NF|, and NF represents the
number of flows to be scheduled.

Set of Candidate Paths: For each TSN flow, a set of potential candidate paths
between source and destination is defined, denoted as CP. C'P = {cpy}, where
ke[l,... NCP], and NCP represents the number of candidate paths for each
flow f;eF.

Mapping of Flows to Candidate Paths: Each TSN flow f; € F is mapped
to a specific candidate path c¢p, € CP, forming the set Frp. Fep =
{fF};VieNF,VkeNCP, where fiF signifies the feasibility of routing flow i, f;,
over a candidate path k, cpy.

Mapping of Candidate Paths to Time Slots: Each candidate path c¢p, € CP
is linked to a specific time slot ¢, € T'L to create the set CPr. CPr = cpf’l;
VkeNCP,VieL, where cp;” denotes the assigned free slot for a particular path,
ensuring the transmission of the TSN flow.

These defined sets and mappings are fundamental to the formulation of the
path allocation problem for TSN flows. The objective function aims to maximise
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the number of flows that can be routed through candidate paths with allocated
time slots. It can be expressed as follows:

mazimise Y [ > | Ci]’f* Z[cpfl]]] (7.2)

VieNF VkeNCP VieL
Subject to the following constraints:

* At most, one time slot is allocated to a candidate path.

* Candidate paths that share links must not be assigned the same time slot.

Ultimately, the network controller allocates time slots to candidate paths based
on flow rate and timing requirements, ensuring that the end-to-end latency is
less than tongest patn- This allocation strategy enables the routing of TSN flow
packets through their designated candidate paths, meeting the specified latency
criteria.

7.1.4 Validation and Discussion

This section provides a comprehensive overview of the evaluation process and
testing conducted to assess the performance of SD-TSN. It details the test envi-
ronment setup, experimental procedures, and the results obtained.

7.1.4.1 SD-TSN test environment setup

The test environment for evaluating SD-TSN was established using a combina-
tion of open-source software tools, outlined as follows:

Mininet: was used to emulate the network infrastructure required for the eval-
uation. This tool enables the creation of virtual networks on a single machine,
each running an actual kernel. By emulating end devices and network switches
within Mininet, various scenarios based on the SD-TSN architecture were sim-

ulated to evaluate performance under different conditions.

TSN Software Switch: A software-based Open vSwitch (OVS) was configured
to function as a TSN switch. This switch supports both the sFlow protocol for
monitoring network traffic and the OVSDB protocol for switch configuration.
Kernel modifications were made to enable MultiQueue (MQ) and configure the
Queueing Discipline (gdisc) to use the TAsynchronous Priority (taprio) sched-
uler. This setup allows for the implementation of GCLs for managing the output
ports of the switch.
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Figure 7.4: SD-TSN testing use case.

sFlow Collector: was employed to gather and analyze network traffic data. It
continuously receives sFlow datagrams from all network devices and converts
these into metrics that provide insights into network flows, interfaces, and de-
vice statuses.

Network Controllers: Two controllers were used in the setup: the OpenFlow
network controller and the TSN controller. The OpenFlow controller manages
the network’s data plane, while the TSN controller handles the control plane
functions, including traffic scheduling and resource allocation.

A software implementation for the objective function and solver was developed
to maximize the number of routed TSN flows while maintaining predetermined

latency bounds. This software was crucial for evaluating the SD-TSN solution.

7.1.4.2 SD-TSN emulation condition

Figure 7.4 illustrates a testing use case for a network implementing the SD-
TSN architecture. This use case encompasses different network namespaces
representing network devices (TSN switches, TSN controller, and Network con-
troller), as well as host namespaces simulating the behaviour of real-time and
best-effort traffic sources (Traffic generators, Robotic Arm, Monitoring and con-
trol unit, and Back-up server). Additionally, virtual Ethernet pairs enable com-
munication between namespaces and with the main host namespace.
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To configure the emulation parameters and replicate various link capabilities
and network conditions, Linux Traffic Control and NetEm tools were used. This
allowed us to perform tasks such as:

* Configuring link parameters, including packet queues on interfaces and
bandwidth constraints.

* Emulating packet loss rates to assess path performance degradation.

To generate traffic, tools like ping, iperf, or Netperf, were used to create ICMP,
TCP, and UDP flows. These flows were categorised as follows:

Real-time traffic: Representing TSN flows that need to be sent across the net-
work and delivered at specific times.

Best-effort traffic: Simulating non-TSN flows, such as web traffic or data
streams traversing the network.

Network Control traffic: Symbolising the traffic flow between network devices
responsible for configuring and maintaining network operations.

The emulation process allowed us to verify the correct operation of the net-
work design and validate various aspects of traffic scheduling. Furthermore,
Mininet’s Python API enabled the definition of different scenarios tailored to
the specific features and metrics under evaluation.

7.1.4.3 SD-TSN performance evaluation

SD-TSN operates in accordance with the computed schedules, as described in
Section 7.1.3.2. In contrast, non-constrained TSN (NC-TSN) requires the net-
work controller to explore the entire solution space for available paths. Con-
sequently, SD-TSN enhances network determinism by adhering to predefined
schedules. To properly evaluate SD-TSN’s performance compared to the basic
NC-TSN, our experiments primarily focus on measuring the end-to-end latency
for TSN flows under various scenarios. This approach allows us to assess SD-
TSN’s effectiveness in delivering hard real-time guarantees, a critical require-
ment for supporting industrial environments. Additionally, the SD-TSN control
plane’s capacity is evaluated to compute precise, accurate, and scalable trans-
mission schedules.

Figure 7.5 shows the result from the assessment of end-to-end latency for
10,000 packets of real-time traffic sent across the network with a period of
20 ms. The results for NC-TSN show latency variations ranging from 27 to
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Figure 7.5: End to end latency versus number of real time transmitted packets.
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Figure 7.6: End to end latency for different types of traffics with different pri-
orities.

56 us, with an average latency of 43.46 us and a standard deviation of 5.32
us. This variability is attributed to the variable delays (ranging from 20 to
100 us) that packets experience while traversing the network stacks. Addition-
ally, some packets are not precisely assigned to a network interface, leading to
non-deterministic delays. On the other hand, for SD-TSN, the results indicate
latency variations between 7 and 13 us, with an average latency of 9.64 us and
a standard deviation of 2.32 us. These low end-to-end latency values signify
that packets in SD-TSN are accurately placed on network interfaces with mini-
mal deterministic delays. This outcome underscores SD-TSN’s ability to adhere
to transmission schedules with high precision while providing stringent bounds
on the delays encountered in end systems.
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Figure 7.7: Average scheduling run time per TSN flow versus number of sched-
uled flows across the network.

In another experiment, assessment of the end-to-end latency for 10,000 packets
of mixed traffic (real-time and best-effort) sent across the network with a pe-
riod of 20 ms. The TSN real-time traffic was assigned high priority to meet its
real-time requirements, while the best-effort traffic was assigned lower priority.
Figure 7.6 illustrates the end-to-end latency for the TSN traffic, which remained
consistent between 7 and 13 us. This stability is due to TSN switches support-
ing frame pre-emption, ensuring that higher-priority frames are not affected by
lower-priority best-effort traffic.

While the best-effort traffic does experience some impact due to prioritisation,
it still achieves acceptable latency, ranging from 9 to 41 us. This outcome is
beneficial for enhancing network utilisation, as it ensures that real-time traffic
maintains its stringent latency requirements while accommodating best-effort
traffic with minimal disruption.

To assess the scalability of SD-TSN compared to the basic NC-TSN, a conducted
experiment where the number of scheduled TSN flows are increased across the
network. This experiment models a tree topology consisting of 4 TSN switches,
20 end devices, and both the network and TSN controllers. The objective was
to maximise the number of flows that could be routed with allocated time slots.
The runtime is measured for computing accurate schedules while varying the
number of flows from 10 to 160.

Figure 7.7 demonstrates that the runtime for computing schedules using SD-
TSN is at least an order of magnitude lower than that for NC-TSN. Specifically,
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SD-TSN took 10 seconds (100 ms per flow * 100 flows) to compute schedules
for over 100 flows. In contrast, NC-TSN required approximately 2 minutes to
compute schedules for the same number of flows. In summary, the evaluation
results highlight the following key findings:

1. SD-TSN ensures an end-to-end latency of less than 13 us for scheduled
TSN flows.

2. SD-TSN effectively supports best-effort traffic without impacting the la-
tency of real-time traffic, leading to improved network utilisation.

3. SD-TSN exhibits strong scalability, capable of supporting more than 100
flows in approximately 10 seconds for a medium-sized network. This
demonstrates its efficiency in managing larger traffic loads.

7.2 Wireless TSN Extension to Enable Determinis-

tic Connectivity

Wireless communication plays a crucial role in achieving the goals of the In-
dustrial Internet of Things (IIoT). Recent advancements in Wi-Fi technology,
particularly through iterations of the IEEE 802.11 standard, have addressed the
increasing demands for speed, capacity, and reliability. The introduction of IEEE
802.11ac (Wi-Fi 5) and IEEE 802.11ax (Wi-Fi 6) has significantly improved
performance metrics, making Wi-Fi a viable option for industrial applications
[IEE13][IEE21b].

Wi-Fi offers several advantages in industrial automation, including flexibility,
scalability, and enhanced reliability. The ability to easily install and reconfigure
devices allows for adaptability in dynamic production environments [ABC"23].
Modern Wi-Fi technologies have incorporated features such as Multi-User Mul-
tiple Input Multiple Output (MU-MIMO), beam forming, and advanced inter-
ference management, all of which contribute to greater reliability and Qual-
ity of Service (QoS) [MTM22][LLW*17]. These improvements are crucial for
maintaining consistent performance in industrial settings where connectivity

demands are high.

TSN is designed to enable deterministic communication within Ethernet net-
works, and its integration with Wi-Fi can provide significant benefits for in-
dustrial automation. TSN introduces mechanisms for low latency, synchro-
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nized, and reliable communication, which are essential for applications re-
quiring precise timing and coordination, such as robotics and motion control
[SHM*21][SPS*23]. By combining Wi-Fi with TSN, it is possible to achieve de-
terministic communication over wireless networks, addressing the limitations
traditionally associated with wireless technology [Kin21].

Efforts to integrate TSN with Wi-Fi are ongoing, and several initiatives aim to
standardize and enhance this integration. The IEEE 802.11 TSN Task Group
is actively working on standards that will enable deterministic communication
within Wi-Fi networks [AMS*21]. The Wi-Fi Alliance has also been developing
specifications to support TSN integration, which will improve interoperability
and network performance [All23]. Additionally, the Industrial Internet Con-
sortium has established test beds to explore the practical aspects of integrating
TSN with various networking technologies, including Wi-Fi [LHP*21].

Recent studies highlight the potential of wireless TSN extensions in industrial
automation. The combination of Wi-Fi and TSN is anticipated to address the
need for reliable and deterministic wireless communication, enhancing con-
nectivity, efficiency, and productivity in industrial environments [SIV21]. This
integration is expected to play a critical role in advancing industrial automation
and supporting the evolving requirements of the IIoT.

This section outlines the structure and content of the upcoming sections. It pro-
vides a roadmap for the reader, indicating the topics that will be covered in this
section, which discuss time-sensitive use cases that require wireless connectiv-
ity, highlight the extension of TSN functionalities for WiFi, introduce a simula-
tion model for a WiFi TSN network supporting collaborative robots, introduced
in Section 3.5, and mention the analysis of results obtained from simulations.

7.2.1 Time sensitive use cases with wireless connectivity re-

quirements

Time-sensitive use cases that demand wireless connectivity with deterministic
and time-critical capabilities are prevalent across various industries. These use
cases illustrate the importance of integrating TSN with wireless technology to
meet specific requirements. Here is a summary of these use cases:

Industrial Automation: The combination of TSN and wireless connectivity is
highly valuable in industrial automation. It facilitates real-time control, syn-
chronisation, and communication within wireless industrial networks. This en-
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Figure 7.8: TSN-based applications with wireless connectivity requirements

ables precise coordination of machinery, robots, and sensors, supporting ap-
plications like synchronised motion control, distributed control systems, and
collaborative robotics. TSN ensures the reliable and deterministic transmission
of critical control and monitoring data over wireless links, crucial for time-

sensitive industrial processes.

Intelligent Transportation Systems (ITS): TSN with wireless connectivity
plays a vital role in ITS, where precise timing and communication are essential
for safety and efficiency. Wireless TSN enables synchronised communication
and coordination among vehicles, roadside infrastructure, and traffic manage-
ment systems. It supports time-critical applications such as Vehicle-to-Vehicle
(V2V) and Vehicle-to-Infrastructure (V2I) communication, adaptive traffic con-
trol, and collision avoidance. TSN-based wireless networks enhance transporta-
tion safety and optimise traffic flow.

Smart Grids and Energy Management: TSN-based wireless networks find
applications in smart grids and energy management systems. They facilitate
real-time monitoring, control, and synchronisation of energy generation, distri-
bution, and consumption processes. TSN allows precise coordination and com-
munication between power generation sources, grid infrastructure, and smart
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devices, supporting applications like demand response, energy optimisation,
and grid stability. Wireless TSN ensures the reliable and deterministic transmis-

sion of critical energy data in these systems.

Multimedia Streaming and Broadcasting: TSN with wireless connectivity also
benefits multimedia streaming and broadcasting applications. By combining
TSN with wireless links, deterministic and time-sensitive multimedia traffic,
including audio and video streaming, can be transmitted reliably and synchro-
nised over wireless networks. This ensures the high-quality and synchronised
delivery of media content for applications such as live events, real-time multi-

media production, and immersive media experiences.

Healthcare and Telemedicine: TSN-based wireless networks offer potential
applications in healthcare and telemedicine. They enable real-time and syn-
chronised communication between medical devices, wearable sensors, and
healthcare systems. TSN ensures precise timing and coordination for remote
patient monitoring, telemedicine consultations, and the integration of medical
devices. Wireless TSN networks facilitate the reliable and timely transmission
of vital health data, supporting improved patient care and remote medical ser-

vices.

These use cases demonstrate the versatility and advantages of TSN-based wire-
less networks across various industries. The integration of TSN with wireless
connectivity provides the determinism and time-critical capabilities needed for
real-time control, synchronisation, and communication in industrial automa-
tion, intelligent transportation systems, smart grids, multimedia streaming,
healthcare, and other domains.

7.2.2 WiFi integration with TSN:

The integration of WiFi/IEEE 802.11 with Time-Sensitive Networking involves
merging TSN capabilities and functions with WiFi networks to enable accurate
and time-critical communication. In this section, we consider the examination
of viable implementation options, with a particular emphasis on handling con-
figuration and management tasks for TSN tools that are compatible with both
IEEE 802.11 and the most recent WiFi 6/6E devices.

synchronisation WiFi networks inherently lack determinism and exhibit vari-
able latency in comparison to wired Ethernet networks. Consequently, extend-
ing TSN synchronisation to WiFi networks can be a complex yet essential under-
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taking, particularly for applications demanding precise timing and low-latency
communication in wireless networks. Clock synchronisation plays a pivotal role
in maintaining accurate timing for WiFi devices. While WiFi networks can im-
plement synchronisation protocols like the IEEE 802.11v Time Synchronisa-
tion Function (TSF), which offers a foundational level of clock synchronisation
among WiFi devices, TSN necessitates a higher degree of precision in time syn-
chronisation. To achieve this level of accuracy, techniques such as Precision
Time Protocol (PTP) can be harnessed to establish highly accurate clock syn-
chronisation among TSN-capable devices operating over WiFi. Synchronising
the clocks of WiFi devices through these methods enables the attainment of the
level of synchronisation required for TSN applications.

Scheduling and prioritisation: Several approaches can be employed to en-
able TSN scheduling functions over WiFi networks. One such approach in-
volves leveraging existing TSN scheduling mechanisms and adapting them to
work seamlessly with WiFi networks. This adaptation requires modifying TSN
protocols to account for the distinct characteristics of WiFi, including variable
latency and interference. The adjusted TSN scheduling algorithms factor in
wireless channel conditions and make dynamic adjustments to scheduling pa-
rameters to ensure the reliability and determinism of communication. Further-
more, techniques like frame aggregation and prioritisation can be implemented
to enhance the efficiency of TSN transmission over WiFi.

Frame aggregation entails the consolidation of multiple TSN frames into a sin-
gle WiFi frame, reducing overhead and enhancing overall throughput. Prioriti-
sation mechanisms play a pivotal role in giving precedence to TSN traffic over
other types of WiFi traffic, thereby ensuring that TSN packets experience re-
duced latency and are delivered with higher reliability. Additionally, ongoing
advancements in WiFi technology, such as the introduction of IEEE 802.11be
(WiFi 7) standards, are aimed at providing robust support for real-time and de-
terministic communication. These standards encompass features like improved
channel access mechanisms, enhanced QoS support, and reduced latency, all
of which contribute to the extension of TSN scheduling capabilities across WiFi
networks.

Quality of service: Extending Time-Sensitive Networking Quality of Service
over WiFi networks requires the implementation of mechanisms to prioritise
TSN traffic and maintain the necessary service levels, even in the face of chal-
lenges posed by wireless communication. Several common approaches have
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been proposed for this purpose:

* WiFi Multimedia (WMM): WMM is a QoS mechanism that implements
features based on the IEEE 802.11e standard. It categorizes Wi-Fi traf-
fic into four Access Categories (ACs) according to priority levels: voice,
video, the best effort, and background. While WMM is not a direct im-
plementation of all IEEE 802.11e features, it incorporates the traffic pri-
oritisation and QoS concepts defined by 802.11e. Traffic associated with
Time-Sensitive Networking (TSN) can be mapped to either the voice or
video ACs, which receive higher priority. This prioritization ensures that
TSN packets are given preferential treatment, resulting in reduced latency
compared to other traffic categories.

* Traffic Differentiation: Effectively distinguishing TSN traffic from other
WiFi traffic is a key aspect of ensuring quality of service. Techniques like
Differentiated Services Code Point (DSCP) marking or VLAN tagging can
be applied to label TSN packets with specific identifiers. WiFi access points
and routers can then be configured to recognise these markings and pri-
oritise TSN traffic accordingly.

* Enhanced QoS Mechanisms: Enhancements to the existing QoS mech-
anisms in WiFi networks are necessary to better support TSN require-
ments. These improvements may encompass adjustments to contention-
based channel access methods, frame aggregation techniques, and traf-
fic scheduling algorithms. By customising these mechanisms to prioritise
TSN traffic, it becomes possible to minimise latency and jitter, ultimately
achieving deterministic communication.

* Admission Control and Resource Reservation: To ensure that TSN traf-
fic consistently receives the desired level of service, the use of admission
control and resource reservation mechanisms is pivotal. Prior to allowing
TSN traffic into the network, admission control checks can be conducted
to ascertain the availability of adequate resources that meet the QoS re-
quirements. Reservation protocols, such as RSVP (Resource Reservation
Protocol), can be employed to allocate dedicated bandwidth or resources
exclusively for TSN traffic, effectively guaranteeing its performance.

Compatibility with Ethernet-based TSN networks: Both WiFi TSN and
Ethernet-based TSN networks adhere to the same IEEE TSN standards. WiFi
TSN devices can employ identical frame formats and protocols as their Ethernet-
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based TSN counterparts, ensuring complete compatibility between the two.
TSN relies on Ethernet-based protocols, including IEEE 802.3 Ethernet and IEEE
802.1 Ethernet Bridging, for frame transmission and network communication.
In the case of WiFi TSN devices, they can encapsulate TSN frames within WiFi
frames by utilising appropriate headers. This approach allows for the seamless
transmission of TSN traffic over WiFi networks while maintaining compatibility
with Ethernet-based TSN devices.

Moreover, the network management tools and configuration interfaces origi-
nally designed for Ethernet-based TSN networks can be extended to include
WiFi TSN devices. This extension enables network administrators to efficiently
manage and configure WiFi TSN devices within the existing TSN network in-
frastructure. Consequently, a unified management framework is established,
ensuring compatibility and smooth integration with Ethernet-based TSN net-
works.

7.2.3 Simulation setup and discussion

To assess the advantages of integrating WiFi-TSN, we created a sample setup for
a collaborative robot application, illustrated in Figure 7.9. We used MATLAB’s
WLAN Toolbox to evaluate this scenario based on the parameters outlined in
Table 7.1. Our analysis focuses on an industrial floor environment where a
single Access Point (AP) with a communication range of R = 30m is deployed.
This AP serves as a gateway, facilitating traffic routing between the wired TSN,
WIiFi-TSN, the central network, and user configuration units. It connects to a
backbone network through a TSN switch.

Within this industrial floor, a variety of mobile and fixed collaborative robots,
along with wireless inspection units, are deployed. These robots and inspection
units are randomly distributed within the communication range of the AP. Addi-
tionally, the floor accommodates logic controllers, human-machine interfaces,
and Ethernet devices, all interconnected with the wired TSN backbone. This
setup allows us to evaluate the impact and benefits of integrating WiFi-TSN in
this industrial context.

In the network, traffic flows are prioritised based on their assigned priority lev-
els, regardless of whether they originate from wired or wireless end devices.
These traffic types are divided into various classes, which are defined by their
respective priority levels, as described in 3.5. Every network device, including
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Figure 7.9: WiFi-TSN network to support collaborative robots based industrial
automation

Access Points (APs) and TSN switches, supports four access categories: Critical
Data Traffic (CDT), Video Streaming Traffic (VST), Safety Data Traffic (SDT),
and Non-Critical Traffic (NCT). Additionally, these devices implement two dis-
tinct traffic shaping policies:

* Without Shaping and prioritisation: In this policy, packets are transmitted
strictly in the order they arrive, without considering their type or priority
level.

* Pre-emptive or Credit-Based with prioritisation: This policy prioritises the
transmission of both CDT and VST packets within the network. CDT pack-
ets are granted the highest priority, causing interruptions and suspensions
of other traffic types until the CDT transmission is completed, and its
queue is emptied. However, this approach introduces additional delays
due to the overheads associated with the fragments (N, fragments) of the
pre-empted packet. Similarly, VST packets are transmitted ahead of SDT
and NCT traffic types, but are contingent on the accumulation of sufficient
credit. When enough credit has accumulated, VST packets receive prior-
ity; otherwise, they must wait until lower-priority traffic transmissions
have accumulated adequate credit. This credit-based mechanism ensures
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Table 7.1: WiFi-TSN configuration and simulation parameters

Deployment Parameters Description Value
R Environment communication range radius 30 m
Nap Number of Access Points 1
Ngw Number of TSN switches 2
Nepr Number of critical data flows traversing the network 10
Ny Number of Video streams traversing the network [2,4,6,8,10]
Nspr Number of event based safety data traffic flows traversing the network [5, 10]
Nyer Number of Non-time critical flows traversing the network [5, 10]
Pap Access Point position Fixed
Pgs End devices positions Random
PHY and MAC Parameters Description Value
fe Operating frequency 5 GHz
BW Channel Bandwidth 40 MHz
P, Transmission power of the Access Point 20 dBm
PLryp(d) TMB path loss model See [ACB19]
Ton Preemption Overhead time 20 us
Ny Number of fragments of a preemptable packet Variable
Traffic Parameters Description Value
Lepr Critical data traffic packet length 128 Bytes
Ly Video streams packet length 1500 bytes
Lspr Safety data traffic packet length 500 bytes
Lyer Non-time critical packet length 1500 bytes
- Packet Arrival process Pareto
Repr Critical traffic data rate 2 Mbps
Ry Video stream data rate 8 Mbps
Rspr Safety traffic data rate variable
Rycr Non-time critical traffic data rate 10Mpbs
Application Parameters Description Value
tepr deadline for control data flow packets 10 ms
ty Guaranteed end to end latency for video streams ~ 60 ms
tspr Safety traffic maximum delay ~ 50 ms
tnor Non-Critical traffic maximum delay < 100 ms

efficient utilisation of network resources while granting preference to VST
packets when appropriate.

To thoroughly examine the treatment of traffic flows from end devices, we con-
ducted an extensive analysis comprising twenty different network configura-
tions. These configurations encompassed various combinations of traffic flows
and were defined based on the following parameters: Ny = {2,4,6,8,10},
Ngpr = {5,10}, Nycr = {5,10}, and Nepr = 10.

To ensure the robustness and accuracy of our evaluation, each configuration
underwent 100 simulation runs. In each run, the locations of mobile robots
were dynamically altered. We employed the TMB (Three-slope Multi-wall and
Body) path loss model designed for 5 GHz indoor scenarios [ACB19], along
with the MCS (Modulation and Coding Scheme) table from the IEEE 802.11ax
standard. It’s important to note that IEEE 802.11be was expected to adopt the
MCS table from IEEE 802.11ax and enhance it with additional modes derived
from its PHY layer improvements. These enhancements included support for up
to 16 spatial streams, higher order modulation (4096-QAM), and wider chan-
nels (320 MHz). These advancements played a significant role in automatically
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computing the data rate for each user in the specified configurations.

The performance evaluation is focused on analysing the average latencies of
CDT, VST, SDT, and NCT flows under different network configurations and traf-
fic shaping policies. The results, illustrated in the following figures, are sum-
marized as follows:

Figure 7.10 shows the average latency of Critical Data Traffic (CDT) under the
two traffic shaping policies. The following observations are made:

* With Prioritisation: Latencies are consistently around 10 ms, with low
variability, indicating that the prioritisation policy effectively meets the
10 ms deadline for CDT flows.

* Without Prioritisation: Higher median latencies and greater dispersion
are observed, with some latencies exceeding the 10 ms target, indicating
delays and potential deadline misses.

Figure 7.11 displays the average latency for Video Streaming Traffic (VST). As
depicted,

* With Prioritisation: The median latency is lower and more stable, with
fewer outliers, reflecting more predictable and efficient handling of VST
flows.

* Without Prioritisation: Higher median latency and increased variability
are observed, particularly in higher load scenarios, indicating delays and
less predictable performance

Moreover, figure 7.12 shows the average latency for Safety Data Traffic (SDT).
It shows that:

* With Prioritisation: Latency remains consistently below the 50 ms dead-
line, with narrow interquartile ranges and few outliers, demonstrating
effective management within the required QoS parameters.

* Without Prioritisation: Higher median latencies, with many exceeding the
50 ms deadline, particularly in high-load scenarios, showing that prioriti-

sation significantly improves performance for safety-critical traffic.

Finally, figure 7.13 illustrates the average latency for Non-Critical Traffic (NCT),
where the following remarks are made:

* With Prioritisation: Median latency is lower with reduced variability,

Time-Sensitive Networking for Industrial IoT: 149 Mohamed Seliem
Integration, Analysis, and Performance
Evaluation



7. INTEGRATING TSN wiTH SDN AND WI-Fr1:
ENHANCED TIME-CRITICAL
COMMUNICATION SOLUTIONS 7.3 Conclusion

Average End-to End latency for Critical Data Traffic

- y L, et

I [ i s 1
SRR IS SRy B (RS eennny [y (e oe
pannanafzd gelalelel lesedefs r! or!rTr!r -

“““““““““
,;

> 3
Number of video streaming traffic flows Number of video streaming traffic flows
Number of Critical, Safety, and Non-Critical data flows

Figure 7.10: Industrial automation using collaborative robots: Average latency
of CDT traffic flows.
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Figure 7.11: Industrial automation using collaborative robots: Average latency
of VST traffic flows.

showing improved regulation and performance.

* Without Prioritisation: Higher median latency and greater dispersion are
observed, indicating less predictable performance and increased delays
for non-critical traffic.

Overall, those figures demonstrate that prioritisation using access levels and
credit-based shaping policies substantially improve network performance by re-
ducing latency and enhancing predictability for both critical and non-critical
traffic types. In contrast, the absence of prioritisation leads to increased latency
and variability, adversely affecting time-sensitive communications.

7.3 Conclusion

In this section, we’ve covered the TSN integration with both software-defined
networks and IEEE 802.11 technologies. Through rigorous exploration and ex-
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Figure 7.12: Industrial automation using collaborative robots: Average latency
of SDT traffic flows.

Average End-to End latency for Non-Critical Data Traffic
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Figure 7.13: Industrial automation using collaborative robots: Average latency
of NCT traffic flows.

perimentation, we’ve uncovered the immense potential that TSN holds for a
wide array of industries and use cases, particularly within the context of indus-
trial automation, intelligent transportation systems, and beyond.

In the first part, we introduced the concept of Software-Defined Time-Sensitive
Networks, a powerful approach designed to maximise network resource man-
agement and ensure Quality of Service in time-critical industrial network sys-
tems. By leveraging software-defined network concepts and carefully designed
scheduling algorithms, SD-TSN not only guarantees real-time performance for
TSN flows but also optimises network utilisation by accommodating other traffic
types. Our prototype implementation, evaluated through various scenarios, has
proven the efficiency of SD-TSN in computing precise transmission schedules,
ensuring bounded latency for TSN flows, and scaling gracefully to handle many
flows within minimal run-time. Our future work aims to extend this model
to include wireless devices and incorporate accurate end device and channel
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models for even more reliable results.

The second part of our exploration focused on the integration of TSN with IEEE
802.11 technology, with a special emphasis on IEEE 802.11be and its poten-
tial to revolutionise low-latency communications. By offering a well-defined
time-sensitive operation mode, TSN-integrated WiFi opens up new possibili-
ties across various IoT sectors, promising real-time capabilities and low-latency
communications. While WiFi may not ensure absolute determinism, we dis-
cussed strategies to mitigate latency, such as dynamic spectrum access, cooper-
ative access point approaches, and prioritisation mechanisms. Our investigation
highlighted the importance of meticulous planning, configuration, and manage-
ment in successfully integrating TSN with WiFi. While this combination is ideal
for scenarios requiring a hybrid network with real-time and general-purpose
connectivity, it may not suit ultra-critical applications demanding absolute de-
terminism. Collaboration among standardisation bodies, industry stakeholders,
and researchers is critical for refining this integration and overcoming chal-
lenges such as latency and reliability.

To unlock the full potential of TSN-integrated WiFi, a holistic approach is essen-
tial, ensuring seamless coexistence and optimising performance. This requires
continues research and innovation, as the integration of TSN and wireless tech-
nology holds great promise for industries ranging from industrial automation
to healthcare. As these technologies evolve and intersect, they will shape the
future of the Internet of Things, enabling a wide range of applications that de-
pend on both real-time performance and reliable connectivity.

Time-Sensitive Networking for Industrial IoT: 152 Mohamed Seliem
Integration, Analysis, and Performance
Evaluation



Chapter 8

Conclusion and Future Directions

8.1 Conclusion

This thesis has made significant progress in understanding, analysing, and ap-
plying TSN (Time-Sensitive Networking) in industrial networks. Through a se-
ries of detailed studies and analyses, it offers valuable insights and solutions to
optimise communication, reliability, and performance in industrial automation
settings. Reflecting on this research, several key conclusions and insights stand
out::

1.0ptimising Industrial Networks with TSN Queuing Mechanisms: The ex-
ploration of TSN (Time-Sensitive Networking) queuing mechanisms highlights
their essential role in optimizing industrial networks. By extending the INET
framework and developing a TSN-based network architecture for the Quality
Control After Production use case, including an in-depth performance analysis
of various queuing models. This work helps pinpoint the most effective queuing
strategies tailored to specific applications and configurations, thereby enhanc-

ing communication reliability and overall network performance.

The findings indicate that while a FIFO (First-In-First-Out) configuration may
be adequate for basic traffic management, more advanced setups like PRIO
(Priority), TAS (Time-Aware Shaping), and CBS (Credit-Based Shaping) offer
substantial benefits. These benefits include better deadline adherence, delay
control, and reliable delivery of critical traffic. Although PRIO prioritizes crit-
ical traffic, it can struggle with lower-priority traffic and may not consistently
meet strict deadlines. On the other hand, TAS and CBS configurations show
superior performance by providing deterministic delay bounds and maintain-
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ing high delivery ratios for all traffic types, including critical, monitoring, and
web traffic. Additionally, TAS and CBS configurations prove resilient under re-
alistic stochastic traffic models, managing random traffic behaviour changes ef-
fectively. They ensure reliable delivery for critical traffic while accommodating
other traffic types without compromising service quality.

In summary, the assessment emphasizes the need for carefully selecting network
configurations based on specific traffic requirements and operational needs.
TAS and CBS configurations stand out as promising solutions for achieving ro-
bust and efficient network performance, particularly in critical infrastructure
environments where meeting deadlines and ensuring reliable delivery are cru-
cial. These insights can inform future network design and management strate-
gies, helping implement optimized configurations to address the evolving de-

mands of modern communication systems.
2. Advancing Converged Networks with TSN:

Through the performance analysis of TSN-based converged networks, this study
have demonstrated the feasibility and effectiveness of deterministic communi-
cation mechanisms within unified network infrastructures. This research con-
tributes to the ongoing efforts in interoperability, by providing valuable guid-
ance for deploying TSN in complex network environments that manage various
types of data traffic.

3. Enhancing Timing Analysis for Industrial TSN Profiles: The timing analy-
sis of various traffic shaping methods within the Industrial TSN Profile provides
crucial insights for optimizing industrial networking applications. By utilising
Network Calculus, this study carefully assessed the performance and effective-
ness of these shaping techniques. This analysis has allowed us to establish
more accurate latency bounds for different data traffic classes, taking into ac-
count factors such as traffic class grouping, interface selection, and redundant
network architectures.

The study includes a thorough evaluation of end-to-end delay performance in a
QCAP (Quality Control After Production) network scenario, using various sim-
ulation techniques and models. It demonstrates that the TSN/NC framework
offers tighter delay bounds compared to traditional per-hop IR NC models. By
addressing key factors like preemption, traffic prioritization, and network con-
figurations, this study shows how the framework improves performance guar-
antees for critical data traffic in industrial automation scenarios like QCAP.
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Moreover, the experiments highlight the importance of strategic network de-
sign choices, such as adjusting offset periods for scheduled traffic transmis-
sions and enhancing critical links with greater bandwidth. These optimizations
significantly reduce worst-case delay bounds, ensuring the efficient operation
of essential processes within the QCAP use case. Additionally, our analysis
of AVB (Audio Video Bridging) traffic idle slopes reveals the complex interac-
tions between different traffic classes and their effects on delay bounds, offering
valuable guidance for network design and optimization in real-world industrial
settings. Overall, this study advances TSN-based network design methodolo-
gies for industrial automation, providing practical strategies to enhance perfor-
mance and reliability in demanding applications like QCAP.

4. Improving Network Resilience with TSN-based Redundancy: The eval-
uation of TSN-based network redundancy has revealed effective strategies for
minimizing packet losses and ensuring continuous operation in industrial en-
vironments. By examining various redundancy mechanisms, it offers valuable
insights for improving network resilience against failures and disruptions, meet-
ing the high availability requirements of industrial applications.

Key observations from our findings include:

1. Isochronous Traffic: The Worst Case Delay (WCD) is mainly influenced by
the number of hops along the path, regardless of other traffic loads.

2. Non-Isochronous, AVB, and Best Effort Traffic: Optimal load distribution
across different paths can significantly reduce WCDs. This to identify the
minimum WCDs for various traffic classes and determined the best load
distribution strategy for achieving lower WCD bounds.

3. Failure Scenarios: WCD upper bounds are explored in failure scenarios,
such as when all frames travel the same path. Then, the maximum WCDs
in these situations could be identified.

In the synthetic evaluation, effective strategies are highlighted for achieving
lower WCDs for industrial traffic. These strategies include:

* Traffic Rearrangement: Directing traffic along different paths with optimal
loads.

» Time Offsets: Setting offsets for each flow to reduce queuing delays.
* Accumulation Rates: Choosing optimal accumulation rates for AVB traffic

while ensuring lower-priority traffic is not compromised.
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These methods demonstrate practical ways to optimise network configurations
and achieve lower WCD bounds across various traffic classes.

5. Optimising Network Management with SDN and TSN Integration: Inte-
grating SDN (Software-Defined Networking) principles with TSN represents a
major shift, offering centralized control and programmability to enhance Qual-
ity of Service and traffic management in industrial communication environ-
ments. The proposed TSN network management architecture, built on SDN
principles, introduces innovative methods for traffic scheduling and network
configuration. By implementing and evaluating this approach using the Mininet
network emulation platform, it is concluded that managing TSN industrial net-
works with SDN can effectively meet real-time requirements.

SD-TSN (SDN-enabled TSN) proves to be a robust solution for achieving de-
terministic and low-latency network performance, particularly in industrial set-
tings where real-time guarantees are critical. It maintains strict adherence to
schedules, ensuring precise packet placement and minimal deterministic delays,
resulting in very low end-to-end latency—averaging 9.64 us with a standard de-
viation of 2.32 us. Additionally, SD-TSN efficiently supports mixed traffic types,
upholding strict latency requirements for real-time traffic while accommodating
best-effort traffic with reasonable latency levels.

The scalability assessment further highlights SD-TSN’s effectiveness in handling
larger traffic loads. Scheduling runtimes for over 100 flows average around
10 seconds in a medium-sized network, in stark contrast to NC-TSN (Network
Calculus-based TSN), which experiences longer scheduling times and greater
latency variations due to its need to explore the entire solution space for path
availability. Thus, SD-TSN not only delivers consistent, low-latency perfor-
mance but also scales efficiently, making it a strong candidate for modern in-
dustrial networks where both performance and flexibility are essential. Overall,
these findings confirm that SD-TSN is well-suited to meet the demanding re-
quirements of industrial environments, positioning it as a promising solution
for next-generation time-sensitive networking applications.

6. Extending TSN to Support Wireless Applications:

The investigation into extending TSN (Time-Sensitive Networking) to wireless
applications addresses the growing need for wireless connectivity across vari-
ous industries. By developing mechanisms and protocols to integrate TSN with
wireless technologies, this is to enhance flexibility and mobility in industrial
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communication environments. This integration allows for dynamic reconfigura-
tion of network topologies and application deployment, improving adaptability

and responsiveness in industrial settings.

The findings highlight the critical importance of prioritizing essential traffic
flows, such as control and safety data, to ensure timely and reliable commu-
nication in dynamic industrial environments. Additionally, it is observed that
a positive correlation between video streaming latency and other traffic flows,
emphasizing the need for efficient traffic management strategies to reduce la-
tency variations and maintain consistent performance. The integration of WiFi-
TSN not only ensures seamless communication between wired and wireless de-
vices but also optimizes network resources to meet diverse traffic demands ef-
fectively.

Overall, this study advances the understanding of WiFi-TSN integration in in-
dustrial automation and underscores the importance of traffic prioritization and
shaping policies to achieve predictable and bounded latency for time-sensitive
applications. Future research and development in this area will be crucial for
enhancing network performance, scalability, and robustness, supporting the
progress of Industry 4.0 and smart manufacturing initiatives.

In conclusion, this thesis provides practical insights for optimising industrial
network infrastructures. Simulating TSN queuing and shaping mechanisms
reveals optimal configurations to support both critical and non-critical traffic,
ensuring efficient and reliable communication. Utilising the network calculus
framework offers a robust methodology for analysing industrial traffic and de-
termining the worst-case end-to-end delay, which is crucial for maintaining sys-
tem performance and reliability. Furthermore, integrating SDN and Wi-Fi with
TSN enhances network management, flexibility, and scalability. These findings
can be applied to improve network performance, reliability, and overall system
efficiency in industrial automation settings.

8.2 Future directions

As this thesis concludes, it opens up several exciting avenues for future research
that can significantly advance TSN, industrial automation, and the integration
of complementary technologies. Here are key directions for further exploration:

1. Flows organisation and prioritisation: Scheduling flows is a critical chal-
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lenge, especially with high traffic volumes, dynamic connections, and long-
distance transmissions. Developing scalable and robust traffic scheduling so-
lutions, such as those based on Credit-Based Fair Queuing (CBFQ) methods, is
essential. Further efforts are needed to tackle specific issues like time inter-
val configurations, traffic granularity adjustments, and optimization of queuing
mechanisms. The TSN analytic framework provides valuable support for de-
signing and evaluating TSN traffic schedulers, helping to identify and resolve
performance bottlenecks and optimization opportunities.

2. Service Level Assurance: Ensuring service level assurance is crucial for
meeting the diverse needs of various industrial applications. Research into re-
source allocation and reservation is fundamental for optimizing network config-
urations to support TSN flows with distinct Quality of Service (QoS) demands.
Efficient resource management and bandwidth reservation techniques enable
network administrators to prioritize critical traffic, reduce latency, and estab-
lish reliable communication channels for applications in industrial automation,
automotive systems, and real-time control. Future research could explore dy-
namic resource allocation algorithms, efficient routing protocols, and advanced
traffic shaping mechanisms to enhance network performance and QoS.

3. Comprehensive models for the credit evolution and TSN pre-emption
mode: There is a need for further research into how credits are allocated and
used within TSN networks, particularly in systems using various shaping tech-
niques. Studying the dynamic evolution of credits, including replenishment
rates, consumption patterns, and the impact of network conditions on credit
availability, can help improve credit-based scheduling mechanisms. Addition-
ally, investigating TSN pre-emption mode, especially in meeting strict QoS re-
quirements and prioritizing certain data flows, is crucial. Research should focus
on pre-emption thresholds, policies, and their effects on network performance
to develop effective pre-emptive scheduling strategies.

4. Integration with other technologies: Developing integration solutions that
ensure TSN guarantees within heterogeneous networks is a significant research
focus. For example, deterministic wireless networks are vital for mission-critical
applications requiring reliable communication across wireless channels. Incor-
porating TSN capabilities into 5G networks is also essential for enabling de-
terministic communication, real-time data delivery, and dynamic resource al-
location. Research into time-sensitive packet forwarding, traffic shaping, and
network slicing will be crucial for advancing deterministic communication and
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8. CONCLUSION AND FUTURE DIRECTIONS 8.2 Future directions

ensuring predictable performance for critical applications in industrial automa-
tion, automotive systems, and multimedia streaming.

These future research directions highlight the evolving nature of TSN, industrial
automation, and related technologies. Addressing these areas will contribute to
ongoing innovation and growth in the field, furthering the vision of precision,
reliability, and connectivity in industrial environments.
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Nomenclature

Abbreviations

AGV
AVB
BE
CAN
CBR
CBS
CDT
CPS
eMac
FIFO
GCL
HMI
HSR
[IoT
ILP
IT
LCM
MAC

NC

Automated Guided Vehicles
Audio Video Bridging

Best Effort

Controller Area Network
Constant Bit Rate

Credit Based Shaping
Control Data Traffic
Cyber-Physical Systems
Express Frame

First In First Out

Gates Control List

Human Machine Interface
High-availability Seamless Redundancy
Industrial Internet of Things
Integer Linear Program
Information Technology
Least Common Multiple
Media Access Control

Network calculus
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NOS Network Operating System
NPPS Non-Preemptive Priority Scheduling
NTCT Non-Time-Critical Traffic

OT  Operational Technology

PCP Priority Code Point

PLC Programmable Logic Controller
pMac Preemptable Frame

PPS Preemptive Priority Scheduling
PRIO Priority Queuing

PRP Parallel Redundancy Protocol
PTP Precision Time Protocol

QCAP Quality Checks After Production

QCAP Quality Control and Classification After Production

QoS Quality of Service

RC  Rate-Constrained

RSVP Resource Reservation Protocol
RTC Real-Time Calculus

RTE Real Time Ethernet

RTP Real-time Transport Protocol
SDN Software Defined Networks
SMT Satisfiability Modulo Theories
SoE Sequence of Events

SRP Stream Reservation Protocol
ST  Scheduled Traffic

TAS Time Aware shaping

TCT Time-Critical Traffic

TSF Time Synchronization Function
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TSN
TT
UDP
WCD
WCD

WiFi

NOMENCLATURE

Time-Sensitive Networking
Time-Triggered

User Datagram Protocol
Worst Case Delay
Worst-Case Delay

Wireless Fidelity

Variables

H,...q;y Maximum amount of possible accumulated credits.

I

Accumulation rate.(in kilobits/second), ne(A, B)

L.reqi» Minimum amount of credits that can be reached.

R, Port transmission rate.

Ry, Depletion rate.(in kilobits/second), ne(A, B)

S; Maximum size of any burst of traffic that can delay available for trans-
mission frame.

Smaz Maximum frame size. (in bytes)

T,..» Minimum inter-frame intervals. (in milliseconds)

TC  One of the eight industrial TSN profile traffic classes.
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