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ABSTRACT

Academic and media commentary suggests that deepfake videos are problematic because they are both more easily created and
more potent than previous forms of misinformation. Surprisingly, there is little research that experimentally tests these claims.

In this study, we tasked a first-year undergraduate student with quickly creating political deepfakes using easily available online

tools. We experimentally compared the effectiveness of misinformation delivered through those deepfake videos against misin-

formation delivered through text and synthetic audio format (N=443). Deepfakes were effective at planting false memories for
fabricated political scandals and, in some cases, reduced reported voting intention by up to 20%. However, they were not consist-
ently more effective than simple text. In a follow-up study (IN=300), we confirmed that we effectively debriefed participants and
caused no lasting measurable changes to their beliefs or memories. We encourage further critical study of the novel properties of

deepfake technology.

1 | Introduction

As machine learning-based technologies have increasingly
proliferated in recent years, researchers have sought to under-
stand and predict various harms that may come about through
the increasing and everyday use of those technologies (Gamage
et al. 2022; Lee et al. 2024; Mink et al. 2024). Deepfakes are one
such technology, where deep learning methods can fabricate
media of a person doing or saying almost anything. There is a gen-
eral consensus among commentators that deepfake technology
may present a grave political/societal threat (Gamage et al. 2022)
and may sway the electorate (Diakopoulos and Johnson 2021),
increase scepticism of government (Pawelec 2022), or even in-
stigate or influence military conflicts (Twomey et al. 2023). Of
course, the use of technology to manipulate images is not a new
phenomenon, but the common consensus is that deepfakes are

especially dangerous for two reasons (Twomey et al. 2024). First,
they are comparatively accessible, typically created via open-
source software that can be used without specialist training or
equipment (Winter and Salter 2020). Second, deepfakes are con-
sidered especially realistic, with their realism heightening the
epistemic threat they present (Fallis 2021). When you combine
these two factors—more accessible and more convincing—you
have a potentially powerful and concerning technological inno-
vation (Kietzmann et al. 2020).

It is quite surprising to note that these concerns about ac-
cessibility and potency are not evidenced in existing exper-
imental literature. An increasing number of studies have
investigated the effects of deepfake impersonation of political
figures, though many do not compare the effects of deepfakes
to a non-deepfake alternative (Ching et al. Forthcoming). For
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example, Dobber et al. (2021) found that viewing a deepfake
of a politician making an insensitive joke negatively affected
attitudes toward him. However, the study had only two condi-
tions; participants either saw the offensive deepfake or a con-
trol video with real, neutral statements. Therefore, the use of
deepfake technology to present this misinformation may have
been immaterial. Without presenting the same misinforma-
tion in text format, we cannot know whether deepfakes are
uniquely powerful in this regard. The relatively small num-
ber of studies that have presented the same misinformation
about public figures and events in multiple formats typically
find that deepfakes are no more potent than simple text (e.g.,
Hameleers et al. 2022; Murphy, de Saint Laurent, et al. 2023;
Murphy, Maher, et al. 2023).

Furthermore, studies that assess the effects of deepfakes
typically do not do so in a way that takes advantage of the
alleged “accessibility” of existing deepfake tools, typically re-
purposing existing deepfakes taken from the internet. Choice
is often limited here—for example, one deepfake made by
Buzzfeed that featured former US President Barrack Obama
calling Donald Trump a “dipshit” has featured in many stud-
ies (Appel and Prietzel 2022; Murphy and Flynn 2022; Vaccari
and Chadwick 2020). This approach is not ideal and partic-
ipants' familiarity with the video may compound the exper-
iment. Alternatively, researchers create their own deepfakes
by partnering with professional companies, a process that
is often described as arduous and expensive. For example,
Hameleers et al. (2024) described the efforts they expended
to create deepfake materials: “we relied on an extensive col-
laboration with computer vision and Al-experts to create the
deepfake from scratch. A professional voice actor was hired
to enact the deceptive speech. Based on GANs [Generative
Adversarial Networks] and weeks of training, a computer
model was trained to create synthetic media of the depicted
political actor.” (p. 5). Incidentally and despite these extensive
efforts, Hameleers et al. (2024) found no difference in credibil-
ity between disinformation presented as text or presented as a
professionally made deepfake.

We argue that there is an inherent paradox here: Researchers
frequently write papers that strongly argue for more research on
deepfakes, given the accessibility of the technology and the po-
tential for harm (Chesney and Citron 2019; Gamage et al. 2022).
Yet, these same papers do not feature custom deepfakes pre-
pared by the research team, as presumably, creating their own
deepfakes was too difficult or time-consuming or just intimidat-
ing for nontechnically skilled individuals (though see Shin and
Lee 2022). If the creation of a convincing deepfake is beyond
the reach of professional researchers who may study technology
and human-computer interaction for a living, then how can we
claim that this technology is accessible to an average person? At
present, we have no clear understanding of the harm that may
be caused by “normal people” making political deepfakes.

1.1 | The Current Study

We recruited a first-year undergraduate student to serve as our
“Average Joe”’—meaning an ordinary person or an average
member of the public. We gave him no training or equipment,

but simply asked him to use the internet to create the best polit-
ical deepfakes he could. We documented this process and then
evaluated the effects of these deepfakes, relative to other forms
of political misinformation, drawing from previous claims about
what makes deepfakes so uniquely threatening:

i. False memories: Building on the idea that “seeing is be-
lieving,” some have argued that “seeing is remember-
ing”—that people might come to misremember deepfaked
events as having really happened in the past (Liv and
Greenbaum 2020; Murphy and Flynn 2022). There is a
rich literature demonstrating how individuals can in-
deed form false memories for political events that never
occurred (Murphy et al. 2019, 2021; Sacchi et al. 2007),
and Murphy, de Saint Laurent, et al. (2023) and Murphy,
Mabher, et al. (2023) found that viewing a deepfake clip of
Will Smith starring in a purported remake of The Matrix
resulted in 39% of participants reporting false memories of
this remake actually being released in cinemas. However,
participants who simply read a text-based description of
the remake were just as likely to form a false memory for
this fabricated event (45%), indicating that there may be
nothing especially potent about deepfakes in this regard-
in line with older research on false memories for doctored
photos (Garry and Wade 2005).

ii. Political opinions: Perhaps the most feared and commonly
discussed potential harm of political deepfakes is that
they will be used to sway voter opinions (Diakopoulos
and Johnson 2021). Yet non-deepfake studies have demon-
strated that video is not necessarily more persuasive than
text (Wittenberg et al. 2021) and there is limited evidence
that deepfakes are uniquely effective at changing attitudes
(Dobber et al. 2021).

iii. Voting intention: In misinformation research generally,
behavior (or the antecedent behavioral intention) is almost
never measured (Murphy, de Saint Laurent, et al. 2023), and
this holds true for deepfake research also. Recent work has
highlighted the limited impact of a single exposure to fake
news stories on attitudes and behavioral intentions (Aftab
and Murphy 2022; de Saint Laurent et al. 2022; Greene and
Murphy 2021). However, despite this, there is a tendency
in the literature to suggest that deepfakes may be used to
influence elections by defaming candidates, creating false
statements of support, or to undermine trust in the entire
election process (Diakopoulos and Johnson 2021).

iv. Suspicion: Because deepfake media is often indistinguish-
able for many viewers from real media (Mai et al. 2023),
individuals may be slower to suspect they are consuming
misinformation and to engage in critical thinking when
they view misinformation as a deepfake rather than as
simple text. This can be assessed by measuring participant
suspicions about the purpose of a study before they are told
they may have seen deepfakes, but to our knowledge no
study has assessed this outcome across formats.

v. Detection: Perhaps, difficulty in prompted detection
rates is a unique characteristic of deepfakes that might
make them more threatening as misinformation. Tahir
et al. (2021) found that when presented with real vid-
eos, 88% of participants correctly identified them as

20f9

Applied Cognitive Psychology, 2025

85U80]7 SUOWIWIOD BAeaID 3|qedlidde aup Aq pausenob ae Sajolie YO ‘8sN JO S3INJ 10} A%ig1T8UIIUO A8 |IAA UO (SUORIPUOD-PUR-SLUIBILI0D" A3 1M Aeiq||BuUO//:SANY) SUORIPUOD pue SLs | 8Y) 88S *[6202/70/62] U0 Ariqiauliuo AB(1M ‘Wewdopreq 3 Uoseessd 9SH Aq T900. dIe/z00T 0T/I0pAW0D" A8 1w AReIq Ul juo//Sciy Wwoj papeoumoa ‘Z ‘G202 ‘02.0660T



authentic, but when presented with deepfakes made by
DeepFaceLab, just 25% of participants correctly identi-
fied them as manipulated.

Here we report a study assessing the potency of deepfakes cre-
ated by an Average Joe (Experiment 1) and the effectiveness of
our debriefing procedures (Experiment 2).

2 | Experiment 1 Method

Materials and data for both experiments are available at https://
osf.io/aw68t/?view_only=b6a7d0{f8e39c471f8a4f3c26a41bbéfe.

2.1 | Participants

Of the 443 participants, 379 (n=379) were recruited via Prolific
and compensated for their time, whereas others (n=64) were
recruited via university student emails. Participants ranged
in age from 18 to 88 (M =38.30, SD=11.83). Women made up
60% of the sample (n =270), whereas the remaining participants
were men (n=171) or nonbinary (n=2). All were native English
speakers and were living in Ireland.

2.2 | The Journey of an Average Joe

We recruited a student intern (Eoghan Meehan, a co-author
of this publication) to assume the role of an Average Joe. We
provided him with some fake news stories the research team
had developed and asked him to create an audio and video
deepfake of the target politicians saying these things. Eoghan
is a first-year university student studying both Psychology and
Computing. He had never made a deepfake before but knew
what a deepfake was. Although he had taken some Computer
Science modules, none were related to any skills required to
make deepfakes.

Eoghan started by browsing Google and Reddit for about an
hour. He opted to use browser-based tools, as he found them
more accessible than desktop apps. It is notable that at no point
did Eoghan need to download any software or write or edit any
code whatsoever. Below are the details of how he created each
form of media.

2.2.1 | Audio

Eoghan used the generative AI software PlayHT (https://play.
ht/) to create the audio files. This was one of the first search re-
sults to appear when Eoghan Googled “voice clone” and unlike
some other similar services, it does not require users to submit
an audio clip of the person whose voice you are cloning agreeing
to their voice being used. Eoghan uploaded 30s of audio of the
target and typed the fake quote. He then continuously modified
the audio by experimenting with the punctuation of the text
until the voice sounded more realistic. The entire process, in-
cluding sourcing and uploading the real audio clips, took less
than an hour and incurred no fees.

2.2.2 | Videos

Eoghan explored the subreddit r/aivideo (https://www.reddit.
com/r/aivideo/), which has detailed recommendations and
guides for creating deepfake videos. The software he used was
found in ‘TOOLS LIST’ on the landing page of the subreddit—
though note that these lists are updated so often that within
2weeks, the tools we used were no longer included in this list.
Eoghan found two promising options, one of which was free-
to-use and one which required payment. We included both in
the study:

2.2.2.1 | Paid. The paid service Eoghan utilized was Sync
Labs, with a reasonable monthly fee of $19 (https://synclabs.
so/). Eoghan uploaded a real video of each of the targets, along
with the fake audio tracks, and created two deepfake videos.
Eoghan spent some time trying out different settings and tin-
kering with the videos, so in all, this process took approximately
three and a half hours.

2.2.2.2 | Free. Eoghan also used a free service called Gooey
(https://gooey.ai/Lipsync/). This worked very similarly to Sync
Labs and so the entire process of making two videos with Gooey
took around 40 min.

2.3 | Materials
2.3.1 | Fake Stories

We developed and piloted multiple stories about Irish poli-
ticians, seeking to achieve a balance of plausibility and neg-
ative perceptions. We selected two fake stories, one relating
to Simon Harris (current Irish Taoiseach (head of state) and
leader of the government party Fine Gael) and Mary Lou
McDonald (leader of Sinn Féin, a party currently in opposi-
tion). Both stories related to housing, which has been consis-
tently ranked amongst Irish voters’ top concerns, as Ireland
is currently experiencing a severe housing crisis. The Simon
Harris story built on common criticisms of Fine Gael as being
dismissive of the working-class reality, and the Mary Lou
McDonald story built on common criticisms of Sinn Féin as
being too socialist (Figure 1).

2.3.2 | True Stories

All participants saw one true filler story about another leader
of a major political party. The story concerned Micheal Martin
visiting Gaza in April 2024 and criticizing Israel, accompanied
by a real image of the tour.

All participants also saw one true control story about either
Harris or McDonald—whichever politician that did not fea-
ture in the fake story shown to that participant. The purpose of
the control story was to serve as a neutral baseline to measure
opinions toward the politician, to compare to those who saw
the misinformation. The control story was therefore chosen to
be as neutral as possible. It simply stated that “[politician] is to
lead [party] into the next election” and described the politician
confirming they will continue leading the party into the next
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Simon Harris was recently criticised
for his statements relating to housing
on RTE

Simon Harris said: "If people worked a bit
harder rather than sitting on their behinds,
maybe they could actually save up
enough money to buy a home. It's about
effort really. My mother always said, "the
early bird gets the worm" and those who
get up early and actually work are well
able to afford a house".

Mary Lou Mc Donald was recently
criticised for her statements relating to
social housing on RTE

Mary Lou McDonald said "/ don't care if
someone doesn't want to work a day in
their life, everyone deserves a beautiful
new home. If you are lucky enough to
have paid employment and refuse to pay
for the houses of those who are unable or
unwilling to work, then you're just
heartless."

FIGURE1 | The two fabricated news stories that were used in the study. Participants saw one of the two stories. The stories were always shown
with the headline and underneath the headline was either the story shown above (text condition), an audio file (audio condition), or a video (deepfake

condition—screenshots shown above).

Irish General Election (projected to take place approximately
6-9months after this study was conducted). The story was pre-
sented as text, with no accompanying media.

2.3.3 | Dependent Variables

False memory was assessed via the question “Do you remember
this event?” after each news story. Participants could respond (a)
Yes, I have a clear memory of this, (b) Yes, I have a vague mem-
ory of this, (c) No, I don't remember this occurring, or (d) I'm not
sure. As in similar previous work (Murphy et al. 2019; Greene
et al. 2021), answers (a) and (b) were coded as remembering.

Political opinions were assessed via a novel four-item scale, as
in previous work (Hameleers and Marquart 2023). The items
were “I like [politician] personally,” “I think [politician] would
make a good Taoiseach,” “I would vote for [politician] if I could,”
and “I would like to see [politician's party] in power.” The scale
was scored on a Likert scale where 1=strongly disagree and
7 =strongly agree. The scale had excellent reliability («=0.94).

Voting intention was assessed using the scale item “I would vote
for [politician] if I could,” rated on a 1-7-Likert scale.

Suspicion was measured at the end of the study, prior to debrief-
ing. Participants were asked to tell us what they believed the
study was about, from a list that included the correct answer and
eight credible possibilities that did not involve misinformation
or doctored media.

Fake news identification was measured after telling participants
about the real purpose of the study. Participants were asked
whether they believed they had seen any doctored media and
were presented with a list of all the stories they had seen.

2.4 | Procedure

The survey was conducted online using Qualtrics survey soft-
ware. After providing consent, participants completed some
demographic questions. Participants then viewed three news
stories presented in random order—one true filler story, one
fake story about their target politician, and one neutral story
about their nontarget politician. Each story was followed by an
attention check asking participants what the news story was
about, and then the memory, political opinions, and voting in-
tention items. Participants then reported their suspicions about
the study, before attempting to identify any fake stories they may
have seen and were finally debriefed. Participation took around
8min in total.

2.5 | Ethics

Ethical approval was granted for this study by our Institutional
Ethics Committee. We employed debriefing methods that
have been found to be effective in prior research (Greene and
Murphy 2023; Greene et al. 2024), which included having partici-
pants engage in identifying the fake story in an active way, clearly
identifying the fake story, explaining the purpose of the study, and
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reassuring participants that false memories are entirely normal.
Furthermore, we followed up with participants to assess whether
the debriefing had been effective (see Study 2 in Section 4). Previous
research has suggested that participants often enjoy experiments
where they are misled or have false memories planted, despite
the deception involved (Murphy, de Saint Laurent, et al. 2023;
Murphy, Maher, et al. 2023; Murphy et al. 2020). Notably, at the
end of Study 1, when participants were asked if they wanted to
tell us anything else, a number of participants commented on how
they had enjoyed the study (“really enjoyed this study”) and how
they had appreciated the careful debriefing (“the reassurance you
provided is excellent”). No participants reported any negative
feedback and none wished to withdraw their consent.

3 | Experiment 1 Results

Most participants (96%) passed the attention checks that fol-
lowed the presentation of misinformation. Those that failed the
attention check (n=16) were removed from the analyses, leav-
ing 437 participants in total.

3.1 | Did Synthetic Media Induce False Memories
for Fake Political Stories?

Participants formed false memories at rates of 6% for text, 14%
for audio, 14% for the free deepfake, and 25% for the paid deep-
fake, X2 (3, N=427)=15.21, p=0.002, V=0.19. Looking at the
individual stories separately, there were slightly different pat-
terns of results, as shown in Figure 2. For the Simon Harris
story, the rates of false memory were 7% for text, 17% for audio,
8% for the free deepfake, and 30% for the paid deepfake, X (3,
N=213)=13.67, p=0.003, V=0.25. For the Mary Lou McDonald
story, the rates of false memory were 6% for text, 11% for audio,
20% for the free deepfake, and 20% for the paid deepfake, X? (3,
N=214)=7.32, p=0.062, V=0.19.

40
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3.2 | Did Synthetic Media Sway Voter Attitudes?

For the Simon Harris story, there was a significant but small ef-
fect of media condition on attitudes, F(4, 425)=4.76, p<0.001,
7?=0.04. Relative to the control condition (M =14.21, SD = 6.94),
the audio condition reported significantly worse opinions of
Harris (M=10.27, SD=6.62) (p=0.002). The other conditions
were not significantly different from the controls; text (M =12.03,
SD=7.45, p=0.212), free deepfake (M=12.15, SD=6.74,
p=0.307), paid deepfake (M=11.40, SD=6.54, p=0.075). For
the Mary Lou McDonald story, there was no significant ef-
fect of condition F(4, 420)=1.17, p=0.323, »?>=0.01. Similar
opinions were reported among controls (M =13.48, SD=7.35),
text (M=11.40, SD=7.49), audio (M=12.54, SD=7.17), free
deepfake (M =12.04, SD=6.91), and paid deepfake (M =13.17,
SD =6.65).

3.3 | Did Synthetic Media Sway Voting Intentions?

For the Simon Harris story, there was a significant effect
of condition on voting intention F(4, 426)=4.93, p<0.001,
72=0.05. Relative to the control condition (M=3.40,
SD=1.94), the audio (M=2.35, SD=1.74) and paid video
(M =2.60, SD=1.68) conditions reported significantly lower
intentions to vote for Simon Harris. This equates to an approx-
imate reduction of voting intention of 31% and 23% for audio
and paid deepfake, respectively. The text (M =2.79, SD=1.93)
and free deepfake (M =2.79, SD=1.80) conditions were not
significantly different to controls.

For the Mary Lou McDonald story, there was no significant ef-
fect of condition on voting intention F(4, 421)=0.66, p=0.616,
7?=0.01. Similar opinions were reported across the conditions;
controls (M =3.18, SD=2.03), text (M=2.76, SD=2.06), audio
(M=3.04, SD=2.14), free deepfake (M =2.84, SD=1.83), and
paid deepfake (M =2.98, SD=1.86) (Figure 2).

H Control EText W Audio i Free Deepfake

II | |IIII

Mary Lou McDonald

20 Paid Deepfake

15

Political Opinions
=
o

wv

Simon Harris

FIGURE2 | False memory rates (left) and political opinions (right) across the conditions, for the two target politicians. Error bars represent stan-

dard error (for voting opinions only, as the false memory rates are count data).
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3.4 | Did Synthetic Media Raise Voter Suspicions?

When asked what the study was about, 14% of participants cor-
rectly guessed the study was investigating misinformation or
doctored media. Detection was more common in the free deep-
fake condition (23% detected) than in the other conditions: text
(11%) audio (14%), paid deepfake (9%); X (3, N=427)=9.69,
p=0.021, V=0.15.

3.5 | Did Synthetic Media Affect Prompted Fake
News Identification?

When prompted, the Simon Harris story was correctly selected
as fake by 78% of participants, whereas the Mary Lou McDonald
story was correctly selected as fake by 76% of voters. The (true)
filler story about a third politician visiting Gaza was also se-
lected as fake by 33% of participants.

There was no effect of condition on detection rates, though for
both stories, the lowest detection rates were seen in the paid
deepfake condition. Identification rates in the Simon Harris
story were: text (81%), audio (77%), free deepfake (87%), and
paid deepfake (69%), X?> (3, N=213)=5.22, p=0.157, V=0.16.
Identification rates in the Mary Lou McDonald story were: text
(78%), audio (79%), free deepfake (76%), and paid deepfake (71%),
X?(3,N=214)=0.91, p=0.823, V=0.07.

4 | Study2

We conducted a follow-up study to assess if our debriefing pro-
cedures were effective. We strongly feel that misinformation
researchers have a responsibility to ensure that our practices
are ethical and that responsibility does not end the moment
ethical approval is granted. It has been argued that follow-up
assessment is best practice for misinformation studies, though
still rare in reality (Murphy and Greene 2023). A recent re-
view indicated that less than 1% of empirical misinformation
studies assess the effectiveness of their debriefing methods
(Greene et al. 2022). Follow-up is important to ensure partici-
pants are not left misinformed after taking part in a deepfake
study, but equally, because our deepfakes featured real public
figures, we feel we have an ethical obligation to ensure that
their reputation is not damaged as a result of being a target of
one of our studies.

5 | Experiment 2 Method
5.1 | Participants

All Prolific participants were invited to complete the follow-up
study 1week after Study 1. The study remained open for 5days.
In total, 300 participants completed the follow-up. Their ages
ranged from 18 to 76 (M =39.34, SD=10.84). Women made up
the majority of the sample (n=191, 64%), whereas the remain-
ing participants were men (n=107) or nonbinary (2). Those
who completed Study 2 had similar false memory rates in
Study 1 (14.6%) as those who declined to participate (14%), X?
(1, N=443)=0.04, p=0.850, V=0.01.

5.2 | Materials and Procedure

The study was almost identical to Study 1, with the same outcome
measures, except that participants in the follow-up study saw both
of the fake stories, along with the repeated filler story about a politi-
cian visiting Gaza and a novel filler story (about Green Party leader
Roderic O'Gorman). The full survey can be seen in our OSF files.

6 | Experiment 2 Results

6.1 | Did Participants Retain False Memories
of the Fake Stories?

A McNemar's test found no significant difference, with similarly
low false memory rates for repeated fake stories (M =2%) and
novel fake stories (M =2%) (p=0.99). For the true stories, how-
ever, there was an effect of repetition, with higher memory rates
for the repeated true story (33%) than for the novel true story
(13%) (p <0.001).

6.2 | Did Misinformation Exposure Affect Political
Opinions & Voting Intentions?

At follow-up, we found no significant difference in opinions
of Simon Harris between those who had seen misinformation
about him in Study 1 (M=12.74, SD=6.77) and those who
had not (M=13.83, SD=7.21), £(298)=1.35, p=0.178, d=0.16.
Likewise, there was no significant difference in opinions of
Mary Lou McDonald between those who had seen misinforma-
tion about her in Study 1 (M=12.19, SD=7.09) and those who
had not (M=12.56, SD=7.09), £(298)=0.44, p=0.661, d=0.05.
We also found no significant difference in voting intention be-
tween those who had seen misinformation about Simon Harris
(M =2.92,SD =1.84) and those who had not (M =3.25,SD =2.00),
t(298)=1.50, p=0.135, d=0.17, or between those who had seen
misinformation about Mary Lou McDonald (M =2.89, SD =1.92)
and those who had not (M=3.06, SD=2.04), t(298)=0.76,
p=0.450, d=0.09. Though these effects were all nonsignificant,
it is worth noting that on every measure, those who had seen the
misinformation in Study 1 reported feeling less favorable toward
that candidate.

6.3 | Could Participants Now Identify the Fake
Stories?

The repeated true story was still incorrectly identified as fake
by a sizable proportion of the sample (32%). The new true story
was identified as fake by 28% of participants. The fake stories
were identified by most participants (Simon Harris 86%, Mary
Lou McDonald 93%), with higher identification rates for the re-
peated fake stories (92%) than for the novel fake stories (86%)
(p=0.024).

7 | Discussion

The current study provides evidence that deepfake technol-
ogy has become truly accessible to the average internet user.
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With just a few hours and no training or equipment, a first-
year undergraduate student was capable of generating de-
ceptive deepfake misinformation. Participants were mostly
unaware of the true purpose of the study, and even when
prompted, were not more likely to identify the deepfake version
of the fake story than the text or audio versions. This is an im-
portant contribution, as previous research has mostly utilized
publicly available deepfakes (Appel and Prietzel 2022; Murphy
and Flynn 2022; Vaccari and Chadwick 2020) or worked with
professional companies or paid voice actors to generate new
materials (Groh et al. 2024; Hameleers et al. 2024). Our find-
ings suggest that the paid deepfake service was more con-
vincing in some respects than the free service, but both were
effective.

To date, most deepfake studies have assessed attitudes and
beliefs rather than other measures like voting intention or
memory—a criticism that applies to the field of misinforma-
tion research generally (Murphy, de Saint Laurent, et al. 2023;
Murphy, Maher, et al. 2023). Most studies have found that
deepfakes are generally no more potent at swaying political
opinions than less technically advanced forms of misinfor-
mation (Hameleers 2024) and our findings are in line with
this consensus. However, in a novel finding, when we as-
sessed voting intentions, we found that one of our deepfake
videos reduced willingness to vote for the target by 23%, and
indeed, the fabricated audio alone reduced voting intentions
by 31%. Behavioral intentions are not the same as actual be-
haviors (Greene and Murphy 2021), but this provides some
evidence that homemade deepfakes could potentially affect
elections—a longstanding concern (Chesney and Citron 2019;
Diakopoulos and Johnson 2021).

Relative to text, fake stories presented as deepfakes more than
tripled the false memory rate, with participants coming to re-
member that these fabricated political events really occurred.
This is at odds with previous work that has found similar false
memory rates for fake stories presented as text or deepfakes
(Murphy and Flynn 2022; Murphy, de Saint Laurent, et al. 2023;
Murphy, Maher, et al. 2023). Both of those studies utilized pub-
licly available deepfakes taken from Youtube, which presents
obvious issues when trying to ascertain whether they can mis-
lead participants’ memory, as participants may have seen them
before. The current study suggests further research is warranted
to better understand the effects of entirely novel deepfakes on
memory.

The findings of our debriefing follow-up were reassuring
in many ways and in line with previous research (Murphy
and Greene 2023)—participants reported fewer false mem-
ories and a better ability to identify the fake stories at fol-
low-up—but there was a nonsignificant trend for reduced
support for the target politicians. It is possible that a larger
sample size would have allowed us to detect what may have
been a small but persistent negative effect of participation.
This may be due to sleeper effects, where the misinformation
effects grew stronger over time (as in Murphy et al. 2021), or
continued-influence effects, where the misinformation contin-
ued to affect opinion despite debriefing (as in Lewandowsky
et al. 2012). Further careful research is required to ensure
that research in this field is conducted ethically and any harm

to participants (or the deepfake target) is minimized (De
Ruiter 2021).

7.1 | Implications

For researchers, this study has two major implications. Firstly,
that creating novel, effective deepfake materials is not be-
yond the capabilities of any research team, and experimenters
should move beyond reusing publicly available video (Appel and
Prietzel 2022; Vaccari and Chadwick 2020; Murphy, de Saint
Laurent, et al. 2023; Murphy, Maher, et al. 2023). Where re-
searchers do make claims on the effectiveness of deepfakes (e.g.,
how deceptive they are, how they sway opinions, and so forth)
they should clearly distinguish whether they are describing ac-
cessible deepfake technology or professional-grade materials.
Secondly, researchers should take care to conduct deepfake re-
search in an ethical manner, ideally publishing some evidence
that their debriefing procedures were effective (Murphy and
Greene 2023).

For science communicators, journalists and policy makers, this
study has some more troubling implications. Here we provide
clear evidence that creating reasonably potent deepfakes is now
a very simple task. Although previous studies have encouraged
raising awareness of deepfakes and training individuals to de-
tect them (Tahir et al. 2021), others have shown that raising
awareness of deepfakes can result in greater distrust of real
media (Ternovski et al. 2022), also known as “the liar's divi-
dend” (Twomey et al. 2023). We argue that we must also consider
the possibility that raising awareness may direct individuals to
engage with this technology, where they can easily create and
spread convincing misinformation. This is significant, as a re-
cent international survey indicated that just 28% of participants
knew at least a little bit about deepfakes (Umbach et al. 2024).
Obviously, the solution here is not to attempt to keep deepfake
technology a secret, but we recommend researchers incorporate
values-driven interventions into any awareness efforts, as there
is some tentative evidence that this approach can encourage
more responsible use of deepfake technology (Naffi et al. 2023).

7.2 | Strengths and Limitations

This study's strengths include the novelty and inclusion of a
follow-up to assess the ethical procedures employed. However,
this study has important limitations and is just a single study in
an Irish context only. Participants only viewed the fake stories
once, whereas multiple presentations can increase belief (illu-
sory truth effect; Fazio 2020). Importantly, participants were
also forced to view these stories. In a natural environment, after
our Average Joe made convincing materials, he would also have
had to effectively share them to get them to have a broad im-
pact on voters, a task with many challenges (Chen et al. 2023).
We also acknowledge that our data speaks only to the current
state of deepfakes and it is possible that better and more effective
deepfake technology may be “just around the corner.” However
we argue that Al is a permanently not-yet-realized technology
(Reeves 2022) and deepfakes first emerged in 2017 (Twomey
et al. 2024), thus it is surely not premature to evaluate the ef-
fectiveness of the technology that is currently available, even
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if future iterations may (or may not) be more potent (Salovaara
et al. 2017).

7.3 | Conclusion

Overall, the current study serves as a litmus test for the present-
day accessibility and potency of deepfake technology. We en-
courage other researchers to remain critical and evidence-based
in their claims about emerging technologies and resist dystopian
narratives about what an emerging technology “might” do in the
near future, when they are making claims about what the tech-
nology may do today (Broinowski 2022).
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