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Abstract
Industrial Control System (ICS) are used to produce goods that must
be free of errors. Examples are medicines, medical equipment or ve-
hicle parts. It is essential in such production environments to detect
an attack which may aim to compromise goods. While Anomaly
Detection (AD) is common to protect Information Technology (IT)
infrastructure, it is not yet widely used to protect Operational Tech-
nology (OT) elements such as ICS and ultimately production. In this
work we analyze the usefulness of different AD algorithms in the
context of ICS. We aim to determine if simple statistical methods
such as K-Means clustering (K-Means), Density-Based Spatial Clus-
tering of Applications with Noise (DBSCAN), Stochastic Gradient
Decent (SGD) or Support Vector Machine (SVM) are sufficient or
if more advanced Machine Learning (ML) algorithms such as an
Autoencoder are necessary to achieve a useful performance. Specif-
ically, we consider real-world constraints such as limited available
attack examples in training data and variations in background con-
ditions. We use an evaluation framework called Anomaly Detection
Evaluation Framework (ADEF) to model an autoclave manufac-
turing use case and possible attacks. Using ADEF we benchmark
different AD algorithms. Our results show that simple methods
perform very well, that large amount of attack examples are un-
necessary and that fluctuations in environmental conditions pose a
significant challenge.

CCS Concepts
• Security and privacy → Intrusion detection systems.

Keywords
ICS security; ICS simulation; ICS anomaly detection; ICS attacks;
CPS security

ACM Reference Format:
Piotr Sobonski and Utz Roedig. 2024. Comparison of Industrial Control
System Anomaly Detection Methods. In Proceedings of the 2024 Workshop
on Re-design Industrial Control Systems with Security (RICSS ’24), October

14–18, 2024, Salt Lake City, UT, USA. ACM, New York, NY, USA, 7 pages.
https://doi.org/10.1145/3689930.3695211

1 Introduction
Produced goods must be free of errors, especially if a faulty product
can endanger lives. For example, medicines, medical equipment or
vehicle parts fall in this category. Cyber attacks are besides general
faults in a production line a reason why products can be compro-
mised. It is therefore desirable to understand when a production
line is under attack. As an attacker will usually try to inflict damage
without being noticed, detection is challenging.

As ICS are at the heart of most production processes it is the
aim to augment these with AD capability. While it is possible to
monitor network traffic to ICS components to detect an attack,
this is considered unsatisfactory; the OT side should not be treated
the same as classical IT infrastructure. Instead, it is necessary to
implement AD within the OT environment and to monitor closely
the behavior of process control.

If the intended behavior of all ICS control loops is known a pri-
ori it is possible to detect when a process starts to operate out of
intended bounds. However, this is not a realistic assumption in
industrial settings for two reasons: (i) The security team operates
independent of the process engineering team and there is limited
exchange of information (i.e. specification of the process). (ii) The
security system uses an independent (sensing) infrastructure and
is not coupled with the ICS driving production. Thus, practical AD
in ICS usually makes use of an approach where the AD uses pro-
duction cycles that are known to be attack free to learn the system
behavior. Thereafter, the AD monitors the process and generates
an alarm when a potential attack is observed.

AD within an ICS can make use of a variety of detection algo-
rithms. Relatively simple statistical methods such as K-Means[14],
DBSCAN[6], SGD[4] or SVM[10] is used or more advanced ML
algorithms such as an Autoencoder[2] is employed. However, it
is an open question if advanced ML algorithms are required or if
more simplistic approaches are sufficient. It is important to deter-
mine how much effort is required to achieve acceptable detection
performance. Production environments can comprise thousands of
control loops that require monitoring and resources to train and
execute models are limited. It is challenging to answer this ques-
tion as real-world constraints in production environments must be
considered. There might be unknown attacks that are not present
in training data. Also, there will be variations in the environment
that add noise to training data.
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In this work we consider an autoclave manufacturing process 
as example use case. Materials undergo a heat treatment process 
in a chamber. The heating and cooling process must follow a spe-
cific profile. An attacker may aim to influence this cycle as it then 
may produce parts that pass visual inspection but do not comply 
otherwise (e.g. material strength).

The scientific contributions are as follows:
• Autoclave Process and Attack Scenarios: We provide an auto-
clave process description and a description of attack scenar-
ios. The process and attacks are coded for the publicly avail-
able Anomaly Detection Evaluation Framework (ADEF)1.
The process and attack descriptions within ADEF provide
researchers with a reference scenario to study AD in an ICS
context. Researchers may use the reference scenario to study
the performance of other algorithms and compare their find-
ings with results reported in this paper.

• AD Performance Evaluation for an autoclave: We provide
a comprehensive evaluation of simple statistical AD meth-
ods such as K-Means, DBSCAN, SGD and SVM and com-
pare these with a more advanced AD method using an Au-
toencoder. Specifically, we consider real-world constraints
such as variations in the environment and limited amount
of known attacks available for training.

In the next section we describe related work. In Section 3 we
describe the autoclave process and attacks on this process used
within this study. Section 4 introduces the ADEF framework that is
used in this work to evaluate performance of AD models. Section 5
describes the evaluation of the AD methods using ADEF and the
autoclave use case. Section 6 concludes the paper.

2 Related Work
The development of new AD methods or more broadly of new
Outlier Detection (OD) methods in the ICS domain is a very active
research area (for example, Hooi [9]). This AD research has resulted
in a number of libraries and frameworks useful in the ICS domain.

The Python Outlier Detection (PyOD) by [18] and Supervised
Outlier Detection (SuOD)[17] libraries are generic ML models that
can be tailored for an industrial use case. Alternative examples in-
clude the Time-series Outlier Detection System (TODS) [11] library
which provides time series anomaly detection ML methods. More
advanced models using deep learning methods are implemented
in DARTS [7]. This library provides state-of-the-art implementa-
tions of the Autoregressive Integrated Moving Average (ARIMA)
series of methods including deep learning approaches. TranAD
[15] provides deep transformer network based anomaly detection
and a diagnosis model to analyze multivariate production data
sets and reduces significantly training time in comparison to listed
baselines while increasing accuracy. The Unsupervised Anomaly
Detection onMultivariate Time Series (USAD) [1] library illustrates
unsupervised learning examples by using adversely trained Autoen-
coders on multivariate time series data. The Python Graph based
Outlier Detection (PyGOD) [12] library uses graph based anomaly
detection methods with aim to support critical industrial systems.

1Anomaly Detection Evaluation Framework (ADEF) Framework-
https://github.com/sbnsix/adef

Robust interpretability is provided by the graph based time series
multivariate anomaly detection approach by Zhao et al. [16].

Our work does not aim to add to this growing pool of available
AD methods. Instead, our work aims to provide comparison of
such methods in the ICS context. Rather than finding the best
performing method we shed light on the performance difference of
simple statistical methods and sophisticated ML based approaches
in a realistic use case. The aforementioned existing libraries can be
integrated within the ADEF framework and used with the autoclave
process if required.

A number of works compare the performance of AD methods
in the ICS context. Schmidl et al. [13] provides a very comprehen-
sive evaluation of the state-of-the-art AD ML models against open
source time series data sets. A review of OD for time series data is
provided by Bl’azquez-Garc’ia et al. [3]. The work provides an OD
taxonomy and elaborates on detection techniques; implementations
in form of software libraries are referenced. A very detailed sur-
vey by Braei and Wagner [5] encompasses AD on time series data
using statistical methods K-Means, DBSCAN, Local Outlier Fac-
tor (LOF), Isolation Forest, one class SVM, Autoregressive Moving
Average (ARMA), ARIMA) and deep learning models Multi Layer
Perceptron (MLP), Convolutional Neural Network (CNN), Resid-
ual Neural Network (Resnet), Long Short-Term Memory (LSTM),
Gradient Recurrent Unit (GRU) and Autoencoders.

While these existing works provide basic comparison of AD
methods in an ICS context, the insights gained are limited to the
specific data sets and use cases considered. In our work we focus
on the impact of limited attack samples for training and variations
in the environment between training and inference. Insights re-
garding these aspects cannot be extracted from existing studies. We
provide for our work the autoclave process and attack description
for the ADEF framework such that researchers can adjust our ex-
perimentation setup to their needs. We hope that this will increase
the usefulness of our contribution.

3 The Autoclave Use Case
The autoclave process is used in wide range of industries such as
automotive and aerospace to create composite material with desired
physical properties that cannot be achieved using standard mate-
rials. The process uses high pressure and temperature to enhance
product properties. Typically this process uses layered composite
materials combined with adhesive to create under high pressure
and temperature material with superior physical properties. At the
same time the produced parts are lightweight in comparison to
equivalent parts made of homogenous material. The precise control
of temperature, pressure, and time ensures the part achieves the
desired material properties, including high strength-to-weight ratio
and durability. Control of the parameters of the autoclave process
is usually carried out by an ICS.

3.1 Threat Model
An attacker may aim to interfere with the autoclave such that the
resulting product is compromised. The attacker is likely to interfere
in a way such that produced parts pass a simple (visual) inspection
but do not exhibit the required properties. For example, the part
may not have the required strength but it looks ok. To detect such



fault, a destructive test is required which can only be applied to 
some product samples. The attacker may know which parts undergo 
such testing and might not attack the production of these. Thus, 
AD may be used to ensure integrity of the production process and, 
thus, resulting parts.

We consider that the attacker compromises the ICS to imple-
ment an attack. An alternative approach would be for an attacker 
to directly tamper with the physical autoclave; we do not consider 
this case. The attacker may alter control loops by modifying con-
figurations such as change of set points, change of timings or by 
falsifying sensor inputs.

As we assume that the attacker can manipulate the ICS for an 
attack it is not sensible to place AD functionality in the ICS as the 
attacker would then be able to disable it. AD should be carried out 
by an independent system with independent sensors. As the AD 
is independent from the ICS it is usually necessary to learn the 
normal process behavior.

3.2 Autoclave Process
Fig. 1 illustrates the temperature time series representing an au-
toclave process. The autoclave profile consists of three phases: a) 
heating - the step in which the temperature inside the chamber 
reaches the required processing temperature; b) part treatment -
upon reaching the required temperature the parts go through the 
autoclave process where physical properties and/or part dimen-
sions are established, c) cooling - the temperature and chamber 
pressure returns back to the ambient background to enable part 
removal from the chamber.

Figure 1: Autoclave process comprising three stages of thermal processing: a) heating
- raising the temperature inside the autoclave chamber, b) part treatment - physical
properties and part dimensions are established, c) cooling - restoring ambient temper-
ature to remove parts.

3.3 Autoclave Attacks
We created seven different attacks to the autoclave process that are
used to evaluate various AD methods. Fig. 2 illustrates the attacks
an attacker may use to disrupt the autoclave process. Areas in
which the attack is present is shown in red; the blue area shows
normal operation; the green line shows the ideal cycle.

Other forms of attacks may exist; this list is not (and cannot be)
complete. However, these provide a sample selection of reasonable
attacks an adversary may execute.

The attacks are the following:

Figure 2: Attacks classes for ICS autoclave process: 1) Constant Offset (COFF) - Con-
stant offset, 2) Noise Offset (NOFF) - Noise offset, 3) Noise Addition (NOIS) - Noise,
4) High Noise and Flat Line (HNFL) - High noise and flat line, 5) PLC noise (PLCN) -
Programmable Link Controller (PLC) noise, 6) Sensor Active Control (SEAC) - Sensor
active control, 7) Sensor Temperature Off (SETO) - Sensor temperature off.

(1) COFF - Constant offset attack - The attacker modifies the
target temperature used for the autoclave process. The tem-
perature is too high or too low.

(2) NOFF - Noise offset - This attack is a mixture of COFF and
NOIS attacks.

(3) NOIS - Noise - The attacker controls the heater component
and injects a thermal variation (thermal noise). The outcome
of this attack will be a lower quality material.

(4) HNFL - High noise and flat line - The attacker modifies
the heater component and injects initially a variation in
the temperature profile followed by a constant temperature
different to the desired set point.

(5) PLCN - PLC noise - The attacker adds noise to the sensor
reading of the temperature in the autoclave leading to varia-
tions in the temperature in the autoclave.

(6) SEAC - Sensor Active Control - The attacker modifies the
data the temperature sensor is providing.



(7) SETO - Sensor Temperature Off - The attacker prevents the
temperature sensor to send updated values; the control pro-
cess operates on outdated data.

The autoclave process and all attacks are implemented in the
ADEF framework. Within the framework it is possible to create
sequences of autoclave production cycles and to inject some cycles
that correspond to the aforementioned attacks. Each attack can be
parameterized (e.g. the offset for COFF; the level of noise for NOIS
and so on).

4 Anomaly Detection Evaluation
Framework (ADEF)

We use in this work the public available ADEF2. The framework
enables benchmarking of different AD algorithms considering spe-
cific ICS use cases. In this work we consider the aforementioned
autoclave process and the outlined attacks as the use case.

Figure 3: acADEF simulation process flow: 1) acICS Model-the ICS Model creates initial data
representation of ICS system inside simulator, 2) acICS attacks-ICS attack generator for ICS,
3) acICS environment-environment model or external disturbances data that is influencing
ICS model, 4) Data stitcher-process that combines all ICS inputs to create finalized data
set that is used in ADEF framework, 5) AD Model-AD model training and evaluation step
where AD model is prepared, 6) CD Model-Cycle Detector (CD) model evaluation step
using windowing technique, 7) Results-generator experimental results in compressed form
(images, presentations etc.)

Fig. 3 depicts ADEF simulation process flow. In the first step, a
sequence of production cycles considering the use case (here the
autoclave) are produced. Each production cycle follows the shape
shown in Fig. 1 with a degree of variation to reflect a realistic envi-
ronment. Next, production cycles reflecting attacks are generated.
Both inputs are then combined at a stitcher module to produce two
sets of data: training and evaluation data. Here it can be controlled
how many production cycles are under attack and what type of
attacks are used. If there are any additional environment based in-
puts they can be merged as supplied input file with the datasets. In
case of the autoclave, relevant environment data is the background
temperature that varies throughout the year and changes start and
endpoints of heat treatment cycles.

Once formation of training and evaluation data is completed
the AD models considered are trained. The training phase is using
hyper parameter search to find the best AD model configuration.
An AD model usually provides a decision (attack or no attack) for
each incoming time series point of each production cycle. However,

2Anomaly Detection Evaluation Framework (ADEF) Framework-
https://github.com/sbnsix/adef

in a practical industrial setting it is of higher interest to judge if
the entire production cycle should be considered compromised.
For this purpose we use a Cycle Detector (CD). For the CD we
consider windowing; when the AD model has detected an attack
for a number of consecutive time series points of the production
cycle we consider the cycle to be compromised. The CD improves
in most cases on the AD performance.

Finally, the performance of AD and CD are evaluated using a set
of metrics.

4.1 Evaluation Metrics
The ADEF computes accuracy and delay metrics. Accuracy metrics
show how well AD and CD detect attacks; Delay metrics show
how long it takes before either AD or CD notice a production cycle
compromise.

Detection accuracy metrics.
• Area Under the Curve (AUC)-AUC computed from the
Receiver Operating Characteristic (ROC) curve for AD and
CD.

• Equal Error Rate (EER)[8]-Equal Error Rate is measuring
model error rate value for given experiment,

• F1 score-F1 score for AD and CD. The metric is used to
verify correct model behavior against under-fit and over-fit
problems.

• Accuracy-measures AD and CD model accuracy.

Detection delay metrics.
• Detection delay Δ1-The metric is computed in number of
time series sample points between the start of an attack and
detection. This metric is computed for standard AD models
where per point detection is made.

• Detection delta Δ2-The metric is computed in number of
time series sample points between the start of the attack and
the CD identifying a production cycle as compromised.

5 AD Performance in the Autoclave Use Case
We conduct three different experiments in which we compare the
performance of the following AD algorithms: (1) Threshold; (2)
DBSCAN; (3) SGD, (4) K-Means; (5) SVM; (6) Autoencoder.

The algorithm (1) Threshold serves as a baseline. For this algo-
rithm we assume that the AD system is provided with an exact
description of the production cycle. Using a threshold the AD sim-
ply compares if a time series point in a cycle ventures too far. As
previously described, this ideal scenario is not realistic as AD and
ICS are usually not tightly coupled. Thus, all other algorithms (2) to
(6) use the provided training data to learn how a normal production
cycle should looks like. Simple statistical methods such as (2) to (5)
do not require much training data while (6) requires a reasonable
amount of training data.

The three experiments, illustrated in Fig 4, have the following
aims. In Experiment 1 we establish a baseline; during training all 7
types of attacks are present and 100 training cycles are available.
In Experiment 2 we provide the same 100 training cycles and all 7
types of attacks are present. However, the evaluation data set con-
tains modified cycles where a change in environment temperature
throughout the year is incorporated. In Experiment 3 the training
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set does not contain all 7 types of attacks. Thus, the AD algorithms
are confronted with unknown attacks in the test data.

Figure 4: Evaluation trends created to evaluate AD models performance under differ-
ent long term background temperatures scenarios. 1) Baseline experiment-a simple
evaluation with 100 training cycles/100 detection cycles with all known attacks and
no background temperature changes. 2) Model skew-in detection cycle trends up and
down are added to detection cycles. This experiment aims to check how model is
skewed in both directions. 3) Model knowledge-validation of known vs. unknown
attacks. Selection of attacks during training phase are removed from training data set
to observe whether performance degradation occur.

5.1 Experiment 1-Baseline
In this experiment we consider production cycles without skew
due to environmental conditions and all possible attack patterns
are visible in the training data. Fig. 5 provides a visualization of
training and evaluation data set. The training and evaluation data
sets contain 100 generated autoclave cycles of 300 minutes duration
each. Each cycle is represented by 300 sample points (the process
is tracked every minute). The attack-free elements of the cycle are
shown in blue and attacked elements are shown in red. ADEF is
configured such that 30% of the cycles are under attack. The type
of attack is randomly selected with equal probability chosen from
the set of all 7 attacks.

All AD models are trained (or configured with simpler models)
using the training data set. As each AD model may have several
configuration parameters ADEF automatically tests a large set of
parameter combinations against the training data. The best config-
uration (based on the achieved AUC) for the Receiver Operating
Characteristic (ROC) is then used for evaluation of the evaluation
data set. It is not guaranteed that ADEF finds the best configuration
for each AD model but performs a scan over a large search space.
Fig. 6 shows the resulting ROC curve for all evaluated AD models
in blue. The blue ROC is created by varying the decision threshold
(usually one available configuration parameter for all algorithms)
and evaluation the decision result for all 300000 data points (300
samples in 100 cycles).

The CD is evaluated using the found best AD configuration. The
window size of the CD is increased from 0 to 300 minutes to create
the CD ROC shown in red in Fig. 6. This shows the performance of
the CD providing a decision on each of the 100 production cycles
contained in the evaluation data. AD provides decisions for each
point in a production cycle. CD provides a decision on the entire
production cycle.

Tab 1 summarizes the evaluation results. The values for column
AUC summarize the result visually provided in Fig. 6. The other
columns provide the additional metrics introduced in the previous
sections. For Δ1 and Δ2 we provide best case, average and worst
case.

The results show that the SVMmodel is the performance winner
over other algorithms and the much more complex Autoencoder.
We chose a winner based on CD performance as we ultimately need

Figure 5: Baseline experiment input data for training and evaluation. (Left) 100 autoclave
cycles with 30% faults used in training, (Right) 100 autoclave cycles with 30% faulty cycles
used in evaluation phase.

Table 1: AD and CD Model performance metric achieved in
baseline experiment.

Metric
Type Model AUC ACC F1 EER Δ1 Δ2

[Min, Avg, Max] [Min, Avg, Max]

AD THB 0.98 0.9 0.69 0.1 [1, 1.27, 2] N/A
CD THB 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
AD AutoE 0.97 0.82 0.56 0.17 [0, 0, 0] N/A
CD AutoE 1.00 0.99 0.98 0.03 [2, 2, 2] N/A
AD DBSCAN 0.97 0.88 0.65 0.12 [1, 1, 1] N/A
CD DBSCAN 1.00 1.00 1.00 0.00 [2, 2, 2] [13, 26.77, 45]
AD K-Means 0.96 0.89 0.67 0.11 [1, 1.33, 2] N/A
CD K-Means 1.00 1.00 1.00 0.00 [1, 2.46, 9] [3, 5.73, 7]
AD SGD 0.93 0.9 0.69 0.1 [1, 1.53, 4] N/A
CD SGD 1.00 0.99 0.98 0.03 [1, 1.5, 2] [172, 186.35, 208]
AD SVM 0.98 0.9 0.69 0.1 [1, 1.33, 3] N/A
CD SVM 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]

to know if a production run is compromised. We use EER and Δ2 to
select the best performing algorithm. While the EER of DBSCAN,
K-Means and SVM is zero, SVM achieves a Δ2 of 2.5 minutes on
average. With SVM a compromised cycle is detected on average
after 2.5 minutes. It has to be noted that with the Autoencoder
a compromise can only be detected after the cycle is completed
(300 minutes) as the Autoencoder requires the full cycle data for a
decision.



Figure 6: Baseline experiment. ROC curves for AD models (blue) and CD models (red)
observed for mixed attack.

5.2 Experiment 2-Changing Environment
In this experiment we consider a change in the environment. Train-
ing and evaluation data sets are generated the same way as de-
scribed in Experiment 1 with the difference that the evaluation
data set now reflects seasonal temperature changes. Two extreme
background temperature inputs are added (winter and summer
background temperatures) to the evaluation data set, while train-
ing data set remains without adverse events. Thus, the autoclave
process will start and end at slightly different temperatures than
visible to the algorithms during training. This is a realistic problem
in industrial settings. Available collected training data may be col-
lected at times with different environmental conditions. The aim
of this experiment is to see if this has significant impact on the
algorithm performance.

Fig. 7 showcases the obtained AD (blue) and CD (red) ROC
curves. Tab 2 shows all performance metrics resulting from this
experiment.

There is a clear visible performance drop and the CD is perform-
ing worse than the AD. The performance drop is significant and
one can conclude from this experiment that training of AD must
be frequently repeated when environmental conditions change. It
is not practical in an industrial setting to once set up AD and hope
it will perform well over a long duration subject to smaller changes
in environmental conditions.

Figure 7: Model skew experiment. ROC curves for AD models (blue) and CD models (red)
observed for mixed attack. Model AD performance drop clearly visible in comparison
to baseline experiment on both types of AD and CD models. The CD model is under
performing AD model performance.

Table 2: AD and CD Model performance metric achieved in
model skew experiment.

Metric
Type Model AUC ACC F1 EER Δ1 Δ2

[Min, Avg, Max] [Min, Avg, Max]

AD Threshold Based Model (THB) 0.8 0.91 0.29 0.57 [1, 8.22, 29] N/A
CD THB 0.79 0.85 0.28 0.72 [1, 8.22, 29] [41, 59.75, 83]
AD AutoE 0.8 0.91 0.29 0.58 [1, 8.26, 29] N/A
CD AutoE 0.8 0.85 0.28 0.72 [1, 8.26, 29] N/A
AD DBSCAN 0.78 0.77 0.36 0.337 [1, 5.18, 14] N/A
CD DBSCAN 0.64 0.65 0.34 0.57 [1, 5.18, 14] [24, 59.06, 88]
AD K-Means 0.76 0.85 0.33 0.42 [1, 7.56, 28] N/A
CD K-Means 0.63 0.52 0.41 0.54 [1, 7.56, 28] [1, 14.54, 34]
AD SGD 0.78 0.91 0.29 0.57 [1, 8.22, 29] N/A
CD SGD 0.79 0.85 0.28 0.72 [1, 8.22, 29] [40, 59.67, 83]
AD SVM 0.8 0.91 0.29 0.57 [1, 8.26, 29] N/A
CD SVM 0.8 0.84 0.28 0.7 [1, 8.26, 29] [41, 59, 82]

5.3 Experiment 3-Unknown Attacks
This experiment evaluates the impact of less examples of attacks
available during training. We run the experiment the same way as
described in Experiment 1 with the difference that not all 7 attacks
present in the evaluation data set are also present in the training
data set. The aim is to see how well AD and CD can cope with
unknown attacks. In a practical industrial setup it has to be assumed
that not all possible attacks can be enumerated and considered.

We carry out 4 experimental runs. For each run we increase the
number of attack types present in the training data. We consider
1, 3, 5 and all 7 attacks present; thus, the experiment with 7 at-
tacks present in the training data corresponds to Experiment 1, our
baseline.



Table 3: AD and CD Model performance metric achieved in 
model knowledge experiment.

Metric
Model #Attacks AUC ACC F1 EER Δ1 Δ2

[Min, Avg, Max] [Min, Avg, Max]

THB 1 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
THB 3 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
THB 5 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
THB 7 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
AutoE 1 1.00 0.99 0.98 0.03 [2, 2, 2] N/A
AutoE 3 1.00 0.99 0.98 0.03 [2, 2, 2] N/A
AutoE 5 1.00 0.99 0.98 0.03 [2, 2, 2] N/A
AutoE 7 1.00 0.99 0.98 0.03 [2, 2, 2] N/A

DBSCAN 1 1.00 1.00 1.00 0.00 [2, 2, 2] [13, 26.77, 45]
DBSCAN 3 1.00 1.00 1.00 0.00 [2, 2, 2] [13, 26.77, 45]
DBSCAN 5 1.00 1.00 1.00 0.00 [2, 2, 2] [13, 26.77, 45]
DBSCAN 7 1.00 1.00 1.00 0.00 [2, 2, 2] [13, 26.77, 45]
K-Means 1 1.00 1.00 1.00 0.00 [1, 1.5, 2] [1, 5.38, 8]
K-Means 3 1.00 1.00 1.00 0.00 [1, 10.69, 24] [11, 17.9, 29]
K-Means 5 0.99 0.99 0.98 0.03 [1, 10.14, 26] [29, 44.11, 59]
K-Means 7 1.00 1.00 1.00 0.00 [1, 2.46, 9] [3, 5.73, 7]
SGD 1 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
SGD 3 1.00 0.99 0.98 0.03 [1, 1.9, 3] [164, 174.54, 184]
SGD 5 1.00 0.99 0.98 0.03 [1, 1.5, 2] [175, 189.43, 208]
SGD 7 1.00 0.99 0.98 0.03 [1, 1.5, 2] [172, 186.35, 208]
SVM 1 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
SVM 3 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
SVM 5 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]
SVM 7 1.00 1.00 1.00 0.00 [1, 1.5, 2] [2, 2.5, 3]

Tab. 3 lists all results for the CD. We do not consider here the
performance of the AD.

As we can see from the results the SVMmodel still performs best,
even when we reduce the number of attack examples in the training
data set. For the Autoencoder the number of attack examples does
not matter as it is only trained on the data of attack free cycles (a
property of the Autoencoder). However, the Autoencoder never
reaches an EER of zero.

We can conclude that a well performing AD/CD can be config-
ured using a very limited set of attack examples. It is not necessary
to collect large data sets containing attacks and it is also possible
to defend against unknown attacks to the system.

6 Conclusion
This section summarize our main discoveries and highlight impact
done by this study. In this work we analyzed the performance of
AD models in the context of an autoclave process. The aim was
to understand if advanced ML algorithms are required or if more
simplistic approaches are sufficient. We found that simple statistical
methods such as DBSCAN and SVM outperform a more complex
Autoencoder. These methods also work well when only a limited set
of attack examples are present and they also can deal with unknown
attacks. However, we found that variations in the environment have
a significant impact on performance of all evaluated AD models. As
environments change in industrial settings (such as environmental
temperature considered here) are to be expected frequent training
and calibration of the models is required. This poses the challenge
of obtaining attack free training data continuously.
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