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Abstract

Abstract

Personal Voice Assistant (PVA) have gained significant popularity across do-

mains ranging from smartphones and smart speakers to critical setups like

Intensive Care Units (ICUs) in hospitals, educational environments, and mil-

itary operations. These PVAs offer hands-free convenience, allowing users to

perform tasks such as setting reminders, controlling smart home devices, and

managing complex processes. Despite their utility, they present notable secu-

rity risks. One key vulnerability lies in the wake word detection process. PVAs

continuously listen for a specific trigger word or phrase called a Wake Word,

such as ’Alexa’, ’Hey Siri’, or ’Ok Google’. This wake word detection system

can be vulnerable to attacks where an attacker masks the wake word using

noise, preventing the device from waking up and processing user requests, ef-

fectively causing a Denial of Service (DoS) attack. Our study demonstrates how

an attacker can strategically time a carefully designed noise burst, known as

a jamming signal, to interfere with wake word detection in a PVA. By super-

imposing the jamming signal over specific sensitive regions of the wake word,

the PVA can be rendered unresponsive. This is particularly concerning in high-

stakes environments such as Intensive Care Units (ICUs) or military operations,

where voice commands are crucial.

To address this vulnerability, we explore adversarial training, where the wake

word detection model is retrained on wake word samples with jamming sig-

nals superimposed on sensitive regions, making the model resilient to targeted

interference. We further show that using a wider range of noise types during

adversarial training improves robustness to previously unseen jamming signals,

while focusing on sensitive regions reduces training time and effort. Signal pro-

cessing factors such as signal energies and phonetic characteristics, along with

the model’s structure, play a key role in identifying these sensitive regions.

Beyond robustness, alerting users to ongoing attacks is equally essential. We

extend our wake word detection model from a binary classifier to a three-class

classifier, labeling audio as non-wake word, wake word, or wake word + jamming
signal. To reduce false alarms, we incorporate Direction of Arrival (DOA) and

Short Time Energy (STE). DOA isolates jamming signals by identifying their

direction relative to the wake word, while STE detects sudden energy spikes

during sensitive regions, indicating deliberate interference. Combining either

with the three-class classifier reduces unnecessary alarms, making the system

robust to jamming and capable of detecting actual attacks.

Personal Voice Assistant Security
Denial of Service

xiii Prathyusha Sagi



Chapter 1

Introduction

Personal Voice Assistants (PVAs), with the infusion of Artificial Intelligence (AI)

capabilities, have changed the way users interact with digital environments.

These devices utilize Natural Language Processing (NLP) and Machine Learn-

ing (ML) to understand and respond to user requests from simplifying daily

tasks to being used in healthcare diagnostics. We are becoming increasingly

accustomed to interacting with devices and digital environments, such as smart

homes and cars, through voice commands. PVAs are now commonly found

as standalone devices such as Amazon Echo or Google Home. They are also

integrated into almost every phone, tablet, and computer, like Siri on Apple

devices or Cortana on Windows. PVAs are used in appliances like TVs and

set-top boxes. They are found in wearables such as smartwatches that pro-

vide assistance to the users on the go. They are found in home automation

systems [RSAP21] and in certain cases, they are also used for detecting and

mitigating fire and smoke [BC21]. Additionally, they are also found in cars

that offer hands-free navigation and entertainment features [Lug17, Sch20].

Due to their ease of use and effectiveness, the number of these devices being

used is rapidly increasing. With the advancements in NLP and ML techniques,

PVAs can now recognize and interpret complex speech patterns, accents, and

dialects, making it easier for users to interact with them using their voice [S.p].

Research says that about 71% of consumers prefer to query using voice com-

mands rather than typing [S.p]. An overwhelming 97% of Americans now own

some type of cellphone, with nine in ten owning a smartphone [Cen24]. With

the rise in the usage and popularity of these devices, a significant concern has

emerged regarding their security. Research indicates that most individuals are

in close proximity to at least one of these devices, whether they are aware of

1



1. INTRODUCTION 1.1 Motivation

it or not [CR22]. Given that these devices are designed to understand and

process speech, it is crucial to thoroughly examine the associated security risks.

Our work focuses on analyzing how an attacker might exploit the acoustic chan-

nel of these devices to execute a Denial of Service (DoS). Understanding and

mitigating these potential vulnerabilities is essential to ensuring the safe and

secure operation of voice enabled technology in our increasingly connected en-

vironments.

1.1 Motivation

PVAs have evolved from being simple day-to-day helpers to becoming essential

tools in a wide range of industries including smart homes, retail, banking sys-

tems as well as in more complex settings like education, healthcare, and the mil-

itary [ST20, HGRM23, SHRL20, DDS+19]. For example, PVAs such as Amazon’s

Echo, Google’s Nest are central to home automation, enabling users to control

lighting, thermostats, security systems through voice commands [Pau23]. In

the retail sector, they can help order groceries hands-free where dynamic shop-

ping lists can be built via voice [Sta25]. In banking and finance, PVAs like

Bank of America’s Erica, allow users to check balances, transfer funds and pay

bills using voice comands [oA25]. In education, teachers use PVAs to stream-

line their classes by tracking attendance, monitoring student performance, and

providing quick, accurate answers to questions [TS20]. In healthcare, AI en-

abled PVAs are valuable for both patients and practitioners. They assist patients

with daily activities, manage mood disorders, support disease treatments, and

provide consultations [MLMT20]. As per the study conducted in [KRG22],

the Boston Children’s Hospital initiated a pilot program using PVAs in patient

rooms. These applications were tested to help hospital staff streamline the pre

operative organ validation and checklist process, as well as manage adminis-

trative information in the ICU. [Med19] shows that since 2017, the U.S. Army

has utilized voice enabled devices, allowing soldiers to easily access crucial in-

formation, consult maps for navigating around landmines, and transmit vital

messages. As PVAs become more embedded in critical areas like healthcare,

education, and the military, their reliability and security become a more im-

portant necessity. These systems often perform time sensitive tasks, and their

unavailability can directly lead to operational failures.it is important that in

many scenarios, where resilient PVA operations are necessary, the device must

always be up and running for the users to interact. If the PVA becomes un-

Personal Voice Assistant Security
Denial of Service
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1. INTRODUCTION 1.1 Motivation

available to use for it’s intended users, it results in a DoS attack. An attacker

might attempt to render the PVA unavailable for use potentially leading to a

DoS attack thereby disrupting its availability when it is most needed.

PVAs deployed in high-stakes environments are particularly vulnerable to avail-

ability based threats. For instance, a compromised PVA in a hospital setting,

assisting with medication administration or accessing clinical records may be-

come unresponsive during a DoS attack, delaying urgent medical care and en-

dangering patient safety. Similarly, a military-grade voice-enabled device could

be rendered unusable at a critical moment when a soldier requires access to

mission-critical information, leading to life-threatening consequences.

In addition to availability failures, compromised PVAs may be manipulated to

perform harmful actions once an attacker gains control. Malicious voice com-

mands could trigger unsafe operations such as visiting phishing websites, for-

warding private emails, making unauthorized financial transactions, or unlock-

ing connected smart devices and vehicles [YJW+22].

Beyond misuse, PVAs present significant privacy risks due to continuous audio

capture. If improperly secured, they may store or transmit sensitive speech

data without explicit consent. A recent lawsuit involving Siri demonstrated

how unintended recordings were retained and reviewed, raising concerns about

surveillance, identity theft, and data exploitation [Bhu25]. These risks highlight

the need for robust security mechanisms to protect PVAs from unauthorized

access, data breaches, and cyber exploitation.

The motivation for this study is to address these threats. Attackers may attempt

to exploit a PVA’s ability to process audio input, particularly through the acous-

tic channel, to disrupt normal operations. By examining how adversarial audio

can impair wake word detection and futher command processing, we identify

specific vulnerabilities and develop countermeasures that ensure continuous

and reliable functionality. The goal is to maintain secure operation without

compromising responsiveness. Ensuring resilience against these disruptions is

critical in scenarios where the failure of a PVA could result in safety-critical

consequences.

A PVA is a networked computer system, and as such it is subject to general

threats [KD23]. A PVA can be hacked and, for example, be used as a node in

a botnet [ZCL+18]. The PVA cloud infrastructure can be breached and user

specific data can be stolen [LKS21]. Such classical security challenges must
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1. INTRODUCTION 1.1 Motivation

obviously also be addressed within PVAs and associated service infrastructures.

A DoS attack can be performed on the PVA in different ways; for example,

generating a request rate that exceeds the PVA’s normal operating load and

leads to significant packet loss or increased response latency, effectively making

the service unavailable such as in syn-flood attack [OWH19a, OWH19b].

Another form of DoS attack can be on the acoustic channel of the device such

as injecting noises to alter the input audio signal and making it unrecognizable

by the device [CCK+19]. One common method for carrying out a DoS attack

is using acoustic jamming. By introducing noise into the acoustic channel, the

attack can prevent the ASR of the PVA from functioning correctly. Jamming

signals can either be applied either continuously or more selectively targeting

specific parts of an audio signal. For instance, an attacker might focus jamming

efforts on the wake word recognition process, thereby preventing the PVA from

recognizing the wake words and processing the following user commands. This

can effectively render the PVA unresponsive, blocking users from accessing its

services when needed. This kind of attack poses a significant threat, especially

in scenarios where reliable PVA functionality is critical.

Wake word recognition is the first and most crucial step for a PVA. The wake

word, also known as a trigger word or hot word, is the specific word that acti-

vates the PVA. The device continuously listens to its surroundings, and as soon

as it detects the wake word, it activates and forwards the user’s request to the

backend cloud, where a more advanced ASR system processes the request. If

this wake word detection process is disrupted, the device cannot wake up or

process the user’s request, resulting in a DoS attack. This disruption can oc-

cur due to acoustic interference, which might come from random background

noise, conversations, music, or a deliberate acoustic jamming signal.

In a real scenario, an attacker might be able to introduce sound near the PVA,

which could interfere with the wake word detection. This could be done by

taking control of a device with audio capabilities, such as a smart TV, home

alarm system, or room thermostat, all of which are often programmable and

equipped with speakers. A practical attack configuration might involve placing

the compromised device within 1–3 meters of the PVA, ensuring that the emit-

ted audio falls within the microphone’s pickup range. By employing a wake

word detection model similar to that of the target PVA, the attacker can contin-

uously monitor ambient speech. When the model detects the onset of the wake

word, it can immediately emit a short jamming signal millisecond-level timing.
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This interference masks the wake word features before the target PVA can fully

capture and classify them.

Jamming can be strategically used to control the usage of PVAs in certain envi-

ronments. For instance, existing research has shown that jamming can be em-

ployed for consent management. Users who do not consent to being recorded

can use a device, like a phone, to block recording [SCZ20] [CBYR18]. On the

other hand, an attacker could use jamming to completely prevent the use of a

PVA. In this context, jamming serves as a form of DoS attack.

Jamming signals can be applied continuously or targeted more selectively to

interfere with specific parts of an audio signal. Previous research has mainly

focused on jamming using continuous sound sources, such as guitar sounds or

white noise [LQL+19]. However, this type of jamming is very noticeable. As

a result, other studies have explored the use of inaudible sound sources for

jamming [ZYJ+17].

In this research, we focus on more targeted jamming of the wake word and

explore techniques to detect and mitigate crafted jamming attacks on the wake

word detection algorithms of a PVA.

1.2 Contributions

This research investigates acoustic DoS methods, focuses on the selective jam-

ming approach rather than continuous jamming. A very detailed study is con-

ducted on specifics of crafting a jamming signal. A good jamming signal should

be difficult to detect so that it should not be noticeable by users, yet power-

ful enough to cause interruption to the wake word detection. Thus, signal

strength, duration, timing and frequency must be considered. Broadly speak-

ing, the jamming signal energy should be minimized in its strength, duration,

and bandwidth to reduce detection and also to improve jamming efficiency.

Another important parameter to consider for a more successful jamming is the

position of the jamming signal in the duration of the wake word. To under-

stand this we used a jamming signal of varying power and duration and slide

this jamming signal window over the wake word. Thus, we obtain insight on

the effectiveness of jamming signals. Using this analysis we identify sensitive
regions, areas of the wake word signal that are very susceptible to jamming. We

observed that if placed precisely in those areas of the wake word, an attacker

can indeed interrupt the wake word detection by using a jamming signal with
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minimal detectability.

To counter such deliberate jamming efforts, the wake word model should be

made more powerful, to achieve this, we used adversarial training which in-

volves training a wake word model with data that includes wake word samples

superimposed with jamming signals only in the identified sensitive areas of the

word. By subjecting the model to these adversarial conditions during training,

it becomes robust to jamming attacks. The idea behind adversarial training is

to familiarize the algorithm with jamming signals that might be encountered.

Adversarial examples are created by superimposing jamming signals with wake

words. Due to the large number of possible jamming signals defined by signal

position, duration and power it is not efficient to generate them all and use

them all in training. To reduce the number of adversarial examples we only

generate examples for sensitive regions. The important factor to consider is the

jamming signal used for adversarial training. It is observed that if the jamming

signal can contain different kinds of noises such as background chatter, cutlery

clinking, music, etc., that cover multitude of noises it has more ability to defend

against jamming using unknown noise types as well. This approach was tested

with different wake words and different wake word detection algorithms and

was proved that adversarial training can defend against jamming by placing the

noise only in the identified sensitive areas of the word.

The work then focuses on detecting the jamming signals during wake word

detection process. We enhanced the existing wake word model which under-

went adversarial training into a multi class classifier. The objective is that, it is

not only important to detect the wake word amidst jamming signals but also

to detect the presence of jamming signals within the wake word and to alert

the user. By simultaneously focusing on detecting the wake word and spotting

jamming signals, we provide a comprehensive solution to combat wake word

jamming. This approach enables users to recognize potential threats, allowing

for timely intervention and mitigation strategies. Here, the wake word model

is adapted to act as a three class classifier using transfer learning that enables

it to distinguish among wake words, non-wake words and wake words mixed

with jamming signals, i.e. attacks. Upon completing the training process, the

wake word detection model can classify clean wake words and wake words

mixed with jamming signals as wake words, and any other words as non-wake

words. Therefore, the model’s ability to correctly categorize wake words amidst

jamming signals determines improved resilience against DoS attacks. However,

false alarms can still occur. To reduce these, we explored two techniques: Direc-
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tion of Arrival (DOA) is employed to identify the angle of direction of arrival of

wake word and jamming signals and if there is a significant difference in their

directions, the possibility of a DoS attack is higher. Short Time Energy (STE) is

used to detect abrupt changes in the energy pattern of an audio signal. Identify-

ing such changes in a wake word audio suggests the presence of short, high in-

tensity jamming signal, indicating the possibility of a DoS attack. We evaluated

the effective combination to use alongside the multi class classifier’s predictions

and observed that STE is a better choice to use in combination with the wake

word model for more efficient detection of jamming signals.

As the work revolves around jamming by targeting sensitive areas within the

wake word, it is crucial to identify them without having to conduct an extensive

set of experiments. We analyzed factors that could make a certain area sensitive

to jamming signals, such as acoustic signal properties and wake word model’s

behaviour, and understood that sensitive areas are present in every wake word,

but there are no set of universal rules that can help identify them. The identifi-

cation process is highly dependent on the specific audio signal features and the

wake word detection algorithm employed

1.3 Publications

This thesis adds several contributions to the current research field. These con-

tributions have been published and submitted to leading international confer-

ences and workshops. Detailed descriptions of the specific contributions in each

submitted work are provided in the respective chapters. Below is a list of these

publications:

• Sagi, Prathyusha, Arun Sankar, and Utz Roedig. “Personal PVA wake word

jamming.” 2024 IEEE International Conference on Pervasive Comput-

ing and Communications Workshops and other Affiliated Events (PerCom

Workshops). IEEE, 2024.

In this thesis, we demonstrate DoS attack by compromising the wake

word detection algorithm of the PVA using jamming signals. We designed

a study to analyze how effective jamming signals should be constructed,

considering factors like signal strength, timing, duration, frequency, and

bandwidth for successful wake word jamming. We demonstrated that

even minimal energy jamming signals, if timed correctly, could disrupt
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wake word detection, especially in the sensitive areas of the wake word.

• Sagi, Prathyusha, Arun Sankar, and Utz Roedig.“Adversarial training to

prevent wake word jamming in Personal PVAs”. 2024 20th International

Conference on Distributed Computing in Smart Systems and the Internet

of Things (DCOSS-IoT).

In this work, we proposed a method to counteract the jamming attacks

through adversarial training. By incorporating jammed wake word sam-

ples (adversarial samples) during the training phase, the resilience of

wake word detection algorithms against jamming attacks is improved. It

is found that by carefully selecting the type of jamming signal used during

training, wake word recognition can become robust even against jamming

signals that were not known during the training phase. The identification

of sensitive areas within the wake word that are highly susceptible to

acoustic interference helps optimize the generation of these adversarial

training samples.

• Sagi, Prathyusha, Arun Sankar, and Utz Roedig. “Detection of Wake Word

Jamming”. 6th Workshop on CPS and IoT Security (co-located with ACM

CCS 2024) (CPSIoTSec 2024).

In this work, we propose methods to detect the wake word jamming at-

tacks and alert users about them. We emphasize that recognizing the

presence of an attack is more critical than just trying to counteract it. To

achieve this, we transform the wake word detection model into a multi-

class classifier. This enhanced model is designed to not only distinguish

between valid wake words and non-wake words but also to detect wake

words that are masked by a jamming signal. This additional classification

allows the system to detect jamming attempts as they happen. However,

this kind of adaptation might introduce some false positives during the

detection process, to avoid this, we introduce another layer of verification

to make sure that the model’s predictions about the attack are valid. We

use two techniques to achieve this. The first is Short Time Energy (STE)

to monitor sudden changes in the audio signal energy. These changes

are often a clear indicator about the presence of jamming signals, as they

disrupt the natural flow of sound. The second technique is determining

the Direction of Arrival (DOA) of sound sources, where changes in the di-

rection of sound during wake word detection can indicate an attack. We
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compare these two techniques and demonstrate that STE proves to be a

more reliable method for detecting jamming attacks. This is because DOA

information can be misleading in noisy environments, where unplanned

background sounds may cause changes in the direction of sound, leading

to false positives. Therefore, STE offers a more consistent and effective

measure for identifying jamming signals and ensuring the reliability of

wake word detection.

• Sagi, Prathyusha. Live demonstration titled “Wake Word Jamming and

Mitigation” at the 2024 Cyber RCI Conference, held at SETU Carlow on

November 25, 2024.

The demonstration had a two part presentation, Wake Word Jamming: this

part showcased how an attacker can precisely emit a jamming signal into

the sensitive regions of a wake word, effectively disrupting the detection

process. Robust Wake Word Detection: this part demonstrated how an

adversarially trained model could withstand such jamming signals in real-

time.

1.4 Outline of the Dissertation

The remainder of this dissertation is organised as follows.

Chapter 2 provides the foundational background required to understand the re-

mainder of this dissertation. It begins with an overview of PVAs, including their

historical evolution, architecture, and front-end, back-end processing pipeline.

The chapter then examines the principles of ASR, outlining how PVAs trans-

form acoustic signals into interpretable commands. A detailed discussion of

wake word detection follows, covering both Hidden Markov Model (HMM)-

based and Deep Neural Network (DNN)-based approaches, as well as commer-

cial systems such as Alexa, Siri, and Google Assistant. Finally, the chapter re-

views existing literature on wake-word jamming, highlighting prior approaches,

known limitations, and the key differences that motivate the contributions of

this dissertation. Chapter 3 situates PVAs within the broader IoT ecosystem.

It outlines the structure and characteristics of IoT devices, with particular em-

phasis on their security and privacy challenges including weak authentication,

outdated firmware, protocol vulnerabilities, and large-scale attacks such as the

Mirai botnet [KKSV17]. The chapter then examines general IoT attack classes,

illustrating how these vulnerabilities extend to PVAs. Building on this founda-
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tion, the chapter provides a comprehensive review of security attacks specific

to PVAs, including adversarial audio, command injection, voice spoofing, and

malicious skill manipulation. The chapter concludes by presenting the concept

of acoustic jamming in PVAs, distinguishing between privacy driven jamming

and malicious DoSoriented jamming, and identifying the acoustic threat model

that frames the research in subsequent chapters. Chapter 4, discusses the DoS

attack in the form of wake word jamming, explaining in detail about how a jam-

ming signal can be constructed for successful jamming. We provide an in-depth

analysis of the impact of jamming signal strength, timing, duration, frequency

and bandwidth on wake word recognition. We then investigate the impact of

different noise types such as White noise, Ping noise and Keyboard noise on

wake word recognition. We show that the specifically selected jamming noise

type is secondary and that rather the correct selection of jamming signal pa-

rameters such as timing decide on jamming success.

Chapter 5, shows the impact of adversarial training on a wake word model to

defend against wake word jamming. We first perform a detailed analysis of

the jamming signal itself to determine the minimum signal energy required to

disrupt wake word detection. We use the jamming signal types limited to the

frequency band from 0kHz to 8kHz with a variable duration from 2ms to 256ms

and variable power, because this frequency range covers the dominant spectral

content of typical speech signals and the bandwidth processed by most com-

mercial PVA front-ends. Wake word detection models rely primarily on energy

in this range, and frequencies above 8 kHz contribute minimally to recognition

on standard microphones, which are often low-pass filtered around 8 kHz. The

initial power is set at a Signal to Noise Ratio (SNR) of 0dB where both, the

wake word and jamming signal are of equal strength. This provides a neutral

and well defined reference point from which to systematically vary the jamming

energy. Starting at 0 dB acts as a baseline, the jamming energy is incrementally

increased to determine the minimum level required to cause interruption. The

jamming signal energy is increased by a constant scaling factor which is the

square root of the ratio between the energy of the longest jamming signal and

the energy of the shorter signal until jamming is successful at a position of the

wake word or the jamming signal energy exceeds a limit (500 times the energy

of the wake word region over which the jamming signal is superimposed which

is approximately 85-90 db). This gives us insight into the level of energy needed

to cause wake word jamming and the areas of the wake word that are very sus-

ceptible to jamming. We then choose this area and created training samples for
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adversarial training by superimposing jamming signals in that area. We identify

a suitable signal (i.e. ‘babel noise’) for adversarial sample generation such that

attacks with a priori unknown signals are detected.

In Chapter 6, we show that the detection of jamming signals during wake word

recognition is equally important as mitigation. Rather than just detecting the

wake words even in the presence of jamming signals, identifying the jamming

and alerting the users is even more crucial. We transform the wake word detec-

tion model that underwent adversarial training to act as a three-class classifier

to classify the input signal as wake word, non wake word, or a wake word with

the jamming signal in it. However adversarial training can introduce a risk

of false positives(where the wake word model might detect random noises as

wake words). To address this problem, we use another two signal processing

techniques such as DOA and STE to analyse the input signal further and to con-

firm that the model’s predictions about the attack are indeed true. Chapter 7

explores the methods for identifying the sensitive regions within a wake word.

It examines the characteristics of the audio signal, as well as how the wake word

detection model processes these signals, to understand why certain parts of the

wake word are more vulnerable to jamming. The analysis reveals that both sig-

nal processing techniques and the wake word detection algorithm play crucial

roles in determining which areas of the word are particularly sensitive to disrup-

tion. By pinpointing these sensitive regions, we can focus our training efforts

on these critical segments, which reduces the number of required jamming con-

figurations from 16,848,000 to 24,000. This leads to a correspondingly large

reduction in computational cost and training time.

Following this, Chapter 8 concludes the dissertation by summarizing the key

findings, discussing the limitations of the current approach, and outlining po-

tential directions for future work.

Personal Voice Assistant Security
Denial of Service

11 Prathyusha Sagi



Chapter 2

Background

This section provides a short overall description of PVA systems and their func-

tionality, with details describing ASR algorithms, followed by a description of

the wake word detection used in commercial PVAs. Thereafter we describe

existing work on wake word jamming and outline differences to our work pre-

sented in this paper.

2.1 Personal Voice Assistants (PVAs)

PVAs are intelligent software applications that let users communicate with it

using natural voice commands. The journey of these PVAs began with IBM’s

groundbreaking invention called Shoebox [IBMa] in the year 1961. This de-

vice was revolutionary as it could convert spoken words into digital commands,

laying the foundation for future advancements in voice activated technology.

Shoebox could recognize commonly used English words and the digits 0

through 9 allowing users to perform basic calculations simply by speaking

[IBMa]. This was a significant leap forward in how people interacted with

computers at the time. However, it had its limitations. Despite these early

challenges, Shoebox sparked a wave of innovation that would eventually make

PVAs a crucial part of daily life. In the following decades, major research

milestones significantly advanced speech technology. Systems such as Harpy
in the 1970s [Low76] introduced efficient graph-search methods for contin-

uous speech recognition, and the The Defense Advanced Research Projects

Agencs (DARPAs) Speech Understanding Program in the 1980s [DTI72] estab-

lished statistical modelling as the dominant approach. The adoption of Hidden

12
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Markov Models, formalized in Rabiner’s tutorial [Rab89], enabled robust large

vocabulary speech recognition and laid the groundwork for modern voice inter-

faces.

These developments eventually led to practical consumer products in the 1990s

and early 2000s, such as Dragon NaturallySpeaking, is speech recognition soft-

ware for Windows PCs. It transcribes spoken words and inserts the text directly

into the currently focused input field or document window [dra25].

The landscape of digital assistants transformed further with the introduction

of smart speakers. These devices, equipped with voice recognition capabilities,

quickly became central to many homes, responding to voice commands to play

music, set alarms, or even order groceries. This innovation soon extended to

mobile technology, where PVAs became widely used features on smartphones,

further embedding them into everyday life.

Siri, launched by Apple in 2011, was a pioneer in integrating voice techno-

logy into the smartphone experience. With Siri, users could send messages,

make calls, and schedule meetings using simple voice commands. This con-

venience set a new standard for how people interacted with their devices. Not

long after Siri’s invention, Google introduced Google Now as part of the Android

ecosystem. Google Now transformed user interaction by processing queries and

delivering personalized information cards relevant to users’ interests and daily

routines. Amazon’s Alexa, delivered via Echo smart speakers, expanded the use

of voice interfaces by supporting interactions with various smart-home devices

and online services. With Alexa, users could control smart home devices, shop

online using just their voice, and access a wide range of third-party applications

known as “skills.” Advancements in NLP and ML have significantly improved

the ability of PVAs to interpret and respond to human speech. When a user

speaks to a PVA, the speech is converted into text, analyzed, and a response is

generated. ML further enhances this process by enabling PVAs to learn from

their interactions, adapt to new speech patterns, and improve over time with-

out needing human intervention. PVAs are now capable of performing a wide

range of tasks, including setting reminders, answering questions, and control-

ling smart home devices. The adoption of these devices is increasing, and they

are used in a growing number of digital interactions. The PVA market has seen

a significant rise in usage and adoption in recent years. The number of digital

PVAs in use has increased from 4.4 billion in 2022 to an expected 8.4 billion

by 2024 [Ana24]. This growth is driven by advancements in voice recogni-
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tion technology, increased consumer awareness, and the rapid proliferation of

connected devices. The number of connected IoT devices reached 18.5 billion

in 2024, representing a 12% growth over 2023, and is expected to grow 14%

year-over-year to 21.1 billion by the end of 2025. Looking further ahead, the

number is estimated to reach 39 billion in 2030 [Ana25]. Popular PVAs glob-

ally include Amazon Alexa, Google Assistant, Apple Siri, and Microsoft Cortana,

each offering unique features and capabilities such as smart home integration

(Alexa), contextual search and multilingual support (Google Assistant), device

continuity and calendar integration (Siri), and productivity tools through Mi-

crosoft 365 services (Cortana) to meet a wide range of consumer preferences

and needs. Research suggests that PVAs are particularly appealing in situations

where hands-free operation is necessary or more convenient, such as while driv-

ing or cooking. According to a report by NPR and Edison Research, 24% of US

adults own a smart speaker, with 74% of those owners using their devices at

least once per day [Ana24]. This growing adoption of smart speakers, which

primarily rely on voice interaction, indicates a rising preference for hands-free

technology in the PVA market. In addition to convenience, PVAs also support

multitasking. A study found that 57% of PVA users leverage the technology

to multitask [Ana24]. This is particularly evident in tasks like playing music,

setting alarms, or getting directions while engaged in other activities.

Today, PVAs are being integrated into various devices and platforms, expanding

their reach and applications. For example, the global market for automotive

voice recognition is expected to grow at a Compound Annual Growth Rate of

19.4% and reach a market valuation of $4.2 billion by 2030. Market data sug-

gests that the proportion of internet users in the U.S. interacting with PVAs will

rise from 36.6% in 2022 to 46.9% by 2025 [Ana24].

A PVA system consists of a front end and a back end as depicted in Figure 2.1.

The front end generally comprises of a microphone and wake word detec-

tion. The front end of a PVA can either be a stand-alone hardware device,

often referred to as a smart speaker (e.g., Google Home, Echo Dot), or it

can be an application on a smart device (e.g., Apple’s Siri, Microsoft Cortana,

Bixby) [For21]. The microphone continuously captures surrounding sound to

identify the wake word by using a detection algorithm. When a user speaks

to the PVA, the microphone serves as a transducer, converting sound waves

into electrical signals. These signals must undergo several processing stages to

achieve high quality audio. Initially, the electrical signals are amplified by an

amplifier. Next, a low-pass filter is applied to eliminate background noise and
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.
Figure 2.1: PVA system. The front end carries out wake word detection. Speech
recognition is carried out by the back end cloud

filter out unwanted frequencies from the signal. After this, the clean signal is

passed through an analogue-to-digital converter, which converts the analogue

signal into a digital format, making it suitable for further processing by the

PVA [YJW+22].

Upon detecting the wake word, the PVA enters the Activation Phase and records

speech following the wake word. The recorded speech is assumed to be a user

command, and it is transported to the back end for the Recognition Phase. The

back end consists of a sophisticated ASR to transcribe the user command into

text. A typical ASR system includes pre processing the audio signal which con-

tains voice activity detection, feature extraction where the audio signal is split

into short segments or frames from which the features are extracted using tech-

niques such as Mel-Frequency Cepstrum Coefficient (MFCC),Discrete Fourier
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Transform (DFT), Linear Predictive Coding (LPC) [RS07]. Finally the extracted

features are fed to a ML model that decodes the features into a sequence of

words, phonemes or characters. Typically these decoders are Deep Neural Net-

works (DNNs). After performing the ASR of the input audio signal, the com-

mand processing unit is used to interpret and execute the user command. The

command processing unit is connected to other Internet services to obtain infor-

mation from third-party servers or sources and to implement user commands.

The spoken audio is analyzed and the requested user commands are executed

and a response will be generated. The response is then converted from Text-

to-Speech (TTS) and sent back to the terminal or the PVA which will then be

played through the device’s speakers as an acoustic response. Recordings are

stored in the backend and can be used for ongoing improvements to ASR algo-

rithms and other services.

2.2 Audio Signal Processing

Signal processing is a field of engineering, and it is the study and manipula-

tion of signals to extract, enhance, or optimize the data they contain. A signal

is an entity representing the variation of a physical quantity, such as sound,

light, or temperature, over time or space. In practical systems, this is per-

formed as Digital Signal Processing (DSP), where real-world analogue signals

are first converted into digital samples via an Analog-to-digital converter (ADC)

and then processed algorithmically. As a result, signal processing is founda-

tional to the modern world, influencing sectors like entertainment, communi-

cation and biotechnology [Soc]. Signal processing allows for analyzing, mod-

ifying, and synthesizing signals to achieve various goals, such as enhancing

signal quality [20003], detecting patterns [SDJ09] or transmitting data effi-

ciently [Dev24]. The primary objective of signal processing is to extract mean-

ingful insights while reducing noise, distortion, or other irrelevant aspects of

the signal. Signal processing has become indispensable in fields like commu-

nications, healthcare, audio engineering, and image processing. Signals can

be broadly classified into two categories: analogue signals and digital signals.

Analogue signals are continuous in both time and amplitude. They represent

physical quantities as smooth waveforms that can take any value within a speci-

fied range. Examples of analogue signals include sound waves and temperature

variations. Analogue signals are more prone to degradation due to noise and

distortion during transmission and storage. Unlike analogue signals, which
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are continuous in both time and amplitude, digital signals are discrete. They

are represented as sequences of numerical values that approximate the origi-

nal analogue waveform. Digital signals are generally more resilient to noise

and interference, which makes them easier to process, transmit, and store with-

out significant degradation in quality. The conversion from analog to digital is

carried out by an analogue-to-digital converter, which samples the continuous

signal at fixed intervals. Each sample is then quantized into a numerical value,

enabling the signal to be handled efficiently by digital systems [TJ18].

Audio Signal Processing (ASP) is a specialized area of DSP that deals with the

analysis and manipulation of sound signals. Sound is analog in nature and is

first converted into an analog electrical signal using microphones or other trans-

ducers. In audio signal processing, this electrical signal is then converted into

digital form through sampling and quantization. This digital representation

allows for the application of various algorithms both at the input and output

stages of audio processing. Input-side processing may include microphone array

beamforming and Voice Activity Detection (VAD), which enhance the capture of

relevant speech while suppressing background noise and non-speech segments.

These techniques help improve the quality of the signal. Once digitized, ad-

ditional methods are applied, such as noise reduction to eliminate unwanted

background noise, audio compression to reduce data size without significantly

affecting quality, and equalization to balance different frequency components

for clearer sound reproduction. Echo cancellation is also critical, particularly

in telecommunication systems, to suppress reflected sounds that can interfere

with real-time communication.

In the context of PVAs, audio signal processing plays a key role in the system’s

interaction with users. PVAs, such as Amazon Alexa, Google Assistant, and Ap-

ple Siri, rely on the continuous monitoring of acoustic signals from their envi-

ronment to detect specific wake words, which activate the device. This process

begins with the acquisition of audio signals through built-in microphones. The

audio signals are processed to identify the presence of the wake word. Audio

signal processing techniques, such as filtering and pattern recognition, are es-

sential in accurately detecting these words in noisy environments. While these

methods enhance robustness in noisy and unpredictable environments, they can

also lead to a loss of user specific information such as speaking style, accent,

or context. This trade-off, though necessary for scalability and real-time per-

formance, may limit the assistant’s ability to adapt to individual users’ nuances.

This still remains an open challenge in PVA development.
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Once the wake word is detected, the device processes the subsequent voice

commands issued by the user. The audio input is further processed to extract

relevant features, such as the pitch, tone, and phonetic content, enabling the

system to interpret the spoken language. Digital Signal Processing (DSP) al-

gorithms are used to recognize the patterns in the speech signal and translate

them into actionable commands. In addition to wake word detection, noise

reduction, and beamforming techniques are also employed to enhance the clar-

ity of the user’s voice, especially in environments with multiple sound sources

or background noise. Beamforming is a spatial filtering technique that uses

multiple microphones to isolate sound coming from a specific direction while

suppressing noise from other directions [ZXZ+15]

For PVAs, the use of audio signal processing is fundamental not only for improv-

ing the accuracy of wake word detection but also for ensuring that the system

responds efficiently and correctly to user inputs. The complexity of these sys-

tems requires efficient DSP techniques, allowing them to perform consistently

in real-time and under challenging acoustic conditions.

2.3 Automatic Speech Recognition (ASR)

ASR refers to the process of transcribing spoken language into text by identi-

fying and mapping acoustic patterns to linguistic units. ASR started with ba-

sic systems that could only recognize a limited range of sounds and has since

evolved into advanced systems capable of fluently understanding natural lan-

guage [AAA+21]. ASR is an interdisciplinary research field that includes lin-

guistics, computer science, and electrical engineering. The primary objective of

speech recognition is to automatically convert spoken words into text and then

analyze the intent behind the speech from the transcribed text. An ASR system

simulates human speech processing by converting the analogue acoustic signal

into digital formats, extracting features, and applying machine learning and sta-

tistical analysis to identify phonemes (units of sound in speech) and ultimately

generate text. The visual overview of the process is shown in the Figure. 2.2.

ASR systems are broadly classified into discrete and continuous systems, and

further into speaker-dependent, speaker-independent, or speaker-adaptive sys-

tems. Discrete Speech Recognition (DSR) systems require the user to pause be-

tween each word, simplifying the recognition task as the start and end points of

each word are easily detectable. An example of this is voice command systems

where each word is spoken separately. Continuous Speech Recognition (CSR)
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systems, on the other hand, handle natural speech where words are spoken in a

continuous flow without pauses, making it more complex due to difficulties in

detecting word boundaries and variations in speech speed and pronunciation.

These systems are used in applications such as transcribing speech. Speaker-

dependent systems necessitate users to train the system by recording samples

of words, sentences, or phrases, resulting in high accuracy for the specific user

who trained the system. An example is PVAs that learn the user’s voice (Ap-

ple’s Siri). Speaker-independent systems do not require prior training from the

user and are designed to recognize speech from any speaker within a specific

language or accent group (PVAs such as Amazon’s Echo). Speaker-adaptive sys-

tems start as speaker-independent systems and gradually adapt to the speaker’s

voice characteristics over time, improving their accuracy through continuous

learning from the user’s speech.

Techniques used in speech recognition include the Fourier Transform (FT) and

HMM. Fast Fourier Transform (FFT) is a fast, practical implementation of DFT

which is a mathematical method used to transform a signal from its time do-

main to its frequency domain, aiding in the analysis of the frequency compo-

nents of the speech signal. This transformation is essential in the initial stages of

speech processing to convert audio signals into spectral features such as MFCCs,

which represent the short-term power spectrum of the audio. These spectral

features are then used to identify the sequence of speech sounds (phonemes)

by comparing them to known patterns in speech data. HMM are statistical mod-

els used to represent the sequence of phonemes in speech. They estimate the

probability of a given sequence of observed acoustic features corresponding to a

particular sequence of phonemes, accommodating variability in pronunciation,

accent, and speed.

The working process of speech recognition begins with capturing the speech

input through a microphone, followed by converting the analogue audio signal

into a digital format using an analogue-to-digital converter, typically preceded

by an anti-aliasing low-pass filter to prevent aliasing during sampling. This

digital audio signal undergoes preprocessing steps such as noise reduction, nor-

malization, and segmentation to enhance its quality. The preprocessed signal is

then transformed to extract relevant features that represent the characteristics

of the speech. This often involves applying techniques like the FFT followed

by feature extraction methods such as MFCC. Acoustic models, often based on

HMM or DNN are trained using large datasets of speech recordings to learn

the statistical properties of different phonemes. During the decoding phase, the
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Figure 2.2: System design of speech processing showing key stages: prepro-
cessing, feature extraction, and model-based inference

feature vectors derived from the input speech are compared with the acoustic

models to determine the most likely sequence of phonemes or words. A decoder

uses algorithms to find the best match between the observed features and the

trained models, producing a sequence of recognized words. Language models

are employed to improve accuracy by considering the context and probabil-

ity of word sequences, capturing the likelihood of certain word combinations

occurring in a given language. The final stage may include post-processing

steps applied to the recognized text, and formatting the output. While some

advanced systems incorporate user specific adaptation over time, direct user

feedback is typically used in broader system improvement rather than immedi-

ate refinement. The recognized speech is then presented in a usable form, such

as converting it to text or executing a command [CS09]. An example of the

working process is as follows: the user speaks into a microphone, and the spo-

ken words are converted into a digital signal. This signal is analyzed using FFT

to extract frequency components and key features are extracted such as MFCC.

The features are matched against trained acoustic models and the decoder tran-

scribes the speech into text. Language models refine the text by using context,

and the final recognized text is outputted for use in various applications.

2.4 Wake Word Detection

Wake word detection is the entry point to gain access to PVA services and they

are detected locally at the front end of PVA. Some examples for wake words

are Alexa for Amazon’s Echo, Ok Google or Hey Google for Google devices, Hey
Siri for Apple devices and so on. The wake word can be speaker dependent

(eg. Hey Siri) or speaker independent (eg. Alexa). For Apple devices, the PVA

is trained on the Hey Siri utterances of a user and the PVA is activated only

when the wake word is spoken by that specific user. For most other PVAs the

wake word recognition is trained using utterances of many users and the PVA

is activated by any user speaking the wake word.
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Wake word detection systems typically operate on local devices with limited

computational resources and power supplies. Consequently, these systems must

be designed to consume minimal power to preserve battery life for subsequent

user interactions. Additionally, the memory available on voice controlled de-

vices is restricted to reduce both cost and power usage, necessitating low peak

memory consumption during wake word detection. Furthermore, to enhance

user experience in human device interactions, it is crucial for the wake word

detection to trigger immediately after the user finishes speaking, ensuring min-

imal latency in response times [W+21].

Wake word detection algorithms differ significantly from Speech Recognition

(SR) algorithms used in the backend. While backend SR is designed to tran-

scribe speech to text which is a computationally expensive process, wake word

detection is a simpler task. It functions as a binary classification algorithm, de-

termining whether a specific wake word is present in an audio stream. This

process does not require transcription and operates continuously in an online

streaming manner, meaning it does not need to wait for the entire audio stream

to finish before detecting the wake word. Wake word detection algorithms

assess probability scores in real-time [Pic25, SDSV20]. When the model’s pre-

dicted scores exceed a predetermined threshold, a positive wake word detection

is reported.

Similar to the ASR algorithms, wake word detection systems can be built using

HMM, DNN or HMM-DNN hybrid models.

2.4.1 Wake Word Detection using HMMs

Hidden Markov Models (HMMs) have been traditionally used for wake word

detection because they can model speech as a sequence of hidden states often

phonemes or sub-phonetic states evolving over time. In this method, the con-

tinuous speech signal is first converted from the time domain to the frequency

domain to extract features. The features capture important characteristics of the

audio, such as energy distribution and formant structures over time. When the

wake word is spoken, the audio is recorded and processed to extract features

like frequency and pitch. These features are then compared to the sequence

of sounds that the model expects for the wake word. The HMM calculates the

likelihood that the sequence of sounds matches the wake word it was initially

trained to recognise. If this likelihood is high, the system determines that the

wake word has been spoken, and the PVA activates. HMMs are effective because
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they can handle variations in how the wake word is spoken, such as different

pronunciations, speeds, or accents, by allowing some flexibility in matching the

sounds. This ensures that the wake word is accurately detected, even if it’s not

spoken exactly the same way every time.

Building on this fundamental approach, the detection process involves a more

advanced decoding techniques similar to that used in ASR, utilizing the Viterbi

search algorithm [LGKK19]. This algorithm keeps track of multiple high scor-

ing paths at each audio frame and synchronously extends them using dynamic

programming techniques. To enhance efficiency and reduce computational

costs, beam search is employed. Beam search focuses on paths whose scores

are within a predefined beam width of the best path, meaning only paths that

are close in score to the leading candidate are further processed. Each path’s

score is incrementally updated using both the frame wise acoustic score and

a language model score, which guides the search based on the likely phonetic

sequences associated with the wake word. Once all audio frames have been pro-

cessed, the system traces back through a decoding graph to identify the most

likely sequence of phonemes. In wake word detection systems that use a two-

pass or dual-graph approach, there are typically two separate decoding graphs,

one models the wake word and the other graph models background speech

or non-wake word content. Both graphs compute likelihood scores based on

how well the incoming audio matches their respective models. The system then

compares these scores, if the wake word graph yields a significantly higher score

than the non-wake word graph, the system concludes that the wake word has

been detected [W+21].

Although HMMs are capable of modeling temporal sequences, their ability to

capture long-range dependencies is limited. In theory, feeding longer sequences

into the model would require adding more states to represent the additional

temporal structure. However, increasing the number of states leads to greater

model complexity, which demands significantly more training data and compu-

tation. This becomes especially impractical for wake word detection models,

which are typically implemented on the front end of devices with limited pro-

cessing and memory resources. DNNs and recurrent models, which can better

capture long-term context, have largely replaced HMMs in modern wake word

detection systems. Nevertheless, hybrid HMM-DNN architectures are some-

times used to balance temporal modeling with efficient acoustic feature learn-

ing.
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2.4.2 Wake Word Detection using DNNs

DNNs have become a widely adopted approach in wake word detection sys-

tems due to their capability to learn and recognize complex patterns in speech

signals [WPS+18, MZS+17, Sir17]. The process begins by converting the raw

audio input into features that the DNN can interpret. Commonly used features

include MFCCs and spectrograms. MFCCs represent the short-term power spec-

trum of sound and are designed to model the human ear’s perception of fre-

quency, while spectrograms provide a visual representation of the signal’s fre-

quency content over time, this helps models capture how speech characteristics

evolve. These features capture essential characteristics such as pitch, tone, and

timing. Once extracted, these features are fed into a DNN trained to recognize

patterns associated with the target wake word. Popular architectures used for

this task include Convolutional Neural Networks (CNNs) for capturing spatial

patterns in the spectrogram, Recurrent Neural Networks (RNNs) for modeling

temporal dependencies, or combined C-RNN models that leverage both. These

networks progressively transform the input features into higher-level represen-

tations, enabling the system to detect the presence of a wake word in real-time

speech. During training, The DNN is trained with large amounts of labeled au-

dio data, including both examples of the wake word and other non relevant

sounds (non wake word or background noise). Through this training process,

the network learns to distinguish the wake word from other audio inputs by

adjusting the weights of the connections between neurons. When the system

is in use, the DNN processes the incoming audio features in real time. As it

processes these features, the network computes the probability that the current

audio corresponds to the wake word. If the probability exceeds a certain thresh-

old, the system recognizes that the wake word has been spoken and activates

the PVA.

DNNs are particularly effective for wake word detection because they can han-

dle a wide variety of acoustic conditions, such as different speakers, accents,

and background noises, when given sufficient training data. Additionally, DNNs

can be fine tuned to improve performance further, making them highly adapt-

able to different environments and usage scenarios. The result is a highly ac-

curate and reliable wake word detection system that responds correctly even in

challenging conditions. Commercial ASR systems such as Alexa, Google and Siri

use DNN based models for wake word detection. While the exact implementa-

tion details of the algorithms used by commercial systems are not publicly dis-
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closed, several research papers describe similar DNN-based architectures that

underpin these systems [WPS+18, MZS+17, Sir17]

Based on the work published by Amazon, CNNs are the commonly used type of

DNNs for wake word detection in Alexa. Recent work from Amazon presents

two new techniques for wake word detection. The first technique is referred to

as ‘monophone based background modelling for two stage on device wake word

detection’. A monophone refers to a single, context-independent phoneme unit

used to model speech sounds. As the name suggests the model includes two

stages where a DNN-HMM decoder is used in the first stage and the wake word

is identified based on a threshold. The second stage classifier is trained us-

ing feature vectors derived from wake word candidates from the first stage to

make a final decision [WPS+18]. The second technique is named ‘Time Delayed

Bottleneck Highway Networks’. Highway networks are a type of feed forward

neural networks which are inspired by Long Short-Term Memorys (LSTMs) and

hence uses a gating function. A gating function allows the network to adap-

tively combine transformed inputs : those that have been passed through a

nonlinear function such as a neural network layer and untransformed inputs :

those passed directly without modification, helping to maintain important fea-

tures and ease training in deep architectures. In this approach, audio features

are extracted using a DFT, even though DFT and FFT produce same output, the

authors in [GKS+18] chose DFT because it allows linear normalization of the

raw audio signal, which improves convergence during training and avoids the

suboptimal local minima often encountered with nonlinear pre-processing. Ad-

ditionally, DFT can be implemented efficiently as a linear transformation at the

input layer, keeping computational cost low during inference. Following this,

a bottleneck layer is used to reduce the dimension of the complex DFT input

features and can also reduce the network size. After the bottleneck layer a time

delayed window to splice the bottleneck features is used to obtain the temporal

information of the phoneme classification which decides the presence of wake

word [GKS+18].

Google’s wake word detection uses LSTM which is a type of RNN and an addi-

tional language model (N-gram model) for wake word classification [MZS+17].

This work uses both on device and server side wake word detection for accurate

detection.

Apple Siri’s wake word detection uses a CNN-HMM based hybrid model, wh-

ich begins by extracting frame-wise audio features from short, fixed-duration,
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typically 20–25 ms of audio using a Mel-filter bank [Med20]. These features

are fed into a DNN composed of convolutional layers, integrated with an HMM

decoder that provides likelihood estimates for each audio frame. A decision is

made based on whether the output exceeds a predefined threshold. Notably,

this system is designed to support personalized wake word detection, where

the model is fine-tuned using the individual user’s voice during short training

or enrollment phase requiring a few repetitions of the wake word typically a

few seconds of audio. This personalization improves accuracy by adapting the

model to the speaker’s unique vocal characteristics [Sir17].

As shown, different approaches are used for commercial wake word detection,

but they all use some form of DNN along with classifiers to predict the presence

of wake word with the help of a threshold. Since, the specific implementations

of these commercial systems are not publicly available. In this thesis, we use

two publicly available algorithms for experimentation. The first is the wake

word detection algorithm by Supriya et al. [SDSV20], referred to as LSTM-WD,

which is a Convolutional - Recurrent neural network (CRNN)-based method

resembling commercial architectures and is explained in detail in Chapter 4.

The second is a keyword spotting algorithm proposed by Oleg et al., which

leverages a multi-head attention mechanism to detect target keywords and is

described in Chapter 4.
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Chapter 3

Internet of Things (IoT)

The IoT refers to a network of physical devices embedded with sensors, soft-

ware, and other technologies, such as actuator and connectivity modules like

WiFi and Bluetooth, enabling them to connect to and exchange data with other

devices and systems over the internet. The primary objective of IoT is to create

a seamless network of devices that can interact autonomously, thereby enhanc-

ing efficiency, convenience, and decision making in various domains such as

healthcare, transportation, and home automation. While the techniques dis-

cussed apply broadly, IoT devices are emphasized due to their widespread use

in voice interfaces and their vulnerability to acoustic attacks. This context un-

derscores the practical relevance of the work.

IoT devices are diverse and can range from simple household items like smart

thermostats and light bulbs to more complex systems like industrial machinery

and autonomous vehicles. These devices are typically equipped with unique

identifiers such as Radio Frequency Identification (RFID) tags that allow them

to be recognized and tracked within the network [AIM10]. The core idea be-

hind IoT is to integrate the physical world with the digital world, allowing

objects to sense their environment, process data, and take actions based on

that data without human intervention. This creates opportunities for automa-

tion, real-time monitoring, and enhanced efficiency in various domains. For

instance, in smart homes, IoT devices like thermostats, lighting systems, and

security cameras can be interconnected to provide personalized and energy ef-

ficient living environments. Some of these devices also incorporate voice inter-

faces (built-in microphones/speakers) or integrate with external Personal Voice

Assistant (PVA), enabling voice-based control and interaction [eco25]. In indus-
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trial settings, IoT devices can monitor machinery, predict maintenance needs,

and optimize production processes, leading to significant cost savings and in-

creased productivity.

One of the critical aspects of IoT is the ability to provide real-time insights and

facilitate data-driven decision making [Kan22, Mal24]. The data collected by

IoT devices can be analyzed to uncover patterns, improve operations, and en-

hance user experiences. For example, in healthcare, wearable IoT devices can

continuously monitor a patient’s vital signs and send alerts to medical profes-

sionals if any abnormalities are detected, enabling timely interventions and im-

proved patient care. However, the rapid proliferation of IoT devices also brings

several challenges, particularly in the areas of security, privacy, and interop-

erability. As these devices often operate in sensitive environments and collect

personal or critical data, ensuring their security is paramount to prevent unau-

thorized access and data breaches. Moreover, the lack of standardized com-

munication protocols can hinder the interoperability of IoT devices, making it

difficult to integrate them into a cohesive system.

3.1 Internet of Targets (IoTs): Security and Pri-

vacy of IoT devices

With the rise of smart devices like smartphones, smart TVs, and smartwatches,

concerns about the security of these devices have grown. Many of these devices

ask users to share personal information to provide a more personalized expe-

rience. However, most users are not fully aware of the extent to which their

IoT devices and associated services collect personal data, which raises signifi-

cant privacy concerns. Unfortunately, many IoT devices are not designed with

strong security and privacy measures in mind. Although this issue spans var-

ious digital platforms, it is especially critical in the IoT ecosystem particularly

in PVAs due to their always-on nature and continuous listening capabilities and

their connectivity to other home applications in a smart home environments.

Securing these IoT devices is crucial to prevent unauthorized access, data

breaches, and other malicious activities. Research has been conducted to im-

prove security through the use of privacy nudges, which are designed to raise

user awareness about data privacy. This research highlights the importance of

making users more conscious of how their data is being used and suggests that

well crafted privacy nudges can effectively help users take more control over
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their personal information and protect their privacy [ASS+15].

Many IoT devices suffer from inadequate authentication mechanisms. Manu-

facturers, aiming for ease of use, often deploy devices with weak or default

passwords, which are rarely changed by end-users. This creates an entry point

for attackers, allowing them to gain unauthorized access to the device. For

instance, the Mirai botnet, which leveraged default credentials to compromise

thousands of IoT devices, is a stark reminder of the consequences of poor au-

thentication practices. Once compromised, these devices were used to launch a

massive distributed denial of service (DDoS) attack that disrupted major inter-

net services across the globe [KKSV17].

The lack of regular software updates presents significant security risks. Many

IoT devices operate on outdated firmware, which may contain known vul-

nerabilities [Sol24]. Unlike traditional computing devices, where users are

prompted to update their software, IoT devices often lack such mechanisms.

Even when updates are available, users might not be aware of them, or the

process to apply updates might be too complex [Dat23]. This creates a persis-

tent risk, as attackers can exploit known vulnerabilities in outdated firmware

to compromise devices [SWW15]. The diversity of IoT devices and the lack of

standardized security protocols further exacerbate the problem. The IoT ecosys-

tem is highly fragmented, with devices from different manufacturers using dif-

ferent communication protocols, security mechanisms, and data formats. This

heterogeneity makes it challenging to implement uniform security measures

across all devices, creating a patchwork of security practices that attackers can

exploit [ARHAU17].

General security attacks on IoT devices can be broadly categorized into sev-

eral types. One of the most common is the DoS attack, where compromised

IoT devices are used to overwhelm a target system with traffic, rendering it

unavailable to legitimate users. The aforementioned Mirai botnet is a prime

example of this type of attack, where attackers used compromised IoT devices

to launch DDoS attacks of unprecedented scale. Another prevalent attack is

the Man-in-the-Middle (MitM) attack. In this scenario, an attacker intercepts

and potentially alters the communication between two IoT devices or between

a device and its controller. Due to the often unencrypted nature of IoT com-

munication, these attacks can be relatively easy to execute, allowing attackers

to eavesdrop on sensitive information or inject malicious commands into the

system [CDL16]. In addition to MitM attacks, IoT devices are also vulnerable to
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firmware tampering. Attackers can inject malicious code into the firmware of an

IoT device, altering its functionality or creating a backdoor for future exploita-

tion. This is particularly concerning for devices used in critical infrastructure,

where tampering with the operation of a single device could have cascading ef-

fects on the entire system [BNT19]. While these general security threats affect

the broader IoT ecosystem, PVAs face additional unique vulnerabilities due to

their always-listening design and audio-based interaction model. They may be

compromised through network attacks,and acoustic-based attacks, which are

discussed in detail in section 3.2

Given the integration of IoT devices into smart home environments, PVAs have

become a major target for attackers due to their widespread adoption and cen-

tral role in managing smart devices. Millions of households worldwide now

rely on PVAs such as Amazon Alexa, Google Assistant, and Apple Siri to con-

trol lighting, climate, and home security systems. This popularity is driven

by the convenience of hands-free interaction and the ability to manage many

devices through a single, unified interface. While traditional IoT security is-

sues such as weak authentication or outdated software already present risks,

these vulnerabilities become even more serious in the context of PVAs. This is

because PVAs allow remote and often inaudible control over devices through

voice commands, which can be exploited if the system is compromised. Re-

search has demonstrated attacks including hidden voice commands, ultrasonic

attacks, voice squatting, and acoustic injections [YJW+22], all of which exploit

weaknesses in voice input mechanisms. Once a PVA is compromised, an at-

tacker could issue unauthorized commands to control other connected devices,

such as unlocking smart doors, turning off alarms, or disabling cameras. This in-

terconnected control magnifies the potential damage. Additionally, the always-

listening nature of PVAs and their reliance on wake word detection introduce

unique vulnerabilities, such as the risk of acoustic denial-of-service attacks, wh-

ich are the focus of this thesis.

3.2 Security Attacks on PVAs

PVAs operate by continuously listening for a wake word and then processing

voice commands to execute specific tasks. This always on nature, combined

with the complexity of natural language processing, makes PVAs susceptible to

a range of security attacks. One of the most prominent categories of attacks

against PVAs involves adversarial attacks, where malicious actors manipulate
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audio inputs to trigger unauthorized actions.

Adversarial attacks exploit the way PVAs interpret sound. By embedding in-

audible or nearly imperceptible commands within benign audio, attackers can

deceive PVAs into executing unintended actions [SKZ+18]. These attacks, of-

ten referred to as hidden voice commands, that leverage the fact that PVAs

may interpret frequencies outside the range of human hearing, thus making the

commands inaudible to the user but intelligible to the device. This can lead

to unauthorized actions such as making purchases, controlling smart home de-

vices, or even exfiltrating sensitive information [CMV+16]. As the thesis focuses

on acoustic level vulnerabilities like jamming, understanding such input based

threats strengthens the motivation for securing the audio pipeline.

Another significant threat to PVAs is the Man-in-the-Middle (MitM) attack. In

this scenario, an attacker intercepts the communication between the PVA and

the backend servers or other connected devices. By eavesdropping on the com-

munication, the attacker can access sensitive information or alter the transmit-

ted data. For instance, in a smart home environment with voice-controlled

smart locks such as August or Yale Assure [Hom24], an attacker could po-

tentially exploit unencrypted local network traffic between IoT devices or use

replay attacks to trigger unauthorized commands. The lack of encryption in

some communication protocols used by PVAs increases the risk of such attacks

[FFZ25]. Voice spoofing is another prevalent attack vector targeting PVAs. In

a voice spoofing attack, an attacker mimics the voice of the legitimate user to

trick the PVA into executing commands. This can be accomplished through

various techniques, such as voice synthesis or using pre recorded audio sam-

ples or replay attacks. Voice recognition systems are vulnerable to spoofing

attacks, with research demonstrating False Acceptance Rates increasing from

near 0% to 70-86% when subjected to synthetic speech or voice conversion at-

tacks [WEK+15]. These attacks exploit current limitations in distinguishing le-

gitimate from spoofed voices, particularly when advanced synthesis techniques

closely replicate the target speaker’s characteristics. This vulnerability can be

exploited to bypass authentication mechanisms and perform unauthorized ac-

tions [NRM24, MSPLDLR22]. Another area of concern is the exploitation of

PVAs for data leakage. PVAs are integrated with multiple services and applica-

tions, with capabilities to access emails, calendars, contacts, billing information,

and connected smart home devices [Fed24, Sec24]. These integrations enable

PVAs to collect and process personal data, including voice recordings, location

data, and behavioural patterns [GDP25]. Attackers can exploit vulnerabilities
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in these integrations to extract data from the PVA. For example, if a PVA is

linked to a user’s email or calendar, an attacker could potentially retrieve sen-

sitive information through unauthorized commands. Furthermore, PVAs may

inadvertently record and store private conversations in the cloud by default,

which could be accessed by attackers if proper security measures are not in

place [Bhu25, LCR+23].

In addition to these direct attacks, PVAs are also vulnerable to social engi-

neering attacks. Attackers can exploit the trust users place in their PVAs by

crafting phishing attacks that prompt users to reveal sensitive information or

perform actions that compromise their security. For example, Amazon and

Google enable customization and the use of third-party applications, referred

to as ‘skills’ or ‘actions’. These skills and actions, provide a range of services

that Alexa or Google Home do not natively offer [ZMF+19]. A recent study

demonstrated how malicious third-party skills can covertly rewrite news head-

lines before speaking them to users, subtly altering key words to manipulate

perception [SJT+21]. For example, changing ‘slow his campaign pace’ to ‘keep

his campaign pace’ fundamentally alters the meaning while remaining plausi-

ble. The study with 220 participants showed this attack successfully induced

misperceptions about reported events, with users unable to detect the manipu-

lation due to the lack of visual confirmation in voice-only interfaces [SJT+21].

There are two types of such attacks: Voice Squatting and Voice Masquerading.

In a Voice Squatting attack, an attacker creates a malicious skill with a name

that is phonetically similar to a legitimate one, exploiting ambiguities in speech

recognition. For example, a skill named “Capital Won” could hijack commands

intended for “Capital One” because these phrases sound nearly identical when

spoken, making it difficult for the PVA to distinguish between them [ZMF+19].

Once invoked, the malicious skill can collect sensitive information or perform

phishing attacks on unsuspecting users. In a Voice Masquerading attack, a ma-

licious skill mimics the PVA’s responses to deceive users into believing they are

interacting directly with Alexa rather than with a third-party skill. For instance,

the malicious skill might say ‘Please provide your account number to continue,’

using Alexa’s voice and tone [ZMF+19]. This deception is possible because PVAs

provide no clear auditory indication when transitioning between the PVA and

a skill, or when a skill session ends. Furthermore, attackers can employ silent

audio to keep the microphone active without the user’s knowledge, enabling

eavesdropping on private conversations [ZMF+19].

There are command injection attacks that involve creating unclear voice com-
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mands that are unrecognizable to human listeners but understandable by the

ASR system. The attacker injects these commands into the system, often using

techniques like hidden voice commands or ultrasonic frequencies [CMV+16,

YLZ+20, ZYJ+17]. There are attacks that use light-based signal injection where

a laser beam is modulated with the audio signal, which is then directed at the

microphone of a PVA. When the laser light hits Micro-Electro-Mechanical Sys-

tems (MEMS) microphones, the photoacoustic effect converts the light into an

electrical signal, tricking the device into interpreting the light as sound. This

vulnerability is specific to MEMS microphones. This allows the attacker to in-

ject malicious voice commands remotely from significant distances, researchers

demonstrated the attack at 110 meters as it was the maximum distance safely

available to them, though the actual range is limited primarily by the attacker’s

ability to aim and focus the laser beam [SCR+20]. These examples highlight

broader threats to PVAs however, the work in this thesis addresses a different

class of risk which is acoustic denial-of-service through wake-word jamming,

which prevents legitimate voice interaction.

The integration of PVAs with other IoT devices creates dependencies that am-

plify the impact of availability attacks. PVAs often serve as a central control in-

terface for various IoT devices, from lights and thermostats to security systems.

While post-activation attacks that compromise a PVA can lead to unauthorized

control of connected devices, denial of service attacks that prevent legitimate

PVA activation create a different threat: rendering the entire smart home con-

trol system unavailable to authorized users. In time-critical scenarios such as

voice-activated emergency calls, medical alert systems, or security camera ac-

tivation, the inability to activate the PVA through wake word jamming could

have serious consequences.

3.3 Denial of Service (DoS)

DoS attacks represent one of the most significant threats to the integrity and

availability of IoT devices and the services they support [KABM24, NTS+25].

Given the pervasive nature of IoT devices in critical infrastructure, smart homes,

and industrial applications, DoS attacks can have severe consequences, ranging

from operational disruptions to significant financial losses. This chapter ex-

plores the general nature of DoS attacks on IoT devices, examining the method-

ologies, vulnerabilities, and impacts, and then transitions into a discussion on

DoS attacks targeting the network components of PVAs. IoT devices are inher-
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ently vulnerable to DoS attacks due to their limited computational resources,

memory, and often inadequate security measures. DoS attacks typically aim to

overwhelm the target device or network, rendering it unable to perform its in-

tended functions. In the context of IoT devices, these attacks can be executed

in several ways.

One common method is the exploitation of the device’s limited processing ca-

pabilities. Attackers can flood the IoT device with a high volume of requests,

overwhelming its ability to process legitimate ones. Simple IoT sensors and

actuators, which typically have only a few kilobytes of RAM and process 10-

20 packets per second under normal operation [Gil21, Boa25], can be over-

whelmed with floods of hundreds to thousands of packets per second [Sup24].

This is particularly effective against IoT devices that have low processing power,

which are unable to handle the sudden surge in traffic. For instance, DoS at-

tacks can target smart cameras, sensors, or thermostats, causing them to be-

come unresponsive or behave unpredictably [KE21]. Another method involves

targeting the network infrastructure that supports IoT devices. Attackers can

flood the network with traffic, saturating the available bandwidth and prevent-

ing legitimate data from reaching its destination. This type of attack is known

as a Distributed Denial of Service (DDoS) attack when executed from multiple

compromised devices, often referred to as a botnet. The infamous Mirai bot-

net, which compromised thousands of IoT devices, is a prime example. Mirai

was used to launch massive DDoS attacks, overwhelming network infrastruc-

tures and causing widespread service outages [KKSV17]. In addition to direct

flooding attacks, attackers can exploit specific vulnerabilities in IoT devices to

trigger a DoS attack. For example, by sending malformed packets or exploiting

protocol weaknesses, an attacker can cause the IoT device to crash or reboot, ef-

fectively taking it offline. Such attacks are particularly dangerous because they

can be executed with minimal resources and may not require a large volume

of traffic to be effective. For example, work by Hussein et al. [HN22] exploits

vulnerabilities in the Constrained Application Protocol (CoAP), a lightweight

application protocol for resource-constrained devices, and ZigBee, a low-power

wireless communication protocol commonly used in smart home devices. Us-

ing a Raspberry Pi running an Message Queuing Telemetry Transport (MQTT)

broker which is a publish-subscribe messaging protocol widely deployed in IoT

systems to emulate an end user, the attackers gain unauthorized access to the

ZigBee network. By injecting the ZigBee End Device with high frequency signals

that trigger the IKEA smart bulb every 250 milliseconds, the attacker floods the
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device with false boolean payloads, preventing legitimate user interactions and

exhausting the device’s resources. Similarly, [HMKA19] highlights how DoS at-

tacks exploit default configurations of popular MQTT brokers such as unlimited

message queues or high connection limits.

Another form of DoS attack involves battery depletion, particularly relevant for

battery powered IoT devices. Attackers can continuously trigger energy inten-

sive operations on the device, such as turning on sensors or activating com-

munication modules, leading to rapid battery drain. Once the device’s battery

is depleted, it becomes inoperable until recharged, which could be difficult in

remote or inaccessible locations [IV19]. Work by Vlad et al. [IR22] explains

how battery depletion attacks can reduce the battery life of a Narrow-band-IoT

device from 17 years to just four months, making such deployments commer-

cially infeasible. The impact of DoS attacks on IoT devices can be profound.

In smart home environments, attacks could disable security systems, leaving

premises vulnerable. In industrial settings, the interconnected nature of IoT

systems means that DoS attacks disrupting a single device could trigger cas-

cading failures across the entire network, leading to production halts or safety

hazards [ARHAU17].

Transitioning to the network aspects of PVAs, these systems are not immune

to DoS attacks. PVAs have become increasingly integrated into consumer IoT

ecosystems, particularly in smart home environments where they serve as cen-

tral control hubs. The number of connected IoT devices reached 18.5 billion

in 2024, representing a 12% growth over 2023, and is expected to grow 14%

year-over-year to 21.1 billion by the end of 2025. Looking further ahead, the

number is estimated to reach 39 billion in 2030 [Ana25]. The network com-

ponents of PVAs, including the underlying communication protocols, cloud ser-

vices, and internet connectivity, present multiple attack surfaces for DoS at-

tacks. One of the primary vectors for DoS attacks on PVAs is the exploitation of

their reliance on cloud based services. PVAs depend heavily on cloud infrastruc-

ture to process voice commands, manage user data, and coordinate interactions

with other IoT devices. By launching a DDoS attack against the cloud service

provider, attackers can disrupt the connectivity between the PVA and the cloud,

rendering the assistant unable to respond to user commands or control con-

nected devices. This was demonstrated in several high profile DDoS attacks

where major cloud providers experienced outages, affecting millions of users

[SGS+15, CBG18, RMF23].
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Another potential target for DoS attacks on PVAs is the local network infrastruc-

ture. PVAs typically operate over Wi-Fi or other local networks, which can be

overwhelmed by a targeted DDoS attack. By flooding the network with traffic,

attackers can saturate the available bandwidth, preventing the PVA from com-

municating with the cloud or other IoT devices. This not only disrupts the PVA

but can also affect all devices connected to the same network, amplifying the

impact of the attack [OWH19b].

The consequences of DoS attacks on the network components of PVAs can be

significant. For individual users, such attacks can result in the loss of control

over smart home devices, leading to inconvenience or, in more severe cases,

security risks. While large scale DDoS attacks targeting PVA backend infras-

tructure remain theoretical, cloud service disruptions have demonstrated the

potential impact on PVA availability for instance, Amazon Web Services (AWS)

outages have rendered Alexa services temporarily unavailable, affecting mil-

lions of users and connected devices [Dat25]. The interconnected nature of

PVAs and IoT devices means that service disruptions, whether from DoS attacks

or infrastructure failures, can extend beyond the immediate target, affecting the

broader IoT ecosystem and potentially compromising critical services. Alepis

et al.[AP17] shows how malicious apps can secretly activate PVAs on a user’s

device without their permission and execute voice commands. The goal of these

attacks is to steal personal data, make unauthorized calls or purchases, or even

target nearby devices. The paper also explores how attackers can use tools

like text-to-speech technology, cloud services, and techniques such as detecting

nearby devices through WiFi signals and vibrations to carry out these attacks.

This chapter provides essential background on the broader threat landscape fac-

ing PVAs to establish context for our focused contribution. PVAs present mul-

tiple attack surfaces: network infrastructure, cloud services, application layer,

and the acoustic interface. While network-level and application-level attacks

have received substantial attention in prior research, the acoustic interface,

specifically DoS through the acoustic channel, remains critically under explored

despite being the primary entry point for all voice interactions. Unlike network

attacks that can be mitigated through firewalls and encryption, or application

attacks addressable through authentication, acoustic DoS attacks exploit the

fundamental physics of sound propagation and audio signal processing, mak-

ing them both harder to defend against and more universally applicable across

all PVA deployments.
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3.4 Jamming Attacks on PVAs

Jamming, in the context of communications and signal processing, refers to the

deliberate interference with the transmission or reception of signals, rendering

them unintelligible or unusable [Enc24]. This technique is commonly associ-

ated with Radio Frequency (RF) communication, where it is used to block or

disrupt wireless communication channels [Dep20]. However, the concept of

jamming can be extended to the acoustic domain, where it involves the in-

tentional introduction of noise or interference into the sound environment to

disrupt the input audio signals. PVAs rely on their microphone arrays to capture

audio from the surrounding environment, which is then processed to recognize

and respond to voice commands. Acoustic jamming can be executed either for

the purpose of privacy protection of the users or to disrupt the functionality of

the PVA with a malicious intent leading to a DoS attack.

For privacy protection, jamming is used to prevent PVAs from eavesdropping

on sensitive conversations [CBYR18, SCZ20] Privacy protection in PVAs can

be achieved through selective jamming mechanisms that prevent unintended

recording of private conversations while allowing legitimate voice commands

to pass through. The core idea revolves around detecting the wake word faster

than the PVA itself and then applying a jamming signal to the latter part of

the wake word, ensuring the PVA fails to recognize it and thus does not record

subsequent audio. This type of jamming can be relatively simpler to implement

yet highly effective. An attacker could deploy a simple device that generates

noise whether it be white noise, where signals distributed across all audible fre-

quencies, directional sound waves which are focused acoustic beams targeting

specific locations, or ultrasonic signals with frequencies above 20 kHz, inaudi-

ble to humans but detectable by microphones in proximity to the target PVA.

For DoS attacks, acoustic jamming aims to render the PVA unresponsive or

unreliable, with potentially significant consequences. Beyond the basic noise

generation techniques, DoS attacks can exploit the resonance effect in MEMS

microphone, where attackers broadcast frequencies that match the natural res-

onance frequency of the microphone’s diaphragm, causing it to vibrate exces-

sively and distort or block incoming audio signals [OAK18]. These acoustic

jamming methods are highly effective in disrupting the PVA’s ability to process

legitimate voice commands [ZYJ+17]. Investigating these jamming methods as

a specific research challenge would be worthwhile, particularly in understand-

ing detection mechanisms and developing robust countermeasures against such
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attacks.

The acoustic channel makes it an attractive target for attackers, though voice-

based attacks require physical proximity to devices. Unlike network-based DoS

attacks, which often require technical expertise and resources, acoustic jam-

ming can be executed with relatively simple equipment, though careful cali-

bration may be necessary depending on environmental conditions and target

distance. A noise generator or ultrasonic emitter can launch an effective DoS

attack on a PVA. Depending on the sophistication of the jamming device, the at-

tack could be sustained indefinitely, continuously disrupting the PVA’s ability to

function. Alternatively, the jamming could be applied selectively, targeting spe-

cific times when the PVA is expected to be in use, thus maximizing the impact

of the disruption. An example of such jamming is “Wake Word Jamming”.
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Chapter 4

Wake Word Jamming

xThe wake word is an essential component of PVA functionality, as it signals

the device to wake up from its passive listening state and actively process voice

commands from the user. This feature is designed to make the interaction with

the PVA seamless, enabling hands-free operation without the need for physical

input. However, the wake word detection mechanism is susceptible to acoustic

jamming attacks. If the acoustic interference occurs during the detection phase,

the PVA may fail to recognize the wake word and remain in its passive state,

unable to perform any tasks or respond to commands. This type of disruption

can lead to what is referred to as a DoS attack.

In this chapter, we explore how a DoS attack can be carried out by disrupting

the wake word detection with jamming signals. We describe how a good wake

word jamming signal should be constructed. A good jamming signal should be

difficult to detect and should not be noticeable by users. Thus, signal strength,

duration, timing and frequency need to be considered. Broadly speaking, the

jamming signal energy should be minimised in strength, duration, bandwidth

to reduce detection and also to improve jamming efficiency, that is, to maxi-

mize the probability of preventing wake word detection while minimizing the

energy required to do so. We provide an in-depth analysis of the impact of jam-

ming signal strength, timing, duration, frequency and bandwidth on wake word

recognition. We investigate the impact of different noise types such as White

noise, Ping noise and Keyboard noise on wake word recognition. We show

that the specifically selected jamming signal type is secondary and that rather

the correct selection of jamming signal parameters such as timing determines

jamming success.
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4.1 Related Work on Wake Word Jamming

Since the wake word is the entry point to a PVA, as described in section 2,

it is crucial to ensure the reliability of wake word detection. The accuracy of

this process depends on two main factors: the effectiveness of the detection

algorithms and the acoustic conditions under which the wake word is captured

by the PVA’s microphone. The acoustic environment includes everything from

the quality of the air transmission, distance from the microphone, and any sur-

rounding sounds. When the PVA is moved to a different location, this environ-

ment changes, potentially introducing new background noises or altering how

the wake word reaches the microphone. These changes can disrupt wake word

detection, making it harder for the device to recognize commands. Background

noise can come from everyday household sounds like doors closing or the TV, or

from public noises like street traffic and chatter, depending on where the PVA

is placed. While these interferences are unintentional, they are unavoidable.

However, the impact of such noises can be minimized by using noise-robust

wake word detection algorithms that are designed to work even in noisy envi-

ronments [LKK20]. Similar to these approaches, the algorithms investigated in

this thesis also incorporate background noise in their training to ensure robust-

ness in real-world acoustic conditions.

In addition to accidental interference, there is also the possibility of intentional

interference from external sources, which is known as wake word jamming.

In this scenario, a jamming signal masks the wake word, preventing the PVA

from recognizing it and entering its active state. This type of interference can

have different motives. On the positive side, it might be used to protect a

user’s privacy in public by preventing the device from activating unintentionally.

However, it could also be used maliciously, such as in a DoS attack, where an

attacker jams the wake word to block legitimate access to the PVA.

In literature, the wake word jamming is done by continuously interrupting the

wake word using various sound sources that are audible (guitar, white noise

etc) and creates a noisy environment [SCZ20, LQL+19, CBYR18].

Work by Cheng et al. [CBYR18] has explored the use of a jamming signal to se-

lectively block PVA activation, allowing users to control when their device can

listen to voice commands. A Protection Jamming Device (PJD) continuously ob-

serves the channel for the wake word, and as soon as the wake word is spoken,

the PJD emits a jamming signal. The jamming signal is emitted before comple-
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tion of the wake word detection by the PVA. The work examines how much

signal overlap between jamming signal and wake word is required to perform

successful jamming. Also, the use of different sounds is explored. However, de-

tails on how to construct the jamming signal efficiently are not analyzed (e.g.

duration, bandwidth, signal strength). In this work, we systematically analyze

these jamming signal parameters and their impact on wake word detection to

enable the construction of efficient jamming signals with minimal energy ex-

penditure.

Work by Ke Sun et al. [SCZ20] looks at jamming the acoustic channel to protect

speech privacy against always-on microphones. A jamming device called Mic-

Shield continuously emits a jamming signal to deafen the PVA while MicShield

monitors for the wake word phoneme pattern. Emission is stopped as soon as

the wake word phoneme pattern is recognized. The jamming is performed us-

ing white noise of 0-4kHz but the audio signal is made inaudible by using a

higher frequency carrier of 40kHz. Due to microphone nonlinearities and low-

pass filtering, the 40 kHz ultrasonic carrier is stripped away, leaving only the

low-frequency jamming noise (0-4 kHz) that affects the PVA’s microphone. This

approach exploits nonlinearities common to commercial microphones, making

it broadly applicable across different PVA devices.

Work by Juncheng et al. [LQL+19] describes a DoS attack on PVAs by jamming

the wake word. An adversarial music synthesizer is used to create synthesized

guitar-timbre sounds to perform the jamming. It is observed that the jamming

success rate increases when the jamming signal has a volume above 40dBA as

measured by a decibel meter in the testing environment. The work does not

explore other types of noises and does not investigate how to create an efficient

jamming signal. The jamming follows a continuous jamming approach which

could alert the user.

Work by Gong et al.[GGCPRB+19] also describes a DoS attack referred to as Au-
diDoS. In this method, small perturbation is continuously played near the target

PVA to cause interruption, the perturbations are unnoticeable by the users in the

vicinity. These perturbations cause the models to misclassify user inputs, mak-

ing the system unable to correctly respond to spoken commands. This method

is designed to be a universal adversarial perturbation, aiming to be effective

regardless of the user’s command. The attack is not performed on a wake word

detection algorithm specifically but rather targets the general speech recogni-

tion model with continuously played perturbations.
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Long-duration and continuous jamming is very noticeable, and therefore the

use of inaudible sound sources has also been explored in [LKK20]. The idea

is that by exploiting the properties of microphones, which have nonlinearities,

an attacker can inject inaudible voice commands that cannot be heard by hu-

mans but can still be interpreted by these systems. The authors introduce a

technique called DolphinAttack, where they modulate low-frequency voice com-

mands onto ultrasonic carriers (above 20 kHz), making the signals inaudible to

humans. These inaudible commands are then demodulated by the microphones

of voice-controlled systems, allowing the devices to process and execute the

commands as if they were regular audible instructions. The goal is not to dis-

rupt the wake word detection but rather to exploit the PVA for unauthorized

actions.

While the aforementioned works demonstrate various wake word jamming app-

roaches, they primarily focus on continuous jamming without investigating the

optimal timing and placement of jamming signals within the wake word. Con-

tinuous jamming is more detectable. In contrast, this thesis investigates selec-

tive jamming by systematically analyzing when and where to place jamming

signals within the wake word for maximum effectiveness. We examine how

jamming signal parameters such as timing, duration, bandwidth, and signal

strength affect wake word detection. This enables the design of efficient jam-

ming signals that target specific parts of the wake word, achieving high disrup-

tion with minimal energy consumption.

4.2 Wake Word Detection

The wake word detection system is at the core of how people interact with

PVAs. Wake word detection algorithms work differently compared to SR algo-

rithms used in the back end. Wake word detection only checks for the presence

of the wake word rather than transcribing full speech, and the process is ex-

ecuted continuously. DNNs are widely employed for wake word detection in

both commercial and research systems. The implementation details of these

commercial devices are not available for public, however, we use for our study

the public available wake word detection algorithm by Supriya et al. [SDSV20]

which is similar to the commercial wake word detection algorithms. We refer to

this algorithm as LSTM-WD. This algorithm, like most commercial wake word

systems, implements speaker-independent detection trained to recognize the

wake word from any speaker rather than being personalized to a specific user’s
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voice. Since wake word detection operates continuously on-device, maintaining

a lightweight model is critical to meet strict computational, memory, and power

constraints. For this reason, commercial PVAs predominantly employ speaker-

independent wake word detection. The LSTM-WD uses a one-dimensional con-

volutional layer connected to two Gated Recurrent Unit (GRU) layers and a final

dense+sigmoid layer to predict the wake word. The details of the architecture

are as shown in 4.1.

The model works with a 10 second audio input sampled at 44.1 kHz with 16-

bit depth and mono channel. The audio is processed into a spectrogram using

overlapping windows of length 10ms, producing 5,511 time frames per 10 sec-

ond input. The spectrogram is then fed to a 1D convolutional layer as shown

in Fig. 4.1. The features extracted by the convolutional layer for each window

are then processed by two GRU layers. GRUs are a type of RNN designed to

handle sequential data and capture temporal patterns in audio. They are simi-

lar to LSTM units but use a simpler architecture with fewer parameters. GRUs

address the vanishing gradient problem of standard RNNs through two gating

mechanisms: a reset gate that controls how much past information to retain,

and an update gate that determines how much new information to incorpo-

rate. This allows the model to effectively learn long-term dependencies in the

sequential spectrogram features and identify patterns characteristic of the wake

word.

To stabilize and accelerate the training process, batch normalization is applied

to the features extracted by the convolutional layer or between the GRU lay-

ers. Batch normalization normalizes the activations of each layer, which helps

stabilize training and improve convergence speed [STIM18, IS15]. Addition-

ally, dropout is used as a regularization technique to prevent overfitting. Dur-

ing training, dropout randomly sets a fraction of neurons to zero, forcing the

network to learn more robust features that are not reliant on any single neu-

ron [SHK+14]. This ensures that the model generalizes well to unseen data.

The outputs from the GRU layers are fed into a dense layer with a sigmoid ac-

tivation function, which produces a probability score for each time step. The

1D convolutional layer reduces the 5,511 input time frames to 1,375 time steps

through convolution. Therefore, for a 10-second audio input, the dense layer

outputs 1,375 probability scores, corresponding to each of these time steps,

indicating the likelihood that the wake word is present at that specific mo-

ment. The threshold for wake word detection is set to 0.5, which is a standard

threshold for binary classification with sigmoid activation, representing equal
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(a) Probability Graph

(b) Model

(c) Spectrogram

(d) Speech Signal (Wake Word)

Figure 4.1: LSTM-WD Wake Word Detection Steps (Bottom to Top). Wake Word
(10s audio clip sampled at 44.1 kHz) → spectrogram windows of 10ms → DNN
model → probability scores (1375 scores for 10s input). Wake word is detected
if any probability score is above 0.5 [SDSV20].
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probability between the presence and absence of the wake word. If any one

of the 1,375 probability scores crosses this threshold, the given audio input is

recognized as containing the wake word.

4.2.1 Jamming Process

The key to successful jamming is a properly designed jamming signal with ap-

propriate timing, duration, bandwidth, and signal strength. One of the main

objectives of this thesis is to systematically analyze these jamming signal pa-

rameters and identify the optimal characteristics for effective wake word dis-

ruption with minimal energy expenditure. Ideally, the jamming signal should

be difficult to detect while still being strong enough to disrupt wake word detec-

tion. To determine which parameter combinations are most effective, we create

jamming signals from the jamming signal design space as shown in Table 4.1.

A wake word sample is then combined with(superimposed or replaced) with

each jamming signal and fed to the LSTM-WD model. The model generates

1,375 probability scores, and if all of these scores fall below the threshold of

0.5, the jamming signal is considered successful in preventing the wake word

from being detected. To analyze how the position of the jamming signal affects

its effectiveness, we systematically shift the jamming signal across the wake

word duration. The jamming signal is initially aligned with the start of the

wake word, and then shifted forward in 1ms increments, testing each position

to determine jamming effectiveness. This small step size allows for a detailed

examination of how the jamming signal affects the wake word at various points

in time.

To begin our experiments with wake word jamming, we investigate different

jamming signal types and their parameters. While we initially focus on white

noise as it contains equal frequencies and energies across the entire spectrum,

providing a good baseline, we also examine other signal types such as Ping

noise and Keyboard noise for our experiments. The waveform and spectrogram

representations of these noise signals are illustrated in 4.2. The jamming signal

is restricted to a particular duration and frequency band, and is described by

the following five parameters:

1. Type T : The type of base signal used; for example, White noise, Ping noise

and Keyboard noise.

2. Strength S: S describes how loud the jamming signal is in relation to the
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wake word. S is calculated as:

S = 20 × log
(

RMS2
signal

RMS2
noise

)
(4.1)

Where RMSsignal and RMSnoise are respectively the root mean square

values of signal and noise.

3. Timing t: t describes where in relation to the wake word the noise occurs.

For t = 0ms the noise starts at the beginning of the wake word.

4. Duration τ : τ is the noise window length placed at t.

5. Frequency f : f describes in the frequency domain where the noise starts.

6. Bandwidth B: B describes the length of the noise in the frequency domain

starting at f .

For example, a jamming signal with parameters, {T = white, S = 0dB, t =
50ms, τ = 10ms, f = 0kHz, B = 2kHz} refers to white noise that has the same

loudness as the wake word (S = 0dB indicates equal signal levels), starts 50ms

after the wake word begins, lasts for 10ms, and covers a frequency range from

0kHz to 2kHz. In our experiments, we maintain the jamming signal at the same

amplitude level as the wake word to provide a controlled baseline for analyzing

the effects of other parameters such as timing, duration, and frequency content.

The audio samples are normalized to -16.5 dBFS in the digital domain, corre-

sponding to the measured Root Mean Square (RMS) level of the wake word sig-

nals used in our experiments. When played back at typical volume levels, this

digital level corresponds to normal conversation loudness of approximately 60-

70 dB in the acoustic domain. The evaluation presented in this thesis uses the

wake word ‘Activate’ from the publicly available trigger word detection dataset,

which includes a development set of 25 10-second audio clips from multiple

speakers. The dataset is provided as part of the trigger word detection algo-

rithm implementation and contains samples with varying accents [SDSV20].

We use these samples to test the jamming signal effectiveness across different

voice patterns and ensure the generalizability of our findings.

For the detailed jamming analysis presented in this chapter, we use one specific

speaker’s recording of the wake word ‘Activate’ as our reference sample. This

sample has a duration of 631ms and is used consistently across all jamming

experiments. Using a single speaker’s sample allows us to clearly represent the

effect of jamming parameters without the confounding factor of duration vari-
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(a) White Noise

(b) Ping Noise

(c) Keyboard Noise

Figure 4.2: Waveform and spectrogram representations of the considered jam-
ming signal types.

Personal Voice Assistant Security
Denial of Service

46 Prathyusha Sagi



4. WAKE WORD JAMMING 4.2 Wake Word Detection

Figure 4.3: Wake Word ‘Activate’

ability, as different speaker’s utterances of ‘Activate’ have different durations.

To validate the generalizability of our findings across different voices, we also

tested the jamming techniques with samples from all available speakers in the

dataset, and observed consistent jamming effects.

The chosen wake word segment is 631ms long, as shown in Figure 4.3 with

its spectrogram and time domain phoneme level representation. However, the

LSTM-WD model requires a 10-second input window, so we construct an input

signal by placing the wake word at 0ms and padding the remaining with trailing

silence to provide a total signal duration of 10 seconds. The figure only shows

the wake word duration which is 631ms out of 10-seconds.

4.2.2 Signal Combination

We consider in our experiment two methods of combining wake word and jam-

ming signal: superimposition and replacement. In case of superimposition, the

jamming signal is superimposed over the wake word before the resulting com-

bination is fed to the LSTM-WD detector. In case of replacement, the jamming

signal completely replaces portions of the wake word signal. This scenario was

tested to understand the extreme case where the wake word is entirely cut off.

While replacement is not a practical jamming approach in real-world scenar-

ios with live speech, it provides useful insights into the wake word detection

algorithm’s behaviour when portions of the wake word are missing.
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4.2.3 Jamming Energy

A good jamming signal should be difficult for human users to perceive and

should not be noticeable. The jamming signal energy should be minimized

(strength, duration, bandwidth) which reduces the risk of detection and also

improves jamming efficiency. An attacker may therefore like to know how best

to invest a given amount of jamming energy. For example, should energy be

invested in a wider jamming bandwidth B or a longer jamming duration τ?

To evaluate this aspect we consider two experimental scenarios: constant energy
and variable energy.

In the case of constant energy we use the jamming signal of the experiment

set with the longest jamming duration τ and largest bandwidth B as reference.

For this reference case we calculate the wake word audio(631ms) signal energy

Eref as:

E = N · A2 (4.2)

where N is the number of samples and A is the RMS amplitude of the signal.

We then calculate the jamming signal energy Ei for experiment i in the set with

lower duration τi and bandwidth Bi. We then calculate a compensation factor

c =
√

(Eref/Ei) which is used to adjust the jamming signal amplitude. Thus,

each jamming signal in the experiment set uses the same signal energy. We

chose this approach as an attacker may like to know how best to invest a given

amount of jamming energy.

In the case of variable energy the amplitude of the jamming signal is not cor-

rected. Thus, if jamming bandwidth B or a jamming duration τ is reduced, the

signal energy is also reduced.

4.3 Evaluation Results

We present four experiment sets. In each experiment set the parameter space

listed in Table 4.1 is used to construct jamming signals which are then com-

bined with the wake word sample described in Section 4.2 and shown in Fig-

ure. 4.3. Thus, each experiment set evaluates the impact of 151,440 different

jamming signals (631 positions of wake word, 4 durations, 4 strength levels

and 15 bandwidth combinations) on the wake word. For each jamming signal
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Table 4.1: Jamming signal parameters as explained in 4.2.1 and their tested
ranges for parameter definitions). The timing range [0, ..., 631] ms covers the
entire duration of the 631ms wake word sample, testing jamming placement at
1ms intervals.

Parameter Range Unit
Type (T ) [White noise,Ping noise, Keyboard noise] -
Strength (S) [-10, -5, 0, 5] dB
Timing (t) [0, 1, 2, 3, ..., 631] ms
Duration (τ) [2, 32, 128, 256] ms
Frequency configurations (center frequency f and bandwidth B):
B = 1 kHz f ∈ [0, 1, 2, 3, 4, 5, 6, 7] kHz
B = 2 kHz f ∈ [0, 2, 4, 6] kHz
B = 4 kHz f ∈ [0, 4] kHz
B = 8 kHz f = 0 kHz

tested we note the result of the wake word detection. Due to the large number

of parameter combinations and the multi-dimensional nature of the parameter

space, we visualize the results using heat maps. Heat maps are particularly

suitable for this analysis because:

• They allow simultaneous visualization of multiple parameters while using

colour intensity to represent the binary detection outcome

• They reveal spatial and temporal patterns in jamming effectiveness, show-

ing precisely when and where in the wake word jamming is most effective

• They compress 151,440 data points into interpretable figures, making

comprehensive analysis tractable.

The four experiment sets are:

1. Experiment Set 1 - superimposition and constant energy: The jamming

signals are superimposed with the wake word and jamming energy is con-

stant when modifying jamming duration τ or bandwidth B. All jamming

signals are normalized to have equal total energy by adjusting their am-

plitude using the compensation factor.

2. Experiment Set 2 - superimposition and variable energy: The jamming

signals are superimposed with the wake word and the amplitude of the

jamming signal remains constant when modifying jamming duration τ or

bandwidth B, no energy normalization is applied here.

3. Experiment Set 3 - replacement and constant energy: The jamming signal

replaces the wake word and jamming energy remains constant.
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4. Experiment Set 4 - replacement and variable energy: The jamming sig-

nal replaces the wake word and the jamming signal amplitude remains

constant.

5. Experiment Set 5 - Evaluation of Jamming in an Over-The-Air-Setup

4.3.1 Experiment Set 1 — Superimposing Noise and Con-

stant Energy

The results are shown as heat maps in Figure 4.4, which represents the wake

word detection success superimposing white noise with constant energy. Each

sub-figure shows the effect of different jamming signal duration τ . The x-

axis(independent) represents time and covers the duration of the wake word of

631ms. The y-axis represents the jamming signal frequency f and bandwidth

B combinations considered. The colour represents the initial signal strength S

calculated for τ = 256ms and B = 8kHz.

If a jamming signal is successful in interrupting wake word detection we select

the figure of corresponding jamming duration τ and the row corresponding to

the used frequency f and bandwidth B. We then select in this row the time t

when the jamming signal started in relation to the wake word and mark this

position with the colour corresponding to the initial jamming signal strength

S. We use the colour shade for the weakest signal that is able to prevent wake

word detection; note that if a weak signal is successful, a stronger signal with

the same configuration (t, τ f , B) will also succeed. Darker red indicates po-

sitions requiring stronger jamming signals meaning these portions of the wake

word are harder to disrupt. Lighter shades indicate positions where weaker

jamming signals were sufficient, representing more vulnerable portions that

are easier to jam with less energy. White areas show areas in which jamming

was unsuccessful.

The heat maps show where jamming in the time and frequency domain can

be effective. The waveform displayed above the heatmaps shows an example of

the wake word audio signal with a jamming signal superimposed at one specific

position, illustrating what a jammed wake word looks like in the time domain.

The vertical lines mark the boundaries between different phonetic regions of the

wake word, specifically, the transitions between voiced and unvoiced segments.

Note that the x-axis time intervals and labels are automatically generated by

GraphPad Prism software based on the data range [Gra].
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(a) 2ms jamming duration

(b) 32ms jamming duration

(c) 128ms jamming duration

(d) 256ms jamming duration

Figure 4.4: Wake word detection success superimposing white noise with con-
stant energy.
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Using Figure. 4.4 it can be seen that the more energy the jamming signal has

(defined via initial strength S) the more effective the jamming is (all red areas

of any shade are effective for the strongest signal). This observation aligns with

intuition.

However, a longer duration τ of the jamming signal is not necessarily more

useful than a shorter duration. For example, as shown in Figure. 4.4d in the

band 0-8kHz a jamming signal of duration τ = 256ms placed between t = 0
and t = 150 is only successful for an initial strength of S = 0dB. As shown in

Figure. 4.4c a signal of a shorter duration τ = 128ms is successful at an initial

strength of S = 5dB. This pattern is observed consistently across multiple

timing positions and frequency bands in our experiment set, indicating that for

a given jamming energy budget, intermediate durations can be more effective

than the longest duration. In summary, for a given jamming energy budget the

longest jamming duration τ is not necessarily the best choice.

Figure. 4.4a depicts the results for a jamming window of 2ms duration. Spend-

ing the available jamming energy budget in such short jamming duration τ is

not as successful as using a longer duration. However, it can be seen that such

short intense burst of interference can effectively disrupt wake word detection

if placed correctly. For example, a 2ms jamming signal is particularly effective

between 100ms and 150ms. This is counter-intuitive as when looking at the

wake word in the time domain (See Figure. 4.3), this is a relative silent area

within the wake word. This jamming sensitive area is also visible when consid-

ering longer jamming duration, e.g. 128ms as shown in Figure. 4.5c. It is visible

that a jamming signal with low strength is effective in this area between 100ms

and 150ms. The jamming signal is effective in areas where the wake word has

a low energy density. The selection of jamming frequency f and bandwidth

B has also some impact on jamming success. While the use of the entire con-

sidered spectrum from 0-8kHz is effective it is notable that the bands 2-3kHz

and 6-7kHz are specifically useful. One would assume the usefulness of the

2-3kHz band as speech is present in this range. The effectiveness of the 6-7kHz

band is initially unexpected, as fundamental frequencies of human speech do

not typically extend to this range. However, this band may be effective due to

microphone sensitivity characteristics at higher frequencies, or sibilant sounds

which produce high-frequency spectral content that can extend into the 6-7kHz

range. The band from 4-5kHz is least useful for a jamming signal. The analy-

sis presented above is based on a single wake word sample from one speaker

to provide detailed insights into jamming signal characteristics. To validate
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the generalizability of these findings, we also evaluated jamming effectiveness

across all available wake word samples in the dataset. The key observations

are consistent across all tested samples, though with some speaker dependent

variation in the precise timing and amplitude requirements.

Note that in this experiment set, the jamming energy is constant for a selected

initial S; if the duration τ or bandwidth B is reduced the amplitude of the

jamming signal is increased. Thus, Figure. 4.4 allows us to determine how an

attacker may best invest an available energy budget to disrupt the detection of

this particular wake word utterance. If the attacker is not able to precisely time

the attack signal it would be the best option to use a frequency band of 2-3kHz.

In this frequency band a jamming signal of 32ms, 128ms or 256ms duration is

always successful, irrespective of timing and in most cases with the lowest initial

signal strength. Also signals with 2ms duration are often effective irrespective

of timing in this frequency band; however, a stronger signal strength is often

required. If the attacker has better control on timing of the jamming signal

more options exist. For example, a short 2ms jamming signal placed at 96ms to

162ms is successful. The attacker can allow for some variability in timing and

still be successful. A short duration of the jamming signal may be beneficial as

it may be less noticeable by users than a long duration, even if emitted with

lower amplitude.

4.3.2 Experiment Set 2 — Superimposing Noise and Variable

Energy

In this experiment, the amplitude of noise signal is kept constant across all jam-

ming duration resulting in the longest window having the strongest jamming

signal energy. It is important to note that the 0-8kHz, 256ms configuration

serves as the reference baseline for calculating signal strength values S in both

experimental scenarios. Consequently, the 0-8kHz row in Figure 4.5d shows the

same signal strength values as the 0-8kHz row in Figure 4.4d. However, they

are not duplicates since they represent two fundamentally different jamming

strategies. The key distinction between the two experiments lies in how other

duration and bandwidth combinations are treated. In the constant energy case,

shorter windows have increased amplitude to maintain equal energy, whereas

in the variable energy case, all jamming windows use the same amplitude, re-

sulting in lower total energy for shorter windows.

As we can see, the jamming signal becomes quickly ineffective when reducing
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(a) 2ms jamming duration

(b) 32ms jamming duration

(c) 128ms jamming duration

(d) 256ms jamming duration

Figure 4.5: Wake word detection success superimposing white noise with vari-
able energy.
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the jamming duration as the signal energy reduces. The bands 2-3kHz and 6-

7kHz are most effective, this observation corresponds with the previous results

from Set 1.

For a short jamming duration of 2ms the jamming signal is entirely ineffective

except when using it with the full band of 0-8kHz between 100 and 150ms. As

the amplitude is kept constant when reducing bandwidth and duration this is

the only situation where a 2ms jamming signal has sufficient energy to cause

disruption. For 32ms duration the signal is effective between a 100ms to 150ms.

For 128ms and 256ms duration jamming in all frequency bands from 0ms to

around 150ms. It has to be noted that a signal placed at t = 0 with duration of

128ms or 256ms reaches well into the period between 100ms and 150ms with

sufficient energy in this area. The results indicate a particular sensitive region

from 100 to 150ms; this corresponds with results from Set 1.

4.3.3 Experiment Set 3 — Replacing Wake Word and Con-

stant Energy

In this experiment set the wake word is replaced with the jamming signal in-

stead of superimposing it. This can be seen as an ideal jamming case. In areas

where the jamming signal is placed, only white noise is remaining. For exam-

ple, an attacker could craft a signal such that after superimposition only white

noise remains. Such approach may be feasible with accurate timing and the

knowledge of the audio signal; we know that the audio contains the spoken

word ‘Activate’. The signal energy of the replaced jamming signal is kept con-

stant when varying duration τ and bandwidth B; the initial signal strength S

is calculated for τ = 256ms and B = 8kHz. The results of the experiment are

shown in Figure. 4.6. We only show the results for τ = 2ms and τ = 128ms

as the results are similar to the results of Set 1. In some regions, replacement

jamming is more effective. For example, in the 6-7kHz band around 320ms

for τ = 2ms, replacement successfully prevents wake word detection. How-

ever, in other regions replacement is less effective. The 0-1kHz band starting

at t = 450ms for τ = 2ms shows reduced jamming success with replacement

compared to superimposition

It can be concluded from this experiment that effort in crafting a jamming signal

that creates an optimal white noise in the jamming region is not worth the

effort. Superimposed white noise is sufficient.
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(a) 2ms jamming duration

(b) 256ms jamming duration

Figure 4.6: Wake word detection success replacing the audio signal white noise
with constant energy. Heat maps show results for (a) τ = 2ms and (b) τ =
256ms durations
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4.3.4 Experiment Set 4 — Replacing Wake Word and Variable

Energy

In this experiment set the wake word is again replaced with the jamming signal.

The energy is variable as the amplitude remains constant. The results are shown

in Figure. 4.7.

When comparing the two scenarios for varying noise energy given in Figure. 4.5

(superimposing wake word with noise) and Figure. 4.7 (replacing the wake

word with noise), it can be seen that both sets exhibit very similar patterns.

Replacing does not improve jamming compared to superimposition.

4.3.5 Evaluation of Jamming in an Over-The-Air Setup

We assessed our jamming evaluation in a practical experimental setup, where

both wake word and jamming signal are played through Universal Serial Bus

(USB) speakers, and the mixed signal is captured over the air by a microphone

array and passed to the wake word detection model that runs on a backend

laptop. The experimental setup for real-time jamming is shown in Figure 4.8.

Figure 4.8: Experimental Setup for the evaluation of real-time jamming

The mini-USB speaker on the left-hand side (USB speaker 1) of Figure 4.8 plays

the wake word and that on the right-hand side (USB speaker 2) plays the jam-

ming signals. The speakers support a 48 kHz sampling rate for audio playback
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(a) 2ms jamming duration

(b) 256ms jamming duration

Figure 4.7: Wake word detection success replacing the audio signal white noise
with variable jamming signal energy. Heat maps show results for (a) τ = 2ms
and (b) τ = 256ms durations.
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and are positioned equidistantly at 24cm from the microphone array that cap-

tures the mixed signal. For the purposes of this experimental evaluation, we

chose the 24cm distance to represent typical near-field voice interaction scenar-

ios with personal voice assistants, and the symmetric placement ensures con-

trolled and balanced acoustic conditions for systematic testing. While this con-

trolled laboratory setup allows us to validate the jamming effectiveness iden-

tified in our offline analysis, we acknowledge that a practical attack scenario

would involve different configurations, including varying distances, angles, and

environmental conditions. Future work will include evaluation of more realistic

attack setups. We used a ReSpeaker Mic Array v2.0 microphone array equipped

with four microphones [MG20]. The experimental setup is placed in a room

measuring 3.8m in length and 3.4m in width to simulate realistic acoustic con-

ditions. The ReSpeaker Mic Array v2.0 microphone array captures the audio

using all four microphones and combines the audio into a single channel. This

mono audio signal is then provided as input to the wake word detection model

which provides decisions about the presence of wake words. We did not use

timing differences in this work, as the focus is on evaluating the robustness of

wake word detection under acoustic interference.

The practical experiment is conducted using the same wake word ‘Activate’ that

has been used in the previous sections for evaluation. The jamming is done

using ‘Ping noise’ with different variations as described in Table 4.1 instead of

white noise. This choice reflects short, sudden background sounds that often

occur in real-world environments, such as beeps or notifications. Using a differ-

ent type of interference helps test how well the wake word detector performs

under a variety of noise conditions.

Initially, both the wake word and the jamming signal are played simultaneously.

The volume level of the USB speaker 1 that played wake word is maintained

higher than the USB speaker 2 that plays noise signals, to ensure that the noise

is not overpowering. In order to study the impact of noise at each position of the

wake word, we introduced a progressive delay of 1 ms in playing the jamming

signal during each iteration. This allows us to recreate the superimposition of

noise over the full length of the wake word scenario as described in section

4.3.1.

As the evaluation iteration proceeds, the progressive delay increases. When

the jamming signal is delayed by 100 ms from the start of the wake word, the

jamming signal interrupts wake word detection continuously between 100 and
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Figure 4.9: Wake Word Detection Success in Real Time Experimental Setup
using Ping Noise of 128ms.

150ms after the wake word began, referred to as the sensitive region. The noise

began to impact the wake word detection when precisely timed within this sen-

sitive area. To visualize the effect of jamming in the real-time setup, the results

of the experiment using ping noise of 128ms long duration are shown in Figure

4.9. It can be observed that the noise impacted the wake word detection suc-

cessfully in the sensitive region that closely mirrors the phenomenon illustrated

in section 4.3.1, where the evaluation is done for jamming using readily avail-

able processed data. Although the figure presents results from a single speaker

for consistency across experiments, we tested the setup with other speakers as

well and observed a similar jamming effect, indicating that the phenomenon is

not user-specific.

4.3.6 Zebra Effect

Many areas in the heat maps in the above figures exhibit a “zebra” pattern,

meaning that in places successful and unsuccessful wake word detection alter-

nate especially for the lower energy jamming signals. For example, placing the

jamming signal at a position t ms is successful, at t + 1ms it is unsuccessful and

at t + 2ms successful again.
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This effect is due to the mismatch in the time domain step size used for provid-

ing the incoming audio spectrogram to the model and the time domain step size

chosen for sliding the jamming window over the wake word. As explained in

section 4.2, the wake word detection model used in this study processes audio

through spectrogram feature extraction. The spectrogram is fed to the model

frame-wise, where each frame is of size 10ms long approximately. In our ex-

perimentation, the noise is placed over the wake word incrementally in small

time steps of 1ms, which is only 10% of the spectrogram’s frame size (10ms).

When the noise which is placed over this frame of audio input, moves right

by one step in the time axis let’s say t + 1ms, it may span across two adjacent

spectrogram frames, especially if the noise duration is longer than 10 ms. In

such cases, the noise may partially mask spectral features such as the frequency

values in one frame but leave features in the adjacent frame unmasked, leading

to inconsistent detection results. Whereas for the noise of a shorter duration

(2ms, 4ms and 8ms), the impact entirely depends on the position of the noise

window over the audio as the audio signals are dynamic and vary over time.

The inconsistencies in the model’s output shown as zebra pattern due to the

spreading of noise over adjacent frames of the spectrogram could be avoided

by matching the length of the noise window with the length of the spectrogram

frame. To verify this assumption, We have also conducted an experiment by

changing the step size of placing white noise over the wake word to 10ms and

the end results of the wake word detection pattern are different from the pre-

vious scenarios, as shown in Figure. 4.10. When the noise is shifted over the

wake word with a 10ms step size, the “zebra” pattern vanishes because the step

size matches the frame size of the spectrogram (10 ms). This alignment ensures

that the noise is applied consistently within each spectrogram frame, avoiding

partial masking.

However, using a 10ms step size significantly reduces the granularity of the

analysis. Since the step size is equal to the frame size, the noise placement be-

comes less precise, and the experiment loses its ability to capture fine-grained

variations in the impact of the noise on wake word detection. This coarse step

size may overlook critical details about how the position and duration of the

noise influence the wake word model’s behaviour. To acquire a better under-

standing of the system’s sensitivity to noise placement, a smaller step size such

as 1ms was chosen for the rest of the experiments.
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Figure 4.10: Wake Word Detection Pattern under 32ms White Noise Jamming
with 10ms Step Size

4.3.7 Noise Types

As described in Section 4.3.3 there is little benefit in crafting a jamming signal

that creates an optimal white noise in the jamming region. Our experiments

apply white noise through superimposition onto the wake word audio. While

we tested both superimposition and replacement, both methods yield similar

jamming effectiveness within the target region, as the noise sufficiently cor-

rupts the spectral features regardless of the local amplitude of the wake word.

However, that does not mean that other types of signals could be more effective

than white noise.

We carried out experiments using a ping noise and keyboard noise as specified

in the table 4.1. White noise is very noticeable as jamming noise and it might be

possible to use sounds that are perceived less intrusive as jamming signal. Ping

noise contains periodic tones as shown in the figure 4.2b, while keyboard noise

consists of irregular typing sounds creating intermittent broadband bursts 4.2c.

The results for jamming with a duration of τ = 8ms using superimposition with

constant energy (similar to Set 1) are shown in Figure 4.12. This duration was

chosen as a representative mid-range value to enable fair comparison between
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noise types.

The figures show that both noises, ping and keyboard have a noticeable effect

on the wake word detection process. Both noise types have a very similar effect

and are better than white noise. The ping noise has a slightly higher impact

than keyboard, covering a larger area in the heat map. However, we can con-

clude that for effective jamming the specific type of jamming signal is irrelevant;

signal strength, bandwidth and timing determine the success. For example, if

using the frequency band from 2-3kHz and a time between 100ms and 150ms

any of the three noises is an effective jamming signal.

In the real-time experimental scenario, we conducted jamming using white

noise and ping noise and observed that the white noise was not very effective in

interrupting the wake word detection as compared to ping noise. It seems to be

because of the USB speaker’s limitations in playing the white noise. We verified

this by comparing the spectral characteristics of white noise played through the

USB speaker and recorded versus the original white noise file. Spectral analysis

revealed that while the frequency characteristics were preserved, the played-

back signal exhibited significantly reduced amplitude (approximately 80-90%

attenuation), which can be observed in the figure 4.11.

4.3.8 Jamming Energy

An attacker aiming to maximize disruption while minimizing detection would

strategically allocate their energy budget, focusing on the sensitive areas of the

wake word. This approach would allow the attacker to use less energy for the

jamming signal, thus staying less noticeable. Human auditory perception plays

a crucial role in determining detection risk. Lower amplitude jamming signals

are harder for humans to perceive, particularly when they overlap temporally

with the wake word itself.

To gain a deeper understanding of the energy required for a jamming signal at

different positions within the wake word, we conducted an additional experi-

ment. In this experiment, we used a jamming signal with a duration of τ = 2ms

and a bandwidth of B = 8kHz. This jamming signal was superimposed on the

wake word at various time points t, and the wake word detection success was

evaluated. The initial power was set at an SNR of 0 dB, meaning the wake

word and jamming signal were of equal strength. The energy of the jamming

signal was then incrementally increased until jamming was successful at a spe-
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Figure 4.11: Comparison of input white noise (left) versus recorded white noise
after USB speaker playback (right). Top: Waveforms showing significant am-
plitude reduction. Bottom: Spectrograms demonstrating preserved frequency
characteristics (0-8 kHz) but reduced power levels.

cific wake word position or the jamming energy reached a limit of 500 times

the energy of the wake word at that region. To maintain practicality, we did

not allow the energy to increase infinitely due to real-world constraints, such as

output limitations of typical consumer USB speakers which are typically around

85-90 dB Sound Pressure Level (SPL) and to avoid speaker nonlinear distortion

at high output levels and the threshold where sound becomes uncomfortably

loud or potentially harmful to human hearing.

The experimental setup is as illustrated in 4.3.5, with two USB speakers and

a microphone array. The two USB speakers played the wake word and the

jamming signal simultaneously, with one of the speakers emitting the jamming

signal with a gradual delay of 1 ms, allowing the jamming signal to move across

the wake word. This configuration was designed to replicate the experimental

conditions of superimposing a jamming signal over the wake word, as detailed

in 4.3.2.
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(a) 8ms jamming duration, white noise

(b) 8ms jamming duration, key noise

(c) 8ms jamming duration, ping noise

Figure 4.12: Wake Word Detection Success while Superimposing Different
Noise Types Using a Jamming Duration of 8ms with constant energy.
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Refined Heatmap Approach

We employed a refined heat map approach to capture the results. The previ-

ous heatmaps used colour coding to represent the strength (S dB as shown in

4.1) of the jamming signal across various frequency bands. The colour in these

heatmaps now represents the minimum energy required for a jamming signal

to successfully disrupt wake word detection at a specific point in time(t ms as

shown in Table 4.1) during the wake word detection. These new heatmap rep-

resentations also clearly highlight the sensitive regions within the wake word.

By focusing on these regions, an attacker can achieve successful jamming with

a jamming signal of minimal energy. We continue to use this heatmap approach

throughout the remaining experiments, as it offers more insights compared to

previous representations.

4.3.9 Result of Required Jamming Energy for Succesful Jam-

ming

Fig. 4.13 shows the result of jamming the LSTM-WD model using white noise

of varying duration, placement, and power in the form of a heat map. The

X-axis represents time and covers the duration of the wake word (in ms) and

the Y-axis represents the different jamming signal duration (in ms). Initially, a

jamming signal is superimposed over the wake word and the wake word de-

tection is assessed. If the detection fails, the jamming signal moves by 1ms,

and the assessment is repeated. If the jamming signal is not strong enough to

interrupt the wake word detection, then the jamming signal energy is increased

until jamming is successful or the energy limit is reached. The shade of blue

indicates the energy of the jamming signal necessary to prevent wake word

recognition. Darker shades of blue indicate high energy with the lightest blue

representing the lowest used energy corresponding to SNR 0dB (noise power

is equal to wake word power). Grey areas show where jamming was impossi-

ble. It can be seen in Fig. 4.13 that the wake word detection is very sensitive

to jamming signals. A short jamming signal of 2ms duration with low power

corresponding to SNR of 0dB (jamming signal power equals wake word power)

can be sufficient (e.g. between 85ms and 150ms). Many variations of jamming

signal duration, strength and power are successful in preventing wake word de-

tection. Jamming effectiveness varies depending on the duration, strength, and

placement of the signal. In some regions, a slight adjustment in signal timing

determines jamming success or failure. However, there are also regions where
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precise signal positioning and timing are less critical for successful jamming.

Notably, all evaluated jamming signal durations are effective in the area from

85ms to 150ms, which is the identified sensitive regions in previous experiments.

The sensitive areas also seem to be unvoiced areas of the wake word, with low

energy. From this experiment, one could suggest that it could be beneficial for

a jammer to place the jamming signal in the unvoiced region of a wake word.

It is possible that an unvoiced region of a long duration can help an attacker

to place a jamming signal as strict timing is then not required.Analysis of the

wake word ‘Activate’ audio waveform and spectrogram reveals that this sensi-

tive region (85-150ms) corresponds to an unvoiced segment with low energy,

specifically the /k/ and /t/ phonemes.However, this entirely depends on the

wake word as some wake words can have sensitive areas even in the voiced

regions which is explored in detail in chapter 7.

4.3.10 Wake Word Jamming on Different Wake Words

and Algorithms

We used the similar wake word jamming approach on different wake words

and the result of jamming is similar to our findings on different wake words

and wake word detection algorithms. Obviously, the positions of sensitive areas

within the wake word are different as they are specific to a word. The other

wake words chosen for our evaluation are ‘Alexa’ and ‘Marvin’. We also evalu-

ated the effect of jamming with a different wake word detection model by Oleg

et al called as MHAtt-RNN [RKS+20], and the model is effected by jamming in

a similar way as LSTM-WD model.

4.3.10.1 Jamming using “Alexa” as a Wake Word

To further generalize our findings on jamming, we retrained the LSTM_WD

model specifically for the wake word, “Alexa” For the dataset preparation, we

used an “Alexa” dataset sourced from [Anh18] containing 369 samples of peo-

ple saying “Alexa”. We used these samples as positive examples (wake words).

To gather negative examples (non-wake words), we used spoken words data-

set sourced from [MCB+21] containing words other than “Alexa”. Following

the same methodology as previous experiments, we created 10-second audio

samples containing silence and background noise, with equal numbers of wake

word and non-wake word instances randomly placed within each sample. Wake

word occurrences were labeled as 1, and non-wake word occurrences as 0.
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Figure 4.13: Wake word detection performance when superimposing white
noise over the wake word ‘Activate’. The colour intensity represents the noise
energy level required for successful jamming. Grey represents areas where jam-
ming was not possible. Waveform of Activate superimposed with a Jamming
Signal on the Top.

The complete dataset consisted of 70,000 such 10-second audio samples, split

into 80% (56,000 samples) for training and 20% (14,000 samples) for testing.

We trained this new “Alexa” detection model for 100 epochs with a batch size

of 50, then evaluated it on previously unseen test samples to verify detection

accuracy before conducting jamming experiments.

The jamming was successful on the new wake word, "Alexa," as shown in Fig-

ure 4.14. While the sensitive areas differed in position compared to previous

wake words, they were still present.
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Figure 4.14: Jamming using ping noise on the wake word “Alexa”. WaveForm
of Alexa Superimposed with a Jamming signal on the Top

4.3.10.2 Jamming using “Marvin” as a Wake Word

We retrained the LSTM_WD wake word model with another wake word called

“Marvin” using the same method as explained in previous section 4.3.10. The

dataset used here is the speech commands, from which we chose “Marvin” as

our wake word to train the model. The dataset contains 1,746 utterances of

the word “Marvin”. The negative samples for non wake words are also sourced

from the same speech commands dataset and we chose the rest of the words

other than “Marvin” as non wake words. We labelled the data such that wake

words are marked as 1s and rest of the words are marked as 0s. We created a

total of 1746 data samples by superimposing wake words and non wake words

onto a 10sec audio sample of background noise. The data samples are split into

80% for training and 20% for testing. We trained the model for 200 epochs with

a batch size of 50. The increased number of epochs compared to the “Alexa”

model was necessary due to the substantially smaller dataset size, requiring

more training iterations to achieve comparable model performance. This should

be viewed as a practical training adjustment rather than a guaranteed way to

offset limited data. After training, we tested the model on previously unseen

audio samples.

We executed jamming with ping noise on the wake word “Marvin” of 420ms

long and the results are shown in the figure 4.15. Because the wake word
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and jamming signal amplitudes are closer, the jamming signal is not visually

separable in the time domain plot. The jamming was also successful on the new

wake word, “Marvin” with sensitive areas that are very susceptible to jamming.

Figure 4.15: Jamming using ping noise on the wake word “Marvin”. WaveForm
of Marvin Superimposed with a Jamming signal on the Top

4.3.10.3 MHAtt-RNN Wake Word Detection Model

We employed the MHAtt-RNN algorithm introduced by Oleg et al.[RKS+20],

which was originally developed for keyword spotting. Keyword spotting is the

task of detecting specific words or phrases in continuous audio streams, com-

monly used in voice activated systems to identify commands or wake words

[CPH14, ZSLC17]. This model architecture consists of a speech feature extrac-

tor and a neural network-based classifier. The architecture works as follows, the

input audio is first divided into overlapping frames of 40ms duration with 20ms

overlap. Each frame is processed through a CNN to extract MFCC features.

These MFCC features are then fed into the multi-head attention mechanism,

which consists of four parallel attention heads. Each attention head indepen-

dently learns to focus on different temporal patterns in the audio features, for

example, one head focuses on phoneme boundaries while another focuses on

energy transitions. The outputs from all four attention heads are concatenated

and passed through GRU layers, which capture the temporal dependencies in

the audio sequence. Finally, a dense layer with softmax activation classifies
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whether the input contains the target keyword. This multi-head attention ap-

proach allows the model to simultaneously attend to multiple aspects of the

audio signal, improving its ability to distinguish the keyword from background

noise and similar-sounding words [RJ22]. The architecture is similar to the

standard keyword spotting model proposed by Sercan et al. [AKC+17].

We adopted this model architecture and retrained it to predict the presence of

wake words in incoming audio signals, focusing on the wake word “Marvin”.

The dataset used for training is divided into 80% training data, consisting of

1,293 samples, and 20% test data with 320 samples, each having an average

duration of approximately 700 milliseconds. This dataset used, is sourced from

the Speech Commands dataset referenced in [War18a].

After training the model to recognize the wake word “Marvin”, we implemented

jamming using the over-the-air setup. The results of jamming on the wake

word “Marvin” with this newly trained MHAtt_RNN model were found to be

very similar to those for the word “Marvin” using the LSTM_WD model. This

demonstrates that the presence of sensitive regions is consistent across different

model architectures. However, when comparing “Marvin” to "Activate" (using

LSTM_WD for both) from figures 4.13 and 4.15, the specific temporal positions

of sensitive regions differed, reflecting the distinct phonetic structures of these

two wake words.

4.3.10.4 Experiment on Echo Device

We extended our testing to a commercial device, the Amazon Echo, to explore

how well it can resist wake word jamming. Since the Echo’s algorithm is pro-

prietary and internal processing details are not publicly available, we could not

automate the testing process and instead recorded each result manually. Our

experiments showed that the Echo is indeed vulnerable to jamming. Specifi-

cally, when noise was added in the first 40–50 milliseconds of the wake word

“Alexa,” the device failed to respond. This suggests that the Echo also has sen-

sitive regions, but it required longer or more intense jamming signals to be

disrupted compared to our test models.

We believe this difference is due to the Echo’s features, including built-in noise

cancellation, acoustic echo cancellation which were not present in our experi-

mental setup. Overall, the Echo device displayed a similar pattern of sensitivity

to jamming as our tested algorithms. Since we lacked access to the Echo’s in-

ternal detection confidence scores and could only observe its response whether
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detected or not detected from the device’s activations, we could not generate

the detailed energy-versus-position heatmaps produced for our other models.

4.3.11 Findings

To jam the wake word ‘Activate’ of the LSTM-WD algorithm, a jamming signal is

to be constructed which is described by signal type, strength, timing, duration,

frequency and bandwidth.

Signal type: Our experiments have shown that the signal type used to construct

the jamming signal is not particularly relevant. White noise, ping and keyboard

noises are all useful signals providing similar success rates. Also, a signal de-

signed to produce perfect white noise in the jamming region is not better than

other signals. Thus, a signal type should be used that is least noticeable by users

such as signals that blend into the ambient environment to conceal the jammer

Signal strength: As intuition suggests, a strong signal is usually better for dis-

ruption of the wake word recognition than a weak one. However, the signal

strength is limited by the available loudspeaker to emit the jamming signal and

a strong signal is again noticeable by users.

Signal timing: The timing of the jamming signal in relation to the wake word

is key to successful jamming. As we have shown, the jamming signal should be

placed in the unvoiced region of a wake word as the wake word has in these

areas the smallest energy and the jamming signal can therefore be of low en-

ergy as well. For the used wake word ’Activate’ the regions to consider are

from 100ms to 150ms and from 470ms on. As the jammer may first have to

recognize the wake word itself before placing a jamming signal the region from

470ms might be best as it gives sufficient time to synchronize jamming with the

wake word. However, even the area from 100ms to 150ms should be feasible

for a practical system. To relax timing constraints of the jamming device the

jamming signal should be placed at a time where jitter has little impact. As

we have shown, the areas from 100ms to 150ms and from 470ms on fulfill this

requirement. Variations of up to 50ms in placing the signal have no impact on

jamming success depending on the wake word and the algorithm used. How-

ever, it also should be noted that placing a disturbance in the unvoiced speech

area would be more noticeable by users than placing it in the voiced region

of the wake word. In a practical attack scenario, an attacker must be aware

of several constraints: the need for precise timing synchronization, hardware

capable of real-time wake word detection and playback, and the need for prior
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knowledge of the target wake word’s phonetic structure and the wake word

detection algorithm.

Signal duration: A long jamming signal duration is more useful than a short

duration. However, if the energy budget for a jamming device is limited (e.g.

a battery powered jammer) it is not useful to use the longest possible jamming

duration as then the signal energy becomes too weak. Also, a jamming signal

with long duration might be more noticeable by users than a short pulse. A

short signal of only 2ms is sufficient if timed correctly.

Signal frequency and bandwidth: The jamming signal does not have to cover the

entire frequency band. Jamming is most effective in the area between 1-2kHz,

2-3kHz and 6-7kHz. A bandwidth of 1kHz is sufficient to achieve a disruption.

As speech components are not present in the 6-7kHz band a PVA could filter this

frequency range to prevent jamming. Thus, the area of 1-3kHz is most useful

for jamming but is also the most noticeable by users.

It should be noted that the zebra effect should also be taken into account when

deciding on jamming signal placement. An attacker should not place a jamming

signal in an area with a strong zebra pattern as slight timing variations will

decide on the success of the jamming process. Placing the signal in an area that

shows a long duration of jamming success is preferred.

Real Time jamming Experiment Findings: In real-time, the noise signal can in-

deed disrupt a wake word detection model and if the interruption is in the

sensitive regions, it can effectively interfere with wake word detection. How-

ever, it is noteworthy that the noise should be of a longer duration and contain

higher frequencies such as ping noise are much more effective in doing the

interruption.
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Chapter 5

Robust Wake Word Detection

Wake word detection algorithms in PVAs are not designed to handle acoustic

DoS attacks as explained in Chapter 4. Commercial PVAs employ sophisticated

noise cancellation methods. These methods can deal with background noise

to some extent, however, they are insufficient to suppress deliberate jamming

efforts. To address this, we investigate the mitigation methods to make the

wake word detection model robust against such crafted deliberate jamming

attacks. Specifically, we propose using adversarial training, a technique that

involves training the wake word model on samples of wake words along with

jamming signals. This approach allows the model to get familiarized with the

jamming signals during the training process to learn and adapt to their presence

thereby effectively improving its resilience.

The process of adversarial training involves superimposing jamming signals

over the wake word only in the sensitive areas identified during the jamming

experiment. By training with these samples, the model gains the ability to rec-

ognize wake words when faced with similar forms of interference during real-

world operation. Another crucial element of our adversarial training process is

the careful selection of jamming signal type used for training. We observe that

using a jamming signal that can sound or cover a diverse variety of different

types of noises such as ping noises, household noises, etc., can greatly improve

its ability to generalize. This enables the wake word detection model to be

resilient not only to known jamming signals but also to new and previously

unknown jamming signals it may encounter during the wake word detection

process.

We optimize the adversarial training effort by identifying areas of the wake
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word that are highly susceptible to acoustic interference. By identifying these

sensitive areas, we generate training samples that make the model more re-

silient to jamming. We put this approach to the test with different wake words,

and two types of wake word detection algorithms, and we found that the adver-

sarial training consistently strengthened the model’s ability to detect the wake

word accurately despite the presence of jamming signals. This strategy im-

proves the model’s ability to recognize wake words despite interference and

enables it to detect wake words even when exposed to unfamiliar jamming sig-

nals not encountered during training. These findings suggest that our method

could make wake word detection more dependable even during a jamming at-

tack.

5.1 Related Work on Robust Wake Word Detection

Existing research focused on making a wake word detection model ro-

bust enough to detect wake words in noisy environments. Work by Lim

et al [LKK20], introduces a technique called Cross-Informed Domain Adversar-

ial Training (CiDAT) to improve the reliability of wake word detection systems

in noisy environments. Detecting wake words becomes challenging when back-

ground noise or interference is present. The CiDAT method addresses this issue

by training the model to identify wake word features regardless of the type of

background noise present. Traditionally, wake word detection systems struggle

because the features they use to identify specific words are easily disrupted by

noise. While existing techniques, such as Domain Adversarial Training (DAT),

aim to reduce the impact of noise by creating “domain-invariant” features, fea-

tures that are consistent whether or not noise is present, DAT alone is often

insufficient for handling a wide variety of complex background sounds. To over-

come this, CiDAT builds on DAT but introduces an innovative approach where

two parts of the model, called the “word encoder” and the “domain encoder,” in-

teract closely. The word encoder is responsible for identifying features related

to the wake word itself, while the domain encoder focuses on distinguishing

between different noise types. By introducing “cross-informed” connections be-

tween these two encoders, the model is able to improve its focus on wake word

features while reducing the impact of background noise.

This interaction between the encoders happens through pathways that allow

the word encoder to use information from the domain encoder, and vice versa.

For example, as the domain encoder identifies elements that are specific to the
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noise, it shares this information with the word encoder. This exchange helps

the word encoder isolate the wake word features from the noise, enabling the

model to “ignore” background sounds more effectively. This bidirectional shar-

ing of information strengthens the wake word detection capability, making the

model better equipped to handle noisy environments. During training, CiDAT

uses both clean and noisy audio samples to help the model learn in a range

of environments. This training includes the addition of simulated noisy con-

ditions, allowing the model to become familiar with common noise types it

might encounter once deployed. The model optimizes its detection by train-

ing on “quadruplet” groups of data that include both similar and distinct word

and noise combinations. This diverse training set reinforces the system’s ability

to distinguish the wake word even when unexpected sounds are present. The

approach demonstrated 83-89% recall rates across various unseen background

noise types (restaurant, street, airport, train) at SNR levels of 10-20dB, rep-

resenting 18-28% relative improvement over conventional domain adversarial

training methods. However, this approach focuses on robustness to natural

background noise rather than targeted defenses against deliberate jamming at-

tacks, which is the focus of our work.

Work by [GMS+20] Yixin et al explores a method for robust wake word de-

tection in PVAs, particularly targeting the challenging scenario of far-field set-

tings, where speech signals are often distorted by various types of environmen-

tal noise. To enhance wake word detection robustness without relying on large

amounts of transcribed, real-world data, the paper presents a combined ap-

proach using multi-condition training and semi-supervised learning. In multi-

condition training, the researchers start with a small, clean set of close talk

microphone recordings of the wake word. To mimic far field environments,

they create diverse training examples by adding reverberation, which simulates

room echo effects, and overlaying various types of noise for example, household

sounds or media playback. This approach effectively transforms limited clean

audio into an extensive, noise diverse dataset, allowing the model to adapt to

different conditions without requiring a large amount of real world noisy data.

In this way, the model learns to handle audio variations typical in household

settings, making it more adaptable to new environments and noise levels that

it encounters in practice.

To further enhance robustness, the authors apply semi-supervised learning.

This involves using additional wake word examples from large, untranscribed

audio corpora. An ASR model generates transcripts for these untranscribed
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recordings, identifying instances where the wake word or similar-sounding

words occur. These samples are then used to expand the training set, in-

cluding both confirmed wake word examples and “confusable” words: phrases

that sound similar to the wake word but are not intended to trigger the PVA.

By training with these confusable examples, the model develops the ability to

avoid false positives, becoming both sensitive to the wake word and resistant to

misidentification.

Though this research covers and focuses on wake word detection amid house-

hold or background noises and also develops an ability to avoid false positives,

it does not address targeted deliberate jamming attacks.

Work by [YZ22] Queichen et al, enhances the wake word detection model by us-

ing Res2Net’s multi-scale feature extraction that processes mel-spectrogram fea-

tures at multiple temporal scales and dual-stage classification strategy. Res2Net,

which serves as the model’s backbone, is structured to capture details at mul-

tiple scales within each layer. This multi-scale approach allows the model to

adapt to variations in wake word length and pronunciation by learning fine

and broad patterns simultaneously, making it more resilient to inconsistencies

introduced by different speakers or environments. To further improve robust-

ness, the model processes each audio signal into two types of spectrograms: one

with resizing and the other with slicing. Resizing adjusts each spectrogram to a

uniform length, enabling the model to detect global wake word patterns. Slic-

ing, on the other hand, divides the spectrogram into smaller sections, allowing

the model to focus on local patterns within parts of the wake word. This dual

approach strengthens the model’s ability to recognize wake words amid back-

ground noise or overlapping speech by analyzing both the overall and detailed

structure of the audio.

Additionally, the model employs SpecAugment: spectrogram masking as a data

augmentation technique during training to simulate noisy or interrupted condi-

tions. SpecAugment involves randomly selecting time and frequency segments

of the spectrogram and masking them, forcing the model to learn wake word

detection under partial or obscured audio. Such training makes the model less

reliant on clean signals, preparing it to function reliably even in challenging

real-world conditions. Finally, the model uses two classifiers, each trained on

one type of spectrogram. These classifiers then combine their results to confirm

a wake word, improving detection accuracy by incorporating both global and

local perspectives. This architecture, paired with strategic data augmentation,
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makes the model robust against common real-world noise, ensuring efficient

and reliable wake word detection.

Different from our work, robust wake word detection amid jamming interfer-

ence is not explored and addressed here.

Work by [SYO+18] generates adversarial perturbations using Fast Gradient Sign

Method [GSS14], a technique that computes small mathematical changes to the

input spectrogram based on the model’s loss gradients.

This approach is evaluated using two speech recognition benchmarks: the

Aurora-4 and CHiME-4 corpora. Adversarial data augmentation leads to sig-

nificant improvements in word error rate, particularly under challenging con-

ditions with high noise levels or channel distortions. The method is further en-

hanced by combining it with teacher-student training, where the teacher model

is trained on clean data and the student model learns from noisy data and the

teacher’s guidance, resulting in even greater word error rate reductions. While

this adversarial training approach improves general robustness, it differs from

our work, which uses realistic acoustic jamming signals specifically designed for

acoustic denial-of-service attacks on wake word detection.

5.2 Building a Jamming-Resistant Wake Word De-

tection Model

The experiments conducted on wake word jamming reveal that most wake

words contain specific sensitive regions that are highly susceptible to interfer-

ence from jamming signals. These signals can effectively disrupt the detection

process if they target these vulnerable areas. For example, in the case of the

wake word ‘Activate’, the sensitive regions were found to fall roughly between

100ms and 150ms from the start of the word, as identified in Section 6.3. Given

that these sensitive areas exist, training the wake word model with samples in

which jamming signals are superimposed precisely on these regions can en-

hance the model’s resilience. By introducing wake word samples that contain

both short and long, low- and high-energy jamming signals focused only on

these sensitive areas, the model becomes familiarized with various jamming

scenarios. This targeted exposure helps the model learn to recognize wake

words even when these specific regions are subjected to interference. For this

experimentation, we used the same wake word detection algorithm by Supriya
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et al. [SDSV20] trained on the wake word ‘Activate’ as it was used for jamming

experiments. We then performed adversarial training of the model by training

it with sample of wake word ‘Activate’ superimposed with jamming signals to

prevent wake word jamming. We observed that the model became robust in

wake word detection and was able to detect a data sample as wake word even

with the presence of jamming signals in it. To ensure that this approach worked

beyond a single wake word, we tested it with additional wake words like ‘Alexa’

and ‘Marvin’, as well as with the MHAtt-RNN model introduced in Chapter

4. The results showed that adversarial training consistently strengthened each

model’s ability to detect wake words despite jamming. This suggests that this

training approach can be widely applied across different wake words and detec-

tion models, making wake word recognition systems more robust against inter-

ference. Its possible that adversarial training could increase false positives, we

address false positive detection and mitigation strategies in detail in Chapter 6.

To reduce the amount of training required, we focused only on the sensitive

regions of the wake word rather than superimposing jamming signal at each

position covering the entire duration of the wake word. By focusing only on

these sensitive regions, we effectively minimized the training effort while still

allowing the model to learn to recognize wake words under jamming condi-

tions. This selective approach ensures that the model gains resilience against

interference where it matters most, without the need for exhaustive training

on every part of the wake word. The identification of these sensitive regions is

addressed in detail in Chapter 7. The only additional cost of adversarial train-

ing is the one-time generation of training samples with superimposed jamming

signals in sensitive regions. Adversarial training does not increase the model

size or computational requirements. The model architecture remains identical

to the baseline.

5.2.1 Sensitive Regions and Jamming Coverage

An attacker trying to disrupt the wake word detection would likely focus only

on the sensitive regions of the wake word. By targeting only these sensitive

regions rather than the entire wake word, the attacker could achieve maximum

disruption using minimal energy to produce a jamming signal that has maxi-

mum impact on the wake word detection. To identify these regions within the

wake word, we propose a new metric called Jamming Coverage C. This metric

helps us identify and measure these “sensitive regions”.
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A Sensitive region R is defined as a specific time window within the wake word

marked by a start time tS and an end time tE with duration T = tE − tS.

Within this time window, the jamming attack is successful for τ% of all test

cases which include variations in placement, duration and power levels of jam-

ming signal. For a region to be classified as sensitive, it must exceed a minimum

duration threshold Tmin (T > Tmin) to be considered a valid region. For exam-

ple, Fig. 4.13 exhibits one sensitive region R1 with T = 164ms − 88ms = 76ms

for a threshold of τ = 99%. In our study, we set τ = 99% and Tmin = 20ms to

consistently define sensitive regions by avoiding strictness, because this thresh-

old aggregates success across multiple jamming configurations. In practice, an

experiment may reveal multiple sensitive regions or none, depending on the

characteristics of the wake word and the conditions of the test. Each instance

of a spoken wake word, such as “Activate,” may show different sensitive re-

gions based on variations between speakers, including speaking rate, accent,

pronunciation, and voice characteristics. Sensitive regions reflect vulnerabili-

ties in how this specific trained detector processes acoustic input rather than

universal properties of the wake word itself. The sensitive region is important

because it shows an area the wake word is particularly vulnerable to interfer-

ence. In addition, it is an area where an attacker requires less effort to place a

jamming signal, as timing constraints on positioning and signal duration are re-

laxed. Essentially, jamming within a sensitive region requires less precise effort

to successfully interfere with wake word detection.

Jamming coverage C is defined as the area of a heat map where jamming is

successful, relative to the total heat map area, with respect to the duration

of the wake word. It is the percentage of blue regions (indicating successful

jamming) compared to gray regions (indicating no jamming effect) on the heat

maps.

For example, Fig. 4.13 displays a heat map for the wake word ‘Activate’, where

jamming coverage is C = 69.2%. This high percentage means that a significant

portion of the wake word duration is vulnerable to jamming interference, as

shown by the extensive blue regions. A robust wake word detection system,

which is resistant to jamming, should ideally exhibit a jamming coverage of

zero percent. The value of C is signal dependent, affected by the acoustic prop-

erties of the specific wake word, its phonetic structure, speaker variations, and

the model’s internal representation. By aggregating C across multiple speak-

ers and utterances, we can generalize the metric and obtain a more speaker

independent estimate of jamming vulnerability.

Personal Voice Assistant Security
Denial of Service

80 Prathyusha Sagi



5. ROBUST WAKE WORD DETECTION

5.3 Jamming Signals used for Adversarial
Training

5.3 Jamming Signals used for Adversarial Training

As described in section 4.2.1, we initially consider “White Noise” as the jam-

ming signal because of its flat spectrum and can impact all frequency regions

of the wake word equally. This allowed us to observe the general impact of

jamming. For adversarial training, we superimposed white noise of varying du-

ration specifically over the sensitive areas of the wake word to help the model

learn to detect the wake word despite interference. After training, the model

successfully resisted white noise jamming, reducing the jamming coverage C

value reduced from 69.2% to 6.8%. However, when the model was tested with

different type of noise such as ping noise as the jamming signal, it failed to

recognize the wake word and was vulnerable to interference. To investigate

this further, we used another type of jamming signal that can cover a variety

of noises such as “babel noise”. The babel noise is generated manually in wh-

ich we included background chatter, keyboard typing and cutlery clinking. We

used a web-based source [Pig20] for the generation of this babel noise. The

noise is then segmented into desired durations and used as a jamming signal

for adversarial training purposes.

For the experimentation, we start by choosing the jamming signal type first and

then limit it to the frequency band from 0kHz to 8kHz with durations varying

between 2ms and 256ms. We also varied the jamming signal’s power, starting

with an initial SNR of 0dB (where the wake word and jamming signal have

equal strength as defined in chapter 4). The jamming signal energy is gradually

increased by a factor until jamming is successful at a position of the wake word

or the jamming signal energy exceeds a limit(500 times the energy of the wake

word as described in Section 4.2.3).

While earlier evaluations, explained in Chapter 4, demonstrated that different

types of jamming signals, such as white noise, ping noise, or keyboard typing

noise can all effectively disrupt wake word detection. In the training context,

the choice of jamming signal becomes crucial. Although many signals can cause

interference during evaluation, diverse and representative jamming signals are

essential during training to generalize robustness across different interference

types.

We propose a simple and efficient method for improving the jamming resistance

of the wake word detection algorithm by using adversarial training. The idea

behind adversarial training is to train the algorithm with jamming signals that
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Table 5.1: Jamming Coverage C (%) Before and After Adversarial Training
LSTM-WD with Different Noises and Wake Words. Jamming coverage repre-
sents the percentage of wake word parameter space where jamming success-
fully prevents detection.

Wake Words Adversarial Training Jamming Signal
White Noise

C (%)
Ping Noise

C (%)
Activate None 69.2 72.6
Activate White Noise 6.8 66.0
Activate Babel Noise 7.0 9.8
Alexa None 30.6 51.3
Alexa White Noise 3.8 27.8
Alexa Babel Noise 4.1 10.0
Marvin None 43.5 50.8
Marvin White Noise 14.3 14.3
Marvin Babel Noise 5.2 7.4

might be encountered.

5.3.1 Adversarial Training Data

To create adversarial examples, we combined wake words with jamming sig-

nals. However, given the vast number of potential jamming signals each with

varying positions, durations, and power levels, generating all possible examples

would be time consuming and costly. To reduce the number of adversarial ex-

amples, we only generate examples for sensitive regions. Through our analysis,

we observe that a sensitive region consistently observed between tS′ = 80ms

and tE′ = 200ms after the start of the wake word for different speakers and we

chose this area R′ to focus our training effort (where tS′, tE′ denote the start

and end times of this particular region R′). Considering the different positions,

duration, and power of noise signals in R′ we consider 24,000 jamming signals

(rather than the 16,848,000 combinations required if we covered the entire du-

ration of the wake word). These noise signals are superimposed on the existing

samples of thirteen different users speaking the word ‘Activate’. Thus, a total

of 312,000 adversarial samples were created. Each time the noise of a partic-

ular duration is superimposed over the wake word at a given position p of the

sensitive region, an adversarial audio sample is created. All users data were

combined during training to build a single, speaker-independent wake word

detector. Personalization of the model per user is not explored in this work.

Before training, each sample needed to be labeled. Since the goal is to distin-
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guish between wake words and non-wake words, We labelled the words where

1 denotes the presence of the wake word (positive class), including wake word

samples mixed with jamming signals, and 0 denotes non wake word audio (neg-

ative class). This labeling allowed the model to learn how to differentiate be-

tween true wake words and other sounds, even in the presence of jamming

signals. Importantly, the model does not learn to recognize jamming patterns

as indicators of wake words; rather, it learns wake word features despite the

presence of interference.

5.3.2 Adversarial Training Process

We began adversarial training with a pre-trained LSTM_WD model that is de-

signed to detect the wake word “Activate”. All layers of this model are retained.

In the initial phase, we conducted adversarial training with data samples of the

wake word "Activate," each overlaid with white noise as a jamming signal in

the identified sensitive regions within the word. To prepare for training, the

adversarial data samples are split into 20% for validation and 80% for training.

We used a binary cross-entropy loss function for training since the goal is to

classify each input as one of the two possible classes(either wake word or non

wake word). The model was trained over 100 epochs with a batch size of 10 in

each epoch. We selected the final model from the last epoch as our adversarially

trained LSTM_WD model.

This model is then tested against jamming with white noise and the resulting

heat map is given in Fig. 5.1a for one speaker uttering ‘Activate’. Only a few

regions in the heat map are coloured blue and the jamming coverage is reduced

from C = 69.2% (Fig. 4.13) to C = 6.8%. This reduction demonstrates the suc-

cess of adversarial training, as it shows the model has become largely resistant

to white noise. Additionally, the once-sensitive regions no longer appear on the

heat map, indicating that these vulnerable areas are no longer susceptible to

interference.

In the next phase, we tested the adversarial trained model’s resilience using

ping noise instead of white noise as an interference signal. This noise type

was not included in the adversarial training set and was therefore unfamiliar

to the LSTM-WD model. The result given in Fig. 5.1b shows that most regions

in the heat map are coloured light blue indicating that even minimal energy

from the ping noise was enough to disrupt the model’s performance in these

regions. This outcome demonstrates that while adversarial training with white

Personal Voice Assistant Security
Denial of Service

83 Prathyusha Sagi



5. ROBUST WAKE WORD DETECTION

5.3 Jamming Signals used for Adversarial
Training

noise improved the model’s resistance to similar noise types, it does not fully

generalise all kinds of interference signals particularly high-energy ones such

as ping noise. The model’s vulnerability to this new jamming signal highlights

the need for a broader and more varied set of adversarial examples to enhance

robustness against a wider range of noise types.

5.3.3 Resistance to Noise Variation

As explained in the previous Section 5.3, to build a more universally resilient

model that can withstand a wide range of jamming signals, we needed a noise

type that could effectively represent various types of interference. For this pur-

pose, we selected babel noise as a replacement for white noise in adversarial

training. Using babel noise as the new jamming signal, we generated adver-

sarial samples and adapted the model in the same way as previously described.

The experimental results using white noise and ping noise as jamming signals

are shown in Fig. 5.2. In both heat maps, most of the regions are coloured grey

indicating that training with babel noise effectively made the model more ro-

bust to an unseen and high-energy noise signal like ping noise. The model also

became robust to white noise when trained with babel noise. For ping noise,

the adversarial training using babel noise decreased the jamming coverage C to

9.8% from 66.0% (see Table 5.1).

This reduction demonstrates that training with babel noise significantly im-

proved the model’s resilience to various jamming types, not only defending

against white noise but also against ping noise. This improved resilience is

likely due to the varied composition of babel noise, which includes a wide range

of sound intensities and types. Importantly, the sensitive regions previously

vulnerable to attack are now absent across all tested noise types, suggesting

a robust, noise-resilient wake word detection model that can handle diverse

interference conditions.

5.3.4 Results of Adversarial Training in Practical Experimen-

tal Setup

We replicated the same set of experiments in a practical setting using the ex-

perimental setup explained in 4.3.5, where the wake word and the jamming

signals of varying duration are played through two separate USB speakers. One

of the USB speakers played the wake word, while the other played the jam-
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(a) Jamming using white noise. The attack is considered unsuccessful (C =
6.8%).

(b) Jamming using ping noise. The attack is considered successful (C =
66.0%).

Figure 5.1: Impact of jamming using ping and white noises on the performance
of wake word detection using the wake word ‘Activate’ after adversarial training
using white noise.
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(a) Jamming using White noise on the Wake Word ‘Activate’. The attack is
considered unsuccessful (C = 7.07%).

(b) Jamming using Ping noise on the Wake Word ‘Activate’. The attack is
considered unsuccessful (C = 9.80%).

Figure 5.2: Impact of jamming using white and ping noise on the performance
of wake word detection using ‘Activate’ after adversarial training with babel
noise. WaveForm of Activate Superimposed with Jamming Signal on the Top.

ming signals. In the beginning, both the wake word and jamming signal started

playing simultaneously. However, with each iteration, we introduced a pro-
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gressive delay to the jamming signal, allowing us to simulate a scenario where

noise overlaps different parts of the wake word. As the jamming noise was

played through USB Speaker 2 the delay shifted the interference signal incre-

mentally across the wake word. For cases where the initial jamming signal did

not disrupt detection, we incrementally increased the noise intensity until it

reached a practical threshold set at 70 times the original jamming energy, with

respect to the baseline levels described in Section 4.2.1. This corresponds to

approximately 83-84dB SPL, an 18dB increase over the baseline, representing

the practical maximum for undetected jamming. This approach allowed us to

closely examine the effectiveness of the model under challenging interference

conditions.

We conducted experiments to assess the wake word model’s performance using

ping noise as an interference signal, comparing its response before and after

adversarial training with babel noise. In these tests conducted in the practi-

cal setting, ping noise served as the jamming signal, providing a challenging,

high-pitched interference that the model had not encountered during standard

training. By evaluating the model’s detection capability in both conditions, we

aimed to determine how effectively adversarial training with babel noise im-

proved its resilience to such previously unseen noise types. The detailed results

of this comparison are presented in Fig. 5.3, illustrating the model’s strength-

ened resistance to ping noise in a real-world experimental setting after under-

going adversarial training.

5.3.5 Generalization

We also extended our evaluation of adversarial training to other wake words,

such as ‘Alexa’ and ‘Marvin’, to see if the enhanced resistance to jamming ob-

served with the wake word ‘Activate’ could be replicated with different words.

The adversarial training process for ‘Alexa’ and ‘Marvin’ was similar to the ap-

proach we used for ‘Activate’. We began by identifying the sensitive regions of

each wake word through initial jamming, as explained in Section 4.3.10. Once

these vulnerable areas were identified, we superimposed babel noise over these

sensitive regions, using it as the jamming signal for adversarial training. This

evaluation allowed us to determine whether the adversarial training with babel

noise would consistently strengthen the model’s resilience to jamming across

various wake words. Our findings revealed that while the model’s behaviour

under jamming was similar across different wake words, the specific “sensi-
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(a) Jamming using Ping Noise on the Wake Word Activate in a practical
experimental setup. The attack is considered successful (C = 74.3%).

(b) Jamming using Ping Noise on the Wake Word Activate in a practical
experimental setup. The attack is considered unsuccessful (C = 8.71%).

Figure 5.3: Impact of jamming in a practical setting using ping noise on the per-
formance of wake word detection using ‘Activate’ before and after adversarial
training with babel noise. WaveForm of Activate Superimposed with Jamming
Signal on the Top
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tive regions” vulnerable to interference were slightly different depending on

the unique sound patterns of each wake word. These differences in sensitive

regions are due to each wake word’s acoustic properties and the wake word

model being used, which will be explored and explained in detail in Chapter 7.

For example, comparing Fig. 4.14 from Chapter 4 with Fig. 5.4 show the effect

of jamming with ping noise on the wake word ‘Alexa’ before and after adver-

sarial training using babel noise, it can be observed that the jamming was suc-

cessful before the adversarial training of the model as shown in Fig. 4.14 with

jamming coverage of 51.3% and was clearly unsuccessful after the training as

shown in Fig. 5.4 with jamming coverage of 10.0%.

A similar trend was observed for the wake word ‘Marvin’. Fig. 4.15 and Fig. 5.5

show the effect of jamming with ping noise on the wake word ‘Marvin’ before

and after the adversarial training using babel noise. It can be observed from

Fig. 4.15 and Fig. 5.5, that the jamming coverage has reduced from 50.8% to

7.4% after adversarial training.

Figure 5.4: Jamming using ping noise on the wake word "Alexa" after adver-
sarial training. WaveForm of Alexa Superimposed with Jamming Signal on the
Top. The attack is considered unsuccessful (C = 10.0%).

The jamming coverage C for different wake words is displayed in Table 5.1 and

the values for ping noise are higher than white noise for all scenarios. Thus

ping noise is a more successful candidate for jamming than white noise. All

wake words exhibit a common behaviour towards adversarial training, that is
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Figure 5.5: Jamming using ping noise on the wake word ‘Marvin’ after adver-
sarial training. WaveForm of Marvin Superimposed with Jamming Signal on
the Top. The attack is considered unsuccessful (C = 7.4%).

babel noise training consistently reduces jamming coverage for both white and

ping noise across all wake words.

These findings suggest that adversarial training can be a powerful method for

improving a wake word model’s resilience to jamming attacks. By testing this

approach across different wake words including ‘Activate,’ ‘Alexa,’ and ‘Mar-

vin’, we demonstrated that adversarial training successfully reduced jamming

vulnerability, even though each word had distinct acoustic characteristics and

sensitive regions. This consistency of achieving similarly low jamming coverage

across all tested wake words despite their different phonetic structures suggests

that adversarial training can be generalized to enhance the robustness of wake

word models against jamming for a wide range of wake words, making it a

versatile defense method.

In addition to testing the adversarial training method on the LSTM-WD wake

word detection model, we evaluated its effectiveness on a different wake word

detection algorithm called MHatt-RNN. We found that the adversarial training

approach produced similar improvements in resilience to jamming attacks for

this model as well. Specifically, although the sensitive regions within the wake

word differed slightly in position compared to those observed in the LSTM-WD

model, they were still clearly identifiable.
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By training the MHatt-RNN model with samples of the wake word ‘Marvin’ com-

bined with babel noise at the sensitive regions, we were able to enhance its

robustness to jamming attacks. The results of jamming tests, conducted both

before and after adversarial training, are presented in Fig. 5.6. As shown, the

model’s vulnerability to jamming significantly decreased after training, similar

to the improvements seen with the LSTM-WD model. This indicates that our

adversarial training approach can be adapted across different wake word de-

tection algorithms, helping to generalize its applicability as an effective defense

against interference.

By comparing Fig. 4.15 and Fig. 5.6a we observe that before adversarial train-

ing, the LSTM-WD model demonstrates stronger resistance to jamming com-

pared to the MHatt-RNN model. However, after adversarial training, MHatt-
RNN surpasses LSTM-WD in jamming resistance, as shown in Fig. 5.5 and

Fig. 5.6b. Importantly, in both models, adversarial training effectively elimi-

nates the presence of sensitive regions, resulting in minimal jamming coverage

and a more robust performance against interference.

5.4 Findings

Our experiments show that targeted adversarial training significantly enhances

a wake word detection model’s resilience to jamming across various noise types

and wake words.

Initial tests with the pre-trained LSTM-WD model revealed a high susceptibil-

ity to jamming, particularly within sensitive regions of the wake word. For

instance, when jamming with white noise, the model exhibited a jamming cov-

erage of 69.2% on the wake word “Activate”. Adversarial training with white

noise significantly improved the model’s resistance to this noise type, reducing

the jamming coverage to 6.8%. However, when exposed to a different jamming

signal, such as ping noise, the model’s performance degraded, indicating a need

for a more generalized training approach.

To create a better defense against a wider range of jamming signals, we re-

placed white noise with babel noise for adversarial training. Babel noise, which

includes diverse, realistic background sounds, allowed the model to general-

ize better against various interference types. This training approach resulted

in a significant reduction in jamming coverage for both white noise and ping

noise, reducing ping noise coverage to 9.8% from 66.0%, as demonstrated in
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(a) Jamming using ping noise on the wake word ‘Marvin’ before adversarial
training. The attack is considered successful (C = 85.3%).

(b) Jamming using ping noise on the wake word ‘Marvin’ after adversarial
training. The attack is considered unsuccessful (C = 10.5%).

Figure 5.6: MHatt-RNN model: Impact of jamming using ping noise on the
performance of wake word detection of the word ‘Marvin’ before and after ad-
versarial training with babel noise. WaveForm of Marvin Superimposed with
Jamming signal on the Top
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the heatmaps. Notably, no sensitive regions were present after training, sug-

gesting that babel noise equips the model to defend against a broader spectrum

of jamming signals.

To assess whether the adversarial training results are applicable across differ-

ent wake words, we tested the approach on additional wake words, "Alexa" and

"Marvin." Before adversarial training, both words showed unique sensitive re-

gions susceptible to jamming. Adversarial training using babel noise, however,

effectively eliminated these sensitive regions, reducing jamming coverage for

example, 10.0% for "Alexa" and 7.4% for "Marvin". These findings suggest that

the adversarial training method can be generalized to defend multiple wake

words against jamming.

We evaluated the robustness of two different detection algorithms, LSTM-WD
and MHatt-RNN, both before and after adversarial training with babel noise.

Initially, LSTM-WD showed greater jamming resistance than MHatt-RNN. How-

ever, after adversarial training, MHatt-RNN outperformed LSTM-WD in resist-

ing jamming attacks, with both models exhibiting low jamming coverage and

the absence of sensitive regions. This outcome indicates that the adversarial

training approach is beneficial across different model architectures, enhancing

robustness to interference.

To validate these results in a practical setting, we replicated the experiments

using USB speakers and a microphone array. We incrementally introduced de-

lays and adjusted the intensity of the jamming signal. The findings from these

practical experiments aligned with those from the simulated ones, confirming

that adversarial training can reliably improve a model’s resilience to jamming

even in real world environments. Another significant finding from the practical

experiments is that the wake word detection algorithm became robust to not

just a spectrum of jamming signals but also maintained its accuracy in the pres-

ence of loud and constant background noises, such as those found in a busy

college environment as the setup was demonstrated during a college event.

While adversarial training effectively reduces jamming vulnerability, we ac-

knowledge that a comprehensive evaluation of false positive rates on acous-

tically similar words was not performed in this study. This represents an impor-

tant direction for future work, as robust systems must maintain low false alarm

rates on similar sounding non-wake words while achieving jamming resistance.
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Chapter 6

Detection of Jamming Attack

As discovered in the previous chapters, a PVA can undergo DoS attack by ex-

ploiting the wake word detection algorithms [SSR24]. Attackers carefully de-

sign these jamming signals to interfere with wake word recognition [CBYR18,

GGCPRB+19]. They often target specific, sensitive parts of the wake word to

maximize disruption, making the PVA unreliable or unusable during the attack.

Adversarial training could be used to address such attacks. This approach in-

volves training the wake word model using examples where jamming signals

are superimposed over the sensitive regions of the wake word. By exposing the

model to these challenging scenarios during training, it becomes more robust

and better equipped to handle jamming attacks.

However, making the model resistant to jamming is only part of the solution.

While robust wake word detection is essential, it is equally important to detect

the presence of jamming attacks so that the system can take appropriate action,

such as alerting the users. In this chapter, we extend the work discussed earlier

by enhancing the wake word detection model to not only reliably recognize

wake words in the presence of interference but also identify jamming attacks

as they occur. By addressing both wake word recognition and jamming attack

detection, we aim to provide a more comprehensive and practical solution to

counter wake word jamming in real-world scenarios.

This work extends the adversarially trained wake word detection model pro-

posed in chapter 5, transforming it into a multi-class classifier through retrain-

ing to detect jamming attacks. This enhancement shifts the model from merely

tolerating interference to proactively identifying the presence of a jamming at-

tack.
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Adversarial training of any neural network model can introduce a notable chal-

lenge: an increased risk of false positives. Addressing this issue is crucial to

maintaining the model’s reliability. In the context of a wake word detection

model, false positives may occur when legitimate wake words are misclassified

as jamming attacks (wake words combined with jamming signals). To mitigate

this problem, we enhance the detection framework by integrating two addi-

tional techniques:

• Direction of Arrival (DOA): By analyzing the angle of arrival of audio sig-

nals, we can distinguish between wake words and jamming signals based

on their source direction. Jamming signals often originate from a differ-

ent location than the wake word, making DOA a useful tool for identifying

potential interference.

• Short Time Energy (STE): STE is employed to detect abrupt changes in

the energy pattern of an audio signal. Such changes are indicative of high-

intensity, short-duration signals typical of jamming attempts. By flagging

these anomalies, the model can better differentiate between natural vari-

ations in audio and deliberate interference.

These techniques, along with the adversarial training process, can reduce false

positives while maintaining robust wake word recognition and enabling reliable

detection of jamming attacks. This integrated approach ensures a practical and

scalable defense mechanism for wake word detection in personal voice assis-

tants.

6.1 Related Work on Detection of

Wake Word Jamming

The detection of jamming attacks has been extensively explored in wireless net-

works and IoT devices [USL20, TGCEKK20, MGKP09, PIK11, GLY14]. However,

there is a notable gap in research specifically targeting jamming attacks in the

audio domain, particularly in the context of wake word jamming attacks affect-

ing PVAs. Work by [USL20] explores jamming signal detection and classifica-

tion in wireless communication systems using a Multi Layer Perceptron (MLP)

neural network. The approach distinguishes between legitimate signals and

various jamming types, including Continuous Wave Interference, Multi Contin-

uous Wave Interference, and Chirp Interference [Poi11, Tor18], in digital video
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broadcasting scenarios. Real-time datasets are generated using a Universal

Software Radio Peripheral system, with feature extraction techniques including

statistical measures like mean, standard deviation, skewness, kurtosis [TK09]

and wavelet transforms [Mal99] to characterize the signals. Principal Compo-

nent Analysis [Jol02] is applied for dimensionality reduction, which improves

computational efficiency by eliminating less important features while retain-

ing discriminative information. The MLP classifier, optimized using gradient-

based learning and evaluated against Supported Vector Machine (SVM) models,

demonstrates high precision in detecting and classifying jamming signals under

varying noise levels. Though the work mainly addresses jamming detection in

wireless networks, the principles can be extended to audio jamming as well.

However, the work directly doesn’t address how an audio signal jamming can

be detected especially in terms of a PVA device.

Research done in [TGCEKK20] investigates a methodology to detect and clas-

sify smart jamming attacks in Long Term Evolution (LTE) networks, particularly

addressing the vulnerabilities of synchronization and reference signals. The ap-

proach integrates a wavelet-based preprocessing step with machine learning

classifiers to identify three types of jamming: barrage jamming, synchroniza-

tion signal jamming, and reference signal jamming. Preprocessing involves

transforming the received signals into a time-frequency representation using

wavelet transforms, which allow for adaptive resolution and improved detec-

tion of short-duration or frequency-specific jamming attacks. This shows the ad-

vanced detection capabilities developed for wireless systems, capabilities that

remain largely unexplored in the acoustic domain. Unlike wireless jamming,

which benefits from decades of detection research, acoustic jamming of wake

word detection systems has received minimal attention, leaving PVAs vulnera-

ble to targeted interference attacks.

Work by [HLYH21], explores the vulnerabilities of acoustic self-jamming chan-

nels to overshadowing attacks, where an attacker transmits a signal simultane-

ously with the legitimate sender to modify the message received. It evaluates

two prominent acoustic self-jamming schemes, Dhwani [NCPV13] and PriWhis-
per [ZLC+19], and demonstrates that such attacks can go undetected by human

participants due to auditory masking thresholds. Using experimental setups,

the authors show how attackers can synchronize with the receiver and transmit

signals 5–11 dB stronger than legitimate transmissions at the receiver to suc-

cessfully overshadow them without exceeding human perceptibility thresholds.
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The paper proposes a physical layer integrity mechanism as a countermeasure,

incorporating random security signals interspersed with data symbols. These

signals are designed to be distinguishable from regular data by the receiver

while being resistant to overshadowing. The mechanism involves detecting

the security signals by measuring symbol energy [PS08] and identifying signals

exceeding a threshold above average power, then discarding overlapping at-

tack signals, and verifying message integrity using hash-based authentication.

This approach enhances the integrity of self-jamming systems without requiring

prior security relationships between devices. While the work discusses jamming

and its countermeasures in the context of acoustic systems, its methods and

goals differ significantly from the problem we are addressing, which focuses

on detecting jamming signals that can specifically disrupt wake word detection

algorithms in PVAs.

There is some research done on the detection and cancellation of inaudible

voice commands that target PVAs. Inaudible attacks typically exploit the mi-

crophone’s inherent non-linearity where the microphone’s response is not pro-

portional to the input signal, causing ultrasonic frequencies to be demodulated

into the audible range, to inject ultrasonic-modulated commands that are im-

perceptible to humans but recordable and executable by the PVAs, an example

of such attacks is a Dolphin-Attack.

The detection of inaudible commands described in the research done

by [HBT+19a] relies on identifying artifacts introduced by the non-linear be-

haviour of microphones. This non-linearity affects both audible and ultrasonic

frequency ranges, though it is particularly exploited when processing ultra-

sound signals for attack purposes. Attackers exploit this non-linearity to inject

inaudible commands by modulating human speech onto ultrasonic carriers, typ-

ically requiring the attack signal to reach the microphone with loudness around

65 dB to produce detectable distortion artifacts [HBT+19a]. While these signals

are imperceptible to humans, they are shifted into the audible range by the mi-

crophone’s hardware through frequency mixing and intermodulation, creating

telltale artifacts as illustrated in Figure 6.1.

The detection system, called LipRead, takes advantage of these imperfections

by analyzing three key artifacts. First, it detects energy in very low frequen-

cies (below 50 Hz), which does not typically appear in normal human speech

but emerges when ultrasonic signals undergo non-linear distortion. Second,

LipRead examines the correlation between high and low-frequency energy com-
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Figure 6.1: Features of signals in high-frequency range showing microphone
non-linearity effects. Figure adapted from He et al. [HBT+19a].

ponents, normally predictable in human speech but disrupted during ultrasonic

attacks due to the microphone’s transformation of the signal. Third, it ana-

lyzes the symmetry of the audio signal’s amplitude distribution, as legitimate

human speech has balanced amplitudes while ultrasonic signal recording in-

troduces asymmetry and skewness. The system employs a machine learning

model trained on examples of normal audio and audio containing inaudible

commands to identify these attack patterns with high accuracy. However, this

work addresses only inaudible ultrasonic attacks and does not detect the audi-

ble, short, high-intensity jamming signals that can compromise the PVA’s wake

word detection algorithms.

Work by [JGL+24], presents a detection system called EarArray designed to

identify inaudible voice commands like those in DolphinAttack injected into

voice assistants like Amazon Echo. These attacks exploit the non-linearities of

microphones to modulate malicious commands onto ultrasonic signals, which

microphones demodulate into audible frequencies for the device, while remain-

ing inaudible to humans. EarArray relies on a fundamental physical principle:

acoustic attenuation, which affects sound waves of different frequencies differ-

ently as they propagate. Ultrasound signals (e.g., 25 kHz carrier frequency)

attenuate significantly faster than audible signals due to absorption attenua-

tion being proportional to the square of the frequency [JGL+24]. Specifically,

the attenuation coefficient can be expressed as a(ω) = a0ω
n where n ∈ [0, 2],

meaning that a 25 kHz ultrasonic signal experiences approximately 2,500 times

greater attenuation than an audible signal over the same distance. By analyz-

ing how the sound’s intensity decays across multiple microphones, EarArray can

distinguish between normal voice commands and ultrasonic attacks.
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The system works without requiring additional hardware modifications. It uses

the microphones already present in modern devices and incorporates software

to process the audio signals. EarArray measures the sound intensities received

at each microphone, computes attenuation patterns, and identifies the distinct

propagation characteristics of ultrasonic signals, specifically, that higher fre-

quency signals experience greater attenuation with distance and produce un-

even intensity distributions across the microphone array compared to normal

audible voice commands. This is achieved through feature extraction methods

such as band power, spectral analysis, and machine learning classifiers like SVM

and CNN. Additionally, EarArray can locate the attacker’s direction based on the

energy distribution across the microphones. Experiments validate EarArray’s

high effectiveness, achieving over 99% detection accuracy for inaudible com-

mands and robust performance across varying distances, angles, and ambient

noise conditions. It also detects other attack types, such as laser-based attacks,

with 100% accuracy. The system’s reliance on sound propagation physics makes

it resistant to evasion techniques and suitable for deployment on existing smart

devices.

These aforementioned works do not directly address the challenge of detect-

ing jamming signals that compromise wake word detection systems in PVAs,

rendering devices unavailable for operation. Although there has been some re-

search showing that wake word detection can be robust in noisy environments,

no method currently exists that can detect the jamming signals so that users

can be alerted about deliberate jamming attacks on their devices. We propose a

novel approach that converts the wake word detection algorithm into a three-

class classifier to detect wake words in the presence of jamming signals so that

the users can be aware of the attack. Our work also makes use of Direction of

Arrival (DOA) and Short Time Energy (STE) to validate the predictions of the

wake word model.

DOA is a technique used to determine the direction in which a sound signal ar-

rives at a microphone array for sound source tracking [JJSL21]. Existing work

has used microphone arrays and DNNs to estimate the direction of arrival of an

audio signal [JJSL21, MWH22]. We use this technique to track the DOA of the

wake word audio to identify any changes indicating a potential attacker. STE

analyzes changes in the energy of an audio signal over time. Previous work

has utilized STE in telephone conversations to differentiate speech from back-

ground noise, optimizing resource usage in communication systems [EGYY02].

Here, we use STE to detect the high-intensity, short-duration noise pulses that
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disrupt wake word detection as described in Chapter 4.

By combining DOA and STE with the predictions from our multi-class wake

word detection classifier, we offer a robust system for detecting and alerting

users to jamming attacks, providing a novel and effective solution to this press-

ing issue in PVA security. However, DOA based detection requires a device

with multiple microphones; however, single-microphone devices can still bene-

fit from the STE analysis and multi-class classifier components of our system.

6.2 Attack Detection

A jamming signal, regardless of its duration, can significantly disrupt wake word

detection if it is placed within the sensitive regions of the wake word. Address-

ing such disruptions requires more than just adversarial training techniques, as

these signals are often subtle, short, and difficult to identify.

For instance, while Amazon’s Echo devices include built-in capabilities to detect

predefined sounds such as a baby crying, a dog barking, snoring, or coughing

[Smi, Dav25], these features are tailored to a specific set of recognizable and

relatively prolonged sound patterns. Such systems are not designed to identify

or respond to noises outside of these predefined categories. Jamming signals,

which can be exceptionally brief, high-pitched, and strategically targeted, fall

outside the scope of these predefined sound effects. This limitation underscores

the need for advanced detection techniques capable of identifying and classify-

ing unexpected or anomalous sounds, particularly those designed to interfere

with wake word detection.

To detect the presence of jamming signals in incoming audio input, we adapt the

wake word detection model into a three-class classifier. This enhanced model is

designed to classify incoming audio into one of three categories: Class 0: Non
Wake Word, Class 1: Wake Word, or Class 2: Attack (indicating that a jamming

signal interferes with the sensitive regions of the wake word). As with any de-

tection system, minimizing false positives is critical for reliability. Achieving this

requires not only improving the classifier’s accuracy but also integrating addi-

tional validation mechanisms to reinforce confidence in its predictions. When

the classifier identifies a potential attack, further validation is performed to

confirm the accuracy of the detection.

One effective validation method involves analyzing the DOA of the incoming
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wake word audio signal. PVAs are commonly equipped with a microphone

array, which enables the estimation of the direction from which the sound orig-

inates. This directional analysis is particularly useful because an attacker and

the legitimate user are unlikely to be located in the same position. If a jamming

signal is introduced during the wake word utterance, the DOA will typically

exhibit a brief and noticeable shift, temporarily indicating the direction of the

jamming signal. This directional change, especially when it occurs within the

sensitive regions of the wake word, serves as a strong indicator that the classi-

fier’s detection of an attack is correct.

Another complementary approach for validation involves analyzing the energy

profile of the audio signal using STE analysis. STE measures the variations in

energy over short time intervals and is particularly effective at identifying sud-

den abrupt changes in signal energy. By focusing on the sensitive regions of

the wake word, STE can detect abrupt changes that often accompany jamming

signals. Such energy fluctuations provide an additional layer of evidence, sup-

porting the classifier’s prediction of an attack. It should be noted that STE is

most effective against superimposition of jamming signal scenario, replacement

of jamming signals, though is not an ideal jamming approach as explained in

chapter 4 would require detection through other means, such as the multi-class

classifier itself or DOA analysis.

In the event that an attack is confirmed, the PVA can notify users through its

built-in alert mechanisms. These notifications may include visual indicators,

audio alerts, or messages through companion apps, ensuring that users are

made aware of the jamming attempt in real-time. Although the specifics of how

alerts are generated and communicated are beyond the scope of this research,

incorporating such mechanisms is vital for user awareness and prompt response

to security threats.

6.2.1 Training Data

We utilized the training samples generated for adversarial training as described

in Chapter 5. This dataset comprised 312,000 audio samples, which were cre-

ated by superimposing Babel noise of varying durations onto the sensitive re-

gions of the wake word. The original model was trained on recordings of the

wake word “Activate” spoken by multiple speakers, alongside non-wake word

samples. This training data from the previous chapter was used as it is with-

out modification. Since the model is designed to classify three distinct types
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of input, the labeling scheme for the data was adapted accordingly. The train-

ing data is labeled to enable the model to effectively differentiate between the

following categories:

• Legitimate wake words are labeled as Class-1 (Wake Word).

• Audio that does not contain a wake word is labeled as Class-0 (Non-Wake
Word).

• Wake words that have been superimposed with jamming signals are la-

beled as Class-2 (Wake Word + Jamming Signal).

This comprehensive labeling scheme ensures that the model can robustly dis-

tinguish between these categories, enabling accurate classification. While the

model is trained on wake words superimposed with jamming signals to build

robustness, the Class-0 (Non-Wake Word) category encompasses all audio not

containing a wake word, including those with background noise. The model

learns to discriminate based on the presence of the wake word pattern itself,

rather than the noise characteristics. Therefore, a separate category for non-

wake words with jamming is not included.
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Figure 6.2: The wake word detection process of LSTM_MCC. The audio signal
(wake word mixed with Babel noise of 128ms) is divided into frames of 10 ms
and features from each spectrogram are extracted and fed into an RNN. The
softmax function is applied to the outputs and the maximum probability of the
output is considered to make the categorization decision.

6.2.2 Training Process

The development of the multiclass classifier begins with the pre-trained

LSTM_WD model, originally trained to classify audio inputs as either containing

a wake word or not. This pre-trained model serves as a foundational starting

point, and all its layers are retained. In its original configuration, the last layer

of the LSTM_WD model employs a sigmoid activation function, suitable for bi-

nary classification tasks. For this multiclass classification task, the activation

function in the last layer is replaced with a softmax activation function. The

softmax function is chosen because it outputs a probability distribution across
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all three classes that sums to 1, enabling the model to indicate the relative likeli-

hood of each class and select the most probable one. This adjustment allows the

model to output probabilities across the three target classes. The architecture

of the modified model, referred to as LSTM_MCC, is illustrated in Figure 6.2.

The training samples are divided into two subsets: 80% of the data is used for

training, ensuring the model has ample exposure to diverse input scenarios,

and the remaining 20% is reserved for validation. The model is trained using

the categorical cross-entropy loss function. Categorical cross-entropy is chosen

as the loss function in this context because it is particularly well-suited for mul-

ticlass classification tasks, where the goal is to assign an input to one of several

mutually exclusive classes. Training is conducted over 500 epochs with a batch

size of 50. After training, the model generated at the final epoch is selected

for multi-class classification. The LSTM_MCC model is an improved version of

the original binary classifier, designed to handle the more challenging task of

classifying the incoming audio signal.

6.2.3 Direction of Arrival (DOA)

To verify any directional changes in the incoming audio samples, we employed

the DOA, technique, which is designed to estimate the angle from which an

audio signal originates. This method is particularly useful for determining the

direction of sound sources, allowing us to detect the presence of jamming sig-

nals. For the experimentation, we used the ReSpeaker Mic Array to estimate the

angle of arrival of incoming audio signals. This device runs a DOA algorithm

to identify the direction of sound sources. While the exact implementation de-

tails of the algorithm used by the ReSpeaker Mic Array are proprietary and

not publicly disclosed, the general principles behind DOA estimation in signal

processing are well understood and widely applied [JJSL21, MWH22].

DOA is a critical concept in signal processing that determines the angle or di-

rection from which an audio signal originates relative to a microphone array.

This technique however, requires a multi-microphone configuration, single mi-

crophone devices cannot perform DOA estimation. The process begins with the

placement of multiple microphones in a specific geometric configuration on the

array. When a sound wave reaches the array, it arrives at each microphone at

slightly different times, depending on the relative distances of the microphones

from the sound source. These differences in arrival times, referred to as Time

Difference of Arrival (TDOA), form the basis of DOA calculations.
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To estimate TDOA, techniques such as generalized cross-correlation and least-

squares methods are commonly employed. These methods analyze the audio

signals captured by the microphones, measuring the time delays between the

signals to identify the TDOA with precision. Once the TDOA values are es-

tablished for pairs of microphones, the DOA of the incoming sound wave can

be computed. This involves leveraging the known geometric configuration of

the microphone array and applying mathematical models to determine the an-

gle from which the sound originated [JJSL21]. While we do not independently

verify or implement these algorithms, we leverage the ReSpeaker’s built-in DOA

capabilities as a reliable hardware component for validating our jamming de-

tection approach.

The spatial information provided by DOA estimation, particularly when the jam-

ming signal and wake word originate from different directions, could theoreti-

cally enable sound source separation techniques [DVG10], potentially allowing

recovery of the wake word signal even when partially overlapped with jamming

noise. However, our current work focuses on the detection of the jamming at-

tacks rather than signal recovery.

6.2.4 Short Time Energy (STE)

STE is a technique used to analyze how the energy of an audio signal varies

over time. Rather than computing energy across the entire signal duration, STE

focuses on energy fluctuations within smaller time segments, or frames. This

enables detection of rapid amplitude changes in the signal. In the context of

our threat model (Chapter 4), the jamming signals we consider are designed

to disrupt specific sensitive regions of the wake word. When such jamming

noise is superimposed onto the wake word, it typically manifests as sudden

energy spike that exceeds the amplitude of natural speech. This spike is then

captured by the STE analysis and can serve as a key indicator of a potential

disruption to the wake word detection process [ÖZA19]. To apply this method,

we divide the incoming audio signal into short frames, each with a duration

of 20 milliseconds. For each frame, we calculate the STE, which measures the

amount of energy present in that specific time window. This allows us to track

how the energy fluctuates over time, helping to pinpoint any sudden bursts or

irregularities. We then set a detection threshold for identifying these significant

energy changes. In our case, the threshold for detecting a peak in STE is fixed at

0.1, where the STE values are scaled to the range [0, 1] based on the maximum
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energy observed in a sliding window. This value was determined empirically

through evaluation where we tested threshold values ranging from 0.05 to 0.5

in increments of 0.05.

When the STE analysis reveals a spike in the energy within the sensitive regions

of the wake word, we can conclude that there has been an attempt to interfere

with the wake word detection, likely due to a jamming signal. However, it is im-

portant to note that energy spikes alone are not sufficient to conclusively iden-

tify jamming attacks, as coincidental environmental noise (e.g., a door slam, or

sudden background sound) could also produce similar energy anomalies. This

is why STE serves as one component of our multi-layered validation approach

rather than a standalone detection mechanism.

When anomalies are detected in sensitive regions, particularly with validation

from multiple sources such as the wake word detection model, and STE or DOA,

we alert the user rather than dismissing the event as potential environmental

noise. The impact of a false positive (unnecessary alert) is minimal compared

to a false negative (undetected attack enabling unauthorized access).

6.3 Evaluation

The LSTM_MCC model, designed to detect jamming attacks, was evaluated in

multiple scenarios through eight experiments conducted 50 times under vari-

ous conditions including clean wake words, wake words with background café

noise [STE22], wake words with jamming signals, and non-wake word sam-

ples. The experimental methodology followed the over-the-air setup described

in Section 4.3.5. The results were compared against the baseline LSTM_WD

model, which can distinguish between wake words and non-wake words but

cannot identify jamming attacks. These experiments covered different types of

noise, jamming signals, and positions of the wake word relative to the noise

or jamming signals. A summary of all the evaluated scenarios is provided in

Table 6.1. Below, we outline the experimental setup and discuss the results

of eight distinct experiments. The experiments involved feeding the models

with either wake words or non-wake words under various noisy conditions and

the relative timing of the noise with respect to the wake word. Two types of

background noises were used: café noises obtained from [STE22] and ambient

coffee shop sounds from the same source. These were selected to represent

common deployment scenarios containing speech, music, and ambient sounds,

Personal Voice Assistant Security
Denial of Service

106 Prathyusha Sagi



6. DETECTION OF JAMMING ATTACK 6.3 Evaluation

enabling evaluation of whether the LSTM_MCC model can distinguish envi-

ronmental sounds from deliberate jamming attacks. The reason for including

background noise testing is to demonstrate that the model maintains low false

positive rates in noisy environments while still detecting actual attacks which is

an important requirement for practical deployment where users frequently in-

teract with voice assistants in cafés, offices, and other noisy settings. Addition-

ally, the experiments used several types of jamming signals, including manually

generated ping noises with a frequency range of 0-8 kHz and an SNR of 0dB.

These ping noises were tested at different length such as 2ms, 16ms, 64ms, and

128ms. Other jamming signals, such as keyboard noise and white noise, were

also tested, but the results for these signals were excluded because ping noise

proved to be the most effective for evaluation purposes. The non-wake words

were sourced from the publicly available dataset [War18b].

The experimental results in table 6.1 highlights each model’s predictions. It also

shows the number of times jamming attacks successfully disrupted wake word

detection for both models. The performance of the models was measured based

on their classification accuracy and the number of successful attack detections.

In addition to these metrics, the experiments analyzed the DOA position, wh-

ich determines the direction from which an audio signal arrives. If a jamming

signal originated from a different direction than the legitimate wake word, the

DOA position shifted accordingly. This directional information provided valu-

able insights into whether the detected audio was a legitimate wake word or an

attack. The experiments also measured the STE peak position, which identifies

the point in time where the energy in the audio signal is highest. This analysis

helped pinpoint the location of the jamming signal within the audio sequence,

further verifying the presence of an attack.

The LSTM_WD model results were categorized into two classes: clean wake

words (WW) and non-wake words (NWW). In contrast, the LSTM_MCC model,

enhanced for multi-class classification, categorized audio inputs into three

classes: clean wake words (WW), non-wake words (NWW), and wake words

with jamming signals (WW+Jammer). The table reflects the counts for each

classification type made by the models across the 50 different experimental

runs, providing a detailed comparison of their performance. This analysis

highlights the robustness of the LSTM_MCC model in detecting and mitigat-

ing jamming attacks while maintaining accurate classification of legitimate au-

dio inputs. It is important to not that, when LSTM_MCC correctly identifies
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“WW+Jammer”, the attack is effectively neutralized and the system recognizes

the legitimate wake word allowing access while simultaneously alerting the

user to the jamming attempt. Thus, the attacker fails to achieve their goal of

blocking access or preventing detection. The user maintains normal function-

ality but gains security awareness, enabling investigation of the interference

source or implementation of protective measures

6.3.1 Experiment Set 1

Experiment Set 1 is designed to establish a baseline for comparison. In this

setup, no jamming attacks are introduced, meaning the environment is free

from interference or additional noise that could disrupt the system. The pur-

pose of this experiment is to observe how both models perform under ideal

conditions.

A wake word is provided to each model 50 times, ensuring consistency across

the tests. Both the LSTM_WD model and the enhanced LSTM_MCC model

correctly classify the input as a wake word in every instance. Since there are

no attacks or jamming signals present, additional metrics such as STE and DOA

remain inactive and do not register any anomalies.

6.3.2 Experiment Set 2

In Experiment Set 2, we test how well the models perform in a noisy environ-

ment. To simulate this, we mix café background noise with the wake word.

However, there are no attacks present in this scenario, the goal is to observe

how both models handle real world background noise.

The LSTM_WD model, which was not trained to handle noise or attacks, failed

to correctly detect the wake word in 10 out of 50 trials. This indicates that

it struggles to identify the wake word when background noise is present. In

contrast, the LSTM_MCC model, which was trained to deal with more chal-

lenging conditions, successfully identified the wake word in all 50 trials. The

LSTM_WD model reflects the current state-of-the-art approach used in commer-

cial PVAs, where the wake word detector fundamentally lacks the capability to

detect a jamming attack and alert users when attacks occur. The LSTM_MCC

model represents an architectural enhancement of the same LSTM_WD model.

Therefore, the comparison between LSTM_WD and LSTM_MCC demonstrates

the value of our proposed enhancement. However, the LSTM_MCC model mis-
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(a) Short time energy graph of wake word in the presence of 16ms ping
noise showing a peak in the sensitive area

(b) Short time energy graph of the wake word in the presence of cafe noise
with no peaks

Figure 6.3: Comparison of STE graphs.
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takenly classified the café background noise as a potential attack (wake word

with jamming noise) in 8 out of the 50 trials. While this demonstrates the

model’s sensitivity to anomalies, it also highlights the issue of false positives.

False positives occur when the model incorrectly flags a benign situation as an

attack, which can lead to unnecessary alarms. To reduce these false positives

and avoid triggering false alarms, we analyze additional metrics such as DOA

and STE.

The DOA metric, which detects changes in the direction of the incoming sound,

showed that a directional change occurred after 240 milliseconds into the wake

word in this specific experiment set. This timing does not fall within the sensi-

tive region of the wake word. The direction change likely occurred because the

background noise was more prominent to the microphones than the wake word

at that moment, in the silent regions of the wake word. The STE metric, wh-

ich measures energy spikes in the audio signal, did not show any peaks within

the sensitive region of the wake word in this scenario. This indicates that the

observed fluctuations are purely due to background noise and not caused by a

jamming event. An example of this analysis is shown in Figure 6.3b.

By applying either DOA or STE analysis, 8 of the LSTM_MCC model’s false

attack classifications are corrected, reducing the false-positive count to zero. In

other words, these checks ensure that a normal background noise scenario is

not mistakenly labeled as an attack. This improvement is further supported by

the data presented in the “successful attacks” column in the Table 6.1, showing

the effectiveness of these additional validation steps in noisy environments.

6.3.3 Experiment Set 3

From Experiments Sets 3 to 6, the models are evaluated by introducing jamming

signals to disrupt wake word recognition. The jamming signals used are short

“ping” noises within a 0-8 kHz frequency range. These signals are designed

to have the same power level as the wake word signal (an SNR of 0 dB as

discussed in Chapter 4.2.1) and are tested at different durations: 2ms, 16ms,

64ms, and 128ms, which are then inserted at each position relative to the wake

word duration.

In Experiment 3, a 64ms jamming signal is played at the beginning of the wake

word. Since this signal does not overlap with the sensitive regions of the wake

word, it has no effect on the performance of either model. Both the LSTM_WD
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and the LSTM_MCC model correctly classify all 50 samples as wake words. As

summarized in Table 6.1, the results show that all 50 wake word inputs are clas-

sified correctly without any errors. The LSTM_MCC model does not label this

scenario as an attack, which is the expected behaviour. This could be because,

though a jamming signal is technically present, it does not overlap with the sen-

sitive areas of the wake word. Since the model was specifically trained to detect

attacks only when jamming signals interfere with these sensitive regions, this

instance is not identified as an attack. The LSTM_MCC model’s output reflects

this, confirming that it functions as intended in this scenario.

6.3.4 Experiment Set 4

In Experiment Set 4, a 128ms jamming signal was used to test the models’

ability to detect and respond to attacks targeting the sensitive areas of the wake

word. The jamming signal was introduced with a delay of 100ms after the wake

word started, ensuring it overlapped with the sensitive regions that are crucial

for detection. This delay was incrementally increased by 1ms for 50 iterations

to thoroughly evaluate the models’ performance under varying conditions.

The LSTM_MCC model successfully detected the presence of the jamming signal

and correctly classified the input as an attack. Despite the interference, it was

still able to recognize the wake word, allowing the user’s request to be processed

without disruption. In contrast, the LSTM_WD model, which cannot identify

attacks, failed to recognize the wake word. This failure could expose the PVA

to a DoS attack, as the device would not respond to the user’s command.

To further validate the LSTM_MCC model’s predictions, additional metrics were

analyzed. The DOA position revealed a consistent change in direction between

approximately 100ms and 150ms after the start of the wake word in all 50 test

cases. This change aligns with the timing of the jamming signal, as shown in

Figure 6.4, which illustrates how the direction shifted when the ping noise of

128ms was inserted with the sensitive areas of the wake word. The STE analy-

sis also supported the findings. It showed a clear energy peak in the sensitive

regions of the wake word, confirming that the jamming signal was deliberately

inserted to disrupt detection. This consistency between the DOA and STE met-

rics strengthens the conclusion that the LSTM_MCC model correctly identified

the attack.

By combining the LSTM_MCC model’s attack classification with the results from

Personal Voice Assistant Security
Denial of Service

112 Prathyusha Sagi



6. DETECTION OF JAMMING ATTACK 6.3 Evaluation

Figure 6.4: Direction of arrival when wake word audio, was mixed with ping
noise of 128ms long, displaying a change in the angle of direction in the sensi-
tive area if the wake word.

DOA and STE analyses, the experiment confirms that the model effectively de-

tects and mitigates the attack. However, increasing robustness to jamming can

introduce a trade-off where, the model becomes more sensitive to anomalies,

which may result in occasional false positives for audio that resembles the wake

word but is not an attack. Understanding and mitigating this trade-off repre-

sents an important direction for future work,

6.3.5 Experiment Set 5

In Experiment Set 5, a 16ms jamming signal was used to evaluate the model’s

behaviour. The LSTM_MCC model performed well, correctly identifying the in-

put as a wake word 8 times and as an attack signal 42 times out of 50 trials.

This indicates that while the model occasionally classified the input as a legit-

imate wake word, it mostly detected the presence of the jamming signal and

flagged it as an attack. In contrast, the LSTM_WD model struggled in the same

scenario. It identified the input as a wake word only 6 times and misclassified

it as a non-wake word in the remaining 44 cases. These misclassifications ef-

fectively resulted in an attack being successful in 44 out of 50 trials because the

device would fail to process the user’s command, potentially leading to a DoS

attack.
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Additional metrics further validated the performance of the LSTM_MCC model.

The DOA analysis showed a consistent change in direction between approxi-

mately 100ms and 150ms after the wake word started. This timing coincided

with the insertion of the jamming signal, indicating that the signal likely came

from a different direction than the legitimate wake word. The STE analysis also

supported this conclusion. It detected a sudden spike in the audio signal’s en-

ergy between 100ms and 150ms after the start of the wake word in all 50 trials.

Figure 6.3a shows an example of the STE graph when a 16ms jamming signal

was introduced at 110ms. The spike in energy aligns perfectly with the timing

of the jamming signal, confirming its presence.

The DOA and STE results align with the LSTM_MCC model’s predictions, and

strongly supports the conclusion that the input audio contained a jamming sig-

nal. As a result, the number of successful attacks when using the LSTM_MCC

model is zero.

6.3.6 Experiment Set 6

In Experiment Set 6, the duration of the jamming signal is reduced to 2ms. The

LSTM_MCC model, designed to detect attacks, classified the input as a wake

word 43 times and identified it as an attack signal in 7 cases out of 50 trials. On

the other hand, the LSTM_WD model model showed similarly limited impact,

correctly detecting the wake word in 41 trials and failing in 9.

This result aligns with the expectation established in Chapter 4 where very

short jamming signals are often too brief to meaningfully disrupt wake word

detection, especially when they do not sufficiently overlap with the sensitive

regions of the wake word. Therefore, these unsuccessful attack attempts do not

meaningfully degrade system performance and, in practice, would not warrant

raising an alarm. The wake word is still recognized in most cases, and the

attack does not significantly interfere with the device’s functionality.

For the few cases where the LSTM_MCC model identified the input as an attack,

further validation can be performed using additional metrics such as DOA and

STE. The DOA results, as noted in the table, indicate a change in the direction

of the audio signal, suggesting a possible attack. Similarly, the STE results show

a slight energy peak, supporting the possibility of interference. These additional

validations can help confirm whether the detected anomaly truly represents an

attack.
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Overall, while the LSTM_MCC model’s attack detection capability is effective

even for very short jamming signals, the minimal impact of such attacks sug-

gests that the urgency of raising an alarm may be lower in these cases. However,

from a security standpoint, logging or flagging such attack attempts is valuable,

as awareness of an attempted attack can inform system monitoring. In cases

where the LSTM_MCC model identifies an attack, either the DOA position or

the STE peak position can be considered, as both are displaying a possibility of

attack as per the results noted in the table.

6.3.7 Experiment Set 7

In Experiment Set 7, the models were tested using only café background noise

to evaluate how well they could distinguish between harmless environmen-

tal sounds and deliberate jamming signals. This experiment was particularly

important for the LSTM_MCC model, as it was trained using various types of

noises, including adversarial examples. The goal was to ensure that this train-

ing did not cause the model to mistakenly classify random background noises

as attacks. The results show that the LSTM_MCC model successfully identified

all 50 samples of café background noise as non-wake words. This demonstrates

that the model did not confuse benign background noise with jamming signals,

even though it had been exposed to noise during training. The absence of false

positives in this scenario highlights the model’s ability to accurately distinguish

between genuine attacks and everyday environmental sounds.

These findings confirm that the adversarial training process effectively prepared

the LSTM_MCC model to recognize and respond to jamming signals without

compromising its ability to ignore non-threatening noises. This makes the

model robust and reliable in real-world environments, where background noise

is common and should not trigger unnecessary alarms. However, this experi-

ment does not rule out the possibility that certain naturally occurring noises,

especially if impulsive or high-energy, could coincidentally resemble the tim-

ing or spectral characteristics of a jamming signal. Investigating whether such

“accidental attacks” can arise from everyday background sounds is important.

6.3.8 Experiment Set 8

In Experiment Set 8, the models were tested with non-wake words to evaluate

their ability to correctly distinguish these inputs from actual wake words. This
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experiment serves as a simple verification to ensure that both models can ac-

curately classify non-wake words under normal conditions. The results show

that both the LSTM_WD and LSTM_MCC models successfully identified all 50

samples of non-wake words, correctly classifying them as such.

Continuous jamming attacks were not tested in this set of experiments. Contin-

uous jamming is a straightforward form of interference that can easily disrupt

wake word detection and render the system unusable. Such attacks are highly

noticeable to users because of their persistent nature and the obvious lack of

device responsiveness. For this reason, they are not a focus of this experiment,

as they do not offer meaningful insights into the detection capabilities of the

models.

6.4 Findings

Our experiments demonstrate that wake word jamming attacks can be effec-

tively detected and mitigated by transforming a wake word detection model

through adversarial training into a multi-class classifier. This enhanced model,

combined with validation techniques such as DOA and STE, provides a robust

framework for identifying and addressing jamming attacks. Some of the key

findings in the experiment are:

Transforming the wake word detection model into a multi-class classifier en-

ables it to distinguish between three types of input: wake words, non-wake

words, and jamming signals. This transformation makes the model recognize

jamming signals that interfere with sensitive regions of the wake word, signifi-

cantly enhancing its ability to detect and mitigate jamming attacks.

While the multi-class classifier performs well in detecting jamming attacks, it

occasionally misclassifies random background noise as a jamming signal. This

limitation highlights the need for additional validation techniques to minimize

false positives and ensure that alarms are raised only in the presence of gen-

uine threats. Without such validation, unnecessary alerts could undermine the

system’s reliability.

DOA is a simple and computationally efficient method for verifying jamming

attacks, especially for PVAs equipped with microphone arrays. By determin-

ing the angle from which sound originates, DOA can detect directional chan-

ges that may indicate interference. However, since DOA is sensitive to general
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background noise, relying solely on this technique can lead to false positives,

particularly in environments with fluctuating sound sources. Although many

modern PVAs physically contain multiple microphones, access to the raw multi-

channel audio needed for DOA estimation is not always available to developers,

which limits its practical use.

STE, which measures changes in signal energy over time, is particularly use-

ful for PVAs without microphone arrays. STE reliably identifies energy peaks

caused by abrupt changes in sound, such as jamming signals, and does not trig-

ger false positives from random background noise. This makes it a valuable tool

for distinguishing between harmless noise and actual attacks.

Combining STE analysis with the predictions of the multi-class classifier greatly

improves the accuracy of attack detection. When STE shows energy peaks in

the sensitive regions of the wake word, it confirms the presence of a jamming

attack, validating the classifier’s output. This layered approach ensures both

precision and robustness in detecting adversarial interference. In our exper-

iments, these peaks did not happen by accident, where normal background

noises never produced a peak in those regions, and the results matched very

well with when jamming was actually present. However, it is still possible, that

a real-world sound could sometimes look similar to a jamming pulse. It is an

open question, and exploring this remains an important direction for future

work.

Through comparative evaluation, STE was shown to be more effective and re-

liable than DOA for complementing the multi-class classifier. While DOA is

helpful in scenarios involving directional analysis, STE is better suited for re-

ducing false positives and ensuring accurate detection in real-world settings.

This makes STE a preferred technique for improving detection performance

across various devices and environments. This does not mean STE is univer-

sally better, but rather that in our specific experimental setup it produced fewer

false indications than DOA
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Chapter 7

Identifying Sensitive Areas

It is crucial to identify sensitive areas within a wake word that are more vulnera-

ble to jamming attacks for two key reasons. For attackers, this knowledge helps

plan and execute a DoS attack, and for developers to design more robust wake

word detection algorithms against targeted DoS attacks. the location and char-

acteristics of these sensitive areas depend on factors like audio pre-processing

and feature extraction methods, temporal analysis parameters and model ar-

chitecture. For an attacker who intends to cause DoS attack on the model must

have an understanding of what makes a certain region of a wake word more

vulnerable to jamming. Identification of sensitive areas is also important to

pinpoint the training efforts only in those regions rather than the whole wake

word as described in Chapter 5. This will reduce the costs and time involved in

adversarial training. However, pinpointing these sensitive areas is not straight-

forward. For commercial wake words like “Alexa” or “Hey Google”, attackers

can obtain devices for offline analysis or place recording equipment in environ-

ments where these devices operate, making experimentation relatively accessi-

ble. However, for custom or proprietary wake words in enterprise or security-

critical systems, direct access is not available. Neither attackers nor developers

can afford to run extensive experiments to identify them, as this would require

significant time, resources, and access to the system. This study aims to bridge

that gap by exploring how the structure of a wake word, its energy patterns,

and the type of detection model used influence its vulnerability to jamming.

Through a series of experiments, we investigated where these sensitive areas

are located, how they behave under different jamming conditions, and how the

design of the wake word detection algorithm affects its ability to handle inter-

ference. Sensitive areas vary depending on factors such as the wake word’s
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phonetic structure, energy distribution, and the wake word detection model’s

architecture. Through experiments using the LSTM_WD model, we identified

consistent vulnerability patterns. Sensitive areas align with voiced phonetic

segments containing phonetic transition boundaries. While specific boundaries

vary with model architecture, LSTM_WD model shows sensitivity at significant

hidden state transitions. The general correlation between energy concentration,

phonetic voicing, and vulnerability appears in implementations. This enables

both defensive design strategies and efficient attack planning based on energy

and phonetic structure analysis.

While we could not find a mechanism to identify sensitive areas for our tested

set of wake words, we were able to develop a set of guidelines that can help

predict where these regions likely appear.

7.1 Understanding Sensitive Areas

Our study confirms that sensitive areas are specific regions within a wake word

that are more vulnerable to jamming attacks. These areas exist in almost every

wake word, but their position within the word can vary depending on multiple

factors, including the word itself, the speaker’s pronunciation, and the wake

word detection model being used.

To further analyze these sensitive areas, we examined the results from wake

word jamming experiments conducted on multiple wake words. Since most of

the wake words tested in our study were multi-syllabic, we selected a monosyl-

labic wake word, “House” to observe how jamming affects words with a simpler

structure. For this experiment, we trained the LSTM_WD model using a dataset

of 1,690 utterances of the word “House”. The original model was trained on

non wake words already. After training, the model was tested with 10 previ-

ously unseen words that were not included in the training phase to evaluate its

ability to differentiate between wake words and non-wake words under jam-

ming conditions. We also trained the MHAtt-RNN model with the same number

of samples and tested it with 10 previously unseen words. The word “House” is

sourced from the speech commands dataset [War18a].

To systematically analyze the impact of jamming, we used ping noise with a

frequency range of 0–8 kHz and tested how it affected wake word recognition

across various jamming durations. The results of these tests on two wake word

detection algorithms were visualized as heatmaps, as shown in Figure 7.1.
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From the heatmap for the LSTM_WD algorithm shown in 7.1a, it is evident that

the sensitive areas of the word “House” are concentrated at the beginning of

the word. These sensitive regions persist across all tested jamming durations,

suggesting that the initial part of the word plays a crucial role in wake word

recognition. In contrast, the heatmap for the MHAtt-RNN model shown in 7.1b

presents a different pattern, with the effect of the ping noise distributed more

evenly across the entire duration of the wake word, regardless of the position of

the noise. This could be because, the attention mechanism in the MHAtt-RNN

enables the model to focus on multiple parts of the wake word simultaneously.

The model dynamically weighs the importance of different parts of the wake

word during wake word detection.

Each wake word analyzed so far: Alexa, Marvin, Activate, and House has a

unique acoustic signature shaped by its syllables, phonemes, and energy dis-

tribution. These wake words also vary in duration: Alexa ( 510ms) and House
( 420ms) are relatively short, while Activate ( 630ms) and Marvin ( 580ms) are

longer. Duration affects jamming dynamics, for example, shorter wake words

provide a narrower attack window, while longer wake words offer attackers

more flexibility to target multiple vulnerable regions or sustain jamming across

broader temporal spans. The waveforms of these wake words can be observed

from 7.2.

For monosyllabic words like House, the sensitive areas tend to be present in

the early portion of the word. This could be because most of the energy is dis-

tributed in the beginning part of the word and the wake word detection model

relies on these initial high-energy phonetic features to recognize the word ac-

curately. Once this high-energy region has passed, the model becomes signif-

icantly more resistant to jamming, meaning that if a jamming signal is intro-

duced later in the word, it does not disrupt detection as effectively. On the

other hand, for multi-syllabic words like Alexa, Marvin and Activate, the sensi-

tive regions are more spread out throughout the word. These words contain

multiple phoneme transitions, meaning that acoustic features such as formant

frequencies, spectral energy peaks are distributed across different sections. The

sensitive regions are often located at syllable transitions or other parts of the

word where distinct phonetic changes occur, making those areas more vulner-

able to interference. In these cases, an attacker aiming to jam wake word de-

tection would have a wider range of target points compared to a monosyllabic

word. This distinction between monosyllabic and multi-syllabic wake words

highlights how word structure directly affects jamming vulnerability. The posi-
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(a) Jamming using ping noise on the wake word ‘House’ using the LSTM_WD
model

(b) Jamming using ping noise on the wake word ‘House’ using the MHAtt-
RNN model

Figure 7.1: Comparison of the impact of jamming using ping noise on the
performance of wake word detection of the word ‘House’ using the original
LSTM_WD and MHAtt-RNN models without adversarial training. WaveForm of
House Superimposed with Jamming Signal on the Top
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Figure 7.2: Waveforms of the four wake words used in this study. Each subplot
shows the amplitude over time (ms) for Alexa, Marvin, Activate, and House,
illustrating the distinct acoustic signatures and duration differences across wake
words

tioning of sensitive regions depends not only on the energy distribution within

the word but also on how the wake word detection model processes and prior-

itizes different phonetic elements for recognition.

7.2 Role of Jamming Coverage

Another important factor to consider while confirming a specific region as sen-

sitive is the jamming coverage. Sensitive regions do exist across all wake words,

but the jamming coverage that confirms them might vary. As per our definition

of sensitive region explained in Section 5.2.1, it is a region where the jam-

ming is considered successful across all test cases, including different durations

of jamming signal and varying power with a jamming coverage threshold of

99%. Our experiments indicate that the identification of these sensitive areas

is influenced by two primary factors: the structure of the wake word and the

wake word detection model employed. For example, words like Activate, Alexa,
Marvin, and House, a sensitive area might have jamming coverage close to 99%

across different noise durations. However, this strict threshold does not apply to

all wake words, as their phonetic structure, energy distribution, and the wake

word detection model’s processing capabilities can influence jamming vulnera-
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7.3 Role of Signal Processing and
Wake Word Model

bility. For certain wake words, the 99% jamming coverage threshold may be too

high, and a lower threshold must be considered, particularly when their struc-

ture or energy distribution affects how they respond to jamming. For example,

in our experiments, wake word ‘Activate’ exhibited a peak jamming coverage of

99% compared to 46.78% for ‘House’. The 99% threshold was chosen as a con-

servative starting point to establish high confidence sensitive regions. However,

applying it rigidly across all wake words would fail to capture genuine vulner-

abilities in words with different acoustic properties. Additionally, the type of

jamming signal used influences the jamming coverage percentage. For exam-

ple, low-intensity noise like drums, animal roar, etc. [Nie04] may not have the

necessary characteristics to effectively interfere with wake word detection. If

such weak jamming signals are included in the jamming coverage calculation,

they may lower the percentage of observed jamming coverage, making it seem

as though no sensitive areas exist when, in reality, they do. If the 99% threshold

is applied universally, it may result in some wake words appearing to have no

sensitive areas at all, which would be misleading. Instead, the threshold should

be adjusted dynamically based on factors such as word structure, phonetic tran-

sitions, and energy distribution to accurately identify sensitive regions.

As observed in our experiments from chapter 5, multi-syllabic wake words such

as Activate, Alexa, and Marvin achieve jamming coverage close to 90%, re-

gardless of their structure or the detection model used. However, for certain

monosyllabic words in our corpus, such as House, the sensitive areas tend to be

much smaller, sometimes with jamming coverage lower than 50%.In such cases,

the decision on what threshold to apply must be carefully considered, ensuring

that the identification of sensitive areas remains accurate and meaningful.

7.3 Role of Signal Processing and

Wake Word Model

The process of identifying sensitive areas in a wake word is influenced by the

interplay between acoustic signal processing and the behavior of the wake word

detection model. Signal processing lays the groundwork by extracting key

acoustic features, such as energy valleys, phoneme transitions, and temporal

boundaries, which naturally create weak spots in the wake word. However,

the final detection performance is determined by how the wake word model

interprets these features. The model’s architecture, whether a Convolutional -
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7.3 Role of Signal Processing and
Wake Word Model

Recurrent neural network (CRNN) or an attention-based model, plays a critical

role in shaping its sensitivity to specific regions of the input signal. For exam-

ple, as shown in Figures 4.15 and 5.6a, the LSTM_WD model, a CRNN-based

one processes the input sequentially, resulting in distributed sensitivity across

the temporal span of the wake word. In contrast, the MHatt-RNN model uses

multi-head attention to selectively weight specific regions, effectively grouping

acoustically salient segments and concentrating sensitivity around key phonetic

transitions. This difference is reflected in the jamming coverage: the MHatt-

RNN model exhibits a lower coverage of 50.78% compared to 85.3% for the

baseline, indicating that attention mechanisms consolidate vulnerable regions

rather than spreading them across the entire utterance.

7.3.1 Signal Processing

Signal processing techniques are responsible for transforming raw audio into a

format suitable for machine learning models. This involves extracting features

such as MFCC, spectrograms, or log-mel energies, which capture the acous-

tic characteristics of the wake word. Although the mel scale is derived from

human auditory perception, it remains widely adopted in machine learning

based speech processing because it provides an effective compression of the

frequency spectrum that emphasizes distinctions relevant for speech recogni-

tion tasks [SKMR13]. These features could reveal potential sensitve areas, for

example, Energy Valleys which are the regions where the signal’s energy drops,

often corresponding to low-energy consonants like /s/, /f/, /t/, Phoneme Tran-
sitions, between phonemes, where the acoustic properties of the signal change

abruptly and Temporal Boundaries. These features depend on the structure of

the wake word and can provide a starting point for identifying sensitive areas

within a wake word.

7.3.2 Model Behaviour

The architecture of the wake word detection model significantly influences how

it processes the acoustic features and where it focuses its attention. Different

architectures exhibit distinct behaviors. For example, sequential models such

as Recurrent Neural Network (RNN) or CRNN, rely heavily on temporal depen-

dencies and are particularly sensitive to specific time steps in the input signal.

This might make the models focus more on the areas where the energy is high-

est, and those regions are the identification criteria for the models. This would
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also make the models more vulnerable to jamming signals if present in those

critical regions.

On the other hand, models with attention mechanisms such as MHatt-RNN dis-

tribute their focus across multiple regions of the input signal, allowing them to

weigh different parts of the wake word dynamically [SZWX18]. While this can

make them more robust to localized noise, it also means that their vulnerabil-

ities may be less predictable, as they depend on the learned attention patterns

rather than fixed temporal cues.

For an attacker aiming to identify the most vulnerable areas in a wake word

without conducting a series of experiments, or for developers seeking to train

the model for robustness against jamming attacks, they would need to focus

on two key factors. First, they would need to analyze the energy profile of

the word, identifying natural dips and transitions where phoneme boundaries

or low-energy consonants occur. Second, they would need to understand the

model architecture being used, whether it emphasizes sequential processing like

RNNs or has a more distributed focus like Mhatt-RNN. By combining insights

from both the acoustic signal and the expected model behavior, an attacker

could reasonably predict where noise would be most disruptive, even without

full access to the system.

Table 7.1: Summary of key findings on sensitive regions in wake words.

Factor Finding

Word structure Multi-syllabic words have distributed sensi-
tive regions; monosyllabic words have con-
centrated sensitive regions

Jamming signal Effectiveness varies depending on the type
of jamming signal used

Signal characteristics Signals with high acoustic energy and spec-
tral overlap with the wake word are more
disruptive

Model behaviour Detection model architecture determines
how weak spots manifest as sensitive re-
gions

7.4 Findings

Our study highlights the importance of identifying sensitive areas within wake

words, both for understanding how jamming attacks can be executed and for

Personal Voice Assistant Security
Denial of Service

125 Prathyusha Sagi



7. IDENTIFYING SENSITIVE AREAS 7.4 Findings

developing strategies to mitigate such attacks. Through a series of experiments,

we explored the factors that influence the location and behavior of these sen-

sitive regions. The findings reveal that the identification of sensitive areas de-

pends on several key factors, including the wake word’s energy distribution,

syllable structure, and other phonetic properties.

Our experiments conducted in this chapter confirm that sensitive regions ex-

ist in all four wake words evaluated. The results demonstrate that for multi-

syllabic words, these sensitive areas are more spread out across the word

whereas for words that are monosyllabic in nature, the sensitive areas are con-

centrated wherever the energy distribution is highest. This suggests that the

structure of the wake word directly impacts its susceptibility to jamming.

The experiments also reveal that jamming coverage plays a significant role in

identifying sensitive regions. The results indicate that while most wake words

exhibit jamming coverage close to 90%, monosyllabic words tend to have smal-

ler vulnerable regions, sometimes with jamming coverage below 50%. This

variation highlights the need for a dynamic threshold when defining sensitive

areas rather than applying a universal 99% coverage threshold.

Then the focus moves to what kind of word can actually be a wake word, most

of the commercial Personal Voice Assistant (PVA) use multi-syllabic words as

wake words, and monosyllabic words are rarely used as wake words, which

could be because of their frequent occurrence in daily conversations, that could

lead to unintended activations of the PVA.

The effectiveness of jamming attacks varies significantly depending on the type

of jamming signal used. Signals with higher acoustic energy and spectral over-

lap with the wake word’s frequency bands are more disruptive, as they more

effectively mask the phonetic features the detection model relies on. In our

experiments, ping noise achieved higher jamming success than other types of

noises, due to its transient, high energy bursts. Keyboard typing noise, while

more naturalistic, showed lower effectiveness due to its irregular temporal pat-

terns and limited spectral coverage. This suggests that the choice of jamming

signal is critical for an attacker and should be tailored to the specific wake word

and its acoustic properties.

Another key finding is the interplay between signal processing and wake word

model behavior in determining jamming vulnerability. The signal processing

step reveals natural weak spots within the wake word, such as energy dips and
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phoneme transitions, which make certain regions more susceptible to jamming.

However, the wake word detection model determines how these weak spots

manifest into sensitive regions that make a wake word detection algorithm sus-

ceptible to jamming. As future work, we aim to develop a diagnostic tool that

automatically identifies sensitive regions for a given wake word, parameterized

by the detection model and jamming signal type.

While our experiments provided valuable insights, we must acknowledge that

we couldn’t pinpoint a universal mechanism to identify sensitive areas across

all wake words. However, we were able to establish a set of rules and patterns

that can guide both attackers and developers as summarised in Table 7.1. For

instance, analyzing energy profiles and understanding model behavior can help

predict where sensitive regions are likely to occur. These findings not only help

attackers plan more effective jamming strategies but also help developers to

focus the training efforts only in the identified sensitive regions of the wake

word to make the model robust against a targeted jamming attack.
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Chapter 8

Conclusion

8.1 Research Overview

The research explores the security challenges facing Personal Voice Assistants

(PVAs), focusing specifically on the vulnerability of wake word detection sys-

tems to jamming attacks. PVAs have become very popular in everyday life ap-

pearing in smartphones, smart speakers, wearable devices, and even in cars

and hospitals due to their hands-free convenience. These devices streamline

tasks in diverse fields, such as education, healthcare, and the military. For in-

stance, teachers use voice assistants to automate classroom activities, medical

staff rely on them for patient management in hospitals [MLMT20], and the

U.S. Army has utilized voice-enabled systems to access critical information on

the battlefield [Med19]. Given this broad scope of usage, any disruption to

a PVA becomes more than just an inconvenience as it can interrupt essential

operations and potentially endanger users.

A DoS attack against a PVA compromises its primary functionality by preventing

the device from recognizing wake words, which are essential for initiating any

user command. Our research specifically concentrates on how such a DoS attack

is carried out through “wake word jamming,” a targeted form of interference

introduced during the crucial detection phase of a wake word. By masking

the acoustic signal, attackers can force the device to stay in its inactive state,

effectively denying service.
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8. CONCLUSION 8.2 Wake Word Jamming

8.2 Wake Word Jamming

Our experimentation begins by examining how a jamming attack can be de-

signed and deployed to disrupt wake word detection. A wake word detec-

tion model typically monitors incoming audio to decide if a specific word like

“Alexa,” “Activate,” or “Marvin” has been spoken. Through extensive experi-

ments, we demonstrate how attackers can exploit this mechanism, using care-

fully timed “jamming signals” to mislead the model. We identify the following

critical factors in executing a successful wake word jamming attack.

• Jamming Signal Parameters: Attackers can create a jamming signal with

varyingD signal power, duration, and timing to cause the maximum dis-

ruption using minimal energy. By placing a short but intense burst of

noise at precisely the right moment, an attacker can mask critical audio

features of the wake word.

• Types of Noise: Although white noise is the most straightforward form

of jamming signal, more specialized noises such as “ping” noises may be

equally or more effective. Our tests using white noise, ping noise, and

keyboard typing noise confirm that various noise types can disrupt wake

word detection, provided they are well timed and sufficiently strong.

• Position of Jamming Signals in Wake Words: We observe that wake

words contain few segments that are vulnerable to interference, we call

them Sensitive Regions. Injecting jamming signals within these time win-

dows yields greater disruption compared to randomly placed signals.

By systematically varying these factors, we identify how an attacker can ren-

der the PVA useless, preventing users from issuing voice commands at crucial

moments such as in a hospital setting where reliable voice interactions might

be life saving or on a military mission where quick access to data is neces-

sary [Med19, MLMT20].

8.3 Robustness via Adversarial Training

Since wake word detection is the access point of a PVA’s functionality, our next

step involved strengthening the model against these targeted jamming efforts.

We introduced an “adversarial training” approach, where the wake word detec-

tion model(LSTM_WD/ Mhatt-RNN) is retrained on datasets that include wake

words mixed with jamming signals. By superimposing varying jamming signals
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precisely over the identified sensitive regions, we effectively train the system to

handle targeted interference.

• Adversarial Samples Generation: We create adversarial examples by

superimposing jamming signals onto identified sensitive regions of the

wake word rather than superimposing them across the whole length of

the wake word. This allows the model to learn discriminative features that

distinguish legitimate wake words from jammed variants during training

using lesser training samples.

• Different Noise Types for Training: We find that using a diverse noise

set, particularly “babel noise” that includes background chatter, keyboard

typing and cutlery clinking. It provides sufficient acoustic variability to

generalize to real-world previously unseen jamming signals like “ping”

noises or café environments containing both background conversations

and ambient sounds (keyboard typing, cutlery clinking), as demonstrated

in Chapter 6.

• Reduction of Jamming Coverage: Experiments show a significant drop

in the “jamming coverage”: the proportion of a wake word susceptible to

jamming, after adversarial training. The sensitive areas that were previ-

ously large, get diminished or even eliminated in the wake word set we

tested, because the model now learns to handle interference if present in

those areas.

This improved resistance ensures that even if an attacker tries to compromise

the wake word at specific intervals, the model can still detect and respond to le-

gitimate user commands. However, adversarial training alone does not address

detecting ongoing attacks it simply strengthens the system to remain functional.

8.4 Detecting Ongoing Attacks

While adversarial training improves the robustness of the model, it does not

alert users when a jamming attack is happening. Recognizing this, we enhance

the system to not only withstand interference but also to identify potential at-

tacks in real time. We transform our binary wake word detector into a three-

class classifier, adding a category that identifies “wake word + jamming signal”

scenarios. This way, even if the device correctly recognizes the wake word, it

can simultaneously detect and alert that a jamming attack is underway.
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This additional layer can introduce more false alarms. Therefore, we incorpo-

rate two complementary techniques to strengthen the detection reliability:

• Direction of Arrival (DOA): PVAs typically use microphone arrays, which

enable directional analysis. When the model suspects an attack, DOA can

verify if there is an unexpected change in the sound’s angle. If the attacker

emits noise from a different location than the legitimate user, DoS helps

confirm that suspicion.

• Short Time Energy (STE) STE checks for abrupt spikes in the audio sig-

nal’s energy. Typically, random background noises do not produce sharp

energy peaks in critical segments of the wake word. If STE reveals a

sudden jolt in the sensitive region, it strongly indicates an attack. STE

is particularly useful for devices with only one microphone where DOA

cannot be applied.

By combining DOA or STE checks with our three class classification system, the

number of false positives drops significantly, and actual attacks can be flagged

or blocked. This comprehensive detection method makes the system both ro-

bust against jamming and capable of alerting users to ongoing threats.

8.5 Identifying Sensitive Areas

In our final part, we analyze why certain parts of a wake word are more vulner-

able than others and whether these regions can be predicted without exhaus-

tively testing every possible jamming configuration:

• Sensitive Regions: Our results show that each wake word has unique

weak spots. For monosyllabic words like “House,” the highest energy and

defining phonetic elements occur early on, so an attacker’s best bet is to

jam that first portion. For multi-syllabic words like “Alexa” or “Activate,”

vulnerability is spread over multiple syllable boundaries. Our analysis fo-

cused on a limited set of single-word wake words, systematic investigation

of how sensitive region patterns generalize across broader phonetic struc-

tures, including multi-word wake phrases like“Hey Google”, different lin-

guistic contexts, and various speaker accents, remains an important area

for future work.

• Jamming Coverage Threshold: We note that not all words can reach a

99% coverage threshold. For some words, significant jamming coverage
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might be as low as 50%, especially if the word is short and has only a small

interval of vulnerability. Hence, it is crucial to set realistic thresholds for

designating a region as sensitive.

• Model Dependent Impact: Different wake word architectures like

CRNNs or multi-head attention based networks process acoustic features

differently. Thus, an attacker would need to also consider the detection

model’s behavior (or example, whether it focuses heavily on certain time

frames or phonemes to precisely identify where a jamming signal will do

the most damage.

• Predicting Vulnerabilities: By analyzing signal energy distributions and

phoneme shifts, alongside knowledge of the model’s internals, attackers

or defenders can predict where an attack is most likely to succeed.

8.6 Limitations and Future Work

Our work focuses on jamming signals in the audible range (up to about 8

kHz). However, attackers may also exploit ultrasounds above the human hear-

ing threshold for example, above 20 kHz to deliver inaudible jamming signals,

often leveraging microphone non linearities. Future research should address

this less perceptible but potentially powerful form of jamming.

Our defense mechanisms involve practical trade-offs, for example, multi-

layered validation adds processing overhead, and evaluation was limited to

four wake words using mel-spectrogram features with LSTM detection. Gener-

alization to broader vocabularies, alternative features (MFCC, raw audio), and

different architectures requires validation.

Our experiments were conducted in controlled settings like in indoor spaces

without explicit characterization of echo, reverberation, or other room acous-

tic properties. We did not measure or control for these environmental factors

in our experimental design. However, real-world deployments encounter these

conditions. These phenomena interact with jamming in complex ways. Future

work should investigate defense performance across varying acoustic environ-

ments.

Another point for future research involves implementing a user alert mecha-

nism using the device’s built-in notification system. While our current work

focuses on detecting and mitigating jamming attacks, it does not include an
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active method of informing the user about ongoing interference. Future efforts

could explore how best to integrate timely alerts such as visual indicators, au-

dio cues, or smartphone notifications to ensure users are instantly informed of

potential security threats and can take appropriate action.

Our work has provided valuable insights into identifying sensitive areas within

wake words that are vulnerable to the specific jamming attacks investigated

in this study. However, a significant limitation we encountered is the inability

to precisely pinpoint sensitive areas across all wake words using a universal

mechanism.

8.7 Conclusion

In essence, our research investigates the acoustic channel vulnerabilities in PVAs

and offers a blueprint for both reinforcing wake word detection against jam-

ming and detecting ongoing attacks. By pinpointing sensitive regions within

wake words, exploiting adversarial training, and combining classification out-

puts with techniques like DOA or STE, we advance the resilience of PVAs. This

integrated approach ensures not only that devices remain operational despite

malicious interference but also that users can be alerted in a timely manner,

preserving the promise of effortless, hands-free voice interaction in even the

most demanding environments.
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[SDJ09] Ervin Sejdić, Igor Djurović, and Jin Jiang. Time–frequency fea-

ture representation using energy concentration: An overview

of recent advances. Digital Signal Processing, 19(1):153–183,

2009.

[SDSV20] Kalyanam Supriya, Anemu Divya, Gedala Ram Sai, and Balaga

Vinodkumar. Trigger word recognition using lstm. 09, 2020.

[Sec24] Secured Data Recovery. Listening in: Privacy concerns of voice

assistants, 2024.

[SGS+15] Gaurav Somani, Manoj Gaur, Dheeraj Sanghi, Mauro Conti, and

Rajkumar Buyya. Ddos attacks in cloud computing: Issues, tax-

onomy, and future directions. Computer Communications, 107,

12 2015.

[SHK+14] Nitish Srivastava, Geoffrey Hinton, Alex Krizhevsky, Ilya

Sutskever, and Ruslan Salakhutdinov. Dropout: a simple way

to prevent neural networks from overfitting. The journal of ma-
chine learning research, 15(1):1929–1958, 2014.

[SHRL20] Emre Sezgin, Yungui Huang, Ujjwal Ramtekkar, and Simon

Lin. Readiness for voice assistants to support healthcare deliv-

ery during a health crisis and pandemic. NPJ Digital Medicine,

3(1):122, 2020.

[Sir17] Team Siri. Hey siri: An on-device dnn-powered voice trigger

for apple’s personal assistant. Apple Machine Learning Journal,
1(6), 2017.

[SJT+21] Filipo Sharevski, Peter Jachim, Paige Treebridge, Audrey Li,

Adam Babin, and Christopher Adadevoh. Meet malexa, alexa’s

malicious twin: Malware-induced misperception through in-

telligent voice assistants. International Journal of Human-
Computer Studies, 149:102604, 01 2021.

Personal Voice Assistant Security
Denial of Service

147 Prathyusha Sagi



REFERENCES

[SKMR13] Tara N. Sainath, Brian Kingsbury, Abdel-rahman Mohamed, and

Bhuvana Ramabhadran. Learning filter banks within a deep

neural network framework. In IEEE Workshop on Automatic
Speech Recognition and Understanding (ASRU), pages 297–302,

Olomouc, Czech Republic, 2013. IEEE.

[SKZ+18] Lea Schönherr, Katharina Kohls, Steffen Zeiler, Thorsten Holz,

and Dorothea Kolossa. Adversarial attacks against automatic

speech recognition systems via psychoacoustic hiding. arXiv
preprint arXiv:1808.05665, 2018.

[Smi] Dale Smith. ’alexa’ isn’t the only thing your amazon echo can lis-

ten for. here’s what else. https://www.cnet.com/home/smart-

home/alexa-isnt-the-only-thing-your-amazon-echo-can-listen-

for-heres-what-else/.

[Soc] IEEE Signal Processing Society. Signal processing 101.

https://signalprocessingsociety.org/our-story/signal-
processing-101 . [Accessed 24-09-2024].

[Sol24] UL Solutions. Unprotected firmware puts iot devices

at greater risk. https://www.ul.com/news/unprotected-
firmware-puts-iot-devices-greater-risk, 2024. [Accessed

04-12-2025].

[S.p] Eidosmedia S.p.A. The growing power of voice search - |

Eidosmedia — eidosmedia.com. https://www.eidosmedia.
com/updater/technology/The-Emerging-Power-of-Voice-
Assistants-and-Voice-Search#:∼:text=Oberlo%20reports%
2050%25%20of%20the,assistants%20in%20use%20by%202024.
[Accessed 10-06-2024].

[SSR24] Prathyusha Sagi, Arun Sankar, and Utz Roedig. Personal voice

assistant wake word jamming. In 2024 IEEE International Con-
ference on Pervasive Computing and Communications Workshops
and other Affiliated Events (PerCom Workshops), pages 19–24,

2024.

[ST20] Khairunisa Sharif and Bastian Tenbergen. Smart home voice as-

sistants: A literature survey of user privacy and security vulner-

Personal Voice Assistant Security
Denial of Service

148 Prathyusha Sagi

https://signalprocessingsociety.org/our-story/signal-processing-101 
https://signalprocessingsociety.org/our-story/signal-processing-101 
https://www.ul.com/news/unprotected-firmware-puts-iot-devices-greater-risk
https://www.ul.com/news/unprotected-firmware-puts-iot-devices-greater-risk
https://www.eidosmedia.com/updater/technology/The-Emerging-Power-of-Voice-Assistants-and-Voice-Search#:~:text=Oberlo%20reports%2050%25%20of%20the,assistants%20in%20use%20by%202024.
https://www.eidosmedia.com/updater/technology/The-Emerging-Power-of-Voice-Assistants-and-Voice-Search#:~:text=Oberlo%20reports%2050%25%20of%20the,assistants%20in%20use%20by%202024.
https://www.eidosmedia.com/updater/technology/The-Emerging-Power-of-Voice-Assistants-and-Voice-Search#:~:text=Oberlo%20reports%2050%25%20of%20the,assistants%20in%20use%20by%202024.
https://www.eidosmedia.com/updater/technology/The-Emerging-Power-of-Voice-Assistants-and-Voice-Search#:~:text=Oberlo%20reports%2050%25%20of%20the,assistants%20in%20use%20by%202024.


REFERENCES

abilities. Complex Systems Informatics and Modeling Quarterly,

0:15–30, 10 2020.

[Sta25] Amazon Staff. 50 things to try with alexa+, 2025.

[STE22] STEPHAN. The Babel Noise Generator, 2022.

[STIM18] Shibani Santurkar, Dimitris Tsipras, Andrew Ilyas, and Alek-

sander Madry. How does batch normalization help optimiza-

tion? Advances in neural information processing systems, 31,

2018.

[Sup24] NetSim Support. Modelling ddos attack in iot network in

netsim. https://support.tetcos.com/support/solutions/
articles/14000141596, 2024. Demonstrates 25-50% through-

put degradation with 1-3 attackers at 20 packets/sec.

[SWW15] Ahmad-Reza Sadeghi, Christian Wachsmann, and Michael

Waidner. Security and privacy challenges in industrial internet

of things. In Proceedings of the 52nd Annual Design Automation
Conference, DAC ’15, New York, NY, USA, 2015. Association for

Computing Machinery.

[SYO+18] Sining Sun, Ching-Feng Yeh, Mari Ostendorf, Mei-Yuh Hwang,

and Lei Xie. Training augmentation with adversarial examples

for robust speech recognition. arXiv preprint arXiv:1806.02782,

2018.

[SZWX18] Changhao Shan, Junbo Zhang, Yujun Wang, and Lei Xie.

Attention-based end-to-end models for small-footprint keyword

spotting, 2018.

[TGCEKK20] Ozan Topal, Selen Gecgel Cetin, Ender Eksioglu, and Gunes

Karabulut Kurt. Identification of smart jammers: Learning-

based approaches using wavelet preprocessing. Physical Com-
munication, 39:101029, 04 2020.

[TJ18] Li Tan and Jean Jiang. Digital signal processing: fundamentals
and applications. Academic press, 2018.

[TK09] Sergios Theodoridis and Konstantinos Koutroumbas. Pattern
Recognition. Academic Press, Burlington, MA, 4th edition, 2009.

Personal Voice Assistant Security
Denial of Service

149 Prathyusha Sagi

https://support.tetcos.com/support/solutions/articles/14000141596
https://support.tetcos.com/support/solutions/articles/14000141596


REFERENCES

[Tor18] Don Torrieri. Principles of Spread-Spectrum Communication Sys-
tems. Springer, 4th edition, 2018.

[TS20] George TERZOPOULOS and Maya SATRATZEMI. Voice assis-

tants and smart speakers in everyday life and in education. In-
formatics in Education, 19(3):473–490, 2020.

[USL20] Sahar Ujan, Mohammad Same, and Rene Landry. A robust

jamming signal classification and detection approach based on

multi-layer perceptron neural network. 03 2020.

[W+21] Yiming Wang et al. Wake word detection and its applications.
PhD thesis, Johns Hopkins University, 2021.

[War18a] P. Warden. Speech Commands: A Dataset for Limited-

Vocabulary Speech Recognition. ArXiv e-prints, April 2018.

[War18b] Pete Warden. Speech commands: A dataset for limited-

vocabulary speech recognition. CoRR, abs/1804.03209, 2018.

[WEK+15] Zhizheng Wu, Nicholas Evans, Tomi Kinnunen, Junichi Yamag-

ishi, Federico Alegre, and Haizhou Li. Spoofing and counter-

measures for speaker verification: A survey. Speech Communi-
cation, 66:130–153, 2015.

[WPS+18] Minhua Wu, Sankaran Panchapagesan, Ming Sun, Jiacheng Gu,

Ryan Thomas, Shiv Naga Prasad Vitaladevuni, Björn Hoffmeis-

ter, and Arindam Mandal. Monophone-based background mod-

eling for two-stage on-device wake word detection. In IEEE In-
ternational Conference on Acoustics, Speech and Signal Process-
ing, ICASSP 2018, pages 5494–5498, Calgary,Canada, 2018.

IEEE.

[XTZW05] Wenyuan Xu, Wade Trappe, Yanyong Zhang, and Timothy

Wood. The feasibility of launching and detecting jamming at-

tacks in wireless networks. In Proceedings of the 6th ACM Inter-
national Symposium on Mobile Ad Hoc Networking and Comput-
ing, pages 46–57, 2005.

[YCZ+18] Xuejing Yuan, Yuxuan Chen, Yue Zhao, Yunhui Long, Xiaokang

Liu, Kai Chen, Shengzhi Zhang, Heqing Huang, XiaoFeng Wang,

and Carl A. Gunter. CommanderSong: A systematic approach

for practical adversarial voice recognition. In 27th USENIX Secu-

Personal Voice Assistant Security
Denial of Service

150 Prathyusha Sagi



REFERENCES

rity Symposium (USENIX Security 18), pages 49–64, Baltimore,

MD, August 2018. USENIX Association.

[YJW+22] Chen Yan, Xiaoyu Ji, Kai Wang, Qinhong Jiang, Zizhi Jin, and

Wenyuan Xu. A survey on voice assistant security: Attacks and

countermeasures. ACM Comput. Surv., 55(4), nov 2022.

[YLZ+20] Qiben Yan, Kehai Liu, Qin Zhou, Hanqing Guo, and Ning Zhang.

Surfingattack: Interactive hidden attack on voice assistants us-

ing ultrasonic guided waves. 01 2020.

[YZ22] Qiuchen Yu and Ruohua Zhou. Wake word detection based on

res2net. arXiv preprint arXiv:2209.15296, 2022.

[ZCL+18] Rongjunchen Zhang, Xiao Chen, Jianchao Lu, Sheng Wen,

Surya Nepal, and Yang Xiang. Using ai to hack ia: A new

stealthy spyware against voice assistance functions in smart

phones, 2018.

[ZLC+19] Xiao Zhang, Jiqiang Liu, Si Chen, Yongjun Kong, and Kui Ren.

Priwhisper+: An enhanced acoustic short-range communica-

tion system for smartphones. IEEE Internet of Things Journal,
6(1):614–627, 2019.

[ZMF+19] Nan Zhang, Xianghang Mi, Xuan Feng, XiaoFeng Wang, Yuan

Tian, and Feng Qian. Dangerous skills: Understanding and mit-

igating security risks of voice-controlled third-party functions

on virtual personal assistant systems. In 2019 IEEE Symposium
on Security and Privacy (SP), pages 1381–1396, 2019.

[ZSLC17] Yundong Zhang, Naveen Suda, Liangzhen Lai, and Vikas Chan-

dra. Hello edge: Keyword spotting on microcontrollers. arXiv
preprint arXiv:1711.07128, 2017.

[ZXZ+15] Shengkui Zhao, Xiong Xiao, Zhaofeng Zhang, Thi Ngoc Tho

Nguyen, Xionghu Zhong, Bo Ren, Longbiao Wang, Douglas L.

Jones, Eng Siong Chng, and Haizhou Li. Robust speech recog-

nition using beamforming with adaptive microphone gains and

multichannel noise reduction. In 2015 IEEE Workshop on Au-
tomatic Speech Recognition and Understanding (ASRU), pages

460–467, 2015.

Personal Voice Assistant Security
Denial of Service

151 Prathyusha Sagi



REFERENCES

[ZYJ+17] Guoming Zhang, Chen Yan, Xiaoyu Ji, Tianchen Zhang, Taimin

Zhang, and Wenyuan Xu. Dolphinattack: Inaudible voice com-

mands. In Proceedings of the 2017 ACM SIGSAC Conference on
Computer and Communications Security, CCS 2017, pages 103–

117, Dallas, USA, 2017. ACM.

Personal Voice Assistant Security
Denial of Service

152 Prathyusha Sagi


	List of Figures
	List of Tables
	List of Acronyms
	Acknowledgements
	Abstract
	Introduction
	Motivation
	Contributions
	Publications
	Outline of the Dissertation

	Background
	Personal Voice Assistants (PVAs)
	Audio Signal Processing
	Automatic Speech Recognition (ASR)
	Wake Word Detection
	Wake Word Detection using HMMs
	Wake Word Detection using DNNs


	Internet of Things (IoT)
	Internet of Targets (IoTs): Security and Privacy of IoT devices
	Security Attacks on PVA
	Denial of Service (DoS)
	Jamming Attacks on PVA

	Wake Word Jamming
	Related Work on Wake Word Jamming
	Wake Word Detection
	Jamming Process
	Signal Combination
	Jamming Energy

	Evaluation Results
	Experiment Set 1 — Superimposing Noise and Constant Energy
	Experiment Set 2 — Superimposing Noise and Variable Energy
	Experiment Set 3 — Replacing Wake Word and Constant Energy
	Experiment Set 4 — Replacing Wake Word and Variable Energy
	Evaluation of Jamming in an Over-The-Air Setup
	Zebra Effect
	Noise Types
	Jamming Energy
	Result of Required Jamming Energy for Succesful Jamming
	Wake Word Jamming on Different Wake Words and Algorithms
	Jamming using ``Alexa'' as a Wake Word
	Jamming using ``Marvin'' as a Wake Word
	MHAtt-RNN Wake Word Detection Model
	Experiment on Echo Device

	Findings


	Robust Wake Word Detection
	Related Work on Robust Wake Word Detection
	Building a Jamming-Resistant Wake Word Detection Model
	Sensitive Regions and Jamming Coverage

	Jamming Signals used for Adversarial Training
	Adversarial Training Data
	Adversarial Training Process
	Resistance to Noise Variation
	Results of Adversarial Training in Practical Experimental Setup
	Generalization

	Findings

	Detection of Jamming Attack
	Related Work on Detection of Wake Word Jamming
	Attack Detection
	Training Data
	Training Process
	Direction of Arrival (DOA)
	Short Time Energy (STE)

	Evaluation
	Experiment Set 1
	Experiment Set 2
	Experiment Set 3
	Experiment Set 4
	Experiment Set 5
	Experiment Set 6
	Experiment Set 7 
	Experiment Set 8

	Findings

	Identifying Sensitive Areas
	Understanding Sensitive Areas
	Role of Jamming Coverage
	Role of Signal Processing and Wake Word Model
	Signal Processing
	Model Behaviour

	Findings

	Conclusion
	Research Overview
	Wake Word Jamming
	Robustness via Adversarial Training
	Detecting Ongoing Attacks
	Identifying Sensitive Areas
	Limitations and Future Work
	Conclusion


