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Abstract—Wake word detection algorithms in Personal Voice
Assistants (PVAs) are not designed to handle acoustic Denial of
Service (DoS) attacks. We show that adversarial training can be
used to improve the resilience of wake word detection against
jamming attacks. We demonstrate that the inclusion of jammed
wake word samples (adversarial samples) in the training phase of
a wake word detection algorithm can defeat jamming attacks.
The careful selection of the jamming signal type used during
training ensures that wake word recognition is also resilient
against jamming signals unknown during training; defeating a
priori unknown jamming signal types is possible. We optimize
the adversarial training effort by identifying areas of the wake
word that are highly susceptible to acoustic interference, which
guides our generation of adversarial training samples. We
demonstrate the success of the proposed approach using a
variety of wake words and two different wake word detection
algorithms.

Index Terms—Personal Voice Assistant (PVA), Wake Word
Detection, Acoustic Jamming, Adversarial Training.

I. INTRODUCTION

PVAs are deployed as standalone devices such as the
Amazon Echo and Google Home or are integrated within
electronic devices such as phones, Personal Computer (PC),
and TVs. Increasingly PVAs are also found in safety-critical
systems. For example, they are used to interact with your
car and are found in surgical theaters to assist doctors, and
have been used in the military as well [1]–[3]. As we come
to rely on PVAs it is important to pay more attention to
their resilient operations. A PVA continuously records sound
in the neighborhood and is triggered by the detection of a
wake word. Wake word detection is performed by a simplified
Automatic Speech Recognition (ASR) within the PVA. Upon
detection, the PVA records the following sound which is
transported to a cloud-based backend where advanced ASR
is used. A wake word detection failure prevents PVA usage.

Wake word detection can be impeded by acoustic interfer-
ence and an adversary can use jamming to prevent the use
of a PVA altogether leading to a DoS attack (see [4]–[6]).
Commercial PVAs employ sophisticated noise cancellation
methods, however, these are insufficient to suppress deliberate
jamming efforts. Existing works have investigated wake word
jamming using various audible and inaudible sound sources
(see [4]–[7]) but there is a lack of defense mechanisms. Some
existing work has focused on improving wake word detection

in noisy environments (see [8], [9]) which may also help in
defending against attacks. However, in this work, we focus on
improving the resilience of wake word detection specifically
against jamming attacks.

We consider a jamming signal (initially white noise) of
varying duration (2ms up to 256ms) and power and slide
this jamming signal window over the wake word. Thus,
we obtain insight on the effectiveness of jamming signals.
Using this analysis we identify sensitive regions, areas of the
wake word signal that are very susceptible to jamming. We
create adversarial samples by combining jamming signals
of varying duration and power with wake word samples.
To improve training efficiency we only consider adversarial
samples where the jamming signal falls in the identified
sensitive areas. We use the adversarial samples to improve
wake word detection. Our experiments show that a model
trained with adversarial samples is resilient to jamming even if
the jamming signal used for training differs during an attack.

Our work uses the public available wake word detection
algorithm by Supriya et al. [10] which we refer to as LSTM-
WD. We also verified that the presented results apply to
another algorithm called MHAtt-RNN designed by Oleg et al.
[9]. We used the wake word ’Activate’ and verified that
results also apply to other wake words such as ’Alexa’ and
’Marvin’. Thus, we believe that adversarial training to prevent
wake word jamming presented in this paper is generically
applicable.

The specific contributions of our work are:
1) Wake Word Jamming: We provide a comprehensive

study of the effectiveness of acoustic jamming signals
on wake word recognition algorithms. We show that a
well placed jamming signal of only 2ms duration can
prevent wake word detection and thus PVA operations
entirely.

2) Adversarial Training for Robust Wake Word Detection:
To the best of our knowledge, this is the first proposal
to make a wake word detection more robust by using
an adversarial training process.

3) Adversarial Sample Selection: We identify a suitable
signal (i.e. ’babel noise’) for adversarial sample gener-
ation such that attacks with a priori unknown signals are



detected. We identify which adversarial samples should
be considered to reduce the training effort.

Next, we discuss related work. Section III describes the
wake word detection algorithms and Section IV details the
wake word jamming process. Section V outlines our adver-
sarial training approach. We present detailed results using
the LSTM-WD algorithm in Section V-B. In Section V-E
we generalize our findings and report on experiments using
a broader set of wake word detection algorithms and wake
words. Section VI concludes the paper.

II. RELATED WORK

Acoustic interference, in the form of background noise or
a deliberate jamming signal, can cause interruption to wake
word detection. Wake word jamming can be used not only
as a means to conduct DoS attacks but also for consent
management.

A Protection Jamming Device (PJD) is used in Peng et al
[5] to prevent the PVA from recording conversations of the
users in its vicinity. The PJD continuously monitors the
channel for the wake word and emits the jamming signal
when the wake word is spoken. By timing the jamming signal
correctly, they could effectively prevent successful wake word
detection. The study investigated the required signal overlap
between the jamming signal and the wake word for successful
jamming and examined the use of different sounds. Ke et al
[4] look at jamming the acoustic channel to protect speech
privacy from always-on microphones. This study uses a device
called Micsheild that continuously emits a jamming signal to
’deafen’ the PVA while it searches for wake word’s phoneme
pattern. Micsheild stops emitting the jamming signals as soon
as it hears a wake word. The jamming signal is white noise
in the 0-4kHz range. Li et al [6] describe a DoS attack on
PVAs by jamming wake word. They employed an adversarial
music synthesizer to generate guitar-like sounds for jamming
purposes. The experiments showed that a jamming signal with
a volume above 40dBA had an increased success rate in dis-
rupting wake word detection. Continuous and long-duration
jamming is very noticeable, so researchers investigated the
use of inaudible sound sources in Guoming et al [7].

These differ from the work presented here. These works
do not investigate how to improve wake word detection when
jamming is present. In addition, specifics of the jamming
signal such as duration, bandwidth, and signal strength are not
thoroughly considered. In most works, continuous jamming
signals are considered and less thought is given on how an
attacker might create a short and efficient signal.

Some existing work has also aimed to improve the resis-
tance of wake word detection against background noise. For
example, work by Lim et al. [8] has proposed methods to
improve the robustness of wake word detection against noise,
using a cross-informed domain adversarial training by the
inclusion of noisy wake word samples within the training pro-
cess. Yixin et al. [11] proposes mixed-condition training, with
clean speech, clean+reverb, and clean+reverb+noise speech
samples to improve wake word detection in noisy settings.

Qiuchen et al [12] proposed training the wake word model
with utterances, where for each training utterance, to a random
selection of frames time and frequency masking is applied to
simulate noisy or interrupted audio conditions.

While these works look at wake word detection in a
noisy environment or to improve overall wake word detection
performance by masking techniques, they do not consider an
attack in the form of deliberate jamming.

III. WAKE WORD DETECTION ALGORITHM

Wake word detection algorithms differ from Speech Recog-
nition (SR) algorithms used in the back end. Wake word
detection only has to detect one specific word, the wake
word. Commercial ASR systems such as Alexa, Google
and Siri use Deep Neural Network (DNN) based detection
algorithms such as Convolutional Neural Network (CNN),
Recurrent Neural Network (RNN) or a combination of both
(C-RNN) along with classifiers to predict the presence of
a wake word. However, the implementation or specifics of
commercial wake word detection algorithms are not publicly
available. Our work is based on the public available wake
word detection algorithm by Supriya et al. [10] which we
refer to as LSTM-WD. The algorithm follows the approach,
commercial products claim to be using. We verified our results
using another public available algorithm by Oleg et al. [9]
which uses a Multihead Attention RNN (referred to as MHAtt-
RNN). The generic aspects of the wake word detection process
are outlined in Fig. 1
A. LSTM-WD Wake Word Detection

The LSTM-WD by Supriya et al. [10] used in this study
consists of a one-dimensional convolutional layer connected
to two Gated Recurrent Unit (GRU) layers and a final dense+
sigmoid layer to predict the wake word. The model works
on a 10-second audio input (see top of Fig. 1). The input
audio is divided into equal length windows of duration 10ms,
and a spectrogram is generated for each window. These
spectrograms are then passed through a one dimensional
convolutional layer to extract features from the audio. These
extracted features are fed sequentially to the two GRU layers
(GRU is a type of RNN) followed by a dense layer with
sigmoid activation function to make predictions for each
time step. The sigmoid function provides an estimate of the
probability of the output to decide whether the spoken word
is a wake word or not (bottom of Fig. 1).

The model produces a probability score for each time step
of duration 7.2ms. The input audio of 10s (top of Fig. 1)
generates 1375 time steps (10s/7.2ms) (bottom of Fig. 1).
To determine if the audio input contains the wake word, a
threshold of 0.5 is set. If any of the 1375 probability scores
exceed this threshold the wake word is present.

We used the wake word ’Activate’. The training data
set comprised 4000 samples each of duration 10s. Each
training sample contains wake words, non wake words and
background noise. Each wake word and non wake word are
of average duration 700ms and 500ms respectively.



Fig. 1: The wake word detection process of LSTM-WD. The
audio signal (top) is divided into frames of 10ms and features
from each spectrogram are extracted and fed into an RNN.
The resulting probability scores are compared to a threshold
to decide on wake word presence (bottom).

B. MHAtt-RNN Wake Word Detection Model

We also used another algorithm referred to as MHATT-RNN
by Oleg et al. [9], which was originally trained for keyword
spotting. The model architecture consists of a speech feature
extractor and a neural network based classifier similar to the
standard architecture for keyword spotting Sercan et al. [13].
The input audio signal is divided into overlapping frames of
length 40ms with an overlap of 20ms. Each of these frames is
fed to a CNN to extract the MFCC features of the audio. the
extracted features are fed to multi-head attention RNN layers
with 4 heads. The RNN layers used here are GRU layers
followed by a dense layer with a softmax activation function.

We have taken the same model architecture and retrained
the model to predict the presence of wake word in an
incoming audio signal. We trained the model for the wake
word ’Marvin’. The dataset is split into 80% of training data
with 1293 samples and 20% of test data with 320 samples
with an average duration of approximately 700ms. The dataset
is taken from the speech commands dataset from [14].

IV. WAKE WORD JAMMING

A. Threat Model

Voice assistants rely on wake word detection algorithms to
wake up and process user requests. If the wake word detec-
tion algorithm can be interrupted, then it disrupts the voice
assistant’s ability to recognize the wake word and process
user requests, resulting in a DoS attack. Existing research has

Fig. 2: Variation in wake word detection probability with and
without superimposing white noise over the word ’Activate’.
For every noise position across the wake word, the maximum
probability score of LSTM-WD is given.

explored jamming for privacy protection and DoS attacks [4]–
[6] using continuous jamming signals. In this work, we focus
on a more advanced selective and efficient jamming approach
to target the wake word detection algorithm to cause a DoS
attack while remaining undetected.

To successfully execute wake word jamming, an attacker
would like to ensure the jamming signal is unnoticeable.
Therefore, an attacker would like to limit the jamming signal
in terms of duration, frequency and power. Furthermore, the
attacker may design and time a jamming signal such that it
is least noticeable while having a good impact on the wake
word detection.

B. Jamming Signal

We initially consider White Noise as the jamming signal as
it has a flat spectrum and a uniform impact on all frequency
regions of the wake word. We also consider Ping Noise
and Babel Noise as jamming signals. The noise dataset of
ping noise is sourced from [15] and it has been segmented
into desired durations. Babel noise is generated manually
and includes background chatter, keyboard typing and cutlery
clinking, sourced from [16] is then segmented into desired
durations. Babel noise was chosen for robust adversarial
training as it contains all possible sound types for jamming.
We use the jamming signal types limited to the frequency
band from 0kHz to 8kHz with a variable duration from 2ms to
256ms and variable power. The initial power is set at a Signal
to Noise Ratio (SNR) of 0dB where both, the wake word and
jamming signal are of equal strength. The jamming signal
energy is increased by a factor until jamming is successful
at a position of the wake word or the jamming signal energy
exceeds a limit (500 times the energy of the wake word region
over which the jamming signal is superimposed).

C. Jamming Methodology
Jamming is implemented by superimposing the jamming

signal with the wake word. For experimentation, we slide the
jamming signal of a selected duration and power in steps of



1ms over the entire wake word. For each jamming position,
we evaluate the output of the LSTM-WD algorithm (1375
probability scores). If all of the 1375 scores are below the
threshold of 0.5 jamming was successful. Fig. 2 shows the
highest of the 1375 probability scores for each jamming signal
position as purple curve (white noise, jamming duration of
32ms with 0dB). The blue line shows the same output when
no jamming signal is applied. On top of Fig. 2 we show
the speech signal of the used wake word ’Activate’ in the
time domain for comparison. Fig. 2 shows the result for
one specific user speaking ’Activate’; the results differ from
speaker to speaker but the shape of the curves is identical for
different speakers.

The effect of jamming is clearly visible when the jamming
signal is placed between 85ms and 180ms. Here the proba-
bility score is pushed close to 0 and jamming is successful.

D. Jamming Result

Fig. 3: Wake word detection performance when superim-
posing white noise over the wake word ’Activate’. The
color intensity represents the noise energy level required for
successful jamming. Grey represents areas where jamming
was not possible. The sensitive region is marked by a box.

Fig. 3 shows the result of jamming the LSTM-WD model
trained to recognize ’Activate’ using white noise of varying
duration, placement, and power in the form of a heat map. The
results are shown for one specific speaker saying ’Activate’.

The X-axis represents time and covers the duration of the
wake word and the Y-axis represents the different jamming
signal duration. Initially, a jamming signal is superimposed
over the wake word and the wake word detection is assessed.
If the detection fails, the jamming signal moves by 1ms,
and the assessment is repeated. If the jamming signal is
not strong enough to interrupt the wake word detection,
then the jamming signal energy is increased until jamming
is successful or the energy limit is reached. The shade of
blue indicates the energy of the jamming signal necessary to
prevent wake word recognition. Darker shades of blue indicate
high energy with the lightest blue representing the lowest
used energy corresponding to SNR 0dB (noise power is equal

to wake word power). Grey areas show where jamming was
impossible.

Fig. 2 shows the highest probability score on the Y-axis
while in Fig. 3 we only show jamming success. The line for
the 32ms duration jamming signal in Fig. 3 corresponds to
Fig. 2 for one power setting (SNR 0dB).

It can be seen in Fig. 3 that the wake word detection is very
sensitive to jamming signals. A short jamming signal of 2ms
duration with low power corresponding to SNR of 0dB can be
sufficient (e.g. between 85ms and 150ms). Many variations of
jamming signal duration, strength and power are successful
in preventing wake word detection. Jamming success is not
always observed for successive signal positioning and areas
exist where a slight change in jamming positioning decides
on jamming failure or success. However, areas exist where the
duration and positioning of the jamming signal do not have
to be accurate to prevent wake word detection. For example,
jamming signals of all evaluated duration are effective in the
area from 85ms to 150ms and we refer to this as sensitive
region. The region is shown by a black box in Fig. 3 and is
defined in the next paragraph.

E. Sensitive Region and Jamming Coverage
We define two metrics to describe jamming effectiveness:

Sensitive Region R and Jamming Coverage C.
A sensitive region R is a time window defined by a start

time tS and an end time tE with duration T = tE−tS . Within
this time window, jamming is successful for τ% of all test
cases (placement, duration, power levels). Furthermore, a sen-
sitive region must be longer than threshold Tmin (T > Tmin)
to constitute a valid region. Fig. 3 exhibits one sensitive region
R1 with T = 164ms − 88ms = 76ms for a threshold of
τ = 99%. We use in the following study τ = 99% and
Tmin = 20ms to define sensitive regions. An experiment
could have multiple sensitive regions or none at all. For
each spoken wake word ’Activate’ (i.e. different speakers
and instances) the regions may vary. The sensitive region is
important as it shows an area the wake word is particularly
vulnerable. In addition, it is an area where an attacker requires
less effort to place a jamming signal as timing constraints on
positioning and signal duration are relaxed.

The jamming coverage C is defined as the area of a heat
map where jamming is successful in relation to the total
area. A jamming-resistant wake word detection should have
a jamming coverage of zero percent. Fig. 3 has a jamming
coverage of C = 69.20%. Again, the jamming coverage will
be different for each spoken instance of the wake word.

V. ADVERSARIAL TRAINING

The idea behind adversarial training is to familiarize the
algorithm with jamming signals that might be encountered.

A. Adversarial Training Data
Adversarial examples are created by superimposing jam-

ming signals with wake words. Due to the large number of
possible jamming signals defined by signal position , duration
and power it is not efficient to generate them all and use them



TABLE I: Jamming Coverage C Before and After Adversarial
Training LSTM-WD with Different Noises and Wake Words.

Wake Words Adversarial Training Interference Signal
White Noise Ping Noise

Activate X 69.20 72.64
Activate White Noise 6.82 66
Activate Babel Noise 7.07 9.80
Alexa X 30.62 51.33
Alexa White Noise 3.8 27.86
Alexa Babel Noise 4.15 10.01

Marvin X 43.5 50.78
Marvin White Noise 14.30 14.36
Marvin Babel Noise 5.26 7.45

all in training. To reduce the number of adversarial examples
we only generate examples for sensitive regions. We observe
that a sensitive region is always seen between tS′ = 80ms
and tE′ = 200ms for different speakers and we chose this
area R′ to focus our training effort. By taking into account
the different positions, duration and power of noise signals in
R′ we consider 24000 jamming signals (opposed to 16848000
jamming signals if we would not limit us to region R′). These
noise signals are superimposed on the existing samples of
thirteen different users speaking the word ’Activate’. Thus, a
total of 312000 adversarial samples were created.

B. Adversarial Training Process
The pre-trained LSTM-WD model for the wake word

’Activate’ is taken as the starting point for adversarial training
and all model layers are retained. The adversarial examples
are split into 20% for validation and 80% for training. The
model is trained with a binary cross entropy loss function for
100 epochs with a batch size of 10 and the model generated
from the last epoch is selected as the adversarial trained
LSTM-WD model. This model is tested against jamming with
white noise and the resulting heat map is given in Fig. 4a for
one speaker uttering ’Activate’. Only a few regions in the heat
map are colored blue and the jamming coverage is reduced
from C = 69.20% (Fig. 3) to C = 6.82% which shows the
success of adversarial training. It has to be noted that sensitive
region is now absent.

Next, we test the adversarial trained model using ping
noise instead of white noise as an interference signal. This
noise type is unknown to the LSTM-WD model as it was
not included in the training set. The result given in Fig. 4b
shows that most regions are colored light blue which shows
that adversarial training using white noise is unable to defend
against jamming using a ping noise.
C. Resistance to Noise Variation

To make the model more robust against jamming it must be
trained with a noise that can cover a range of different noise
types. We chose babel noise as a substitute for white noise
for this. Other than changing the noise type, the generation
of adversarial samples and subsequent model adaptation is
performed in the same way as described in the previous
section. The experimental results using white noise and ping
noise as jamming signals are shown in Fig. 5. Both heat maps
have most of the regions colored grey and hence the defense

(a) Jamming using white noise. The attack is considered unsuccess-
ful (C = 6.82%).

(b) Jamming using ping noise. The attack is considered successful (C =
66.0%).

Fig. 4: Impact of jamming using ping and white noises on
the performance of wake word detection using the wake word
’Activate’ after adversarial training using white noise.

is successful. For ping noise, the adversarial training using
babel noise decreased the jamming coverage C to 9.80%
from 66.0% (see Table I). It has to be noted that training
with a babel noise protects against jamming with different
noise types (white noise and ping noise were evaluated). No
sensitive region is now present for all noise types.

D. Practical Experimental Setup
We evaluated jamming in a practical scenario, using two

mini Universal Serial Bus (USB) speakers and a microphone
array alongside the wake word detection model. The two USB
speakers play wake word and jamming signals separately. The
audio from these speakers is recorded over the air using a
ReSpeaker Mic Array v2.0, and the recorded audio is passed
to the wake word detection model to detect wake word.

As shown in Fig. 6, the USB speaker 1 on the left played
the wake word and the USB speaker 2 on the right played
jamming signals of varying duration ranging from 2ms to
256ms. The USB speakers operate at 48kHz. These USB
speakers are positioned equidistantly, 24cm apart from the
microphone array, and are arranged on both sides of the
microphone array. The ReSpeaker Mic Array is equipped
with four microphones [17]. The microphone array records
the audio signals played by the two speakers using all four
microphones and combines them into a single channel. The



(a) Jamming using White noise on the Wake Word ’Activate’. The attack
is considered unsuccessful (C = 7.07%).

(b) Jamming using Ping noise on the Wake Word ’Activate’. The attack
is considered unsuccessful (C = 9.80%).

Fig. 5: Impact of jamming using white and ping noise on the
performance of wake word detection using ’Activate’ after
adversarial training with babel noise.

Fig. 6: Placement of devices in our experimental setup.

recorded mono audio is then provided as input to the wake
word detection model for detecting the presence of wake
words. The experimental setup is placed in a room measuring
3.8m in length and 3.4m in width. The wake word used in the
experiment is ’Activate’. The jamming noise is played through
USB Speaker 2 with increasing delay, shifting the interference
signal progressively over the wake word. In instances where
the jamming signal is unsuccessful, we increase the noise in
steps until a threshold is reached (70 times greater than the
initial jamming energy, corresponding to the practical limit of
the speaker’s sound output capacity).

(a) Jamming using Ping Noise on the Wake Word Activate in a
practical experimental setup. The attack is considered successful (C =
74.3389%).

(b) Jamming using Ping Noise on the Wake Word Activate in a practical
experimental setup. The attack is considered unsuccessful (C = 8.71%).

Fig. 7: Impact of jamming in a practical setting using ping
noise on the performance of wake word detection using
’Activate’ before and after adversarial training with babel
noise.

We conducted experiments using ping noise as jamming
signal on the wake word model before adversarial training
and compared it with the model that underwent adversarial
training with babble noise. The results are shown in Fig. 7.

It can be noticed from the heat maps that the jamming
coverage has been reduced from 74.3389% to 8.71% using
adversarial training. The experiment confirms that our adver-
sarial training approach is useful in practical settings.
E. Generalization

We have also evaluated the outlined adversarial training
with other wake words such as ’Alexa’ and ’Marvin’. The
behavior of the wake word detection under jamming before
and after adversarial training is similar when using differ-
ent wake words. Differences are observed in terms of the
positioning of sensitive regions which are word dependent.
Fig. 8a and Fig. 8b show the effect of jamming with ping
noise on the wake word ’Alexa’ before and after adversarial
training using babel noise, it can be observed that the jamming
was successful before the adversarial training of the model as
shown in Fig. 8a with jamming coverage of 51.33% and was
clearly unsuccessful after the training as shown in Fig. 8b
with a jamming coverage of 10.01%.



Similarly Fig. 8c and Fig. 8d show the effect of jamming
with ping noise on the wake word ’Marvin’ before and after
the adversarial training using babel noise. It can be observed
from Fig. 8c and Fig. 8d, that the jamming coverage has
reduced from 50.78% to 7.45% after adversarial training.

The jamming coverage C for different wake words is
displayed in Table I and the values for ping noise are higher
than white noise for all scenarios. Thus ping noise is a
more successful candidate for jamming than white noise. All
wake words exhibit a common behavior towards adversarial
training. Adversarial training reduces the jamming coverage to
a very low value for attacks using white noise considering all
wake words. But for jamming with a ping noise only training
with babel noise provides sufficient protection.

We also evaluated this approach with another wake word
detection algorithm MHatt-RNN and the model’s output be-
fore and after adversarial training is similar to that of the
LSTM-WD algorithm. The positions of sensitive areas in the
wake word are different, but the areas still exist, that can be
identified and used for adversarial training. The wake word
chosen for the experiment is ’Marvin’ and the results of
jamming, before and after the training are displayed in Fig. 9.

By comparing Fig. 8c and Fig. 9a LSTM-WD outperforms
MHatt-RNN in terms of jamming resistance without adversar-
ial training. After adversarial training MHatt-RNN performs
better (see Fig. 8d and Fig. 9b. However, in both cases no
sensitive region is present and jamming coverage is low.

We also used an Echo device to understand wake word jam-
ming on commercial devices. As this commercial algorithm
implementation is not accessible we evaluated only jamming
(in part as automation is not possible and every experiment
outcome must be recorded manually) but not adversarial
training. Our experimentation confirmed that the Echo device
is susceptible to jamming. When noise was introduced within
the beginning 40ms–50ms of the wake word Alexa, Echo
failed to respond. A sensitive area emerges, however, we
found that interference signals need to be longer or stronger
than in the aforementioned experiments. We assume that
this is the case as the Echo device also includes advanced
hardware features for noise cancellation not present in our
experimentation. In summary, the Echo device exhibits similar
behavior as the investigated algorithms and we assume that
the adversarial training approach will also be useful here.

VI. CONCLUSION

PVAs have become ubiquitous, finding increasing applica-
tion in critical scenarios. We therefore need to consider DoS
attacks on these systems that use the acoustic channel and
not only classical DoS attacks targeting the PVA’s Internet
connection. Most IoT devices have microphones included and
it is easy for an attacker to use the acoustic channel once they
have obtained control of any nearby device with a speaker.
Our work shows how susceptible PVA systems are to DoS
attacks and we outline a way forward to address this issue.

We have shown how adversarial training can protect wake
word recognition from jamming attacks. We have shown that

(a) Jamming using ping noise on the wake word ”Alexa” before
adversarial training. The attack is considered successful (C = 51.33%).

(b) Jamming using ping noise on the wake word ”Alexa” after adversarial
training. The attack is considered unsuccessful (C = 10.01%).

(c) Jamming using ping noise on the wake word ’Marvin’ before
adversarial training. The attack is considered successful (C = 50.78%).

(d) Jamming using ping noise on the wake word ’Marvin’ after adver-
sarial training. The attack is considered unsuccessful (C = 7.45%).

Fig. 8: Impact of jamming using ping noise on the perfor-
mance of wake words ’Alexa’ and ’Marvin’ before and after
adversarial training with babel noise.



(a) Jamming using ping noise on the wake word ’Marvin’ before ad-
versarial training. The attack is considered successful (C = 85.27%).

(b) Jamming using ping noise on the wake word ’Marvin’ after adver-
sarial training. The attack is considered unsuccessful (C = 10.48%).

Fig. 9: MHatt-RNN model: Impact of jamming using ping
noise on the performance of wake word detection of the
word ’Marvin’ before and after adversarial training with babel
noise.

(i) a well-placed short jamming signal of only 2ms can disrupt
wake word detection; (ii) adversarial training can significantly
improve the robustness of wake word detection; (iii) babel
noise is a suitable signal for adversarial training and that
training only has to focus on sensitive regions. We executed
jamming attack on the wake word detection model using an
over-the-air experimental setup before and after adversarial
training and the results closely match the simulated offline
approach. We demonstrated usability using two wake word
detection algorithms and different wake words.
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