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ABSTRACT

The main objective of this thesis is the criticablysis of the evolution of the criminal
justice systems throughout the past decade, wiggigbattention to the fight against

transnational terrorism.

It is evident — for any observer - that such thseatd the associated risk that terrorism
entails, has changed significantly throughout tlstpdecade. This perception has
generated answers — many times radical ones — desStas they have committed
themselves to warrant the safety of their poputetiand to ease a growing sentiment of

social panic.

This thesis seeks to analyse the characteristitlsiohew threat and the responses that
States have developed in the fight against temossice 9/11, which have questioned
some of the essential principles and values ineplacheir own legal systems. In such
sense, freedom and security are placed into pergpebroughout the analysis of the
specific antiterrorist legal reforms of five difeext States: Israel, Portugal, Spain, the

United Kingdom and the United States of America.

On the other hand, in light of those antiterrorefiorms, it will be questioned if it is
possible to speak of the emergence of a new systeniminal justice (and of a process
of a convergence between common law and civil lgstesns), built upon a control and

preventive security framework, significantly diféert from traditional models.
Finally, this research project has the fundamealjéctive to contribute to a better

understanding on the economic, social and civibratcosts of those legal reforms
regarding human rights, the rule of law and democma modern States

vii
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CHAPTER |

METHODOLOGY AND “THEORETICAL

FRAMEWORK”

“The natural sciences talk about their results. $beial sciences talk about their methdds

Henry Poincare

! Poincare, HennScience and Metho&ourier Dover Publications (2011), p. 65
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1) Introduction

This work aims to study a very specific topic: thevelopment of criminal
procedure law in the post-September 11 periodhendareas covered by the various
important counter-terrorism and counter-organiseche measures taken not only by
national governments, but also by internationabargations such as the UN or NATO.
More specifically, this work will seek to analyseetcriminal investigation and coercive
measures adopted in the fight against terrorism @gdnised crime, as well as the
structural changes in the nature of the criminatipe system of democratic
constitutional states.

Another important aspect on which we will focustls work is related to the
nature of these legal changes and their disseramatiother areas of law as regards the
curtailment of rights and restriction of guarantees

Finally, this study will address the impact andtsoof these legislative changes
in the nature and structure of the democratic afleaw. As has been recognised not
only by the legal community, but also by expertsecbnomics and sociology, the
impact of these ongoing changes in the crimindlgasystem was observed not only in
the restricted area of law, but also in several&®as of contemporary society.

In this respect, we will attempt to answer theloiwing three fundamental
questions:

1) To know whether ongoing legislative changes hawaddd contemporary
criminal proceedings into two stages: the pre-stage and the trial stage, with

fundamentally different values and principles.

2 Edwards, Jack EBank Secrecy Act: Suspicious Activity Report Udadeeasing, But FInCEN Needs
to Further Develop and Document Its Form Revisionc@ss DIANE Publishing (2009), pp. 42 - 64
%Gupta , Kulwant |nternational terrorism: Conventions, resolutiomagislations, terrorist organisations
and terrorists Atlantic Publishers & Dist, (2002), p. 138
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2) To ascertain whether the distinction between intprial and adversarial
procedure (i.e. the usual distinction between cemtal and Anglo-Saxon legal
and criminal justice systems) remains current amnehsifically sustainable.

3) To objectively analyse and quantify the costs anplications of these measures

for the liberal democratic nature of the state.

2) Methodological Approach

Given that this is an analysis of the legal systenws of some legal systems —
within the contemporary context of the fight agaitesrorism and organised crime, the
comparative method would, by nature, be the ideaking method. The comparison of
legislation and case |&4vbetween the jurisdictions chosen for analysishédfore the
primary and overarching objective of this reseawcink. In fact, it would be impossible
to identify any global trend of change or paradigimft without addressing, for
comparison purposes, the legislative building bdodorresponding to the various
matters between the different legal systems.

However, in this context, if the comparative metblody itself plays an
inevitably decisive role, the choice of “objectg’ be compared, i.e. the legal systems
chosen to be thoroughly analysed and compareduilly important.

The comparative methodology consists of a speo#fsearch strategy based on
the comparison of analytical objects related tcheatber by certain common features.
Undoubtedly, comparative law is a powerful methddh® comparative research of

legal systems. However, is it relevant to attributee results of comparative

4 Cruz, P., Comparative Law in a Changing WorldGambridge University press, London (1999), p. 5
® Gutteridge, H.,Comparative law: an introduction to the comparatiseethod of legal study and
researchCambridge University Press (1949), P. 76
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investigations to comparative law? Is it possibhattthey constitute its integral
component or should they be considered somethitgpiendent, a separate domain of
legal scholarship?

The comparative method is applied in comparative da the basic specialized
method of the research of legal phenomena. Bedigegmergence of comparative law
as a science resulted from analysing and resolneg problems in general
jurisprudence. As Saidov asserts in this connedtiah when defining the designation
of comparative law it is necessary to speak notnmaah about the institutional
recognition of a new discipline, but rather abdwe aicknowledgment of a number of
new problems that have appeared in legal sci&nce.

As Kiekbaev states:

“It appears hardly possible to determine the charaaftthe comparison process.
The comparatists only refer to the necessity ofgamison of similar legal systems.
He fails to mention the significance of comparistmm the establishment of
differences in those legal phenomena which wetéllyi believed to be identical
or similar. In this connection, the well-known Gemncomparatists K. Zweigert
and H. Kotz recognize that the process of comparisgpresents the most
complicated aspect of comparative law and thatesnted rather problematic to
establish any rigid rules regulating this proc&avid holds that comparative law
is nothing but a method of study of legal systefrtds theory was dominant in
USSR as well as in the rest of East and Centrabfiguin second half of the 20
century. Acknowledging the given work, Hungariamparatist Szabo developed
it further, asserting that ‘comparative law’ is aueh broader concept in
comparison with simply a method of jurisprudentes icharacterized as a ‘whole
movement’.’

In the particular case of our study, the compeeatnethodology consists
mainly of the comparative analysis of legal systéprsviously selected) according to
relevant material topics in terms of the subjedhed research study: legislation relating

to the criminal justice system in the fight agaitestorism and organised crime.

® Saidov, A.H.,Sravnitelnogo Pravovedeniye. Obshaya Chistatelstvo Zertsalo, Moscow (2001), pp.
77

" Kiekbaev, Djalil I., “Comparative Law: Method, ®cice or Educational Discipline?”, uropean
Journal of Comparative Law/. 7, September (2003)
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Similarly, it is important to note the strong dactdl research component
(doctrinal research method) that this work involvBsctrinal research asks what the
law is on a particular issielt is concerned with analysis of the legal dowrand how
it has been developed and applfiedhis type of research is also known as pure
theoretical research. It consists of either a stnipkearch directed at finding a specific
statement of the law or a more complex and in daep#iysis of legal reasoning.

Indeed, a large part of the data presented heraas wbtained from a
comparative analysis, according to methodological legal canons, of legislation and
cases examined by courts of different jurisdictioimsthis context, the extent of the
doctrinal analysis cannot, in methodological terfns,ignored or neglected: on the
contrary, it will be a useful tool, complementaxy the comparative approach that
prevails in this work.

Doctrinal research is, indeed, gaining an incregasmportance within legal
methodology. According to Van Gestel and Micklitz:

“Where some have argued in the past that interdiisaifans often produce such
abstract knowledge that has little relevance fgaleractice, those who criticize
doctrinal research normally do not claim that tt@search has no value for legal
practice or legal understanding. In fact, much e triticism towards doctrinal

legal research appears to be either outdated kintpa clear focus (...). There also
appears to be an emerging debate in Europe abeudtrtte nature’ of law as a

science and about the consequences for legal sshipaUntil today, however,

doctrinal legal research has managed to keep itsindmt position both at the

national and the European letéf

Therefore, official sources and the prevailing doet are two key elements to
be taken into account when analysing each of thisdjgtions. This research tool

(doctrinal research method) allows us to clearlgaratand the major reform trends

8 Steven, M. Barkan, “Desconstructing legal reseaachw Librarian’s Commentary on Critical Legal
Studies”,Law Librarian JournaJ n® 617 (1987), p.

° Daryl, L., “Copyright Under Siege: An Economic Aysis of the Essential Facilities Doctrine and the
Compulsory Licensing of Copyrighted Works” Albany Law Journal of Science and Technoldby,
(2007), pp. 481-558

1 Rob Van Gestel and Hans W. Micklitz, “Revitalizi@pctrinal Research in Europe: What about
Methodology?” European University Institute Working Pape?911/05pp. 5 - 6
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observed in each of the jurisdictions, as wellhesrhain issues pointed out by observers
and authorised sources regarding the fight agensirism and organised crime.

What are the reasons for the choice of these jatiesds — United Kingdom,
United States, Spain, Israel and Portugal - frdegal and sociological perspective?

The choice of the English, Spanish and Israelillsgatems is clearly based on
sociological and political grounds of considerablaportance: these States —
traditionally integrated into the ‘Western bloc’are highly familiar with the problem
and the consequences of terrorism. Moreover, tbgal systems, in addition to dealing,
historically, with the presence of various typegeaforism and organised crime, have
had to adapt — we shall see through which mechanisito a new type of emerging
global terrorism based on new forms of communicatiod dissemination.

Two topics should be considered here, from a metlogital point of view: the
nature of the legal systems concerfeiraditionally, from the point of view of
international policy categorisation) and the legadans used in the fight against

terrorism and organised crime. The trends and awatigat have occurred — some of

' The reference to the nature of the legal systemnsidered in this analysis is based on the decisive
hermeneutic criterion of the traditional distinctietween the continental (inquisitorial) and Anrglo
Saxon (typically adversarial) legal systems. Adagedism has long been subject to criticism. It hasn
described as being too confrontational becausescase presented to courts as disputes and trials ar
regarded as contests of opposing interests.

The process is regarded as antagonistic and caafimmal, with primacy being accorded to negating o
destroying the opposition's case rather than ttirgetthe dispute. Paradoxically, conflict is ustx
resolve conflict. Its focus on proof rather thamthr and party control of proceedings has beeitized

as elevating the interests of the parties ovemted or desire to find the truth or to secure gesthore
broadly.

Other pressures for change have been more pratttaralideological. In a number of the criminal jost
systems in Europe and the common law world, imprisent rates have risen steadily over the past three
decades, often unrelated to increases in the ar@teeand have put pressure on limited and inadequat
prison systems and state budgets. In 2008, in thietl States, the imprisonment rate was arouncpéb6
100,000 of the population; in the United Kingdompuand 153 per 100,000 and in Australia, 129 per
100,000. Though imprisonment rates have been ri€ingopean imprisonment rates are generally lower
than Anglo-American rates: Spain has a relativegjh imprisonment rate of 160 per 100,000, but west
and middle-Europe (France 96; Germany 89; the Miattés 100; Switzerland 76; Belgium 93; Austria
95) and the Scandinavian countries are considerédoher. One of the factors driving higher
imprisonment rates has been the growth of popplistitiveness, or penal populism, which has been
described as the process by which politicians &, iand use for their own purposes, what theyeleli

to be the publits generally punitive stance. See Freiberg, ARi@st — Adversarial and Post — Inuisitorial
Justice: transcending traditional Penological Panguhs available at
www.aija.org.au/NAJ%202010/Papers/Freiberg%20A.pdf
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them ongoing — reflect a global scenario of charthas clearly define the emerging
criminal justice systems, or at least a globaldrehchanges that inevitably affect the
new criminal justice systertfsin what Marks call “the post-September 11worfdThe
expression “post-September 11 world” refers tosilgaificant changes brought about in
the criminal justice systems by the September DD12attacks on New York and
Washington. Indeed, it is inevitable to concludattthese events have caused a real
revolution in such significant areas of the crinhijestice system as police investigative
powers, the prerogatives of intelligence and infation systems in crime prevention,
citizens’ fundamental rights, prison systems, Bt@ sense, the case law and legislative
changes examined throughout this work can onlyrfaetstood in the light of this legal,
political and sociological concept.

These are the changes — particularly from the pafiniew of criminal law and
criminal procedure — that define the main subjécthis work.

What are the main features of the changes undeinwthe legal systems under
review, in their response to the phenomenon obtsm and organised crime? To what
extent were these changes caused directly or titlirey the events of September 11,
2001, March 11, 2004 (Madrid) or July 7, 2005 (Lony? In what way has there been a

bifurcation of criminal justice systems into twcstinct stages: a pre-trial stage and a

12 Indeed, some of the most significant changes eghatcisely to one of the key issues selected for
analysis in this research project: the ‘bifurcatioh criminal justice systems’. In fact, some of the
legislative reforms undertaken in countries suchEmgland and Spain, as well as a number of
administrative and police instruments that haventzreated reinforce the idea of a progressive niista

or separation between the pre-trial stage andriflestage in terms of fundamental rules and ppies.
Therefore, what we call “emerging legislative chesigshould be addressed within the framework & thi
increasing bifurcation of criminal justice systen®r. Masferrer, AnicetoPost 9/11 and the State of
Permanent Legal Emergency: Security and HumantRighCountering TerrorismSpringer (2012), pp.
34 — 65.

3 Marks, Ronald. A.Spying in America in the Post 9/11 World: domettieat and the need for change,
Greenwood EditionCalifornia (2010), P. 65



trial stage? What are the implications and costhede changes in the basic structure of
the democratic rule of law*?

These questions will be answered through a carefilection and detailed
analysis of empirical and legislative data. Onceimg the need for a strong
methodological component is crucial: the type dada be collected and analysed (in a
universe of so much documentary information andslative output) and the analytical
comparison methods to be used are decisive elenmetiiis structuring of this work.

In this particular work those empirical and fiekkearch elements are referred to
some interviews, surveys and ethnographic observateveloped in Israel and Spain.
But what is exactly the utility of these empiricabearch methods?

Empirical research allows us to understand esdigntlee difference between
what is usually called “law in the books” and “law action”. Basically, it is a reality
interpretation tool underlying the existing regolgt system. Empirical research allows
us to interpret the legal phenomenon far beyondetislative and case-law framework,
mainly through the study and analysis of socialugsy of their behaviours and
reactions.

At the same time, this empirical research will ets® understanding of the
impact of the legal system on the social, econcamid civilisational spheré$ which
will be essential, in the specific case of thissteeto understand the costs of counter-
terrorism measures in the structure and valuelseofléemocratic rule of law.

Finally, empirical research is unquestionably aseasial tool when seeking to
understand the sources and reasons of ongoindaliéggschanges, as is the case in this

work. Indeed, only by understanding the real huraad social context inherent in a

4 See Cheryl Saunders, Katherine Le Riye Rule of LawFederation Press, (2003), p.65

!> Moser-Mercer, Barbara and Lambert, Sy\Beidging the Gap: Empirical Research in Simultangou
Interpretation,John Benjamins Publishing, (1994), pp. 105 - 120
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given historical moment can one understand theoreabehind the changes that have
taken place and — if in any way possible — antteipdnanges in the more or less near
future.

Scholars recognize the value of empirical analysisinderstanding the legal
system and its role in society. Due to the infoforatechnology, data sources on the
legal system are improving in quality and accegtbiCompared with just a few years
ago, researchers today can easily access origaalsgts. However, empirical studies
cover a range of techniques which are usually hatgdy defined. Empirical research
methods can be characterized by the collectionatd énd data-analyses on which a
theory, hypotheses or conclusion is based. Indsederal simple empirical tests are
available to confront the best available data withory® Basically, the “empirical
legal research is valuable in revealing and explgithe practices and procedures of
legal, regulatory, redress and dispute resolutipstesns and the impact of legal
phenomena on a range of social institutions, oimleas and on citizens”.

In fact, it remains out of doubt that the compaeatmethod will be the main
methodological pillar of this work: the previousthosen legal systems will be
compared to identify changing trends, the emergericeew paradigms of criminal
justice, the (legal, social and economic) costsheke new changes in terms of civil
liberties and civilisational development.

To what extent are the comparative and empiricegdasch methods useful and
scientifically sound in a work of this kind?

It is undoubtedly that the application of the comsp@e method has many

advantages in the context of this research work.

16 caminada, Koen, “Empirical research methods ir’|avniversiteit Leiden Phd Course Orientation
(2009), pp. 43 - 54

" D. H. Genn, M. Partington, S. Wheelegw in the real world: inquiring and understandihgw law
works, Final Report and Recommendatidosndon: The Nuffield Foundation, 2006), p. 1
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1)

2)

3)

4)

On the one hand, it enables us to identify, in daghl system, common points
and aspects of legislation (adopted and awaitingrayal) to prevent and
combat the phenomena of terrorism and organiseahecriin this respect,
comparing functionally similar legal institutesalls us to understand the social,
economic and legal contexts that serve as the rluatobasis for ongoing
changes at the global level.

On the other hand, the comparative methodology alsws us to define, in a
way, common points of legislative developments eambgeneous or similar
areas. For example, the comparative analysis ohteotierrorism measures
proposed and adopted in the United Kingdom andpars(in the aftermath of
the 7/7/2005 and 11/3/2004 attacks) shows, as wa# sée in the following
chapters, important similarities that make it pbkesto establish a stable pattern
of analysis of legislative developments.

The comparative method is generally agreed to henportant interpretive tool.
At this point, the comparison of legislation andedaw is a very useful tool for
the interpretation of domestic and internationd&suelating to the fight against
terrorism and organised crime.

Finally, the comparative methodology is both amrptetative tool and a source
of development and legislative impetus, insofavasous countries (especially
small and medium-sized ones) tend to adopt leglitisns similar to those
already tested in other states that play a majer irointernational politics. As
Baldwin and Davis have noted:

“It is principally through empirical study of theagatice of law...and in studying
the way legal processes and decisions impact uponitizen, that the disciplines
of sociology and, to a lesser degree, philosophycimology, and economics have
entered into and enriched the study of law. Thi#tidisciplinary research has, in
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turn, influenced many aspects of legal practice..rBbe rules and procedures of

the law, which can seem arcane and specialisgatetthis influencg*®

One last note on the methodological framework: mo€hthe comparative
research work will be carried out through the janalysis of draft laws or legislative
proposals brought before the National Parliameritshe countries concerned. This
choice is based on two clear and substantial resasonthe one hand, these legislative
proposals (many of them arising in the aftermatkeaforist attacks, such as March 11
in Madrid or July 7 in London) reflect, better thanything else, the spirit of change
inherent in the legislator in view of the emergeradenew and potential criminal
outbreaks; on the other hand, these elements altoto identify changes on a global
scale, or at least beyond the borders of each.State

For the purposes of this analysis, it should bardleat we are in a timeframe of
just over a decade, which covers the period afterattacks of September 11, 2001 up
to the present day. This dimension represents poriant methodological topic, insofar
as it restricts the underlying materiality to thealysis and even the historical and
sociological context of the phenomena under st\dg.should therefore highlight this
particular historical and temporal context on whible comparative analysis focuses:
the post-9/11 period and the changes made to tj@ kystem in response to the
outbreak of global terrorism, which has since baietie forefront of the world political
agenda. According to Scheppele, 9/11 starts a mawineterms of criminal justice
paradigm because:

“At the time, the United States was shocked anavtited was shocked along with
it. The audacity of the attack prompted an extrenany outpouring of sympathy
for the United States. It also prompted an unprecttl series of legal actions.
NATO triggered art.5 of its founding Treaty to lgiall Member States to the aid
of the United States.' The United Nations Secu@ibuncil both recognised ‘the

'8 John Baldwin and Gwynn Davis, ‘Empirical Reseaith.aw’, Chapter 39 in Peter Cane and Mark
Tushnet,The Oxford Handbook of Legal Studi€xford University Press, 2003, at 881.
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inherent right of individual and collective selffdase’ in conjunction with the

attacks and also passed a series of resolutionsdalinate global action in the

fight against terrorism. Regional bodies all over world-the European Union, the

African Union, the Arab League, the AssociatiorSouth East Asian Nations, the

Organisation of American States and more-condentimedttack, and then joined

in the antiterror campaign with resolutions, dinees, treaties and action plans. For

a brief time after 9/11 it appeared that much & World had come together to

fight terrorisni. 19

This timeframe is justified because “this is theige everything has changed,

both in terms of crime and in terms of criminal teys™°. After 9/11 the Western
countries often sneered at law. Despite the exdraary secrecy that tried to hide the
details - the wars, the black sites, the renditidhse torture — countries like United
States, United Kingdom, Spain and Israel madeitequublicly clear that international
law was to be no barrier to action if their selfeirest were at stak&Vestern conduct in
the "global war on terror* threw out a generatiowsrth of progress in bringing
humanitarianism to international conflict. The GemeConventions regime had
established that international humanitarian laweced all persons in spaces of armed
conflict who are not fighting or who have stoppéghfing - and yet detainees were
labelled "enemy combatants” and lifted out of then@&a system altogether . The
Convention against Torture and many other inteonali instruments had laid down
strict rules not only against torture itself, bigaaagainst cruel, inhuman and degrading
treatment of detainees — and yet "enhanced intetimy brought back beatings, stress
positions, sensory assault, sleep deprivation &edwater board, defended as legal
under the new paradigm of “war on terror”. Formairadition treaties had generally

governed the movement of detained persons from topun country; extra-legal

transfers of persons (renditions) were used ontasionally when a suspect was moved

19 Scheppele, KimGlobal Security Law and the Challenge to Constitudilism after 9/11 Thomson
Reuters (Professional) UK Limited and Contribut®811), p. 353

2 Jeffrey L. Dunoff and Joel P. Trachtman, (e@g)ing the World: Constitutionalism, Internatiorizdw,
and Global Governancg2009); Armin von Bogdandy, "Constitutionalism imtérnational Law:
Comments on a Proposal trom Germany" (2006) 47 Haiwt. L. 223.
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to stand trial in a country that abided by inteio@l norms. And yet, after 9/11,
extraordinary rendition transported terrorism sespdrom places where they were
protected by law to places where they were @ut the eve of 9/11there was already
budding international agreement that major inteonal conflicts were to be resolved
through the UN Security Council. And yet the UN &#y Council was bypassed as
soon as it became evident that the Security Cowmilld not agree to what the United
States, Britain and Spain wanted to do on ffaq.

Finally, we must bear in mind, as has been repbatexted by contemporary
criminology and criminal sciences, that extremeticsushould be exercised when
identifying paradigm shifts within criminal justicystem&. Although there are strong,
solid and persistent lines of change, the genatalis of results, extrapolation and
definitive conclusions can be a serious flaw frdme methodological and scientific
point of view. Therefore, this work will focus p&udlarly on identifying the main lines
of change within the criminal justice systems, dedli from the fight against these new
forms of crime, avoiding definitive and sweepingnclusions without sufficient

evidential and scientific basis.

2L Scheppele, Kimsupranote 18 at 356
22 samuel G., “Comparative Law and jurisprudenceTriternational and Comparative Law Quarterly,
vol. 47 (1998) p. 817
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a) Global Terrorism and the Changing Criminal Justice System — a

Theoretical Perspective

Familiarity with global terrorism is increasing. @hWest is the primary target of
ongoing aggression. It receives successive bloashdermine its confidence in the
institutions it set up to maintain world order, itisocieties’ confidence in their own
governments, confidence in the capacity of the mefeand security forces, and loyalty
to the values underlying their culture.

In the 28" century, the ending of Western imperial rule ia thorld of peoples
they considered barbarians and savages, left duadsconfidence in the model of
international order mentioned in the UN Charter andhe Universal Declaration of
Human Rights, which were submitted to the variorganisations that were created to
act in the areas of economy, security, culturedawelopment.

When NATO, the defence organisation that surviveafall of the Berlin Wall
in 1989, celebrated its B0anniversary in 1999, in Washington, the capitalthud
remaining superpower, it became aware of the chandethus, adopted a new strategic
concept in which it identified international terion and transnational organised crime
as the greatest threat to the Member States.

As has so often occurred in the wars of the paslipus experience does not
help to face the novelty of aggressions, and thateBgber 11 attack, which brought
down the Twin Towers, showed that the identificatod the threat was not followed by
the definition of an appropriate new strategy, mmitoy NATO nor by the Member
States.

The United States, offended and humiliated by Ak tried to review its

security and criminal justice policy by signing thew National Security Strategy on
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September 17, 2062 This was complemented a year later by a natistrategy for
combating terrorism. We saw France deciding toerevts Vigipirate Plan of 1978 in
order to deal with the new threat, defining the Aisnintervention in preventive
actions. Furthermore, at the 2002 Prague SummT,ldrew up the Military Concept
MC 472 for the same purpose. While, in February32@pain, which would later be
severely stricken, approved the Strategic Defenewidw, which also addressed
“foreign terrorism against the West” and urging Arened Forces to counter this threat
within NATO and the European Union, in peace anth&witarian aid operations and
supporting the state security forces.

The March 11 attack in Madrid showed that the retesthip between the threat
of global terrorism and the security response hatl faund a suitable model. US
unilateralism, evidenced in Irag, seems to havabéshed a global danger for all
Western states, without having been able to cantilbo a security doctrine for world
peace.

The interpretation of the additional side effecfstlee intervention in Iraq in
response to the aggression suffered, included tkash as an instability that has
plagued the Security Council, NATO and the Europgaion. Furthermore, a discredit
that has fallen upon the governments of the coatihgoalition who acted without any
land occupation plan and thereby, creating the wbittaqgi representation, alienating
the confidence of the population, enabling the gaidout difficult identification of the
profiles of the aggressor and the aggression, efdduses and reasons and of the
innovative counter-terrorism strategies.

One of the main novelties of this new world ordethat the principle, signed in

Westphalia, that the State is not only the soldifegte holder of violence, but also the

% Michael Lind, The American Way of Strategy : U.S. Foreign Potiogl the American Way of Life:
U.S. Foreign Policy and the American Way of L@ford University Press (2006), p. 132
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only entity capable of making war, is definitelydrisis. The end of bipolarity in 1989
did not confirm the hope for peace dividends, bsearonflicts have multiplied, albeit
with new and disturbing features: the capacity iofence by non-State actors who are
nonetheless entitled to challenge the Member Stabels undermine their sovereign
foundations.

They do not face opponents supported by a civiletpof which they are the
instrument, using conventional armies, on the @adéra government corresponding to
international rules: terrorism, rather than confirmg armies, brutally attacks innocent
populations to break the pillar of trust that cactee¢hem to legitimate power, using the
opponent’s media to enhance the perverse effedtedttacks, also aiming at the times
that allow broadcasting the events live, as wa#se in the March 11 and September
11 attacks.

The new international terrorism moves and takesathge of the international
legal framework, allowing itself to protectively aishe barriers of geographical state
borders, abuse the free movement of persons tblisstadormant internal colonies
within civil societies that are prospective targétsrn how to manipulate financial and
computer networks that serve transnationalismtaensubversion on account of local
dissatisfaction, manipulate the theories of jusdifion by incorporating religious values
in the proclaimed strategic concept, decentralisgatives, not make objectives clear
and maintain the climate of victory for the simfdet of persisting.

Contemporary criminal justice systems — and dentioalyy structured States —
have to face an unpredictably agile and stealthgngn by making contingency
arrangements to organise preventive measures agagents for whom dying is

confirmedly not a risk or problem.

4 Bogdan, DenitchThe End of the Cold War: European Unity, Socialiamd the Shift in Global Power
University of Minnesota Press, (1990), p. 45
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It is therefore necessary to reformulate intermaticcooperation, starting with
information services and by recognising that thesea difference between an
international danger or threat and a transnatidaalger or threat, the latter requiring
some sacrifice of the traditional reservationsayeseignty.

It will also be important to reformulate the contepthat delimit the
interventions of the security forces and armed dsycbecause the new threat of
terrorism and transnational organised crime hakimgtto do with old geographical
boundaries or with traditional established powers.

Indeed, the weakness of the international commumtythe fight against
terrorism has no better expression than the igbdf the UN to find a globally
acceptable definition of terrorism. Since the tinvd@sen the League of Nations was
unable to find, before the outbreak of World War dl concept of terrorism in its
Convention for the Prevention and Punishment ofofesm (1937), the international
community has persistently failed to reach a cosseron the broad definition of
terrorism.

Only very recently, from a legal point of view, aad a consequence of the
global impact of the terrorist attacks of Septemb#r 2001 on US soil, significant
progress has been made in achieving a consendiiaélatively stable definition of the
concept of “terrorism”, although it has not yet bedefinitively formalised by
international resolutions. It is necessary to namtiin this field, the United Nations
Resolution n° 59/195, (22 March 2005), UN resolut8 39/159 (17 December 1984),
UN resolution n® 54/109 (25 February 2000), UN heson n° 59/46 (16 December

2004) and the United Nation Security Council reofun® 1456 (2003¥

% See all these matters, deeply analysed, at OnagaBl and Jeeheaan Elagétternational Law
Documents Related to Terroris@avendish Publishing Ltd, (1997 ), p. 980

17



This research work is based on a relatively baldmeel consensual definition of
terrorism that has been defined and defended anusinternational platforms, such
as:

- United Nations Organisation: despite the creatioh the Counter-Terrorism
Committee (CTC), the General Assembly has not geiclied a formal definition.
However, there are several resolutions on thisctdgN Security Council Resolution
1269/1999, 1368/2001 and 1373/2001.

- United States of America: this country has praglplenty of material from which the
following can be noted: Title 22 of the United $&Code, Section 2656f (d); Point Il1.
“Strengthen Alliances to Defeat Global Terrorisnad &ork to Prevent Attacks Against
Us and Our Friends” in The National Security Strategy of the United Statés
Americd.

- NATO: AAP-6 Glossary — “Terms and Definitions"quides the following definition:
“the unlawful use or threatened use of force oferioe against individuals or property
to coerce or intimidate governments or societié®nao achieve political, religious, or
ideological objectives®

This definition has attempted to be somehow consdnparticularly in view of
the violent conceptual disputes that have arisehealUnited Nations General Assembly
and Security Council over the term “terrorism”. Hower, this definition ignores - or at
least underestimates - the cases of state terroti@rinclusion of which could lead to
serious legal consequences in terms of interndtiomalict resolution. In this respect,

this study will address terrorism as a global thrednose potential for understanding

% Thomas M. Pick, Anne Speckhard, Beatrice Jacdome-Grown Terrorism:

Understanding and Addressing the Root Causes ofcRl&htion Among Groups With an Immigrant
Heritage in Europe]OS Press BV (2009), p. 93 ; See also Thomas-Dimling, Command in NATO
After the Cold WarDiane Publishing (1999), pp. 56 - 76
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covers not only terrorism by religious or ideoladigroups, but also political and state

terrorism.

b) The Research Questions

Having said that, it is important to clarify the imaesearch questions addressed in
this study and which somehow determine and delingtresearch and data collection

activities carried out.

1) As a first consideration we will observe and lgs&a the phenomenon that we
could call “bifurcation of criminal justice systefnsbased on an increasingly
relevant and evident distinction between the ped-ttage and the trial stage itself.
Indeed, the growing concern of criminal justicetegss about the prevention and
suppression of terrorism and organised crime sdentgve produced substantial
differences of values and principles between the®seprocedural stages. The first
stage seems to be particularly marked by broactipldand police investigative

powers and prerogatives, while the second stagmsseemmitted to the defence
and protection of the fundamental rights of suspaad the traditional values of the
rule of law. This bifurcation of the criminal jusé system, its prevalence and

impact will be analysed in its full depth and extten

2) In a second stage, the goal is to understatie i€lassical difference between the
adversarial and inquisitorial models of criminab@edure remains intact, relevant
and current in the new international legal and gé&tipal context. Indeed, it is

necessary to understand if this bifurcation of amethjustice systems (referred to
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above) and the new features of these systems (apac the context of criminal
procedure) are still compatible with the traditibndistinction between the

inquisitorial and adversarial procedure models.

3) Finally, we will analyse the implications of themntiterrorist reforms in the
structure and functioning of the democratic ruldasf. The sacrifices imposed in
terms of civil rights and democratic freedoms —hwtite proliferation of extensive
security legislation in criminal proceedings — Haen one of the most creative
debates conducted on counter-terrorism legislation Western countriéé
Nevertheless, any serious scientific study onnaster cannot ignore the enormous
financial and civilizational costs that resultedrfr a whole new set of laws aimed at
strengthening the powers of criminal investigatidhe State’s prevention and
control capacitf, reducing judicial control mechanisms in procegdinand
allowing for special schemes such as controversiaeptions to commonly

established constitutional principles

3) The “New Threat” and the challenges of Criminal

Justice Systems.

The 1990s, with the victory of the market economimg collapse of the USSR

and the foundering of economic borders boosted H®/ unstoppable advance of

technology, created a qualitatively new situatiomhie world, with a single hyperpower,

2" Freeman, MichaelFreedom Or Security: The Consequences for Demaesatising Emergency
Powers to Fight TerrqrGreenwood Publishing Group (2003), p. 132

8 Conte, Alex, Human Rights in the Prevention and Punishment obfiem:

Commonwealth Approaches: The United Kingdom, Canasstralia and New Zealand, Springer
Edition, (2010), p. 111
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the United States, and with the proliferation ofemployed Russian scientists (and
other) experts in nuclear weapons.

While there was this astonishing (unprecedented)epof the United States, the
world went on to live in a network, so much so ttats now possible to create
organisations of citizens from different countries achieve a common objective.
Furthermore, in the theoretical terms of internadiorelations, some ideas were put
forward (and, although debatable, took root), sashthe definitive political and
economic system having been reached through lilee@iomic schemes, according to
Fukuyama, or the vertigo brought about by the claEltivilisations, according to
Huntington, or citizen sovereignty against Stateeseignty, according to Kofi Annan.
In the case of the United States, the currentlyidant doctrine is the fundamentalism
of the Realist school of thought, which sees theldvas a set of Nations in a chaotic
system, where this power can only be dominated ibitany force.

All this tells us that we are experiencing a magomalitative change in our
international life and in the theory of internat@mrelations. In fact, it is extremely
important to remember that, in 2001, political, m@mmic and financial power was
concentrated in the United St#te§32.6 % of global GDP), UE (26.5 %) and Japan
(13.4 %), accounting for 72.5 % in this set of Merthern Hemisphere, where China
would gain an increasing share during th& @dntury, not forgetting Russia’s recovery.
All this economic power depends on the control addpiction and the consequent
trading of oil, which in itself helps shape sometwd foreign policies adopted by these
international actors. Everything that has been, galits the oil, becomes an explosive

mixture that the North American Realist schoolhadught tends to aggravate.

29 Simon Bromley American Hegemony and World Oil: The Industry, Biate System and the World
EconomyPenn State Press (1991), pp. 54 - 68
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The sense of (historical, religious, ethnic, ecommrmumiliation of some of the
world’s great civilisations in the face of the poweepresented by the Northern
Hemisphere, concentrated in the United Statesdditian to the shame they feel about
their own governments, creates a feeling of refaelfind defiance that currently has the
means to act.

The behaviour of the major oil companies in the dpmng countries,
particularly in the Middle East, which due to thewultinational nature do not forget
their country of origin, helps such movements tietbon and defiance materialise.

The case of Palestine allows for a concentratiogffoft and attention.

If the civilisational divide is recognised by Wastethinkers themselves as
dangerous and capable of giving rise to a futurgomaonflict, everything should be
done to avoid it. In this new framework, howeverrarism has the ways and means to
definitely jump from the local and regional scatethe global scale. Exactly the same
reasoning applies to transnational organised crime.

All this means that terrorism, being morally unjfigble and unacceptably
violent for acting mainly against innocent peopteund the world, is today a tool of
International Politics, gaining a visibility and portance that it had never achieved
when the objectives were local or regional. Indeed,must accept that international
terrorism can be simultaneously a political tootl antool of organised crime, in both
the domestic and foreign policy spheres, and tkiy velationship will be examined

thoroughly in this research work.
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a) The New Phenomena of Terrorism and Transnational Qganised

Crime as a Key Challenge for Criminal Justice Systas

From 1993, when the first attack on the World Tr&sbater was carried out by
Ramzi Yousef, to 2003, with the black weeks of Apmd May (166 casualties in
attacks in Chechnya, the Philippines, Saudi Arayd Morocco), terrorist violence
acquired a new dimension, transforming reality ahdnging the world. Similarly, the
globalisation of violence imposed by Colombian &tekican drug cartels, on par with
major economic groups engaged in tax evasion anteynlaundering activities, caused
a significant change in thmodus operandof modern crime. The same decade also saw
the carnages of Oklahoma, Nairobi, Mombasa and. Bdlithese disasters have a
common denominator: to inflict the maximum numbgcigilian casualties. They were
all united in the rejection of the so-called “Anam model” and the “unipolar world”,
Western lifestyle and the liberal democratic cu@tprevailing there.

In this context, a number of international criminakworks (such as the famous
Italian Cosa Nostraand some “traditional” terrorist groups (suchtlas Hezbollah or
Islamic Jihad® were gradually left behind, both in terms of thetefnational
importance and immediate impact of their attackd @mnterms of the perception of a
global action plan. The new players, who exhausiédhe efforts made by political
actors and the media, were, on the one hand, twveMexican and Colombian drug
lords (with unprecedented mass murder and terrategfies) and, on the other hand, Al
Qaeda, whose proclaimed leader declared a fulgfiddvar against the United States

and Israel since 1998.

%0 Marianne VardalosEngaging Terror: A Critical and Interdisciplinarypdroach Universal-Publishers
(2009) p. 54
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We must therefore conclude that the contemporamnical landscape is
changing at an exponential speed, which has cahseprofound changes that criminal
justice systems have undergone in recent yearghifnrespect, it is important to

distinguish two key phenomena:

b) The New International Organised Crime

The 1990s and the early 2tentury saw profound changes in the fabric of
organised crime worldwide. These changes were itoafgout by two factors from the
outset: the use and dissemination of new technedogind, on the other hand, the use of
financial circuits of capital transfer and investrneCriminal organisations have
become global, also internationalising the veryness that sustain them: trafficking in
drugs, weapons and women, money laundering, itistital corruption, etc.

On the one hand, current criminal networks, takadgantage of the regional
free-movement areas (such as the European Unimsgrdinate and diversify the type
of activities, making their control and police seitlance difficult; on the other hand,
the effects of the criminal acts also multiply amadnan or arms trafficking networks,
for example, have several relocated bases and lwenefore diversify the action,
management and coordination (as well as finanaijpital investment) sites.

This scenario — which is growing exponentially do¢he use of the internet and
new information technologies — has forced statesdtmpt specific legislative measures
that, for the sake of efficiency, have resultedairsignificant reduction in citizens’
fundamental rights.

In this context, countries such as the United Statel the United Kingdom have

considerably strengthened police powers in citiantification, raids, searches and
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wiretapping, to the detriment of the guaranteestitutionally granted to citizens in the
liberal system created in the second half of th® 2éntury. However, the need to
control illegal trafficking and the freedom of mawent and capital has caused, in
recent years, substantial setbacks in the freedomowement, in both the European
Union (where several States have increased bomisrots and required additional
measures for customs supervision) and the Unitat St

At the same time, the alliance between traditiamahinal groups and terrorist
groups has become noticeable, as they join foroemaximise common benefits.
Indeed, in most cases, terrorism has been linkedfinoes such as the falsification of
documents, money laundering and illegal traffickimdnich are mostly carried out by
criminal organisations driven by purely economid &éinancial interests.

Consequently, the research carried out unconditiondemonstrates that
Western countries have produced an incredible atmfumew legislation regarding the
fight against tax evasion and avoidance, money deardng and corruption. A
paradigmatic case is Portugal — a Southern Europmamtry with deep-rooted
corruption practices — which, in the past six yedras made a true paradigmatic
revolution in bank supervision and in the fight iagatax evasion and avoidance.

In any case, the ongoing changes seem to be pertséstd enduring: the face of
organised crime is definitely changing, acquiringtransnational scope based on
powerful technological and military means. It is@linevitable to conclude that this
change has produced, among other phenomena, argeenand unpredictable

consequence: a new form of international terrorism.

25



c) The New International Terrorism

We speak of a quantitative change due to the numbeasualties in a single
act, and of a qualitative change in that the bomfeterrorist action has moved to
unexpected regions, creating a different form of,wéhere the apparent absence of a
declared strategy is offset by marked signs oflpgide, material strategy expressed in
acts, guidelines, messages, physical coordinatatsralitary commanders. Where the
targets and objectives are global, as long as ltheg a serious and tremendous impact
on Western interests in the world and are thusldapaf generating panic, fear and
turmoil.

Therefore, we should perhaps speak of a globahStatphic terrorism” seeking
easy profits. A new international terrorism, thagtahces and distinguishes itself from
other modern and pre-modern forms of political aealogical violence. Some of the
features of this New International Terrorism halrealy been the subject of scientific
research and are scattered across security rentsal articles, independent analysts,
ongoing legal proceedings and important theoretiodl practical studies.

The main features, which we will examine in deitailater chapters, are:

- Its transnational or internationalised natunge do the association and complicity of
formerly isolated groups and the choice of increglyilarge areas of action, taking on a
global dimension. The signs of cooperation betweenRA and Colombian groups, or
the complicity of Iragi-based groups (such as Aradslam) with Al Qaeda, make it
necessary to review and reformulate the typicainfof terrorist action. On the other
hand, the penetration of Al Qaeda in more than dnties around the world, with
renewed cells in many of them, as well as the ‘mutsng” of other small, but fast-

acting groups, leads us to face the new internatiterrorism not as the product of a
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faction of fanatics — as in the 1970s and 1880s but as a federation, or a
confederation, united more by the final outcome, thgir common enmity and
immediate objectives than by ideological, tribafional or ethnic ties.

This obviously does not mean that the phenomenamimiinal association and
international connections to terrorist groups wéralieady a reality in the 1980s and
early 1990s. The IRA, for example, already hadlal ssperational network of contacts
and financing at international level, very simitartoday’s major Islamist and South
American group¥. The point, here, is that these new groups obtists or criminal
organizations seem to have developed a very speaiiil unique connection - at the
different stages of the operational activity — lshealy on common objectives and
financial reasons.

- The loss of territorial bases in sympathisingpmurting and tolerant states and
consequent demand for new clandestine bases in alatiwoor liberal states, or in
failed, disorganised or incapable states. Withféileof Taliban power in Afghanistan in
2001-2002 and the end of cooperation between France Sudan, as well as the
strengthening of international control over remateas in North Africa or South-East
Asia, terrorist groups have gradually lost thetei and stable bases and chosen mobile
and clandestine bases, often integrated within 210y North America.

- The use of increasingly powerful means of desiwag including the threat of using
weapons of mass destruction, making fewer terronsidents correspond to a far
greater number of casualties. This has becomereagie the use of state-of-the-art
explosive mixtures, portable anti-aircraft missifesd, in the case of the attack on the

Tokyo Subway, with biological and chemical weapons.

31 Beleza, Teresdyireito Penal — Volume Universidade de Lisboa Editora, Lisboa (1989),4%- 45

%2 Bew, Paul and Gillespie, Gordoiorthern Ireland: A Chronology of the Troubles 195399
Lanham, MD, Scarecrow Press, (1999) p. 302; Dildartin. God and the Gun: The Church and lIrish
Terrorism New York, Routledge, (1998) p. 204
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- The association of politically- and ideologicallyiven groups with organised crime
groups, with technical division of work and tassgas of influence, allocation of funds
to specialised areas of action (communications,a detllection, influence on
bureaucratic structures, etc.). Although the retethip between terrorism and ordinary
crime is a long-standing issue of criminology amienmal law, the rise of phenomena
such as “narco-terrorism” has become an inescapehblgy, a symbol of the alliance

between terrorism and the new international orgaheime.

4) Towards a New Model of Criminal Justice System

a) The new characteristics of Criminal Justice Systems

While the features and operation of terrorism angkoised crime are being
thoroughly studied, the examination and analysishef effects and costs of counter-
terrorism (and counter-organised crime) measurethenlegislative, social and even
civilisational context are becoming increasinglyworntant.

These costs are today evident at all levels. Bssttle pervasive feeling of
reduction or sacrifice of some of their fundamerftaedoms, citizens are actually
seeing some of their constitutionally guaranteetdifimental rights restrict&d We will
examine a number of paradigmatic cases of couatesrism legislation in the United

States and the United Kingdom.

% Eckes, ChristinaEU Counter-Terrorist Policies and Fundamental RgghThe Case of Individual
SanctionsOxford University Press, Oxford (2009), p. 185
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These costs, as Donohue calls therre mainly of a legal nature, but also of an
economic, social and, ultimately, civilisationatunz.

It is notorious that all the States chosen for ysialin this work have made
significant changes in the powers and prerogatofgsolice and judicial authorities in
the fight against terrorism and organised crimesEpowers, as will be seen on a case-
by-case basis, were so extended that they oftepresgp fundamental rights peacefully
rooted in communities. In other cases, moreove@y fflaced significant restrictions on
the exercise of those fundamental rights: thishes ¢ase, for example, of the right to
mobility, to free movement between States, to accef information and its
dissemination, religious freedom, etc.

The significant increase of police powers in mattdrcriminal investigation and
the corresponding adjustment of judicial and adstiative control mechanisms have
led to significant criticism of legislative develmgnts in the Western world since 9/11.
The increasing lack of control in house searchasgtapping, computer control or
banking supervision clearly reflects a very specibbsession with terrorism and
organised crime. Indeed, the United States, Sgangland and even countries like
Portugal or Ireland have known increasingly hansth mflexible legislative proposals
relating to fundamental rights and freedoms. Soreeevapproved. ThPatriot Actin
the United States, or the review of the codes ofhioal procedure in Portugal and
Spain, or even the extraordinary extension of ped-tletention periods prevailing in
the United Kingdom for terrorist suspects are ctidated symbols of this new
paradigm of criminal justice.

As will be discussed in greater detail below, wapmding and surveillance

mechanisms have been made available and widely msedl these legal systems,

% Donohue, Laura KThe Cost of Counterterrorism — Power, Politics arlderty, Cambridge University
Press (2008), pp. 3 -7
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without exception. In the prevailing post-9/11 mhgan, a predominantly exceptional
mechanism becomes a routine, common and effecte@nmof combating terrorism
and transnational organised crime.

State control over electronic data transmissiontesys has also increased
exponentially — in both quantitative and qualitatterms — causing a pervasive feeling
of lack of freedom and intimacy among citizens aisérs. Therefore, the concept of
“moral panics” seems to serve as a justificatiandib kinds of restrictions, since they
are all carried out as a way to effectively comieatorism and organised crime, always
subject to the possibility of fatal attacks andnuaginable consequences.

Also within the context of economic activity and fofancial intervention and
mobilisation capacities, the costs of counter-t&sm laws have been significant.

As Donohue states:

“Although financial counterterrorist laws may be siag an incremental erosion
of areas already subject to substantial governmemtrol or regulation, they have
infringed on a broad range of rights — free speegligion, privacy and property —
all important to the overall health of a democraldyey have caused other political
and humanitarian damage as wétl”.

Indeed, counter-terrorism laws have also affechedftee movement of capital
and banking regulation significantly, imposing sigarestrictions on the application of
bank secrecy and the free movement of capital,cespewhen sourced from countries
considered as an “enemy zone” or “suspected zone”.

These restrictions, in addition to the obvious €dsbm the point of view of
immediate financial and economic activities, haweig way to a new international
regulation model which in turn has led to a sulisthioss of confidence and stability

of primary and secondary financial markets worldstfid

% Donohue, Laurasupranote 33 at 25
% 0ana M. Nedelescu, R. B. Johnst®he Impact of Terrorism on Financial Marketssues 2005-2060,
International Monetary Fund, (2005)
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There have also been significant changes in the éefreedom of expression.
For example, in the United Kingdom, freedom ofgielus and ideological expression
has been significantly restricted, and the “propagaof Islamic fundamentalism” has
become a criminal offence punishable by imprisorimen

Without drawing any final conclusions at this staijés important to emphasise
that this set of changes has gradually distortediagous levels, the criminal justice
model prevailing in most Western countries. Thistaltion has gained particular
relevance in the rights of suspects and in the gémycture of the criminal procedure
system inherited from 19century classical liberalism. Throughout this wonle will
see exactly what this new configuration of the amah justice system is in its various
aspects.

At this stage, it is essential to this work to gsal whether this set of changes
implied the progressive implementation of a crirhippocedure law characterised by
two very distinct stages: the first stage — of inggand prosecution — dominated by the
secrecy of the inquiry and extended police powersther for obtaining information
from suspects or restricting their fundamental tsgh and by a reduced participation of
suspects and virtually no judicial control. On titker hand, a second stage (or the trial
stage), characterised by the guarantee of the foental values of the classical liberal
system, in particular the right to a fair trialethght to defence and the right of victims
to participate in the proceedings and to appehigber courts, among others.

Although we cannot yet speak of a paradigm shilt, dacumentary and
empirical data collected indicate that there istrang trend of chandé visible and

noticeable in all areas of law, from banking regjalato criminal procedure law.

37 Jeffrey F. AddicottTerrorism and Law: The Rule Of Law And The War @nrdF, Lawyers & Judges
Publishing Company (2004), p. 247
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The attacks of September 11, 2001 on the World el''@dnter and, later, the
attacks of March 11, 2003 in Madrid and of Julyand July 26, 2005) in London,
forged with blood and fire, visions of death andstdection, (re)create a global
environment of terror and fear, in which governmseautd populations are living under
the constant threat of terrorism. This fact haslicapged a clear tendency to expand
executive power and this, as Donohue states, hiasiseémplications:

“The state may use the information it acquires umsttfor counterterrorism, but to
prevent popular dissent, to manipulate the othandites of government, or to
exert social control. The tendency of the execubranch to acquire power was not
lost on the American founders, who used the separatf powers doctrine to

check executive strength. The problem is that ia fhce of terrorism the

legislature’s and the judiciary’s ability to offséhe executive is severely
diminished. *

Terrorism has become the main concern of goverrsriarthe 21 century and,
in spite of not being a phenomenon of this centofyhaving very distant roots, and
having intensified in the 1970s, throughout Eurapd in the United States, it became
particularly visible, ostensible and, above alliquittous after September 11, 2001.

Terrorism used to occur within borders, but it @swglobal, does not recognise
national borders to act, and is organised in msgjl@almost invisible and intangible
networks.

Consequently, counter-terrorism policies are aleta. Therefore, one of the
key aspects of this globalisation of terror is, @tedly, the creation of numerous
counter-terrorism laws that underlie the valueesfisity, that are inscribed and result in
a fervent legislative impetus, and that, in the eaoh security, restrict fundamental
rights and, in particular, the various aspectscofil‘liberties”.

The events of 9/11 gave way to a period marked lgead of erosion and

oppression of civil liberties and rights, consituaglly protected freedoms and

% Donohue, Laura Ksupranote 33 at 11
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guarantees, owing to the coercive enforcement gtilhiiaggressive security measures
imposed by the executive arm of Government, ini@aer by the governments of the
United States and the United Kingdom. The imbaldmetsveen freedom and security
reflect the “imbalance of powers” created by theffiectiveness of the US system of
“checks and balances” based on the main idea ofeparation of powers. In other
words, the flaws of this system are a result ofithelementation of a new standard in
which the abuse of executive law-enforcement pousenrps the power of the Courts
and Parliaments, suppressing the guarantees irtharéme normal functioning of the
constitutional system.

As a result, the imposition of restrictions on tights, liberties and guarantees
has shrunk and compressed the sphere of civiltidserand, indeed, the American
democratic political system has not been able doang an “adaptive zone” to face the
pressure of the wicked enemy.

However, this axis between good and evil has <hifte another plane,
projecting itself into a dual, or rather, dialodiead exponential dimension of conflict,
where a new paradigm emerges: security vs. freedortine United Kingdom, Spain,
Portugal (which constitute the scope of the tematqgurisdiction, the “spatial/territorial
dimension” examined in our study) and in all coiesty from both a regional (i.e.
throughout the European Union) and internationespective.

It was to protect citizens’ safety that the Busmadstration led the Congress to
approve thePatriot Act in which security standards abound, containing pewers to
make arrestsine die to perform administrative surveillance and seaoglerations,
without prior judicial authorisation, summary tsalith total absence of evidence, and

as regards the right to privacy, the increase ofgus to intercept telephone and internet
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communications, the withdrawal of restrictions dre tuse of special powers of
counterintelligence operations in ordinary crimipebceedings.

The application of human rights legislation to mwade the reaction of
governments to what they call “terrorism” is onetlué toughest tests for the concept of
human rights. The way terrorists are seen by tHeiqgad system, all this gregarious
movement around the deviltry of terrorists jussfithe lack of respect for the Rule of
Law and democracy and, consequently, justifiescthr@empt and rejection of human
rights standards by terrorists, who ruthlessly anatcilessly claim that many innocent
people must die.

It is understood that this conflict justifies somestrictions on the exercise of
civil liberties or even their temporary suspensibacause the purpose of human rights
legislation is basically to keep counter-terrorisreasures and activities under control.

In this context, the human rights benchmark ismpartant limit to serve as a
buffer and to compel Governments to justify the-detmocratic measures they use in
the open hunt for terrorists. However, we mustfogget that it is the responsibility of
Member States, of their whole array of politicaffadistrative and judicial institutions
to secure these limits

Ultimately, the question is: What if Member Statee unable to shoulder this
responsibility? Well, this is an algorithm with th®llowing two overlapping
hypotheses:

- What if the State itself cannot live with thistamal and external (self-organised)
ambiguity caused by this turbulent phenomenon ethergence of these disorders and

“moral panics”, this scenario of chaos createddosotism? In other words:

% Richard Ashby WilsonHuman Rights in the War on Terd€ambridge University Press, (2005), p. 33
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1- What if the State cannot survive the external amibjgcaused by the manipulation

of “these enemies”, i.e. the new mindless and glt#veorists?

2 - What if the State cannot survive itself, iteenmal ambiguity (fear increases security
measures, withdraws freedoms, rights and guaramie¢sare fundamental, essential),

its survival, succumbing to what we may call sél&sgulation?

The direct effect of the terror that materialisasl aaches its maximum impact
through terrorist attacks is the destruction, retstn and even suppression of freedoms,
rights and guarantees, of “civil liberties”.

We will examine how the 9/11 and other terrorisaehis (specified below) have
conditioned and changed the internal security systand plans of the countries under
study (the United States, the United Kingdom, Isr&pain and Portugal).

This implies explaining the role of internal setyr{understood both in its
organisational/supervisory dimension and in itsctsigy policy"*® dimension) in
addressing the shock of terror — we will therefortdline how these countries have
reacted to terrorism.

Our study covers a 10-year period and we choseeBdyar 11, 2001 (“9/11”) as
the starting point. This choice is based on twdéed#int reasons: one of a legal nature
and another of a political and philosophical nat@a the one hand, as we will explain
throughout this work, the main criminal policy alegjislative changes occurred after
the September 11 attacks. In this context, viruall Western (and Asian) countries
have taken important measures in the preventiovgsiigation and prosecution of

terrorist offences and organised crime. On the rotiend, it seems clear, from a

40 Andrew D. JamesScience and Technology Policies for the AntiteswriEra,|OS Press (2006). In
relation to the specific security policy in Portugae José M. Magon&he Developing Place of Portugal
in the European Union[ransaction Publishers, (2004), pp. 67 - 89
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geopolitical point of view, that the September lfiacks substantially changed the
conduct of international relations between statesluding the legal instruments of
police and judicial cooperation.

However, some other “target dates” are importargather the main legislative
reactions, so, in addition to of 11 September, @®rded March 11, 2004 and July 7,
2005, because we believe that these major disageEpsesent ruptures and,
consequently, they have led to mandatory reflestion the State’s security system,
particularly on how it deals with the discourse #imel sources of terrorism.

This implies pointing out terrorist attacks thaten their ability to inflict terror
with exponential and uncontrollable effects, are pinetext for the compulsive impetus
in security legislation production. It also impliggaturally, measuring the reactions to
terror and recording the myriad of counter-ternoriziles and standards that have arisen
after the attacks, regardless of ethically evahgathe issue of “terrorist threats”.

The terrorist acts of September 11, 2001, March20D4, and July 7, 2005
clearly and unequivocally demonstrated that conteary terrorism has become
characterised by a high degree of complékitprganisation and transnational action
and that, by selecting apparently scattered targeis capable of reaching the deepest
organisational pillars of democratic societies.

Indeed, only after we realise that terrorism isoaplex social, political and
legal phenomenon established within the chaosrofrtéself can we control its effects
and subvert its logic of application and operation.

Again, and still regarding the initial question, tiie legal and regulatory
mechanisms serve to increase security, legallyicederrorist activities and threats,

then why do they have the completely opposite &tethey are factors of increased

41 Jorgen S. Nielsen, Samim Akgéniil, Ahmet Alibadiearbook of Muslims in EuropBRILL, (2009),
pp 329 — 345.
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insecurity and violence... after all, two aspedtdh® same reality: they enhance the
factors of uncontrollable fear.

In this system, we must consider that we are dgaliith a tetralogical ring in
which clashes, wunrest, turmoil and movements areeciggly that: the
order/disorder/interaction in which there are npléti international actors, levels of
power and in which the notion of sovereignty of tlassic post-Westphalian model
collapsed, all this in the name of terrorism.

We could say that the new international order tegyfrom the juxtaposition of
characters/actors also has the harmonising powerette a new balance in which the
European criminal area could play a key role, eitbethe harmonisation of sanctions,
or for the reduction, if not eradication of crimiteavens.

However, and this would be a suggestion for furttesearch, based on this
comparative analysis of security vs. freedom, d@engtt could be made to assess the
new security model in the light of the “binding feah”.

The pattern that separates security from freedomatber, that places security
and freedom at opposite ends should be abandonddiegearch should continue in
order to find the binding one, which exerts on s#¢gwand freedom a centrifugal and
centripetal pressure of concentrated authority @oidof totalitarian authoritarianism,
lest we lose the references to fundamental rights.

We therefore believe that we can give a complet@hpvative answer to the
problem of terrorism as being a phenomenon of ctlle schizophrenia, of legal
schizophrenia, and that it is possible to find thieding pattern, the human or

humanised model to serve as a stabilising and tialgiforce in the new risk socief§.

42 Beck, Ulrich,Risk Society: towards a new modernfgge Publications, London (1992), p. 78
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b) Conclusion

Having systematically presented the broad lineseséarch and scientific issues
that define the subject of this work, as well as mhethodological structure, it is
important to provide a brief summary of the chapbeganisation and theoretical
structure of the work.

The new context emerging from the September 1Tlkata the United States
will be presented and examined in detail in theosdcchapter. This topic, which is
closely linked to the above-mentioned timeframd| feicus primarily on the analysis
and specification of three distinct topics: the ralitical discourse and social response
in the “era of global terrorism”; the new legal frawork of emergency management
and the response of criminal justice systems; #we criminology and criminal policy
guidelines on the fight against terrorism, cleadynforcing the so-called Criminal Law
of the EnemyKeindstrafrechy*.

After this analysis, each of the subsequent chaptéi deal with the chosen
jurisdictions (United Kingdom, United States, Idra@ortugal and Spain) separately,
detailing the ongoing legislative reform procesaed the new positions of the majority
doctrine in the fight against terrorism and transmal organised crime. This separate
analysis will reveal common signs of change, solegislative reform processes and
their sociological and political contexts, whicmceomprehensively characterise what
we described as the ‘bifurcation of criminal justgystems’.

Finally, the last part of this work will seek tombine the main topics studied in
each of the jurisdictions and establish a paradignmaerview of the ongoing changes

in the framework of contemporary criminal justiogstems, in the post-September 11

43 Jakobs, Gunter, 'Biirgerstrafrecht und Feindsthftein 5(3) Hochstrichterliche Rechtsprechung
Strafrecht88 (2004), p. 76
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period. Indeed, the data collected from the exlnaeisesearch carried out should be
structured within a global theoretical frameworktthllows us to understand whether or
not we are dealing with a new model of criminaltiges and what are the prevailing
features of the criminal justice system in the préion and prosecution of the new

threat.
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CHAPTER Il

THE NEW THREAT OF GLOBAL

TERRORISM AND ITS IMPLICATIONS

“Le supplice ne rétablissait pas la justice; il ré&évait le pouvoir **

Michel Foucault

“ Resende, Haroloddylichel Foucault: Transversais entre educagfimsofia e histéria, LTDA Ed.
(2011), p. 56
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1. Global Terrorism: The “New Threat”

Before beginning the analysis of this new terrotlsteat to contemporary western
societies it is important to explain how this cleatts in this investigation study. What
is the connection between the study of modern nateynal threats and the research
guestions presented in chapter 1?

In chapter I've identified the three main reseagdlestions which are the backbone of
this study. On the on hand, to understand the @satigat have occurred in the structure
of the systems of criminal justice as a resultha &antiterrorist reforms undertaken in
the past decade. On the other, to analyse the agenvee that seems to be occurring
between legal systems traditionally belonging tibedent families, as an answer to a
comman and global problem. Finally, to identify thesults and the costs of these
antiterrorist measures, from the point of viewha# evolution of the systems of criminal
justice, and the point of view of the structurdtad rule of law in democratic states.
Therefore this chapter will look at the implicatsoof the configuration of international
terrorism for the analysis of the research questi@rein. At the same time, a detailed
analysis of the main criminal justice models wel tarried out, with attention to recent
developments. Through this analysis, it will betéetinderstood the theoretical basis
under which the antiterrorist measures - that bellspecifically scrutinized in chapters
[l and IV - were adopted by the States.

As a starting point it is fundamental to understémel nature of the phenomenon we

designated in the first chapter as “global terrafi§ and to fully comprehend its diverse

4> Weinberg, Leonard3lobal terrorism The Rosen Publishing Group (2009), p. 11
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forms and manifestations throughout this past dechuthis regard we must recognize
that contemporary terrorism is not just, as Ventoiogerves, terrorism with weapons
and explosives, but a “multidimensional phenomewth a variety of expressions that
includes a wide range of realities such as cyberoriem, food terrorism and
transnational organised crim&”.

This chapter will provide an understanding on tlay werrorism has developed in recent
years. Such an understanding, will allow for a drettomprehension of the reason
behind those legal reforms and their impact in battusatorial and inquisitorial
systems cannot be fully comprehended.

The facts and ideas which will be developed in dhiapter 11 will allow us to look into
States’ reaction to the phenomenon of terrorisnthag seek to suppress and prevent
terrorist acts and the spread of panic and fear.

In this way, it is essential to understand exaatiyat we are talking about when we use
the term “global terrorism” and the multiple defians it can comprise. Martin notes
that only by analyzing the essence of the concépteworism can we grasp the
legislative response of States during the pastd#&cahis is what we will attempt to
do in this chapter, paving the way for the topieswill scrutinize in chapter Il and 1V,
where different reactions by States in the contéxhe war against terrorism will be
compared.

It is crucial to underline that the developmentasforism as we have come to know it
has caused significant changes to States’ resgorsgch a complex reality as we will
see in this chapter. This is due not only to therimational character of the new terrorist

threat but also to some specific features relataeltgious terrorism and specifically to

¢ Ventura, Antony, Il problema del origini de Terrorismo di Sinistrin Terrorismi in Itélia, II mulino
ed. (2004), pp. 75 — 149; Rienner, Lynne, Transnati Organized Crime and International Security, M.
& Serrano (eds) (2002), pp. 56 and following; Distnn C., Terrorism crime and transformationh
Studies in Conflict and Terrorism, Global Univeysid. (2001) p. 24.

4" Martin, Gus Understanding terrorism, challenges, perspectives issuesSAGE ed. (2010) p. 103
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extremist muslim terrorism, and to important tigghvorganised international criminal
groups. These new characteristics, as Orezen dsseave at the basis of the main
changes to criminal justice models that have tgdane in the past decdéiewe will
therefore try to systematize in this chapter:
a) the global dimension of the new terrorist threat;
b) religious fundamentalism and the genesis of exsemuslim terrorism;
c) the connection between terrorism and organisedecrim
As Dias observes, the main reasons for the straictirtanges we have witnessed in
regard to criminal procedure laws - extension @&-foial detention periods, increased
communications control, new paradigm in police perand the reform of migration
regulations - are closely linked to the emergerfceew forms of terrorism and to the
global and transnational dimension of this newahre

According to Megoli, this situation clearly showeetstate of panic that exists in
European and non-Europeans countries alike witlardego the phenomenon of
terrorisnf®. The concepts of “permanent disruption” and “sbeiate of exception”
have been widely used in Portugal, Spain and Geytfiém describe this phenomenon,
which ultimately aims to express the state of pe&wna fear, or dread, of a terrorist

attack or threat. Thus, this chapter will lookts following relevant aspects:

1) analysis of the concept of terrorism and its histdrevolution;
2) timeline of most relevant events in modern and @morary terrorism;
3) emergence of new forms of terrorism

4) new threat of extremist muslim terrorismand theiwations behind it;

“8 Orezen, Suleyman, and Bal, IhsaNulti-Faceted Approach to Radicalization in Terrstri
Organizationslos Pressinc, (2011), pp. 44 - 78

9 Megoli, Robert (org.)Exploring Criminal Justice: The Essentiallones & Bartlett Publishers (2012),
p. 392 - 399

Y Guedes Valente, Manuel Monteirdérrorismo — fundamento de restricdo de dirgitmsTerrorismo
(org. Adriano Moreira), Almedina Ed., 2004, pp. 42457
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5) relationship between terrorism and organised crins&ructural and circumstantial
connections;

6) characteristics of global terrorism and the netgsdinew responses by the criminal
justice systems.

In what measure are these aspects important ihoml the research questions posed

in chapter 1?

Only by comprehending this significant historicabdhification is it possible to fully

understand the fundamental change in the charstiterithat surround the terrorist

phenomenon and the real dimension and extent ofnidia antiterrorist reforms that

have taken place in this past decade.

To grasp not only the cause but also the signitieaof the legal reforms of the last
decade, a global understanding of the essentiahctaaistics of this new threat, as well

as its historical evolution, is necessary.

This historical analysis will provide insight intbe chain of events that preceded the
9/11 attacks and the other main terrorist attadkth® past decade (Madrid, London,
Bali, among others). Furthermore, knowledge of mhetivations and the nature of
claims behind modern terrorist groups is also fumelatal to understand the responses
adopted by States throughout the past dedssl¥alente refers “if [modern terrorism] had

no claims to global dominance and no charactesigifcmass terrorism, certainly the response

by states would have been very different in the pears™*

Before the historical analysis, however, it is faméntal to understand the theoretical,
philosophical and doctrinal tradition underlyingetbvolution of the terrorist phenomenon, as
well as the own evolution of criminal justice systein the wake of such phenomenon. As

Moreira refers "to understand the evolution andaotpof terrorism among modern justice

1 Guedes Valente, ManueDireito penal do inimigo e o terrorismo: 0 progresso retrocesso
Almedina (2010), pp. 67 — 68.
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systems it is absolutely necessary to understamdehesis and the evolution of the theoretical
models on which such systems are based ufdHiis is the theoretical framework which will

be studied hereafter.

2. The Global Threat of Terrorism and the ‘Bifurcation’ of

Criminal Justice Systems — a Theoretical Approach

Looking back to the 1970s, punitive sentiment begagain momentum in the
criminal system, after a exceptionally long periofl relative stability and penal
welfarism dating from the 1980s that had utilisecc@ammon sense approach by
generations of academics, policy makers and crimirstice practitioners. Effectively,
a system of decency and humanity has morphed in&o a¥ insecurity, anger and
resentment. David Garland contends that in Britémn, example, a significant shift
toward a punitive approach to criminal justice pplhas taken place and a whole new
‘justice system” started to be dominzht.

The justice system will always depend on the mtl prevails in the light of a
given historical period and as a result of veryedént conditions. What kind of model?
A model that might be imposed by governments, bgiatdodies or simply by the
cultural and legal tradition of a people. The keyrterpreting a given justice system is,
exactly, in the dominant model (the model that had more influence on the justice

system) and in its main normative guidelines.

2 Moreira, Adriano, “A ambivaléncia terrorista” irerrorismq Almedina Ed., Coimbra (2004), p. 11

3 Garland, David, “The Limits of Sovereign Powerrafgies of Crime Control in Contemporary
Society” in Culture of Control: Crime and Social Order in Comtgorary SocietyOxford University
Press, Oxford (2001), p. 447
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Specifically considering the case of criminal jastithe dominant model has a
decisive importance in the definition of its rubesd of its most important principles. As
was stated in the models’ analysis as presenteddsiert Packer, depending on the
prevalence of the ‘crime control model’ or of thdué process model’, the essential
judicial rules will vary: the admission or not ofrtain evidences, the allowance or not
of pre-trial detention, the presumption of innoceioc the presumption of guilt, etc. In
the same manner, the conclusions are proved begontit in Packer's analysis,
regarding the fact that the objectives of the gestsystem are also mutable and
dependant on the predominant model: in truth, ategrto the crime control model, the
justice system’s objective would be to suppress rapdess crime, whereas in the due
process model, the objective is to ensure thatattoeised or suspect (facing the State
prosecution’s charge) has the means to fully egeriis right of defence.

Therefore, one comes to the conclusion that thiecpisystem depends on the
model or models that present themselves as domimangiven historical period. In this
sense, it is essential to analyse the works of&eNogler and the main points of his
book“World View of Criminal Procedure”.

His position is that both models presented by Paake not, after all, opposing
and antinomic models, as they are frequently ptesen the legal literaturé For that
reason it is not possible, to understand the jeststem based on the tension between
these two alleged opposing models because:

“(...) Put simply, crime control is patenthn objective whereas due process is a
method. In no sense cHrey be considered as polar opposites or ‘antinsirared

to do so is to give unwarranted priority to the mlodthichpromises results over
the model which merely describes a procedsioefar from being value-neutral, the
terms of the argument dmaded from the outs&t®

**Tarr, Alan ,Judicial Process and Judicial Policymaking" ed, Cengage Learning (2012), p. 91
%> Vogler, RichardWorld view of criminal justiceAshgate Publishing2005),p. 7
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In truth, by dissecting the two models presentedPhgker, it seems noteworthy

that they focus on different things. While the agicontrol model seems to be focused

on the objective of the justice system, the duegse model tends to place that focus on

the procedures inherent to the system’s functiarfing

However, the conclusion achieved by Vogler regaydie definition of dynamics

and trends that conform the justice system willeken more important. According to

him, three ‘broad methodological guidelines’ coéexasd shape the justice systems

characterisation. These are as follows:

- The inquisitorial model;

- The accusatorial/adversarial model;

- mediated popular justice;

According to Vogler, these three ‘methodologicalidglines® coincidently

interfere with the justice system and, dependinghendominium or on the prevalence

of each one, the justice system will be completifierent. The prevalence of one of

these ‘methodological guidelines’ (as Vogler céism) determines the criminal justice

model in force. As Roberts highlights:

“More serious criticisms of “A World View of Crimal Justice” begin with its
title. On closer examination, it is apparémit the book is not directly concerned
with criminal justice,but rather with criminal procedure, criminal prosesr
criminaljustice systems. This is not merely a pedantic iteshngicalquibble. Most
of the text is given over to historical or compamiescription, but in a short
conclusion and somewhat longer introductmgler advances explicitly normative
legal and moral claimslis principal contention is that every legitimagstem of
criminal procedure must reconcile aspects of thguisitorial, adversarial and
popular justice traditions (‘the thregreat trial methodologies’) with its own
distinctive legalcultural and political heritage.

Vogler grounds his argument in historical experéngvhilst simultaneously
insisting that his analysis substantiates idealized conception of criminal
procedure—a blend ¢iie descriptive and the normative in some ways mestent
of Ronald Dworkin's influential theory of adjudicatitif

% packer, Herbert,“Two Models of the Criminal Pra¥ds University of Pennsylvania Law Revidi3
(1964), pp. 1- 68

®"Vogler, Richardsupranote 439 at 98

°8 Roberts, Paul, “Comparative Criminal Justice GGésbal”, Oxford Journal of Legal Studies28(2),
pp. 369-391 (2008), p. 374
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Sharing Vogler’'s perspective, a detailed and pensisanalysis of some historical
justice systems leads us to the proof of the peemiaimteraction between these three
methodologies. Their presence and influence is ubidally in every justice system in
history. It is not acceptable that the criticismd®dy some authors to Packer may be
applied to Vogler's work, since these “methodoladjiguidelines” referred by Vogler
are not merely procedural or related to proceedigsen a reference is made (in
Vogler's work) to the inquisitorial or accusatorgltstem (or even to mediated popular
justice traditions), it bears in mind not only thessential rules of procedure
characterising each one of these systems, but #@isw objectives, which are
considerably different in each of these models. &a@ample, in regard to the level of
truth to be achieved in the criminal process: while inquisitorial system searches, at
all costs, for a pure truth and for a real recardion of the facts — regardless of
financial costs or the means of achieving it -, #iteusatorial system is committed to
achieving a procedural truth, aware of its limaas and of the nature of the justice
system. In addition to the above, some systemsradfitional justice aim at the
application of communitarian justice, in name d thistorical community”.

It is based on this conclusion that one must utdedsthe justice system, its nature and
its functions. It is from this perspective that osieould build the theoretical model
which will sustain this investigation and the thetaral framework of our analysis. This
is because, as Vogler states, only through thigétdimension perspective’ will one be
able to understand, with enough realism, the dycsrand the balance at stake in the
criminal process:

“Every system, at different historical epochs, Bagerienced the gravitational pull
of each of the three trial modes and has respoadeatdingly. Every system, in its
current structure and practice, crystallizes thelative influence to a greater or
lesser extent. The central argument of this bodkaswhatever mode of procedure
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is operated, it should not seek to exclude, sigaifily limit or disable the

participation of any of these three legitimate rieggs in criminal justi(:é59

Understanding these three broad methodologicalegjnis, these three “models
of justice” and their permanent interaction is K&y to understand the justice system
and its transformations.

In reality, a system with mainly inquisitorial tegrtties will establish long periods
of pre-trial detention, in order to ensure the sseey evidence is obtained and
preserve’, as well as the protection of witnesses (partitylm cases of violent or
highly organised crime), whereas a system with fpaatcusatorial tendencies will
privilege the development of the judicial procegdirand the adversarial principle as a
way of restoring truth and “social consensus”, topsng for considerably short periods
of pre-trial detentioft*

The main idea to be maintained is as follows: tigi¢e system, in particular the
criminal procedure, is developed according not dalyhe defendant’s essential rights
and guarantees of defence and impartiality, but atxording to the State’s interest in
repressing and controlling criminality and, furtimere, to the interest expressed by the
community, which imagines new ways to apply jusaceording to its aspirations. All
these vectors and interests (the methodologicatlefjnes) are, as Vogler states,
legitimate, meaning that all must find their owrearof influence within the justice

system. None of these vectors may be eliminatea¢aotheir legitimacy be questioned,

*9Vogler, Richardsupranote 439 at 16

¢ Costa Pinto, Frederic@ireito Processual PenalUniversidade de Lisboa (2008), p. 56

®1 One must explain the classical opposition betwieemisitorial process v. accusatorial process. In
Vogler's book, the reader is taken to a concepiuald that identifies the inquisitorial model asirige
responsible for the serious attacks made to theafnental rights still persisting in some politicadjimes
(such as the Chinese or the Russian) and the aodasanodel as a symbol of freedoms and procedural
guarantees achieved during a long path of histori@uration. It obviously is an excessively Anglo-
Saxon vision of procedural law. In truth, the mostent comparative studies on the matter, some by
Anglo-Saxon authors, have recognized that the rdiffees between both regimes don’t have today the
importance and the meaning classically attributedhem, while one can also see that both come
progressively together regarding such importantasssuch as pre-trial detention time limits, deoest
regime and rules on obtaining and preserving ewdieen
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purely because the system’s characterisation wilthe result of their interference and
interaction®?

Nevertheless, these considerations give birth tothem equally important
question: which factors or conditions influence aetermine the prevalence, at a given
historical moment, of one of these three modelsAcWlfiactors impose a mainly
inquisitorial tendency on criminal procedure, introheent of the adversarial or
accusatorial line of thought? Or which factors proel a dominant influence over
popular justice methods, in detriment of normatwe institutional justice?

During his research, Vogler states very clearly tizgjustice system can ever dare
to exclude any of these poles or exert its legitemafluence (and thus shape the
characterisation of criminal procedure), but hesdoat produce a framework capable of
answering, in a clear manner, which factors deteentine predominance of one of the
“presented methodological guidelines”. On the otiend, he apparently attributes that
result to a certain “historical randomne&s”.

Close attention must be paid to this point, becatseas one of the most
important elements for the criticism received byglér's works. In truth, if in the
World View of Criminal Justicea criticism to any mathematical or geometrical
perspective of criminal procedure is made (thathse,idea that the system’s dominant
values may be scientifically determined), a peréexwer is still lacking. Which factors
determine the combination and interaction of théhm@ological guidelines?

In fact, this seems to be the theoretical struttileev of the research carried out
by Vogler, as stated by Roberts:

“Finally, the values which each procedural traditis supposed to represent, and
in practice to incubate and propagate, are nonhelaled with sufficient care or
focused application. It is truistic that legitimateminal process for a modern

62 \/oger, Richardsupranote 43%t 98
%3 Vogler refers to a “historical necessity”. See VégRichard supranote 439 at 13
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democracy must balance the competing interestadifidual participants, state

and society. The real question is: how?”

The central thesis of A World View of Criminal Jgst, that criminal procedure

reform must always combine elements of ‘the thnemattrial methodologies’, in

itself provides no tangible answérs

From this perspective comes the most important tqpreso be answered in
relation to Vogler's work: how do these three gresti methodologies interact within
the justice system and define its main aspects?

The only point of reference left behind by Voglewsrk regarding this question
is extremely controversial and poorly sustainednfra scientific perspecitve. It is
related to the idea that the inquisitorial modetlssely linked to authoritarian political
regimes or centralised and bureaucratic systemthignsense, according to Vogler the
inquisitorial model would tend to be predominanttie emergence of this type of
political regimes, thus explaining the use the Nake Soviet, or the Communist
Chinese regimens have made of this model of crihpiracedure.

This approach appears to lack accuracy becausg ltased on a historical
perspective of the inquisitorial system (that isridical traditions and organised
practices) in Continental Europe. Basically, ibesed on an old fashioned view of the
inquisitorial system.

As Summers refers, the distinction between inquisit system and accusatorial
system lost its scientific utility with the developnt verified during the last century on
both models, contributing indeed to often confusedcientific discussion and hide the

similarities between both models, as well as darigthe unquestionable existence of

an European tradition of sharing the essentialesln criminal procedur®.

% Roberts, Paukupranote 442 at 391
% Summers, Saralrair Trials: The European Criminal Procedural Traidin and the European Court of
Human RightsHart Publishing, Oxford (2007), p. 10

51



In fact, the inquisitorial system’s vision is, inogler's work, a theoretical and
abstract vision, disconnected from the reality ofdpean continental practfée For
that reason, it is rejected or strongly criticidg®d French, Spanish or Dutch scholars.
Any comparative perspective would tend to systerallyi find converging points
between both juridical traditions, thus producingyatematic global understanding of
the European criminal procedure, very differeninfrthe theoretical description of
inquisitorial or accusatorial models.

This is, in fact, an inevitable consequence of tmall, economical and social
conditions which mark contemporary Europe. It woubg impossible, as the
comparativist Patrick Glenn emphasises, to comlpleteparate the European juridical
traditions. On the contrary, a gradual cohesiontaedsharing of values and attitudes in
the essential questions would be inevitable, whgcleven more evident within the
context of a communitarian Eurofé®®

The strong influence of the European ConventionHoman Rights (ECHR
must be emphasized, as it established a minimundatd of protection of fundamental
rights which led to a greater convergence amongthtes of the European Community
in regard to the development and protection of humghts. As Palmer observes, the
development of a common measure in the protectfolnuman rights has reinforced
European law as a legal family built upon commadngiples and rule$’

Furthermore, the jurisprudence of the European Calujustice, when referring

to the ECHR and to the constitutional protectiomegi to fundamental rights, helped

% Delmas Marty, Mireille Furopean criminal procedure€ambridge University Press (2002) p. 20

%7 Glenn, Patrick, “Comparative Legal Families andrparative Legal Traditions” in M Reimann and R
Zimmerman (edsJhe Oxford Handbook of Comparative La@UJP, Oxford (2008) , p. 432

% Field, S., and West, A., “Dialogue and the Ingaigal Tradition: French Defence Lawyers in thePr

Trial Criminal Process” Criminal Law Forum14 (2003), pp. 261-316

%9 Adopted by the Council of Europe on July 4, 1950.

O palmer, Vernonixed Jurisdictions Worldwide: The Third Legal FéyniCambridge University Press,
(2001) p. 233
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cement this commn path towards a mutual degree munghts protection. The
adoption of the Charter of Fundamental Rights ef Buropean Union (in 2000 as a
declaration and later in 2007 as an effective diilkights) represented a fundamental
step in asserting a common protection of humahtsign all the dimensions of the
European Union.

Therefore, despite this orientation of Vogler, omaestion remains essential
towards the understanding of modern criminal proced if the system’s
characterisation is built with the geometrical seay the three broad methodological
guidelines, which factors contribute towards a plence of one over the others?

We will now analyse each of the factors that ded¢idev and for what reason these

‘methodological guidelines’ interact.

1) The fundamental law or the constitutional traditajra given State;

The issue appears to be extraordinarily importatitimthe scope of this work. The
identification of the determining factors of theisggnt type of criminal procedure may
renew the entire scientific perspective on crimpralcedural law.

Here, it is important to remember the theoreticabppsition formulated in the

beginning and which support this judgment: all ipestsystems tend to reflect a certain
political-social program, inherent in the constdogl text (in countries that have a
written constitution) or found in the juridical apdpular justice tradition of a country.

Effectively, the programmatic spirit and social,lifpeal and moral rules emanating
from the constitutional text have a strong impramt the country’s justice system,
shaping it in its principles and characteristicor Anstance, European liberal

constitutions inevitably impose some decisive cti@rsstics into their respective
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criminal procedure model$,such as: respect for the adversarial precedingadd for
strong defence guarantees; and imposition of limégarding freedom-depriving
sentences. On the other hand, the fundamentaldé¥gtamic States tend to reproduce
ancestral procedural rules, based on a determored df ritualistic or religious justice
and, although they also consecrate some rules vaneltlose to western models, they

draw a process model very different from liberateyns.

2) ldeological context and the narrative underlyiing political and institutional speech,

as well as the social perception associated to it.

The country’s fundamental law or constitutionadition is as relevant as the
ideological background and the context of valuésas and “emotional state” in which
a given society lives in.

The political and institutional speech, the trarsswn of values and the social
perception emanating from the media and power nystéy a decisive role in the
legislative production, as well as in the pragmatientation of all levels of governance
(federal, regional, local).

As Kostakopoulou affirms, on the abstract of heickr “How to do Things with
Security Post 9/11":

“Discourses and the ideas, perceptions and tensplgten which they are based
exert a powerful influence on law-making, push @pli- making in a precise
direction and determine operational action and @uis. British counter-terrorist
law and policy post 9/11 is heavily mediated thtoagconceptual filter that evokes
a siege mode of democracy, which deliberately dis® the traditional rights-
based model, and a security narrative based onl@elasymmetry.

(...) Both features of the Government’s security digse are critical in explaining
not only British counter-terrorist legislation armblicy evolution in the 21

"L Roberson, CliffConstitutional Law and Criminal Justic€ERC Press (2009), pp. 28 and following.
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Century, but also their official depiction as nesaey, and singular, responses to
some structured necessity and the associateddégio alternative’ 7

3) The jurisprudential tradition and the institm#@ structure of the criminal

investigation bodies

Another factor with a vital importance in the justisystem’s characterization, in
particular in the area of criminal procedure igtitisprudential traditiorf> In fact, even
in civil law systems, without the rule of bindingrepedent, strong lines of
jurisprudential trends have formed, consolidatedSoyperior Courts’ decisions. Even
without being “binding” in a normative sense, thieym a solid and preponderant
current of juridical references, to which juridieaents normally obey and which lower
courts normally follow.

In this sense, it seems wise to summarise the thssential points discussed
within the previously posed question: which factommtribute towards the definition
and characterisation of the criminal justice systevithin the scientific framework

defined by Voger?

These are the factors we have identified and segprxplained above:
* The fundamental law or the constitutional traditajra State
e The ideological context and the narrative undedyithe political and

institutional speech, as well as the associate@lisperception

2 Kostakopoulou, Dora, “How to do Things with Setupost 9/11” inOxford Journal of Legal Studies,
Vol. 28, n. 2 (2008), p. 317 (abstract)

3 Maldonado, DanielConstitutionalism of the Global South: The Activistbunals of India, South
Africa, and ColombiaCambridge University Press (2013), p. 273
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e The jurisprudential tradition and the institutionatganization of criminal

investigation bodies

After the investigation of the fundamental elemeihist contribute to the framing
and characterisation of the justice system, andlyaecording to the scientific
framework delimited by Vogler, it is now importatet reflect upon the model of justice
system more adequate to deal with th& @dntury crime reality, as well as with social
aspirations concerned with the application of pesff

What type of justice system should prevail in theef of a new criminality, with
new resources and objectives? What objectives dhmubssumed by the justice system
as fundamental in this new era, which still maimsathe challenges of the past (the
suspect’s fundamental rights during the investggattage, for instance) and face others
equally relevant (for example, the victim’s roleridg the criminal procedure)?

It was discussed how Packer distinguishes the timairtal justice models, focusing
on the different objectives they assume: while tivane control model defines
repression and the fight against criminality asbitggest objective, due control model
concerns are related to the suspects fundamegtdt rwithin the criminal process. At
the same time, contemporary authors such as Dolgld&eloof shed some light on
some structural flaws in Packer’'s mod@lparticularly the little attention paid to the
victim and his/her role within the criminal proce#swas also analysed how Vogler
criticises the existence of these two models asgoapposed or antinomic.

Nevertheless, assuming from the start the needrigplement this framework with
a new reference to the victim’s part in the crinhippocess (today, it is a consensual

idea not only by criminology, but also by juridicgdciology and by the positive law of

" Levine, Jamednternational Criminal Justice: Critical Perspecéis and New ChallengeSpringer ed.
(2010) p. 125
> Beloof, DouglasVictim’s Rights Abc Clio Edition, London (2012), p. 5
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the majority of liberal-democrat systems), it seerather evident that both models
emphasise two great axiological poles of criminaicpss. The fight against crime and
the concern with ensuring the effectiveness ofsingpect’s fundamental rights are, in
truth, two of the most important values, if not throst important, of the criminal
process?

Even with obvious practical and scientific flawscRer's model has the advantage
of bringing us face to face with the biggest conseof the justice system and the
criminal process. The advantage of understandirgy itternal dynamics, the
transformations suffered throughout history andhethe guidelines which were passed
on to them by different political regimes.

Trying to construct an analytical framework basadPacker’s two great models and
after the important contribution received from msst fierce critiques, the question to
be asked is: which justice model is more appropritr the challenges of new
criminality and the new structural issues of criatiprocess?’

Through Vogler’'s analysis, a study was made ofghielelines of each and every
modern justice system, as well as of the variables conditioning factors (the ‘three
methodological guidelines’) determining their irdhce and predominance. Once again,
the question is: how is the contemporary juridic@inal system characterized or how
should it be characterised? Which characteristicailsl prevail in the justice system’s
direction, in the face of the new data that desigday’s reality? Which is the
predictable evolution of the system in the neaurie®

It is undeniable that today’s criminality has clwaeaistics of sophistication and

development never seen before in history. At theesiime, the terrorist phenomenon,

% Letschert , Rianne Moniqu&he New Faces of Victimhood: Globalization, Trari&mal Crimes and
Victim Rights Springer ed. (2011), p. 45

" Beinart, PeterThe Good Fight: Why Liberals, and Only Liberals,nC#/in the War on Terror
Melbourne Univ. Publishing, (2007), pp. 31 anddualing.
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whilst not new has assumed proportions that hatebeen seen in other historical
moments, both due to the inevitable impact tertorésts have on a globalised media
world and equally due to growing sophistication dadhnological advancements by
terrorists groups. Terrorism stands out so profumdthin modern criminality that
some authors, such as Bruce Ackerman or Richardd,eare not shy in mentioning
“the age of terror” or “the age of terrorisrf".

What repercussions might occur along the developeth globalisation of this
type of criminality in the evolution of justice sgs, especially in an age where citizens
are authentically concerned with the limitationposed on their freedoms and with the
assaults to their fundamental rights?

First of all, it seems wise to state that, everratihie dissemination of large scale
terrorist attacks in the United States and Eurdgey York, Madrid, London) and large
scale military operations in Iraq and Afghanistdogre is a general consensus regarding
the need to maintain democratic institutions anel ¢bnstitutional-liberal framework
firm and in full force. This holds true, at leastthe most important legal texts and in
the dominant political speech. Such consensus obviously stems from the citizexs
other social agents’ legitimate concerns in engutie rights, freedoms and guarantees
achieved in the aftermath of World War Il, but la¢ tsame time, from the concerns in
maintaining a “moral and ethical superiority” inetfight against terrorism and against
all types of organised criminality. As Kostakopaulktates:

“It seems to me that liberal democratic countriageha legal and moral responsibility
to maintain the integrity of their political culeiin countering political extremism. For
liberal democratic principles are not an optionata” *°

8 Ackerman, Bruce,Before the Next Attack. Preserving Civil Libertiesn Age of Terroristh

(Yale University Press, New Haven and London, (3006one, RichardThe war on our freedoms: civil
liberties in an age of terrorispied. BBS Public Affairs (2003).

" See articles 3 — 26 European Union Charter of Bomahtal Rights; the preamble of the recent Lisbon
Treaty and even the United Nations Global Countnrdrism Strategy.

8 Kostakopoulou, Doraupranote 456 at 340
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In this sense, there seems to be the need for acnewnal procedure model,
capable of understanding the evolution and thermeothat recently emerged in
countries such as the United Kingdom and Israeinddel capable of preserving the
essential framework of the liberal criminal systewhile at the same time,
comprehending the recent reforms taking place fiieréint jurisdictions. A new reality
of crime and a new reality of justice.

Effectively, both models presented by Packer —mmsing models — don’t seem to
have the potential to frame the reality of todagrisninal process. On the other hand, as
Vogler identified, both seem to consider differesgues (crime control model on the
justice system’s objective and due process modeltorfunctioning method) and,
therefore, an important part of the criminal pracesality fails to be understood. On the
other hand, because — and this is apparently tigebi flaw in Packer’'s models — they
analyse the criminal process as a ‘uniform wholalelio ignoring its different stages
and autonomies, by way of different structures anjéctives.

The idea of bifurcation of criminal justice systewants to designate a model that
distinguishes and differentiates the criminal psscento two distinct stages — 1)
investigation and prevention; 2) trial and crimenigament — with distinct guiding
principles and main objectives. In truth, this modees these two stages as
considerably autonomous and separable from eaddr,ostructurally different and,
therefore, the subject of different normative stadd.

By accepting this difference, the evolution of thées applicable to each phase is
differentiated. The two phases must be alloweklatee an autonomous evolution, both
from a scientific and a legal point of view.

Beyond that, the idea of bifurcation of criminakfge system has yet another

fundamental characteristic as a scientific modak gifted of an enormous explaining
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potential, in response to the complex evolutiorendly registered in different juridical
jurisdictions, in particular the countries we haalysed in this work.

What is the point of asking whether the Englishmanial process is orientated
towards the repression and punishment of crimy&lrime Control model) or towards
the assurance of the suspect’s fundamental rights process model)? Or rather if its
biggest objective is to ensure a satisfactory caorsgion of the victim and the
protection of his/her procedural role (victim sktetsion model)? These questions, as
Soares da Veiga noted, have lost their fundameataé and interest:

Most certainly, during the early stages of the siggtion of a crime, the
responsible agents and bodies would not be priynaohcerned with fulfilling the
victim's objectives and neeifs(in a stage when it's not even clear what typerohe
was perpetrated, how it was perpetrated and untat wircumstances). Nevertheless,
this may already occur during the trial stage, whee court tries to access the need to
punish or not a given (criminal) conduct and tatoes as far as possible, the social
tissue affected by that crime (restorative justidd)the same time, it would not make
sense (in most legal systems) to characterizerihenal process as being accusatorial
in its early stages, because the investigationdsodave not even gathered the necessary
information to confront the possible suspect. Esenno one is honestly able to raise
any doubts about the accusatorial process predtingndor example, in the United
Kingdom®3

This reasoning emphasises, from the start, thdtyfraf a criminal process
‘traditional’ models, whether of Packer's terms lwy characterising it, in absolute
terms, as inquisitorial or accusatorial or everm asaditional system. A criminal justice

system might have eminently inquisitorial charastes during the process’ early

81 Soares da Veiga, Raslpranote 208 a67
82 Costa Pinto, Fredericeupranote 272 at 43
8 Gibson, BryanThe Criminal Justice System: An IntroductitMaterside Press (2008), p. 28
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stages (by protecting information and imposing dae-limiting measures to the
suspects) and become an extremely enthusiastiodifef the adversarial proceeding
during the trial and sentence enforcement stages.

In this sense, it becomes fundamental, from eanlyt@ commence from a new model

that distinguishes two autonomous stages duringrih@nal process:

* Phase I: Prevention and Investigation [of crimic@hduct]

* Phase II: Trial and Punishment [of criminal condluct

The first stage includes all investigation actsedeped by the bodies in charge
of the criminal investigation, starting from the ment the crime is reported until the
moment it is taken to court. The entire scope @vention measurésrelated to a
specific crime (in general, put into practice bgdkauthorities) or to crime in general
(in general, put into practice by political-adminggive bodies), such as police raids in
high incident areas, protection to risk groups,vention measures imposed as public
safety measures, special strategies of surveillahpeople and goods, etc., is also part
of this universe.

The advantage granted by this model is that it§eswon each one of these stages in
an autonomous fashion, thus enabling a greater i@rapsion of the legal system
under analysis. The bifurcation of criminal justisgstem is increasingly more
important, which is proved by the fact that nowalayiminology and juridical
sociology studies are forced to make a two-phasetlyses of the aspects involved in
the criminal process or even in criminal politics general. As Stewart Field states,

regarding the 19th century French criminal process:

8 Regarding crime prevention strategies see Ashwauirew,Sentencing and criminal justicel™ ed.,
Cambridge University Press (2005), pp. 69 - 78
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“These changes are associated with the “Code dlictsbn criminelle 1808” which

strongly influenced reforms in various German teriés (and indeed throughout

Europe) and especially the first German FederaleG@dCriminal Procedure in 1877.

This introduced that system that French juristsnfrdelie onwards have seen as a

‘mixed system’: an inquisitorial private state istigation during the pre-trial phase

and a public accusatorial trial phds®

Basically, this model will separately look at theeqrial phase and the trial phase,
with one particularity: it includes realities thabmehow go beyond the criminal
process, as the administrative crime preventionsores previously mentioned. In
truth, police measures of prevention and publictrmbnamong others, cannot be
included within the scope of the criminal procesgher making it a part of what is
generally designated as ‘criminal politics’.

Going back to the two phases distinguished eaiiligs, important to issue some
consideration on their differentiation. Understangdithe differences between them
might help one understand the grounds of this mfebifurcation of criminal justice
systems.

From the start, it is quite evident that the fghise has a much greater proximity to
the alleged crime, which has several implicatioDsiring the course of an early
investigation, the extent and scope of the crimmrodted is not always clear, which
demands very careful information sharing, a condéat, in general, is no longer
present during the second (judicial) phase, whegeclassical principle of publicity and
the right to defense fully apply. Beyond that, thgportunities given to the suspect
during the investigation’s preliminary phases oftcadicting testimonials and collected
evidence are obviously few®ithan during the trial phase. In fact, it does make any

sense to present to the suspect the collected rmadevhich at that stage may be still

very much embryonic and poorly articulated. Besitlest, if this information was

% Field, Stewart, “Fair Trials and Procedure Traxditin Europe” inOxford Journal of Legal Studies,
March (2009), p. 13
8 Costa Pinto, Fredericeupranote 272at 67
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communicated, it would allow the suspect the poared capacity to destroy other and
possible more important evidence or to intimidakevant witnesses for the process’
development.

The analysis of British and American legal systemthat will be undertaken in
Chapter IV — will facilitate the understanding betsubstantial difference in results that
the researcher could obtain if he focused his atteron the study of some recently
approved laws in relation to the investigation ghéier example: twenty six days pre-
trial detention for suspects of terrorism, housardges without judicial warrant for
highly organised crime or terrorism) or, on the tcary, on the study of the rules and
principles of the trial phase. As will be demonda such conclusions can also be
drawn in relation to the Portuguese and Spanisil Bgtems.

In fact, any lawyer exclusively focusing on the exgp previously analysed of the
Portuguese penal procedural law wouldn’'t have amybts in, according to Herbert
Packer’s theoretical framework, classifying thetpguese model in force as “crime
control model”. In fact, the majority of the preugly analysed restrictions that are
imposed to the fundamental rights are in orderddailifate investigation and draw
reliable evidence that may lead to the suspectiwiction. A scheme of this type would
be categorised, according to Packer, as a crimgatonodel, without any shadow of
doubt.

“The crime control model is based on the proposittbat the repression of
criminal conduct is by far the most important fuoctto be performed by the
criminal process (...). The model, in order to apersuccessfully, must produce
high rate of apprehension and conviction and mossalin a context where the
magnitudes being dealt with are very large, and¢keurces for dealing with them
are very limited’ !

At the same time, according to Vogler’s scientificd, the Portuguese system

would be undoubtedly classified as mainly inquisalo In truth, the restrictions

87 packer, Herbersupranote 440 at 113
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regarding the information granted to the suspeetshfs/her defence or even to the
general public (a consequence of the investigatigearecy regime), as well as a
tendency for a broad implementation of the prd-ti&tention measure would always be
seen as symptoms of a strongly inquisitorial system

In fact, according to Vogler's conception, the irgorial process is indeed
characterised by “four essential features, thalthfrwhich is the use of different forms
of intolerable pressure against defendants in dmachieve co-operatitrf®
Nevertheless, a deep analysis of the Portugueseguecal law, focused on the trial and
appeals phases would lead to completely differesults, as will be seen now.

First of all, Portuguese law established a totatigusatorial trial system, being that the
adversarial proceeding is in full force. In truthis so stated in the Constitution of the
Portuguese Republic:

“The criminal process has an accusatorial struchemg that the trial audience

and the actions of taking of evidences determinethty are subordinated to the

adversarial proceedihg89

In the same manner, the Criminal Process Codetljirggpeals to the functioning
of the adversarial proceeding during the productibevidence, with the exclusion of
illegally obtained evidence from the prosecutiorese at trial.

Apart from these important aspects, Portuguese eprgal law presents a
complex and intense web of legal appeals, verylairto common law systeni8In the
Portuguese legal system, beyond the prevalencleopossibility of appealing legal
decisions (art 399 CPP), the entire system is dseelto allow an appeal route, not
only for sentences or final judgments, but alsorttegority of the decisions made by a

judge during a trial. In the light of the aforesaidis also important to say that the

8 Vogler, Richardsupranote 439 at 19
89 Art 32, no. 5 of the Constitution of the Portugai€epublic (translated by the author)
% Articles 67 — 83 of the Criminal Procedure Codawin® 20/2013 ZiFebruary)
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majority of decisions allow a double appeal, notgétting about the permanent
possibility of appealing to the Constitutional Cour matters of constitutionality. In
truth, many criticism have been made in relatiothis “excess in the guarantee of the
trial” in the Portuguese legal system, which wamnidied as one of the main causes of
the justice’s delay. In 2003, during an interview & Portuguese newspaper, the
President of the Assembly of the Republic refertedthis “excess of rights and
guarantees” which, according to him, is transforneedcan be transformed into an
“absence of justice and guarantee¥’. Rothwax calls it the “overextensions of
protections™?

The recent legislative alterations introduced imsedegal systems concerning the
fight against terrorism and highly organised crinae come to create some instability
in the traditional characterization given to syssesuch as inquisitorial, accusatorial or
popular justice system. Indeed, it seems that ttie@m of ‘inquisitorial’ legal procedure
today exists “only in the unreflected projectiofscommon lawyers”, as suggested by
Nijboer®

It seems evident that the legislative evolutionl vidve to bear in mind the
characteristics attributed to this new emergingnirality in the globalised worfd by
most studies. It will also have to pay a strongegraion to the forecasts and specific
alerts made by the government agencies in charfjghaing crime all over the world.
For example, the Australian Crime Comission, inaaalysis carried out for the year

2009, suggests that:

%! See interview of Mr. Almeida Santos (current Riest of the Portuguese Socialist Party) to
Newspaper (0] Diabo on 17/06/2007, available at
http://www.ps.parlamento.pt/?menu=opinioes&id=306t& (accessed on August, 2013)

92 Rothwax, HaroldGuilty — The collapse of Criminal Justid®®andom House, New York (1996)

% Nijboer, J.F., “Common Law Tradition in Evidencéserved from a Continental Perspective”, in
Comparative LawlOL ed., (2008) pp. 299 — 338.

% Held, D. and othersGlobal Transformations: Politics, Economics and @te, Cambridge University
Press, Cambridge (1999), p. 56
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“New technology has enabled organised crime grdapsperate across national
borders and execute illegal activity at a geogregdhdistance from their victims.
Using new and available technology, internationadl &ustralian crime groups
commit complex frauds, access equipment to proddregys and share child
pornography. Technology increases the ease witbhmioney can be transferred
offshore, enabling organised crime groups to u@a#tertcross border money
laundering.”

But, apart from the technological aspécthe report produces some important
conclusions related to new IT crimes and moneydaung, in a scale never before
witnessed by any country. Some conclusions drawth&yeport will now be stated, for

their key importance within the continuance of tt@search project:

“Organised crime is involved in a diverse and iasieg range of industries. In

general, it is becoming more involved in sectorsnolustries where there are fewer
risks, less law enforcement attention and gregipodunities to generate large profits.
New technology has also made it easier to move gyaner large distances and
between countries (...).

There are parallels between the types of activitasied out by criminals and

terrorists. Both use transport, communications &ndncial services to plan and

support their activities. Both target the vulneligbof their victims and engage experts
to assist their activity.

Criminals and terrorists protect themselves and #esets, hide information and use
similar methods of operation including violencerraption and money laundering’”

It seems quite evident that the legislation to bmdpced in this area, according to
current circumstances, will have to produce a \waysitive balance between the fight
against this new type of criminality and the gemuisocial concerns of citizens’
fundamental rights and basic freedoms. The unawglgplitical speech and ideological
narrative seem to point at this direction, which,veas seen in the analysis made of

Vogler, will unavoidably affect the legislative cgims in course.

% Australian Crime Commission,The Organised Crime in Australia — 2008vailable at
http://www.crimecommission.gov.au/publications/odi¢s/2008/2008_oca_key issues_trends.pdf

% As Steve Uglow refers, the impact of new technigegloesn’t only have a negative effect in terms of
organised crime; their influence on the investigatand police work should also be highlighted. See
Uglow, SteveCriminal Justice Sweet & Maxwell Ltd. (2002). pp. 68 - 72

" Australian Crime Commission,The Organised Crime in Australia — 2008vailable at
http://www.crimecommission.gov.au/publications/odé¢s/2008/2008_oca_key issues_trends.pdf
(accessed on August, 2013)
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The concern over safety in face of the fear of teworist attacks (United Kingdom
and Spain) or by the increasing and obvious orgdnigban criminality (France and
Greece) or even by the unpredictable effects adssall financial frauds (USA) will lead
— or, in some cases, have already lead — to l¢igislaneasures that harden the fight
against this type of crimé§, facilitating criminal investigations and allowinfpr
harsher and more restrictive measures of coeramthe suspects. On the other hand,
the growing social and public concern related &edioms and fundamental rights will
force governments and parliaments to significantbdify the law, as well as to create
counter-weights that maintain the constitutionahesue of checks-and-balancem
functioning. In truth, thischecks-and-balancesystem represents one of the most
important legacies from the classical liberalisnd amas kept as an essential pillar
within the European Union’s structuré.

In truth, no investigator can honestly believe thegasures will be undertaken to
contain and restrict criminal investigation acies, within this context of ‘war on
terror 1%’ On the contrary, the tendency witnessed (evemimties such as the United
Kingdom and Spain) goes in the direction of a grgMiexibility of these activities. At
the same time, there is a broadening of the stmstin which the bodies of criminal
police may intervene (restricting the citizens’ damental rights) without the need of
judicial intervention®’, which, in the past, was only allowed for in utfeexceptional
situations. In the same fashion, the pre-chargentien time limits will tend to be

extended, particularly in situations involving tmism or highly organised criminality.

% Cuerda, Antonio,Nuevos Desafios Del Derecho Penal Internacionalrrafesmo, Crimenes
Internacionales y Derechos Fundamentalescnos ed. (2009), p. 45

% Fisher, Elizabeth, “The European Union in the afieAccountability” in Oxford Journal of Legal
StudiesyVol. 24, n. 3 (2004), p. 506

1% Klosek, JacquelinaVar on Privacy Greenwood Publishing (2007) pp. 77 - 90

101 ( United Kingdom) Antiterrorism, Crime and Secyrict 2001, Part IV s 23 (1); (Portugal) Art. 174,
no. 4 of Portuguese Code of Criminal Process.
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At the same time, within the operation of crimevarion, one witnesses — and will
still continue to witness in a near future — a graoyv number of police-based
“preventive operations”, particularly in problentatireas, in order to prevent terrorist
crimes, arms trafficking, money laundering and ptivities of criminal group??

This reasoning serves to conclude that a progregsevalence of the crime control
model within the scope of Phase | (or, in Vogleéeams, of inquisitorial line) will take
place, in which the objectives of the criminal pgliwill dominate the process’ path,
with increasing breaches on the citizens’ fundamaderghts.

On the other hand, as a way to manage to necebatagce within the criminal
process, to answer the growing social concerngmglg to maintain the foundations of
the liberal legal tradition, governments will tetodcreate more effective mechanisms of
control and assessment of evidences and the meadsta obtain them, legal ways to
enable a more effective participation of the susplecing trial (considering that this
intervention was extremely limited during the inwgation phase) and public scrutiny

of the charge and trial of these suspects.

All of this can be translated into a reinforcemehthe defense mechanisms at the
suspect’'s disposal, with more room for adversadaebate and, especially, more
mechanisms of legal appeal. Basically, this meapsogressive prevalence of the due
process model within Phase Il (or accusatorial)Jimewhich the suspect’s guarantees
and his/her fundamental rights are the processhroancern. We have here, in a very
clear way, the idea of bifurcation of criminal jigstsystem.

Basically, systems traditionally considered as satarial, according to academic

standards, will know a slow but steady inquisitor@édency within the scope of crime

192 EATF — GAFI, Building Effective Systems to Fight Money Launderimd Terrorist Financing
(June, 2007) available at http://www.fatf-gafi.atglaoecd/18/11/38944355.pdf (accessed on August,
2013)
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prevention and investigation mechanisms. This exigely what is happening in the
United Kingdom and also in the United States. Om ¢kher hand, some continental
systems will tend to harden their prevention angestigation system (Phase I) and to
accentuate the respective inquisitorial tendenspeeially when certain types of crimes
are on the line (example: the Portuguese Gun L& R his tendency will probably
also result in an increase (shy or considerablpeniging on the governments) of pre-
trial detention rates in a near future, as refemeérederico Isasca®®

This tendency will be the systems’ answer to thenbaon organised and highly
violent crime that has been witnessed over the dastde, as well as the growing
terrorist threat. Increasingly intrusive investigatmeasures and more permanent crime
prevention actions — programmes such as Zero Taer®olicing® - are combined
with the social demand for harsh and exemplary gunents on the suspects, even if
“against the results obtained by the majority ofestigations and studies in this area”,
as referred by Andrew Ashworttf?

A very important example of this punitive or setiming tendency is the
abandonment of some very central procedural safdguaat serve to protect people
from abuse in the legal environment, such as tesiof the suspects and prisoners in
sexual crimes. Thomas contends that in the Uniteddom a sex offender register has
been created based not on substantive evaluatiores@arch but popular opinion
expressed through the media, including the pubdinadf sex offenders details, which

has led to mass demonstration, denunciation ankhrigm. The so-called return of the

193 |sasca, Frederico, “Prisdo preventiva e restantgtidas de coaccdo” ilornadas...cit., pp. 65 - 79
194 yglow, SteveCriminal Justice 2™ Edition, Sweet & Maxwell Ed., London (2002), p. 59
195 Ashworth, Andrewsupranote 467 at 389
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victim and victim status has also become apparentthis prevailing punitive
environment-%®

However, at the same time, the liberal tradition &me system’s credibility will
force the use of open and transparent schemegalfdetivity during the trial stage, in a
clear sign respect for the liberal principles sashfair trial and rule of la#?’ Even if
merely symbolic, Western democracies can not abarbeir most significant and
historical values and juridical principles.

It is this theoretical framework that will undenghe analysis of the data in
chapters Il and IV, entailing us to observe themmenon of bifurcation of criminal
justice system, how the antiterrorist responseg lawught common law and civil law
systems closer together, and the significant dbsitshave resulted in regard to legal
and constitutional valueslowever, prior to the detailed study of such lagaponses,
it will be useful to engage in a deeper understayof the specific characteristics of
this new threat, as well the historical path arertfost significant issues that were
raised towards criminal justice systems, namelystirge of new types of terrorism in

the world stage.

3. Historical Evolution of Terrorism

Although terrorism has been, in its broadest setise penicle for changes in

many societie®’, the current phenomenon finds its roots in thenémeRevolution. It

1% Thomas, Terry, “When Public Protection becomesigtument? The UK Use of Civil Measures to
Contain the Sex Offender” (2004) lturopean Journal of Criminal Policy and Reseane?®, , p. 339

197 \Weissbrodt, DavidThe Right to a Fair Trial - articles 8, 10 and i the Universal Declaration of
Human RightsMartinus Nijhoff Publishers (2001)

1% (ibschle, for example, analyses the way in whiclerdie forms of Islamic related terrorism have
changed the political panorama of societies inArab World, many times prompting true movements of
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was during this period that terrorism gained a titsand that the term terror started to
enter the vocabulary of many politicians, "evennitfiging the decisive stage of the
revolution, after the "law of suspects”, passed September 1793, condemning
thousands of citizens to the guillotine.” In 1788 dictionary of the French Academy
began to include the word terrorism as a "polititglre in which Power Kkills to
maintain or enhance itseff’”

"Revolutionary Catechism™ was the first known origation in the fight against
despotism. However, at the time of its creationyules were layed out concerning the

function of the organisation.

Thus in 1879, "a group of youths outraged withrégime of the time, gathered
ideas and adopted the principles that were intetdeglide "Catechism”, in order to
tackle the organised and systematic violence byctaist power."* This is how
‘Narodnaya Volya' was created, which literally med&eople’'s Will. It was the first
active terrorist organisation known up to that tinféne death of Czar Alexander,

following the attack of March 1, 1881, has beenkaited to this group™
The principles oNarodnaya Volyare consubstantiated on the following:

“Terrorist action consists in the suppression @& government’s most harmful
men, in defending the party against espionage @artde punishment of the most
evident violence and arbitrariness committed by fBevernment and the

Administration. The purpose is to undermine thestige of governmental force, to

constantly prove the possibility to fight agair® government, thus fortifying the

revolutlignary spirit of the people, and, finallg, form active members prepared to
fight.”

national liberation, as the OLP (Palestine), Lelmaamd Iran (with the Islamic Revolution). Cfr.
Hubschle, Islamic revolution and terrorism, Leya @®05), pp. 11 - 16

199y, Authors, Enciclopédia Luso-Brasileira de Cutukisbon, Editorial Verbo Ed., p. 1429.

110 Franco, Pinheiro Joaquim, “A Rissia dos CzareRenista Nacdo e DefesaP 34 (2008), p. 27.

M pid. at., p. 31

112 Chaliand, GérardThe History of Terrorism: From Antiquity to Al QaedJniversity of California
Press (2007), pp. 147 and following
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From here onward, a kind of faceless terrorismystesnatic terrorism began to slowly
develop, nevertheless without defined goals oriipeenemies to knock down. It is
with this concept on systematic and global terrorias put forward by Marshdfl that
we will work on this study. It is a formulation thhas been gaining ground among
those who investigate terrorism as a concept. SBastos states that:

“The emerging phenomenon of contemporary terrof&st 9/11 has to be seen
from a double perspective: a global dimension @rfag as its objectives are the
global and complete destruction of the internatidegal and political system) and
a systematic dimension (as global terrorist neteariganize and coordinate many
autonomous groups for a common purposeéj.”

However, it already brought about the idea that plopulation as well as
members of the organisation itself could be targétgerrorism, if necessary. On the
other hand, it also mentioned that people shouldnfieenced for the purpose of a
revolution. Attacks have since multiplied, sevarathods have been used to perform

such attacks and many thousands have been victitagarist acts.

The most important demonstration of this sort ofaiesm occurred after World
War I, more specifically in the late sixties. M@stalysts point to 1968 as the milestone
of modern terrorism, when systematic terrorist apens by the Palestine Liberation
Organisation (PLO) begatt. Authors like Hoffman and Laqueur consider thate"th
decisive milestone of this change refers to thacking of an airplane of the Israeli
airlines by members of the Popular Front for thieekation of Palestine (PFLP), one of

the six factions of the Palestine Liberation Orgation (PLO)."°

113 Marshall, Monty G.Global “Terrorism: an overview and analygjdntegrated Network for Societal
Conflict Research (2002)

114 Sousa Santos, Boaventurfipwards a New Legal Common Sense: Law, Globalizatand
Emancipation Cambridge University Press (2002), pp. 45 - 68

1%Chaliand, Gérard,l“a Mesure Du Terrorisnién Revue Stratégique, N° 66/67, from 1997, p. 9.

1181 aqueur, WalterNo End to War: Terrorism in the Twenty-First Cerytu€ontinuum Ed. (2004), pp.
86 - 105
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These tactical and operational changes were ahdlyléechnological advances,
especially in the manufacturing of weapons withiatde degrees of power, in the air

transportation system, as well as in the medid) véigard to television channéts.

This illustrates, in Veres’ words, a fundamenmtath concerning contemporary
terrorism: the fact that is a form of mass termoriighly resonated through the media,
and which aims for the death of the highest nundigpeople (civilian or not) as a
means of social and political unrest using the médliwiden the attention of its actions
18 Pinheiro notes that “whilst terrorists of the niatth century were idealistic, with
moral rigor and unable to kill innocents, thoseof days perform most infamous tasks
with complete insensitivity*

This situation takes on impressive proportions my @mpirical analysis, for
example, of the various media sources. Let us densby way of example, the cases of
Portugal and Spain. In the year 2000, the most Iyigead national newspaper in
Portugal (Correio da Manha newspaper) publishedtad® articles related to terrorism,
mostly concerning the situation in the Middle Edst2004, the same newspaper had
roughly about 2805 articles related to terrorigfh.

Since the 1980’s, terrorism has again gained nfanalhd actions have become
increasingly violent. It can be said that the 188Qvere a milestone for the
indiscriminate spread of terror. Terrorist actsédhédecome increasingly violent and are

intended to affect the greatest number of people.

Sousa Santos identifies this phenomenon as “medatiorism”, that is, a type

of criminal activity that seeks to achieve its gotlirough the global dissemination of

17 picarra, NunoElectronic Surveillance and European UnjaxLFA (2008), p. 76

118 veres, Luis,La retérica del terror: Sobre lenguaje, terrorisrgomedios de comunicacidBdiciones
de la Torre ( 2009), pp. 25 and following

119 pinheiro, Joaquim A. Franco, Revista Militar, losi(2003) p. 474

120 Rodrigo de Castro, André&statisticas sobre terrorismo e jornalismderbo ed., Lisboa (2012), pp.
56 - 57
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fear, panic, and its imperialistic or destructiviejeatives. This element is relevant
insofar as it enables the understanding of goventsnéesire to control the media and

in a certain way, to control the freedom of expi@ssf its citizens?*

Methods have also evolved. Bombs, explosive de\aoeskidnappings are now
the most widely used instruments, whilst the usaigflane hijacking has curiously
declined in the last decade (see Appendix below)oxelty in the new era of terrorism
is the action of suicide bombers known also as karpa&s?* With them, the world

watched in horror as a new medium was being usednhocent-bomks?

The damages resulting from terrorist actions durthe 90s, translate the
intensification of the destructive nature of teisboperations. When terrorists attacked
the World Trade Centre for the first time in 1993y intended to kill thousands of
people, although the number of victims was muchllema\nother situation, which has
been occurring with some frequency, is the appearahreligious "sects" that instigate
the idea of a better world for their believers. §&groups have caused many problems
to governments they are part of. Such was the ohdbe attack with "sarin gas"
perpetrated by the Japanese religious cult "Aunm &ikio" inside the Tokyo subway

in 1995. 12 people died in this attack and ove®® Were injured**

It should be noted that since that time authors Kubback, Bowers, Hoffman

and Laqueur, drew attention to“the growing danganifiested by many extremists and

121 Sousa Santos, Boaventuralinguagem socioldgica do terrorismoniversidade de Coimbra (2003),
p. 78

122 Men and / or women bombers who sacrifice the lveisinocent people as well as their own lives on
behalf of the cause they advocate.. Islamic exstnhbelieve that such acts are not suicides, hatac
martyrdom, and thus truly acceptable in the holy.wa

123 http://islam.about.com/cs/currentevents/a/suicidents htmaccessed August 2008.

124 Smith, Paul J., “Ameacas Transnacionais e a SoMénesia do Estado: um Papel para o Milar
Military Review Brazilian — 1st Quarter 2000, p. 72.
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fanatics of religious nature, insofar that theyresented - and still remain — a serious
threat to international security™.

The 1990's were, as such, the seed of this newriem that acquired global
dimension and had mass destruction as an objeciiis. phenomenon - and the
corresponding responses by the criminal justicéesys, will be the subject of the
analysis herein. As Albuquerque refers, it is int@otr to locate the birth of global
terrorism in the 1990’s as it was during that decticht States began to comprehend the
scope and the potential dimension of the dangedstlareats related to this problem.
According to the same author, it was during theOl9¢hat the deadliest attacks that the

world witnessed began to be planned, developediaaity executed-*®

In 1993, Al-Qaeda’s Muslim terrorists failed witheir intention in the first
attack to the World Trade Centre, but they alsoentdlear that "New York, the centre
of the economic and political power of the Westuldobe attacked agai" Thus, it
was that on September 11, 2001, in New York, thgelt single attack in history took

place.

Jenkins, one of the most prominent and acute wbseof terrorism, claimed in
1985 that "simply killing many people has rarelyebehe purpose of terrorism (...).
Terrorists operate on the principle of the leastessary effort. They find it unnecessary
to kill many since killing some may be enough foeit purposes!™

However, this statement no longer made sense #fierattacks of 9/11.

Terrorism, which has since long been present inhisry of human societies, now

125 Nascimento, José Miguel de Fra@aTerrorismo e seus intérpretes — Uma abordagemopsbcial
Lisbon, Hugin, February 2002, p. 8.

126 Albuquerque, MartimEstudos sobre terrorismo globaimedina, Coimbra (2009), p. 87

127 pohly, Michael and Duran, Khalid)ssama Bin Laden e o Terrorismo Internacignkisbon,
Terramor, November 2001, p. 6.

128 jenkins, Brian,nternational Terrorism: the other world wamRand Corporation ed., New York
(1995), p. 21
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heightens its main feature to the highest exprasdioe ability to terrorize and to
intimidate the most. Hoffman characterized theckgaof 9/11 as follows:

"Ambitious extent and dimension; perfect synchratiotn and coordination;
professionalism and skills in keeping such a bigerapon in secret; strong
determination and dedication of the 19 aircrafadliers who willingly killed
themselves as well as the passengers and crews &bur taken aircrafts and the
thousands of people who were visiting the Worlddér&entre and the Pentagon
and those who worked theré?®

Moreover, these attacks left a warning: “futunedaest attacks [will happen] in
the metropolises of modern industrial societiés.”

The majority of antiterrorist laws in the Unitedafes and in several European
countries are the result of the analysis carriedafier the 9/11 attacks. It is therefore
necessary to observe how this change in the natuhe terrorist threat conditioned the
responses by different states.

By considerably raising the level of the threat ahd potential degree of
destruction, States were forced to formulate mophisticated and effective responses,
which however, were also more intrusive of citizemghts, as Donohue points otit.
Global and massive control programs of electroniwvesllance and wiretapping were

included as part of an imperative need to contdat tpotential threat of mass

destruction.

On the other hand, whilst the terrorist phenomenbrthe XIX century and of the
greater part of the XX century was confined to awi by certain relatively small
groups’® modern techniques of massive recruitment, using technologies, have

required states to adopt control and surveillaneasures in a degree never seen before

1291bid., p. 23

130 pohly, Michael, and Khalid Durasupranote 69 at 6.

31 Donohue, Laurasupranote 33 at 67

132 Moledo, Miguel,O terrorismo na Europa: perspectiva histérjedmedina (2003), pp. 56 - 78
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in the history of mankind, as Marques da Silva oles€* It also brought about new
international partnerships and new instrumentsitgirnational legal cooperation.

The point, as Wagner notes, is the following: tesra of Islamic inspiration
assumed global objectives, positioning itself akraat to all secular and democratic
states in the world. This new paradigm of threatdd states to adopt new instruments
of international cooperation regarding the shaoh@formation, even among countries

where such was highly unlikely to occit.

The first years of the second decade of the XXkuwgnhave been particularly
relevant to understand the adaptation capabilitynalim extremist groups, namely
does affiliated with Al-Quaeda. The western, USdledfensive against these groups
struck the heart of their leaderships and led ntargonsider that by dealing significant
blows to the main structure of those organizatidimsy would succeded in dismantling
their networks and therefore their capacity to pidsignificant attacks on the west.
This was emphasysed by American authorities wheey tdeclared that such
organizations would only be able to carry out “lanalf attacks, carried out by misfits
and madmen indoctrinated over the interrf&t.This proved only partially true. Whilst
killing many of the top operational leaders of Alifgda and its affiliated groups did
hinder the ability to organize sophisticated anchplex attacks on the West (also called
“spectaculars”), Al-Quaeda and others have conatdr their attention to more
immediate targets closer to their bases. This Isasteeen possible due to the failures of
the Arab Sping, which in many ways gave momenturthéopropaganda of extremist

muslim ideology.

133 Marques da Silva, GermarDireito Penal Portuguésvol II, Ed. Verbo (2004), p. 67

134 Wagner, PatrickDeterrence and Terrorism: Can Global Terrorism bet&red? GRIN Verlag
(2011), p. 6

135 The EconomisiSeptember 28, 2013, pg. 21.
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For a better understanding of this it is importanstudy in detail the objectives

of those groups, directly or indirectly affiliaténl Al-Quaeda:>®

4. Extremist-Muslim Terrorism. The objectives of al-

Qaeda’s "Terrorist Organisations"

Al-Qaeda and its associated groups such as theSAaf Group, Al Shabab and
Boko Haram, among others, operate on the basisnofslamic political-religious
fundamentalist ideology called SalafiSm They employ extremist and selective
interpretations of Islam which determine all opeigtaspects of these organisations,
from the process of recruiting new members to tbee in the perpetration of terrorist
acts, involving also strategic decision-making,amihg financial and logistical support
as well as operational planning.

But what are the objectives of Muslim extremistraesm (or global or
"catastrophic” terrorism)?

According to Loureiro dos Santos, "the objectieé®rganisations in which the
use of catastrophic terrorism is legitimate, arktipal, in the purest sense of the word.

They intend to change power relatiof.These political objectives consist of three

136 |t must be underlined here that this new kind ofakesm, perpetrated by muslim extremists groups
such al-Qaeda, is distant from the tolerance tosvartier faiths that has been central throughout the
centuries to Islamic tradition. The history of Islgprovides some of the earliest examples of plstrali
tradition and of the earliest codes of human rightsd played an important role in shaping human
civilisation. Furthermore, the Quran explicity prot@s diversity, compassion, forgiveness and rexdtrai
In fact,,it actually advises its followers to bewanf extremism. The views that are proclaimed by
terrorists are very much at odds with what is galheagreed to be the principles of Islam (Trangmetl
Terrorism — The Threat to Australia, 2004, Page &and following, available at:
http://www.dfat.gov.au/publications/terrorism/traasional_terrorism.pdf, accessed July 2013)

137 Malet, David,Foreign Fighters: Transnational Identity in CivilaBflicts Oxford University Press
52013) pp. 189 and following.

Loureiro dos Santog)m futuro sem terrorismoRImedina (2007) pp. 39-43.
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types of objectives: the ultimate goal, the intedrate (or "sectorial") objectives and the

lower targets (or "geographically restricted").

Its aims are global and they are not willing toy amompromise in order to
establish a pan-Muslim super-state:

“The demands of these terrorists are absolute k&mther known forms of terror,

they are not contained by geography, political wispor particular historical

grievance. Their rhetoric often seeks to explaialgopulist concerns to their own

ends. They do not allow for remedy or compromisieeiil views on means and

ends differ from previously known forms of terronis They know their goals

cannot be achieved through persuasion. Their vielés not designed to get a seat

at a negotiating table. It signals a committed pattmeir final end™°

Thus, another order would emerge against, “a céotneed by Islamic countries

(Islam), whose core would be located somewherenanaf these countries (or outside
by virtue of the possibilities offered by the usiecgberspace);” where the Sharia
would be imposed in a fundamentalist interpretatibthe precepts of the Holy Book of

Muslims, the Qur'an, and once more implementing'@aiphate®**

All those who do not follow their cause are deenmgitimate targets. This
includes other Muslims as has been seen througtimityears of their terrorist
operations which have been carried out in predomiya Muslim-populated
countries:*> However, an attack on the U.S. (in political, emmic and sociological
terms) or UK is still the primary intermediate offjee and thus forcing a retreat from
the power relations and occupation/exploitationreised upon the Islamic world (the
presence of U.S. troops in Saudi Arabia is consmier provocation by Muslims, since

it is the birthplace of Islam). With the attacks @fl1, the U.S. assumed a Grand

¥9Transnational Terrorisnsupranote 78, at page vii, accessed July 2013

149 oureiro dos Santosupranote 80 at 48

1“1 The period in which the Caliphs of Islam ruled ethiepresents the heydays of ancient Islam’s power
on a global scale

142 Transnational Terrorisnsupranote 78, at page ix, accessed July 2013
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Strategy in order to prevent other attacks fronuaweg. The so-called USA Patriot Act
was only the first of these reactions.

The second objective is to recover the Sharia enthe lost territories of the
Islam, such as the Caucasus, the Balkans, and@ortant part of the Iberian peninsula
(al-Andalus); regions that belonged to Muslims denturies. Such frustration over the
lost Muslim territory originated therein, the eriste of Muslim terrorist organisations
willing to fight the “infidel invader.*

Europe is, thirdly, another intermediate targegmdat importance, insofar that
excluding those countries belonging to the "Grealipgbate", other countries, or at least
the most of the important urban centres, would becdkey pieces used to bend
European policies so that the Muslim will can fistr Likewise, Muslim enclaves
would be constituted throughout the numerous Mustommunities residing in
Europe*** Through this objective, the U.S. would becomeatad, which would lead to

a weakening of its influence and intervention iteinational affairs.

It is important to note that while the tactics andnediate targets may change
according to the leadership of groups affiliatedhwAl-Quaeda and with present
objectives, the goals of muslim extremism are c¢les has been noted byhe

Economist

143 Basically, as Moghadam refers, the main idea isetmver the "Great Caliphate”, which is a big,
geographically divided territory - huge area oftimental and insular land, extending from al-Andslin

the West, to the extreme Eastern Indonesia, inEth&. It would separate Eurasia, in the South from
Africa turning the Mediterranean world into an Muoslfundamentalist lake; It would include the
Petroleum regions (the Gulf region) and it woulddhgeostrategic key positions to control the oiltes

to India and China, which one might also call ttenfegions, which are regions of large importance
within the global economy. In other words, as Matgra advocates, in global geopolitical terms, those
who would dominate this vast territory ("Great @hhte"), would have significant if not decisive
advantages143, with regard to the ownership ofrabtnergy resources, and would thus weaken the
current Unipolar World Order represented by thetéthiStates, as well as other emerging and expanding
powers.(Moghadam, Assafhe Globalization of Martyrdom: Al Qaeda, Salathdd, and the Diffusion

of Suicide AttacksJHU Press, 2011, p. 77 and following)

144 carmo, Nuno da Camar&nclaves islamicos na Europa Ocidentslerbo ed. (2009), pp. 67 and
following.
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“While attacks on the far enemy are important batta deterrent and as source of
jihadist inspiration, they are not al-Quaeda’s mpimrpose. Its overriding aim
remains, as it has been since bin Laden saw theatedf the Soviet Union, the
creation of a new caliphate across the Islamic dvdyhsed on unswerving
adherence to Sharia Law. That requires the comgptifluence of the “Zionist-
Crusader alliance” in the region to be extirpatet aall apostate Muslim
governments removed?®
Soares da Veiga, mentions more specific, interrredisbjectives of global
terrorism, such as: "1) replacing corrupt Muslimvgaments throughout the Muslim
world; 2) to oust U.S. forces from the most sadkbaslim grounds - Saudi Arabia,
where the shrine cities of Mecca and Medina aratéx; 3) to oust the Jews from
Palestine; 4) to release the European and Asiaioneghat were once Muslim:

represented by the great Albania in the Balkangc@hya and other Asian regions in
the Caucasus, Kashmir in India, Xingjian in China aome areas of Central Asté&."
The central issue in these objectives is the chatea country where a
significant effort is made to replace non-fundamabsit governments with
fundamentalist ones. Loureiro dos Santos indicdtesollowing as the most probable

nations: Saudi Arabia, Turkey, Egypt or Pakistan.

Fundamentalist Muslim groups have recently comsildraq a “top” prioriy.
Zarkawi the former number one of al-Qaeda in lsajd that Iraq would be the best

place to establish the generating power of the "geaat Islamic civilization".

At a lower level, there are objectives that seekdacate, organise and census
the Jihadist "battalions". Such requires large maysspaces that must be poorly
controlled and inhabited that could be found idefhistates. The best and most likely
place is centred in the Pashtun tribal border &etaeen Pakistan and Afghanistan,

which is going through a rapid ‘Talibanisation’ pess.

145 The EconomistSeptember 28, 2013, pg 23.
196 Soares da Veiga, Rad, Terrorismo e os Direitos Fundamentaisniversidade de Lisboa (2010) pp.
44-56.

147 santos, General Loureiro desipranote 80 at 94
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According to Fawaz, an assessment of al-Qaeda’sessh and failed
objectives, shows us that some have not yet been sueh as: "jeopardising the
International order led by the U’S attacking the U.S. again or taking measures in an
European country since 2005, with the exceptiowkey; overthrowing regimes of
Muslim countries, especially Saudi Arabia and elipglthe Israelis from Palesting?'
Donohue underlines here the impact of actions Hergrevention and containment of
terrorist attacks, resulting from various antiteisblegislative packages approved by
Western countrie¥?

However, Al-Qaeda has achieved some major goalsh $an be seen, in
particular, in causing restrictions to the cividhts in democracie. They have succeeded
in causing serious economic losses, especiallyha tourist sector of developed
countries. We have also seen a continuation tagatst Muslim crowds against the
West, they attract funding, there is an increageemumber of volunteers for the Jihad,
increasing militant anti-Americanism and anti-Wesiem and putting pressure on U.S.

forces to leave Saudi Arabia.

Understanding the motivations and immediate objestof terrorist groups is
also a fundamental element to ensure an adequspiense to the research questions
posed in chapter I. The efficiency of the responteserrorist threats depends, as
Sageman refers, on the knowledge of its immedidjectives and its underlying
causes!

Fundamentalist ideologues are in charge of theeldpment and interpretation
(and updating) of religious ideology. They basertkelves on ideological and political

motivations and on the fact that Muslim societiesséh struggled to cope with the

18 Fawaz, Gergeg§he far enemyCambridge University Press (2005), p. 82
149 oureiro dos Santosupranote 80 at 97.
%0 Donohue, Laurasupranote 33, at 267
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challenges of modernity in order to justify the mnfance of implementing the Qur'an in
these fundamentalist societies. They take on Wabimla extremist branch of Sunni

Islam

The feeling that is most applied to the fightersidigologues of the Jihad is the
feeling of humiliation. According to Kosrokhavat,is important to differentiate three
kinds of humiliation: the one arising from sociafdriority and economic marginality,
the one that is reported by the media and accdanthie Western “offensive” against
Islam (Palestine, Afghanistan) and also, the onehwles in the cultural and religious

threat of a secular and domineering West:

“Terrorists justify and feed their ideology througkilful exploitation of dynamics
within mainstream societies. They use adverse igallit social and economic
conditions as a rallying cry to recruit and motesdheir members. They exploit
distrust of the West and feelings of humiliatiortdamnger.152

The Israeli-Palestinian conflict, the prisons ina@tanamo and Abu Ghraib,
the wars in Iraq and Afghanistan as well as Cheahthe Kashmir issue, among
others, trigger a feeling of humiliation in the mingdeen, which ideologues take
the opportunity to encourage, spread and adjustadoordance with good
propaganda techniques. It is this feeling that detadthe sacrifice of suicide or
according to al-Qaeda’s interpretation, to "marntynd.
This aspect has been notoriously absent from tfeme undertaken by European
States and the USA, which have mostly targetecctiminal side of terrorism, rarely
addressing the political — propaganda and fundhgisi aspects of extremist religious

terrorism*>3

133 Gunaratna, RoharTransnational Terrorism, Support Networks & Trend§DA Publishers (2010),
pp 45-62
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5. New types of terrorist threat

Understanding the evolution of how terrorists aat the new shapes they can be
manifested is key for the analysis of the antitestaeforms that will be carried out in
chapters Ill and IV. Only by understanding this pii®enon comprehensively will it be
possible to understand the prevention, controlsamdeillance programs initiated in the
past decade as well as the legal reforms undertakemminal and criminal procedure

areas.

In what way is the understanding of the new tyde®mworist threats relevant in

regard to the research questions set fourth in ©€h#p

From the outset, the fact that it is a phenomendh Vevels of threat of a
potentially catastrophic level has forced Stateadopt measures of preventive nature,
which are relevant as they are behind the changasring within the criminal justice
systems (namely regarding the differentiation betwdifferent phases of the criminal
process). Also — and this is a fundamental aspebe-fact that these systems face a
common and global threat has forced different syste¢o adopt common and
coordinated answers, which in turn is behind theveogent evolution of legal systems
traditionally belonging to distinct families (mogttegarding common law and civil
systems). Bacelar Gouveia goes as far as clairhiaig“terrorism of global nature and
the associated panic have caused the greatestrgence of the last centuries between

families of common and civil law***

One of the major threats which however hovers tateer the world, relates to
the possibility that terrorist organisations possegapons of mass destruction. What
spreads the greatest terror are not the handmaaeseses or even the conventional

ones but the possibility of terrorist commands gjraccess to chemical, biological or

134 Bacelar Gouveia, JorgEstudos de Direito e Segurangsimedina, Lisboa (2010), p. 87
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nuclear weapons and being able to use them in #tisicks. Past events have shown
that it's no transcendental thing for these weaponise in the possession of terrorist
organisations. The case supporting this theory di@ek to the 90’s, specifically in
1995 when the Japanese religious cult "Aum ShindRi&ttacked the interior of the
Tokyo Underground with "sarin gas" and where 12pbealied and over 5,000 were
injured.

The Western world is extremely vulnerable in thedd, although the combined
efforts between intelligence services, securitycdsr and civil protection are an
undeniable given in the prevention of this phenoomen

There is a strong suspicion that al-Qaeda is irsggmon of weapons of mass
destruction. Marvin Cetron, adviser to the Predidénhe United States, stated in 2004
that: "terrorists will have access to weapons o$sndestruction and large-scale attacks

will take place within the Western powers. The dioesis when+>°

This possibility [of some terrorist groups being possession of weapons of
mass destruction] has strongly influenced the nesg® of States to terrorist threats,
namely in what concerns the strengthening of sliaveie and prevention (in the United
Kingdom for instance) and the control over commatians (in Portugal and Spain, for
example).

We must therefore conclude, that we are witnesHiegemergence of a new
range of terrorist events, with growing impact be various antiterrorist laws, which
have been approved, in the last decade. This phemamshould be studied precisely,

accurately dividing the new forms of terrorism thate been analysed by experts.

1% This is what can be deduced from the instructidisseminated by the Office for Civil Protection
Liaison Agents Civil Protection. (Ref 916/dspc01).
16 cardoso, Joan&lews on Terrorism — Portuguese editibisboa (2007), p. 78
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Stern explains that the greater part of antitestoreforms approved by western
governments had the objective of containing thle oisnew types of highly lethal and

devastating threafs’

It should be noted that terrorism does not neexth gfficiency. The mere
possibility that a fatal disease can be spread ay amd arrive in unsuspecting forms
anywhere in the world, causes a considerable psygical impact, and is sufficient to

destabilize a society - one of the goals of testaggroups

Legislators have been concerned mainly with thkodang forms of
terrorism: nuclear and radiological terroriSfh bacteriological, chemical or biological

terrorisnt>* and cyber terrorisfi’.

157 Stern, Jessicahe Ultimate TerroristsHarvard University Press, 2000 pp. 48 - 54

138 Developments since World War 1l up to the presgey have made it possible for "dirty bombs"
(bombs made with radioactive material mixed withwantional explosives), which may be as designated
small atomic bombs with considerable effects, wiighbetween 15-20 Kg, to be transported by a
terrorist in a backpack. The end of the Cold Wat Russia's loss of its former Soviet republicwadd

for many weapons of mass destruction to be "digg¥rshroughout the now independent countries,
whereby Russia has no longer any effective cowvel these weapons. Russia’s race in nuclear wsapon
lost as much of its sense at the end of the Cold ®#a consequently some of the scientists who
manufactured this type of weaponry became “unengabtySome of these “unemployed” scientists, in a
true state of economic need, sold the formulastier production of nuclear, biological and chemical
weapons on the black market to strangers, posghnigrists. This kind of situation causes an imragali
concern to take into consideration that enhanceshteat that the use of these weapons by tesorist
poses.

139 This type of weapon, besides its devastating effsm have a number of agents that will origirate
number of diseases. Bacteriological and chemicalpees are easier to prepare given the easy aacess t
its components on the chemical or pharmaceuticdlistry’'s market. Chemical weapons are usually
classified into four groups (which in turn can bedobdivided into several types):Group | againstpieo
and their effects; Group Il against vegetablestand effects; Group Ill against people and théfieas;
Group IV against vegetables and people (Crone, Higimning Chemical Weapons: The Scientific
Background Cambridge University Press ,1992, pp. 45 ana¥ahg Wecht, Cyril, Forensic Aspects Of
Chemical And Biological Terrorisnhawyers & Judges Publishing Company, 2004, p@.-3813)

180 Cyber terrorism or computer terrorism translatee hew forms of terrorist activity that, accordirug

the definition by the European Union, "are aimethatdestruction or decay of computer systems asch
civilian or military databases, or telecommunicaicsystems, in order to destabilise the State ertex
pressure over public powers” (Ribeiro, Anténio SiMAAVV, As Teias do Terror, Novas Ameacas
Globais Edi¢es Esquilo, 2003, p. 121). In this seneantries are not only confronted with the spectre
of violent terrorism, but also with a new threaatths technologically advanced, poorly understood,
painless, and against which it is difficult to dede

86



6. Transnational Organised Crime and its connection to

terrorism

How relevant is the connection between terrorismd @rganised crime in
relation to the research questions set forth irofiening chapter of this study?

Terrorism in itself is not responsible for the emtiframework of legal reforms
undertaken in the past decade as Costa observesrditg to this author, the relation
between terrorism and organised crime is an esgdattor that provides insight into
the antiterrorist reforms and the fundamental ckang criminal law®*

Transnational organised crime has an increasedaete regarding the initial
premise as it enables to point to the similariteesl differences in treatment and
responses adopted by inquisitorial and accusateysiéms.

As Bacelar Gouveia points out:

“The new characterization of the crime of trangmratl organised crime generated
common responses among considerably diferent calnjiistice systems, as well
as unlikely alliances. The connection between temoand organised crime as a

global threat became, unexpectedly, a source ofargance between systems of

civil and common law*?

The social and political changes that occurrechatend of the last millennium
and at the beginning of this one, caused signifishifts at different levels of life in
general and of community organisatiéhThe dismantling of the former Soviet Union
catalysed the end of the "Cold War" and deeplysti@amed the balances established up

to that time, paving the way for globalisati6h.

181 Faria Costa, JosBlocdes fundamentais de direito pergfl ed., Coimbra Editora (2012), pp. 101 - 103
162 Bacelar Gouveia, JorgEstudos de direito e segurangaimedina (2007), pp. 52 — 53 (translated by
the author)

163 ewicki, Roy J.Essentials of Negotiatio8® edition, Burr Ridge, IL Editions, London (2003).189
-99

184 Severiano Teixeira, Jos&,guerra fria e o terrorismo modernQuid Juris (2004), pp. 34 -36

87



The globalisation we live in today affects not otitye flow of goods, services
and capital, but involves also large flows of pegpdeas, information and technology.

Organised crime also reached a global dimern$jgast as the phenomenon of
terrorism, in a way that the current discourse egusty, almost necessarily integrates a

reference to organised crime as it is consideredobithe new threat$

Today, society identifies organised crime as anieglly homogeneous criminal
organisations with a rigid structure headed by weaytul leader or godfath&f. The
reality though is far more complex and diverse:aniged crime is a phenomenon built
of a large number of many and complex factors, madtclandestine nature, making it
difficult to clearly define. This has been subjexrtnalysis by various academic studies
and international organisations, with the aim dfabkshing an agreed definition of

organised crimé?

a) Conceptual Framework

One of the most pragmatic ways of defining orgathis@me is via the definition
of its actors - criminal organisations. In this senthe United Nations, through the
Convention Against Organised Transnational Crindepéed by the General Assembly
of the United Nations in November 2000, in its Alei 2, defines a criminal
organisation as a "structured group of three orenparsons with a certain temporal
permanence, acting specifically with the aim of oaitting one or more serious crimes,

in order to obtain, directly or indirectly, a fingal or other benefit". The same

185 santos, Loureiro dog globalizacdo do crimedJniversidade Nova de Lisboa (2003), p. 43

188 Hobsbawn, Eric JGlobalisation, Democracy and Terrorisibacus ed. (2008), pp. 62 - 73

167 Council of EuropeCombating Organised Crime: Best-practice Surveyshef Council of Europe
Business & Economics (2004), p. 179

188 |bid. at p. 182
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convention defines a felony, "as conduct that dtries the offense punished by
deprivation of liberty for a maximum period of &akt four years, or a more serious
penalty.”

In the current legal context and in global terihss common to speak of two

types of embodied crime: general or common crintkard organised crime.

* General or common crime - consisting of a seriesroghinal acts, usually
practiced separately and individually, assumingdoam, non-strategic and
unforeseen forms of violent® where geographic implementation seldom
exceeds regional borders and where its victims darectly related to the

consummation of the crime; and

* Organised crime - which consists of criminal aatsnmitted repeatedly as a
result of a continuous activity and systematicalperated by a structured group
implemented on a national, international and tratienal level, with a clear
strategy or objectives for profit or power erosioinsovereignty and security
bodies™.

One can also identify and subdivide organised crinte two classifications,
taking the motivations and objectives as a diffeéatimg criterion: one with dominant
motivations and objectives relating to profit (drugfficking, arms trafficking, human
trafficking, banditry, kidnapping and extortion, ganised economic crime,
counterfeiting of money and means of payment, fgrgand trafficking of
administrative documents, cybercrime, corruptiomgney laundering etc.); and the
other having predominately political and religiousotivations and objectives:

(terrorism and groups of ideological or environnagbntestation).

189 Guedes Valente, Manud, violéncia militar e o terrorismoAlmedina (2004), p. 12- 35
170 Beleza, Teresa criminalidade organizada do século XVIII ao sécMX|, Universidade de Lisboa
ed. (2008), p. 67
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Understanding this theoretical framework is impotteas great part of
contemporary terrorism can be identified with hyghbphisticated groups of organised
crime, in what concerns their methods and structAse Fiedler, observes, it is not
possible to understand anything about contempaeargrism without understanding its

permanent (historical and conceptual) links to oiged crime’*

b) Fields of action of organised crime

There are deep historical roots in organised criitnkas developed in order to
meet the marginal needs of society, but has alwaiysed at ensuring that the
illegitimate needs of society are met, contributitagits "stability" through illegal
activities, which currently are among the followingambling, illegal immigration,
exploitation of prostitution, tobacco smuggling airdg trafficking, cybercrime, eté

Organised crime has lucrative purposes and matiatand presents a large
capacity to internationalise and to obtain highomes of which a part is applied in
legitimate businesses as a form of money laund€tidgps an outcome of this economic
power, there have been situations in which organgseame groups prompted to assist
governments in solving problefffswithin the legal framework, which means that they
are not always socially frowned upon, and are mesgases even "protected" by some

sectors of the community in which these criminatsiaserted.

Thus, groups of organised crime are sometimes aseany other business.

Indeed, organised crime also works on the market,anly difference is that it acts

"1 Fiedler, RobertlLinks Between Terrorism and Transnational Crime @® GRIN Verlag, (2010) p.
7

172 Beleza, Teresa, supra note 113 at 89

173 Block, Alan, All is Clouded by Desire: Global Banking, Money hdering, and International
Organized CrimgGreenwood Publishing Group, 2004, pp. 45 - 85

1" Fiedler, Robertsupranote 114, at 78 - 79
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illegally and if necessary may resort to violenceehforce its purpos€s This is the

reason why most antiterrorist legislations worldevighcluding Israel, Portugal, Spain,
the United Kingdom and the United States) haveunhetl strong measures of control on
financial transactions. As Donohue has observedntial counter-terrorism has moved

to the frontline of the battle against terrorisnd @mganised crime in modern societiés.

However, groups involved in organised crime and thave predominantly
political and religious motivations generally hawes their primarly aim, national,
international and transnational terrorism. Suchndpehighly socially and politically
disapproved!’

Organised crime poses a threat to societies andrgments, failing to respect
internationally recognized human rights standarfisis situation became globally
evident through the September 11, 2001 attacksrenthe actors involved proved they
could target any place in the world, demonstragreat capacity to in several fields of
action, with innovative modus operandi, threatenthg life and security, socio-

economic stability as well as the confidence indtires of authority and power.

The globalisation of new communication technologedso facilitated the
internationalisation of organised crifffe favouring the rapid displacement of capital
and goods from one corner of the world to anothsryell as instant contact between
people via the Internet and mobile phone, regasditdsthe distance separating them.
The intense dislocation of products and revenudsiwinternational circuits provides,
among other things, for the extension of criminativdéties of organised groups
throughout several countries, leading to intermaticcooperation and interdependence

between the national criminal organisations ofitiwelved countries.

17 Guedes Valente, Manu@jreito Processual Penal? ed., Aimedina (2004), p. 67

7 Donohue, Laura , supra note 33 at 67

7 Guedes Valente, Manuel,, supra note 112 at 57

178 Santos, Loureiro dog globalizacdo do conhecimento e o terrorismo glpBémedina (2003), p. 56
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Modern terrorism has known a high degree of soplisdn partly due to the
development of organised criminal groups. It mestmphasized here that many of the
measures adopted as antiterrorist were incorporatedordinary criminal legislation
after a few years, so as to be applicable to noofist criminal organizations. Donohue
views this phenomenon as a progressive penetratiantiterrorist laws in the criminal
justice system?

Supranational crime, which knows no boundaries @mkers a wide range of
offenses, can be integrated in the concept of asgdncrimé&®. It is, therefore, a vast

and broad concept, that is important to clarifytfe purpose of this study.

A set of variables exist that regulate the difféisgion process in the
identification and classification of organised ceinevidencing the participation of a
plurality of individuals that carry out criminal @ans; the eventual distribution of
functions among them due to the affirmation of giptes of control, internal discipline
and hierarchical obedience; demonstrated operaticapacity in the execution of
serious crimes within transnational context, usiftgence when necessary; motivation
and determination of the criminal conduct basedtlom expectation of obtaining
monetary payouts which may come from entities ipocated in the legal economy.

According to these criteria there are numerous ioamorganisations that
engage or invest in the practice of crime and Wathin the category of organised
crime®. Thus, we can find criminal organisations suchmadia clans; networks that
sponsor and encourage illegal immigration; gangs velxploit illegal gambling,

prostitution and human trafficking; organisationsgaged in theft and burglary,

79 Donohuesupranote 33, at 10 - 25

180 Groenhuijsen, MarcUsual and Unusual Organising Criminals in EuropedaBeyond: Profitable
Crimes, from Underworld to Upper Worldliber Amicorum Petrus Van Duyne, Maklu ed., (2D11
271

181 Smith, Jamessupranote 66 at 56
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tampering and theft of vehicles used for traffigkicrimes of abduction, kidnapping

and extortion; organisations engaged in drug thifig and tobacco smuggling.

Organised crime therefore represents a seriousitthoethe security of many
European countries. Upon reaching a level of pothet was previously reserved
exclusively to countries, this phenomenon has aekiethe capacity to stabilise
economically, socially and even politically the oties where these organisations
operate. This implies that the threat addresseal this safety of citizens themselves,
undermining the most basic rights such as the huifgan

Such criminal organisations have proven to be etg@&xpand their range of
intervention, thus multiplying their area of actithmough a supranational perspective.
The exact outline behind the motivations of thesdiangroups in Europe is not yet
clearly defined. However, it should be noted tHatré is the possibility of violent
action, theft and robbery, money laundering, dnodj lauman trafficking, etc.

In the European Union, organised crime has devdlopevarious areas of criminal
activity: drug trafficking, car adulteration anafficking, arms trafficking, robberies of
banks and value transportation companies, humafficking, document forgery,

economic crimes (smuggling of tobacco, alcohol afmbholic beverages as well as
mineral oils), money laundering, cultural crimediegal market of artworks) and
computer crime¥. Even if developed by relatively small groups, @a® not fail to

take into account that the European territory isogerating scene for foreign or
international groups, including groups from SoutimeXica and Central Asia. We will

now take a deeper look at some of these crimeaubedaey are the most relevant ones

182 Beken, VanderMeasuring Organised Crime in Europe: A Feasibili8tudy of a Risk-based
Methodology Across the European Unidfaklu ed., (2004), pp. 143 and following
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that occur in the European Union, according toisttes registered by the security

forces and intelligence services of some of thentttes we are analyzing’

One of the most important connections between ristrgroups and other criminal
groups lies precisely in mutual assistance reggrdotument forgery. As Conde refers,
a great part of forged documents used by terrgristips comes from small suburban
groups that do not care for whom they are workifhddany antiterrorist measures
adopted in countries like Portugal, Spain and the#dd Kingdom cannot be understood

without making such connections.

States have become greatly dependent on compuietuses, which make them
a primary target for terrorist organizations. Rermore, terrorist groups have become
aware of the potential devastating effects thadrgd scale cyber attack could cause,
especially at a financial and economic level — &igb at an energetic one — among
western nations. This new reality has significamplications as states have been forced
to gain knowledge of cyber criminality in ordertie able to face modern terrorist and
to respond by adopting the necessary antiterroresisures, as Colarik has obserifed.
Criminal organisations seem increasingly skilledhie illegal transportation of goods or
persons and have developed their capacity to icttevthin criminal structures and to
corrupt customs’ officials, allowing them to cawyt their activities. In fact, weighing
the possible profits and risks, there is a favolerédxrain to the flourishing of this type
of activity, which can yield great profits to crinal organisations without incurring
high risks of being intercepted.The laundering apital from crimes carried out in the

European Union and United States by criminals basedther parts of the globe

183 Qliveira, Adriano,Trafico de drogas e crime organizado: pecas e misoaws Jurué ed. (2008), p.
167

184 Munoz Conde, Francisc®e nuevo sobre el derecho penal del eneifiversidad de Buenos Aires
ed., p. 56

18 Colarik, Andrew,Cyber terrorism: political and economic implicat§rdea Group Pub. (2006), pp.
34 - 43,
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presents serious challenges, both in terms of #heesg involved, as in the difficulty to
prove the causal link between these capitals aadaisociated crime. The European
Union has taken on several measures to fight mémeydering. In late 2001, after the
9/11 attacks, the EU paved the way for the cooperabetween national financial
intelligence units. An initiative, which was quigkfollowed by legislation destined to
identify, trace, freeze and seize assets and ptedficriminal origin-°

Trafficking in human beings is of crucial importan regard to global terrorism,
notably as a source of income. The transnationalr@aof human trafficking, often
sustained by networks organised on a global sclEtsrmines the need to establish
interconnections with international organisatigm®moting knowledge and the sharing
of information. Valente explains that the relatidretween terrorist groups and
international criminal groups has become so clbs¢ it no longer uncommon to see
terrorist organizations being used as platform faafficking human beings or
facilitating human smuggling as a quick way to abfarofits®” Only in such manner is
it possible to understand how antiterrorist legfbrms in countries like Israel, Portugal
and Spain have included specific measures dealittghwman trafficking and money

laundering that may result from such activitigs:°

186 Another piece of legislation to fight money laundgr adopted in December 2001, extends its
definition to cover all serious crimes, includinffemses related to terrorism. This legislationdslonger
applicable only to banks and financial instituti@ssthe previous one, but also to encompass a@usnt
lawyers, notaries, real estate agents, casinosleaiérs in high-value goods. (Truman, Edwin, suyota

159, at p. 45). All persons exercising these peif@s have now an obligation to inform the authesit

on suspicious transactions that come to their kadgé within the exercise of their functions. This
measure is meant to promote greater control oesetiprofessions and has been extended to all Member
States that adopted antiterrorism legislation sR@@S3.

87 Guedes Valentesupranote 112 at 56

18 Fernandez, RuberEl Derecho Penal de la Uni6n Europea: Situacion uatty Perspectivas de
Futuro, Univ de Castilla La Mancha (2007), p. 207

189 The European Union, which elaborated a worldwidategy since 1996, took a major step forward by
establishing, in 2002, a common definition of huntiaaificking. This definition has been applied ith a
Member-States of the extended E.U. and, in cediatumstances this crime is punishable by a minimum
prison sentence of eight years. The Union's wodwdrheavily on the Brussels Declaration (September
2002), which recommends the implementation of cetecmeasures and standards, as well as norms and
better practices to eradicate the exploitationuwshan misery.
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c) International and transnational organised crime in the new

international context after the attacks of 9/11.

The geopolitical fragmentation that occurred in thighties and the subsequent
breakdown across central Europe and the varioukaBaivar$® led to profound

changes in the geography of organised crime boHunope and in the rest of the world.
From this decade onwards, criminal organisatioaged to reinforce the expansion of

their activities across the globe, becoming emigdransnational organisatiofs.

Within the current framework, criminal organisasomwith greater potential
dominate the major trafficking channels on a glod@dle. Transnationalisation was a
natural process for these organisations considetivey they tend to maximize
opportunities and minimize risks, which led themldoate their activities in those
territories where the risks represented by theoaaii state authorities was reduced and

therefore the opportunity to expand their actigitieas increaset:

Organised crime takes advantage of the existirfgréiices between the national
legislation of the different countries where theerate. These are often represented by
differences in the definition of a certain typeasime, which makes it easier to enter
some markets than others. The lack of harmonydicial proceedings as well as the
absence of significant international judicial co@®n is also worrying in the sense
that national authorities are unable to legallyecwjith organised crim#?

New technologies allow greater access to commuaitagither by phone or e-

mail, as well as new types of transportation, thwstributing to increase the expansion

19 Woodward, SusarBalkan tragedy: chaos and dissolution after thedC@lar, Brookings Institution
Press (1995)

91 Garcia,supranote 157, at p. 43

192 Smith, Jamessupranote 66 at 57

19 Garcia, supra note 157, at 56
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of criminal networks. For organised crime groupskéid to counterfeiting money,
documents or artwork, technological advances edaslleost perfect results, making

the intervention of the police and judicial autties increasingly challenging.

On the other hand, human trafficking and illegaiigration are surely the most
important sectors next to the drug trafficking seatnoving an estimated 8 billion
dollars per yed®. This is essentially caused by the attractivenésgestern European
economies, combined with resentment towards horaatdes, generated by economic
and political instability. Following the dismanttjnof the former USSR and the
enlargement of EU borders, migration fluxes inceglaom countries south of Rus$ia
caused by poverty and the search for better liemgditions. The trafficking of human
beings mainly originates from Eastern Europe, kad Asia, Africa and Latin America.

With regard to financial crimes these consist essnin activities related to
fraud, counterfeiting and money laundering, i.essical operations with economic
consequences through the disturbance of financaakets and their use for criminal

purposes.

Trafficking includes diverse activities such asuggling of alcohol and tobacco
or arms trafficking, robberies and vehicle thefEsch of these activities has specific
grounds and is structured according to the tam@gin and destination of the goods,
but perpetrators always aim at high profits. Thes#its are then often used to fund
terrorist activities.

According to Reno, states that present a weak didason of their sovereignty

structures facilitate the creation, disseminatiod &onsolidation of coalitions and

19 various Authors, Trafico de seres humanos y migraciones: un anéadisisde la perspectiva de los
Derechos Humandsn Conferencia Internacional "Trafico de Seraganos y Migraciones”, IEPALA
Editorial (2005) , p. 75

19 Langstrom, TarjaTransformation in Russia and international laMartinus Nijhoff Publishers,
(2003), p. 187
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networks of terrorist activities. Such spring ugda the economic benefits, the ability

to create employment and the possibility of reitimgsprofits in local economie€’

Organised crime might currently be a secondary idenstion due to
mediatisation of terrorism, although a part of eigad crime is demonstrably linked to
terrorism by providing weapons or funding operagiohhere is even the possibility that
in some areas of the world, a merger between tstrand criminal groups is underway,
which can create, in fact, a more dangerous thtkeah before because of the

accumulation of financial capacity and the spilepinto political motivation$’’

To aggravate the current framework of threats, ethex nowadays a symbiotic
relationship between some kind of criminal orgaimises and some terrorist groups as
well as between political activities and lucratigeminal activitie$®, giving rise to
what Xavier Raufer called hybrid entities. As aitgb example of these organisations
we have the case of Colombia, the country respta$p producing about 80% of the
world's cocaine and 75% of the heroin consumedhénUnited States of America. The
Colombian government maintains, for a few decadews, na conflict with the
Colombian Revolutionary Armed Forces (FARC), fundsdthe drug cartels, which
control a significant area of inland where theytpcb the activities of drug traffickers -
drug plantations, laboratories, landing lanes fdanes that intervene in the

transportation of traffickers and drugs, &tc.

Considering that this phenomenon is an obviousathte society, the United

Nations, drafted a legislative guide in March 20@8ning to assist those countries

19 Reno, William,Warlord politics and African StatesLynne Rienner Publishers (1998), pp. 15 and
following

197 Shanty, FrankQrganized Crime: From Trafficking to Terrorisivolume |, ABC-CLIO, 2008, pp.
123 and following

198 Forest, JameS§ountering terrorism and insurgency in*2dentury ABC-CLIO ed. (2007) p. 173

199 Biddle, Stephen, Why you can not get a lot for a littlén Mershon International Studies Review
(1997), pp. 113 - 116
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wishing to ratify the UN Convention against orgaadidransnational crime, in order to
elaborate their own legislation to be used in tgbtfagainst organised crime.

This has therefore forced national criminal justisgstems to respond
adequately, particularly through a considerablegase in applicable criminal penalties
for certain types of crime, which were once almiosignificantly punished. Crimes
such passport forgery, tax fraud, money launderogcealment of relevant financial
information, the spread of terrorist or subversideology, etc. are on this list.
Moreover, this phenomenon has forced a closer catipe both between agencies and
security forces within a country and between irgehce services of different countries,
in order to effectively fight criminal networks, wh are highly geographically

dispersed and diverse in terms of the nationaldfabe group members.

The problem is serious, both in Europe and in #st of the world insomuch
that several international organisations have bdéevoted to studying transnational
organised crime. Furthermore, the UN organised aplék, in 1994, an international
conference on transnational organised crime, whd@ countries were represented.
This form of crime was considered a great danger gimen the extent of money
laundering in all countries, the need for greatdernational cooperation to deal with
this phenomenon was agreed upon. In April 2008,Ttanth United Nations Congress
on the Prevention of Crime and Treatment of Offemda Vienna reaffirmed once
again this concern with organised crime and itssliwith terrorist group¥?

Also other organisations such as the G8, the CbuwifciEurope and the
European Union have repeatedly addressed this ptemm and are trying to establish

some preventive measures for its proliferation.

20 Godson, R., Transnational Crime, Corruption, and Secutitth Grave New World-Security
Challenges in the 21st Century (2003), UNVA ed46.
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However it is up to each Member-State, as an inudg® decision centre to act
and if necessary to use force, in order to ensweethievement of the ultimate goals of
security, justice and welfare and strongly resggtine exercise of any powers which
lack state legitimacy in its territory.

One cannot disregard that these criminal orgawisatare devoid of territot¥,
and that their activities may be located in différeéerritories from those from which
they project their power. Therefore the problemfighting them is not just a police
matter but requires also a strong strand of for@igiicy, of relations with those states
that provide coverage for these organisations dnudet states that are victims of
criminal activities. It becomes thus understanddb& the fight against transnational
organised crime encompasses the collaboration beta# states in the creation of a
minimum level of conditions that may end this sgmurGlobalisation has provided
ways to surpass traditional borders, which haslifatgd the action of criminal
organisations and hampered the identification eséhgroups and their elements, thus
hindering the development of an internal securystesm and requiring at the same time
the promotion of a global security to fight transoaal organised crime.

In Europe, empirical data shotfsthat this part of the world acts as a centre of
attraction for the various criminal organisatiope@ting globally because:

* QOrganisations involved in vehicle theft, vitiatioor trafficking, illegal
immigration, human trafficking and prostitution cerfrom Central and Eastern Europe
and Russia.

* Qrganisations of Polish, Hungarian and Russiarolved in vehicle

adulteration and theft, posing a high danger andadg to the European Union. The

201 Vlassis, Dimitri, Combating Transnational Crime: Concepts, Activitesd ResponsgRoutledge
(2013), p. 6

292 Carrapico, Helena, ©rime organizado transnacional na Europa: origepgiticas e consequéncias
Instituto de Defesa Nacional (2006), p. 13
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high demand for certain vehicles that are circofatvithin the EU, make them a target
insofar that these criminal organisations ultimateleet the market demand through
theft and adulteration, introducing these vehidlescountries like Russia, Kosovo
among others. A scourge to which Portugal, Spaththe UK do not escape, with the
aggravating circumstance of having a broader matkeering certain African and

Asian countries with a high vehicle shortage;

* From Latin America comes cocaine originating fradmlombian cartef&’,
which use local European criminal organisationghsas criminal organisations from
Galicia in Spain or some organisations based iinaJtéo enter and distribute within
Europe, through the various means of transport #rel most varied forms of

concealment.

* Organisations involved in drug trafficking andabbrated fraud schemes from
West Africa, especially from Nigeria.

* The Triads from Asia export drugs to Europe, cohnhetworks of illegal
immigration and human trafficking and are also iwed in extortion and prostitution.

The Asian communities in several EU Member-Statedifate their activity here.

* The big heroin trafficking from the Middle Eashé Central Asia arrives in
Europe via Turkey and Pakistan. The import routess several Eastern European
countries, and the main entry point is Germany, rehaostly Turkish and Kurdish

citizens are employed for the distribution in Ewgop

* Synthetic drugs, which are considered fashionabled increasing in
consumption, are distributed throughout Europe frahee Netherlands. The
organisations from the Netherlands are the mainufiaaturers of these types of drug,

competing with those from Poland and Hungary.

293 paz Neves, Eduarddréafico de droga na América do Sul: perspectivasavacdes Biblioteca 24
horas (2009), pp. 78 - 98
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Transnational organised crime is a global threaireg fundamental rights of
human beings, such as terrorism and proliferatibmw@apons among other growing
criminal threat®’. Indeed, the activity and even the very existenfecriminal
organisations with the objectives identified abogpresent a threat to the security of
states and certainly harm the fundamental rightstizdens.

Although there is no concrete data to analyse uilh dnd statistically the
evolution of organised crime, it is undoubtedlytefit to and rooted in contemporary
societies and seeks to respond to the ever inagasemand for their goods and
services.

Given the risk that organised crime poses to sesietnd States, it is up to the
political power to develop commitment policies atal define the resources to be
allocated to fight this scourge. Within this poaftview, terrorism and organised crime
are different problems with similar consequenced @rat need to be addressed in a
common path. Understanding this point is an esaslestiep to organise the legal fight
against terrorism within the international communit

The political concern with the fight against orgasd crime is clearly felt
European-wide. It was mentioned in the Hague Rwrogre and adopted in the
European Council on November 4 and 5, 2004, abtiee ten priorities of the Union
for strengthening the area of freedom, securityjastice.

The European Union has been developing an intebraystem for border
management and visa polid®s Special attention shall be given in the short and
medium term, to creating the conditions that alltw abolition of controls at internal

borders of the new Member-States. This measureaisagrovided for by the European

204 pierre, Andrew,Cascade of arms: managing conventional weaponsiferation, Brookings
Institution Press, 1997, p. 60
295 Meloni, AnnalisaVisa Policy within the European Union Structu@pringer ed. (2006), pp. 86 - 94
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Council on November 4 and 5, 2004 against the lragkdf a growing concern with the

phenomenon of global terrorism and its social cquseaces.

As for granting visas, a policy has been develoget should address the

requirements in terms of document security and lertadtter consular cooperatitn

The credibility of a common positive approach tamigration depends largely
on the United States and European Union's abibtycantrol illegal immigration.
Developing an effective policy on repatriation aeddmission is essential in the fight
against terrorism and organised criffie.

Hence a stronger stance against human traffickamgoe obtained which may be
largely facilitated by the effectiveness of theahwed authorities in matters of security

and by a strong solidarity.

7. Organised crime and terrorism: a dangerous liaison

On the one hand the connection to organised crism@ne of the fundamental
characteristics of modern terrorism and as suchbesn behind the responses that
stated adopted in the aftermath of 9/11. On therdtland, as Forest refers, it is only
possible to understand the financial and economiitearorist measures when taking
into account the deep connection between terr@dsivities and other economic
activities (legal or illegal}®®

It is important to stress that terrorism and org@eh crime walk, more than ever,

hand in hand and rarely collide with each othee Pploblem of this interconnection lies

2% Olsson, StefarCrisis Management in the European Union: Cooperaiio the Face of Emergencies
Springer, (2009) p. 110

2" Tomé, HelenaPoliticas de repatriacdo p6s 11 de Setemlifpaid Juris (2003), p. 78

2% Forest, Jamesupranote 141, at 173
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precisely in the fact that both can reinforce onether, emerging stronger from such a
uniort®. Criminal groups and terrorist groups realised thay can systematically co-
operate, exponentially increasing the benefitstieir respective activities. Moreover,
the cooperation of both these universes hampeesiigations and prosecutions by the
police, due to the human and geographical dispermsidhe activities, as well as their
increasing complexity.

Transnational terrorism works through loose netwaekher than through hierarchy or
within borders. It is neither dependent on natitaies sponsors, nor responsive to
conventional deterrents. To defeat one is not feadall. It is constantly evolving, with
a capacity to regenerate and adapt where its fameesegradetf’ The data presented
above, whether from the European Union or the WniBates, leaves no room for
doubts that this link is growind; especially in the Western world, where criminal
gangs and highly experienced professionals (e.tharforgery of passports and human
trafficking) put their activities at the service tdrrorist organisations in return for
extremely large sums. Meanwhile, other groups wewlin financial crimes help to

launder and hide the necessary funds for the asmtis prosecution of this cycg.

Since the beginning of the last decade and espeaifiér the attacks of 9/11,
contemporary criminology has been insisting tha ofhthe new features of this global
terrorism is the permanent connection with paradletivities and organised crime
groups. These groups have proved to be essentiiidalevelopment of functional and
complementary activities to the very terroristatyi such as obtaining explosives, fake

identities, money laundering and concealment afrmftion, etc.

29 Koh, Jae-myongSuppressing Terrorist Financing and money laundgriSpringer Ed. (2003), p. 56
29 Transnational Terrorismsupra note 45, at p.7, accessed July 2013

21 shanty, Frank, supra note 140, at 104

%12 yyentura, André, A vitima e o processo penal: subsidios para umapteensao juridico-dogmatita
in Revista de Direito Pablica® 5 (2011) p. 27
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Cooperation between terrorist groups and "prodesgiorganised crime" entails
a progressive sophistication of the terrorist megfité Terrorist activities have thus
become more complex, diverse and technologicaliypsried. This fact also forced the
criminal justice systems of the various countrieglved in the fight against terrorism
to an intense overhaul of its legislation in areash as the interception of telephone and
electronic communications, house searches and araestrengthening of police
powers against citizens’ rights.

It must however be noted that in what concernsl lie¢grnational cooperation in

this matter, there is still much to be done:

“Despite the existence of co-operative legal framew, bilateral co-operation has
been limited and multilateral co-operation is ldygeon-existent. (...) The
international experience in this realm, and to gost in time, indicates that, with
the criminalization of terrorist fundraising an@sé enforcement by host agencies
and authorities, terrorist fundraising receded. édtheless, only a few countries
have been able to criminalize the support netwofk=rtain terrorist groups*

Finally, the growing connection between organiseich€ groups and the terrorist
phenomenon also caused serious consequences irs tefrmegal regulation of
immigration and migratiof?, especially to western countries. Indeed, theafsialse
identity documents and the use of internationalvogts for human trafficking and
smuggling forced criminal justice systems to sttkag the legal prevention and

prosecution of such crimes. In turn, changes wks@ rmade to the legislation regarding

nationality and Residence permits, as well as ® d¢hminal and customs control

2B Marques Guedes, Armandberrorismo e sofisticacdo: uma relagdo perigo8imedina (2009), p. 45
214 Gunaratna, supra note 96, accessed August, BQftBermore, as Gunaratna states, most states hav
criminalized their domestic terrorist groups withardminalizing the foreign groups: “The US hakda

the lead by criminalizing 30 terrorist groups. Altlgh the UK has been able to criminalize the doimest
Republican and Loyalist terrorist groups, the negal framework is expected to alter the status tuo.
addition to its domestic groups, India criminalizéw LTTE, after an LTTE female suicide bomber
assassinated Rajiv Gandhi, a former Prime MinisteMay 1991. Germany and a few other European
states criminalized the PKK after the PKK condudeskries of terrorist operations throughout Eutope
Gunaratna, supra note 54, accessed August, 2013

215 paz Neves| eonardo, Estados fracassados e o Eixo do mal riigag Biblioteca 24 horas Ed.
(2008), p. 19
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mechanisms used in the various internal and eXtéoraers of the European Union.
According to Farrall, the emergence of terrorisnaagobal threat imposed the biggest
change in the criminal justice system since Worldr\IW*°. It is this change that we will

analyse in detail in chapters Il and IV.

8. Social panic and the speech of fear: the expressioi

contemporary global terrorism

Contemporary terrorism is skilful in using onetbé greatest resources made
available by the West technological developmere: ttass media. In effect, terrorists
base their strategy not only on the concrete dantagge can produce but also in the
capacity to broadcast worldwide the images to tediat"’

Most recent studies on this matter demonstraténtipact of terrorist attacks on
the economy, financial markets and politics as néedore. This is due to, as Amaral
Argolo observes, the attention of mass media okenpmenon of terrorism.

An element of undisputed relevance, which is iat@y related to modern day
terrorism is the mediatic coverage of terrorism,p@snic as a weapon of social
aggression.

Panic and the message of panic have become elewietiite terrorist threat by
themselves. As Marques da Silva observes, the pembathreat of a borderless
terrorism has become the most lethal and efficieedpon that terrorist and criminal

organizations can use. On the other hand, this typ@ of social panic has become

2% Farrall, Stepherfear of Crime: Critical Voices in an Age of AnxieRoutledge, (2008), p. 65
27 Argolo, Jose Amarallerrorismo e MidiaEditora E-papers (2010) p. 162
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responsible for the stigmatization of certain commes, that have been associated, in a

superficial way, to the terrorist phenomefidn

This point is of extreme importance. Social pastemming from the threat of
terrorism has been able to provoke high social laxtaélity and rising suspicion
towards certain communities which have been diffiturepel. It has also been behind
was is called the “criminal law of the enemy.” Imapters Il and IV the impact and the
scope of this phenomenon in regard to the margiaidin of certain communities will

be further developed.

Qian notices how panic has become a viral conseguef contemporary
terrorism and one of the main causes of unrestadam societie$? Several indicators
demonstrate the growing importance of terrorism @gnonass media and general
society. The topic has become, from 9/11 onwardg of the highest concerns of
Europeans and one of the themes most covered bypapers and television

broadcasts.

In what way does this social phenomenon relateeéaesponses that States have
designed as an answer to terrorist threats? Ootkiee hand, the general panic that took
over societies after September 11 forced more ssjy& measures but also the adoption
of preventive measures. This - as we will see enféllowing chapters - resulted in the
increase of pre-trial detention powers and the esioa of surveillance and other
privacy related controls. José Argolo notes tharic served as a justification and

pretext for western governments to approve highlsusive and restrictive measures of

218 Marques da Silvs, Germarireito Penal, I| Verbo (2003), p. 67

219 Qian, YufangDiscursive Constructions Around Terrorism in theoPle's Daily (China) and The Sun
(UK) Before and After 9.11: A Corpus-based ContvasCritical Discourse AnalysjsPeter Lang Ed.
(2010) p. 135
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citizens freedoms, which never would have beenibless a normal context. Fear is

the true moral foundation of these antiterrorisamges’®®

Finally, the spread of panic throughout differeattors of society has obvious
implications regarding the dominant model of crialiprocess, which has had to adapt
accordingly, as we will analyse in detail in theadi chapter. From this we can draw that
not only regarding preventive measures but alsardegg the language and objectives
of criminal justice in the wake of 9/11, new kinolscrime, new terminology and new
objectives for criminal policy have emerged. Andhis way, as Jakobs advances, these
new categories and goals progressively paved thefaraa new criminal law of the

enemy that aims to provide answers to societiesratad by feaf?

The idea of a ‘new threat’ of terrorism, whichalso new and different in how it
needs to be combated in different ways in jurisoin, is a central key to understand
the antiterrorist reforms of the last decade inopaerand United States.

In what way does this new global terrorism justdyiginal and innovative
responses by the criminal justice systems? In wiagtare these new types of terrorism

behind the main legislative changes in criminalpss law in most western countries?

As a starting point, the global nature of the alhri®rced national criminal laws
to adapt towards international cooperation. Thisighlighted by Noemi, claiming that
this has been the most significant shift as it ta@a fundamental need to cooperate in
this area, setting aside classic sovereign stéffces.

On the other hand, the features of this new emgrdgerrorism - access to
sophisticated technological and computers instruspetisperse geographic settings,

large and complex international financial movementsompeled the adoption of

220 Argolo, supranote 160 at 191

221 Kalek, Wolfgand International Prosecution of Human Rights Crim8pringer Ed. (2007), p.8

22 Gal-or, Noemi Tolerating Terrorism in the West: An Internatiorlirvey Taylor & Francis (2004),
pp. 26 - 36
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appropriate legal instruments, which as Sousa Santbices, became acceptable to

society?” We will look deeper into these measures in chagteand IV.

New measures to respond to threats that are siogdg perceived as global
menaces, specially considering that some of theserist groups are openly set out to
destroy modern society as we have come to knowdty be demanded, as Barros
argues, and which may further attack migrationgies and freedom of speéth This
author indicates that States are more aware nowirthgpite of their firm position in
protecting freedom of speech, they would have t@edo set limits to such rights in

order to defend their own survival.

This new global terrorism - that aims to cause lighest possible number of
casualties and which has become international amioilen- has led to two significant
changes in criminal proceedings as Chandra hasnausepre-trial detention and
intercepting communicatiorts.

The fact that individuals belonging to terrorisg@anizations can originated from
different countries, with different nationalitiesd still be able to carry out activities in
different countries, has forced States to incr@asdrial detentions as a way of securing

public safety and restraining mobility between omél and regional territories.

On the other hand, the employment of sophisticatedmunication techniques
by terrorist groups has compelled criminal lawdé&zome more flexible in the use of
wiretapping or e-mail interception. This thus raispuestions regarding the citizens

right to privacy and intimacy. This is also strhpngmphasized by Donohu@&®

22 50usa Santos, Boaventufasociedade da informacaaimedina (2003), p. 56

224 Barros, José ManoeT,errorismo: accdo, reaccdo e prevencdote & Ciéncia Ed. (2003), pp. 131
and following

225 Chandra, RamesliGlobal Terrorism: Foreign policy in the age of terism Gyan Publishing House
(2003), pp. 202 and following

%6 Donohuesupranote 33 at. 120 - 134
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Contemporary terrorism cannot be analysed todathowt looking at its
relationship with the “criminal law of the enemy’ aefined by Jakobs. The global
nature of terrorist threats has led to the revigalstrengthening, in many places of a
category of a “criminal enemy” or “civilisationakdeersary”. This new criminal law
seeks to expand the instruments and powers ofegalithorities in order to achieve
maximum results in crime prevention, eliminatingstaleles and legal barriers in the
name of “efficiency” and “preventior?™’

On the backbone of a climate of fear and a permtasiate of exception, this
criminal law has justified similar responses, franoth accusatorial and inquisitorial
systems, which strongly collide with the Westebetal constitutional tradition. Those
State responses and the evolution of the crimimgtide systems in different countries

after 2001 will be now be carefully assessed irptdra 11l and IV.

22 Mariani, Cliff, Terrorism Prevention and ResporiBke Definitive Law Enforcement Guide to Prepare
for Terrorist Activity, Looseleaf Law Publicatio(2003), pp. 56 - 67
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CHAPTER Il

Antiterrorist legislation and Civil Liberties -

(2001-2010) — the Inquisitorial Systeffs

“In the aftermath of a terrorist attack stakes &gh:Hegislators fear being seen as lenient or
indifferent and often grant the executive broadeharities without thorough debafé®

Laura Donohue

%8 pccording to Adofikwu “the inquisitorial system & legal system where the court or a part of the
court is actively involved in investigating the faof the case. The first jurisdiction to whollyagud this
method was the Holy Roman Empire. The main featfiréne inquisitorial system is the functioning of
the examining or investigating judge”. See AdofikwAje, Understanding the adversarial and
inquisitorial justice Routledge (2010), p. 6. For a proper definitiddnmuisitorial Systems, in terms of
criminal justice, see Pakes, Fran€i@mparative Criminal Justic&loutledge, (2012) p. 93

22 Donohue, Laurasupranote 33 at 121
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1. Introduction: Setting the context

a) The Impact of the Fight against Terrorism and Organsed Crime

in Civil Law Systems

As a starting point, it is important to define tlegal and social context that will be the
framework of this chapter. When dealing with glolplenomena like terrorism and
transnational organised crime, the context in whstlth threats appear must be
apprehended in order to gain insight on state€ti@ato them. Realising the context in
which these reforms take place is essential to nstaled the evolution and reasoning
behind them. In the last decade terrorism has bectirm main threat to national

security and to regional and international stabillt has also revealed an extremely
dangerous aspect for social sustainability: theigpamd fear associated with the
permanent threat of new terrorist attacks and épencussion on the political debate,
legislative action and social media. This is dué¢ ooly to the actual logistics of

terrorism but as Clive Walker refers, to three rirglated aspects: the fight against
terrorism by military and police forces, to the isbpanic caused by attacks and to the
uncertainty of new threats and the constant résms on fundamental rights of

citizens?° It is under this triple perspective that the intpafcterrorism on inquisitorial

systems of criminal nature will be examined. Thespnt analysis is carried out with
reference to the Portuguese, Spanish and Freneh dggtems, however with a clear

preponderance of the first two systems.

230 Walker, Clive,The antiterrorism legislationQxford University Press (2009), pp. 54 - 62; Maahad
Manuel,O terrorismo nas fronteiras arabeslmedina (2003), p. 68

112



Terrorist threats have developed a sense of cdanfganthroughout society. This is a
situation that merits some reflection and compeadgstinction between inquisitorial and
accusatorial systems. As Aldé points out:

“Since 2001 the phenomenon of terrorism caused ackstof exceptional

dimensions to continental political systems, denrating the lack of experience

and preparation of political and cultural actorgitamly and sturdily discuss such a

vast and complex matter as international terrori$h”
Consequentially, the perspective and analysis qtigitorial systems regarding this
matter must be specific and properly addressedié Also notices how the media and
political actors of anglo-saxon countries were mbelter prepared to deal with this
new foreign threat even though they were, in mases, directly involved in military
conflicts?*
In systems of inquisitorial natuf& — namely Portugal, Spain and France — this aura of
fear, social unrest, and political and legislatbdesvilderment became common place in
the analysis of the post 9/11 legal framework. Tastext influenced most of the legal
reforms of the past decade regarding criminal ptoce and is clearly identified in any
study on this matter. As Azuela states, fear aedsitectre of an unidentified and not
comprehensible threat, represent an important isgpidr the sketching of antiterrorist
reforms approved by southern and central Europeamtdes®** This phenomenon
requires specific assessment in the context ofisitqual systems.

Indeed, according to Gouveia, terrorism has causé&tlestern societies, the spectrum

of internal and external enemies, and the needlfdypes of measures - even the most

231 Aldé, AlessandraA construcdo da politica: democracia, cidadania eios de comunicacdo de
massaEditora FGV, Rio de Janeiro (2004), p. 45 (tratesd by the author)

%32 |bid at 38; Gotia, Ernestd| fenémeno global del terrorismdJniversidad de Madrid, ABA ed.
(2005), pp. 56 - 78

233 We will be focusing mainly on Spanish and Portisguexamples which present similarities in the
legal reforms undertaken in the past decade.

234 pzuela, Arturo/rak con Q: bitdcora de una guerr®laza y Valdes, (2005) pp. 76 - 84
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radical and inhumane ones - to contain and elirsittaése same enemf&3 According

to Sousa Santos, criminal justice models in coestike Portugal and Spain have never
been so affected by the fear and panic of imminemorist attacks. According to the
same author, terrorism has somehow become a légjitgnsource for new criminal
legislation.

The elements gathered in 2004 by Sousa Santos,d¢raie that even in Portugal, a
traditionally peaceful country with few episodes tdrrorist violence, the most
significant concern of citizens was precisely tlgeptial presence, in the country, of
“terrorist sleeper cells” that at any moment colddinch similar attacks to those
witnessed in Madrid on 11 March 208%4.This perception was mirrored in countries
like Spain, Germany and France, despite their dppongo the invasion of Iraq and to
the counter-terrorism methods adopted by the UrStates.

In Spain, the most widely-read national newspapEl Pais) published
approximately 1300 articles related to terrorisnthe year 2000, while in 2004, it had
more than 6000 articles or editorial comments amotist incidents. Similarly in
systems of accusatorial nature the impact of masdians evident albeit in a smaller
dimension as will be seen in the following chapMunez suggests that:

“Although there has been a notorious eagernettzeahedia to publish everything
that relates to terrorist threats (and specialljinent threats on our societies), this
media obsession has affected more the continensteras, eventually less
. . . . 237
prepared to deal with a phenomenon of global atestaphic dimensions

This small field research aims to demonstrate munecisely the idea of a

widespread panic (that Cohen has called ‘moral gs&nf) related to the ongoing

235 Bacelar Gouveia, Jorg®&evisitar 0 pensamento do ‘moral panics’ na Eurafm Su) Almedina
(2009), p. 59

2% 5pusa Santos, BoaventuFarum Social Mundial: Manual de ustzaria Editorial, (2005) p. 208

23" Nunez, AnténioE melhor contra tudoNBL ed., S&o Paulo (2009), p. 176

238 Cohen, Stanleykolk devils and moral panics: the creation of thedd and the RockerRoutledge
Ed., (1980)
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terrorist threat. Little by little, an almost obse® connection has been established
between the individual and collective spheres, #ral reason behind this, as Jack
Young argues, is becoming irrational, permeablealtosorts of adverse effects and
abusive projects of political and social chafijelerrorism has motivated an enormous
expansion in police powers over the last decaadeumtries like Portugal and Spain.

In so far as this topic is concerned, it is neagsga establish a connection with
the theoretical framework presented in chapterAl. was explained therein, the
evolution of the criminal procedure system afteODRP@vas based on the significant
reinforcement of executive and police powers [ia fineliminary stages of the criminal
process], while simultaneously creating compensatiechanisms in the later stages of
proceedings, namely during the trial stage. Theretecal framework, set forth in
chapter II, proves extremely useful in this regatte exponential reinforcement of
police powers and the reduction of citizens' rightselation to the investigation and
prevention of terrorism can be explained by theclag the 'bifurcation’ of the criminal
justice system, specifically analysed in chapter I

In relation to statistic data, for example, Sousat8s produced an interesting
study that shows an increase of about 45% in arraate by the police since 2002 for
"suspicious activity" or "suspicious conduct" withcany concrete evidené& Also,
Guedes Valente examined police functions in mosatigental systems and found that
there clearly has been an 'extremely broad' inerepowers and modes of action, both
in criminal investigations and preventive atfsAnother interesting fact related to

Portugal, Spain and France presented by SousasSantmked to the establishment of

239 Young, Jock, “Moral panics and the transgressitieers, Crime Media Culture 2011 7, p. 245 at
http://cmc.sagepub.com/content/7/3/245 .full.pdf+Hhtm

240 35pusa Santos, Boaventura, “A margem de erro ndobatemao terrorismo” irRevista de Direito
Publico, n°3, Quid Juris, Lisboa (2012), pp. 45 — 67

241 Guedes Valente, Manudijreito e Seguranca: reflexdes para o século Xpdtituto de Altos Estudos
Militares, Lisboa (2003), pp. 57 - 86
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a new and consistent relationship between polick railitary authorities, which had
been quite ineffective since the 1980’s. Indeed, thilitary also began acquiring
important intelligence skills for the fight againtrrorism and started integrating
platforms for the cooperation and communicationhwaivilian programs for the
research and prevention of terrorism. Sousa Saatitssit the 'militarisation of national
security, with important consequences in termsintiamental right$*2

On the other hand, the constant restriction of &mental rights has been
especially controversial in systems of an inquisalonature. Despite the historical
criticism of some of aspects related to the ingowgl nature in continental criminal
proceedings, the last decade has involved, as tlari€ckes noted, a constant
degradation of the fundamental rights in criminattars. For instance, in areas such as
privacy and communication protection and the righaippeal in courts, the restrictions
imposed by antiterrorist laws have been the mastrsen the last forty yedis.

In systems of inquisitorial nature, the necessaigrice between national security
and fundamental rights has become their greatestitgl challenge, as Munoz Conde
refers. Indeed, if criminal justice systems wantetain their fundamental identity in the
coming years, they will have to look for a moreamaled and moderate way of dealing
with the phenomenon of terrorism and organised efith

This climate has been fuelled by a number of malitfactions engaged in drafting
and passing legislation that under normal circunts#ta public reason would never

allow to be enacted. As Guedes Valente argues,ctimgate of “permanent state of

42 50usa Santos, Boaventusypranote 56 at 61

243 Eckes, ChristinaEU Counter-Terrorist Policies and Fundamental Rgghthe Case of Individual
SanctionsOxford University Press, Oxford University Pressf@d (2009)

244 Munoz Conde, FranciscBjreito Penal do InimigoJurué Editora, S&o Paulo (2001), p. 56

116



exception” has been one of the main sociologicatatteristics of Western countries in
the post-9/11 world*

This “permanent state of exception” has becomeem@menon of great interest to
researchers, but also of grave concern. In Spai2000, more than 62% of Spanish
citizens claimed to be against the death penaltyary kind of life sentence, but by
2005, this percentage had dropped to 46%, i.e. mhare half of the respondents agreed
to such penalties for certain types of crime, intipalar terrorism. Similarly, while in
1998 the main concern of Spanish citizens was egynpat and economic growth, in
2005, more than 76% claimed terrorism and illegamigration to be their chief
concern. This reflects an obvious connection wité terrorist attacks of 11 March,
committed mostly by foreign nationals resident pai®2*°

Another very curious fact is connected with theftdegislation on criminal and
national security policy presented to the Spanisth Rortuguese parliaments between
2004 and 2006. In Portugal, 60% of this draft liegisn presented to Parliament was
directly or indirectly related to the fight againstrrorism. In Spain, this issue was
addressed in 71% of the draft legislation subm#féd

Finally, in both countries, more than 50% of thgidtative changes made to the
criminal codes over the last decade are relate@rtorism or organised crime, either
extending penalties or creating monitoring and stigation mechanisms, or even
limiting the rights of suspects that could evenfupopardise the investigations lead by

the authorities.

24> Guedes Valente, Manuel Monteifberrorismo — fundamento de restricdo de direitos @rrorismo
(org. Adriano Moreira), Almedina Ed., 2004, pp. 42457

4% Mitchell Silber, The Al-Qaeda Factor: Plots against the Weshiversity of Pennsylvania Press
(2011) p. 195

47 Gabinete do Ministério dos Negécios Estrangeif®jectos legislativos parlamentares (2002 —
2012, Universidade Catélida ed. (2013), pp. 45 — 98.
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According to Jackson, this is a new dominant legal political language based
on imagery of the ongoing terrorist disaster tisateit in all areas of legislation, from
criminal law to banking lav§*®

As Jackson also argues, the specific languageeafi¢iv “war on terror” extended
to all areas of social lif8° eventually reaching its highest form of expressionvhat
Gunther Jakobs called “the criminal law of the egef® Indeed, criminal justice
systems have explicitly or implicitly created cemtaabstract categories of prime
suspects of terrorism: foreigners, Islamic fundatalets, religious minorities. This is
why one of the areas that underwent most changteiaftermath of the 9/11 attacks
was precisely that of immigration, nationality aasllum policies. Despite this being a
particularly sensitive and prominent topic in argéxon countries, also in nations like
Spain, France and even Portugal, policies that vi@lewed up until the year 2000
regarding immigration and nationality were severafgcted on foot of this terrorism
threat.

Finally, attention should be drawn, as Odysseoss,dde the “context of
legitimacy” that arises from the permanent statexaieption related to the phenomenon
of terrorism®? In this study — in which various elements are ggtl from different
countries — L. Odysseos clearly demonstrates tloealswillingness — and often its
manipulation through the media — to adopt crimiaadl administrative measures that
can only be characterised as highly oppressiveresitictive of citizens’ fundamental
rights. This predisposition is generated by themagrent state of fear of new terrorist

attacks and of the possible existence of, howawatissleeper cells in any country, city

248 Jakson, Robertriting the War on Terrorism: Language, PoliticstaBounter-terrorismManchester
University Press (2005)

249 pid. at pp. 102 - 134

20 Giinther JakobsBiirgerstrafrecht und Feindstrafrechidchstrichterliche Rechtsprechung Strafrecht,
(2004), p. 88

%1 Odysseos, LuizalThe International Political Thought of Carl Schmitterror, Liberal War and the
Crisis of Global OrdeyTaylor & Francis ed.(2007) p. 85
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or community, that are often provided by natiogavernments in a premeditated and
confused manner.

It is this “context of legitimacy” before the eyefkcitizens that allows the deepest
attacks on the core of their intimacy and privét in the name of the vague concept
of “national security and defence”. By presenting @ver-present deadly enemy
engaged in an obsessive war of civilizations, govents obtain the support of the
majority of the population for the approval andifresation of measures that were
considered unthinkable and unsustainable until Gade agé>? The rationale of this
phenomenon lies precisely in an uncritical socaitext of legitimacy, which actually
explains the approval, by national parliamentsgrohinal law and criminal procedure
measures that are highly restrictive of fundamenggits (such as the Portuguese Arms
Law or the Spanish legislation on communicationgvellance) without any
justification.

We are therefore, as Young argues, faced with aeifsgp@ermeable and supple
social context, that brings many Western countcésser to phenomena already
observed in countries that are used to living wiitle problem of terrorism on a

permanent basis, such as Israel, Russia or fitlia.

%2 Geyer, GeorgiePredicting the unthinkable, anticipating the impb&s from the fall of the Berlin
Wall to America in the new centuiiransaction Publishers (2011), p. 49
23 Young, Jacksupranote 193 at 242
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2. Main Trends: Fighting Terrorism in Inquisitorial

Systems

a) The right to freedom and the increase use of pre-al detention

The analysis of pre-trial detention in the contekantiterrorist reforms in systems
of inquisitorial nature reveals that changes haveused mostly in the nature and
meaning of pre-trial detention rather than on tlieation of detention (in spite of a
small increase). In effect, as Soares da Veigatpant, the significant change that
terrorism brought to continental justice systems Weat pre-trial detention, previously
regarded as a precautionary measure only to beedpipl exceptional circumstances,
began to be applied on a regular basis in casesving suspictions of terrorism or
organised criminal organizatiofs.

This idea merits a deeper explanation. Pre-trigérd@n has, even in inquisitorial
systems, an exceptional and cautionary naturei{ateeuse has become increasingly
usual). This means it should only be applied byrisowwvhen other less restrictive
measure are not considered effective or when tiseeecredible threat of evasion of
justice. What Soares da Veiga argues is precisedyparadigm change where pre-trial
detention becomes customary and routinely usedjrghits nature from exceptional
and cautionary into a sort of pre-punishment.

However, this profound change to criminal justigstems of inquisitorial nature
should not go unnoticed. In fact, it should be adeied as one of the most important

consequences of criminal reforms approved in Pattagd Spain. The analysis, in

Spares da Veiga, Raul, “O juiz de instrucdo e elautlos direitos fundamentais” ifornadas de
Direito Processual Penal e Direitos Fundamentdibnedina (2004), p. 87
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legislative terms is not easy: while articles 18G%d 203° of, respectively, the

Portuguese and Spanish Criminal Procedure Codgsatieted the duration of pre-trial

detention by about 15 days, articles 188° and 20Mthe respective codes) changed
significantly the requirements for the applicatiohpre-trial detention. In Spain, pre-

trial detention becomes mandatory when the invattig deals with crimes of terrorism

that involve international affairs. As for Portugdhe exceptional nature of this
measure, only to be applied in cases of risk ghflior destruction of evidence, is now
left aside and can be applied to almost any serafence (penalty of 5 years and
above).

This change in the very nature of pre-trial detamin inquisitorial systems is of the
utmost importance and, as Sousa Santos obsenegrd@duced a deep change in the
identity of criminal justice systems. According tilee same author, the regular and
systematic enforcement of pre-trial detention ant®tm making principles, such as the
presumption of innocence, secondary to fightinderibcrimes, namely terrorisft.On
the other hand, these changes reveal - both inugartand Spain - a progressive
weakening of the right to freedom. Thus, not onty sispects see their freedom set
aside whilst not having been formally accused émtenced) of having committed any
crime, but also the reforms undertaken in the desiade have drastically reduced the
judicial defense and appeal of pre-trial detenti@asures. In this sense, as Moraes
notes:

“With these antiterrorist reforms, the principldsfreedom, guilt and presumption
of innocence give place to a new criminal law oéray (Jakobs) where the main
objectives are characterized by permanent fearoofak unrest or of terrorist

attacks capable of affecting the survival of deraticrinstitutions™®

%5 gousa Santos, Boaventuaglobalizagdo e as ciéncias socia@ortez Ed., Coimbra (2002), p. 87
%% Moraes, AlexandreDireito Penal do Inimigo - a terceira velocidade direito penal Jurua Ed.
(2008), p. 65 (translated by the author)
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According to the data recently presented by thee®asory of Terrorism and
Organised Crime of Lisbon in 2009, systems of iegofial nature, already
accustomed to applying an extremely high rate eftpal detention (in spite of its
exceptional nature), have seen its use furtheriptiedd and becoming a somehow
normal practicé’ Sousa Santos and Soares da Veiga have claimechdhather
phenomenon has caused such an intense transfonnoateo the past two centuries, in
terms of pre-trial detention and judicial remedassthe recent phenomenon of global
terrorist threaf>®

Also in terms of communication and privacy righfssaspects, civil law systems
have undergone significant changes relating tdigi¢ against terrorism and organised
crime, restricting more than ever the communicatights of individuals held in pre-
trial detention due to activities directly or inglitly related to the phenomenon of
terrorism.

Another interesting phenomenon should be mentioimedountries like Portugal,
Spain and even ltaly, at the same time as thegtan of pre-trial detention in terrorist
related proceedings became customary, the legahsreailable to suspects to appeal
against such decisions have also been significaatiyced>®

Some of these jurisdictions, such as Spain, Frandeeven Germany, have a long
history of combating terrorism and organised criespecially related to political and

ideological issues. Santin points out, that theslagon of civil law systems focused

%7 Observatério de Seguranca, Criminalidade Orgamiz@errorismo (OSCOT), “Terrorismo e prisdo
preventiva” in www.oscot.pt (2009); See also Tyleom, Legitimacy and criminal justice: international
perspectivesRussell Sage Foundation, (2007), p. 320

“8 5pares da Veiga, Raul,supra note 26, at. p. G%&8antos, Boaventusupranote 209 at 50

29 Figueiredo Dias, Jorde d@, terrorismo e o sistema de recurséémedina, Coimbra (2009), pp. 65 —
79
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mainly on fighting and preventing political and adiegical terrorism and not on this
new global terrorisnf®®

In inquisitorial systems the shock produced by lgwgslative packages adopted
after 9/11 has not perhaps been as significanh aghier countries. Indeed, as Santin
argues, long periods of pre-trial detention, re&i frequent wiretapping and electronic
surveillance, as well as secret proceedings dunit@al investigations were already,
features traditionally associated with this type jofisdictions. However, he also
explains that civil law systems too have undergohanges as a result of the fight
against terrorism and transnational organised cfffh@hese changes have had, as
Munoz Conde refers, profound consequences witlarctimtext of the right to freedom
and intimacy’*? In fact, as this author demonstrates, the resgeatéctions of the
Portuguese and Spanish Criminal Codes concernmgight to freedom and intimacy,
have become virtually unrecognisable with the cleanigtroduced in 2003 and 2006,
respectively. Also the Setence n°. 86-B/2006 of usigl2 of the Spanish Supreme
Court, specifically pointed out this phenomenogdaclude that:

“After the profound reforms that occurred in theminal proceedings following
the approval of antiterrorist legislation, fundarnamights to freedom and intimacy
must have a new perspective, a new formulationighatiitable to the demands of
justice systems in the post September, 11%&fa”.

The changes brought about in jurisdictions sucRasugal, Spain or even France
and Italy, unlike common law systems, were not sachmabout pre-trial detention
periods or other coercive measures, but rather tainterference in citizens’ private

lives and banking and financial control.

80 yvalter Foleto Santin,Controle judicial da seguranca publica: eficiénala servico na prevencéo e
repressdo ao crimésd. Revista dos Tribunais (Jan/2004), pp. 100 - 150

*Lyalter Foleto Santiripid at 181

%2 Munoz Conde, Francisc&l nuevo derecho penal autoritario: consideraciorssre el llamado
derecho penal del enemigbirant Lo Blanc Ed., Montevideo (2010), p. 45

263 Sentence n° 86-B/2006 (August 12) publisheBiario Real de Legislacion -200&1adrid (2007), pp.
87 - 104 (translated by the author)
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As has been said before, the changes regardingigheto freedom and the
presumption of innocence occured because of theinvasich states began enforcing
pre-trial detention. Even when the offenses aranfomal and economic crimes related to
financing of terrorism or money laundering it h&dme common to place suspects in
pre-trial detention, in many cases without fornterge?®*

Guedes Valente observes that a reasonable susmiti® connection, direct or
indirect, to the financing of terrorist activitiels sufficient ground for the total
restriction of citizens freedoAt?

For example, Spanish criminal procedure law no éongquires that a given
crime be punishable with a prison sentence of ntioae 5 years (thus allowing, for
example, the pre-trial detention of perpetrators tlié crime of falsification of
documents intended for terrorist groups or othefiargroups). In turn, Portuguese law
imposes pre-trial detention where a crime — regaslbf its nature — is committed with
the use of firearms (the “Arms Law”, passed in A@R006) and suspected of being
linked to terrorist activities, although this copte is not expressly defined in the
Portuguese Criminal Code and Code of Criminal Ritoce About this law, Prof. Dias
explained that:

“The traditional idea that pre-trial detention shibbbe a restraining, preventive

measure to protect society in exceptional casebdws completely replaced by the

fact that it is now a normal and recurring featoiréhe criminal justice system®®

As for statistics, the Observatory on Terrorism &rjanised Crime provided
very important data for this research, regardingu®al and Spain. According to this
Observatory, between 2001 and 2011 Portugal alchmsbled the number of pre-trial

detainees, while Spain almost tripled its figurBsnilarly, while from 1995 to 2000

4 5oares da Veiga, Raslpranote 88 at. 67

%% Guedes Valente, Manudegime juridico da investigacdo criminal: anotade@mentadpAlmedina
(2006), p. 87

% Dias, FigueiredoTemas Basicos da Doutrina Pen@bimbra Editora, 32 ed. (2005), p. 141
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only 2% of prisoners in Portugal were held in prattdetention for terrorism-related
activities, this figure rose to 10% in 2003. Inrntuin Spain, the number of pre-trial
detainees linked to terrorism was around 19% fr@851to 2000 and in 2003, this
figure rose to 26%, i.e., more than a quarter ef ¢ountry’s pre-trial detainees. As
Manuel Iribarne said, after 2001, terrorism becdhee major concern of the Spanish
criminal justice system, which includes not onlg tourts and criminal police forces,
but also the intelligence and information sen/tle.

Costa Bandeira considers that the right to freed@s the most severely affected
by the antiterrorist reforms in Portugal and Spé&iocording to Bandeira, although the
growing and uncontrollable State interference ia phivate life of citizens is a very
serious issue, the restrictions to the right tedmm have affected the stability as well
as the confidence of societies in the justice systen a particularly serious way. The
extension and the strengthening of pre-trial detentegimes, as well as the changes in
the system of judicial remedies —as we will seenly @onfirms, according to Costa

Bandeira, this legislative trend in systems of isijarial nature?®®

%7 |ribarne, Manuel Fraga, “El terrorismo Hogt Terrorismo (Org. Adriano Moreira), Ed. Almedina,
Coimbra (2004),pp.163 - 192

%8 Costa Bandeira, Leonard®o direito constitucional de recorrer em liberdadeditora del Rey
(2003), p. 115
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b) The Right to Privacy and the emergence of new methls
for surveillance and criminal investigation. Prevetive
powers of law enforcement - a new paradigm of
cooperation between police forces and intelligence

services

As with accusatorial systems, in inquisitorial syss the phenomenon of
international terrorism has also produced importdr@nges in the form of action of the
police authority, especially in terms of the shgrof sensitive information about the
lives of citizens and companies. In Portugal, fearaple, the Legislative Decree n°.
34/2005 of 15 March, has ignored the recommendstioh the OECD regarding
information that ought to be considered confiddndraof sensitive nature and granted
the Portuguese’s information services full accesghe data of individual citizens,
authorising the same department to use them almisbut discretion in cases of
potential terrorist or serious international crim@s the other hand, a specific platform
was created in which this data would be shared gntlom intelligence service and the
various bodies of the criminal police, for the ppsp of investigating organised crime,
without any judicial supervision. According to Fafosta, "this was the biggest offense
to the right of privacy of citizens of the IberiBeninsula in the last century®®

It is clear that the emergence of a global tertotiseat compels agencies
responsible for coordinating the security of citigend the defence of a State territory,

to make an increased effort in terms of harmonising sharing information. However,

%9 Faria Costaupranote 104at56
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what was witnessed in Spain and Portugal overdbedecade was the destruction of
those barriers and legal rules that protected icetyges of information traditionally
considered as sensitive, such as information ahate or sexual nature or information
on citizen’s geographical mobility, their banking financial status. As Munagorri
refers, "in just ten years, Portugal and Spaindedea century in terms of protecting the
privacy of citizens and the State’s agenty".

Also in terms of communication and privacy righfssaspects, civil law systems
have undergone significant changes with regardhw fight against terrorism and
organised crime, restricting more than ever the mamcation rights of individuals
held in pre-trial detention due to activities dihgcor indirectly related to the
phenomenon of terrorism. According to the refornthef Portuguese Code of Criminal
Procedure adopted in 2006, terrorism suspects Bragin without any communication
with the outside world — except once with theiroatey and in the presence of the
Public Prosecutor — for a period of up to seversdapder a court order. Spanish law
has also undergone changes in this context, malosgr to the Portuguese legislation
on this matter and allowing for suspects to beidethin isolation for up to six days, by
means of specific court order:

This last point has led to important debates iais@and France, two countries
particularly affected by the terrorist phenomencfhe right of detainees to
communicate with the outside (either with their fis@s or even with their legal
representatives) has been strongly restricted ley I¢igislative reforms of the last
decade. In Spain for example, the detainee can coneate with his or her legal

representative after a 48 hour-period; but this rooimcation can be intercepted by the

270 Munagorri, Ignatio y Falcon, Maria Joseunishment And Culture: A Right to Punistéartinus
Nijhoff Publishers (2006), p. 234; Moral Garcia, tdnio del, Criminal Law in SpainKluwer Law
International, Madrid (2010) p. 42

2" \/entura, André, “A vitima e o processo penal: &ibs para uma compreenséo juridico-dogmatica”
in Revista de Direito Publicddlmedina (2011), pp. 5 - 12
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authorities when dealing with terrorism or orgadiseime. Similarly, France adopted
legislation in 2008 which has caused heated delzdtest the right to communication
of detainees, that only allows detainees to comoatai with their representatives 48
hours after their arrest.

In any case, as stated by Sena, a new paradigemns tof police action and the
right to privacy of citizens, seems to be emerffihgriminal police bodies, along with
the intelligence services and with the approvalGavernments, have increasingly
developed ways of intercepting communications a#l a® control platforms that
virtually nullify the scope of the fundamental rtgh privacy of citizens.

As Monet refers, another important consequencehefterrorist phenomenon on a
global scale is the strengthening of police powansl the reduction of judicial

guarantees, in such a way that a comparison cdnasn between police powers in the
Iberian Peninsula before the fall of dictatorshgmsl after the March, 11 bombings in
Madrid?”® These enhanced powers aimed to streamline proeg@md enhance skills,
although they have, still according to Monet, ttates] into unparalleled restrictions to
fundamental rights and guarantees of citizens.

Indeed, as Soares da Veiga refers, police autbstiiave moved away from being
an auxiliary resource at the service and dependehgedges and courts to become
almost independent forces, reinforced with disoretry and immunity powers when it
comes to matters of terrorism and organised cfithea Spain, for example, the Royal
Decree-Law 34/2005 of 21 April created a numbegxafeptions to the requirements of
court orders to carry out house searches in cdgesrorism suspects. In other words it

designed a wide range of situations in which pofm®es can enter suspects’ home

%'2 Sena, AdrienneTerrorismo e direito: os impactos do terrorismo c@munidade internacional e no
Brasil : perspectivas politico-juridicag&ditora Forense (2003), p. 324.

23 Monet, Jean-Claud@olicias e Sociedades na Europa Vo) Whiversidade de S&o Paulo Ed. ~(2001),
p. 272.

" Soares da Veiga, Raslpranote 218 at 65 - 98
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without a warrant. In Portugal this legislation lmat yet been finally approved, but it is
under discussion in the ParliaméftThese situations infringe upon citizens rightte t

inviolability of their dwelling, a right which is istorically connected and therefore
strongly protected in systems of common law, arat thll be discussed in the next
chapters.

Furthermore, reforms undertaken suggest a risbdarcontrol of financial flows
and relevant banking information as in Spanish R@gcree n°. 451/2001 which, in
addition to the obligation to inform regional gomerents of any suspicious wire
transfer (particularly those made from certain ¢oas or areas of the world), allows
the same credit institutions to freeze any amoaige considered ‘suspicious’, even
without any judicial or administrative order. Luferes even believes this to have been
a paradigm shift in the Spanish financial and bagkiaw, which will have
consequences for many years to céffie.

Therefore, as Ernesto Dias points out, radical gaanwere introduced in the
control of national and international financialrséers, as well as in the fight against
money laundering’’

In the case of Portugal, Government approved thadaelaw n°. 193/VIII of 20
December 2001, by which a list of unprecedentededufbr banking and/or financial
institutions was created with the specific aim oéyenting the financing of terrorism
and organised crime, Also in Spain, Royal Decreet52/2001 of 3 November created

a paradigm shift in terms of banking and finandegislation, imposing on these

273 bid. at 218218Veres, LuisLa retérica del terror: Sobre lenguaje, terrorisoganedios de
comunicaciénEdiciones de la Torre ( 2009).

2’7 Dias, Mario ErnestoQ regime juridico da prisdo preventiva e da libeddaproviséria Ed. Njira
(2005), p. 38

129



institutions a set of transparency and monitorugs much stricter than those in force
in most liberal economies®

In countries like Portugal and Spain, as Albuquerqwtes, this increased
flexibility of powers became a real transfer of mows/ from the judiciary to the
executive: while the legal framework prior to 20@@uired the intervention of a court
for house warrants, after 2006 the system createfray of cases where such warrants
are unnecessary and police forces can operateemystives’® Faria Costa argues in
the sense of a “subversion of the constitutionaldelio caused by this increased
flexibility regarding warrants as a result of thetigerrorist reforms undertaken in
Portugal and Spaiff?

On this matter, it is important to note that stateelligence services have
acquired a set of discretionary powers in relatmterrorist investigations, regaining a
position that they previously had and was takemftbem following the democratic
movements of the 1970s. This aspect should deserer clarification: as a matter of
fact, Intelligence agencies in Portugal and Spaid & leading role in the defence of
their dictatorial regimes, as noted by Ro¥4sThis weakened their position as well as
power significantly after the advent of democranythese countries in the 70’s and,
contrary to what happened in countries like Framecel the Netherlands, their
surveillance and investigation powers were extrgriglited during the 80’s and 90’s.
Now, with the advent of terrorism on a global scéleese powers were significantly
extended, giving these organs, powers that are siemifar to the powers of criminal

police. In Portugal, this scheme was expresslyndefiin the new organic law of the

2’8 \World Bank PublicationsCombating Money Laundering and the Financing of rdigsm: A
Comprehensive Training Guid¢olume 1, Business &Economics (2009), p. 4

2’9 Pinto Albuquerque, PauldComentario do Cédigo de Processo Penal a luz dasfitoitdo da
Republica PortuguesdJniversidade Catdlica Editora (2010), p. 645

280 Faria Costa, Josgupranote 104 at 145 - 148

81 Rosas, Fernand®prtugal e o Estado Novo (1939 — 196B)l. Presenca (1992), pp. 68 - 76
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Information and Security Service (SIS), which egdathe SIS and the criminal
investigation bodies, in terms of their powers arefogatives.

This resulted in what Soares da Veiga called “agigm shift in terms of police
action and cooperation between the various secuwity information forces”, a
paradigm that privileges promptness and efficieoggr the fundamental rights of
citizens, a model that favours a tougher respoondbd terrorist phenomenon over the
constitutionally established guarantees of citizéh

It should be noted that these new powers are ragponal and are intended to
be exercised in the context of extremely hazardmusmtions or social upheavals. On
the contrary: some of the new police forces hagéliiinvasive powers in terms of the
violation of banking information, health informati@nd information on the mobility of
citizens, even within the European Union.

This new paradigm of police action is thereforerabterized by**

a) Massive and coordinated performance of the aéeeiminal police bodies in cases
of terrorism and organised crime.

b) Access by the police and intelligence servitesjrtually all kinds of information on
citizens, even to the most sensitive ones.

c) Real-time sharing of information, such as eletseelated to terrorism and organised
crime, through rational platforms for data sharisgcifically created for this purpose.
d) Increased police brutality and “aggressive nogation techniques” committed on
suspects of terrorisms and organised crime.

e) Creation of specific mixed units formed by sé@guand intelligence forces to achieve
complete efficiency of the channels created for sbéd and permanent sharing of

information foreseen by the criminal and procediaal.

2 gpares da Veiga, Raslpranote 88 at 81
283 |is, Brynjar, Globalisation and the future of terrorism: patterasid predictions Routledge ed,
(2005), p. 104
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c) Freedom of expression and the limitations imposedybthe law
against terrorism, within the framework of freedom of

expression and communication

Another most significant fact in terms of the impad the antiterrorist laws
approved after 9/11 is precisely related to thedoen of expression and freedom of
communication. Figueiredo Dias and Fatima Matam®@o as far as sustaining that
the Portuguese antiterrorist legislation adoptetthénlast decade caused serious damage
to the country’s development in terms of freedonttmfught®® If, on the one hand,
Portugal did not include in its jurisdiction crimgsch as "apology for terrorism”, on the
other, the media was prohibited from, directly adirectly, promoting or inciting
terrorism?3°

But antiterrorist laws in inquisitorial systems didt only impact the freedom of
the press or the freedom of thought, they cameffectaa principle once considered
sacred: the disclosure of criminal proceedingstaedorinciple of public scrutiny of the
criminal justice system.

Although civil law jurisdictions are traditionallynown for the confidentiality of
investigations (i.e. the impossibility for suspeats third parties to access any
information related to the case in question), teégure was radically changed by the set

of antiterrorism laws passed after 97£3.

284 Fatima Matamouros, Mari&ob escuta: reflexdes sobre o problema das esteitfénicas Principia
ed. (2003), pp. 76 - 84

285 Ferreira, CarloslLiteratura e Jornalismo, Praticas Politica&dUSP, Sdo Paulo (2007), p. 144;
Aquino, Rubin SantosSociedade Brasileira: uma histéria através dos mmarntos sociajsRecord Ed.,
Rio de Janeiro (1999), pp 68 - 79

286 White, Nigel, Samuel Katja&Counter-Terrorism: International Law and Practiod®xford University
Press (2012), p. 1015
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This point is particularly complex in the Portugeeand Spanish criminal
system&’ and, therefore, deserves a more in-depth treatmedeed, both the
Portuguese law and the Spanish law had made signifiprogress concerning
confidentiality of investigations, coming very oot the Anglo-Saxon systems. While
Spain, through Royal Decree n°. 43/2004 of 15 Maseh out the guidelines for the
reform of criminal procedure (which included thanpiple of the public nature of
proceedings), article 86 (approved in 2006) of fartuguese Code of Criminal
Procedure stipulates that the whole proceedingldhmipublic, unless the court orders
otherwise and in cases specifically foreseen by*faw

In Portugal, Spain and France the vast majoritgasfes brought before criminal
court only become public once the investigativegstahave finished, which often
occurs more than 18 months after the beginningra¢gedings. On the other hand, in
inquisitorial systems, even when criminal procegdirare disclosed, a number of
elements considered essential by the Public Promectemain under investigation
secrecy.

On the one hand, the Portuguese legislative reforeated important and
mandatory exceptions for cases of terrorism andarosgd crim&®, keeping
proceedings confidential, in these cases, virtuatigl the trial hearing® On the other
hand, in cases of terrorism and organised crimeoaiplex nature (Article 86 of the
Code of Criminal Procedure) information cannot bevigled even if it requested by the
suspects to defend their reputation or honour endyes of society. Moreover, in the

above mentioned cases where there is a connectianyttransnational terrorist group,

87 Beleza, Teresd) segredo de justica em PortugAlmedina (1998), pp. 34 - 43

28 Jodo Latas, AnténioMudar a justica penal: linhas de reforma do proaessenal portugués,
Almedina, Coimbra (2012); See also Guerrero, Megselda justicia penal negociada — Un andlisis
comparativo entre los procesos penales espafiolyape, GRIN Verlag Ed. (2010), p. 70

289 Maria Portela, IreneA seguranca e a escolha do inimigo: o efeito dodtited do 11 SPUniversidad
de Santiago Compostela (2009), p. 952; See alsteN&Sizlene Historia & direito: jogos de encontros
e transdisciplinaridadeRRevan Ed. Lisboa (2007), p. 74

29 portuguese Criminal Procedure Code Article 86
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the confidentiality of proceedings can be kept eliegond the time limit set by the
previous statutory scheme.

Until 2002, in Spain, no detainee (even in casesenbrism and/or organised
crime) could be deprived of communicating with thetside world (including the
defence counsel or legal representative) for moae 24 hours after the arrést since
2002, this period has been extended to 62 hourg@meven go up to 13 days in cases
of strong evidence of terrorist or organised criaotivities. Nonetheless, until 2002,
criminal proceedings were usually public and coudly be restricted in terms of their
publicity in cases of serious offense to publicetey or disturbance of the criminal
investigation, always through a court order, whidd to be renewed every three
months; since 2002, the publicity of criminal predmgs has always been restricted
when international terrorist crimes are concernedl their outcome is no longer in the
hands of the court, but instead taken on by therAgty General.

It must be concluded, therefore, that in spitehef teforms that have taken place,
the terrorist phenomenon has produced and contittupsoduce important exceptions
that cannot be ignored. As the USA General Accogn®ffice notes, the fight against
terrorism after 9/11 has stalled, if not terminatewbst of the liberal reforms that were
underway in Southern Europe countries during tH0E5°?

According to the reform of the Portuguese Code rahal Procedure adopted in
2006, terrorism suspects may remain without any mamcation with the outside
world — except once with their attorney and in pinesence of the Public Prosecutor —

for a period of up to seven day% under a court order. Spanish law has also undergo

291 Alvarez, Peres, Fernandbniversitas Vitae. Homenaje a Ruperto Nufiez Barbddmiversidad de
Salamanca (2008), p. 359

292 United States General Accounting Offié€ombating Terrorism. Selected Challenges and Relat
RecommendationklS Department of Justice (2001), p. 47

293 Article 86 of Portuguese Criminal Procedure Caaféef 2006 reform); Jodo Latas, Anténldudar a
justica penal: linhas de reforma do processo pepaftugués,Alimedina Coimbra (2012); See also
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changes in this context, moving closer to the Rprége legislation on this matter and
allowing for suspects to be detained in isolationup to six days, by means of specific

court order.

d) The doctrine of criminal equality & the developmentof marginal
communities: the legal status of immigrants and thecontrol of

migration flows within the ‘war on terror’

Finally, the field of immigration and asylum undemnt major changes after 9/11
in the United States, March, 11 in Madrid and Judlyn London. Even countries with a
traditionally benevolent attitude towards immigoati such as Belgium, Luxembourg
and Spain, have introduced new restrictions inftald.>**

Two distinct aspects should be highlighted on subject: one related to the
direct control of migratory flows coming from couets considered potentially
dangerous in terms of connections to terrorist gspuand another related to the
strengthening of the powers of police and customhaities in this matter. Both
aspects are naturally interrelated. The emergeh@ aviminal law of the enemy has
compelled a double action policy: a strengthenirigtr® control mechanisms of
migration flows from a selected number of countreasd at the same time the
strengthening of police powers in customs and bocdatrols. In Spain for instance,
Royal Decree n°65 — A/2009, of January 12, broatdiehe powers of the different

municipal police forces for identifying and detaigiforeign citizens when suspected of

Cardinal, Paulo, e Oliveira, Jorg®ne Country, Two Systems, Three Legal Orders -peetives of
Evolution,Springer Ed. (2009) p. 65

294 John Garcia, Michaelmmigration: Terrorist Grounds for Exclusion and rReval of AliensPIANE
Publishing (2010), pp. 10 and following; Ruggier@jovanni, Perspectives on Immigration and
Terrorism IOS Press (2011), pp. 29 - 31
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illegally overstaying in the country and allowingr fcontinuous detention until proper
identification and the origin of suspects is cleare

However, where this criminal law of the enemy castlbe observed is in the fact
that immigration control policies are not univergatheir scope, but rather are directed
to a group of communities or selected countrier@Muslims are the majority, or to
certain areas of the world home to “pariah or taiéates®®>. For example, by official
rule n® 563/2010 of June 12, the Spanish Governmnstructed custom and maritime
authorities to pay special attention to a speaificnber of countries defining a set of
actions to be undertaken when involving individuflem those countries when
involved in such situations.

In regard to the first topic, the reversal of theection of immigration policies in
the civil law systems within the European Uniomamsundeniable occurrence. With Law
No. 34/2004 of 21 March, Portugal began to constderimmediate expulsion of all
foreigners involved in terrorist activities, regiss of whether or not such activities
were committed on Portuguese soil. Similarly, thangng of permanent residence
visas or nationality (with the so-called Nationalitaw of 2006) began to be subject to
the condition that there was no prior convictioredily or indirectly linked to terrorist
activities or international criminal networks (migintrafficking in human beings),
considering as such the mere participation in aigror organisation deemed to be
“inspired on terrorism”. This, again, is a preveatcriminal law specifically focused on
terrorism.

The Portuguese Constitutional Court — as well & Spanish one, since Spain

enacted similar legislation a few months later -uldsubsequently mitigate the effects

29 Chomsky, Noamfailed States: The Abuse of Power and the AssaubemocracyMacmillan Ed.
(2007) pp. 1 - 15
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of the Nationality Law, obliging the State to ohaethe appeals brought by suspects
and thus discarding the concept of “immediate esipal’ **®

Also Germany, for example, substantially amendsdnitmigration and asylum
legislation and, in 203%’, it denied to any citizen belonging to any group o
organisation included in a long list approved kg Home Office, which contained
several Islamic-inspired organisations and othelated to Islamic charities and social
services. It should be noted that, according tonter legislation, no court order or
prior administrative or police proceeding wouldriegquired to prevent the entry of any
citizen in the country, merely on the grounds @fitiparticipation in or association with
a group that the German authorities consider tosbepected of perpetrating or
supporting, directly or indirectly, terrorist aaties.

In this specific area of immigration and asylumyilciaw countries have seen a
true change of direction, largely due to the testophenomenon, as Evelin Brouwer
points out®. In some cases, such as Portugal and Spain, tistitational courts have
made legislation more flexible and introduced samgrovements that were required to
ensure compliance with their respective constihgicand with the provisions of
Community law. However, the criminal codes of saVeountries, such as Portugal,
Spain and Germany, were not indifferent to this n@meenon and imposed much
harsher penalties for illegal immigration and huntrafficking, when related to terrorist
groups?®®

In these cases, it should be noted that the pesdibr terrorism-related crimes

have become extremely high when compared to thppéed to the same type of

2% Figueiredo Dias, Jorge d¥XV Anos de Jurisprudéncia Constitucional Portugy&oimbra Editora
(2009), pp. 135 - 189

297 Klusmeyer, Douglas,immigration policy in the Federal Republic of Gemga negotiating
membership and remaking the nati@erghahn Books, (2009), p. 253

2% Evelien Brouwer and Petra Catz (orgijymigration, Asylum and Terrorism: A Changing Dyn@in
European Lawlnstituut voor Rechtssociologie, Centrum voor Migeecht, (2003)

29 Bacelar Gouveia, Jorg®ireito e Seguranca: perspectivas para o século,XQuid Juris, Lisboa
(2011), p. 45
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crimes but not associated with terrorist groupsthia case of Portugal, for example,
while the crime of falsification of documents cam funished with up to three years in
prison or a simple fine, the crime of falsificatioh documents for a terrorist group is
punished with a minimum mandatory sentence of 8 tears in prison. Similarly, in
Spanish law, while the crime of aiding illegal ingration is punished with
imprisonment from six months to four years, in tdase of aiding illegal immigration
for terrorist purposes, the penalty can range batvieur and eight years in prison.

It can therefore be said, as Robert Megoli (2018ues, that the fight against
terrorism has become the primary concern of criimiama&, making a number of new
aggravated crimes revolve around that phenomenoring it to be the highest priority

in the criminal law of risk driven societié¥.

e) The creation of new criminal offences and the dewvapment of
the framework of a criminal policy to fight terrori sm and

organised crime

In criminal justice systems of inquisitorial natuhere has been a proliferation of
new offenses relating to the terrorist phenomer@stated by Beleza, terrorism and
transnational organised crime became the centidlrguprinciple of criminal policies
of Governments of Southern Eurofje.

Still, another important aspect regarding civil laystems should be highlighted.
Due to the phenomenon of international terrorisnosinof these systems created or

improved certain types of crimes, some of which evpreviously non-existent and

390 Megoli, Robert (org, Exploring Criminal Justice: The Essential®nes & Bartlett Publishers (2012),
p. 392
1 Beleza, Teresdyireito Penal, I, AAFDL Ed., Lisboa (1980), p.25
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others unclear as to their meaning. In fact, spetypes of crimes were created, mostly
related to the financing of terrorism and interoaél criminal groups (the case of the
Austrian Criminal Code}?? Also herein we can observe the creation of thmerof
terrorist association (rather than mere criminasoamtion, which existed in the
Spanish, Portuguese and French jurisdictions), @nthe crime of propaganda and
dissemination of terrorist ideology (in France @wlgium). From a strictly legal point
of view, the number of terrorism-related crimes, countries like Spain, Portugal,
France and Germany, virtually doubf®d As Duff explained, the concept of terrorism
has become part of the soul of criminal .

On the other hand, considering the possibility esfdrist acts being committed
with the use of various kinds of weapons or malgrimost of these legal systems also
created specific crimes related to the sale oris@pasf chemical or nuclear material
with terrorist networks and the use of specificlbogical agents against civilian targets.
Such is the case of Belgium, for example, whernelar831(3) of its Code of Criminal
Procedure was amended to include all activitieateel to the design, sharing, sale or
dissemination of this type of hazardous materiatddrrorist purposes in the concept of
“terrorist activity”. In this case, the maximum pdty was extended to ten years in
prison, even if such acts did not cause any cassat damage. As Ramsay explained,
the phenomenon of terrorism has forced us to mov@ & criminal law of facts (and
their punishment) to a criminal law of targetedvamion and protection of threatened

legal interest§®®

392 yotopoulos-Marangopoulos, Wolfgang Benedgktiterrorist Measures And Human Righidartinus
Nijhoff Publishers (2004), p. 156

303 kor example, regarding economic and financial csim@nnected to terrorism, see, in Portugal, a Lei
n® 25/2008 de 5 de Junho and in Spain, Real De&®&®003 de 14 de Octubre, that created three new
types of crimes specifically related to fightingrteismo (financing terrorist organizations, money
laundering linked to terrorist organizations andtdimg the financing of terrorist organizations).

304 Duff, Lindsay Farmer and S.E. Marshalhe structures of Criminal LawOxford University Press
(2011) p. 223

%95 Ramsay, Peteflhe Insecurity Stat@®xford University Press, (2012) p. 192

139



This seems to be a key aspect of the developmerriroinal justice systems as a
result of terrorism. The creation of a new lisbffences specifically related to terrorism
and organised crime has assaulted the criminalscofimost civil law systems, such as
the aforementioned cases of Belgium, Austria, RBattuSpain, France, Germany and
Luxembourg. Norway, for example, through the Deak® October 2001, introduced a
whole new legislation on the financing of terrorjsoneating two new types of crime
with aggravated penalties: the crime of financingginational terrorism and of money
laundering for terrorist groups or activities. Sarly, in Germany, the antiterrorism
package known as ‘Otto-Katalog’ introduced a nest/ ¢if offences related to the direct
or indirect support or the mere participation irdest groups.

Still with regard to civil law systems, another ppois readily identified when we
carefully examine the measures that have been ediof@ combat terrorism and
organised crime: the substantial extension of crahpenalties — in some cases more
than twice the limit set at the beginning of 200Xo+ crimes potentially related to
terrorism, such as falsification of documents, sisgjy illegal immigration and arms
trafficking. In Portugal, for example, with the oefn of the Code of Criminal Procedure
adopted in 2006, if such crimes are somehow lirtkeclirrent or ongoing terrorist acts,
the penalty applied will be aggravated by 2/3, \whi identical to the model used in
Spain since 2003.

Italy specifically introduced the offence of “pa&ipation in international terrorist
organisations” as well as the mere provision ofstasce to these organisations, while
criminally punishing all acts, even auxiliary, aidn@at supporting the organisation,
financing or development of organisations that ndtdo attack targets on ltalian

territory.
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The same thing happened in France with the appadivéile law of 15 November
20027%, which substantially extended the penalties applie to members and leaders
of terrorist organisations vis-a-vis members analdées of other types of criminal
organisations. According to Masferrer, the new arahlaw of the enemy is essentially
counter-terrorism criminal law?’

Still in the specific context of civil law jurisdions, the case of Luxembourg
should be mentioned because of the sudden anduymefchanges it underwent with the
approval of an antiterrorism law on 8 July 2003isT¢reated a new list of terrorism-
related crimes — envisaging both the financing exfarism and terrorist activities
themselves — and substantially extended the ajybdiqeenalties. In the specific case of
Luxembourg — unique in the European Union — it ewdroduced the possibility of
applying the maximum sentence of life imprisonméalthough requiring regular
review by a specialised court) where the terrooi$énce is associated with serious
human and material loss. In this case, we haveuatsin where the phenomenon of
terrorism not only added new types of crime ancereatéd the penalties applicable to

others, but it also gave rise to a new core idgofithe criminal justice system.

f) Modifications to the right of appeal system under egislative

antiterrorist reforms

One of the most important changes undergone by lawi systems in the fight
against terrorism has to do with the right to ap@eginst court decisions. While in

2001 the Portuguese and Spanish criminal proceslystems were characterised as

3% Orttung, Robert,National Counter-terrorism Strategies: Legal, Ibstional, and Public Policy
Dimensions in the US, UK, France, Turkey and Ry$8i& Press (2006), pp. 15 - 21

397 Masferrer, AncietoPost 9/11 and the State of Permanent Legal Emeyge®ecurity and Human
Rights in Countering Terrorisngpringer Ed. (2012) p. 163
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being highly generous in terms of appeals agaimstrtcdecisions (including the
application of pre-trial detention and other coegcmeasures), since the reforms of
2003 (Spain) and 2006 (Portugal), the right to &ebcorpus’ has been highly restricted
and the allegation of any irregularities or illages committed during the investigation
are now permitted only in a limited number of cirstances®®

The 'habeas corpus' regime and the changes iddoy antiterrorist reforms
are factors that should be taken into account.péradigm shift of the last decade, both
in Portugal and in Spain is well known. For exampBentence n°. 45/2008 of
December, 12 of the Portuguese Constitutional Calid in fact acknowledge this
paradigm shift by referring to a new perspectivat thas to guide the courts in the
application of the system of habeas corpus, andigheuitable to the new criminal and
procedural law system in force since 2006 and &rtbw requirements of the fight
against new crime phenomeffa.

However the changes in habeas corpus cannot leeedjrwhen studying the
impact of antiterrorists reforms because what istake here is the right to judicial
review but also the right to freedom. As per Caaate:

“One of the main changes under this scheme is s@lcithe idea that habeas
corpus should be a restricted and exceptional digatmost a rarity. This idea, in
fact, is completely different from the conceptitvatt guided the majority of courts
before the antiterrorist reforms of the last detatfe

This is an aspect of the utmost relevance conogrthie antiterrorist reforms

undertaken in inquisitorial systems that has najuaed the same significance in

accusatorial systems, as noted by Costa Pihtdowever, the reform of the appeals

%% portuguese Criminal Procedure Code (introductia) http://www.dgpj.mj.pt/sections/leis-da-
justica/livro-iv-leis-criminais/leis-processuaisfligo-de-processo-penal/diplomas-que-publicam

39 See Sentence n° 45/2008 (December 12) ConstititiBourt available aDiario da Republica
Portuguesal4 de Dezembro de 2008, Boletim 13, p. 6

3% Trindadade Cavalcante, Jo@ireito Constitucional objectivo: teoria e questdesya (2013) p. 65

311 Costa Pinto, Frederico Lacerd@upervisdo, direito ao silencia e legalidade dawvaroAlmedina
(2009), p. 48; Beleza, Teredaireito Penal AAL ed., Universidade de Lisboa (1989), p. 45
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system must be included as one of the main trehtlseonew antiterrorist framework
adopted in inquisitorial systems.

The 2006 reform of the Portuguese Criminal Procediode foresees now only
two types of appeals against pre-trial detentioloiation of material ou territorial
competence by a court or gross mistake in the atialu of the case. All other
situations - that constitute the vast majoritye 8o be made in routine revisions which
should take place between three to six months dftersentencing. The same has
occured with the reform of the Spanish Criminal dedure Code (articles 205° and
onwards).

This demonstrates a clear trend in limiting theigiad appeals provided to
suspects and, has the general objective of dimimgsthe power of the judiciary in
prevention and repression of serious crimes. Thathe element which is most
underlined by Portuguese and Spanish doctrineptbgressive curtailing or even the
suppressing of the role of the courts in invesiigat preventing and repressing
terrorism and the concentration of powers in theedtive. This idea has two
dimensions: on one hand, the growing tendency tidathe involvement of courts in
these processes (avoidance of legal process),asatitby remain almost completely
under the control of the Executive, who can bettanage and steer them through the
public opinion. On the other, the basic sense sefricging some fundamental rights
inherent to criminal procedure using the excepliateracter brought about by the
fight against terrorism and the need to act swittg firmly against this phenomenon.

This restriction of the right to appeal is so lor@nd impacting that it has led to
several requests to the Spanish Constitutional tGouthe review of such reforms. In
2008, the Spanish Constitutional Court (by deci$6/2008 of March 12th) declared

the Royal Decree 78/2006 unconstitutional for “selerestricting the right of Spanish
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people to effective legal protection of their rigltgnd for basically revoking suspects’
rights in cases of terrorism or organised crime.”

The result was that the Spanish Government predeimt009, a draft project to
review the constitution (Legislative Project n® 842009) with a view to defining the

meaning and the extent of the right to effectiveigial protection of individual

interests.
As Losano observes:
“This limitation to the right of judicial appeal ipre-trial detention situations and

of defense of fundamental rights will continue @ndw in a near future while the

spectre of the fight against terrorism continuedéo as has been, the inspiring

source of our legislative reformd'

In this respect, jurisprudence of the ConstitutioGaurts in Portugal and Spain
have been particularly critical, with a list of yeimportant decisions that have
somewhat minimised the impact of legislative refer(please refer to sentence no.
45/2008 of April, 15 and no. 34/2010 of May, 12teé Portuguese Constitutional Court

and to sentence no. 32-B of October, 1 of the SpaGonstitutional Court).

312 psano, Mario, El Derecho Ante la Globalizaciénlyrerrorismo: "Cedant Arma Togae"cfas Del

Coloquio Internacional Humboldt, Montevile Abril 2003, Alexander von Humboldt
Stiftung/Foundation, Berlin (2004) p. 103

144



3. The Impact of Counter-Terrorism Measures on the
Liberal and Democratic Nature of the Constitutional

Rule of Law

At this stage it is important to look at some of findings regarding the trends
we encountered in the recent development of systgnisquisitorial nature. Thus, as
was outlined, the pre-trial detention framework wabstantially altered, not necessarily
in the length of pre-trial detention periods bgrsiicantly in the transformation of its
nature and enforcement conditions. However, as &u&thlente states, it cannot be
denied that this change implies that citizens dair right to liberty and presumption of
innocence seriously restrictétf.

Nonetheless, the reforms that have taken placediegathe confidentiality of
proceedings, wiretapping and video surveillancewali as the control of financial
information, indicate a new and serious unbalaretevéen fundamental rights and the
need of the State for security and ensuring its swvival. As Dershowitz observes,
the antiterrorist reforms gave priority to securttgncerns over the liberal illuminist
paradigm of the right to freedom and to privaty.

There is yet another conclusion to be extractednhftbis: in some way, as
Hespanha states, the phenomenon of terrorism ctedmsistems of inquisitorial nature
to return to their past, disregarding or ignorimg tliberalization waves of the past
decades. According to Hespanha, some elements asicthe thorough control of

financial flows or the regular use of pre-trial @lgion are nothing more than a return to

313 Guedes Valente, Manudtrisdo — a metamorfose da benevoléngienedina Brasil (2009), p. 23
314 Dershowitz, Alan M.Por qué aumenta el terrorismo?:Para comprender taeaaza y responder al
desafioEncuentro ed. (2004), p. 219
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the past, to the true identity of inquisitorial ®&yas. The conflict that terrorism caused
was between the movement towards modernisationlibadalisation that had been
taking place in the past decades entailing a regmessince 2001. According to this
author, suchdevelopments would thereforerepresaigtarical process of regression in
inquisitorial systems™>

Whatever position one takes, it cannot be deniatl dhtiterrorist reforms approved in
the past decade represent a move backwards indggf@ms: the Portuguese system of
pre-trial detention before 1989 was very closeht® éxisting framework since 2006,
regarding requirements and enforcement of pre-tieéntion. Even so, there are some
important specificities in antiterrorist reforms tifie last decade in spite of this
regression: electronic surveillance, communicatiamtrol, restrictive immigration
policies and movement controls that cannot be coedpbto any other historical period
and must be analyzed in the specific context ofitite against terrorism and organised
crime after 2001.

Countries like Portugal and Spain have experiensedhe difficulties in
implementing this model, insofar that Sousa Saetten mentions that the dominant
models of criminal justice in the Iberian Peninshiéve consistently failed to define a
balance between citizens’ fundamental rights amditierest of the State in criminal
law enforcement:'®

With the reforms that have been discussed aboigediear that the core values
and principles of criminal procedure models inldi&v countries are in peril. We must
now analyse to what extent this transformation pasiuced an identity crisis that

affects the very nature of criminal justice systems

315 Hespanha, AnténidGultura Juridica Europeia: sintese de um milérfublicacdes Europa-América
(2003), p. 112

%1% spusa Santos, Boaventu@,imaginario da peninsula ibéria na luta contraasrorisma Quid Juris,
Coimbra (2007), p. 76
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The Spanish case deserves a more detailed analysegard to the measures
taken concerning the confidentiality of investigas and suspects’ communication
rights. Although legislation made confidentialitf ovestigations gradually more
flexible and (in some cases) even extended thetsriglfi detainees in criminal
proceedings (the case of the Royal Decree of 2% 1897) over the 1990’s, the
situation changed radically after 2001 and was aleted following the terrorist
attacks at the Atocha railway station in Madrid2004.

Although the Spanish criminal system is alreadyeljdamiliar with the terrorist
phenomenon — the first antiterrorism law dates ltadke late 19 century — Law of 10
July 1894 —the Spanish Criminal Code and crimiagldlation have also been adapted
to the new context of the threat of transnatioralorism, especially after 2004. In this
regard, it must be highlighted that the extensibthe maximum penalty from thirty to
forty years, in case of a terrorist crime (undeg&ic Law No. 7/2003) and, on the
other hand, the total ban on external communication terror suspects, even to the
point of prohibiting religious and legal supporthdtlawyer will be appointed by the
state and not chosen by the detainee, which hesdrgerious concerns as to the right to
defence enshrined in the Spanish Constitution).

After the March 11 attacks in Madrid, there waoasthorough reform of the
detention system for prisoners involved in teroaugtivities. Thus, under the Law of 22
June 2004, ‘€ degree prisoners’ would be all those whose criategelated to terrorist
activities, which implies, firstly, a situation ofear isolation and transfer to a prison
establishment outside of their area of residence.tl@ other hand, the same law

specifically prohibits the benefit of parole forigumers connected to terrorist crimes,
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which has caused a definitive conceptual and ldgatle between common criminal
law and antiterrorist criminal lai”

Nevertheless, the greatest impact of antiterrorlegisliation on the Spanish
criminal justice model occured, in the extensidrth® maximum pre-trial detention
periods that can be imposed on terror suspectajaasalso the case with Portuguese
antiterrorist legislatioii'® Although the maximum period for which a suspeat be
detained before being brought to a criminal caii@2 hours in Spanish legislation, this
period may be extended up to five days in casésradrism and transnational organised
crime, pursuant to Organic Law No. 7/2003. Simylarvhile the maximum period of
pre-trial detention was set at 12 months, thisgaehas been extended from 24 up to 36
months in cases of terrorism and organised crinmg;whas raised significant questions
as to the compatibility of this legislation withethprinciples of swift justice and
presumption of innocence enshrined in the Spanaist@ution.

However, in the same way that the rights of suspéutd also of convicts) have
been strongly limited and restricted in these eatages of criminal proceedings, the
Spanish Parliament — as well as the Constituti@wlrt — have introduced significant
changes to the extent of the rights of suspectsiah hearings and appeals to higher
courts. For example, the Spanish Constitutional rC@wdgement No. 235/2007
provided that the right to freedom of expressiod #re right of communication cannot
be arbitrarily limited or curtailed, even in cagdderrorism, and should in any case be
fully protected — as in any other type of offencauring the trial, which should be open
and public. On the other hand, Judgement No. 10%/2(also of the Spanish
Constitutional Court) established the obligationattow the evaluation, at trial, of all

the evidence and legal issues that were not adhdtieng the pre-trial stage.

317 Farré, Juan Avile€l Terrorismo en Espafia: de ETA a Al- Qaedeco Libros ed. (2011) p. 87
318 Costa Pinto, Frederico Lacerda Bais&o preventiva e terrorismo em PortugAlmedina (2006), pp.
67 - 89
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Finally, the powers of the suspect's attorney ayalerepresentative, highly
restricted during the pre-trial stage where testooiffence3™ are concerned, are fully
active during the trial stage and subsequent appe@alwhich they can examine all
existing evidence against the suspect and the migthsed to obtain it, particularly to
investigate any cases of tortdfé.

Thus, a deliberate balance, desired by the legislat achieved based on a clear
proposition of current crime policy: criminal praskngs should be driven by different
values and objectives during the pre-trial stage the trial stagé?* While the first
stage criminal proceedings should focus primarity smcial prevention and criminal
investigation, allowing evidence to be obtainedcilyi and social order and tranquillity
to be restored, during the trial stage, the justiggtem should aim to ensure that the
suspect's rights are fully respected vis-a-vis plublic accusation, allowing for a
balanced justice model.

Also in the case of Portugal, the criminal justsystem changed profoundly as a
consequence of counterterrorist legislation, esfigcafter the reform of the Code of
Criminal Procedure in 2006.

With this reform, pre-trial detention practicallgased to be — like | mentioned
before - an exceptional preventive measure andnbe@acommon and recurring feature
in the administration of justice. Indeed, while drefthe reform of the Code of Criminal
Procedure in 2006, pre-trial detention could orgyapplied if three specific conditions
were met (risk of compromising the investigatiosk rof escape, and criminal offence

punishable with more than three years imprisonmeiige this legislative reform, pre-

319 Beiras, Ifaki, Politica Criminal y Sistema Penal: Viejas y NuevBacionalidades Punitivas,
Anthropos Editorial (2005), p. 65

320 | ee, Steven|ntervention, Terrorism and Torture: Contemporarpallenges to Just War Theory,
Springer, (2007), pp. 119 and following.

%1 This idea will be developed and specified withipraper theoretical framework within the last cleapt
of this thesis.
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trial detention can be applied provided that, fearaple, the crime is connected to any
international terrorist network or has been coneuitusing firearms (in what became
known as the “Arms Law” of the Portuguese Repufffic.

On the other hand, the reform drive of the late0E99 notably in Draft Law No.
34/97 and Draft Law No. 86/99, presented to thetuRolese Parliamelit — has
diminished, if not disappeared altogether sincediié attacks. In fact, after the attacks,
the organising committees of the these draft lagsenmet again and the reform of the
criminal code in 2006, together with the “Arms Lawéversed the intention to restrict
the use of wiretapping and electronic eavesdroppgrgthe contrary, the 2006 reform
further broadened the scope of State interventocitizens’ personal data, authorising
criminal police authorities to access informatianfmancial and banking transactions
and even telephone conversations and electronicncomcations.

Criminal justice systems of inquisitorial naturevbdad an interesting evolution,
which will be studied in more detail in the finahapter. It is however inevitable to
highlight that the reforms presented in this chaptere aimed mostly to the
preliminary stages of criminal proceedings. Thisiaion illustrates the fact that the
antiterrorist reforms of the past decade must lsyaad separately and thoroughly in
regard to their global impact on criminal justigestems, in order to avoid premature
and poorly grounded answers. As Sousa Santos:states

“Antiterrorist reforms and their impact in restiig fundamental rights should not
be seen in a generic way because undeniably tfieat® are concentrated mainly
on the initial phases of criminal proceedind¥”.

This situation is illustrated by historical evidenaduring the 1990s, the great

debates around the Portuguese criminal justicestxtwon the issues of wiretapping,

322 Marinho Pinto, AnténioJustica & Portuguesd.eya ed., Lisboa (2009) p. 52

323 portuguese Parliamenfctas e Projectos lei, 1990 — 2Q®medina, Lisboa (2003)

324 Sousa Santos, Boaventulemocratizar a democracia: os caminhos da demoaraarticipativa
Civilizacao Brasileira ed. (2002), p. 314 (translatby the author)

150



pre-trial detention and the appeals system. Ad¢ofitst two issues, most Portuguese
scholars began to agree on the need to restrigidbsibility of intercepting telephone
conversations and electronic communications, akaseh more careful and exceptional
use of pre-trial detention. On the other hand ajgeals system began to be seen as too
mild and one of the causes of the endemic delaythanPortuguese criminal justice
system.

However, the rise of terrorism as a global priomtyterms of criminal legislation
significantly changed this historical pattern, ¢meg an interesting distinction in the
reforms adopted by the Portuguese legislator (aalseeobserved in the case of Spain).
Indeed, while the draft legal reforms in the arebwiretapping and pre-trial detention
were abandoned and gave rise to much more strimgehprivacy-intrusive law¥> the
appeals system did not change as expected, anéhaav sought to offset the tight and
often disproportionate restrictions imposed onekercise of fundamental rights during
the pre-trial stage.

Some authors, such as Miguel Fernandes, have figdrntnis phenomenon as the
“two-speed development of Western criminal justgystems”, seeking precisely to
highlight this distinct reality of the criminal jtise system during the pre-trial stage
(which in Portugal and Spain is known as crimimakistigation) and the trial staff&.

This reality can also be measured statisticalll20A2 study carried out by Costa
on the Portuguese criminal justice system shows tthe number of appeals to the
higher courts is 15% higher during the pre-trigdgst than during the trial stage.
Likewise appeals to the Constitutional Court ar&3sigher during the pre-trial stage

than during the trial stag®’ which means, as Costa points out, that it is otlye

325 | atas, Jodcsupranote 242 at 65

326 Fernandes, Luis Miguel, “As sociedades contempmaréire a ameaca terrorista” Tarrorismo (org.
Adriano Moreira), Almedina Ed. (2004), pp. 461 148

327 Costa, FarialNogcdes Fundamentais de Direito Per@bimbra Editora (2012), pp. 75 - 101
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during the pre-trial stage when most of the possiblations of the constitution occur,
either in terms of the right to freedom and in teraf the right to a fair and unbiased
trial. Such restrictions to the right to freedom privacy or of expression, curtailing the
right to appeal before a court of law, amount tioimgements on the very foundations
of the Rule of Law. Donohue refers to this as ‘tertarrorism costs= It is important
to mention the impact of antiterrorism legislatmmthe liberal and democratic nature of
the Rule of Law, as well as its own constitutiogalicture. It has now become clear
that profound concessions and structural changes meade to the Rule of Law as a
result of the phenomenon of global terrorism.

These changes, in the specific context of systemsquisitorial nature, can be
systematised in the following topics:

* Increase in the restrictions of citizens’ fundamaé rights over the consolidation of
executive powers;

 Crisis of the constitutional regime of fundamenights, namely in terms of the
hermeneutics and application of procedural crimiaal

* Increased sense of control and surveillance dalbef Governments.

« Crisis in the very nature of the liberal RuleLafw and the principle of proportionality
as a basic rule of exercising powWer These topics summarise under a broader
perspective, the changing trends analysed in setitiof this chapter. In fact, as Teresa
Belez&® refers, the main changes that occurred followimg antiterrorist reforms of
the last decade, could be divided into two esseileas: a growing feeling of control

(at all levels) on behalf of Governments over theed of citizens and a sense of

328 Donohue, Laurasupranote 33at p. 15
329 professor Caroline Fennell
3302004
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decreasing security and protection of citizensavigs the State. Teresa Beleza calls this
phenomenon the "constitutional reversal" of comttakjustice system$™

It is within this scope that the impact of antitgrsm legislation on the criminal
justice model in systems of inquisitorial naturel éime impact on the Rule of Law itself
should be analysed. Miguel Fernandes observesithata true mutation in the liberal
nature of continental States and eventually a navagigm of criminal justice will
emerge” 33 A criminal justice system focused on the enemfesoatemporary society
and the permanent obsession to prevent terrorigatdh that seem increasingly
ubiquitous.

Having defined the framework for the analysis dtice systems of inquisitorial
nature, we carry forward with the detailed studyhef main legislative changes, which

have occurred in the systems of accusatorial nawgethe last decade.

%1 Beleza, Teresdyireito Penal volume Il, Universidade de Lisboa ed., 32 ed0@®. 65
332 Miguel Fernandes, Lui#\ fundamentac&o da guerra contra o terrorisrimiversidade de Lisboa ed.
(2012) p. 45
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CHAPTER IV

Antiterrorist legislation and Civil Liberties -

(2001-2010) — the Accusatorial Systerns

The decline of morality, the unwillingness to adcegsponsibility and the confusion
that our current legal system generates are attiboiing factors to the deterioration of

common sense in our Sociéty.

Frank Fuller

333 According to Adofikwu “the Adversarial system idemal system where two advocates represent their
parties‘positions before an impartial person orugraof people, usually a judge, who attempts to
determine the truth of the case. The Adversarisiesy is a two sided structure under which crimirial
courts operate, that puts the prosecution agaestdefence. Justice is done when the most effective
adversary is able to convince the judge or Jury ttleor her perspective on the case is the cooeet.

See Adofikwu, AjeUnderstanding the adversarial and inquisitorial fieg, Routledge (2010), p. 6. For

a proper definition of ‘Accusatorial Systems” setacy, Helen,Beyond the Adversarial System
Federation Press, Melbourne (1999), p. 140

%3 Fuller, FrankStudies in Criminal Justice, Terrorism and Inteiinatl Political Conflicts Universal-
Publishers (2009), p. 45
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1. Introduction: Setting the context

a) The Impact of the Fight against Terrorism and Organsed Crime

on Common Law Systems

Similarly to the previous chapter, this analysidl wegin by looking into the
legal and social context that will be the framewofkthis chapter. The study of the
impact of the phenomenon of terrorism and organg@de within the framework of
accusatorial systems, such as the United KingdbenUnited States and Israel, should
take into account the specific historical evolutibrat has taken place over the last
decad®”, as well as its underlying principles. Overalk tlegislative changes occuring
in the last decade will be scrutinised from themgeint of the dominant constitutional
and legal principles in those systems. This analydi enable us to perceive systematic
and global changes and the impact that they anadnav

From political discourse to the religious apprqétitfrom academic analysis to
the opinion of the masses, the entire public dismias been imbued with f€aand
towards a permanent state of exceptiorelated to the phenomenon of terrorism. In
2002, for example, more than half of the draft |lgwssented to U.S. Congress were
directly or indirectly related to terrorism.

The protection of the fundamental rights in acoomsal systems (namely in the

United Kingdom, United States of America and Isyaslclosely linked to the common

335 Abraham, NabeeDetroit 9/11: Life in the Terror Decad&Vayne State University Press, (2011), p.2
3% The point being made here is that religious spegciits different appreciations, has also come to
know significant radicalization trends as a conseqge of fear and panic caused by terrorism. See El
Houdaigi, RachidContemporary Suicide Terrorism: Origins, Trends affdys of Tackling ItOS Press
(2012), p. 117.

%7 Hodges, Adam, Discoursé/ar and Terrorism John Benjamins Publishing (2007), p. 10

338 Orezen, Suleymatynderstanding Terrorism: analysis of sociologicdS Press (2007), p. 244
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law system and will be the main focus of this stully will be observed, constraints in
the protection of the basic rights of suspectdhfirst stages of criminal proceedings,
in systems where those rights traditionally weravilg safeguarded from the start of
any proceedings, naturally assume paramount imjpmrta

Common law systems, have been traditionally charsetd by extensive
protection of the rights of suspects, granting theset of rights and guarant&&that,
since the English Magna Carta, constitute a somsirmountable barrier that must be
respected, at all times, by the democratic statavef

Some of these rights derive from the very concépituoan dignity (an idea that
would strongly influence German law after World Wit such as the right to
defence®* the right to be presumed innocent unless provétygthe right to appeal to
higher courts, the principles of proportionalitydeequality.

Others refer to a set of guarantees that have pexgressively and substantially
granted by the higher courts, especially througttbat 20" century. Such guarantees
were aimed at ensuring rights of due process of, lasv the suspects’ rights of
communication, in the maximum number of days okdgbn permitted before being
brought before a judge, in the possibility of ogpgsany detention that is considered
unfair or illegal, in the need to obtain warrants fll acts that are particularly
destructive of fundamental rights and, most notalslythe maximum periods of pre-
trial detentior’*

It is curious to note that common law criminal jostsystems, characterised by

their accusatorial nature, usually differ from th&vil law counterparts precisely for the

%39 Costa, Pietro, ThRule of Law: History, Theory and Criticisi8pringer, (2007), p. 179

340 Kretzmer, David,The concept of human dignity in human rights dissguMartinus Nijhoff
Publishers, (2002), p. 52

%1 The right to defence herein means the right teeferite, or the right to present a defence (more
information on this: http://analedrept.utm.ro/ver/laicrari/2009/2009 _articol_12.pdf; http://www.uni-
mannheim.de/edz/pdf/dg4/LIBE115 EN.pdf)

342 Loureiro dos Santos, Nun&undamental rights within the age of terrddniversidade de Lisboa
(2008), pp. 65 - 91

156



increased and strengthened set of rights thatdheayt to suspects, even during the pre-
trial stages.

The Council of Europe, for example, notes thatéherno substantial reason for
suppressing or diminishing the suspects’ fundanheights during the pre-trial stage.
On the contrary, it is precisely when their righténcluding the right to freedom — are
under greater threat that their guarantees shauktrengthened and implement&dn
turn, the jurisprudence of the European Court ofmidn Rights has repeatedly stressed
that the principle of presumption of innocence stidunit the intervention of the state
and criminal police authorities as much as posslbhking the pre-trial stage, in order to
avoid violation of the fundamental rights of citieg* In the 1983 cas#Minelli v.
Switzerland the ECHR mentioned “the presumption of innoceiscaot respected if,
without anterior legal establishing of guilt of tlhiefendant [...] a judicial decision
regarding him or her reflects the feeling that hayrbe guilty”®*® In the 2003 case
Duriez-Costes v. France®® the ECHR in Strassbourg referred to the precedent
(Decision X v.Holland1978, ECHR}*’ in which it was established that the obligation
of an automobile driver to take some blood testdenduspected of being inebriated is
not contrary to the presumption of innocence. Algowas mentioned that this
presumption is violated through statements madepuiylic officials about pending
investigations, which in turn encourages the putdibelieve in the guilt of the suspect
before a sentence has been issued by a competbotigu(the 1995 case &llenet of

Ribemont v. Frange®*® Also, the right of not incriminating oneself is@tgly linked to

%3 Human Rights WatchHuman Rights and the Fight Against Terrorism: Theuncil of Europe
Guidelines Council of Europe, (2005)

%44 Brice Dickson (org.)The Judicial House of Lords: 1876-200®xford University Press (2009), p.
624; MacBride, JeremyJuman Rights and Criminal Procedure: The Case L&the European Court of
Human RightsCouncil of Europe publications, (2009) p. 370

35 Minelli v. Switzerland25 March 1983, § ..., Series A no. 62, para 37

%° Duriez-Costes. France no. 50638/99, §..., 7 October 2003

37 Decision X v.Holland,197&CHR, No. 5124/71, Collection 42, p. 135

38 Allenet de Ribemont v. Franck0 February 1995, § ..., Series A no. 308
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the presumption of innocence, as was demonstratdtei1996 casBaunders v. Great
Britain.>*° In this case, the ECHR established that the prpiamis not intended only
for the judge, but other authorities of the stedgarding public statements which can be
made about the accused who have not yet been sedfgh

A comparative statistical analysis shows preciseft in the 1995-2000 period,
countries like the United Kingdom, Australia andwN£ealand had shorter periods of
pre-trial detention and comparatively the lowesmnber of pre-trial prisoners, i.e. those
detained without charge. Even in terms of serionsl @omplex crime, usually
associated with terrorism and organised crime esystlike the Australian and the UK
legislation had strengthened the rights and gueesntf suspects throughout the 1990s,
in particular regarding their communication witke tbutside world, the possibility of
appealing to the courts and even their placemeptigons close to their families and
homes.

Although some countries, such as the United Kingdiond the United States,
have a long history of terrorist activities withimeir own territory — and, consequently,
of counter-terrorism measures — criminal justicetays in these jurisdictions remained
highly protective of the rights and guaranteesusipects, namely in comparison to the
continental European doctrif@. This idea, although sustained by some renowned
European writers, has not earned broad supportirwithe Anglo-Saxon legal

literature®? Indeed, the legislative evolution, especially dgrithe last decade, has

%9 saunders v. the United Kingdof? December 1996, § ..., Reports of JudgmentDeweisions 1996 -
97

%50 Chihaia, Gabriela Nicoleta, “Short essay on Prgsion of innocence.ECHR precedent” ihegal
Practice and International Laws, University of Transilvania Publ. at
http://aspeckt.unitbv.ro/jspui/bitstream/123456 18&/1/chihaia%20g%20barbu%20s.pdf

%1yvercher, AntonioTerrorism in Europe: an international comparatieghl analysisClarendon Press
(1992), p. 65; Masi, Carlo Velh@riminalidade econémica e repatriacdo de capitaism estudo a luz da
politica criminal brasileira EDIPUCRS ed (2012) p. 194

%2 For a historical perspective see Simpson, Alfiédman Rights and the End of Empire: Britain and
the Genesis of the European Conventi@xford University Press (2004); see also Alstémijlip,
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brought the rules of criminal legal procedures mg-Saxon and Continental systems
closer to each other and at a remarkable speeclpamterms of means of obtaining
evidence and restrictions to suspects’ fundamentfits. This is, for example,
Chkheidze’s opinion that has increasingly emphdsibe emergence of elements of
Continental systems within the British legal syst&m

The conceptual sphere has also undergone substardreges in the United States
and the United Kingdom. While before 2001, the emimf terrorism was associated
with a strong political and paramilitary componeafter the 9/11 attacks, this concept
has evolved into a much more substantive and cdmepsive perspective: the UK
Terrorism Act 2000 was amended precisely in 200lasdo expand the concept of
terrorism to include all forms of violence basedrelgious, ethnic or political reasons
aimed at destroying or threatening to destroy tweas fabric or the state.

Another very important factor was the expam®f the counterterrorist finance law
after 9/11, both in United States and United Kingdd* The 2001 Antiterrorism and
Security Act (ATCSA) allowed the UK government tanfiscate any money it believed
to be related to terrorist operations, whetherarancourt had brought proceedings in
regard to an offense connected with the cash. Tt&ut® completely blocked the
judiciary from playing a role in the freezing asseff non-UK entities: where the
Treasury had reason to believe that a non-UK epbised a threat to British economy,
British nationals, or United Kingdom residents, $ecretary of Treasury could issue a
statutory instrument seizing that individual's dss@he legislation also expanded the

function of freezing orders: not only did the issca result in a suspension of access to

Monitoring Fundamental Rights In The EU: The Cdmition Of The Fundamental Rights Agenidart
Publishing (2005), pp. 130 - 185

53 Chkheidze, GiorgiAdding Inquisitorial Judicial Elements to the Bshi Criminal Justice System:
Trying Terrorism While Respecting Fair Trial Right$niversity of the West of England (2006, pp. 78 -
98

%4 yager, LorenTerrorist Financing: Better Strategic Planning Needto Coordinate U. S. Efforts to
Deliver Counter-Terrorism Financing Training and chmical Assistance AbroadIANE Publishing
(2006) p. 42
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funds but it could also require discloser of pesanformation. There were criminal
penalties of up to two years’ imprisonment for ifajl to abide by the order, to or
provide the requested dafi.All of this has strained the fragile balance betwe
security and freedom. The balance between a toadily accusatorial approach of
common law systems and the protection of fundanheigtats becomes a challenge for
reviewing criminal procedures as a consequencecoéased security purposes.

The context in which these antiterrorist reformapgen is of utmost importance.
As Seidl refers, the balance between freedom andrisg is extremely delicate and
problematic in countries like the United Statesgland and even Israel, partly due to
important historical reasoffs® As Seidl points out, antiterrorist reforms haveeyated
an important impact as well as public discussionsountries like the United States and
England, much more than in continental syst&thdhis is due to historical, cultural
and contextual reasons that must be understood.dithension and the impact of
legislative reforms in the public sphere had inéerad lasting consequences for
criminal justice systems. These lines of changé el the object of the examination

hereafter.

5 Antiterrorism, Crime and Security Act 2001, chaf®d, Part |. The new provisions replaced section
24 with section 31 of the Terrorism Act 2000.

%5 Seidl, Florian,Terrorism and the Balance Between Freedom and 8gc@RIN Verlag, 2007 pp. 5
and following

%7 Seidl, Florianjbid at 8
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2. Main Trends: Fighting Terrorism in Accusatorial

Systems

a) The right to freedom and the increase use of pre-al detention

Pre-trial detention periods in the United Kingdomere substantially extended in
2001, from a maximum of 48 hours to a period ofesestays in which a suspect could
be detained without charge. Previously the Unitedgom had a substantially more
generous and humanistic normative system in regafqeventive detention that the
majority of European countries. Under that regime guspect could not be detained for
over 48 hours without formal charge and could netstopped from contacting his
defense. As Hatchard and Harding observe, casesewt@mmunication with the
outsider were completely prohibited were practicalbn-existent since the late 70’s
and always required validation by the codrfs.

Yet, the United Kingdom rapidly went from being ooiethe European countries
with the shortest periods of pre-trial detentiorb&ng one in the opposite situation. In
2006, with the Terrorism Act, the British Parlianh@pproved the extension of pre-trial
detention from 14 to 28 days, a period that hadoeein seen in this legal system since
the late 1970s, in the fight against Northern hndlaelated terrorism (the term originally
proposed was forty-two days, but it was eventusdlitied at twenty-eight days). This
extended 28 day period required however an anrarswal by an affirmative order
without which it would revert back to the 14 dagsn. Successive orders were made in

2007, 2008 and 2009, without challenge to the Exeswrders. Since 2011 pre-charge

%8 Hatchard, John, Harding, AndreRreventive Detention and Security Law: A CompaeaBurvey
Martinus Nijhoff Publishers (1993), pp. 137- 145

161



detention has reverted back to the 14 days penbdemains however subject to s 25(2)
of the 2006 Act which allows the Executive to restthe extended 28 day pre-charge
detention®>® The Protection of Freedoms Bif’ contains provisions which will repeal
the powers contained in the 2006 Act that enalderdnstatement of the 28 day pre-
charge detention.

Note that terrorism takes on full significance lmstrespect: while terror suspects
could be detained without charge for up to twenghtdays, pre-trial detention for any
other common offence cannot, in principle, go belydwo days. In this respect,
terrorism becomes once more, as Horgan refersgaht&ral topic and the underlying
concern of criminal justice systems of accusataratre®®*

The recent case law of the House of Lords witlarego detention powers in the
fight against terrorism within the United Kingdorhosild also be mentioned here.
Although successive British Governments increasedpowers to detain suspects of
terrorism or terrorist activities since 2005, tloaits and especially the House of Lords
have imposed some limitations to these powfis.is worth mentioning the Belmarsh
decisiori®® which considered the arrest of a group of ternerisispects under the legal
provisions of national emergency disproportionatsé consequently illegal.

The Lords essentially had to address two centsaleis. The first was whether the

Government’s derogation from the European ConvanmbdioHuman RightsECHR) in

respect of the detention measures was lawful. Heersl was whether the statutory

%9 This situation prompted an outcry from the oppositi“Shadow Home Secretary Yvette Cooper
argued that the Government had taken a "chaotistogeh to national security by allowing the powters
lapse without having been entirely clear what emecy powers could be introduced to reinstate
extended pre-charge detention if this became naggsdorne, Alexander, Brman, Gavifre-Charge
Detention in Terrorism CasesCommons Library Standard Note, Published 16 M&812, Standard
notes SN05634.

305ee: http://services.parliament.uk/bills/2010-1&tectionoffreedoms.html

%1 Horgan, Johnwalking Away from Terrorism: Accounts of Disengagenirom Radical and Extremist
MovementsRoutledge (2009), pp. 29 and following

%2 Gardbaum, Stepherfhe New Commonwealth Model of Constitutionalismedi and Practice
Cambridge University Press, (2013), p. 168

33 A and others v Secretary of Stéte the Home Departmefi2004] UKHL, p. 56
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provisions under which the appellants had beenirdstavere incompatible with the
ECHR. The Lords thus addressed the designatioe sswvell as the interference issue.
By an eight-to-one majority, the derogation by thk€ Government from the ECHR
was quashed and a declaration issued to the etantsection 23 ATCSA was
incompatible with the Human Rights Act 1998 (UK).

The House of Lords judgment can be divided intee¢hdifferent moments :
Seven members of the Court — Lords Bingham, NishoHope, Scott, Rodger,
Carswell, and Baroness Hale — held that, while @blic emergency threatening the
life of the nation’ could be said to exist, theatdton provision could not be said to be
‘strictly required’ by that emergency. It was disportionate and discriminatory and
hence unlawful. One judge — Lord Walker — dissentéel held both that there was a
public emergency threatening the life of the natmal that the detention provision of
section 23 ATCSA was neither discriminatory norpdiportionate to the aim the
measure sought to achieve. Lord Hoffmann agreeld thvé majority that the provisions
in question were incompatible with article 5 of tBEHR. However, he was the only
judge who held the derogation unlawful on the grbtimat there was no ‘war or other
public emergency threatening the life of the ndtisithin the meaning of article 15 of
the ECHR®

This decision demonstrates, with enough relighilibhat the case-law has not
always followed the objectives of the executivenigiain the fight against terrorism and
has been an essential element of control and i@sththe derogations proposed by
Governments to the principles of Community and rimdéonal law with regard to

rights, freedoms and guaranté®s.

%4 See The Question of Proportionality and the Belmar®etainees Decision at

http://epress.anu.edu.au/war_terror/mobile_dewt@®s/s05.html
35 Kavanagh, AileenConstitutional Review Under the UK Human Rights, &ambridge University
Press, (2009) p. 385
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The Belmarsh Case also drew significant limitationsespect of the derogation
regime of Article 5 of the European Convention oantan Rights and Fundamental
Freedoms, regarding the unlimited detention periadd to the absence of formal
charges of terrorism suspeti8As Feldman states:

“The Belmarsh decision marked a dramatic changedinection. While the
judgment itself changed little, especially for thalividuals caught up in the
government’s detention/control order/deportatiorategy, it was remarkable for
the rejection by eight of the nine Law Lords of tqgpropriateness of deferring to
the executive in assessing the proportionality ehsures taken under the cloak of
national security.[...]) More significantly, perhag3elmarsh has opened up the
political and legal debate about the necessitydbkang to the logic of the cycle of
terror and repression. In particular, the decisierved to embolden campaigning

NGOs and political opposition to the legislatiory, tonfounding the automatic

assumption that counter-terrorism measures weaiahable™®’

The phenomenon of "Control Orde¥8"issued by the Home Secretary in the
United Kingdom, which led to the detention of ab@®&00 foreigners between 2002
and 2007, for being suspected of belonging toratist group or of being connected to
financing terrorist activities, also deserves sogference. Actually, this kind of action
of the executive branch has been one of the chosthods by successive British
Governments to effectively — and without furtheed@f control or judicial verification
- fight terrorism and organised crime, especiallyew related to international sources.
However, it cannot be said, that these measures baen — and continue to be —
peacefully accepted in the United Kingdom, in fiaés also undeniable that legal and

academic literature continue to analyse them exhguritically

%6 The Belmarsh case — a legal theorectical anailydigtp://natashalatiff.com/2008/11/06/a-v-secngtar
of-state-belmarsh-case-legal-theoretical-analysiiel, Markus,The Militant Democracy Principle in
Modern DemocraciesAshgate Publishing, (2009) p. 339

%7 Fledman, D., “The Dampening Effect of Human RightsNorms” in
http://epress.anu.edu.au/war_terror/mobile_dewitd&/s11.html

%8 Donohue, Laurasupranote 33 at 63 - 71

39 Mathew, Penelopefresh perspectives on the war on tefrrésNU E Press, (2008) pp. 340 and
following
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In the United States, the pre-trial detention pneas substantially extended,
both in terms of permissible period and in termghef reasons that legally justify the
application of pre-trial detentiot.

Before 9/11, the United States had a very simiketewtion procedure to, and
based primarily on, the procedure that was followedhe United Kingdom. The
interpretation that resulted from case law gaveaerits the right to communicate with
the outside, the right to a counsel of the susp@ttbosing or appointed by the state and
a maximum detention period of 48 hours without farcharge. In some ways the law
in the United States was even stricter than in Umed Kingdom, requiring the
presence of counsel during any questioning to pesisegardless of the crime at hand,
including terrorisn?’*

Soon after the 9/11 attacks, even unlimited detentf terror suspects was
permitted, provided that it was confirmed by theéoftey-General. In fact, on March
11, 2003, a federal appeals court ruled that tledgdainees have no legal rights in the
United States and may not ask courts to review thetientions. The unanimous ruling
by a three-judge panel of the U.S. Court of Appéaishe District of Columbia Circuit,
consisting of judges A. Raymond Randolph, Merrickl@&nd, Stephen Williams, means
that the detainees can be held indefinitely withactess to lawyers or judges. The
decision upheld a federal court ruling issued imést of 20027224373

This broadening and substantial change of the rdegreventive detention is

probably the most direct expression of countemtest measures adopted by Western

370 Human Rights WatchUK: Counter the Threat or Counterproductive? Comtasn on Proposed
Counterterrorism Measuresluman Rights Watch Publications, pp. 8 - 19

"1 Wroble, Lisa, The Right to Counsel: From Gideon V. WainwrightGimeon's TrumpetEnslow
Publishers (2009), pp. 51 - 64

372 Schmittroth, Linda,Immigration and lllegal Aliens: Burden Or Blessing@ale Group ed., (2003), p.
28
373 For more information on this case see:
http://911research.wtc7.net/cache/post911/attaalkisfsetribune _courtbacks.html (accessed on August,

2013)
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States. However, as Williams refers, this is naimaple extension of probation, but
truly a new culture that conceives and implemengsgntive detention as a tool to fight
crime®™

This idea must be further explained. Criminal ipestsystems have implemented
preventive detention as a customary and permanesasume within the scope of
proceedings involving terrorism and organised crinadlowing the precautionary and
exceptional aspects of these measures - that wet® lastorical origin to wane. It is
this "profound historical change", as indicated Byofessor Munoz Conde that
determined an increase of over 30% of pre-triatgdns in countries like the United
Kingdom and Isra€ef?

Within this topic, one must distinguish betweent&ahat have simply extended
the legally allowed deadlines for pre-trial detentand those that have moreover began
to make a permanent and constant use of pre-eiaintions in proceedings related to
terrorism and organised crime. In the wide rangeystems of accusatorial nature, we
can say that the British, American and Israeli legastems have begun to consider
detention as a recurring and usual instrument lier grossecution of terrorism and
organised crimé?

Once more, Munoz Conde draws attention to this@&spwhich should be
emphasised: the increased use of pre-trial detent@md the related extension of its
terms is a characteristic trait of the major referta the post 9/11 criminal legislation

and relates to the emergence of a new criminaltfeatvis directly focused on a specific

37 williams, Marian, “The Effect of Pretrial Detentioon Imprisonment DecisionsGriminal Justice
ReviewMarch (2013) , n° 38

37> Munoz Conde, Francisco Jos¥erecho Penal Parte Especidl5a edicién, ALDA ed. (2010) p. 755
376 Bahtiyar, Zarif,Pre-trial Detention in the European Union: An Apsis of Minimum Standards in
Pre-trial Detention and the Grounds for Regular Revin the Member States of the EWolf Legal
Publishers, (2009), p. 889
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objective of criminal policy: fighting terrorism dnits supporters. In a word: the

criminal law of the enemy.

b) The Right to Privacy and the emergence of new metks for
surveillance and criminal investigation. Preventivepowers of law
enforcement - a new paradigm of cooperation betweepolice

forces and intelligence services

In common law systems, the most significant chamgebably occurred in the
surveillance and prevention powers of law enforagnagithorities. Prior to 2001, in the
USA and the United Kingdom, most of the surveillanactivities carried out by
criminal police authorities — which do not incluttie actions carried out by intelligence
agencies — required a warrant. Now, after the ldtadhe situation changed
dramatically: surveillance and monitoring by lawfanement authorities became
constant, intense and often discretiorfafy.

In the United Kingdom, for example, no raids oeneeption of communications
could be carried out without a warrant, even inesasf terrorism and organised
crime®”®In the United States, although in some cases tdareement authorities could
intervene autonomously in cases of terrorism — @afhg after the Oklahoma City
bombing — their autonomy was restricted to situettiof flagrante delictoand cases

where it was not possible to obtain such warrantiuie course.

377 Mathiesen, ThomasSilently Silenced: Essays on the Creation of Acgriee in Modern Society
Waterside Press (2004) p. 86

38 gSee  Regulation of Investigatory Powers Act of 200@section 3) at
http://www.legislation.gov.uk/ukpga/2000/23/sectitin See also Alexander, YonahUK's Legal

Responses to Terrorisi@avendish Publishing (2003), p. 28
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Even in the specific case of wiretapping by crinhipalice authorities, in 1990s,
the United Kingdom enacted highly restrictive |égfiosn — when compared with
continental systems — requiring a warrant in mases and restricting the admissibility
of such evidence to strictly necessary and potintsarious cases — when such facts
could not be obtained through less restrictive mé&h

But, with the new antiterrorist legislation, theatst proposed to expand the
interception of communications sent using publiedemmunications systems or via
post to all communications by telecom operatormail delivery systems. Second, the
state sought to relax warrant applications, tyimgm not to addresses, but to
individuals, with a list of addresses and numbdtached and easily amendable by
lower level officials. Third, to allow the stateeflibility to react to emergencies, the
power to request wiretaps would be extended froenSénior Civil Service to the head
of the agency involved. Fourth, the Labour Govemiwveanted to expand the length of
time for which a warrant operated: under the pnevistatutes, taps remained in place
only for a two month period, with the possibility monthly renewals in cases of
serious offenses, and on a six-month basis foremsatif national security and economic
well-being. The state proposed to change the lengttime, for serious offenses, to
three months, to be renewed every three months,fananatters of national security
and economic well-being, to be renewed every sixthm Fifth, the government also
proposed to expand its powers of interception ttuohe private networks, with the aim
of making it legal for businesses to record commatons in both public and private
sectors. Sixth, where previously communicationsdatuld be turned over voluntarily,

the state wanted to compel targets to do so. Ulaipmathe new legislation forced

3 See Regulation of Investigatory Powers Act 2000,ect®ns 33 — 40 at

http://www.legislation.gov.uk/ukpga/2000/23/pdfgigia_20000023_en.pdf
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Internet Service Providers (ISPs) to attach devitestheir systems enabling
communications to be intercepted en rofite.

Furthermore, monitoring extended to areas not ticadilly covered?' such as
cyber activity and financial movements, which aosvrconsidered central to the fight
against terrorisd¥ and organised crime. In this context, the UK Pntioa of
Terrorism Act 2005 empowers authorities to carry auifferent set of surveillance
practices on terror suspects, making their admatise authorisation dependent on the
Home Secretary and not on any judicial authorityuchl of the British Parliament’s
discussions in 1994 and 1995 suggested that wpetgshould be restricted to cases of
great complexity and, as a rule, of a transnatioaslire. During the same period, some
of the most important associations that deal witl protection of citizens’ rights,
freedoms and guarantees -such as the British Cadui@lvil Liberties Association
(BCCLA), whilst analysing the situation in the Usit Kingdom - defended that
mandates or court orders to intercept telephonemaamcations should specify exactly
what kind of elements are targeted and have a ywent hour period for their
implementation. It is important to mention that theited Kingdom's legal literature has
been deeply divided over this subject, swingingween a shy interpretation of
antiterrorist legislation and a fierce oppositi@uyle, for example, has been one of the
most consistent critics of the telephone interaeptiegislation in England and the

United States in the last decaffeln turn, Aleksander Avkov has brought consistent

%0 Donohue, Laura, supra note 33 at 196; The Rt.BarSwinton ThomasReport of the Interception of
Communications Commissioner for 20QOct. 31, 2002), H.C. 1243, at 50, available atwipt-
uk.com/docs/.

31 picarra, NunoElectronic Surveillance and European UnjgLFA (2008), p. 143

32 Gustin, JosephCyber Terrorism: A Guide for Facility Manager€RC Press (2007), pp. 139 and
following

33 Doyle, Charles, Privacy: An Overview of the Eleciic Communications Privacy Act, Congressional
Research Service (Oct. 2012) at http://www.fassgglcrs/misc/R41733.pdf
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and extremely critical studies regarding the evotubf telephone interception in recent
decade$®

In this respect — as would actually happen with tmesuthern and Central
European countries — police powers in road sueugik, control of financial flows,
monitoring telephone conversations and electrommmunications have increased
exponentially, in flagrant violation of the fundamt@l right to privacy enshrined in
most European constitutions and in the jurisprudeidhe higher courts.

Accompanying and leading the global wave of anti@st security, the United
Kingdom, along with the United States, introducedttfer provisions to combat
terrorism. The Antiterrorism, Crime and Securityt 2001 (ATCSA) was the United
Kingdom’s response to the September 11, 2001 tetatacks.

The ATCSA came into force on 14 December 2001, aingnthe counter-
terrorism provisions already in force in the Unit€éidgdom to provide the Government
with increased powers to combat all forms of tesrar

The measures were intended to:

« Cut off terrorist funding without a court order.

» Ensure that government departments and ageoaresollect and share information
required for countering the terrorist threat, imthg the interception of telephone
conversations and electronic communications, wathimits and without a court order.

» Ensure the security of the nuclear and aviatmlustries that now constitute classified
information are protected and maintained by Britigklligence service¥?

In relation to electronic surveillance, the Unitéshgdom significantly expanded
the closed-circuit television network. By 2003, tewad a half million, or roughly 10 %

of the globe’s total number of CCTV'’s operated aitigh soil. Donohue explains that:

34 Vladimirovich Avakov, AleksandeRlato's Dreams Realized: Surveillance and Citizéghi, from
KGB to FBI Algora Publishing (2006) pp. 52 - 62
35 30usa, Clara Costa, UKervicos de Inteligéncia na era tirorismag Bertrand Ed. (2002), p. 34
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“The net effect is substantial: each person tranglthrough London is caught on

film approximately 300 times per day. These devidesot just watch and record,;

some use facial recognition technology to scanpihielic against a database of

persons sought by the stat&®

A particular consideration should be given to tlaeagigmatic case of the above
mentioned ‘control orders’, i.e., administrativelers aimed precisely at ensuring an up-
to-date database of terror suspects and their elsai®milarly, the recipients of these
orders were also automatically subjected to théectbn of evidence (such as DNA
and fingerprints) that previously required a coarder too. The Terrorism Act 2006
allowed law enforcement authorities to immediatgyher fingerprints and other DNA
evidence deemed necessary to prevent future terradts, even if there was no
indication of such a threat.

As Gallant points out, changes recently introduicethe British criminal justice
system were unthinkable in terms of confidentiabifyinvestigations® In a system
accustomed to the highest levels of publicity inmanal proceedings compared to all
other European systems, the changes introducedOé tzgarding terrorism prevention
legislation definitely reversed this trend, bringjithe structure of British criminal
procedure closer to its civil law counterparts,tsas Portugal and Spain. Indeed, as
with these two countries, also the UK law (Ternori$revention and Investigation
Measures Bill) went on to consider the possibitifykeeping proceedings confidential
until the trial in cases of terrorism or connectiorterrorist activities.

In turn, in the USA, the USA Patriot Act made twaportant changes to the
Foreign Intelligence Surveillance Act (FISA): itlalied applications where foreign
intelligence constituted only ‘a significant purposfor an investigation, and it

authorised the state to obtain tangible objectsh &1 computer disks and drives. Where

3% Donohue, Laura, supra note 33 at 214 -215
%7 Gallant, Michelle MaryMoney Laundering And The Proceeds Of Crifidward Elgar Publishing,
(2005), p. 22
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previously FISA applications requires that the gatig of foreign intelligence be the

sole reason for search or surveillance, the newsl&gn allowed for applications when

foreign intelligence provided a merely significaeason. The Attorney General quickly
seized on this power and issued guidelines thdtsah authorisation could be sought
even if the primary ends of the surveillance redteordinary crime.

In relation to the USA Patriot Act, the idea of &omg concentration and
strengthening of Executive power must be once agiaphasised. The strengthening of
both, the Executive and Police power and its dinmensre, according to Susana
Bonetto, the main features of the antiterroristomeis of the last decad®® The
strengthening of the internal security structurelamTitle | (sections 101 to 106)
consists of the following measuf&s
a) Establishment of a Counterterrorism Fund (Set) Which shall remain available to
repay the Department of Justice for any costs neduin connection with:

- (1) re-establishing the operational capabilityasf office or facility that has been
damaged or destroyed as the result of any domasiinternational terrorism incident;

- (2) providing support to counter, investigate,pposecute domestic or international
terrorism, including, without limitation, paying wards in connection with these
activities; and

- (3) conducting terrorism threat assessments déifee agencies and their facilities and
reimburse any department or agency of the FedervaefBment for any costs incurred
in connection with detaining in foreign countriesdividuals accused of acts of
terrorism that violate the laws of the United State

b) Increased funding for the Technical Support €erdt the Federal Bureau of

Investigation. (Sec. 103).

38 Bonneto, Susan&olitica y desborde. Mas alla de la democraciaigeEduvim, 2012 Buenos Aires
(2012), pp. 48 - 52
%9 Rogeiro, NunoQ Patriot Act na éptica da seguranca internacigmdimedina (2009), pp. 82 - 91
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c) Expansion of the National Electronic Crime T&skce Initiative (Sec. 105): "the
Director of the United States Secret Service dla&kk appropriate actions to develop a
national network of electronic crime task forceaséd on the New York Electronic
Crimes Task Force model, throughout the UnitedeStebr the purpose of preventing,
detecting, and investigating various forms of elmat crimes, including potential
terrorist attacks against critical infrastructunel dinancial payment systems."

d) New presidential authority (Sec. 106) to orde® tonfiscation of property under
IEEPA (International Emergency Economic Powers Act)l TWEA (Trading with the
Enemy Act). Section 106 amends Section 703 of IEEB0AU.S.C. 1702), allowing the
President to confiscate foreign property as retahaof attacks perpetrated by foreign
nationals. However, Section 106 goes further an@éra® IEEPA to authorise the
President to freeze foreign property located in thdted States or subject to the
jurisdiction of the United States, during any imgation under the International
Emergency Economic Powers Act, without having tatviar the conviction of the
perpetrator of the crime or threat. In this contélke Government can confidentially
submit any information provided by intelligencesees on which the IEEPA relied on
to decide to prosecute a given individual. ThisstmBty does not confer or imply any
right to judicial review of the decision, which hlasen highly disputed in the United
States for directly violating the constitutionajht of citizens to judicial review.

e) Requests for military assistance to enforce iprobn in certain emergencies (Sec.
104). The Department of Justice may request assistduring emergency situations
previously provided for under the exceptions, keeergency situations involving
chemical, biological and nuclear weapons, (18 U.2832e, 10 U.S.C.175a, 229E,
831(e). This section amends section 18 U.S.C. 2BRRjding emergency situations

with other weapons of mass destruction.
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With regard to the confidentiality of investigatonand the rights of
communication of suspects, common law systems sgmifisant changes after the
September 11 attackS.For example, while in the United Kingdom the manim
period for which a suspect could be held withouthownication and formal charge was
extended from three to seven days in cases ofri@md’" in the United States there
was not even a prescribed maximum period of nonmgomication, leaving that
decision to the US Attorney General or the speuiéitary tribunals when the suspect is
detained under military jurisdiction, pursuant toe tPatriot Act® To avoid the
possibility of judicial appeal and the access tavaeyer by suspects of terrorist acts, the
United States approved the Military Commission Act2006, establishing a special
jurisdiction of military courts for suspects of ienism, wherein traditional safeguards
such as Habeas Corpus, the right to a lawyer instage of the procedure and the right
to a judicial appeal were denied. Under this netemtéon system, suspects of terrorism
could easily be forced to total isolation from thaside world for an almost unlimited
amount out timé®

Israel is an important case study in this mattére Tsraeli state has always been,

within the common law family, one of the great gxoens to the general principle of

390 Dalglish, Lucy A.,State Open Government Law and Practice in a Pdst-World: Changes in State
Public Information Laws in the United State Sinbe War on Terrorism and Selected Changes in
National Public Information Laws Since the War oerrdrism in Colombia, France, Israel, and the
United KingdomLawyers & Judges Publishing Company, (2007),00. 8

391 Terrorism Act 2000, extended the limit to 7 dagsethtion without charge for terrorist suspectsldb
allows terrorist organisations to be banned byGl@ernment and not by the Courts. Sixty groups have
to date been outlawed.

392 For example, Section 412 of the US Patriot Act aseel the Immigration and Nationality Act, adding
a provision on the detention of suspected termorighis provision empowers the US Attorney Gengral
order the arrest of foreign nationals when thera isasonable basis to suspect them of involveinent
terrorism or other activities that constitute a glemto the national security of the United StafHse
period of arrest on these grounds was originalktrided to seven days, during which the Attorney
General had to decide whether deportation procsdsmeuld continue or criminal measures should be
taken against the detainee; otherwise, the sus@etto be released from detention. However, the new
provision allows the administrative detention gfexson, even in cases where their deportation ffem
United States does not appear imminent, for a gesiosix months at a time if the Attorney General
thinks the release of that person would endangendfi®nal security.

393 See Section 7 of Military Commissions Act of 2q0E8CA)
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publicity of proceedings. Indeed, in cases of itigasions related to terrorism and
organised crime which undermine national secuthg, whole proceedings should be
conducted on a basis of strict confidentiality,nsach so that the trial may be closed to
the public under special circumstances. Similatlynust not be forgotten that after
2001, many of the trials relating to terrorism onmgnal activities related to
international organisations were conducted in speuilitary tribunal$®, in most cases
without any publicity.

Israel has for many decades also resorted toamlifurisdiction as way to
bypass fundamental rights and civil jurisdictiotess On the one hand, the concept of
enemy combatant has been very broadly interpreteghdiice authorities, allowing
detention in isolation of hundreds of suspectseoforist activities. On the other, in
2013, the Israeli Parliament approved the Anti-GerBill, which authorizes
administrative detentions - without any judicialeérvention — of terrorism suspects and
specifically prohibits communication with the oulsi— even with a counselor — for a
period of up to 30 days>

It should also be noted that the United Stateselsaind the United Kingdom are
not the only examples of this situation. Also Newealand, for example, has
considerably restricted the publicity of criminalopeedings related to international
terrorism, which has drawn heavy criticism at hofoe being contrary to the New
Zealand Bill of Rights Act 1990.

Furthermore, there are the legal costs — or thectdimpact on the legal systems
of most Western countries — identified by Donohespecially in related to the rights to
freedom, privacy and property in the American amidigh legal systems. According to

Laura Donohue, the impact of counter-terrorism me=s has been significant, in the

394 Duffy, Helen, The 'War on Terror' and the framework of internatib law, Cambridge University
Press, p. 317
39 See http://news.xinhuanet.com/english/world/2068:0/c_132444865.htm
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context of the right to privacy of citizens — witlncreased interference in
telecommunications and electronic communicatiorss 1S a true legal cost of the war
on terrorism and organised crirfie.

The report presented by the European Parliame2@07, relating to EU Member
States in the fight against terrorism, clearly shdhat citizens’ privacy rights were the
most severely affected. This is a consequence thbdties having been empowered to
take surveillance measures that brink upon theopatslife of citizens while only
requiring administrative authorization to do so.

This privacy relates not only to telephone converea and electronic
communications, but also to the protection of peasalata and financial banking,
clinical and other information, etc. In no otheearof social life were citizen’ rights so
restricted in the last decade in the name of thktfagainst terrorism and organised
crime.

The consideration that has to be addressed iedetait only to the phenomenon
of terrorism in itself, but also to the perceptibiat companies, as a whole, have of the
phenomenon, its consequences and implications.ufediFpoints out, the phenomenon
of terrorism is, in contemporary society, an anliffor people’s fears and

insecurities®’

3% Donohue, Laurasupranote 33 at 187 (interception of comunications)
397 Furedi, FrankCulture of Fear RevisitedContinuum International Publishing Group, (20Q6)75
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c) Freedom of expression and the limitations imposedybthe law
against terrorism, within the framework of freedom of

expression and communication

Although financial counterterrorist laws may be siag an incremental erosion
of areas already subject to substantial governroentrol or regulatioris® they have
infringed on a broad range of rights — free speegligion, privacy, and property — all
important to the overall health of a democracy. yrhave caused other political and
humanitarian damage as well.

A very interesting point in this respect is relatedfreedom of expression, of
association and of artistic creation. Such valuagehlong been protected and are
considered part of the pillars of the common lagaldamily, representing an extremely
important element in the case law of countries like United States, the United
Kingdom and Australia.

For example, the United Kingdom, which has beenafribe most enthusiastic
advocates of people’s freedom of expression athieed Nations General Assembly
and the Security Council, is precisely one of tlerdtries that have restricted this
freedom in the fight against terrorism. On the twaad, it began to criminalise the
discourse in defence of Islamic fundamentalism ainishcitement to revolt against the
United Kingdom, in spite of the lack of any conerattion; on the other hand, the mere
fact of belonging to what the Executive considaersbe a terrorist organisation or

associated with any terrorist group, is punishdbleup to five years imprisonment

398 Kraft, Michael, U. S. Government Counterterrorism: A Guide to Whe®WhatCRC Press, (2012)
pp. 21 and following; Huckerby, Jayn&ender, National Security and Counter-terrorjsRoutledge
(2013) p. 183
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without the need for any actual action or activilda Conde argues, the right to free
expression was probably the most affected — alog the right to freedom — by the
fight against terrorism waged by Western governsiernd the one that most
expressively led us to ask ourselves about howvéaare willing to go to save our way
of life.?%

This is one of the most relevant aspects of thesttamts in terms of civil rights
in the context of the fight against terrorism. FEle@ of expression, whether in terms of
the media, whether in terms of freedom of thoughtacademic freedom, has been
severely affected by emerging antiterrorist legisla Streb reviewed academic
freedom in the post September 11 period and coadluthat, under all possible
analytical perspectives, a significant decreaseegidom had indeed occurréd.

Walter also points out that the continued restiicdi to the freedom of the press
and freedom of thought, is one of the most sermussequences of the "war against
terrorism" and suggests a compensation rationdieshvhe recommends be adopted by
all Common Law jurisdictions:

“Countries should compensate for the restrictiofuaflamental rights (such as the
intimacy and privacy of communications) with a stghening of freedom of
expression and freedom to criticise, as a way suendemocratic scrutiny of the
executive branch®®*

The case of Israel has proved to be a perfect pbeaim this regard. The Jewish
state has frequently applied restrictions on freedaf expression and association,
always in defence of national security and thetfagpinst terrorism. From the closing
down of public television channels to the censqrsificertain radio programmes, the

Israeli Government has, since its inception in 1948 juently enacted highly restrictive

39 Losano, Mario G. y Francisco Munoz Conde (orl),Derecho ante la globalizacién y el terrorismo
Ed. Tirant lo Blanch, Valencia, (2004) p. 128

400 Streb, MatthewAcademic Freedom at the Dawn of a New Century: Heworism Governments,

And Culture Wars Impact Free Speech, Stanford UsityePress (2006), pp. 43 - 49

401 \Walter, Christian;Terrorism as a Challenger for National And Interioaial Law: Security Versus
Liberty?, Springer, (2004), p. 63

178



laws on freedom of expression and communicatione Beptember 11 attacks
undeniably worsened this trend, notably with thepidn, in 2005, of a legislative
package specifically designed to combat “the dissanon and propaganda of
terrorism”, which was passed in the Knesset byBan2djority of members. Once again,
this reflects the maintenance of a “permanent siexception”, this time applied to
the freedom of communication and expression.

In addition to the formal (or legal) aspects oégl reforms, there is another
aspect that should be highlighted, as Sousa Seeftrs: the considerable restrictions to
the freedom of information and to the freedom @ pines&. Indeed, the eagerness of
Governments to control information and to predity &pe of threat, also led them to
impose to the media, severe restrictions to threedom to inform the public. These
limitations, as Sousa Santos furthermore stre$seda not always been enacted through
specific laws or direct orders, but were disguigéth economic or political pressure. In
fact, the number of legal proceedings and crimingestigations against the media,
have not only increased exponentially- in particihethe United States— but also in the
majority of accusatorial systems, heavy fines vagglied to the boards of directors that
violated secrecy rules of criminal investigations that, in the understanding of

Governments, made the apology of terrorist movesaent

402 5ousa Santos, Boaventusapranote 209t 89
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d) The doctrine of criminal equality & the developmentof marginal
communities: the legal status of immigrants and thecontrol of

migration flows within the ‘war on terror’.

The United States and the United Kingdom have lleercountries most active
in adopting anti terrorist measures, which cannet disconnected to their close
involvement in the war against terrori§thand their military presence in Irag and
Afghanistan. These states acquired a certain peooejhat they were the real targets of
terrorist groups and that their way of life was whaly mattered in the defence of
freedom.

In July 2006, the British Government presentedctsinter-terrorism strategy
(“Countering International Terrorism: The United ngdom’s Strategy”). This
document points out the main causes of terrorischcafls on internal cooperation, of
State officials, representatives of the Muslim camities and the general public, to
join efforts and work in partnership with the Gaweent to manage and undertake
effective action against this thregtstating that part of the counter-terrorism stratisg
run by the British secret services and obviouslgtams information that cannot be
disclosed to the Parliament and general publicuAvesy conducted by The Guardian
newspaper, published in late December 2004, dematestexactly that: 80% of the
respondents who in the past supported the labaty gaclared themselves opposed to
the British Prime Minister’s policy.

This new context of “constant fear” and “sense ofderground war” had

significant consequences, particularly in the foom police action and in current

403 Alcoba, Manuel LunaPor qué el TerrorismoRey Ed., Madrid (2003), p. 31
404 paulo Soares, Anténit)K: uma estratégia comunitaria de combate ao tasmig Almedina (2007),
pp. 134 - 136
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immigration and asylum policies. These two phencangare particularly visible in the
United States and the United Kingdom.

With regard to the treatment of foreigners, Donokhews that in the United
States alone, more than 4,000 foreigners werertegtavithout charge under executive
orders. The FBI became a constant presence in ressgud in the headquarters of
Muslim organisations, which was rare or virtualtynrexistent until 20012

These activities were carried out by police arftepsecurity forces often based
on acquired perceptions of nationality, race oigreh, as evidenced by the tragic fatal
shooting of Brazilian national Jean Charles de Mereat the Stockwell underground
station in South London. On the other hand, thdiegtpn of house arrest orders or any
other form of detention for an indefinite period tohe and without any sustainable
evidence has been frequent, with devastating colesegs in terms of the mental health
of suspects and of society itself. As Donohue godruit:

“Beyond the anxiety about physical safety, indedinidetention’s long-term
psychological effect on suspects can — even witlvogtcive interrogation — be
devastating. The European Court of Human Rightsidgitothese effects to public
notice inlreland v. United KingdomBut the problem was not limited to the
treatment of Northern Ireland detainees. Many peepbject to detention and then
control orders in United Kingdom after Septemberbgtame severally mentally
disturbed. Mahmoud Abu Rideh, for instance, onéheffirst post 9-11 detainees,
was transferred to Broadmorr psychiatric hospiBal. March 2005, 4 of the 10
placed under control orders were suffering fromt@qsychiatric or other medical

problems” 4%

In turn, Amnesty International, the European Pargat and many other
important political actors, including The UK Govarant's independent reviewer of
terrorism legislation, Lord Carlile of Berriew, haweavily criticised the application of

these restrictive measures implemented by the Uikitegdom, seeking to demonstrate

%> Donohue, Laurasupranote 33at 67
4% Donohue, Laura, supra note 33 at 115
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the negative psychological impact they are havimgiwil society which, through these
actions, raises fear of new and more deadly tetrattacks®’

The so-called ‘criminal law of the enemy' concelded by Gunther Jakobs
deserves special mentifi.This is a point emphasised by Donohue particulestien
considering that:

“Criminal law systems after September 11 in cousitliee the United Kingdom
and the United States have now incorporated som@wdb objectives such as the
repression of certain specific communities as agltheir control, with the purpose
of fighting transnational terrorisrif®

A true foreigners’ criminal law in the words of Reesor Guedes Valente, to the
extent that the criminal law system takes on thiy geecific purpose of protecting the
national community in view of external thredts.

Among the areas in which more restrictions wereasag on personal rights have
been precisely citizenship and immigration lawsthfie conviction that a great deal of
terrorist attacks were and are planned beyond twetters and by ‘foreigners’, British
and the United States governments adopted significastrictions to the entry of
foreigners in their territories, regardless of #mademic or commercial nature of such
mobility. In effect, those governments strongly @ged in modifying their respective
immigration laws in order to control and preveng timobility of possible suspects of
terrorist activities.

The USA Patriot Act for instance produced significanpact on immigration as
it modified immigration law, increasing the abiligf federal authorities to prevent

foreign terrorists from entering the US, to dettoreign terrorist suspects, to deport

97 Agence France Press, “Britain Approves Three m@omtrol Orders’ on Security Suspects, English
Wire”, March 13 (2006)

%8 Viiquez, Carolina, “Criminal Law of the Enemy - AoBmatic Chimera or a Future-Oriented Model?
(Derecho Penal del Enemigo ¢ Una Quimera Dogmatica dodelo Orientado al Futuro?)at Politica
Criminal, n°3 (2007), pp. 1 - 18

4% Donohue, Laurasupranote 33 p. 135

“1% Guedes Valente, Manuél,Congresso de Direito PenaCoimbra (2006), p. 145
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foreign terrorists, to mitigate the adverse immiigira consequences for the foreign
victims of September 11, and authorised appropnatito enhance the capacity of
immigration, law enforcement, and intelligence agjes to more effectively respond to
the threats of terrorism.

As Guild states, based on statistics of recentledtathe British and the United
States governments believe that by reducing thry ehforeigners from some countries
— even when the purpose is to study or to makesinvents — they will strengthen their
surveillance and control capacity of potentialaests**

Finally, the concept of the 'enemy's criminal ldwbught about yet another
worrying consequence to countries like the Unitadt€s and England, as Munoz
emphasises: a very significant feeling of disthetiveen the various racial, religious or
ethnic communitie§*? Indeed, the antiterrorist reforms adopted by thmitdd States
and the United Kingdom (and already a few yearstagtsrael) have created a major
division between communities, with significant cegsences to the cultural, social and
economical-financial spheres. In a way, as Derstropointed out, the ‘enemy’ scattered
across societies, rooted itself in various comnesiand constitutes a new problem for

democratic constitutional States, in terms of aterfice and pluralisi?

“1 Guild, Elspeth;Terrorism And the Foreigner: A Decade of Tensionuhd the Rule of Law in Europe
Martinus Nijhoff Publishers (2007), p. 51; Guedealénte, ManuelDireito penal do inimigo e o
terrorismo: do progresso ao retroces#medina (2010), p. 76

“12 Burgueno Munoz, Jos€uéstion de Confianz&ditorial UOC (2010), p. 18

“13 Dershowitz, Alan M.Why Terrorism Works: Understanding the Threat, Rasing to the Challenge,
Yale University Press (2008), pp. 67 - 73
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e) The creation of new criminal offences & the develapent of the
framework of a criminal policy to fight terrorism a nd organised

crime

There is another phenomenon impossible to ignorgha context of the
legislative developments of the last de¢atéhat is closely related to the limitations
imposed on the enjoyment of fundamental freedohescteation of a new set of crimes
and criminal offenses directly or indirectly reldt® terrorism. This phenomenon seems
to be cross-cutting to multiple accusatorial systé&m

The case of the new offence, approved by the Lon@omernment in the
immediate aftermath of the 7 July 2005 bombingshe- offence of glorification of
terrorism — clearly reflects the climate of pressuear and “exceptional context” we
mentioned earlier. According to this new antitesor legislation — passed by the
British Parliament with 315 affirmative votes agai@77 negative votes — people who
publicly defend terrorist acts or support terrofigures or groups, even without any
specific activity or form of incitement, can be ojed with the offence of “glorification
of terrorism. As Jakobs points out, with this ldte borderline between a criminal law
of the fact and a criminal law of the perpetratoextremely thin.

The expression “glorification of terrorism” whiclelates to what Barendt has
classified as “acts, at least where members ofptiidic would reasonably infer that

they should emulate therd*® is of special concern as it raises serious question

414 Beckman, James, Comparative Legal Approaches to Homeland Security Antiterrorism, Ashgate
Publishing (2013), p. 77

“I> Durmaz, Huseyinnderstanding and Responding to Terrorid@S Press, (2007) p. 103
“1%Barendt, Eric JIncitement to, and Glorification of, Terrorism,
DOI:10.1093/acprof:0s0/9780199548781.003.0023,
http://www.oxfordscholarship.com/view/10.1093/adpreo/9780199548781.001.0001/acprof-
9780199548781-chapter-23
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regarding restrictions of freedom of expressiotight of the inaccuracy and the almost
infinite ways it can take form. The criminalisatiohsuch a vague conduct that can be
open to multiple interpretation§such as publishing a report considering a suicide
bomber a role model, suggesting one responsibla terrorist attack should receive a
commendation, or sharing a video of terrorist pggwala on a social media webpage)
seems to be contrary to the interpretation that besn made by the European
Convention on Human Rights by the English courtsl #me European Court of
Justice’

The criminalisation of vague conducts has beeretatjelsewhere by upholding
that the adherence to the principle of legalityuiggs criminal laws to be intelligibfg®
In the United States for instance the Void-for-Vagess doctrine requires that “a penal
statute define the criminal offense with sufficielgfiniteness that ordinary people can
understand what conduct is prohibited and in a matirat does not encourage arbitrary

and discriminatory enforcemeft®

“" The House of Lords has upheld that offences mestlgarly defined in law§W and CR v United
Kingdon), and that no norm can be regarded as a law uitlessormulated with sufficient precision to
enable the citizen to foresee, the consequenceésihactions may incur inSunday Times v United
Kingdom (1979); furthermore it has stated that “no oneusdhde punished for any act which was not
clearly and ascertainably punishable when the ast done” inClark, R v [2003] EWCA Crin®91 (04
April 2003);

“18 As Francis Bacon exemplified: 'For if the trumpate an uncertain sound, who shall prepare himself
to the battle? So if the law give an uncertain shwio shall prepare to obey it? It ought therefiore
warn before it strikes ... Let there be no authatityshed blood; nor let sentence be pronouncedyn an
court upon cases, except according to a known artdio law ... Nor should a man be deprived of his
life, who did not first know that he was risking {Quoted in Coquillette, Francis Bacon pp 244 248,
from Aphorism 8 and Aphorism 3% Treatise on Universal Justic8tanford University Press, 1992).

“1% The US Supreme Court argued Fapachristou v. City of Jacksonvil{@972), that “a statute may be
S0 vague or so threatening to constitutionallygeteéd activity that it can be pronounced wholly
unconstitutional, ‘'fails to give a person of ordinantelligence fair notice that his contemplatexhduct

is forbidden by the statute,' it encourages antyiteand erratic arrests and convictions, it makésioal
activities that by modern standards are normaltpaent, and it places almost unfettered discretidhe
hands of the police” ( http://caselaw.lp.findlawngscripts/getcase.pl?court=US&vol=405&invol=156,
accessed July 2013); also, Kimlender v. Lawsorf1983) the Supreme Court stated that “the law must
provide explicit standards so that those who emfad apply the law do not do so in an arbitrary or
discriminatory fashion (...) the void-for-vaguenessctiine requires that a penal statute define the
criminal offense with sufficient definiteness thatdinary people can understand what conduct is
prohibited and in a manner that does not encouratpitrary and discriminatory enforcement”(
http://caselaw.Ip.findlaw.com/scripts/getcase.pl?teus&vol=461&invol=352, accessed July 2013);
finally in City of Chicago v. Morale§l997) “[t]he statute in effect is a catchall pitwtion which would
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In this regard, the European Court of Human Ridifas decided, in more than
one occasion, on the illegal nature of the highreegf indeterminacy of some of the
crimes defined under British law, as well as theessive powers given to police
authorities (for example related to the use andrdetson of suspects’ DNA), in regard
to European Community norn{s®

As Borowitz argues, the introduction of this newintnal category -
glorification of terrorism — is open to multipletampretations and understandings from
the point of view of the evolution of English crimail law. In any case, it should be
noted that it also represents a society dominayef@dr, panic and, to some extent, by
the inevitable excesses that have been committdakifight against terrorisi:

These excesses — and this climate of panic not ionbjivil society but also
within the security forces themselves — are veegarcin the examples of the application
of antiterrorist laws presented to the ICJ PanelEaiinent Jurists on Terrorism,
Counter-Terrorism and Human Rights, in April 2066.

In no other country has the concept of terrorismnbs broadened and adapted to
the Government’s criminal policies than in the @diKingdom?® In fact, this concept
had been opened up and broadened to such an dhkentin 2005, the British
Parliament found it extremely difficult draw thendi between common crime and

terrorist crime in the global war on terrorism.

allow the courts to say who could and could notigktfully detained. An enactment may be attacked o
its face as impermissibly vague if, inter aligfaits to establish standards for the police andipubat are
sufficient to guard against the arbitrary deprioatdf liberty. It is a criminal law that contains mens
rea requirement. It is impermissibly vague.” http:8etaw.findlaw.com/il-supreme-court/1200600.html,
accessed July 2013)

4295ee S and Marper vs United Kingdd2008)] 1581 EHRR, n° 50 (2009)

87 Borowitz, Albert Terrorism For Self-Glorification: The Herostrat@yndrome Kent State University
Press (2005), pp. 80 - 97

4221CJ Panel of Eminent Jurists on Terrorism, Coufirorism and Human RightShe Impact of UK
Anti-Terror Laws on  Freedom of Expression London (2006), p. 6 at
http://www.article19.org/data/files/pdfs/analystsforism-submission-to-icj-panel.pdf , accessed eJun
2013

“ZAlmeida, CandidaTerrorismono Reino Unido e Estados Unidos: alteracées panaditcas, Quid
Juris (2012), p. 143
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The 2000 Terrorism Act covers an extremely widegeamf terrorism-related
offences considered as “terrorist activity”:
* Disclosure of information that may harm a tegbrnvestigation or interference with
material that may be relevant to it (Section 39).
* Receiving, providing or inviting others to tramgj, inside or outside the UK, relating to
firearms, explosives and radioactive materials eapons (Section 54).
» Directing an organisation which is concerned witte commission of acts of
terrorism. (section 56).
» Possession of an article for a purpose connegtdgdthe commission, preparation or
instigation of an act of terrorism (Section 57).
» Collecting or recording information of a kind déily to be useful to a person
committing or preparing an act of terrorism, or gEssing a document or record
containing information of that kind (Section 58).
« Incitement of another to commit an act of tesoriwholly or partly outside the UK,
where that act would constitute one of the follogvwmffences within the UK: murder,
wounding with intent, poisoning, explosive offencesdangering life by damaging
property (Section 59%*
» The failure to disclose information that may hphevent an act of terrorism or may
assist in securing the apprehension, prosecuticcoviction of a person involved in
the commission, preparation or instigation of art at terrorism (Section 38B,
introduced by Article 117 of the Antiterrorism, @ and Security Act).

The 2000 Terrorism Act thus covers an extremelyewmidnge of terrorism-

related offences considered as “terrorist activififie manner in which those threats are

dealt with puts pressure upon traditional pringpt# judicial proceedings. So for

424 Casanova, Ignaticl terrorismo problematico en el siglo XXIniversidad de Sevilla (2009), p. 56
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example, the protection of the right to privacy dagen diminished through the
widespread use of wiretapping, and the right tedmm restricted by the increased use
of preventive detention.
The following situations deserve special mentfon:

- more than 600 people, including an 82-year-okivist, were detained during the
British Labour Party Conference;

- a citizen was detained while walking on a bicyzé¢h in Dundee;

- an 11-year-old girl was detained and searchedevghibtesting against the war in
front of a Royal Air Force base;

- in 2005, an 80-year-old Royal Air Force veteraaswletained for wearing an anti-
Tony Blair T-shirt;

- a 23-year-old student was detained, in 2005, eMaking photographs of the M3
motorway to complete his thesis on Web design.
Israel has also created and approved new crimiferiges in relation to the terrorist
threat. Indeed, while the United Kingdom createzigpecific offence of “glorification
of terrorism”, Israel added two specific offené&spne in the 1990s and the other in
2005: the offence of “inciting religious hatred agg Jews” and the offence of
“supporting international terrorism”. It is thisskgpoint that causes much controversy:
while the first offence had a residual applicatéoml was mainly addressed to radical
Islamic activists, the second served to silencehmaidsraeli criticism and exert a
strong legal pressure on the media. Israeli reeea@nd journalist Yair Lapid called

this law “antiterrorism censorship laW?’

42> Duffy, Helen, The 'War on Terror' and the Framework of Internatib Law; Cambridge University
Press ( 2005), p. 165

426 Beckman, Jame&omparative Legal Approaches to Homeland Security Antiterrorism,Ashgate
Publishing (2013), p. 146

427 https://www.middleeastmonitor.com/news/middle-eist/7-what-yair-lapids-anti-zoabi-comments-
reveal-about-israeli-politicacessed August 2013
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3. The Impact of Counter-Terrorism Measures on the
Liberal and Democratic Nature of the Constitutional

Rule of Law

After analysing the main trends of the antitesbrieforms in systems of
accusatorial nature, it becomes essential to ssmadme conclusions in relation to the
impact of those changes in the structure of theaeatic State based on the rule of law
and its fundamental principles. Can we speak dfamge in the structure of the rule of
law in accusatorial systems? Is this, paraphrakemgomez, a paradigm shift from a
liberal State to a semi-authoritarian State? Oukhwe, on the other hand, be speaking
of a new balance between security and fundameigtesf??®

Since the emergence of the first antiterrorism suess adopted in the United
States after 9/11, the growing imbalance betweeméed for community safety and the
guarantee of fundamental rights of citizens hasoilvec more and more apparent.
Indeed, as soon as the Presidential Declaratiorv883 of September 14, 2001 (which
declared a state of emergency and removed a nuofbiedividual liberties to the
detriment of the police authorities) and the USAriBa Act were approved, the
security-focused nature of these measures becaiaeneyv

In this sense, some important American scholangjuding Cassel and
Dworkin,’® as well as some international institutions like thN, strongly appealed to

not lose sight of the balance between the necessansures to fight terrorism and

28| eongémez, Eduardo Pizartdna democracia asediada: balance y perspectivasdeflicto armado
en ColombiaEditorial Norma (2004), pp. 56 — 62

42 Dworkin, Ronald, “The Threat to Patriotism”, Newotk Review of Books, February (2002); C.
Fijnaut, J. Wouters & F. Naert (edd.)egal Instruments in the Fight against Internatibfi@rrorism. A
Transatlantic DialogueMartinus Nijhoff Publishers, Leiden-Boston, (2004)
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some of citizens’ fundamental guarantees. Likewitsbecame apparent that the fight
against international terrorism would entail magacrifices and, as mentioned by
Donohue significant costs, especially in termshef mature of Constitutional States and
of the Rule of Law as well as in terms of the fuméatal rights of liberal modern
States.
The analysis of the impact of these measures mstesf the nature of democratic
constitutional States must therefore be made aouptd three key topics:
a) Measures to fight terrorism and fundamentaltsgh difficult balance
b) The crisis of the proportionality principle
c) The concepts of security and freedom within epmgr models of criminal justice

As already made clear in the introduction to thiapter, criminal procedure laws
were probably the elements that underwent most ggsarunder the antiterrorism
reforms adopted in the aftermath of the Septemflier2001 attacks. Torres said that
perhaps at no time in history has the paradignt shiriminal justice been so intense
and clear due to a single evéfitAs a result, in no other area was the restricibn
citizens’ fundamental rights and guarantees vigssathe power of the state to
investigate and punish their crimes more apparent.

There is consensus among American and Europeaiasglthat the USA Patriot

Act was a severe setback in the development of hunghts protection in U.S.
legislation and case laf#. The primary goal — expressly stated in the fiesttion of the
USA Patriot Act — was the improvement of internakuity;*> which was to be

achieved through a wide range of specific measirdbe fields of communications,

430 Torres, Adelino, “Terrorismo: o apocalipse da rdzao Terrorismo (Org. Adriano Moreira),
Almedina Ed. (2004), pp. 23 — 128

431 Brasch, Walter M.America's Unpatriotic Acts: The Federal Governmentiolation Of Constitutional
And Civil Rights Peter Lang Ed. (2005), p. 160

432 Rogeiro, Nuno Patriot Act na 6ptica da seguranca internaciordinedina(2009), pp. 56 — 98
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finance and cooperation between institutions, e@affgthe criminal police authorities,
intelligence agencies and military services.

The case of the United States seems to be thehahbdst represents the changes
undergone by the criminal procedure law in the tfiglgainst terrorism. The legal
instruments proposed by President George W. Budlpassed by the U.S. Congress —
including the USA Patriot Act — clearly show to whextent criminal justice systems
have acquired a new configuratifi.While drawing these conclusions, it is important
to make a detailed analysis of the USA Patriot 2a1, because it faithfully represents
the new difficult balance between fundamental sgéwd security and the idea of the
new security-focused State associated with the ighinst terrorism.

The USA Patriot Act 2001 is an acronym for “Unitiagd Strengthening America
by Providing Appropriate Tools Required to Intercepd Obstruct Terrorism”. The
Patriot Act** is part of the U.S. Congress’ response to theeBetper 11, 2001 terrorist
attacks on the World Trade Center and the Pentagon.

The Law referred to as “Patriot Act” is the resoitthe merger of two previous
bills and similar laws, Senate Bill S.151079, pdsse 11 October 2001, and the H.R.
297580 bill, passed by the Bush Administration dh Qctober, amending some
expressions of the H. R. 310881 hill.

After having informally resolved their differencese Bush Administration issued
the final version of the Law on 24 October, whichswpassed by the Senate on 25
October and signed by the President on 26 Octd@t.2

It could be stated that the Patriot Act is struetlias a tree system, i.e. starting
from a common root, which aims to increase natigealrity, it spreads its branches in

several directions, causing changes in almostegkllinstruments governing strategic

433 Ball, Howard,The USA Patriot Act of 200ABC-CLIO Ed. , London (2004), p. 56
434 Public Law No. 107-56, 115 Stat. 272, (2001)
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areas of national security (homeland security) aodhe aspects of international
security, but for the purpose of protecting thedeos and territory of the United States.
It reorganised the sensitive areas of civil likestiand, in particular, changed the
surveillance system, expanding and admitting neshrigjues and/or application of
devices to operate in this sector, implying greatehority for the FBI (Federal Bureau
of Investigation) and, at least temporarily, auisiog it to gather and share information
by intercepting wire and electronic communicationthe name of national security. As
a result, law enforcement and intelligence officecsv have wide powers to detain
“terror suspects” — without any legal definition tifis concept — whether they are
foreigners or U.S. citizens.

The Patriot Act amends federal money launderingsf&wparticularly those
involving overseas financial activities, createsvnfederal crimes?® increases the
penalties for existing federal crimes, and adjestisting federal criminal procedures,
particularly with respect to acts of terrorism.

However, in terms of systematisation and because & necessarily broad
overview, this analysis of the Patriot Act shoulevelop under two key points of

analysis:

| — On the one hand, the study of rules and reguatunder the Patriot Act, which, by
their very nature, introduced profound changesnmnle to the U.S. legal system after
September 11, and also led to the amendment ofadegal instruments regulating
pressing issues that had to be collaterally anotaotlly updated or adjusted in order to
meet the goal of improving security, depending ba achievement of the central

purpose of the Patriot Act: to strengthen Amerigaiast Terrorism.

“*Wade, MarianneA War on Terror?: The European Stance on a New athréhanging Laws and
Human Rights Implicationspringer ed. (2009) chapter 7
43 Figueiredo Dias, Jorg&lova dogmatica do direito penaimedina, Coimbra (2010), p. 65
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II — On the other hand, the study of the meaning. (ihe intensity of the effects
produced) of the synaptic response caused byghtehing and proliferation of security
measures in the rights, freedoms and guaranteesitiaéns, the so-called “civil
liberties”**’ In turn, the United Kingdom also saw a significahift in the paradigm of

its criminal justice system and human rights prodec as a direct effect of the
September 11 attacks and the London bombings oly72005:%

The phenomenon of terrorism in the United Kingdenmeither new nor uniform in its
manifestations. On the contrary, the differentdtsehat have been made have changed
the type of antiterrorism measures adopted by the@ment. As stated by Struye:

“A fundamental concept seems seriously revividge toncept of opponent, the

threat of a imminent danger to our free societypedmanent and powerful enemy.

This notion is nowadays changing: who is the eneWfrat is the most preeminent

risk? The terrorism and the terrorisf§?

It can be said that the fight against terrorisntha United Kingdom has gone
through three different stages, which basicallyrespond to three types of causal
impulses:

- The first stage corresponds to the antiterromseasures designed to combat internal
or domestic terrorism, characterised primarily iy Northern Ireland conflict?

- The second stage was triggered by the 9/11 attackhe World Trade Center, which

forced the Government to find measures that, int@tdto combating terrorism, would

437 Freedman, JerGivil Liberties and TerrorismReadHowYouWant.com (2008), pp. 30 - 43

438 Hoffman, DavidHuman Rights in the UK: An Introduction to the HumRights Act of 199&earson
Education, (2009), p. 372

“3Tanguy Struye de Swielandea politique étrangére américaine aprés la guemeide et les défis:
AsymétriquesPresses Univ. de Louvain, (2003) p. 72 (trarshaliy the auhor)

449 It is extremely important to mention the Preventof Terrorism Acts that were in force in the \éuit
Kingdom between 1974 and 1989 and that gave extepdevers to the police forces to act against
terrorism. In 2000, these legislative acts havenbgermanently replaced by the Terrorism Act 2000,
which has a less aggressive approach in terms stfiating citizens’ fundamental rights. See Tony
Bunyan, The origins of Emergency Powers Acts in theUK at
http://www.statewatch.org/news/2003/jun/23bciviinht
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prevent possible attacks, both on British soil against British citizens around the
world, and in which the perpetrator of the threasvbriefly identified as “al-Qaeda”
and the Taliban.

- The third stage corresponds to the 7 July 2008kmgs, which, by their unexpected
and serious nature, laid bare many flaws in theurggc system of the British
Government and, in addition, uncovered new unsusgelcome-grown and suicidal
foes. The 7 July (and 26 July 2005) bombings itated how the antiterrorism security
measures acquire repressive role, but are inadedoat prevention, because they
contribute to the development and radicalisatiopaiéntial young terrorist$?

Since 2003, the United Kingdom has had a long-tetrategy for countering
international terrorism and extremists who supftoitmplementing a programme with
short-term and long-term goals at local, natiomal aternational level, known within
the Government as “CONTEST”, which is divided ifiboir main pillars known as the
“Four P’s”: Prevent, Pursue, Protect and Prepare:

* Preventing terrorism by tackling the radicalisatof individuals;
* Pursuing terrorists and those who sponsor them;
* Protecting the public, key national services, Bdinterests overseas; and
* Preparing for the consequences.

The UK’s antiterrorist policies have been strongiyicized by international
human rights organizations for their impact in hartaian affairs but also for
undermining the country’s democratic spirit. As ¢Hebserves, the effects of the past

decade’s antiterrorist policies in the UK have hagtrong negative impact which goes

441 Baker, Payl Discourse Analysis and Media Attitudes: The Regméation of Islam in the British
Press Cambridge University Press (2013), p. 44
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beyond the restriction of fundamental rights, dabaoint to a weakening of the British
parliamentary structur&?
Roman also says:

“The legal battle for UK courts to admit evidend#tained under torture, whenever
it had not been practiced by British agents, isrtiost eloquent demonstration of
the hypocrisy and backward thinking to be imposqumruone of the oldest
democracies in the world.

In the heat of British and American antiterrorigilipies and of circumstantial
alliances, a new climate of permissiveness wastemeaAbusive governments
worldwide enacted laws that further restrict citizerights and which are used to
persecute, silence or eliminate political dissideme discordantminorities, as
could be seen in Russia, China, India or Uzbekistdn

Referring to the 7 July 2005 bombings, Prof. Gealgspite being more restrained than
Donohue, warns of the danger of a “short-circutiate”;* i.e. the lack of debate on the

counter-terrorism measures adopted. He suggests tha

“The significance of the attacks in London on 7yJdépends on what happens
next. (...) It is devotedly to be hoped that thstnaned and intelligent sense of
critical distance shown by the Prime Minister i timmediate aftermath of the
bombings is sustained in the months to corf{g”.

This could pose a serious risk as the Governmenildvoot discuss properly and
thoroughly the contentious issues raised by thdteks, such as biometric identity
cards and the new antiterrorism laws applicabtdécevents of 7 July.

Although Gearty recognises that it is particularbifficult to reason
dispassionately about these antiterrorism lawdéndftermath of a terrorist attack, he

argues that:

42 Held, David Progressive Foreign Policy: New Directions for tH&, Polity ed. (2007), p. 63

443 Maria Portela, IreneA Seguranca e Eescolha do InimigehD Thesis, Universidade Santiago
Compostela ed (2008), p. 431t (s the legal battle of UK Government to makespible the admission,
by UK Courts, of legal evidence obtained throughiuie, when these methods were applied by British
agents worldwide. Fortunately, the British Courtdrdt allow these legal reforms to go forward arbt
Government was forced to recede. Is must not kgoftan that most governments worldwide approved
severe restrictions on freedoms and human rightettaon the so called ‘war on terror’ but their real
goals were to eliminate internal political oppostti.

44 Maria Portela, Irene, Ibid. gb. 524

44> Maria Portela, Irene, Ibid. at p. 405
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“It is exceptionally difficult to oppose such laws an atmosphere that is so
dominated by the politics both of the last atroeityd of the atrocity still to come,
with past and future horror combining to drive oedsoned debate. However, in
spite of all the propaganda surrounding them, tmmolaws in themselves do not
prevent terrorism any better than the ordinary erahlaw, properly enforced by
diligent police action. What they do achieve is theation of a climate of fear in
which considerations of national security come éoihate and due process and
political freedom move to the margins of our dematicr culture, eventually
dragging democracy itself onto the sidelines witbn. There is already evidence
of the terrorism laws of recent years and in paldicthe prevention of Terrorism
Act 2005 having an effect of this s6ft.

It is imperative to note that the reforms undeztakn the last decade under the
criminal procedure law have not only affected tbienf of the criminal justice system,
but also the very structure of the democratic aflaw as we know it.

Furthermore, in no other area is it so clear thatrd is such a separation, a
distinction between the various stages of the erthjustice proces¥’ which was
initially characterised by an excessive and alneastusive power of public authorities
and, subsequently, by a balance (although unstdidé)een the state and those
suspected of having committed the crimes in questio

The principle of proportionality, one of the mainllgrs of modern criminal
procedure, has been significantly rethought sooasllow the introduction of highly
restrictive measures of the fundamental rightsittens at a very early stage of the
proceedings, even when there has been no chaagpmwaiction.

Another factor that should be taken into considenais the crisis of the principle
of proportionality, a fundamental value — inherifeadm the political liberalism of the
late 18" and 19 centuries — of most criminal justice systems. Gauggests that:

“Proportionality aims to ensure that the system&y@ntive or punitive measures
are applied with the necessary dose and intensitihout undermining the
fundamental rights of citizens. Basically, the pijhe of proportionality in
criminal law advocates that criminal measures ghobe appropriate and

4% Maria Portela, Irene, supra note 393 at 526-534
47 This idea will be specifically analysed on thet ketsapter of this thesis.
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proportionate to the objectives to be achieved)yimg a balancing and weighting
of interests **®

Even though it is historically undisputed that gwnciple of proportionality is
one of the fundamental imprints of liberal systemith the clear objective of limiting
the Executives’ actions, it should be noted thatjthisprudence of the European Court
of Human Rights has contributed to the reconstoactf its meaning. As McBride
states, even though it is absent from the formel o¢ the European Convention, the
principle of proportionality has been an essergiament in the enforcement of human
rights, namely when it relates to their restricteord to the enforcement of human rights
in emergency or insatiability situations. The saauhor also notes that at the same
time, the construction of the principle of propornality has been carried out in an
intelligent way by the European Court, giving aaaal and consistent reading of the
most threatened rights of our time, such as thet tig freedom, to privacy, to property
and to a defense in a court of I&4W.

As Costa Pinto notes, the crisis of the principlepmportionality can only be
understood in connection to the theoretical frantkvapecifically assessed in chapter
11.%*% In truth, the crisis of the proportionality pripé in the justice systems has had
special repercussion in the early stages of crihnpnaceedings, as a direct result of the
reinforcement of police powers and of investigatisarveillance and control methods.
Costa Pinto develops this idea concluding that ‘@¢hsis of the main constitutional

principles must be understood in the theoreticaimi@work of the differentiated

448 Gauer, RuthCriminologia e sistemas juridico-penais contempe@nEDIPUCRS (2008), p. 238
449 McBride, Jeremy, “Proportionality and the Europ&onvention on Human Rights” ifhe Principle
of Proportionality in the Laws of Europédart Publishing (1999) pp. 23 and following.

40 Costa Pinto, Frederico Lacerdireito Processual PenaBAFDL, Lisboa (2010), p. 56
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evolution of criminal justice systems after theraest attacks of 2001” [the
‘bifurcation’ of criminal justice systemf>*

How does this affect the liberal nature of the miodstate? In order to understand
the impact of such changes it should be questioreat characterises the liberal nature
of the modern state?

This question, posed by the likes of John RawlStanley Benn (1982), has not
received a straightforward answer, but all agrebighlighting two aspects of the rule
of law: freedom as a primary and universal ruletifba the state-citizen relationship
and in the horizontal relationship between citizesrsd the organisation of the state’s
power structure to protect citizens’ freedém.

However, the constitutional rules of most Westewuntries regarding the
protection of citizens’ freedom have not changedhi@ last decade. Indeed, an idea
prevailed in most countries that this is an “exwepl” context and that the Basic Law
should not be amended in times of crisis. Therefivoen a strictly legal point of view,
we cannot speak of a change in the constitutiotractsire of the stat&€® We are
probably dealing with a case of appearance versaigy, and while the new context
and the new Executive functions within the fightimgt terrorism suggest otherwise,
we cannot - at least not legally — be speaking afuation in the nature and in the

constitutional structure of the State.

1 pid. at, p. 93

452 Rawls, John, “The Basic Liberties and Their Priotitn Sterling M. McMurrin, ed.The Tanner
Lectures on Human ValueH] , University of Utah Press; Cambridge: Cambridgaiversity Press,
(1982), pp. 1-87

53 The main point in this argument is that we canspeak of a shift in the structure or nature of
constitutional state as a consequence of legalrmsfodirected against terrorism and oganized
transnational crime. Rather than the fundamentalegaand principles inherent to the Rule of Lawatvh
has effectively changed, as Jorge Miranda pointsisuhe interpretation and enforcement of lanee S
Miranda, JorgeEscritos varios sobre direitos fundamentdtsincipia ed., Lisboa (2006) p. 501
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On the other hand, although criminal justice systdmve been changed and
severe restrictions have been imposed on the fuext@inrights of citizens in the pre-
trial investigation stage, such restrictions wexeleast according to legislators, offset
by adding and strengthening the rights in subsecgtage of the criminal proceedings.

Once again it is possible to observe here the Bpdagic of the 'bifurcation’ of
the criminal justice system, explained in chaptedr spite of the restrictions in the
early stages of the proceedings, the reforms thatte windertaken created several
compensation mechanisms to those restrictionsrafamental rights and reinforcement
of the executive powers. Both in the United Staed in the United Kingdom, the
theoretical framework of the 'bifurcation' of thantinal justice system, analysed in
chapter I, is absolutely critical to understand #ntiterrorist measures adopted by the
States during the last decade.

Strictly speaking, this is not a fundamental charige a new balance between
freedom and security, between citizens’ rights @nedstate’s duties to protect collective
interests.

Consequently, speaking of a mutation in the natfré¢he state over the last
decade seems to be, in every sense, an excessig@glye statement, with small
scholastic support from an academic point of vidéhat really needs to be analysed is
the influence of the legislative changes that hageurred in the interpretation and
application of the law by the courts, a scenarai th familiar in civil law and common
law systemsg>*

It is for this reason that the impact of counterdgasm measures on the liberal
and democratic nature of the constitutional ruldagé should be analysed. The clear

restriction on fundamental rights and the growintgesion of police and government

454 United NationsHandbook on Criminal Justice Responses to Terrgridnited Nations Publications
(2010) p. 9
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powers in crime prevention, control and surveillmave led to a new interpretation
and application of the fundamental rules in forteniost Western constitutions. Indeed,
the legal hermeneutics should seek a new balanwecbe freedom and securify,
between fundamental rights and state powers, iongegt outside of the fight against
terrorism and organised crime. This balance mugbbed, however, within the liberal
rule of law and not outside of it.

Behind the creation of temporary solutions to congand prevent terrorist threats
in the short term we have found dangerous and $diltions. On the one hand those
solutions have questioned the principles and vatdesonstitutional states which are
forced to respond using anti-crisis mechanism itkesd balance and maintain their
identity. On the other hand such solutions combeatvy price as they infringe upon
human rights and fundamental values without engutley are efective or even
succesful. This lack of balance, beyond being p@ky counterproductive when

fighting terrorism, becomes harmful to the veryeeg® of accusatorial systems.

4% E.U. Network of Independent Experts in Fundamemigjhts, The balance between freedom and
security in the response by the European Union isdnember states to the terrorist threa®fficial
Publications of the European Communities (2003) 2dp- 5
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CHAPTER V

Conclusion —
The emerging ‘Bifurcation’ of Criminal
Justice System and Convergence as between

Accusatorial and Inquisitorial Systems

The criminal justice system is not a structure \hias been planned as a systém

Andrew Ashworth

458 Asworth, AndrewSetencing and Criminal Justic€ambridge University Press (2010), p. 71
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Summary and general overview

Following on from this differential analysis of imgitorial and accusatorial
systems, it is time to draw some important conolusifrom the research undertaken.
Before, however, it is important to look at whastmeeen discussed so far in regards to
the initial research questions.

Three research questions were layed out in chaplére analysis that followed
these sought to provide solid and scientificallgugrded answers, namely in regard to a
specific set of legal systems (Portugal, Spain\th#ged Kingdom, the United States of
America and Israel):

- whether the antiterrorist reforms of the pastadie caused a division between the
preliminary phases of criminal proceedings and tified stages among systems of
criminal justice (strongly restricting fundamentaghts in the first stages and
developing compensation measures in the second).

- whether the evolution of the systems of crimipgtice throughout the last decade
came closer together and towards a greater conveeges a result of States’ responses
to the new threats posed by global terrorism.

- understand the true impact and the associateld obgthese measures on the liberal
nature of the rule of law in democratic states define the extent of such changes in
regard to the fundamental principles and the fraorkwef constitutional values within
these States.

To answer such questions it was imperative to aeaBnd characterize this
“new threat” that was set upon States and whick tinrere required to address in order

to provide adequate protection to their citizend #mtheir legal and social order. In
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chapter Il the phenomenon of “global terrorism” wasracterized and analysed as a
form of terrorism built upon objectives of globaadruction, using highly sophisticated
methods, mobility and cooperation with common cniahinetworks.

In chapters Ill and IV the antiterrorist measure®ed by the jurisdictions
choosen for analysis were scrutinized in relatiorthte characteristics of the global
terrorist threat as seen in chapter Il. Both chaptanalysed the most relevant
antiterrorist measures of the past decade —regardspectively common law and civil
systems — with special attention to topics suclprastrial detention and the right to
freedom; new mechanisms of extra-judicial contfot@mmunications and freedom of
expression; the marginalization of certain commasitand the criminal low of the
enemy; and also the advent of new criminal offersseciated with the phenomenon of
global terrorism.

It is undeniable that we are facing a new globet¢dah As Prezel; refers it is the
most complex, disseminated and concealed threathbaworld has faced in the last
two centurie$®’ This new threat has, as mentioned in chapterejures that are
intrinsically linked to the phenomenon of globalisa and to the internationalisation of
criminal network&>® which forced nations to a response that would®epass not only
their territories and interests, but the ‘interoradl space' of interests.
In chapters IIl and IV, we went on to list the diftntiated responses that some nations
— Portugal , Spain, Israel, the United Kingdom dhne United States of America -

designed and produced to specifically addressrbiglgm of global terrorism.

47 prezelj, Iztok,The Fight Against Terrorism and Crisis Managementtie Western Balkan$OS
Press, (2008), p. 17

458 Andreopoulos, Georgéolicing Across Borders: Law Enforcement Networks ¢he Challenges of
Crime Contro] Springer (2012), pp. 56 - 80
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The compared analysis of the States’ differentarsps allow us to envisage an
evolution in terms of convergence between inquisit@nd accusatorial systems. It will
be observed the manner and the scope of this cgevee further along.

Incidentally, the comparative analysis in chaptédrand IV, demonstrates clearly that
the legislative responses designed by nations kagreficant similar characteristics,
despite the fundamental differences of the respectiminal justice systems, such as:
-increasing periods of pre-trial detention and twnsiderable surge in its use;
-the increase of arrests and deprivation of libeéhigt are beyond judicial scrutiny;
-the increased control of telecommunications amdtednic communications, through
highly intrusive and invasive techniques to theizeits’ right to privacy;
-the significant increase of powers assigned tdbttiies of criminal police in terms of
policies for the prevention and repression of oig@sh crime;
-control and repression systems especially designédtargeted at specific nationality
or religious groups (the enemy’s criminal law afemed to by Gunther Jakobs).

How do the previously studied measures have imjpdica for the current
criminal justice model? To what extent can we thout a new characterisation of the
criminal justice systems, as a result of the figlgainst international terrorism?
This is a reflection that we necessarily have tdkenat this point in time. There is no
doubt that in the last decade, criminal justiceteays have suffered some of their
biggest changes of the last «century, as concludey Prezel).
However with the detailed analysis of the main ¢emnin the models of criminal
justice systenis® some conclusions become immediately apparenth#ndening of
criminal policies and the considerable reductionhef rights of suspects in the pre-trial

stage. Indeed, as Sousa Santos pointed out, thectiess to fundamental rights in

4% prezelj, Iztoksupranote 404 at 56 - 62
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criminal proceedings that have been approved throutgthe last decade, are extremely
significanf®® the considerable increase of custodial measueeslipg the trial, the
obtaining of evidence through measures that afgyigvasive to privacy, and in many
instances offensive to human dignity itself (suchthe use of torture techniques,
including waterboarding™* These legislative reforms are part of a designedirat
tempering the pre-trial procedural stage, throughifcant restrictions to the rights of
suspects and a considerable increase in the poegaiy assigned to police authorities
and to the public prosecutors. As Loaves refers,ntiain concern for criminal justice
systems is now the prevention of terrorism and rusga crime, and not anymore the
guarantee of the fundamental rights of suspects amittims.*®?
The legal system of the United Kingdom is, in ttespect, paradigmatic. The reforms
regarding pre-trial detentions, the obtaining atlemce and measures for the police and
administrative control of suspects, were so sigarft that the country became much
more similar to Spain, Portugal or Germany thanthie other countries of the
Commonwealtt®®

Under this perspective another evident aspect efidbislative reforms instigated by
the terrorist phenomenon stands out: the clearoxppation between two traditionally
distinct criminal justice models (the so called misdof accusatorial and inquisitorial
nature)?®*
This approach came about for two reasons: on tlkeehand, in the case of accusatorial

systems, the need to strengthen the preventioerairist acts and to ease the social

480 5pusa Santos, Boaventusapranote 56 at 51

41 Sousa Santos, Boaventurdipward a New Legal Common Sense: Law, Globalizatiand
Emancipation Cambridge University Press (2002), pp. 34 - 39

52 Nacos, Brigitte L.,Selling Fear: Counterterrorism, the Media, and AabDpinion University of
Chicago Press, Jun 1, 2011 p. 43

%3 Figueiredo Dias, Jorge dé&XV anos de jurisprudéncia constitucional portugues

e discursos proferidos por suas Exceléncias o Bezde da Republica e o Presidente do Tribunal
Constitucional, na sesséo solene do XXV aniversa@oléquio comemorativo do XXV aniversario do
Tribunal Constitucional, (24 e 25 de Outubro de @Q0Coimbra Editora (2009), pp., 135 - 189

%4 Dammer, Harry,Comparative Criminal Justice SysterBth ed., Cengage Learning, (2013) p. 149
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panic which spread throughout all social sectoraataling measures typically used in
other systems, such as the significant increag@esfrial detentions or the creation of
mechanisms for the administrative and police comfguspects that didn’t require any
judicial authorisation. On the other hand, in thsecof inquisitorial systems, the need to
create mechanisms that could compensate the hightsictive legislative measures to
the freedom and privacy of citizens, forced somentaes to adopt (as in the case of
Portugal) measures belonging to the Anglo-Saxontesys in particular the
reinforcement of judicial remedies and the Habeap@s principle'®

However, the detailed analysis of counter-terrorreeasures in chapters Il and
IV and the subsequent contextualization in theesponding legal system, suggests an
important modification of criminal justice systemvgh regard to their definition in the
main legal literature. This idea is expressed m \tlsible unbalance within the justice
systems themselves (between the pre-trial stagéhendllowing stages) but also in the
previously mentioned trend ahpprochementetween inquisitorial and accusatorial
systems. This idea of modification of the crimifutice system has gradually gained
ground within the legal literature and must be wsed in detaif®®
What might be suggested is that criminal justiceteys, whether inquisitorial or
accusatorial, have a predisposition to lose theictural unity and are gradually
becoming divided into two distinct blocks: a firstage in which the rights of the
suspects are practically nullified (or extremelstrieted) on the basis of the powers and
prerogatives of administrative and police authesitiand a second stage in which
suspects are empowered and equipped with varietisiments for the defence of their
rights and the careful assessment of the evidenloisned by the prosecution, as well

as a large set of diversified resources that atlweam to correct any mistakes that were

%> Beckam, Jamesupranote 366at 122 - 123
%8 Kraska, Petenilitarizing the American Criminal Justice Systefithe Changing Roles of the Armed
Forces and the PolicdJPNE (2001), pp. 120 and following
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made in the first stage of the process (for examibie system of judicial appeals).
Beleza states that:

“In a certain way, legislators have created a nuraberechanisms to compensate

for the reduced or annihilated rights during thistfstage of the process, regarding

the taking of evidence or even concerning the gapan of liberty of suspects

which clearly violates the principle of the presuiop of innocence ae7

We have called this imbalance, the 'bifurcatiorcoiinal justice models'. The
idea of bifurcation embodies an emerging and notrireality within the criminal
justice systems after 9/11: an increasing separaitiolegal terms, between the pre-trial
stage and the subsequent stages, allowing forivigash of the criminal process in two
significantly distinct stages, in terms of the apgible standards and principles.

This bifurcation of criminal justice systems igrand that became apparent in
chapters Ill and IV, showing a stage | (pre-trieiyding to be restrictive when it comes
to fundamental rights of suspects and evidencirggldiscretionary powef® assigned
to police forces; and a stage Il in which the rigbf the suspects are kept or even
strengthened as a compensatory mechanism for shrectiens operated during the first
stage. Similarly, this bifurcation appears to bengwn to inquisitorial and accusatorial
systems, corroborating once more the existing abmeation between these two
systems as highlighted in chapters Il and IV.

However we must question the scientific foundatiorderpinning this idea of
bifurcation of criminal justice models and whethinis is a mere exceptional historical
situation or a real trend or paradigm shift thdt last for years to come?

In chapters Il and IV we analysed the main antitest reforms approved by a

considerable number of nations in response to llem@menon of global terrorism and

transnational organised crime. These measures, aagsed comparatively, identified

4%’ Beleza, Teresd)ireito Penal, Volume, AAFDL Lisboa (1984), p. 67 (translatedthg author)
%8 Owens, JohnThe War on Terror and the Growth of Executive P@wveéx Comparative Analysis
Routledge p. 42
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a particular pattern common to both types of crahjastice systems which consists, as
mentioned above, of a growing invalidation of furmmtal right&®® during the criminal
investigation stage and, on the other hand, incthresolidation and strengthening of
these rights during the trial and in the followistpages. This situation brings with it
another element of concern. In fact, a considenabiaber of detentions do not produce
any formal charges or even to lead to a trial,tss not enough to look only to the
compensation mechanisms. On the contrary, as Saklregeiga notes, very often
suspects see their rights strongly restricted withadditional compensatidA? This
separation (or bifurcation) is common to both systend, as pointed out by Rosenfeld
reveals the need to maintain the constitutionamtitie of the currently existing justice
system$’’, as well as their liberal and democratic natureyge the famous expression
of John Rawls.

Are we facing an exceptional historical momentolkdstrend for reform or even a
paradigm shift within the criminal justice models?
Saraiva da Fonseca refers to a paradigm shiftse$ af structural changes that show a
true mutation in terms of identity and natdifé. According to this author paradigmatic
changes occur, when amendments to the core idesitiéyparticular phenomenon, in
this case, the criminal justice systems are made, dan we speak of a true change in
the nature and identity of criminal justice syst@ms
Shahidullah refers to the nature of criminal justimodels as a combination of the
following elements:

« Liberal or authoritarian/totalitarian nature taghe political nature of the system

%9 Doswald-Beck, Louisesluman Rights in Times of Conflict and Terrorjgbxford University Press, p.
255

4% Spares da Veiga, Raul, “Acesso aos autos em mogeEnal” inRevista da Faculdade de Direito da
Universidade de LishgaAAFDL (2010), pp. 67 - 73

4"l Rosenfeld, Jean, Terroristdentity and LegitimacyThe Four Waves theory and political violence
Taylor & Francis (2010) pp. 239 and following.

472 Fonseca, Jodo Saraiva, Apostila de metodologipeadmuisa cientifica, Universidade Aberta Ed.
(2009), p. 11
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« Constitutional/democratic or authoritarian nat@®to the legitimacy of the system
« llluminist/rational or faith-motivated foundatipas to the grounding of the system
« Humanist or totalitarian nature, as the to theamental rights of human beirfjs.

It seems evident that the criminal procedural mernalysed in chapters Il
and IV show a progressive and extensive annihilabd the fundamental rights of
citizens in basic aspects of their lives such a&s right to privacy, to freedom, to
information and geographic mobility. Gunther Jakgbss a bit further stating that the
changes in criminal law represent, in terms of atign and foreign communities, a
civilisational regression when compared to the estkmoments of 20 century
European history’*

Similarly, the changes in terms of custody, conénadl electronic surveillance of
citizens and telephone interception may affect liberal and humanist nature of
criminal justice systems. In fact, as the analggithe case of the United Kingdom
revealed, the priorities and the objectives of arah policy changed significantly,
placing the emphasis on the prevention and remessiterrorism and no longer on the
defence of fundamental rights. These rights haweallg been significantly reduced in
the first stages of proceedings, at the expenséinéns’ freedoms and their confidence
in the justice system.

Also with regard to the constitutional nature afranal justice systems, several
principles have been explicitly undermined, as adgibby Donohu¥> The ‘control
orders ' in the United Kingdom and the wide poweasferred by the USA Patriot Act
caused a severe crisis to the principle of semaraif powers’®, with an extraordinary

reinforcement of competences and powers assignédtet&xecutive at the expense of

473 Shahid M. ShahidullatGomparative Criminal Justice Systendsnes & Bartlett Publishers (2012) pp.
61 -81

47 Jakobs, GunteBerecho penal del enemigbhomson-Civitas ed., Madrid (2006) 45

4> Donohue, Laurasupranote 33at 56

4’®\Walker, Clive,Terrorism and the lanOxford University Press (2011) pp. 326 and foilmyv
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the Judiciary. Some of the most meaningful and mged principles in the Western
legal tradition have been seriously challengedparticular, the principle of guilt and
the presumption of innocence, mentioned in chaptieasd IV, two main corollaries of

17" and 18" century.

However, as examined in chapters Il and 1V, thesactural changes seem to
have been applied mainly to the first stage ofdfinal process, which is the stage of
prevention and criminal investigation. With regéodhe next steps, it seems that a few
compensatory mechanisms have been created, sulch generous system available to
appeal to higher courts (Portugal) or the obligatd a trial fully open to the public,
even in cases of terrorism (the Spanish penalmgfoks Santos refers:

"It seems that the major structural changes in cgmbeary criminal procedures

take place especially in the early stages of thequture, which is nothing less than
perverse, inasmuch as it is precisely when citizems more unprotected vis-a-

vis the State *'’

Under this perspective criminal justice systemsysé® have suffered, in the last
decade, a two-speed evolution in two distinct dioes: on the one hand the first
procedural stages present an increasing restriatibriundamental rights and an
exponential increase of public powers, whereasttia and the final stages of the
process insist in maintaining and even increasheyditizens' procedural guarantees,
which can be seen as a mechanism for compensatjngcoording to Costa Pinto
(2000), as "a reservation clause of their demazeatd liberal identity"*"®

In chapter 1V is described how the United Statesthe United Kingdom bent the

need for judicial mandates to intercept conversatiand to tap phones with a very

negative impact in terms of the citizens’ right mivacy. In the case of the United

478 Costa Pinto, Frederico dajreito Processual PenalUniversidade de Lisboa (2000), p. 65
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States, for example, at the time this phenomenearoed, the jurisprudence of higher
courts was very reluctant to accept any of thesenehts as evidence presented in
trial*’. Once again, there seems to be an underlying mihadesigned to balance
and maintain identity, through which the criminasdtice system appears to seek, within
itself, a solid and lasting balance with regardthie destabilising threats caused by
antiterrorist reforms.

Following this preliminary framing it is now necesg to build upon each of the
presented topics, in alignement with the threea$equestions that are the object of
this study. Therefore, this chapter will be dividedthree specific sections to mach
those questions.

In the first section the bifurcation of the crimiipastice system will be analysed
in light of the antiterrorist measures seen inpths Il and IV. A greater
understanding over the theroretical analysis - libg@esl in chapter Il - of the bifurcation
of criminal justice systems will be pursued, aslvad its legal and constitutional
implications.

The second section will analyse the convergencevdst common and civil
systems as a result of antiterrorist reforms, andegard to the legislative endevours
undertaken as a part of the efforts to fight a cemitinreat. Through the comparison of
antiterrorist laws drafted and approved in theeddht systems under analysis, it is
possible to highlight the main points in common &mel route towards a convergence
that has been undertaken in the past decade.

Finally, the third section draws conclusions regaydthe impact of those

measures in the constitutional framework of thes rof law and the liberal nature of

47 Gardner, ThomasGriminal evidence — principles and casé% ed., Cengage Learning (2007) pp. 49
and following
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democratic States, seeking to examine wether orwwthave before us a new,

completely different criminal justice system pagadi

Section |

1. Antiterrorist Legislation and the ‘Bifurcation’ of

Criminal Justice System

The bifurcation of the criminal justice systemsaigesult of the antiterrorist
legislation in the states that have been the olpédhis study, namely the United
Kingdom, United States, Spain, Portugal and Isradter the careful analysis carried
out in chapters Il and IV, it is important to drdaie conclusions that support the idea
of a bifurcation of the criminal justice systems.what way has it materialised? In
which legal grounds is sustained?

The fundamental impact of terrorism has been eafpgcionnected to the rights
of freedom and privacy, as Walter reféfSeven though as we have seen it has many
other consequences. It is also these fundameagtakrthat the idea of a bifurcation of
the criminal justice systems is based upon. Inrofwds, the restrictions to the rights
of freedom and privacy are supportive of a bifuedatnodel of the criminal justice

system, distinguishing development stages.

“8%\Walter, ChristianTerrorism as a Challenger for National Ans Interioagl Law:
Security Versus LibertyBpringer ed., (2004), pp. 51 and following.

212



In chapters Ill and IV it was possible to obseresvipre-trial detention ceased
to be a precautionary and exceptional measure agcdnie a routine and standard
procedure with in the criminal justice system. So&antos estimates an increase of
over 30% in the use of pre-trial detention amongoRean countries, regardless of
which legal family they belonged 8"

Here it is important to note that, on par with themsiderable increase in pre-
trial detention, states created mechanisms of cosgi®n for those restrictions of
freedom in the early stages of criminal proceedingsparticular by reinforcing the
publicity and transparency of trials (as is theecas the reform of article 86 of the
Portuguese criminal procedure law) and the apgakems available.

In other words, if some systems, such as in theedri{ingdom and in Portugal,
consiberably increased the use and extension geobgre-trial detentions for cases of
terrorism and organised criminal activities, theydtaneously developing mechanisms
that safeguarded and compensated for these restadh later stages of proceedings.
This is the foundation for what is designated hese¢he bifurcation of criminal justice
systems.

This idea [bifurcation of criminal justice systemis| strongly connected to
circumstances that were seen in chapters Il andotvthe one hand, the new police
powers regarding surveillance and detention; antherother, restrictions to freedom of
speech and freedom of press.

In both inquisitorial and accusatorial systems @swpossible to observe that
police authorities strengthened their powers otr@dand surveillance towards citizens,
translated in measures directed at physical coatrdlalso control of communications.

The examples presented regarding the United Kingdbm United States, and also

481 gousa Santos, Boaventura,” Direitos humanos: afidesla interculturalidade”Revista Direitos
Humanos 2, Lisboa (2009), pp. 10-18
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Portugal and Spain leave no doubt that such measugee substantially strengthened
after the 9/11 attacks, whilst simultaneously remg\vhe need for judicial intervention
in such cases.

It was also demonstrated that in the United Kingdand in Portugal, for
example, many situations that had previously reguiwarrants became solely
dependent on the decisions of police forces or éiecutive, with significant
consequences regarding citizens’ fundamental rights

However, several significant court decisions hagstricted the use of certain
electronic surveillance methods in court, namelgtid of communications or the use
of remote control vehicles. In Portugal, decisi8@8-B June 6 of the Supreme Court of
Justice, considered illegal the permanent conbtrady a period of more than six months,
of the electronic communications based only onspisision that they were “financing
terrorist activities”. It held that there was intient reason to arffect such a significant
restriction in the fundamental right to intimacyaitizens.

On the other hand, in the United States, in 208, Wnited States Court of
Appeals for the District of Columbia Circultinited States v. Maynayd.C. Cir. 2010,
reversed the sentence of a citizen (Antoine Jahes)had been controlled by the police
through the use of GPS device planted in his Wehimonsidering such a measure
amounted to a search and had violated his rightsittmacy and property without
reasonable caus®?

In this light the double perspective of the bifuica of the criminal justice
system becomes clear, as it runs two differentddim the one hand it intensifies the
restrictions of fundamental rights in the firstgda of proceedings (as response to

greater efficiency in the fight against terrorisr®n the other, in the second stages,

82 http://www.supremecourt.gov/opinions/11pdf/10-1289 (accessed on August, 2013)
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stronger and more transparent procedures are egspecially during trial stages, as
compensation mechanisms of the restrictions brougbh the first stages. This logic -
close to the reality of countries such as Isradlictv experience persistent historical
problems of domestic and international terroriseeems to be now influencing most
western countries, taking into account the analystertaken herein. The “bifurcation”
of the criminal justice system is evident in thestvenajority of antiterrorist reforms
analyzed in chapters Ill and IV. This can be sepreaention mechanism by the system
in itself, as it must co-exist with the previousnstitutional framework and therefore
grounded in the fundamental principles of liber@hstitutionalism. As Masferrer refers:

“After 9/11 criminal justice systems faced a funaatal dilema: the resolution of
fundamental and urgent problems in regard to a dweonk of values and
fundamental principles that resulted from a woHdttwas substantially different,
namely from the cold war framework and the smatilamalist terrorist phenomena.
So they had to adapt and create a logic of doulntéval of their own identity:
respond to the challenges of terrorism with striergid efficiency and maintain the
liberal identity of their criminal systems. This llwcontinue to be the great
challenge of the criminal procedure laws in thetnggcade and one which is
especially noticeable — and relevant in the arethefprotection of privacy and
intimacy rights of citizens, evermore threatenedshyveillance and cooperation
programs developed by security forces and espioseyices.*®

The new paradigm of involvement and cooperatiopdiice forces when dealing
with these matters with information and espionag@ises has been precisely — as was
mentioned in chapters Ill and IV — one of the maosntroversial points of the
antiterrorist reforms of the past decade. Besides mew powers acquired by
intelligence services (especially regarding indargal systems), computer programs
developed for control and surveillance of commutnices generated further controversy
and strong debates among civil society. In any dass evident that individual
freedoms are objectively threatened by the devedmpraf highly intrusive methods of

personal data and information control. The fact seh tools are no longer exclusively

83 Masferrer, AnicetoEstado de Derecho y derechos fundamentales erte lcontra el terrorismo:
Una aproximacion multidisciplinar (histérica, juiimb-comparada, filosofica y econémicaditorial
Aranzadi (2011), pp. 182 — 183 (translated by thtera
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in the hands of intelligence services but alsoadice forces gives us the real dimension
of the threat concerning the fundamental rightgittens regarding their privacy and
intimacy.*®* As for this specific point, the judicial power hasen essential in limiting
the powers of police forces and safeguarding ciszéundamental rights. Here, the
logic inherent to the “bifurcation” has also beeit:fwhile abuses in terrorism related
cases by intelligence services and special forage been tolerated in the investigation
stages, the courts have been extremely demandithg ienforcement of procedural and
constitutional rules regarding the admission ofdewce obtained in clear violation of
fundamental rights of intimacy and privaty.

Another important point analysed in chapters it 484 was the development of
marginal communities and new discriminatory crinhipalicies in the name of the
antiterrorist struggle, which could be seen botmquisitorial and accusatorial systems.
Here, as presented by Gross, the idea of the hifiorcis also particularly relevant. On
one hand, as we saw in the previous chapters, fath® jurisdictions analysed,
developed systems of control of migration flows exsally tailored towards certain
communities. Citizens from Arabic countries, thedile East and North and East
Africa became the target of closer scrutiny wheremmg or leaving countries.
Similarly, the change in policies concerning imraigpn allowed, in Portugal and Spain
for example, the expulsion of a considerable nundbemitizens (allegedly involved in

terrorist activities) from countries in those ragpwithout judicial appedf®

“84 Gross, Emanuellhe Struggle of Democracy Against Terrorism: Lessioom the United States, the
United Kingdom, and IsraeUniversity of Virginia Press (2006), p. 159

“85 On this point the decisions n® 34/2006 of Jand&rand n° 12- A/2008 of June 8 by the Portuguese
Constitutional Court are extremely elucidatory.the latter the Court considered that: “rules which
permissive and invasive as against citizens’ psivacist be limited to the necessary and proporcional
order to achieve the desired objectives — the ptéwe or the investigation of terrorist acts. Comieg

the trial stage, courts may not allow evidenceryr @lements whose source affects a gross violation
the right to privacy of any citizen.” (translated the author)

216



The discrimination between citizens from the samemunity — based on their
ethnic or religious belonging — became a new el@érmkreference in the new emerging
criminal law of the enemy, as could be seen inctmes of the United States, the United
Kingdom, Portugal, Spain and Israel. As Donohuereef'September 11 had been
carried out by foreign nationals. It was to thismeounity the [United Kingdom]
government looked to ascertain the possible threat”

But at the same time, higher Courts of all thesentrtes (in Portugal and Spain
the Constitutional Courts) maintained a demandingsprudence built upon the
principles of equality and non discrimination, aslivas upholding the respect for the
fundamental principles of international law. SoatlasVeiga summarises this point in
an interesting manner:

“It is peculiar to observe that, despite the grayvetrength of the criminal law of

the enemy, constitutional courts throughout Eurbgee forced the legislator and
the Executive to significant concessions in the @mahthe principle of equality

and non-discrimination. It is a political questitanstart with, but at the same time
it is about the identity of criminal justice systewn one hand, the legislator
considerably raises the repression level towardsnuanities seen as marginal or
hostil; and on the other, he creates a series liticab and legal mechanisms to
safeguard and protect those same communiff&s.”

Again this is a reference to the logic behind tHarbation of the criminal justice
system. On the same matter, two separate legas,patiich refer to distinct stages of
the criminal procedure law. On one hand fundamerdhts are considerably restricted
at an early stage of criminal proceedings; on ttieerothose rights are guaranteed,
sometimes reinforced, in the later stages of tloegedings, seeking therefore to keep
the identity of the liberal and constitutional gyrst

Finally, it must be questioned if antiterroristaehs are causing a shift in the
constitutional paradigm or a change in the natdra etate under democratic rule of

law?

87 Soares da Veiga, Raslpranote 88 at 78
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This question has been answered in different wayssdweral investigators.
Donohue seems to follow in the direction of a digant change regarding the legal and
constitutional structure of States, namely in thses of the United Kingdom and the
United States of Americ&® as a consequence of antiterrorist reforms. Onother
hand, Bacelar Gouveia (and most Portuguese andsbpaumthors) has been extremely
reluctant to go as far as admitting a “constitugiotmansition” or a profound change in
the nature of the liberal state. This author refleas:

“If it is certain that the vast majority of antiterist legislation has caused a strong

unbalance between fundamental rights and the $eduriction of liberal States, it

IS not absolutely correct to say that we are fa@imgw constitutional identity or a

subversion of the judicial nature of these Staf®d”

Despite the fact that many of the reforms analys@ek a significant impact on
the system of protection of rights and freedomsl (daus entail a significant change in
the criminal policies followed by liberal state)ete does not seem to be enough
scientific data to ground the idea of a constitaiotransition or of a deep shift in the
liberal and demaocratic nature of states.

On the contrary: the investigation carried out damonstrated that during the
past decade no substantial process of constitltremeew was started in the countries
reviewed, nor is any similar process being negadiais far it is publicly known.

This is a significant point which deserves ourrditn: the constitutional identity
and the identity of legal systems have been kegpitkeof the significant impact caused
by antiterrorist reforms.

Once again, this idea represents a type of compensand balance within the

system, safeguarding its principles and esseraialeg. As Conde refers:

“88 Donohue, Laurasupranote 33 at 154
89 Bacelar Gouveia, JorgBjreito Constitucional, Volumg Almedina (2012), pp. 167-168
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“The preservation of the constitutional identity wéstern states has been a
constant legal battle. The legislator seeks taiotgtindamental rights and expand

the powers of public authorities to a limit wheteede equilibriums are still

possible to fulfill within the same framework ofrwiitutional valueg **°

Section Il

1. The Convergence between Accusatorial and Inquisitaal

Systems

As already made clear in the introduction to thiglg, criminal procedure models
were probably the legislative elements that undetwenost changes under the
antiterrorism legislation adopted in the aftermaitthe September 11, 2001 attacks.

Indeed, in no other area was the restriction ateis’ fundamental rights and
guarantees vis-a-vis the power of the state tosinyate and punish their crimes more
apparent. Also, in no other area was it so cleair ttere is a separation, a ‘bifurcation’
between the various stages of the criminal jusiitecess, which was initially
characterised by an excessive and almost exclysveer of public authorities and,
subsequently, by a balance (although unstable)dmetihe state and those suspected of
having committed the crimes in question.

The idea of a single, harmonised criminal justicacpss in terms of its values and
principles was definitely in crisis over the lasicdde, within the framework of the fight

against terrorism. As Marianne Wade argues, thd waajority of antiterrorism

499 Munoz Conde, Francisco,”El nuevo derecho penairaatio’, in El Derecho ante la globalizacion y
el terrorismqg Humboldt ed., Montevideu (2003), p. 78
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measures focused on the criminal justice processlath to a definitive structural
imbalance that had not been seen for many decade®s$t of the codes of criminal
procedure of Western countri€s.

The bifurcation of criminal justice systems comathvanother element, which is
one of the key conclusions in the analysis of sEveountries: there is a convergence
between systems of inquisitorial and accusatoa#line. A convergence with regard to
the evolutionary trend of the last decade - obskarel analysed in chapters Ill and IV
of this work - that evidences well-known commoneadp to the two types of justice
systems. Pinto Albuquerque pointedly refers thae last decade has produced an
interesting phenomenon within the framework of lggislation on criminal procedure
law: the classic differences between Continental Anglo-Saxons systems ceased to
exist and the brotherhood of objectives becamdnétienark of this new era of 'war on
terrorism: 4%2

This phenomenon of convergence between the accizatnd inquisitorial
systems is an interesting trend, which can be apdlyn different situations. On the one
hand, situations presenting common trends in flegislative development reveal also
similar patterns in antiterrorist reforms. This @s, presented in the previous chapters,
the case of the changes made to the terms forh@mheptapping and interception of
electronic communications. On the other hand, tlaeeesituationof rapprochement
and convergence in which one of the systems appesathe fundamental principles

that usually identify the other system. This applie the evolution of pre-trial detention

regimes in accusatorial systems, evidencing tretribdels of the United States clearly

491 Wade, MarianneA War on Terror?: The European Stance on a New dthr@hanging Laws and
Human Rights Implication§pringer ed. (2009) chapter 7

492 Albuquerque, Pinto ddireito processual penal: projectos legislatival. |1, Almedina (20086), p.
67
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approach the continental models of countries suiSpain, Portugal, France and
Germany.

This approximation phenomenon of converging crithipgstice systems is
actually, as emphasised by Olasolo, one of thedsrédhat has sparked great interest
among the various scientific and academic reseamhmunities of this ared®®
Furthermore, according to this author, althoughsitrue that the evolution of the
European Community legislation and the case lawhef European Court of Human
Rights significantly contributed to th@pprochemenbetween legislations, it was the
paradigm of a common threat (fighting global teswr and organised crime, as
described in chapter 1) that did the most to mtheeprocess forward of converging the
different legal systems. Let’s focus again on tkaneple of telephone interceptions and
their regulatory legal regimes. As explained inptka IV, before 2001 the British
legislation required for most situations, a specifinandate for the interception of
communications. This same regime was applicablenguisitorial systems, namely
Portugal and Spain that had quite similar crimipabcedural law schemes. In
accordance with articles 123 et seq. of the PoasguCode of Criminal Procedure,
prior to 2006 telephone tapping could only be earrout, with the authorisation of a
judge, if the following requirements were met: aines with a maximum sentence of at
least 5 years; b) indispensability of the mediumat s, there is no other mean available
to obtain the desired information that is lessrietste and invasive of privacy; c) the
investigating magistrate monitors and periodicadlyiews the procedure, at least every
three months.

However after the 2001 attacks on New York and Wwgbn, both schemes

suffered a similar evolution: in the United Kingd@nd the United States the need for

9% Olasolo, Hector,The Triggering Procedure of the International Crivai Court Martinus Nijhoff
Publishers (2005), p. 201
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mandates (liberalisation of warrants) has been maapaficantly pliable allowing for an
increasing number of agencies and officers to leeoess to the contents of telephone
and electronic communications; In Portugal and isfare was a real transfer from the
Judiciary power to the Executive pow#r putting an end to the interference of courts
in a very large number of situations. Indeed th& adicle 127 of the Code of Criminal
Procedure no longer requires the intervention afugoiese investigative judges as the
decision-making body but only to review the actiofigshe Executive body. Basically,
the real decision of authorising interceptions sephone tapping went on to be in the
hands of various criminal police bodies. As BoauemtSousa Santos refers:

“Bending the need for judicial mandates had, intic@mtal systems, a more
perverse feature capable of generating unbalandbeirsystem: what happened
here was a true transfer of power between the idwgliand the Executive bodies,
reversing the procedural regimes to times pridr@@5.”*%

But it is perhaps in the area of financial couredrism that the convergence
phenomenon is most noticeable. Before 9/11 thesBrlegislation to fight the funding
of terrorism was composed by the Northern IrelaBchérgency Provisions) Act 1973
and the Prevention of Terrorism (Temporary ProwvisjoAct 1974: both contained
clauses that gave the British Government imporgawers regarding the control of
property in Northern Ireland. In addition, thesgdkinstruments gave authorities a
diverse set of skills, enabling them to seize ardZe any funds or property that were
suspected of being used to commit acts of terromgainst the United Kingdom.
Nevertheless, some of these powers demanded #rgeantion of courts: for example,
under the Northern Ireland (Emergency Provisiong} A973, it was the courts’
competence to freeze and seize goods of individoatsally convicted of belonging to

or financing any of the following organisations @eed illegal: Sinn Féin, the IRA,

49 Friedman, George proxima décadaleya ed. (2012), pp. 56 - 65
9% Sousa Santos, Boaventusapranote63 at p.46
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Cumann na mBan, Fianna na hEireann, Saor Eire la@mdUVF. In the following
decades some legislative acts slowly increasedptiveers of the State in terms of
financial control. This was the case of the Preeentof Terrorism (Temporary
Provisions) Act 1989, the Northern Ireland (EmergeRrovisions) Act 1998 and the
Prevention of Terrorism Act 1989 (which introduaed specifically defined crimes of
financing terrorism and the use of goods with testgurposes).

However, the antiterrorist reforms undertaken in020in particular the
Antiterrorism, Crime and Security Act 2001, intregd, as Laura Donohue refers,
important changes that had a significant impacthenrights of citizens, businesses and
financial institutions. On the one hand, Governraewere given wide authority to
freeze any amount of money or goods suspected whdnany relation to terrorist
organisations, even without the existence of acjatiproceduré®® On the other hand,
both citizens and financial institutions now had #pecific legal obligation to provide
information to financial authorities whenever aat@n with terrorist activities was
suspected, even without any specific criminal itigasion or judicial intervention. The
violation of these obligations could generate pggsbf up to two years imprisonment.

In addition, these powers-which initially were reged to cases of terrorism or
subversion — were expanded for common crimes, diretucomplex tax or financial
crimes, as foreseen by the Proceeds of Crime A@L.28s Tim Parkman refers, the
antiterrorism legislation provoked a real paradigmehange in the control of financial
flows, whereby the State now has the power to obalt transactions occurring within
the econom$’’, having also real power to intervene under theemmrspicion of

criminal activity.

4% Donohue, Laurasupranote 33 a4l - 142
497 parkman, TimCountering Terrorist Finance: A Training Handboakr fFinancial ServicesGower
Publishing, Ltd., Jan 1, 2007 pp. 39 - 48
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In terms of financial control, there was a fairlyngar evolution in Portugal.
Before 2002, the financial counter-terrorism schérae virtually no application, to the
extent that it had been specifically created tdtfiguerrillas (within the framework of
the colonial war until 1974). According to the 198@nal Code, it was even considered
as a common crime (not specifically related toamesm). However, the Code of
Criminal Procedure expressly required the needuidicial mandates to freeze or seize
any goods or quantities of money, without distisgung or creating any specific
regime for cases of terrorism and organised cri@methe other hand, to permanently
freeze goods or securities, some kind of judicidcpss had to be completed or
underway in relation to the individuals or orgatizas formally facing the charges of
crimes of terrorism, corruption, money launderingliicit transfer of income abroad,
However, after the attacks of 2001 - and especkitgr the bombings of Madrid in
2004 — the financial terrorism scheme changed a#lglicOn the one hand, the decision
of freezing goods or money is now solely depenaenthe Judicial Police and Tax
Authority, without any judicial intervention. Ondlother hand, the requirement to have
some kind of judicial process or judicial condenmatunderway ceased to exist. The
freezing of goods is now entirely dependent on"teasonable suspicion that certain
goods or values may, directly or indirectly, bedise finance terrorist organisations or
activities, regardless of the form of use or tleéiective implementation®®

Similarly to what was witnessed in the United Kiogd also in Portugal the
intervention of courts was foregone, which the Exiee power often sees as time-
consuming, inefficient and too concerned with eitig' rights. At the same time, the
control of property and financial flows were chaltet to the Executive power, by

increasing its enforcement powers and, above wlfplring financial institutions to a

98 Article 3 of Legislative Act No. 65/2005 of 4 Jamy
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set of increasingly comprehensive and detailedrimé&tion. Article 15 B of the same
law no. 65/2005 of 4 January determines, that firninstitutions are obliged to
inform the Government about all financial transfexseeding EUR 500,000, as well as
all suspicious movements involving terrorist orgamions or other similar to these. It
furthermore determines that the duty to inform enpasses all requests made by the
tax or police authorities for cases showing evidsnthat the financing of terrorist
organisations or activities.

There are therefore striking similarities betwe@thbpresented schemes, which
have the following defining features: the expansaf the executive powers, the
weakening of the judiciary power and the sharpeaase of information duties (which
came along with an equally sharp restriction tortgket to privacy of citizens). This is a
true convergence phenomenon between the inquaitamd accusatorial systems.
As Junior refers:

"The approximation between the common law and thiélaiv systems is visible
in many reforms that have been approved over thetpenty years. However, the
last decade and its structural reforms of most isodecriminal procedure have

generated a true phenomenon of identity mér@géar

However, although the idea of an approximation leetwthe identities of both
systems might seem excessive, the phenomenon isfaliage convergence within the
context of the fight against terrorism is a reatligt has been increasingly highlighted
by researchers engaged with criminal justice system

There is one remaining issue that must be raisdatie bifurcation of the criminal
justice system and the convergence between cwilalad common law systems a mere

historical coincidence or a trend of change thatlwaproven scientifically?

49 Jnior, Osvaldointroducao & histéria do direito: Estados Unido8sasil, IBRADD ed.(2001) p. 32
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The question has to be examined with caution, tpkimio consideration the
limitations of social sciences methodology. To talbout a paradigm shift or, as per
Osvaldo Jr., about an identity that is common ediiferent families of criminal justice
system3” seems to be excessive or, at least, without soiidl consistent scientific
foundation. The bifurcation of criminal justice s3ms and the convergence between
the different legal families has been a consiséxaiution trend over the last decade.
Chapters IIl and IV show strong evidences of tiwmgletion, evinced by the antiterrorist
reforms performed in several legal areas, suclhedinancial control and the pre-trial
detention schemes. This trend, as highlighted mak2osta, will tend to increase in the
foreseeable future, under the same guidelineshthat existed since the 9/11 attat¥s.

Little by little, antiterrorist reforms significayt altered the structure of criminal
justice models to which we were accustomed to, ngp@way from the fundamental
principles of rationalistic liberalism and from thdeals based on humanist and
Christian formation that inspired the tradition\&estern constitution®. This was a
common path, hence the phenomenon of approximatahconvergence between the
different legal families. Nevertheless, to talk aba change or paradigmatic transition
is to go further than the scientific data allowstaislo, crossing the borders of scientific
methodology. The proof that it would be eventuadycessive to be speaking of a
paradigm shift within the criminal legal systemjnsfact already mentioned in chapter
IV: despite legislative changes, the various Caumstns have remained largely
unchanged, preserving their fundamental principleg guiding values. However, it is
worth noting that the meaning of some of thesegglas and rights has suffered
significant changes in spite of maintaining the sdormal existence. This implies that

even though several States decided to maintain ¢élssential constitutional framework

*% junior, OsvaldoDireito, regulacéo e logistica&sorum Ed. S&o Paulo (2009), p. 32
%1 Faria Costa, José de, Direito Penal EconémicanBa Editora (2009), pp. 56 - 58
%2 Faria Costa, José deocées fundamentais de direito per@bimbra Editora (2011), p. 45
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of principles and values, they were given new magnby loosening their legal scope
and restricting their protective effects, as a ltestithe antiterrorist reforms seen in
chapters Il and IV. Ashworth emphasizes this parhen he talks of a ‘*hollowing out
of rights’ %

It should also be noted that, on this issue, noh¢éhe analysed countries is
currently undergoing any constitutional review @sg, nor are they expected to do in
the near future. Furthermore, as Bacelar Gouvéesethe integrity and the protection

of constitutional values in the West are still thmst effective barrier against the

profound cost of our antiterrorist regimes in termsminal justice systentS:

Section Il

1. The impact of Counter-Terrorism Measures on the
Liberal and Democratic Nature of the Constitutional

Rule of Law

As Jakobs points out, the constant fight againsbtism and organised crime in
the last ten years has severely restricted, ifigwbred, some of the most important
modern constitutional postulates, such as the rightfreedom, the principle of

presumption of innocence, the right to a lawyer defénce counsel at any stage of the

%3 Ashworth, Andrew, “Criminal Proccedings after tHeman Right Act the Fisrst Year” i@riminal
Law Review855 (2001), p. 186
%4 Bacelar Gouveia, Jorgsupranote 97 at 68
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proceedings, the right to appeal to the highertsotine principle of material truth, the
right to non-discrimination on the basis of raceedigion, etc.

This new “criminal law of the enemy?® has no doubt affected the fundamental
structure of the democratic rule of law and itsunatas inherited from the political
liberalism of the 18 and 14 centuries. On the one hand, the humanist crinwal as
Figueiredo Dias called it, was definitively undenexdl>*°

The reflection to be developed should considerdifferent aspects. On the one
hand, to know if we can speak of a ConstitutionalleRof Law identity in the
contemporary era, i.e. whether or not we can ifieatset of principles and values that
are common to this type of rule and that can beetmahed by the counter-terrorism
measures. On the other hand, it is important terésa to what extent the measures
adopted to combat terrorism and transnational asgdncrime have caused a real
mutation in the liberal nature of the constitutibnale of law or if this change has
limited itself to configuring the criminal justic/stem and, therefore, just a part of that
Constitutional Rule of Law.

According to Murphy, the first step of this refleet should in any case be to
recognise the changes in the legal system. Theofuév has inevitably adapted to new
circumstances arising out of the September 11 lattand, over the last decades, this
adaptation has brought about a real change in ¢kenéal structure of the criminal

justice systems of most Western countrfés.

%% Jakobs, GunteBireito Penal do Inimigo: nocoes e criticasivraria do Advogado Ed., S&o Paulo
(2012), p. 12

°% Dias, Figueiredo, Costa Andrade, Man@lhomem delinquente e a sociedade criminog€aémbra
Editora, Coimbra (2013), p. 134

*"Murphy, Cian, “The Constitution of EU Counter-Taigon Law” at http://www.ejiltalk.org/the-
constitution-of-eu-counter-terrorism-law/ ; segcaMartin, Jo&o LopeS,errorismo Transnacional: uma
nova abordagemAlmedina (2010), p. 56
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In this regard, research conducted in the variausities seems to show that the
changes in the structure of the rule of law shd@ddentified and grouped as follows:
1. changes in the criminal procedure rules relating d¢dminal
investigations, gathering evidence and coercivesones;
2. changes relating to the structure and overall mepof the criminal
justice system;
3. changes in the constitutional nature of the statkits identity as a rule

of law;

With regard to the first point, as Roxin points ,otitere is consensus among all
authors that the rules relating to the first staferiminal proceedings (i.e. criminal
investigation and preventive measures) have diacaéir reversed the trend observed
in the late 1980s and throughout the 1990s in riésstern countries. Most of these
measures have already been identified and explahbede, such as the facilitation of
wiretapping and the increase of data relating &tpal detention in Portugal and Spain.

As for the second point, it has to do with what soaathors call the objectives of
the criminal justice system, i.e. the goals thanoral procedure aims to achieve and
secure with the measures it applies. This is bigicahere we find the classic
differences related to the objectives of the glohatice system: ensuring the
application of criminal penalties, ensuring a dahsurmountable rights for suspects, or
meeting the needs of crime victims as far as ptessizcording to George F. Cole, the
fight against terrorism and organised crime hasrnefilated the objectives of the

criminal justice system, which, on the one handy r@as as its main objective the
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effective and expeditious investigation of terrorigind terrorism-related crimes, and,
on the other hand, invests in crime prevent®n.

This seems to be a fact that cannot be ignoredyrdicg to the data obtained.
During the 1990s, even criminal justice systemg W@re based on a predominantly
protective approach (i.e. focused on fundamentits) substantially changed their
concerns, as was the case, for example, of BelgindhLuxembourg. Therefore, these
systems went on to focus on two essential concénagprevention and investigation of
crimes related to terrorist activities. As Valmoatgues:

“During the last decade, the global concern abaubtism has essentially changed

the public and well-known objectives of criminalsfice systems, not only in

Brazil, but virtually in all Western countries. Weave provided these countries

with effective tools for the investigation, contrahd prevention of terrorism and

organised crime, rather than for the protectiomigtits, freedoms and guarantees.

For this new dominant approach, the protectioruofibmental rights is inherent in

the war waged against terrorism’®

The last point — changes in the liberal and dentmcreature of the rule of law —
requires deeper reflection. On the one hand, asiomexl above, it is inevitable to see
that the principles of proportionality, equalitydathe right of defence (constitutionally
enshrined rights, for example, in Portugal, Spkiance and Germany) are in crisis in
the context of the fight against terrorism. A preadt example is pointed out by Paulo
Pinto de Albuquerque, analysing both common law @witl law systems: while before
the reform of 2006 the application of pre-trial el@ion was an option (to be applied in
exceptional cases and only under a specific seiraimstances), after this reform, the

application of pre-trial detention became virtualhevitable in cases of terrorism or

organised crime. This reality undermines a prireigi¢eply rooted in existing criminal

% Cole, George (org.Jhe American System of Criminal Justi€engage Learning (2012), p. 192
9 Velloso, Ricardo and Andrade, Vanessa, “Crime Omato e Terrorismo no Brasil” at
http://www.procrim.org/revista/index.php/COPEN/elgiview/56/111 (accessed on August, 2013)
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justice systems, in both in common law and civilv laountries: the principle of
presumption of innocence of the suspet.

It may therefore be concluded that there has besaobsatantial change in the
identity and objectives of the criminal justice t&ys. We may even agree that some of
the principles traditionally accepted in the conpenary approach of criminal procedure
and inherited from the political liberalism of tip®st-French Revolution have been
definitely undermined in the context of the glober on terrorism. Another (more
comprehensive) question is whether the dynamicssandtture of the Constitutional
Rule of Law is also undergoing a transition or pagan shift? In a way, the question is
whether the identified changes lie strictly andcgjpeally within the field of criminal
justice or whether they are already on a wider elaf political science and
constitutional structure of the countrigs?

As already mentioned above, the costs of the watearism and organised
crime seem obvious today and assume various tygmesiomic costs, legal costs and
civilisational costs. The first are evident and viééntified in the reports prepared by
the U.S. Senate and the European Union itself k02d 2011. For example, a study
conducted by researchers from Brown University'st&a Institute for International
Studies estimates that the economic costs relatéaetwar on terrorism for the United
States stand at four trillion dollars since 20Gdnsidering only the costs directly linked
to the wars fought in Afghanistan, Iraq and Pakistad also the terrorist attacks
perpetrated against U.S. interests. In additiothése, a whole set of indirect costs will

also have to be taken into accouiit.

*10 Albuquerque, Paulo Pinto, “Sete teses sobre a mefordo processo penal’ at

http://www.ucp.pt/site/resources/documents/Doce@@%20Palbu/Dez%20M%C3%Alximas.pdf

1 Conte, Alex, Human Rights in the Prevention and Punishment afofism: Commonwealth
Approaches: the United Kingdom, Canada, Austratid &lew ZealandSpringer, (2010), p. 391

512 Brown University’s Watson Institute for Intetimaal Studies, “The costs of war since 2001: Iraq,
Afghanistan and Pakistan” at http://www.thefisqakltis.com/~/~/media/Fiscal-Times/Research-
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Finally, we have the civilisational costs relatedthe cultural and axiological
heritage of the West, particularly the values iitedrfrom the French Revolution. As
Adhémar Eismein argues, the vast majority of vakmssidered essential in the field of
criminal procedure law derive from the imaginaryachted by the political liberalism
of the 18 and 18 centuries, which was unreservedly asserted by Rtench
Revolution of 1789. Now, it seems inevitable to dade that many of these values
were compromised, or at least required another ¢fpeterpretatiorr> by the criminal
reforms undertaken by most Western countries iffig/he against terrorism.

The civilisational costs of the war on terrorisne aepresented not only by the
number of human lives lost, but also by the undemmg of values of freedom and
property and, as Sakamoto points out, by the defenabandonment of a perspective of
multilateralism and diplomatic negotiation that Hagkn gaining ground in the 1990s
and disappearing altogether after the Septembattadks>**

However, regarding the question of a transitio oeal mutation in the nature of
the rule of law, a definitive answer seems to baggerated, if not premature. Although
the changes identified above are varied and represevoidable costs of the war on
terrorism and organised crime, they are not enoafgine, to cause a change in the
nature of the Constitutional Rule of Law. As Poggints out, we must not forget that
the modern state, with all its functions, is anr@stdinarily broad and complex entity
that cannot be restricted to the specific areariofinal justice>*® Indeed, even if the
changes brought about after September 11 coverwiggspread areas as banking and

financial regulation — or the use of the Internad aegulation of the right of asylum and

Center/Budget-Impact/Think-Tanks/2011/06/29/Thet€&3f-War-Since-
2001.ashx?pid=%7B1C75F3DB-0DE3-4470-8A8C-DBSE4C3D 7D

13 Esmein, AdhémarA History of Continental Criminal ProcedureThe Lawbook Exchange (2000)
p.591

>l sakamoto, Yoshikazu, “The Politics of Terrorism &@ivilization": How to Respond As A Human
Being”, at http://www.iwanami.co.jp/jpworld/textiglization01.html

*15 Foggi, GianfrancoThe Development of the Modern State: A Sociologisttbduction Stanford
University Press (1978), pp. 1 - 10
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immigration — we must not forget that the liberature of the democratic rule of law is
a much broader concept, both from a historical phitbsophical point of view and

from a legal and social point of view.

2. Conclusion

An extremely interesting fact should be noted fraan comparative law
perspective: while most Western states have adpptede have seen, specific counter-
terrorist legislation following 9/11 and 11/3 (Mat)r attacks, very few of them were
willing to amend the Constitution in the troubledripd of the war on terrorism. In
reality, what could be observed was the suspensiocertain legal protections and
fundamental rights, as well as the derogation cfome articles of the ECHR. The
United Kingdom for example derrogated article 3hedf ECHR as to apply, in its legal
system, ‘control orders’ and indefinite detentiohfareigners suspected of terrorist
activities. As Donohue refers:

“The 2001 Antiterrorism, Crime and Security Act (AS&) gave the British
Secretary of State the authority to specially destig (“certify”) foreign
individuals reasonably suspected of being a test,oand defined terrorist broadly,
to include anyone with links to international tersb organisations. Where either a
point of law or practical considerations preventighortations, the legislation
provided for indefinite detention. To ensure tha¢ State was in good standing
with its international obligations, the United Kolmm formally derogated from
Article 5 (1) of the ECHR® >*°

This is a curious fact that should make us thinleftdly about the liberal nature
and constitutional structure of the contemporatg of law, which shows very few and

insignificant changes in the context of constitagéiblaw.

*1® Donohue, Laurasupranote 33 at 58
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So what is the real meaning of this? On the onel iashows that in spite of the
profound changes in the respective systems of gahjustice, there hasn’t been a shift
in the constitutional paradigm and that while its@rin different legal systems the
models of criminal procedure remain anchored tooemmon set of fundamental
principles. On the other hand, it also demonstraaesCanotilho illustrates, that the
modern liberal Constitutions, specially the writtemes, were able to create protection
and consolidation mechanisms, notably for crisid amergency situations such as
those we have lived in the past decadeln the words of this author, this is a
constitutionalism with eyes set on the future andhiclv requires anti-crisis
mechanismsa*®

In any case, there is not enough data to proveeximence of a constitutional
transition or a paradigm shift in the liberal anehebcratic nature of the rule of law.
What there really is, no doubt, as Donohue points i8 the existence of a very high
legal and civilisational cost for that same rulelaf,>*° which is forced to sacrifice
some of the core values and postulates of itsengst In this regard, we have already
mentioned the principle of presumption of innocermm®portionality and the right to
defence of suspects. However, fundamental valugs &sithe right to legal defence, the
protection of fundamental rights, and the righptivacy have also been deeply affected
by legislative counter-terrorism measures adoptexkveral countries.

However, what seems evident, as Soares da Veigéspait, is that we can speak
of a crisis of the fundamental values of the crimhijustice system in place in the
majority of western countries. Regardless of fa@angpnstitutional transition or a shift

in paradigm, what is at stake is a deep crisihiefalues inherent to the systems of the

*17 Canotilho, José Joaquim Gom&steito Constitucional e Teoria da Constituicaalmedina (2006),
pp. 345 - 368

>18 Xenophon ContiadesEngineering Constitutional Change: A Comparativerspective on Europe
Canada and the USA, Ed.Routledge (2012)

519 Donohue, Lauraupranote 33 at 134
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criminal justice of liberal nature. The costs ofitmnrorist reforms are very diverse and
relevant in relation to the fundamental freedortrsicsure of State and citizens’ trust.
These three elements, referred by Ch¥figeveal a profound crisis of the
dominating model of criminal justice in most westeountries.
Whether we are or not before a shift in the pamadaog criminal justice, only the future
— and perhaps a near future — will tell. The efQuiim that will be found between
security needs and the protection of human rightsn -areas so diverse such as
electronic surveillance, control over financialnsactions or the right to freedom and to
privacy — will be indicators of the direction towdarcriminal justice systems are headed.
As Seidl refers the structure behind this balanceeatind those multiple equilibrium
should provide us with a clear image of the emerginminal justice system in the age
of global terrorisnt®*

We should however bear in mind, as Donohue points that some of the
measures included in the antiterrorist legislatapproved by the West in the past
decade may have immediate beneficial effects, lbowvepto be harmful in the long
run %

In the short run they may contain the terrorise#itrand give a false sense of
strength and security. In the long run howevery thee hugely restrictive of citizens’
freedoms and undermine the confidence — espeaigthyn minority communities — in
democratic institutions, causing further radicdl@a which in the future may have a
much deeper effect in regard to civil society.

The costs of antiterrorist legislation are profoynaoted in the societies we

live in. Every day we are confronted and becomeemmware of the serious issues

20 chang, NancySilencing Political Dissent: How Post-SeptemberAttiterrorism Measures Threaten
Our Civil Liberties Seven Stories Press (2011), pp.. 15 - 28

*21 Sejdl, FlorianTerrorism and the Balance Between Freedom and 8gcGRIN Verlag (2007) p. 67
22 Donohue, Laurasupranote 33 at 89
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surrounding control and surveillance mechanismgtadbin all corners of the globe
after 9/11. The scandals of electronic surveillaacd espionage carried out by several
North American and European intelligence agenciegust the tip of the iceberg of a
long and much needed debate that the civil socretgt face in order to identify what
our systems of criminal justice should look like.the complex and unpredictable fight
against global terrorism questions such as whétgigre we willing to give up, and
what freedoms will we uphold no matter what, canm®ignored. And they are crucial

to ensure the survival of the democratic rule uf éamong liberal state¥?

23 Gross, OwenLaw in Times of Crisis: Emergency Powers in Theand Practice Cambridge
University Press (2006), pp. 56 - 58
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APPENDIX

Some events that shaped modern terrorism - A bhiefnology

In September 1972, the confirmation that innocevese to become targets of
terrorist acts came when, during the Munich Olyrapia group of Palestinian

extremists killed some of the Israeli athletés.

In December 1975, a radical group led by the Veelkzu terrorist lllich
Ramirez Carlos, carried out the kidnapping of l1histers of the Organisation of

Petroleum Exporting Countries (OPEC) in Vienfia.

In 1982, in Beirut, Lebanon, a terrorist attackhacar bombs caused 200 deaths

in the barracks of mariné¥.

In 1988, terrorists stroke again, this time witbcenmercial airliner that crashed
in Lockerbie, Scotland, leading to the death of pa8sengers and a few by-standing
Scots. At the time this was considered the lartgrsorist attack since World War II.
The attack was attributed to two Libyan nationalepm Libya refused to hand to the

U.S. authorities?’
In 1992, the Embassy of Israel in Buenos Aires,efstmna, was destroyed in an

attack without antecedents for its magnitude: 3ippedied. The attack was claimed by

a command of Arabic origin.

24| ebrun, MarcQue sais-jeInterpol, Paris, Presses Universitaires de Fralt@®7, pp. 63-64.

% Claire SterlingA Rede do Terror — A guerra secreta do Terrorismternaciona) Lisbon, Francisco
Lyon de Castro, s.d., pp. 21-22.

% John, AndradeAccdo Directa — Dicionario de Terrorismo e ActivisrRolitica Lisbon, Huggin,
February 1999, p.31.

*2" Hoffman, Bruce|nside TerrorismGreat Britain, Indigo, 1998, p. 190.
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Also in 1992 the Algerian president Mohammed Bolithas assassinated. At
this time Islamic fundamentalism triggers systemaérrorist actions with alarming

proportions’?®

In 1993, in New York, one of the "most spectaculartorist episodes in U.S.
history occurred: an armed van parked in the stdotean level of the World Trade
Centre blew up, killing six people. The authorsivas attributed to Bin Laden and his
organisation?

In 1994, Argentina was again the stage for tert@ri¥he headquarters of the
Argentine-Israeli Mutual Association (AIMA) was tgted, causing more than 100
deaths and many injuries. This was considered dntheo deadliest attacks in the
country’s history*

Japan started dealing with a new kind of terrorisml995, when the sect
"Supreme Truth" triggered a series of attacks wéhrotoxic gases:

In 1995, the U.S. federal building in Oklahoma exiagd, causing 168 deaths. It
was the biggest terrorist attack suffered in thentxy up to this date. The authorship
was attributed to Timothy McVeigh, who had beerolaisr in the Gulf War, and who

was later arrested and sentenced to d&ath.

In November 1997, in Egypt, new and bloody attamksurred against foreign
tourists. Islamic terrorists claimed these attaéks.

In August 1998, two different attacks occurred or§.Uembassies in Africa
within a few minutes. The first was in Nairobi (Kex) with the explosion of a car

bomb, killing 213 people. The second occurred imZBaia, partially destroying the

%28 \yww.terrorism.com, accessed February 2008.
2 Hoffman, Bruce, supra note 209, at p.78

*30 gypra note 210, accessed February 2008.

%31 Hoffman, Bruce, supra note 209, at p. 89

%32 |pid. at, pp. 92-105

33 |bid. at, p. 93
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U.S. Embassy. Both attacks were attributed to threber one enemy of the U.S. at the
time, Osama Bin Ladet!

The largest terrorist attack in history occurred September 11, 2001. Four
commercial airliners were taken by terrorists irs®®m, and subsequently diverted. Two
hit the 100-floored Twin Towers of the World Tra@entre in New York. The same
that had been targeted by terrorists in 1993, neased to exist, dragging thousands of
people to death. A few minutes later the third plamnashed against the U.S. military
base, the Pentagon, which was partially destroy®dfourth plane crashed in
Pennsylvanid®

On March 11, 2004, ten bombs went off virtually sitaneously in trains

carrying commuters into Madrid. 190 people diedha attacks, with approximately
2,000 people wounded.
The terrorist attacks on 7 July 2005 tested thedbonResilience Partnership plans to
the limit, as four suicide bombers killed 52 paggea and injured nearly 800 on the
city’s transport network. Three bombs went off &808m on underground trains just
outside Liverpool Street and Edgware Road statiand,on another travelling between
King's Cross and Russell Square. The final expiosias around an hour later on a
double-decker bus in Tavistock Square, not far fking's Cross.

In November 2008, the Lashkar-e-Taiba (a groumps&mame means "Army of
the Pious"), a Pakistani based muslim extremistgrolauched twelve coordinated
shooting and bombing attacks across Mumbai, Killi@c people, including 28

foreigners from 10 different countries, many of whaere separated and executed.

%34 Cfr. Osama Bin Laderima guerra contra o Ocidentéisbon, Publicagdes Dom Quixote, October
(2001), pp. 122-123
°% |bid. at, p. 132
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On the 2% September 2013, Al-Shabab’s jihadist fighters edidNairobi’'s
Westgate shopping centre and made a stand-off@u#mian police forces which lasted
for three days, killing 67 people and injuring ng&00. Non-muslims were singled out

for executions and a hostage situation gave thetelebal mediatic coverage.
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