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Abstract

This thesis seeks to understand how deepfake exposure affects beliefs, memories, and
behaviours, and how best to counteract the negative consequences of misleading deepfakes. A
comprehensive multi-study approach, comprising a scoping review, a thematic analysis of real-
world discourse, and five rigorous quantitative experiments (N=7,666) have established that
despite prevailing alarmist narratives, deepfakes are not a uniquely potent form of
misinformation compared to simple text and audio. Rigorous comparative experiments,
conducted during an active U.S. election period, consistently demonstrated that deepfakes were
not especially effective at influencing political beliefs, memories, or voting intentions, nor did
they produce lasting longitudinal effects. Crucially, this thesis demonstrates that beyond the
direct manipulative harms of deepfake exposure, the surrounding alarmist discourse may
generate significant unintended consequences, specifically the erosion of epistemic trust in
authentic video-based information. To address this, the thesis culminated in the design and
evaluation of an evidence-based intervention to educate the public about deepfakes without
undermining epistemic trust. This novel strategy successfully reduced deepfake anxiety and
improved discernment of authentic video content, providing a critical roadmap for the field to

transition from fear-based rhetoric to informed, balanced media literacy.
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Chapter 1 Introduction

The aim of this thesis is to investigate how exposure to deepfake videos influences
peoples’ beliefs, memories, and behaviours, and how educational interventions can mitigate
the effects of misleading deepfakes. Media outlets and research papers have frequently raised
concerns about the unique and manipulative effects of deepfake exposure (Chesney & Citron,
2019; Dan, 2025; Duboust, 2023). These concerns seem reasonable, as deepfake technology
can facilitate the creation of hyper-realistic videos of people doing or saying something that
they never did (Westerlund, 2019). When applied to high-stakes environments such as politics
or democratic processes, it is easy to imagine how deepfakes could cause harm through
manipulating people’s beliefs about politicians and erode the public’s trust in online video-
based information. Despite the obvious potential for deepfakes to spread misinformation and
manipulate individuals, at the outset of this PhD, there was surprisingly little empirical research
quantifying the effects of deepfakes on peoples’ beliefs, memories, or behaviours. Without
such information, it is difficult to understand the impact of deepfakes on human cognition and
behaviour. Without sufficient evidence, narratives surrounding deepfakes perpetuated by the
media and research literature can only be considered premature. This thesis begins to address
this gap in our understanding of deepfakes through a series of empirical studies exploring the
impact of deepfake exposure on people’s beliefs, memories, and behaviours. The project
culminates in the exploration and design of an effective intervention aimed at educating the

public about the effects of misleading deepfake exposure.

1.1 What are Deepfakes?

1.1.1 Origin of Deepfakes



Deepfakes are commonly defined as videos or audio clips generated using generative
adversarial networks (GANs), where one person’s face or voice is artificially overlaid onto
another. This results in media showing someone saying or doing something they never did
(Twomey et al., 2025). According to Mirsky and Lee (2021), GANs are a type of machine
learning frameworks that generate new data samples that resemble data it is given. When
creating deepfakes, a “generator” neural network creates a face or an audio clip which is then
directed towards a “discriminator” network attempting to distinguish the generated material
from the real source data. Any discrepancy between generated material and source data is used
to teach the generator network to create better materials in an adversarial loop. The term
“deepfake” originated as a portmanteau of “deep learning”, which references the subfield of
machine learning using algorithms inspired by artificial neural networks (LeCun et al., 2015),
and “fake” referring to the deceptive nature of deepfakes (Horvitz, 2022). Deepfake videos first
appeared on a forum on Reddit in 2017 uploaded by a user named “deepfake” (Vasist &
Krishnan, 2022). These deepfakes depicted the faces of female celebrities on the faces of actors
in pornographic films (Albahar & Almalki, 2019). The subreddit where these deepfakes were
first uploaded was shut down and deepfakes were banned from Reddit entirely (Albahar &
Almalki, 2019), but the propagation of deepfake technology was irreversible and deepfakes
have proliferated rapidly in the years since (Altuncu et al., 2024). The technology behind
deepfakes has also gradually become more accessible to the public over time (Murphy et al.,
2025).

Collectively, deepfakes have been perceived by many as a novel way to pollute the
public’s trust in video-based information and manipulate the public’s attitudes towards
individuals through hyper-realistic videos, a concern which is only compounded by the
accessible nature of this technology (Chesney & Citron, 2019; Vizoso et al., 2021). However,

some scholars don’t view deepfakes as an isolated and unprecedented form of media



manipulation, but rather, an evolution of pre-existing strategies (Broinowski, 2022; Vasist &
Krishnan, 2022). Media such as photos and videos have been manipulated for many years
before the creation of deepfakes. For example, photos and videos were frequently manipulated
during World War 2 as propaganda in an attempt to influence attitudes and behaviours (Margry,
1992). Recent examples of media manipulation before deepfakes include photoshop (Caldwell,
2016) and innovative video-editing techniques morphing faces and resurrecting deceased
celebrities (Ngak, 2012). Research has closely monitored how these manipulated media affect
human cognition (Nash et al., 2009; Saachi et al., 2007) and situating deepfakes in a long line
of media manipulation strategies is beneficial as we can adapt findings from previous research
to understand how deepfake exposure may impact beliefs, memories, and behaviours. This is
especially important in understanding deepfake influences due to the lack of empirical studies

conducted with deepfake stimuli (Ching et al., 2025).

1.1.2 Narratives around Deepfakes

Both media sources and academic literature often characterize deepfakes as a uniquely
dangerous threat to society (Poidevin, 2025; Sunvy et al., 2023; TBIJ, 2024), capable of
manipulating election outcomes and threatening national security through inciting violence and
undermining trust in government and military institutions (Chesney & Citron, 2019). These
accounts frequently emphasise that deepfakes have the unique potential to shape people’s
beliefs, memories, and behaviours, specifically in political contexts (Wahl-Jorgensen &
Carlson, 2021). However, these narratives are often not based on empirical evidence, as my
scoping review of empirical deepfake studies revealed that the current body of literature is
insufficient in determining precise effects of deepfake exposure on beliefs, memories, and
behaviours (Ching et al., 2025). Considering the limited empirical evidence on deepfake

exposure effects, contemporary narratives around deepfakes may only be considered as



alarmist and premature. Another narrative suggests that deepfakes are rapidly proliferating and
may soon become ubiquitous across online platforms and polluting people’s trust in authentic
information (Abraham et al., 2025; Romanishyn et al., 2025). Romanishyn et al. (2025)
reference projections estimating up to 8 million deepfakes could be shared by the end of 2025,
a significant rise from approximately 500,000 shared in 2023. However, these claims are
potentially misleading and contribute to alarmist discourse for several reasons. Firstly, between
96-98% of deepfakes online are pornographic in nature (Ajder et al., 2019, SecurityHero, 2023)
and thus, it is improbable that the projected eight million deepfakes will be distributed across
general online platforms but rather their circulation is likely confined to a relatively small
subset of users. Secondly, estimates suggest that misinformation and disinformation constitute
only about 5% of the average individual’s information consumption in the United States
(Acerbi et al., 2022). Considering this, the likelihood of encountering a non-pornographic,
manipulative deepfakes within that 5% is extremely low, challenging the concerns implied by
current widespread narratives.

Alarmist and unsupported narratives not only distort the public’s understanding of
deepfakes but can also lead to tangible harm. Some emerging research reveals that deepfake
pornography disproportionately targets women, particularly celebrities, highlighting the
emotional, reputational, and psychological toll it imposes on its victims (Twomey et al., 2025).
McGlynn and Toparlak (2025) extends these harms towards non-celebrity female victims who
have experienced similar traumatic experiences with non-consensual deepfakes describing
them as “radically altering their everyday life experiences, relationships, and activities”. The
experiences of harassment and abuse through deepfake pornography is being overlooked, in
favour of political harms, by the broader research community and media outlets as evidenced
by the relatively smaller amount of attention it is receiving (Gosse & Burkell, 2020).

Furthermore, unfounded alarmist narratives risk misinforming the public and generating



unwarranted fear and panic around deepfakes. This is problematic because misinformed
citizens who fear the narratives around deepfakes may lobby for quick legislation and policies
to restrict deepfakes which may be overly broad or poorly drafted, leading to legal overreach
and censoring legitimate speech and satirical expression (Feeney, 2021).

Alarmist narratives around emerging technologies such as deepfakes are not new.
Dystopian predictions have been made about many mundane technologies we take for granted
today. For example, the telephone had been judged by many as a source of social erosion as it
ruined the communal aspect of visiting friends and family in person (Thompson, 2016) and
lightbulbs were predicted cause significant harm to the eyes and even blindness (Almond,
2019). Even the humble book and the written word were forecasted as a threat to tradition and
human memory promoting ‘“social passivity” (Yadlin-Segal & Oppenheim, 2021).
Understanding the origin of alarmist predictions enables us to moderate our expectations and
anxieties regarding emerging technologies such as deepfakes and allows us to engage with
them through a critical lens rather than fear. Broinowski (2021) proposes that dystopian
predictions about technologies are typically a projection of how the technology is experienced
today rather than a measured attempt at predicting the future. This proposition is especially
relevant with deepfakes due to the perceived threat of misinformation today (Altay et al., 2023).
Since 2016, academic research investigating misinformation and fake news has been increasing
(Murphy et al., 2023). The United Nations considers misinformation as one of the number one
threats to humanity in the global risk report (UN, 2024) and yet there is considerable research
suggesting that misinformation only makes up a small part of our information diet (Acerbi et
al., 2022), online platforms are not inundated with misinformation (Altay et al., 2023), and one-
off exposures to misinformation are far from guaranteed to lead to behavioural change (Greene

et al., 2025). This fixation on misinformation may be a contributing factor to how people are



predicting deepfake threats. The predictions are based on perceived threats rather than

established empirical research.

1.2 Why Beliefs, Memories, and Behaviours Matter
in Deepfake Research

Conducting rigorous empirical research on the effects of deepfake exposure is critical
to validating or disproving the narratives around deepfakes. Although empirical research on
the cognitive and behavioural effects of deepfake exposure remains limited, insights can be
drawn from existing theories and prior studies to inform our understanding. This thesis
specifically focuses on examining how deepfakes affect beliefs, memories, and behaviours
because these areas constitute the core of how people process and react to information (Ajzen,
1991; Kahneman, 2011; Loftus & Palmer, 1974). For example, in a political context, it is
reasonable to believe that deepfakes defaming candidates could influence voters’ attitudes
towards the candidate, how they remember the reputation of the candidate, and ultimately how

they intend to vote for a candidate.

1.2.1 How deepfakes could affect beliefs

Several cognitive theories offer insights as to how viewing deepfakes can potentially
affect belief formation in ways that may be problematic. For example, Kahneman (2011)
explains how Dual Processing Theory (DPT) distinguishes between two modes of thinking
involved in information processing: System 1 and System 2. System 1 describes an automatic
and quick way of processing information that requires little effort, relying on heuristics and
intuition, while System 2 describes a more deliberate, slow, and effortful thinking relying on

logical analysis. Kahneman (2011) suggested that individuals may form erroneous beliefs from



unreliable information if they apply System 1 thinking and process mis/information intuitively
using heuristics. This theory can explain how individuals may form erroneous beliefs when
viewing deepfakes as viewers may passively use System 1 thinking when processing deepfakes
as it reduces cognitive load. Therefore, misinformation presented as deepfakes could be
accepted more easily due to the increased fluency of the information. The increased fluency is
exemplified by the Modality Effect which suggests that presenting information through
multiple channels such as both audio and visual enhances comprehension, as it lessens the
cognitive load on any single processing pathway (Tabbers et al., 2004). The focus on the fluent
processing of audio-visual information across the cognitive mechanisms suggests that the
audio-visual nature of deepfakes may engage a more influential cognitive process, potentially
manipulating beliefs and attitudes in ways that differ from traditional media formats such as
text or photographs.

Kunda (1990) describes another useful theory in understanding belief formation
through “motivated reasoning”, which refers to the tendency of an individual to process
information in a way that favours their goals or preferences. Essentially, individuals may be
more likely to accept deepfake content as true if it aligns with their pre-existing beliefs. For
example, Republican supporting individuals may be more likely to believe a statement made
by a Republican politician. Similarly, deepfakes conveying views congruent with the viewer
may be more likely to be believed.

Finally, Social Identity Theory (SIT) (Tajfel et al., 2001) suggests that people derive
part of their self-concept from group memberships. This affects beliefs by creating in-group
favouritism and out-group bias, leading individuals to adopt the norms, values, and opinions of
their group. As a result, people may be more likely to form beliefs from deepfakes if the

information conveyed supports their social identities.



1.2.2 How deepfakes could affect memories

Deepfakes may induce false memories in a manner comparable to traditional media,
such as photographs or text narratives. Loftus & Palmer (1974) explained how post-event
information such as altering the terminology used to describe a car accident could affect
people’s memories of how violent the accident was. This phenomenon was later termed as the
“misinformation effect” which theorises how retroactive information can influence an
individuals’ memories of an event (Loftus, 2005). The Misinformation Effect has consistently
been observed, with experiments showing how fictional text narratives and doctored photos
can induce false memories in individuals (Garry & Wade, 2005; Wade et al., 2002).
Mechanistically, Johnson et al. (1993) theorise that the Misinformation Effect occurs when
individuals misattribute the source of their memories. When receiving post-event information,
people may mistakenly assign the source of that information to something that they personally
experienced, creating a false memory. Garry & Wade (2005) found that participants exposed
to a false childhood event described as a narrative were more likely to form detailed false
memories than participants who were shown a doctored photograph of the same event,
suggesting that textual misinformation influenced memories more than visual. They proposed
that narrative descriptions prompt more active cognitive engagement with the false information,
increasing processing fluency and thereby enhancing the event’s perceived familiarity and
plausibility, which in turn facilitates the formation of false memories. However, this finding is
contrasted by the Picture Superiority Effect, which describes the tendency for people to have
better memory for pictures over words (Stenberg, 2006). This effect is explained via Dual
Coding Theory (Paivio & Clark, 2006) where visual information is encoded through visual and
verbal systems while words may only be encoded verbally, giving visual information an
advantage. Visuals are also processed faster and provide more context. I propose that video-

based misinformation may be encoded more robustly than information presented in other



modalities, as its multimodal nature offers a more vivid and seemingly tangible representation

of reality, potentially surpassing the Misinformation Effect of both static images and narratives.

1.2.3 How deepfakes could affect behaviours

Research on how misinformation affects behavioural outcomes has remained limited
(Murphy et al., 2023). Only 1% of studies investigating misinformation effects between 2016
and 2022 directly measured behavioural outcomes and only 10% measured behavioural
intentions, leading to a significant gap in empirical research exploring how misinformation
exposure could lead to subsequent real-world behaviours (Murphy et al., 2023). Despite the
lack of empirical studies, some theories can connect misinformation exposure to behavioural
outcomes. Ajzen’s (1991) Theory of Planned Behaviour (TPB) proposes that people’s
intentions to engage in behaviours are the main predictors of whether they conduct them.
Behavioural intentions are influenced by three factors: attitudes towards the behaviour,
subjective norms, and perceived behavioural control. Notably, exposure to misinformation can
shape individual attitudes via mechanisms such as DPT, SIT, and motivated reasoning. In the
context of deepfakes, the aforementioned Modality Effect and Picture Superiority Effect of
audio-visual deepfakes could uniquely and persuasively influence attitudes and memories.
Consequently, changes in attitudes resulting from deepfake exposure may lead to
corresponding behavioural outcomes. Indeed, some empirical research has demonstrated this
relationship such as Alwreikat (2021) surveying 210 students assessing their intentions to
verify COVID-19 information before sharing using TPB and found that attitudes towards
verification was a significant predictor of intentions to verify information before sharing. It is

foreseeable that the potential processing and cognitive load advantage provided by deepfakes
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could have downstream effects on attitudes and behavioural intentions ultimately leading to

distinct behavioural changes compared to text and photo-based misinformation.

1.3 Epistemic Harms of Deepfakes

1.3.1 The Liar’s Dividend

The public do not need to be directly exposed to deepfakes to be harmed by them.
Conceptually, deepfake technology offers a hyper-realistic means of disseminating
misinformation, enabling the creation of convincing depictions of any individual engaging in
actions or making statements that a malicious actor might wish to attribute to them. This
concept inherently casts doubt on all video-based information involving a person as it can be
difficult for the average person to prove that a video is a deepfake. Politicians and public figures
can take advantage of the idea of deepfake technology by falsely claiming that damaging but
true information about themselves is a deepfake in what is known as the Liar’s Dividend
(Chesney & Citron, 2019). The Liar’s Dividend presents several significant harms. First, it
undermines democratic processes by allowing political figures to dismiss accurate information
as deepfakes, thereby misleading the public and hindering their ability to make informed
decisions about candidates (Schiff et al., 2025). Second, it contributes to the erosion of trust in
authentic media by promoting the belief among supporters that realistic and truthful videos
may be fabricated, even when they are genuine (Schiff et al., 2025). This erosion of trust may
have downstream effects on trust in journalism and news sources as supporters who are
deceived by the Liar’s Dividend may perceive frontline news reporting unfavourably if they
think they are reporting deepfakes as fact (Gregory, 2022). The Liar’s Dividend presents itself
as a weapon to be used by malicious actors in a political environment that is already saturated

with misinformation and deflection, without any individual being exposed to a deepfake.
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1.3.2 Epistemic Pollution

Malicious actors weaponizing the concept of deepfakes is not the only way to cause
epistemic harm. As awareness of deepfake technology gradually becomes commonplace,
researchers fear that people may start losing trust in authentic news sources and online video-
based information because they won’t be able to distinguish real videos from deepfakes (Fallis,
2020). Raising awareness about deepfakes is necessary to equip individuals with the skills and
knowledge to identify and prevent deepfake manipulation, but well-intentioned deepfake
interventions may be inadvertently causing epistemic harm. Sippy et al. (2024) have surveyed
citizens from the UK about their views of deepfake technology and found that a significant
concern was increasing distrust of information. The fear of being deceived by deepfakes can
lead individuals to distrust even authentic videos, which is just as detrimental as being deceived
by a deepfake itself. In both cases, the individual is deprived of reliable information, hindering
their ability to accurately update their understanding of the world (Fallis, 2020).

These epistemic harms can be further explained through the lens of cognitive theory.
Humans understand their broader environment by learning accurate information about it (Illeris,
2018). Due to limitations in cognitive capacity, it is not feasible to personally verify every piece
of information we encounter. As a result, we tend to accept information as truthful (Levine,
2014) or rely on cognitive heuristics to guide our judgments. An example of such heuristics is
the reputation heuristic, where information originating from sources perceived as credible is
more likely to be considered accurate (Metzger & Flanagin, 2013). If people believe in a
hypothetical future characterized by widespread deepfake content, an environment often
anticipated due to alarmist discourse, then they are unable to passively accept information they
receive as true and may only be able to rely on cognitive heuristics that may not always be

accurate. The heightened cognitive load required to verify all video-based information may
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exceed the individuals’ cognitive capacity, leading to cognitive fatigue (Belabbes et al., 2023).
Cognitive fatigue when processing information can be detrimental in two ways. People who
are at their cognitive capacity are less trusting of information and limits their capacity for
critical evaluation (Samson & Kostyszyn, 2015), making them potentially more susceptible to
misinformation. Secondly, cognitive fatigue may lead to epistemic indifference where people
no longer have the capacity to care about the veracity of information and indiscriminately
distrust all information instead (Satta, 2024). Both outcomes due to the awareness of deepfake
technology and fears about its prevalence cause significant epistemic harms to truthful
information, yet little empirical research has been conducted to quantify and explore these
effects. One of the primary goals of this thesis is to quantify and reduce the epistemic harms

that originate from awareness about deepfakes through deepfake interventions.

1.4 Conceptual and Methodological Challenges in
Deepfake Research

1.4.1 Conceptual Challenges

In conducting empirical research on deepfakes, I encountered several conceptual
challenges, particularly regarding their definition. The academic discourse surrounding
deepfakes is marked by considerable confusion, which complicates efforts to establish a shared
understanding of what is being studied. In work conducted with Twomey et al. (2024), we
observed that definitions of deepfakes in the literature are often inconsistent. Some studies
provide no definition at all, while others misclassify traditional media manipulation techniques
such as CGI or video editing as deepfakes, when they may more accurately be described as
shallowfakes or cheapfakes. This inconsistency can lead to non-deepfake examples being used

to illustrate deepfake harms, thereby conflating the concept and muddying the research
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landscape. We further identified the importance of identity mimicry to both the definition of
deepfakes and the harms they produce. In this thesis, I addressed the definitional challenges of
deepfakes by adopting a definition aligned with the perspective shared in Twomey et al. (2024),
while also incorporating a technical description of deepfakes to accurately capture their origins
and contemporary harms.

Another conceptual issue I address in this in this thesis relates to the growing technical
realism of deepfakes, making it difficult for individuals to reliably distinguish them from
authentic videos (Kobis et al., 2021; Somoraj & Miller, 2023). While producing the most
convincing deepfakes still requires specialized expertise (Twomey et al., 2024), current
technology already enables the creation of highly effective deepfakes with relatively accessible
tools (Murphy et al., 2025). As deepfakes approach perceptual indistinguishability from real
footage, empirical deepfake research faces conceptual challenges, particularly when designing
studies that rely on deepfake stimuli intended to simulate real-world conditions. Current
empirical research attempts to measure cognitive effects of deepfake exposure by directly
showing deepfakes to participants and measuring responses (Dobber et al., ,2021; Hameleers
et al.,, 2022; Hameleers et al., 2024; Murphy et al., 2025). However, the purpose of
experimental research becomes unclear when deepfakes are indistinguishable from real videos,
as it complicates the interpretation of which psychological constructs or effects are truly being
assessed. If participants are effectively watching real videos, it becomes difficult to distinguish
between research on deepfake exposure and research solely measuring peoples’ prior beliefs,
biases, perceived credibility of the researchers showing the videos. This conceptual challenge
potentially suggests that future research on deepfake effects should focus on pre-existing
susceptibility factors to misinformation such as motivated reasoning, social identity, and
heuristic biases. Contemporary deepfake research is still necessary however, due to perceptual

and qualitative differences between real videos and deepfakes such as visual artifacts when the
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faces are captured at different angles and blurred transitions between the original and deepfaked
faces. It remains necessary to assess how effective deepfakes created with current capabilities
are at influencing beliefs, memories, and behaviours in order to monitor their ongoing impact

and development.

1.5 Methodological Challenges

One of the main methodological challenges in deepfake research is ensuring that it is
conducted ethically. This challenge is not unique to deepfake research as it is commonly
encountered in misinformation research more generally (Greene et al., 2023). However, the
realistic audio-visual nature of deepfakes and lack of empirical evidence establishing its
cognitive and behavioural impacts underscores the need to be vigilant when exposing
participants to deepfake-based misinformation. In this context, two primary ethical challenges
arise: the potential for participants to develop false beliefs and memories which may influence
their behaviours, and the reputational damage done to the individual portrayed as a deepfake.
Addressing these challenges is essential to responsibly advancing research in this area.

Before evaluating how deepfakes might disrupt cognitive or behavioural processes, it
is essential to first assess the inherent harms posed by general misinformation itself. There is
research to suggest that it is unlikely for one-off misinformation exposures to significantly and
adversely impact participants’ beliefs and memories (Greene & Murphy, 2021; Greene et al.,
2025). Greene et al. (2025) experimentally tested whether misinformation about climate change
and specific foods would affect participant’s attitudes and intentions to consume the targeted
food and sign an online petition. Their results show minimal effects of misinformation on
attitudes or behavioural intentions. Greene et al. (2025) reasoned that a single exposure to
generic misinformation was likely insufficient in producing attitudinal or behavioural effects.

Even direct persuasion such as in political contexts has often been shown to be ineffective at
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swaying beliefs and behaviours (Coppock et al., 2020; Kalla & Broockman, 2018). Lazarsfeld
et al. (1968) who describes how our beliefs and behaviours are influenced by a multitude of
factors such as identity, values, and demographics which are entrenched in our development
from a young age and are therefore extremely resilient to change. Considering how difficult it
is to influence beliefs and behaviours in traditional misinformation formats, it is difficult to
predict how significant of an impact deepfakes have on attitudes and cognition due to the added
audio-visual element.

In light of the uncertain effects that exposure to deepfakes may have on participants’
beliefs and behaviours, one important safeguard for researchers is the implementation of a
thorough and carefully designed debriefing procedure to minimise potential harm. Recent
advances in ethical meta science have outlined an effective debriefing strategy to remove
lingering negative effects of misinformation on beliefs and behaviours (Greene & Murphy,
2023; Murphy & Greene, 2023). Greene & Murphy (2023) describe specific steps to debrief
participants including a detailed and explicit correction of the source of misinformation in the
study, full disclosure of the purpose of the study and the mechanisms behind the
misinformation strategy, asking participants for consent to use their data after they understand
the experiment, and conducting a follow-up study to ensure that participants did not continue
to be affected by the misinformation. Following these strategies, research has shown that
participants can effectively be protected from misinformation in experimental studies (Greene
et al., 2024; Greene & Murphy, 2023), thereby significantly reducing the risk of lasting
epistemic harm and demonstrating that it is possible to minimize harm to participants in
deepfake experiments in controlled research settings.

Participants are not the only group that can be harmed by deepfakes in deepfake
experiments. Deepfakes designed to spread misinformation inherently involve misrepresenting

the individual depicted, which could lead to reputational harm to the person portrayed. We
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consider the risk of reputational harm and defamation of the individual due to deepfakes created
or used in deepfake experiments to fall under the concept of “minimal risk” whereby the
potential harm that an individual could experience from an experiment is not greater than harm
that the individual would reasonably experience in their everyday life (Kopelman, 2004).
Public figures such as politicians and celebrities, who can be depicted in deepfakes that damage
their reputations, often face misinformation about them in everyday life through memes, fake
news, and tabloid stories (Tandoc et al., 2018). Deepfakes created for use in experiments that
depict such public figures can reasonably be understood as similar to this type of content, but
unlike in everyday life, those exposed to this misinformation in an experimental study are
quickly and effectively debriefed. Therefore, these deepfakes fit within the minimal risk
framework, suggesting that their use in research does not cause unnecessary reputational harm
to the depicted individuals. Ultimately, while deepfake research presents unique ethical
challenges, careful methodological design and thorough debriefing procedures can effectively
minimize risks, enabling valuable insights into deepfakes without compromising participant

welfare or individual reputations

1.6 Research Questions

The research questions in subsequent chapters revolve around the central question: how
do deepfakes affect beliefs, memories, and behaviours and how can the effects of misleading
deepfakes be mitigated? This PhD project comprises of four studies which serve to answer
different elements of my overall research question.

Study 1 is a scoping review of existing empirical studies that used deepfakes as stimuli
to test how deepfake exposure influences beliefs, memories, and/or behaviours. No review had
been conducted on empirical deepfake research when the search was first conducted, and there

were only 10 studies that fit the inclusion criteria. It was considered appropriate to conduct a
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scoping review to map out the strengths, weaknesses, and direction of current empirical
deepfake research before conducting my own research in this area.

Study 2 involves the use of thematic analysis to analyse the comments of a popular
YouTube music video that featured deepfakes to qualitatively understand people’s lived
experience of deepfakes. This was driven by the findings of Study 1, where the scoping review
did not find any qualitative research on deepfake perceptions and revealed a gap in knowledge
in how the everyday individual experiences and responds to deepfakes in a naturalistic context.

In Study 3, an experimental deepfake study was conducted to directly measure how
deepfakes affects beliefs, memories, and behaviours. This study was motivated by the intention
to substantiate or challenge the academic literature surrounding the political harms of deepfake
technology by empirically testing deepfake effects in an ecologically valid political
environment.

Finally, I considered it important to take the findings of my previous studies and
identify optimal methods to educate the public about deepfakes. In Study 4, I moved to
designing an educational deepfake intervention which educates the public about deepfakes

based on empirical evidence from the previous 3 studies and intervention best-practices.

1.7 Thesis Outline

The overarching research question for this thesis is: how do deepfakes affect beliefs,
memories, and behaviours, and how can the effects of misleading deepfakes be mitigated? By
addressing this question, the thesis contributes to the field by providing empirical evidence on
the real-world impacts of deepfakes and developing guidance for interventions to reduce
misinformation-related harms. Each chapter was designed with a clear objective that

collectively builds a coherent narrative: to understand deepfake effects, examine their real-
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world experience, evaluate claims of unique harms, and develop effective public-facing
interventions.

Chapter 2 presents a scoping review of empirical deepfake studies, with the aim of
understanding the current evidence regarding deepfake effects. This review synthesises and
critiques existing research on the cognitive and behavioural consequences of deepfakes,
situates deepfakes among other misinformation strategies, and identifies methodological
limitations. Findings revealed that while deepfakes can influence beliefs, memories, and
behaviours, there is little evidence that they are uniquely harmful, challenging alarmist
narratives. The chapter also highlighted gaps in the literature, including the absence of
qualitative research and investigations into real-world experiences, providing methodological
guidance for the subsequent studies in this thesis.

Chapter 3 demonstrates the psychological experience of encountering deepfakes in
social media content through a thematic analysis of YouTube comments on a music video
featuring deepfakes. This study examined how people respond to deepfakes outside the
laboratory, demonstrating that audiences often perceive deepfakes positively, appreciating their
creative and meaningful use. At the same time, limited awareness can lead to a truth-bias, and
dystopian perceptions persist despite the lack of empirical evidence for uniquely harmful
effects. By providing ecological context, Chapter 3 complements the controlled investigations
in later chapters and highlights the importance of understanding deepfakes in situ. Specifically,
this chapter gives insight into the everyday experience of viewing deepfakes and highlights the
urgency for deepfake literacy, which eventually informed the design of the educational
deepfake interventions in Chapter 5.

Chapter 4 builds on the scoping review and challenges claims regarding the unique
harms of deepfakes using quantitative methods. Conducted in a politically relevant context

during an imminent election, this study tested whether deepfakes uniquely influenced beliefs,
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memories, and behaviours compared to other misinformation formats such as text and audio.
Experiments also considered delayed effects, such as the sleeper effect and illusory truth.
Findings indicate that while deepfakes can impact cognition and behaviour, they are not
inherently more persuasive than other forms of misinformation, providing rigorous evidence
that further challenges alarmist narratives.

Chapter 5 addresses the final objective of the thesis: creating and evaluating public-
facing interventions to mitigate deepfake harms. Drawing on insights from previous chapters,
I designed an evidence-based educational intervention aimed at reducing anxiety, improving
discernment, and preserving epistemic trust in authentic videos. This intervention was
compared to existing approaches, such as alarmist messaging or detection tips. Results show
that evidence-based strategies can effectively educate the public about deepfakes while
minimizing unintended consequences, translating the empirical findings of this thesis into
actionable guidance.

Chapter 6 concludes the thesis by integrating findings across all four studies. It
discusses theoretical and practical implications, considers limitations, and outlines directions
for future research. Collectively, the chapters advance understanding of deepfake effects,
demonstrate their psychological impact in real-world contexts, evaluate claims of unique harms,

and offer empirically grounded strategies for mitigating misinformation-related consequences.
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2.1 Abstract

Deepfakes are one of the most recent developments in misinformation technology and are
capable of superimposing one person’s face onto another in video format. The potential of this
technology to defame and cause harm is clear. However, despite the grave concerns expressed
about deepfakes, these concerns are rarely accompanied with empirical evidence. We present
a scoping review of the existing empirical studies that aim to investigate the effects of viewing
deepfakes on people’s beliefs, memories, and behaviour. Five databases were searched,
producing an initial sample of 2004 papers, from which 22 relevant papers were identified,
varying in methodology and research methods used. Overall, we found that the early studies
on this topic have often produced inconclusive findings regarding the existence of uniquely
persuasive or convincing effects of deepfake exposure. Moreover, many experiments
demonstrated poor methodology and did not include a non-deepfake comparator (e.g. text-
based misinformation). We conclude that concerns about the potential dystopian uses of
deepfake technologies has outpaced the available experimental research assessing these harms.

We close by offering insights on how to conduct improved empirical work in this area.

Introduction

Misinformation can be defined as information that is inaccurate or untrue, and which is
unintentionally disseminated (Wu et al., 2019), whereas intentionally disseminated inaccurate
information is defined as disinformation (Fallis, 2015). We will be using the term
“misinformation” as shorthand for inaccurate information disseminated regardless of intent in
this paper. Research into misinformation in the form of fake news articles, misleading health

articles, and doctored photos shows that attitudes, behaviours, and memories can be
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manipulated through these media (Greene & Murphy, 2021; Murphy & Flynn, 2022;
Pennycook & Rand, 2021; Pickrell et al., 2016). “Deepfakes” are one type of media that has
been used to spread misinformation and has raised serious concerns among the public and
academic community (Albahar & Almalki, 2019).

Deepfakes are synthetic media generated using Al neural network technology (Chawla,
2019). Commonly, deepfakes are presented as manipulated videos showing one person’s face
superimposed onto another person effectively creating a video of a person doing something
they did not do. Deepfakes can potentially have exciting and positive applications, such as
translating educational materials or films (Coupe, 2020; Dunne, 2018), in films and music
videos for entertainment purposes (Lamar, 2022; Qobrtay, 2022), or even in museums to
resurrect historical figures (Mihailova, 2021). However, concern about the negative
applications of this technology such as defamation, revenge pornography, and political
sabotage (Albahar & Almalki, 2019) often overshadows other applications.

Many authors have speculated about the potential threats of deepfakes and the
behavioural, political, and legal implications of this technology (Fallis, 2021; Hancock &
Bailenson, 2021; Pantserev, 2020; Wilkerson, 2021). For example, Chesney and Citron (2019)
have suggested that deepfakes could destabilise society by instilling mistrust in citizens
towards all media and influence voting behaviours thus jeopardizing election integrity. Much
of the academic literature on this topic is conceptual or essay-based rather than empirical, and
there remains relatively few studies that directly test the harms often discussed in relation to
deepfakes (Ajder et al., 2019; Albahar & Almalki, 2019; Fallis, 2021; Hancock & Bailenson,
2021). A review of existing evidence is necessary to consolidate what we currently know about
the effects of deepfake exposure in a rapidly developing and largely concept-driven field. In
this paper, we present a scoping review mapping the current state of deepfake literature

regarding the effects of viewing deepfakes on people’s beliefs, memories, and behaviour. These
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outcomes were chosen to reflect elements of human psychology which are vulnerable to
deepfake manipulation according to non-empirical papers and discussions (Albahar & Almalki,
2019; Chesney & Citron, 2019; Coupe, 2020). We will also be analysing the types of deepfakes
used in empirical studies to identify strengths and weaknesses of their study design and
methodology. This is to generate recommendations for future empirical study design.

While traditionally, scoping reviews do not aim to critically appraise the included
studies, we will be doing so for several reasons. Firstly, since preliminary searches indicate a
small amount of relevant empirical deepfake literature, critically appraising the available
literature will yield a more in-depth and accurate analysis of the direction of the literature. Our
research questions are concerned with whether evidence exists to suggest that deepfake
exposure has a measurable effect on an individual’s beliefs, memories, and/or behaviours.
Appraising the evidence of existing research studies is crucial because it helps us accurately
identify high quality research which contribute as evidence to answering our research questions.
Surface-level analysis of study findings in our sample will include papers which could possibly
give us a false representation of the strength of evidence in particular research areas.

This scoping review aims to answer four questions: RQ1) Is there evidence to suggest
that deepfake exposure has measurable impacts on beliefs, memories, or behaviours of
viewers? RQ2) Is there evidence to suggest that the effects of viewing deepfakes on beliefs,
memories, and behaviours are different from those seen with misinformation spread via other
media? RQ3) Is there evidence of social, psychological, and technical factors that influence the
effects deepfakes have on beliefs, memory, and behaviour? RQ4) What kind of deepfake

technology is being used in modern empirical deepfake research?

2.2 Literature Review

2.2.1 The Threat of Deepfakes



32

There is a substantial literature discussing the possible societal harms associated with
deepfakes. For example, Albahar and Almalki (2019) suggest that deepfakes could make fake
news and misinformation more widely present in all forms of media, leading to citizens being
unable to differentiate between real and misleading information. Indeed, some research has
shown that individuals cannot discern real videos from deepfakes at a rate better than chance
(Kobis et al., 2021). Just as worryingly, Kobis et al. (2021) also showed that individuals
overestimate their ability to discern deepfakes from real videos, possibly further increasing
their susceptibility to deepfake deception. In a legal context, the validity of images and videos
for use as evidence in courtrooms may be in jeopardy because video evidence, which is often
considered the gold standard for proof, can no longer be trusted. In a political context,
deepfakes could be used as a form of sabotage and defame candidates from opposing parties
as you could create a deepfake depicting the opposition candidate saying something derogatory.
These concerns are repeatedly highlighted in published literature (Ajder et al., 2019; Fallis,
2021; Westerlund, 2019; Wilkerson, 2021). Chesney and Citron (2019) further discuss that
deepfake technology could distort democratic discourse, manipulate elections, and undermine
public safety. Concerns around deepfakes have also spread to military and national security
risks where, according to Chesney and Citron (2019), deepfakes “have utility as a form of
disinformation supporting strategic, operational, or even tactical deception” (p. 1783).

Deepfakes may also cause harm in other ways. Firstly, some authors argue that
deepfakes could give rise to a “Liar’s Dividend”, where factual information from media and
news in society is invalidated and incorrectly labelled as fake news (Chesney & Citron, 2019).
As an example, a politician could deny the veracity of an incriminating video of themselves by
declaring it as a deepfake. This could serve to undermine citizen’s trust in any information they
receive regardless of authenticity. Similarly, deepfakes may cause “epistemic pollution” where

knowledge of the existence of deepfakes may cause individuals to accuse real videos of being
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deepfakes (Fallis, 2021). For example, Twomey et al. (2023) explored discourses surrounding
the Russo-Ukrainian war on Twitter. Surprisingly, the most frequent form of deepfake-related
misinformation found in the dataset was real media being labelled as being deepfake. Secondly,
deepfakes may cause reputational harm, even in situations where the videos have been
identified as inauthentic, such as with the generation of deepfake revenge pornography
(Karasavva & Noorbhai, 2021). The reputational damage comes from being depicted in
realistic-looking sexually suggestive positions, meant to embarrass and humiliate the victims
(Henry et al., 2017; Karasavva & Noorbhai, 2021). Importantly, the warnings seen so
frequently in literature about deepfakes are based on the assumption that deepfakes can
successfully influence the beliefs, memories, and behaviours of viewers. However, there is no
existing review that assembles and synthesises the available evidence, to determine whether

that view is supported empirically.

2.2.2 Misinformation Effects on Beliefs, Memories, and Behaviour

Decades of research have demonstrated that encountering misinformation can affect
people’s beliefs, with more recent research focused on fake news stories. Exposure to fake
news is correlated with a range of adverse outcomes. For example, Ognyanova et al. (2020)
demonstrated that false information is linked to reduced trust in mainstream media, while
Balmas (2014) showed that subjection to political misinformation is associated with attitudes
of inefficacy, alienation, and cynicism towards political candidates. Misinformation in a health
context can also influence people’s beliefs. For example, studies have shown that
misinformation about COVID-19 during the pandemic has been associated with increased
vaccine hesitancy (de Saint Laurent et al., 2022; Mahmud et al., 2023; Pierri et al., 2022).
Beyond text-based fake news stories, research has shown that doctored photographs and other

forms of manipulated media can affect beliefs as well. For example, Hameleers et al. (2020)
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demonstrated that a combination of doctored photos and misinformation texts was more
credible than text alone, suggesting that visual media could enhance the potency of
misinformation. In agreement with this finding, Nash et al., (2009a) discovered a small but
consistent effect of doctored photos on people’s beliefs about prior events, as well as the
potential for doctored videos to distort participants’ beliefs about actions they had performed
(Nash et al., 2009a; Nash et al., 2009b). Messaris & Abraham (2001) suggests that visual
information provides an evidential quality that enhances its credibility over text. The multi-
modal audio-visual aspect of deepfakes may suggest an enhanced potency at generating and
propagating misinformation. Current literature has also supported this sentiment, with
researchers speculating that the visual aspect of deepfakes makes them more likely to affect
our beliefs (Liv & Greenbaum, 2020; Vaccari & Chadwick, 2020).

A large body of evidence has also demonstrated clear effects of misinformation on
memory. Elizabeth Loftus first established “the misinformation effect” where post-event
misleading information can alter one’s memories of an event (Loftus, 2005). The
misinformation effect can be seen in political settings where false memories were induced by
fake news stories for the abortion referendum in Ireland (Murphy et al., 2019) and Brexit
(Greene et al., 2021). Similarly, there is also evidence to support the distortion of memory due
to exposure to doctored photos. Wade et al. (2002) induced false memories of a childhood hot
air balloon ride by showing participants doctored photos. This effect was replicated by Sacchi
et al. (2007) when they found that doctored photos caused participants to misremember
elements of important historical events such as the 1989 Tiananmen Square protest in Beijing
and the 2003 Rome anti-war protest. Many researchers have proposed that deepfakes will
similarly induce vivid false memories (Liv & Greenbaum, 2020; Rini & Cohen,, 2022; Vaccari
& Chadwick, 2020). However, Greene et al. (2022) and Garry and Wade (2005) found that

visual-based misinformation in the form of photographs did not induce false memories better
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than simple text narratives. They reasoned that the narratives encouraged deeper processing of
misinformation, leading to more significant distortions in memory compared to photographs.
Many previous studies, including Wade et al. (2002) and Saachi (2007) did not include text-
based misinformation as a comparator, so though they reported substantial rates of false
memories, these may not have been due to the doctored images. Thus, it is difficult to predict
whether deepfakes might be more potent at manipulating memory than non-technical means of
conveying misinformation.

There are significantly fewer studies on the effects of misinformation on behaviours.
Research on the COVID-19 pandemic has shown that misinformation exposure from social
media has induced a decline in intent to be vaccinated (Loomba et al., 2021). Similarly, a
decline in childhood vaccination rates against measles, mumps, and rubella (MMR) was found
to be related to misinformation about the MMR vaccine (Leask et al., 2010). Greene and
Murphy (2021) experimentally quantified the effects of misinformation exposure on
behavioural outcomes and found a small but significant effect of COVID-19 misinformation
on behavioural intentions. Conversely, de Saint Laurent et al. (2022) found no effect of
COVID-19 misinformation on behavioural intentions. The existing literature focuses on health
contexts and misinformation delivered through text only with little agreement, thus it is unclear
how misinformation affects behavioural intentions in different contexts and mediums.
However, general claims have been made in the literature about the ability of misinformation
to modify and manipulate behaviour, threaten individual autonomy, and jeopardize democracy

(Bastick, 2021).

2.2.3 Factors Influencing the Effects of Misinformation on

People’s Beliefs, Memories, and Behaviour
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There is a wealth of research investigating the individual factors that lead people to be
influenced by inaccurate or false information. For example, people who engage in analytical
reasoning and reflection are less likely to be deceived by misinformation (Bryanov &
Vziatysheva, 2021; Van Bavel et al., 2021). Pennycook and Rand (2021) and Bronstein et al.
(2019) also mirror these findings, showing the negative correlation between cognitive
reasoning and misinformation susceptibility. This shows that the tendency to engage in careful
analysis rather than the intuitive acceptance of information is important in discerning truth from
misinformation. This idea has then been used to design interventions to help combat
misinformation. For example, misinformation “inoculation” or “pre-bunking” is a strategy
which forewarns individuals of misinformation by providing accurate information on the
misinformation content they are about to view. This strategy works by provoking individuals
to critically analyse the content they are about to view, bypassing simple intuitive acceptance
of information in favour of a purposeful engagement with the information (Van der Linden,
2022). Despite the wealth of literature investigating these individual factors and their
implications, very few of these studies have specifically investigated deepfakes. Due to the
multi-modal format of deepfakes, it is not known whether deepfakes are more, less, or equally
effective in delivering misinformation and manipulating people’s beliefs, memories, and
behaviours compared to misinformation presented as text or photos, despite many claiming this
to be the case (Liv & Greenbaum, 2020; Vaccari & Chadwick, 2020). Also, it is evident that
factors such as cognitive style can influence the effects of misinformation on beliefs, memory,
and behaviour and it would be reasonable to assume that deepfake misinformation would
follow closely with this literature. The current scoping review will provide a clearer picture
regarding the impact of deepfakes. be the first step to establishing the effects of deepfakes in

misinformation literature.
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2.3 Materials and Methods

2.3.1 Eligibility Criteria

In order to be included in the review, research papers were required to either test the
effect of viewing deepfakes on beliefs, memories, or behaviour, compare the effects of
deepfakes with other pre-existing forms of misinformation, or identify factors influencing the
effects of viewing deepfakes. Papers were required to be published in peer-reviewed journals
and written in English. The period of literature included spanned January 2017 to April 2024
(when we conducted our search). Years 2017-2024 were chosen as the first recorded incident
of deepfakes occurred in 2017 (Cole, 2017). Any form of empirical study meeting these criteria

were included, such as quantitative, qualitative, or mixed methods approaches.

2.3.2 Information Sources

5 electronic databases were searched on April 13", 2024: PsycINFO (through the
platform of American Psychological Association), Web of Science Core Collection, ACM,

DBLP, and Scopus.

2.3.3 Search Strategy

The five electronic databases were searched using the terms: [deepfake] AND [Belief
OR Memory OR Behavior OR Attitude]. The keywords were purposefully broad with no
limitations to keep a wide scope due to the expected low number of deepfake psychological
studies. Other keywords were considered such as “trust” or “believe” but these terms were
considered to be already covered within the parameters of our search strategy. At peer-review
stage, we re-conducted the search with these terms included, but did not find any further

relevant papers. The search terms “belief”, “memory” “behavior” and “attitude” were
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considered sufficiently broad to cover relevant forms of manipulation. As well as this, due to
the possible broad interpretation of deepfakes in research papers (Whittaker et al., 2023), we
considered including other terms to describe Al-generated videos or deepfake software, such
as “Al generated videos” or “Fake Videos”, but practically, it was difficult to make this list
exhaustive without including largely irrelevant general search terms (such as “ Al generated”)
which would yield a redundant amount of papers. The references of relevant papers were also

hand-searched for studies that fit the eligibility criteria.

2.3.4 Screening Process

The research papers were screened by two reviewers, using the Rayyan software
package (Ouzzani et al., 2016). Both reviewers independently screened papers based on paper
titles and abstracts first. After individual screening, reviewers compared screened papers, and
discrepancies were resolved by discussion. Subsequently, a full-text screening process was
carried out on the remaining papers screening out papers that 1) did not directly measure the
effects of viewing deepfakes on beliefs, memories, or behaviours, 2) compare the effects of
deepfakes to other forms of misinformation, or 3) investigate potential psychological, social,
or technical factors which influences the effect of deepfakes of an individual’s beliefs,
memories, and/or behaviours. Inter-rater agreement was approximately 80%, and
disagreements were resolved by discussion. Following the title and abstract screening and the
full-text screening, a total of 22 papers met the inclusion criteria and were included in the
review. The selection and screening process details is illustrated in the PRISMA flow diagram

in Fig 1.
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2.3.5 Extraction and Analysis
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Following guidance from Arksey and O’Malley’s (2005) framework for conducting

scoping reviews, data from the included articles for the review are charted below in Table 1.

This data includes each paper’s research question and main findings, as well as extracted data

such as study design, source of deepfake, comparisons, and outcome measures. A narrative

synthesis was carried out to collate all the data together to answer the four research questions.
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2.4 Results

Out of the 22 included papers, 14 studies answered RQ1, six studies answered RQ2, 13
studies answered RQ3, and all 22 studies contributed to answering RQ4. The total studies added
up to more than 22 papers because some papers had properties which helped answer multiple

research questions. (see Table 2.1).
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Author Descriptives
Year  Study Source of Comparisons Methodology Outcome Measures Delay between
Design deepfake exposure and
outcome
Ahmed 2021a  Survey N/A None Survey Inadvertent deepfake sharing, political interest, None
cognitive ability, social network size, political
trust, deepfake exposure and deepfake concern
Ahmed 2023  Survey N/A None Survey Social media news use, deepfake concern, None
deepfake exposure, inadvertent deepfake
sharing, and cognitive ability
Ahmed 2021b  Experimental Canny Alart None Participants were Perceived claim accuracy, sharing intention, None
installation exposed to a deepfake  and cognitive ability
with an educational
caption or no captions
and asked to answer
questions
Ahmed, 2023b  Experimental Canny Al art None Participants asked to Perceived accuracy of stimuli and cognitive None
Wang, & installation rate news article as real  ability
Bee or fake twice.
Experimental group
sees a deepfake in-
between ratings.
Ahmed, 2023a  Experimental Canny Alart None Survey Perceived accuracy, Self-regulation, Fear of None
Ting Ng, & Survey installation missing out, cognitive ability, and deepfake
Bee sharing



Ahmed &
Chua

2023

Dobber, 2020
Metoui,

Trilling,

Helberger,

& de

Vreese

Hameleers, 2022
van der
Meer, &

Dobber

Hameleers, 2024
van der
Meer, &

Dobber

Experimental
Survey

Experimental

Experimental

Experimental

RepresentUS

Author-made
deepfake
using
Tacotron 2 to
synthesise
voice and Al
based lip
synchronizin
g Technique
VFX and
Deepfake
artist

VFX and
Deepfake
artist

Deepfakes vs
cheapfakes vs
audio

None

Text-only to
deepfake

None

Survey. Participants
view misinformation in
different modalities
(deepfakes vs
cheapfakes vs audio)
and asked to answer
questions.

Participants exposed to
political deepfake in
experimental condition
and asked to answer
questions.

Participants exposed to
political deepfake in
experimental condition
and asked to answer
questions

Participants exposed to
political deepfake/text
misinformation in
experimental condition
and asked to answer
questions
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Perceived accuracy, sharing intentions, and None
cognitive ability

None
Attitudes towards politician, attitude towards None

politician’s party, and ethics

Issue agreement, credibility, and evaluations of None
the depicted politician

Perceived credibility, delegitimizing effect on ~ None

evaluations of political actor



Hameleers

Murphy,
Ching,
Twomey, &
Linehan

Lu & Chu

Sharma,
Jain, Behl,
Baabdullah,
Giannakis,
Dwivedi

Yu-Leung
Ng

2024

2023

2023

2023

2023

Experimenta
1

Experimental

Experimental

Experimental
Survey

Experimental
Survey

Collaboratio
n with
computer
vision and
Al-Experts.
Professional
voice actor
for speech

YouTube

“Preface”
mobile app

Custom
created by
deep learning
technology
professional

Developed by
French
charity
Solidarite

Deepfakes vs
cheapfakes vs
text

Deepfake vs

text

None

None

None

Participants exposed to
political
deepfake/cheapfake in
experimental condition
and asked to answer
questions

Participants exposed to
deepfakes in films and
asked if they
remembered seeing the
film.

Participants exposed to
deepfakes of people
they were told to be
deceased and asked to
answer questions.

Participants exposed to
political deepfakes and
asked to answer
questions as part of a
survey.

Participants exposed to
political deepfakes/Real
political videos and
asked to answer

Perceived credibility

Presence of false memories

Perceived realism, identification, compassion,
perceived desecration of the dead, surprise,
policy support, and activism intentions

Intentions to share, intention to verify political
deepfake video, and moral consciousness

Perceived video fakeness, perceived message
fakeness, perceived dangerousness, and
perceived trustworthiness
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None

None

None

None

None



Jin, Zhang,
Gao, Gao,
Zhou, Yu,
& Wang

Hwang,
Ryu, &
Jeong

44

Sida and questions as part of a
computer survey. Before each
scientists video, there was either

a description explaining
what deepfakes are or
no description.

2023  Experimental YouTube None Participants were Credibility, realism, source credibility, and None
Survey exposed to deepfake popularity
videos and asked to
answer questions as
part of a survey. The
videos were made to
emulate real videos on
platforms which
included the number of
followers, popularity,
description as well as
definition, duration, and

editing.
2021  Experimental Canny Alart Text-only Participants were Vividness, persuasiveness, credibility, and None
installation conditionto  exposed to one of three  intent to share
deepfake + interventions: deepfake
text specific literacy
education, general
disinformation

education, or no literacy
education. Participants
were then exposed to
deepfake videos and



Iacobucci,
De Cicco,
Michetti,
Palumbo, &
Pagliaro

Lee & Shin

Lee & Shin

Murphy &
Flynn

2021  Experimental
Survey

2022a  Experimental

2022b  Experimental

2021  Experimental

YouTube

Faceswap
Software

Faceswap
Software

YouTube,
Faceswap

None

Text-only
condition to
text-photo to
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None

Text-only
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asked to answer
questions afterwards.

Participants were Bullshit receptivity, attitude towards video, and None
assigned to either read  intention to share video

an excerpt on deepfakes

or read nothing at all

before viewing a

deepfake video.

Participants were then

asked to answer

questions afterwards.

Participants were Source vividness, fake news credibility, and None
exposed to text, text- fake news engagement intentions

photo, or deepfake

misinformation and

asked to answer

questions. Participants

in a second experiment

either saw a fake news

correction or no

correction before

deepfakes and asked to

answer questions

afterwards.

Participants were News Credibility, Viral Behavioral Intention, None
exposed to a deepfake  Pre-existing Issue Attitude, Cost Perception,

and asked to answer and Prior Source Familiarity

questions afterwards.

Participants were Self-reported false memory and false memory  None
exposed to vividness



Vaccari &
Chadwick

Wu, Ma, &
Zhang

2020

2021

Experimental

Experimental

software, and
Canny Al art
installation

YouTube

ZAO
deepfake app

text-photo to
deepfakes

None

None

misinformation
presented as text, text-
photo, or deepfake and
asked whether they
remembered the
contents of the
misinformation
happening.

Participants were
exposed to a deepfake
video and asked to
answer questions
afterwards.

Participants were
exposed to a deepfake
video and asked to
answer questions
afterwards.
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Participant’s belief in deepfake videos and trust None
in news and social media

Body image, state appearance self-esteem, state None
appearance comparison, and attractive possible
self (APS) perception
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2.4.1 RQ1. Is there evidence to suggest that deepfake exposure
has a measurable impact on people's beliefs, memories, or

behaviour?

Our review yielded eight studies that examined how deepfake exposure does have a
measurable effect on people’s beliefs across four research topics. Firstly, experiments by
Hwang et al. (2021) and Lee and Shin (2022) found that participants rated misinformation
messages presented as a deepfake as more vivid and credible compared to text and text-photo
formats, suggesting deepfakes may be a uniquely persuasive form of misinformation. Secondly,
Hameleers et al. (2024) and Dobber et al. (2021) document the effects of deepfakes on beliefs
in a political context by exposing participants to deepfakes of political figures saying
disrespectful (Dobber et al., 2021) and politically incongruent (Hameleers et al., 2024)
statements. Their results show that deepfakes negatively impact people’s attitudes towards the
depicted politicians, even if the deepfake was not rated as credible (Hameleers et al., 2024).
Thirdly, Vaccari and Chadwick (2020) and Ahmed et al. (2023) show that deepfakes can also
be harmful by influencing our beliefs about authentic information, promoting mistrust in news
and social media (Vaccari & Chadwick, 2020), as well as affecting our perceptions of real
information about public figures by retroactively showing participants deepfakes of those
public figures (Ahmed et al., 2023). Finally, studies by Wu et al. (2021) and Lu and Chu (2023)
investigated how deepfakes influence our beliefs in a potentially positive way. Wu et al. (2021)
demonstrated how viewing deepfakes of oneself on the body of a celebrity positively impacts
young women'’s feelings of satisfaction with their own attractiveness and self-image while Lu
and Chu (2023) explores the impact of so-called “digital resurrections” of deceased individuals
and how they could be used advocate for issues related to their cause of death. However, they

found that individuals considered these resurrections as disrespectful and demonstrated
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reduced support for these issues. While there is evidence that deepfake exposure has a
measurable effect on beliefs, the varied research questions and relatively low number of studies
in each research topic makes it difficult to identify obvious trends in the literature.

Two studies in the review investigated how deepfakes affect memory and potentially
create false memories. Murphy and Flynn (2022) found that deepfakes can indeed affect
people’s memories of events by creating false memories for events that did not occur, but this
effect does not seem to be significantly different than other formats of misinformation such as
text-only or text with a photo. Similarly, Murphy et al. (2023) found that deepfakes were
capable of inducing false memories in participants in an entertainment context when this
technology is used to replace the faces of actors in films with other famous actors. Interestingly,
deepfakes were no more effective at inducing false memories than simple textual
misinformation. This finding is tentative and based on just two studies, but it suggests that
while deepfakes can manipulate memories, concerns about our memories being uniquely
affected by the rise of deepfake misinformation (Liv & Greenbaum, 2020) may exceed the
available empirical evidence.

Finally, we identified four studies that indirectly explored how attitudes and
behavioural intentions were impacted by deepfakes. Lee and Shin (2022) and Hwang et al.,
(2021) found that people perceived deepfaked messages as more credible and vivid compared
to other formats of misinformation, such as text-only and text-photos. They also found that this
increase in vividness and credibility was associated with elevated levels of engagement and
sharing intentions. Similarly, Ahmed (2021) found that individuals are more likely to share
deepfakes online when they deem the deepfake to be credible, and Ahmed and Chua (2023)
found that deepfakes, compared to cheapfakes or audio deepfakes, are especially likely to be
shared. Noticeably absent from these few studies of deepfakes on behaviour are studies on a

wider variety of behaviours beyond deepfake sharing (e.g. vaccine uptake, voting choice, etc.)
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and any studies assessing real-life behaviours or behaviours over a longer time period. This
echoes gaps in misinformation research more generally and is not unique to deepfake research
(de Saint Laurent et al., 2022).

Evidently, the current empirical literature examining the effects of deepfakes on beliefs,
memory, and behaviour is insufficient in number to draw strong conclusions. While the initial
studies suggest a measurable effect of deepfakes on beliefs, memories, and behaviours, the
relatively low number of studies, the varied research findings, inconsistent deepfake stimuli,

and lack of behavioural research highlight many unanswered questions.

2.4.2 RQ2. Is there evidence to suggest that the effects of
deepfakes on beliefs, memories, and behaviour are different from

pre-existing forms of misinformation?

As shown in Table 1, we found just six studies that compared the deceptive
potential of deepfakes to other misinformation formats such as text or text-photos (Hameleers
et al., 2022; Hameleers, 2024; Hwang et al., 2021; Lee & Shin, 2022; Murphy & Flynn, 2022;
Murphy et al., 2023). These six studies demonstrated mixed results. For example, Murphy and
Flynn (2022) and Murphy et al. (2023) both compared misinformation presented as deepfakes
and as text to participants and found that deepfakes did not produce significantly different
effects than the text conditions in inducing false memories in participants. Hameleers et al.
(2022) and Hameleers (2024) found that deepfakes were not perceived as more credible than
misinformation presented as text. In direct contrast to this, Lee and Shin (2022) and Hwang et
al. (2021) compared deepfakes to misinformation text and texts with photos and found that
misinformation messages presented as deepfakes were rated as more credible and vivid. Thus,
the very sparse evidence to date suggests that at least when we assess memory distortion or

credibility, there is no clear advantage for deepfakes relative to existing forms of
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misinformation. Despite much speculation as to the threats posed by deepfake technology and
how much more potent deepfake misinformation is relative to other formats (Ajder et al., 2019;
Albahar & Almalki, 2019; Liv & Greenbaum, 2020), the current comparative evidence remains

limited and mixed.

2.4.3 RQ3. Is there evidence of social, psychological, or technical
factors that influence the effects deepfakes have on beliefs,

memories, and behaviour?

13 studies provided evidence of psychological, social, or technical factors which
influence how deepfake exposure affects our beliefs, memories, and behaviours. Seven of these
studies highlighted cognitive ability or a factor related to cognition as a factor that may
influence the impact of deepfake exposure. Most of these studies considered cognitive ability
as the ability to think analytically and be able to critically assess information or stimulus past
simple intuition (Pennycook & Rand, 2021). Ahmed (2021a), Ahmed (2023), Ahmed (2023a),
and Ahmed and Chua (2023c) reported that individuals with higher cognitive ability were less
likely to self-report the inadvertent sharing of deepfakes. This was measured by directly asking
participants whether they had recently shared a deepfake and later discovered that the video
was a hoax. This is problematic as it relies on participants’ own subjective interpretation of
what deepfakes are and does not allow the reporting of deepfake sharing that went unnoticed.
Individuals with higher levels of cognitive ability are less likely to consider deepfakes they see
as credible or accurate (Ahmed et al., 2023b; Hameleers et al., 2024). Finally, lacobucci et al.,
(2021) found that individuals with low levels of bullshit receptivity (the tendency of an
individual to believe baseless claims) and primed with knowledge about deepfakes were more

likely to recognise that a video was a deepfake. This experiment measured deepfake recognition
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by asking participants whether a clip of a face-swapped actor in the movie “The Shining” was
similar to the original scene due to the actor’s acting ability, or digital video-editing technology.

Five studies found that an individual’s political interests, views of politicians, and
ideology can also affect how deepfakes are interpreted and consumed (Ahmed, 2021a;
Hameleers et al., 2022; Ng, 2023; Sharma et al., 2023; Shin & Lee, 2022). Hameleers et al.
(2022) found that deepfake disinformation that was ideologically congruent was perceived as
more credible than disinformation that was ideologically incongruent — however this was
equally true for text-based disinformation, so does not suggest anything unique to deepfakes.
Sharma et al. (2023) found that political brand hate (an individual’s hatred towards a political
party or politician due to who or what they represent) was associated with sharing deepfakes
which represent the ideologically incongruent party or “brand” in poor light. Similarly, Shin
and Lee (2022) found that individuals were more likely to believe and intend to share deepfake
news which advocated for positions congruent with their own beliefs than individuals with
incongruent beliefs. Regardless of political stance or position agreement, Ahmed (2021a)
reported that individuals who simply have an interest in politics are more likely to inadvertently
share any deepfakes they encounter. However, this finding is unreliable due to the
aforementioned issues of interpretation, self-reporting, and measurement of deepfake sharing
behaviours. On a separate note, Ng (2023) found that an individuals’ susceptibility to deepfake
videos of a politician depends on the perceived trustworthiness and dangerousness of that
politician. If an individual perceived a politician to be dangerous, then they are less likely to
regard deepfake videos of them as authentic, and deepfakes of perceived trustworthy politicians
are more likely to be regarded as authentic. Ng (2023) argues that people use an error
management system to ascertain truthfulness, and therefore if a politician is perceived as
dangerous, then trusting information from that source could be perceived as more costly and

thus are less likely to be trusted.
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Finally, our search yielded one study which identified social factors which influenced
how individuals perceived the credibility and authenticity of deepfakes. Jin et al. (2023)
presented participants with a YouTube video, where they manipulated the number of views the
video had (representing the popularity of the video) and the number of followers the channel
had (representing the trustworthiness of the source). They found that more views increased the
perceived credibility of the video, and more followers increased perceived authenticity of the
video. This study highlights how individuals have a tendency to perceive deepfakes as more
credible and authentic if others appear to do so too. Once again though, the lack of studies on
this topic limits the generalizability of these results. Notably, there were no studies exploring
technical factors which influence perceptions of deepfakes, such as the quality or resolution of

the deepfake, clarity of audio, visual artifacts, or realism of the deepfake.

2.4.4 RQ4. What kind of deepfake technology is being used in

current empirical deepfake research?

While not all the deepfakes used in the included studies were available for other
researchers to view, it is clear that they varied considerably in terms of resolution, audio quality,
accuracy of lip-syncing to voice, level of realism of the faces, and visual artifacts due to
deepfake technology. As detailed in Table 1, they were taken from multiple different pre-made
sources such as from the Canny Al art installation (Ahmed, 2021b; Ahmed et al., 2023a;
Ahmed et al., 2023b; Hwang et al., 2021; Murphy & Flynn, 2022) and YouTube (Iacobucci et
al., 2021; Murphy & Flynn, 2022; Vaccari & Chadwick, 2020; Jin et al., 2023) or they were
produced by the researcher themselves using software such as the ZAO mobile app (Wu et al.,
2021), Faceswap software (Lee & Shin, 2022), custom made by a VFX artist or similar
professional (Hameleers, 2024; Hameleerse et al., 2022; Hameleers et al., 2024; Sharma et al.,

2023) or Tacotron 2 software (Dobber et al., 2021). The deepfakes included in this review that
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were drawn from the Canny Al art installation or YouTube could potentially be of a higher
quality and more realistic since they were professionally produced by a team (Canny Al or
Buzzfeed), but the downside to these studies is the lack of experimental control over the
deepfakes used. The benefits for using pre-made deepfakes are that they enhance ecological
validity as these deepfakes were made outside of an experimental setting, allow for comparison
of results due to identical deepfake stimuli, and are freely available for other researchers to use
to replicate the study allowing others to critically evaluate the work. Deepfakes which were
produced by the researchers could be tailored towards answering specific research questions
such as in Lee and Shin (2022) or Dober et al., (2021) where they manipulated specific faces
or facial features and voices respectively rather than being constrained to designing
experiments around pre-existing deepfakes. However, custom deepfakes give rise to issues of
reporting as they are often not made readily available online (Dobber et al., 2021; Lee & Shin,
2022). This may be for ethical reasons due to researchers not wanting to contribute to the spread
of misinformation online by uploading their custom deepfake, specifically if the deepfake was
political in nature.

With deepfakes primarily being an audio-visual form of misinformation, their perceived
credibility determines the quality of the deepfake. Only four studies from the 20 experimental
studies in this review reported assessing the perceived credibility of the deepfake stimuli in
their experiments as an indicator for quality (Dobber et al., 2021; Hameleers et al., 2022;
Murphy & Flynn, 2022; Sharma et al., 2023), while five other studies assessed credibility as a
dependent variable only (Hameleers, 2024; Hameleers et al., 2024; Hwang et al., 2021; Lu &
Chu, 2023; Ng, 2023). Without assessing perceived credibility of deepfakes, it is difficult to
interpret null results and assess video quality. Among the studies that reported assessing
perceived credibility, Sharma et al. (2023) asked a group of students (separate to the study

sample) before the study to distinguish between an authentic video and a deepfake. Dobber et
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al. (2021) and Murphy and Flynn (2022) reported asking participants at the end of the study to
rate the deepfakes they viewed on how authentic or credible the participant thought the
deepfakes were, and Hameleers et al. (2022) assessed credibility indirectly by comparing the
perceived credibility and realism scores of statements made in authentic videos to deepfaked
ones.

Overall, an overarching pattern seen across the four research questions is the short-term
nature of the outcome measures in all of the studies included in this review. None of these
studies included any kind of longer-term follow-up, instead all assessed beliefs, memories, or
behavioural intentions instantly after the deepfake was viewed. Perhaps of more importance is
the fact that most of the included studies did not include any comparator, so could not
investigate what it is about deepfakes that may be novel or particularly efficacious at affecting
beliefs, memories, and behaviours. The research indicates that while deepfakes may sometimes
have a measurable impact on beliefs, memories, and behaviours, it is unclear if these effects
are lasting or indeed any greater than effects of less technologically sophisticated forms of

misinformation.

2.5 Discussion

In total, our scoping review yielded 22 empirical papers that investigated the effects of
viewing deepfakes, compared the deceptive ability of deepfakes to other misinformation
mediums, or highlighted individual factors that are associated with vulnerability to deepfake
effects. We found some evidence that deepfake exposure can manipulate beliefs about
politicians and celebrities, enhance the credibility of misinformation messages, and induce
false memories. However, the question of whether deepfakes are manipulative in a way that
goes above and beyond existing forms of misinformation (such as text or doctored photos) is

unclear, as many studies did not use experimental designs that allowed for such comparison.
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Finally, we found that cognitive ability is emerging as a factor that is associated with
susceptibility to deepfake misinformation. Overall, while this review indicates that viewing
deepfakes can bring about measurable effects, but incidences of conflicting findings and variety
in study design and outcome measures used in those studies, means it is too early to draw
concrete conclusions. We simply do not have enough evidence to support the widespread
concerns that are often voiced in deepfake discourse (Ajder et al., 2019; Albahar & Almalki,
2019; Chesney & Citron, 2019a; Chesney & Citron, 2019b).

To answer RQ1, we were interested in whether there was evidence of measurable
effects of deepfakes on beliefs, memories, and behaviours. Eight papers found a measurable
impact of deepfakes on beliefs, which broadly suggested that deepfakes may be able to enhance
the vividness and credibility of misinformation messages, negatively impact attitudes towards
political candidates, enhance mistrust towards real information and sources, enhance our self-
esteem and perceived attractiveness, and negatively impact our views of deepfake resurrections.
Two empirical studies found that deepfakes have a measurable impact on memories, capable
of generating false memories for movies and entertainment videos. Finally, four studies
identified a measurable effect of deepfakes on behavioural intentions, suggesting that
deepfakes are more likely to be shared online due to their enhanced perceived credibility.
However, these results are limited by the diversity of research topic, relatively low number of
studies in each research area, and varying sources of deepfakes use in the experiments. We
found that there is insufficient empirical data on the measurable effects of deepfake exposure
to substantiate the circulating claims about deepfakes, such as jeopardizing national security,
sabotaging political candidates, and undermining the foundation of truth in society (Ajder et
al., 2019; Albahar & Almalki, 2019; Fallis, 2021).

Perhaps one of the largest gaps in this area of research is the lack of studies investigating

any long-term effects of deepfake exposure on peoples beliefs, memories, and/or behaviours.
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This type of research is crucial in quantifying the effects of deepfake exposure because initial
tests of the effects of seeing deepfakes may not detect significant shifts in attitudes or memories.
This is because there could be a delayed “sleeper effect” in the misinformation. A “sleeper
effect” can be defined as an increase in the influential power of a persuasive message after a
period of time has passed, commonly associated with a discounting cue (Kleinnijenhuis, 2020).
The theory behind a “sleeper effect” is that when individuals are exposed to a piece of
misinformation, they will encode the message itself, as well as any reason to discount it, into
their memory. Over a period of time, the original meaning behind the message is disassociated
with the reasons to discount the message. Therefore, when the individual is exposed to the
message again, they are more likely to solely recall the meaning behind the piece of
misinformation and is more likely to be influenced by it without the discounting reasons
(Underwood & Pezdek, 1998). Indeed, studies have found the presence of sleeper effects in
memory and attitudinal studies (Murphy et al., 2021; Lariscy & Weaver, 1999; Underwood &
Pezdek, 1998). The potential presence of a “sleeper effect” suggests that deepfake exposure
may have a significant effect on shifting beliefs, memories, or behaviours, but current deepfake
research has not been designed to explore this question creating a knowledge gap.
Considering the substantial attention given to the possible political consequences of
deepfakes (Ajder et al., 2019; Chesney & Citron, 2019a; Wilkerson, 2021), there appears to be
anotable gap between these discussions and the amount of directly relevant empirical evidence.
Broinowski (2022) has documented the history of alarmism at the advent of new technologies,
from how telephones were speculated to eliminate privacy (Orben, 2020), to fears of a
dystopian future with the arrival of the internet in the 1990s (Orben, 2020). Such periods of
heightened concern have often been accompanied by extensive critical commentary on new
technologies, sometimes with less attention to the social contexts in which those technologies

are used. Johnson and Verdicchio (2017) describe a similar alarmism for Al technology as a
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phenomenon known as “sociotechnical blindness” where individuals fixate on the abstract
concept of Al rather than the human beings and social institutions utilising it. A stronger focus
on the social and institutional contexts in which deepfakes are produced and used may help
complement existing discussion of their abstract risks and support more targeted empirical
research on their harms. While our review calls for more empirical research on the harms of
deepfake exposure, it also highlights the value of adopting a careful, evidence-led approach to
assessing the harms of emerging technologies. This sentiment has been echoed by some
emerging literature decrying technological alarmism (Orben, 2020).

For RQ2, we wanted to see if there was evidence that compares the effects of deepfakes
with pre-existing forms of misinformation to identify whether deepfakes are uniquely
persuasive and deceptive. We only found six studies which provided evidence for RQ2, and
they suggest that deepfakes may not be uniquely effective at distorting memories compared to
pre-existing forms of misinformation, but the evidence is mixed when assessing whether
deepfakes enhance the credibility of misinformation messages more than pre-existing formats.
The small number of studies including comparators is noteworthy, particularly because many
empirical studies document some effect of deepfakes without directly testing whether that
effect differs from effects observed with other misinformation formats. It is imperative that
researchers clarify the unique position of deepfakes in misinformation literature, and we
strongly recommend that future experiments include a less technically advanced comparator,
such as simple text-based misinformation. This would help establish whether deepfakes should
be treated as just another form of misinformation or whether they are indeed a special case
(Chawla, 2019; Kietzmann et al., 2020; Vaccari & Chadwick, 2020).

In RQ3, we were interested in any evidence which outlines psychological, social, or
technical factors which influence the effect of deepfakes on beliefs, memories, and behaviours.

We found 13 studies which explored how psychological and social factors such as cognitive
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ability, message congruency, and affect individuals’ beliefs memories, and behaviours. Results
from these studies broadly suggest that individuals with higher cognitive ability are less likely
to consider deepfakes as credible and share them, while individuals who agree with the message
behind misinformation presented as deepfakes are more likely to believe and share them.
However, these results are obfuscated by poor methodology and therefore are difficult to draw
conclusions from. Despite this, our findings on cognitive ability reflect results from broader
misinformation literature i.e. cognitive ability is associated with reduced susceptibility to
deepfakes. This has been demonstrated in existing research concerning misinformation in the
form of news headlines, social media posts, or other text-based formats (Bronstein et al., 2019;
Pennycook & Rand, 2020; Pennycook & Rand, 2021). Some of the studies included in this
review suggest that deepfake-based misinformation is especially potent in spreading
misinformation due to the multi-modal aspect of deepfakes enhancing the vividness and
credibility of the misinformation (Ahmed & Chua, 2023; Hwang et al., 2021; Lee & Shin,
2022), but other studies dispute this (Hameleers, 2024; Hameleers et al., 2022; Murphy & Flynn,
2022; Murphy et al., 2023). The lack of comparative studies assessing the predictive power of
cognitive ability for misinformation susceptibility in different formats means that we cannot
deduce if there is anything special about deepfakes in this regard, or if these findings are merely
an extension of what is already established as a predictive factor in misinformation
susceptibility.

We were interested in identifying the types of deepfakes being used in deepfake
empirical papers for RQ4. The experiments included in this review used deepfakes of varying
quality from different sources, including Tacotron 2 and Al based lip synchronization
techniques, Canny Al art installation, Faceswap software, ZAO deepfake app, and publicly
available deepfakes taken from YouTube, Reddit and other internet sites. Many studies did not

share the deepfakes used in the experiment, making it difficult to compare the quality of
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materials between studies, though we did note that some of the deepfakes that were accessible
were of quite poor quality. Little research has been done to identify the effect of the “quality”
of a deepfake on its effectiveness to influence beliefs, memories, and/or behaviours. In fact,
there is little consensus on what a “high quality” deepfake is (Lyu, 2020). It is possible that the
quality of a deepfake significantly affects its influential ability as some research has
demonstrated that the perception of deepfakes depends on its realism and human-likeness
(Kaate et al., 2023). Despite this gap in literature, we do not advocate for the standardisation
of deepfake quality in empirical research because researchers may choose specific
software/deepfake stimuli for different reasons (accessibility, financial constraints, resource
and time constraints) thus pushing for a standardized quality may act as a barrier restricting
empirical deepfake research. We do however suggest checking the perceived credibility of
deepfake stimuli in future experimental research. This allows future researchers to identify
whether the deepfakes were effective at manipulating participants. We suggest pilot testing of
the deepfake stimuli to assess their rate of identification compared to authentic videos before
conducting the study and clear reporting of measures of video quality in the write-up.

Our findings suggest that despite widespread claims about the ease of access to
deepfake technology (Albahar & Almalki, 2019; Westerlund, 2019; Yadlin-Segal &
Oppenheim, 2021), researchers in this area clearly find it difficult to create custom high-quality,
realistic deepfakes. This may be due to a lack of time, computing infrastructure, or expertise,
but the end result is that very few researchers have used custom-created high-quality deepfakes
in their studies (Hameleers 2024; Hameleers et al., 2022; Hameleers et al., 2024). Thus, our
results may not reflect the true manipulative efficacy of high-quality deepfakes that may
become more accessible in the future. Where researchers cannot create their own high-quality
deepfakes, some have used existing YouTube videos (Murphy & Flynn, 2022), while others

have resorted to asking participants to imagine hypothetical deepfakes (Fido et al., 2022).
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Neither solution is without its drawbacks. Using existing videos incurs the risk that participants
will have seen the video before, and the studies included in this review differed in whether they
removed participants who had previously seen the video (Murphy & Flynn, 2022) or opted to
retain them in the analyses (Vaccari & Chadwick, 2021). Asking participants to imagine a
deepfake is clearly a difficult task and participants’ ability to do so will be hugely affected by
their technical literacy (Fido et al., 2022). For these reasons, we strongly encourage more
collaboration between psychologists who are interested in testing the cognitive effects of
deepfake exposure and those with more technical expertise who can build convincing custom
deepfakes for use in these studies. We also encourage researchers to make their materials
available to other researchers where possible, so that the quality of the deepfakes can be
assessed. Only by establishing more rigorous and transparent methodologies will we gain
insight into the effects of deepfakes.

Through reviewing existing research on the topic, we identified a number of
methodological limitations that impede our ability to draw strong conclusions from the existing
data. Firstly, while some studies in our review have included behavioural measures such as
sharing intentions (Ahmed, 2021a; Ahmed and Chua, 2023; Hwang et al., 2021; Sharma et al.,
2023), there is little empirical deepfake research exploring other real-world behavioural
consequences of deepfakes such as voting intentions or intentions to vaccinate. Our review
highlights an overall lack of research that investigates the effect of viewing deepfakes on
people's behaviour. This finding is not unique to deepfake research — a recent review of
misinformation research found that only 29% of empirical misinformation studies between the
years 2016 — 2022 examined the impact of misinformation on behaviours or behavioural
intentions (Murphy et al., 2023). Most of those studies only examined online behaviours or
behavioural intentions (e.g. intent to share a news story on social media), so that only 11% of

studies examined offline behaviours or behavioural intentions (e.g. intent to get vaccinated).
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We echo the call by Murphy et al. (2023) and encourage researchers to examine behavioural
effects of deepfakes, where we currently have little evidence but rampant speculation (Bastick,
2021; Chesney & Citron, 2019a; Chesney & Citron, 2019b). Of course, research in this area
will need to follow best practice in terms of ethical practices, including effective debriefing of
participants as soon as possible (Greene et al., 2023).

While we have highlighted a tendency of existing research to overlook the need for
empirical literature in favour of alarmist speculations, we feel the need to also highlight the
current real-world harms of deepfakes, and interestingly, the lack of empirical deepfake
literature underpinning these real-world applications. An application of deepfakes that did not
appear in the scoping review is pornography. Estimates suggest that 96% of existing online
deepfakes are pornographic in nature (Ajder et al., 2019), it is therefore of note that there were
no empirical studies quantifying the effects of deepfake porn exposure in the scoping review
(though our search terms did not seek these studies out). Deepfake pornography can potentially
pose a threat to the depicted person’s reputation and mental health through its dissemination
and subsequent distress, similar to how non-consensual spread of intimate images online can
cause emotional distress (Henry et al., 2017; Karasavva & Noorbhai, 2021). Deepfake
pornography may also pose threats to consumers, similar to how general pornography can
negatively “shape sexual scripts” and influence how consumers behave during sexual
encounters (Wright, 2011). Legislation and research are converging on deepfake pornography
in an attempt to understand and regulate its impacts through policy (Albahar & Almalki, 2019;
Gieseke, 2020; Hancock & Bailenson, 2021; Karasavva & Noorbhai, 2021). Rigorous, ethical
research that gives us a clearer understanding of the effects of deepfake pornography is urgently
required, as we attempt to develop effective policies and countermeasures.

There are several limitations to the current study. Firstly, due to the different

interpretations and definitions of deepfakes in deepfake literature (Whittaker et al., 2023), it is
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possible that some studies used deepfakes in an experimental manner but failed to describe
them with the term “deepfake”. While we took all reasonable steps to include these studies in
our review, it is possible that we could have missed them. Secondly, we did not include any
preprints or conference abstracts in our search. This study is a scoping review of peer-reviewed
literature on the topic of deepfake effects on beliefs, memories and behaviours and therefore
those elements were omitted. However, it is possible that informative research related to our
research questions could be found in preprints and conference abstracts, and therefore some

information related to our research topic could have been missed.

In conclusion, the current scoping review maps the current state of empirical deepfake
literature and provides specific suggestions for future empirical deepfake research. A key
priority is an increase in empirical research quantifying the effects of deepfake exposure,
alongside ongoing conceptual and theoretical work. We also advocate for more empirical
deepfake studies to test the potential longitudinal effects of deepfake exposure, to test a broader
range of behavioural implications of deepfake exposure and include comparators to deepfakes
in experiments such as text or audio misinformation to investigate the unique effectiveness of
deepfakes. While research in this field is clearly still in its infancy, this review highlights some
persistent methodological issues as well. In general, we conclude that there are a great many
papers decrying the risks and harms of deepfakes without the necessary empirical evidence to
support these alarmist claims. We cannot hope to design interventions or implement regulations
to combat these concerns unless we first quantify the issues. Therefore, we call for further

(methodologically rigorous) research on the effects of deepfake exposure.
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Chapter 3 Encountering Deepfakes: A Thematic
Analysis of Comments on a Music Video featuring

Deepfake Content

This paper was published in the proceedings of CSCW 2025.

Ching, D., Twomey, J., Linehan, C., & Murphy, G. (2025). Encountering Deepfakes: A
Thematic Analysis of Comments on a Music Video featuring Deepfake Content. Proceedings

of the ACM on Human-Computer Interaction, 9(7), 1-23.

Study Motivation

This study served as one of the first qualitative studies exploring responses to deepfakes in a
naturalistic environment outside of a laboratory setting. The music video that became the
focus of this study that featured deepfakes, Kendrick Lamar’s “The Heart Part 5, had just
been released at the time and garnered millions of views. We used this music video as an
opportunity to study how people experienced deepfakes in an entertainment environment.
This research was essential due to the limited understanding of how deepfakes are
encountered and experienced in everyday life. This gap in qualitative knowledge about
deepfake experiences was highlighted in Chapter 2 where no qualitative studies had been
found exploring deepfake effects. It is important to investigate not only the quantitative
effects of deepfakes on beliefs, memories, and behaviours, but also the qualitative effects,
including individuals’ responses and attitudes toward deepfakes. Combining both approaches
allows for a more nuanced understanding of deepfakes beyond isolated controlled responses

to deepfakes in experimental settings which serves to inform the design of future
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experimental studies. Despite the widespread fear and sensationalism surrounding deepfakes,
it is concerning that so little is known about how individuals respond to them in real-world

contexts, a setting where they are most likely to come across these deceptive media.
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final version of the manuscript was approved by every author.
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3.1 Abstract

Much early research on deepfakes has focused on speculating about potential future harms of
the technology. Everyday uses and experiences of existing deepfake content are, surprisingly,
comparatively understudied. For example, there is little research that seeks to understand how
people encounter and respond to deepfake content in today’s entertainment media. In this study,
we conducted a reflexive thematic analysis of user's comments made in response to a Kendrick
Lamar YouTube music video that featured deepfake content. In total, we analysed 1467
comments. Our findings are described by six themes; advancing realism of deepfakes, seeing
is not believing, predicting dystopian threats, enhancing the experience of the song, strong
emotional reactions, and ‘a toy for play’. People generally enjoyed the creativity and emotional
impact that deepfakes brought to the video but those who were unaware of deepfake technology
were left confused and doubting themselves. This study offers a naturalistic view of how

deepfakes are encountered in everyday life.
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3.2 Introduction

“Deepfakes” are a form of video-editing technology that uses Al neural networks to
digitally superimpose the face of one person onto another in video format (Chawla, 2019). The
first ever recorded instances of deepfakes occurred in 2017 on the social networking site Reddit,
where the faces of female celebrities were superimposed onto the bodies of actresses in
pornographic videos (Cole, 2017). Commentators have suggested that deepfakes have the
potential to facilitate a range of different harms to people, institutions and society in the near
future. This technology has often been hypothesised to be able to spread misinformation to the
public leading to significant consequences such as misinform citizens on important events
(Albahar & Almalki, 2019; Westerlund, 2019), manipulating election results through the
defamation of political candidates (Chesney & Citron, 2019), and undermining epistemic trust
in society due to citizens being unable to differentiate between real and false information (Fallis,
2020). While these hypothesised harms have not yet come to pass, real-world impact of
deepfakes have been documented in the form of financial fraud, where malicious actors use
deepfake technology to pose as influential people to trick individuals into paying money (Bhati,
2023; Brewster, 2023) and non-consensual deepfake porn of mostly female celebrities which
can cause psychological and reputational harm (Maddocks, 2020).

While there have been many research papers discussing the potential harmful effects of
deepfake technology, many gaps in knowledge still exist within deepfake literature that are
hindering our understanding of this relatively new technological advancement. Currently, there
is a lack of empirical literature to address fundamental questions regarding the potential
psychological effects that deepfake exposure may have on an individual’s beliefs, memories,
and behaviour without which it is difficult to ascertain the impact of deepfake technology.
Furthermore, existing empirical deepfake literature does not explore how deepfakes are

experienced in everyday settings and are usually experimental in nature. The lack of
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observational and naturalistic investigations of deepfakes indicates that we may not have a
proper understanding of the everyday experience of deepfakes. This everyday experience is
valuable because it shows us how individuals are likely to react when they encounter faked
videos “in the wild”. For example, are individuals sceptical of seeing deepfakes or are they
likely to blindly believe in the contents of the faked video?

One common way that many individuals experience deepfakes in their everyday lives
is through entertainment and media. For example, some music videos which incorporated
deepfakes on YouTube have garnered 44 million views (Lamar, 2022) and deepfakes
incorporated into awareness and educational videos on YouTube have almost 10 million views
(Buzzfeed, 2018). Channels that use deepfakes as a form of entertainment on other large social
media platforms such as TikTok have garnered millions of followers such as “Metaphysic.ai”
which posts deepfakes of Tom Cruise performing different tasks. Despite deepfake technology
beginning to be incorporated into television (David, 2022; Gamage et al., 2022), music videos
(Iamtherealak, 2020; Lamar, 2022; Wilson, 2021) and museums (Mihailova, 2021), there are
very few empirical studies of how people experience deepfakes when they are encountered
recreationally and in naturalistic settings. The proliferation of deepfake content in the
entertainment industry and in the everyday lives of the public warrants a closer examination
into how individuals live with and interact with this technology.

In the current paper, we study an instance of creative deepfake use in popular media.
Specifically, on the 9th of May 2022, artist Kendrick Lamar released a music video on
YouTube titled “The Heart Part 5 where he utilised deepfake technology to superimpose the
faces of various influential men, some of whom are deceased, onto his own face while rapping
(Lamar, 2022). The nature of this music video offered a perfect opportunity to explore how
people think, feel, and respond to deepfake use in an entertainment environment by

qualitatively analysing the comments in the comment section of the video. The naturalistic
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environment in which we obtained our data provides a unique opportunity to examine the
everyday responses and experiences people have with deepfake technology. We have the
opportunity to understand how people encounter, understand, and experience the technology
“in the wild.” (Rogers, 2023). We analyse comments that they offer freely, without the self-
conscious awareness that they are being observed. Therefore, our research question is: “how
did YouTube commenters discuss the experience of encountering deepfakes in the music video
by Kendrick Lamar”.

The contribution of this paper is in describing and understanding the lived experience
of encountering deepfake technology in a naturalistic environment. In the spirit of third wave
HCI, we aim to explore deepfake technology as it is experienced by the everyday consumer in
their own situated context. As deepfake technology is becoming increasingly pervasive in the
entertainment media that the everyday person consumes, it is vital to understand the responses
and interactions of those who are consuming and using this technology. We contribute to HCI
in multiple different ways. Firstly, we provide an unprecedented in-depth analysis and
understanding of how everyday individuals perceive and interact with deepfake technology in
a naturalistic environment. Secondly, we discuss possible explanations for these interactions
through psychological theory. Thirdly, we outline implications that these understandings have
for designers, technologists, and policymakers on the use of deepfakes in everyday

entertainment settings.

3.3 Background

3.3.1 Research on Deepfakes

“Deepfakes” are a form of digital video manipulation which first emerged on Reddit in

2017 (Cole, 2017). Using Al neural network technology, the facial features of one person can
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be superimposed onto another person in a video format, essentially depicting one person doing
something that they never did in a relatively convincing manner (Albahar & Almalki, 2019;
Temir, 2020). The resulting video is known as a “deepfake”. Much research on deepfake
technology sets out to speculate on and discuss the potential harms that deepfake technology
poses to individuals and society (Albahar & Almalki, 2019; Chesney & Citron, 2019; Fallis,
202; Westerlund, 2019). Those papers often do not involve empirical analyses and discuss
deepfake technology in legal (Chesney & Citron, 2019), philosophical (Fallis, 2020), and
societal (Westerlund, 2019) contexts. Existing research often discusses the potential of
deepfake technology to spread misinformation. For example, Chesney and Citron (2019) assess
the dangers of deepfakes in a legal and political environment by discussing their causes and
consequences. While they also discuss possible pro-social uses of deepfake technology such as
in education by recreating historical figures to teach students or in artistic environments to
resurrect deceased individuals to play themselves in films, the majority of the paper focuses on
discussing the harmful effects of this technology. Chesney and Citron (2019) speculate that
deepfakes could lead to the erosion of trust in news media as people would be unable to
differentiate between real and fake news, as well as the jeopardization of national security by
potentially spreading misinformation in military settings. This emphasis on the detrimental
applications of this technology is frequently seen in literature (Ajder et al., 2019; Albahar &
Almalki, 2019; Westerlund, 2019).

Empirical work on deepfake technology often focuses on detection and
countermeasures against the aforementioned threats of deepfakes (Li et al., 2020; Lees et al.,
2021; Qian et al., 2021). As deepfakes become increasingly realistic, these studies aim to
explore different methods of detecting visual artifacts such as ones due to errors in geometric
or illumination estimation (Matern et al., 2019). There are significantly lower number of studies

that focus on empirically evaluating the harms of existing deepfake technology. However, there



80

are examples of studies that investigated the psychological impacts of deepfake exposure
(Dobber et al., 2021; Lee & Shin, 2022). For example, Dobber et al. (2021) exposed
participants to a self-made deepfake of a politician speaking inappropriate things. They
measured participant’s attitudes towards the politician among those who saw the deepfake and
compared them to those who didn’t. This study aimed to explore whether deepfakes can
manipulate people’s attitudes in a political context and found that deepfakes only affected
individuals who would be particularly offended by the deepfake (i.e., Christians would be more
offended by a deepfake of a Christian politician).

Another subset of research on deepfakes focuses on its applications in pornography,
where the faces of mostly women are superimposed onto actresses in pornographic videos.
Indeed, current statistics estimate up to 96% of existing deepfakes on the internet are
pornographic in nature (Ajder et al., 2019). Current research in this area focuses on identifying
the harms of deepfake technology against women (Gosse & Burkell, 2020; Maddocks, 2020)
and how legislation is currently equipped to deal with this issue (Gieseke, 2020; Johnson &
Verdichhio, 2017; Kugler & Pace, 2021). Gosse and Burkell (2020) empirically analysed how
news media discusses the harmful impacts of deepfakes and found that the harms deepfake
pornography poses to women (invasion of privacy, defamation, harassment, blackmail) are
often given less attention by news media compared to speculations surrounding the
hypothetical harms of deepfakes such as political sabotage and misinformation spread. These
findings highlight a concerning trend in deepfake research regarding the overemphasis in
discussing the hypothetical futures of deepfake technology, rather than their current impacts
and experiences.

While these psychological studies play a role in quantifying the impact of deepfakes,
they often lack insights from a psychological perspective known as “everyday psychology” or

“critical psychology”. This perspective situates human actions and reactions in their own
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complex subjective, social, and environmental context and emphasises the value of empirically
investigating psychological phenomena from the viewpoint of an individual and how they
experience local situations, daily life practices, and technologies on an everyday basis
(Schraube & Hgjholt, 2015). Some HCI and CSCW literature have adopted this perspective in
their research as well (Deng et al., 2024; Magee et al., 2017) and this train of thought largely
echoes the third wave of HCI research which focused on understanding the spread of
technology from the workplace to the everyday life and culture of users (Badker, 2006). This
perspective holds value when studying the psychological impact of viewing deepfakes because
it urges psychological research to focus on investigating the influence of deepfakes outside of
a laboratory and controlled environment and into the everyday environments that individuals
who are likely to encounter deepfakes live in.

Methodologically, few empirical studies have investigated the human experience of
deepfakes in a naturalistic environment where we do not expect to see deepfakes. Some HCI
studies have approached this issue indirectly by examining how individuals in naturalistic
environments discuss and conceptualize deepfakes (Gamage et al., 2022), but none have
examined how individuals would respond to deepfake exposure in their own personal
environments. It is vitally important to explore deepfakes in a day-to-day context as it gives us
insight into how deepfakes are realistically experienced, rather than how we speculate

deepfakes might be experienced.

3.3.2 Deepfakes in Entertainment

Despite the many malicious applications of deepfakes, people have also begun to utilise
deepfakes in constructive ways such as in entertainment and popular media. In the film and TV
industries, deepfake technology has been used to replace the faces of actors with younger

versions in an attempt to represent them in a de-aged form. For example, in the popular Star
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Wars TV series “The Book of Boba Fett”, a young version of Mark Hamill’s face (the original
actor for Luke Skywalker) was superimposed onto another actor using deepfake technology to
represent the character of Luke Skywalker (Gamage et al., 2022). Fans reportedly had mixed
responses to seeing a de-aged Mark Hamill (David, 2022).

Deepfake technology has also been used to recreate the late painter Salvador Dali on
digital screens in the museum and interact with visitors. Director of this project Hank Hine has
suggested that the deepfake is meant to create a strong emotional link between the visitor and
Dali, as well as humanizing the deceased (Mihailova, 2021). This example highlights the
potential of deepfakes to create tangible versions of individuals.

Furthermore, creative uses of deepfakes have also permeated the music industry with
songs such as “Family Tree” by AK and “Self” by Steven Wilson utilising deepfake technology
to superimpose faces of celebrities onto their own whilst singing (Iamtherealak, 2020; Wilson,
2021). Both videos have over 500,000 views at the time of writing and gained considerable
publicity (Blistein, 2021; Hadusek, 2021). Responses to these videos were generally positive,
but some acknowledged the controversial nature of the technology (Archanoth 2020).

Despite the abundance of examples of deepfake technology being used in entertainment
and artistic environments, there has been little empirical research analysing how people
respond and experience deepfakes in these contexts. In one example, Murphy et al., (2023)
found that individuals had creative and ethical concerns surrounding deepfakes in film,
specifically the use of deepfakes to recast actors. Using a mixed-methods approach,
participant’s memories of actors cast in remade films were tested and their opinions on
deepfake technology being used to recast actors in movies were explored. Their study aimed
to investigate whether seeing a deepfake video of a fictitious film remake (e.g., Charlize Theron
as Captain Marvel instead of Brie Larson) could elicit false memories from participants.

Results showed that deepfake exposure was capable of eliciting false memories in participants.
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Participants also raised concerns surrounding how the artistic integrity of films would be
disrespected and the shared social experience of films would be ruined. Discomfort was also
expressed about the level of control and customizability that deepfakes offered. Murphy et al.
(2023) encourages further research into understanding deepfakes as a cultural phenomenon

rather than viewing deepfakes as a uniquely advancing “alien technology”.

3.3.3 Deepfake Resurrection

The ability for deepfake technology to be used to resurrect deceased individuals for
entertainment purposes has frequently been discussed in recent years as deepfakes of deceased
individuals are being spread through different media (Lees et al., 2021; Lu & Chu, 2023). While
reanimating individuals with deepfake technology may seem novel due to its hyper-realism,
the digital “resurrection” of deceased public figures is nothing new. There have been many
attempts to bring deceased celebrities back to life on the screen such as when the late Elvis
Presley sang a duet with Celine Dion on the TV show “American Idol” in 2007 (Ngak, 2012),
or when the late rapper Tupac performed with Snoop Dogg during the Coachella festival in
2012 (Ngak, 2012). Sherlock (2013) wrote a paper discussing digital resurrections and has
hypothesised that digital resurrection of influential figures serves to contextualise these figures
to the modern world, foster para-social and intimate relationships between these figures and
the people who admire them and acts as a memorial for the deceased. An emerging aspect of
deepfake technology that could potentially appeal to individuals is the ability to offer a glimpse
of people in the past, similar to how Elvis or Tupac were portrayed, or de-ageing individuals
(Mark Hamill as Luke Skywalker).

A few recent studies have endeavoured to study the application of deepfakes in digital
resurrections. For example, Lees et al., (2021) aimed to report the creative, technological, and

legal ramifications of the “Virtual Maggie” project where the deceased British prime minister
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Margaret Thatcher was recreated on the digital screen to play herself in a period drama. They
report insights from the process of the Virtual Maggie project and describe how deepfake
technology has complicated the direction of screen performances as it adds another layer of
consideration for filmmakers artistically. These challenges are further exacerbated by the
deepfakes not being able to portray historical figures realistically due to the lack of high-quality
imagery. Furthermore, this report highlights legal issues surrounding the reputational damage
that deepfake resurrections can cause, as well as the potential defamation of deceased
individuals. However, Lees et al. (2021) did not report or investigate on how deepfakes were
experienced by the participants.

Ethical concerns are frequently raised in digital resurrection literature. Digital
resurrections are described in literature as akin to controlling their deceased image like puppets
(Pantserev, 2020) and ultimately disrespects the dignity of the deceased (Bode, 2007). Even
when digital resurrections through deepfakes were used pro-socially to raise awareness for a
mass shooting in America by depicting a deceased victim advocating for gun regulation (De
Ruiter, 2021), some people still expressed discomfort to seeing the deceased victim being
manipulated (Lu & Chu, 2023). While there is no empirical research on digital resurrections
facilitated through deepfakes and how people experience them, digital resurrection literature in
general highlights an overall discomfort surrounding the ethical implications of digitally

recreated individuals.

It is evident that a proper exploration of perceptions and experiences surrounding
deepfake technology is necessary to understand how individuals are affected by deepfake
technology. The academic community’s current perception of deepfake technology is one
categorised by hypothetical dystopian outcomes and speculative harmful effects of deepfake

exposure. Empirical evidence to substantiate these claims is yet to surface, and therefore
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accurate predictions about the effects and experience of seeing deepfakes cannot be made. A
naturalistic exploration of the experience of deepfakes is necessary to highlight how an
individual encounters deepfake technology in their everyday lives. The proliferation of
deepfake content in entertainment media offers us a perfect environment to examine individual
responses and reactions to deepfakes in a naturalistic way. Despite this proliferation, it is yet
unclear how individuals experience deepfake content in entertainment settings. Therefore, our
research question is: “how did YouTube commenters discuss the experience of encountering

deepfakes in the music video by Kendrick Lamar”.

3.4 Methods

3.4.1 Music Video

The music video in which this study thematically analysed comments from is called
“The Heart Part 5” by artist Kendrick Lamar. The video was uploaded to YouTube on the 9th
May 2022 and can be found here:
https://www.youtube.com/watch?v=uAPUkgeiFVY&ab_channel=KendrickLamarVEVO.
The video features Kendrick Lamar rapping and simultaneously changing his face into various
famous men including OJ Simpson, Will Smith, late Kobe Bryant, Kanye West, late Nispey
Hussle, and Jussie Smollett. From this list of men, some are famous actors, singers, and sports
players and they are all influential or controversial in their own way. In the music video, the
lyrics of the song coincide with each of the relevant deepfaked faces. For example, when the
face of the recently deceased rapper Nipsey Hussle replaced Kendrick Lamar’s, the lyrics “To
my brother, to my kids, I’'m in heaven” were spoken. This pattern follows throughout the music
video. The primary reason for choosing this music video as a focus for our study was the

number of views and attention it was getting upon release. Garnering several million views on
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release up to 44 million views on the date of writing this paper (Lamar, 2022), this music video
was one of the first pieces of entertainment media to incorporate deepfake technology and reach

millions of views and achieve global attention (Hogan, 2022; Pantserev, 2020; Squires, 2022).

3.4.2 Data Extraction

Data was collected by extracting comments from the “The Heart Part 5 music video
using YouTube API. All comments from the music video were extracted on the 4th August
2022, totalling 66769 comments. Replies to these comments were excluded due to the context-
based nature of comment replies and therefore would be difficult to interpret and use for the
analysis. We aimed to collect data from the music video which referred to the visual deepfake
aspect as it is the phenomena of concern. We aimed to extract and analyse approximately 1500
comments from the 66769 total comments. This approximate number of comments was found
by referring to existing studies that used YouTube comments for a thematic analysis (Ferrey et
al., 2023; King & McCashin, 2022; McLellan et al., 2022). No studies existed that investigated
deepfakes or misinformation using thematic analysis through YouTube comments and
therefore the aforementioned studies were used as an approximate guideline as they produced
a sufficiently in-depth thematic analysis from their comments. These studies analysed between
1000-1500 comments and therefore we similarly aimed to retain this number of comments for
our analysis. We also considered this number of comments as appropriate for time and resource

constraint reasons.

3.4.3 Inclusion Criteria

Due to many comments potentially not being useful to the analysis of people’s reactions
to deepfakes e.g., commenting an emoji or commenting something unrelated to the video or

deepfakes, we implemented an inclusion/exclusion criterion to identify relevant comments. We
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decided to include comments that referred to: the visual component of the music video (e.g.,
"This video is lit how his face changes is so sick”), to deepfakes or video-editing technology
(e.g., “Yoo that deepfake is crazy”), to any of the men included as deepfakes in the video (e.g.,
“Lol “Juicy Smoo-yay” making an appearance”), and to any form of deception or creativity
(e.g., “He's basically showing you how they use technology to fool the fuck out you). We
excluded comments that only referred to the song and/or only to Kendrick Lamar and not to
the music video in particular such as “This song is fire” or “Kendrick you’re amazing”. These

criteria isolate relevant comments for analysis.

3.4.4 Data Selection Process

Our aim was to reach 1500 relevant comments for our analysis. We wanted the 1500
comments to also be representative of the overall 66769 and thus several steps needed to be

taken to ensure a relevant and representative sample.

1. The approximate ratio of relevant to irrelevant comments was first established by
manually applying the inclusion/exclusion criteria above to the first 4000 comments in
the dataset. We found that approximately 1 in 6 comments being made were relevant
for our analysis.

2. On this basis, to reach our target of 1500 relevant comments, we needed a 9000 (1500
x 6) representative sample to which when we apply our inclusion/exclusion criteria, we
would reach our target relevant sample

3. To generate 9000 comments representative of the 66769 total number of comments, we
extracted every 7th comment from the 66769 total (66769 <+ 9000 = 7). This process of
extracting comments was considered better than simply extracting the first 9000

comments as we would be able to collect comments from throughout the period that the
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music video was available for viewing and commentary since its release to the date of
data extraction. We carried out this process in order to avoid potential bias from
commenters who are committed fans of Kendrick Lamar that would presumably
dominate the comments section in the first few days of the music video being released.
4. Finally, we manually applied our inclusion/exclusion criteria to the 9000 comments

extracted as in point 3 to arrive at our final relevant comments sample of 1467.

3.4.5 Analysis

We used reflexive thematic analysis to analyse the comments from the music video. A
reflexive thematic analysis was considered appropriate due to its exploratory and flexible
nature (Braun & Clarke, 2006). The exploratory aspect of thematic analysis is especially
suitable for analysing this creative application of deepfakes due to the scarcity in creative
deepfake research and lack of strong theoretical work on the topic. As well as this, YouTube
comments tend to be short and fragmented (Schultes et al., 2013) and an in-depth analysis of
the comments would be difficult and inappropriate, therefore a thematic analysis was
considered suitable for this data. The comments were transferred to an excel file and we
followed the thematic analysis process in Clarke et al. (2015). Firstly, we familiarized ourselves
with all the comments through several readings. At this stage, we made notes and our own
comments throughout the data to gain a surface-level understanding of the commenters
reactions to the music video. We then generated initial codes for each comment. This second
stage involves labelling each comment with a shorthand word or phrase which captures the
idea of the comment itself. The comments yielded both semantic (surface-level meaning of the
comment) and latent (the meaning behind the comment) codes. These codes then underwent
several iterations between the primary and secondary investigator before proceeding to the

third stage in which we began collating the codes together to form meaningful themes that
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answer our research question. In the fourth stage, these themes were iteratively discussed and
developed to ensure that a coherent narrative was developed from the themes. In the fifth stage,
these themes were then defined, named, and finalized for the write-up process. The final stage
is the writing of the results in line with the principles of Braun and Clarke (2006).

Guidance from Clarke et al. (2015) was considered and implemented throughout the
analysis process. To explore the experiences and reactions people had to seeing deepfakes in
the Kendrick Lamar video, we decided to code information regarding the commenter's direct
experiences, rather than code facts about deepfakes themselves. This epistemological
difference spawns from the lack of theory surrounding deepfakes in entertainment to inform
our interpretations of the comments, therefore we needed to focus on a descriptive and
essentialist approach to our reflexive thematic analysis which emphasises the experiences,
meanings, and reality of the commenters (Clarke et al., 2015).

Secondly, the reflexivity of the research team was taken into serious consideration, with
reflexivity being the acknowledgement of our roles as researchers in the analysis. When
analysing each comment, it was important for us as researchers to consider how our
assumptions and prior experiences could shape and influence the research process. This process
is crucial for the transparency and quality of the analysed data (Braun & Clarke, 2006). We had
to consider our role as researchers in the analysis compared to the people who were
commenting on the video. Commenters often had different vernacular to the primary
investigator, and they often used emojis throughout their comments leading to a certain level
of interpretation required when reading and interpreting the comments. The primary
investigator is also an Irish national with Chinese ethnicity who is unfamiliar with the culture
from which the music video derives as well as the slang and vernacular used in American rap
music. Collectively, the thematic analysis was conducted with a relatively unfamiliar

perspective on rap culture. Furthermore, the primary investigator analysed responses from



90

commenters from the perspective of a deepfake researcher, which we considered beneficial, as
it allowed us to apply our knowledge of deepfake literature to better understand commenter’s
reactions. A secondary investigator was also involved in the coding process. While Braun and
Clarke (2006) suggest that it is unnecessary to include a secondary investigator, this was done
to ensure that the unfamiliarity with the vernacular and culture of the music video did not
confound the meaning of the codes, rather than to ensure that the codes were “reliable”. Inter-
rater reliability for the codes was not assessed because the meaning and data generated from
the comments are contextual and situational in reflexive thematic analysis, therefore researcher
subjectivity is a vital component in interacting with the comments to produce insightful data

rather than a factor to be controlled for (Braun & Clarke, 2013).

3.5 Results

Responses to the music video were often short and reactionary, but some comments
included more depth and analysis. Six main themes were developed from the data: Advancing
realism of deepfakes, Seeing is not believing, Predicting dystopian threats of deepfakes, Pairing
deepfakes with lyrics enhances the experience of the song, Deepfakes eliciting strong
emotional reactions, and Treating deepfakes as a toy for play. These six themes give us an

insight into people’s reactions to different aspects of encountering entertainment deepfakes.

3.5.1 Advancing Realism of Deepfakes

In our dataset, people frequently commented that video-editing technology has
continued to advance in terms of the realism of content produced. Many commenters were
impressed by how realistic the deepfakes in the music video were, often highlighting the

realism of particular celebrity faces used in the music video, for example: “The will smith face
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looked too real” or “You can’t tell me that wasn’t Ye”. This sentiment was taken further with
some commenters comparing the deepfake face swapping to science fiction ideas such as
shapeshifting or cloning due to how realistic the deepfake faces seemed to be “Shape shifting
reptilian confirmed” or “He looks like Kanye and kid cudi, he’s definitely cloned”. These
responses reflect a perception of hyper-realism surrounding deepfakes and reinforce literature
decrying the harms of deepfake technology for their ability to realistically defame and
misrepresent information in video format (Albahar & Almalki, 2019; Westerlund, 2019).

While some commenters acknowledged the realism of deepfakes, other commenters
responded by comparing them to existing examples of realistic video editing of faces in
entertainment. For example, commenters compared “The Heart Part 5” to the ending of
Michael Jackson’s music video “Black or White” where multiple different people morph and
transition into one another: “This is amazing. I remember Michael Jackson was the first to use
face morphing tech on Black Or White years ago. Deepfake is a bit different but Lamar made
it work!”. Commenters demonstrated a familiarity with video-editing technology and an
acknowledgement of the advancements that realistic video-editing technology has made. These
responses may reflect a perception of evolution of video-editing technology from more
primitive video-editing techniques such as “morphing” in Michael Jackson’s “Black or White”
music video in 1991 (Chin, 2011) and "rotoscoping” in Celine Dion’s duet with Elvis on
“American Idol” in 2007 (Boudreault-Fournier, 2016) to using Al neural network technology
to superimpose precise faces onto one another. This evolution situates deepfake technology as
the next step in video-editing technology, rather than an independent advancement.

Despite the current perception of deepfakes and their advancing level of realism,
commenters highlighted aspects of deepfakes from “The Heart Part 5” which could be
improved. The disparity in lip-syncing between the lips of the deepfake faces and the lyrics

spoken throughout the music video was noticed and criticised by commenters: “Lip-syncing
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being off was pretty noticeable and got progressively worse”/ “His mouth animation and the
song is slightly off.”. Pointing out these flaws in the deepfakes seems to highlight the
importance of aural and visual accuracy in deepfakes. While research is scarce regarding the
significance of accurate aural and visual components in deepfakes, Stein and Ohler (2018) have
found that distorting facial and aural features of embodied agents (virtual or robotic
representations of digital systems) leads to reduced levels of credibility and attractiveness
towards that agent. Similarly, Kaate et al. (2023) discuss how glitches, distortions, and vocal
issues can reduce the overall “realness” and “human-likeness” of a deepfake possibly affecting
immersion. It is possible that aural and visual inaccuracies break the immersion of the

technology and thus viewers are quick to respond with criticism.

3.5.2 Seeing is not Believing

Many viewers seemed unaware of the existence of deepfake technology and its
capabilities. When these viewers subsequently saw the deepfakes in the music video, their
reactions and responses offered interesting insights into how individuals with little to no
knowledge of deepfakes interact with this technology. Firstly, most responses were
characterised by confusion, doubt, and uncertainty. Commenters were confused by the face
morphing and responded by doubting themselves and what they were seeing: “Is it me or does
he look like will smith for a sec”, “am I the only one that sees Kanye here?”, or “Why does his
face at some point look like will Smith's?”. These responses are indicative of the commenters
not knowing they were seeing a deepfake as they would not have been confused by the
appearance of the faces if they were aware that deepfakes were possible. It is important to note
here that commenters are still questioning what they are seeing as they understand that

something unusual is happening here with the faces in the music video.
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Interestingly, some commenters responded with confusion but also with a potential way
to explain the visuals. For example: “Damn son. How did he get all those cameos though???”.
This response is particularly interesting because the commenter seems to be attempting to
comprehend a technology that they are unfamiliar with by framing and explaining the visuals
through familiar means (i.e., a cameo). This response is reminiscent of an everyday psychology
concept known as “familiarization” where the everyday individual often attempts to anchor
unknown and unaccustomed concepts and experiences in familiar terms to better understand
them. Individuals in our dataset are attempting to ground these experiences in their own reality
(Emiliani & Passini, 2016). Similarly, responses from other commenters reflected this concept
of familiarization responding with: “Kobe Face at 3:58 or am I trippin?”, “Am I high or
Kendrick has different faces in this video. Including Kanye, Will smith, Nipsey, etc”, or “Was
his face changing to different people or am I too high”. Commenters seem to be confused by
the deepfakes to the point where they could only explain the experience by likening it to taking
psychedelic substances because they were unaware of the capabilities of deepfakes.

Finally, some commenters did not respond with any form of confusion. These
commenters simply asserted that they are seeing some faces and similarities between Kendrick
Lamar and the deepfake faces in the video: “Kendrick looks like kanye west a bit in this video.
Lol”, “Kendrick looks like will smith here when he’s looking dead at the camera lol”, or “He
kinda of looks like nipsey”. These responses seem to indicate that the commenters don’t see
anything unusual about the deepfakes and the stark face changes are dismissed as Kendrick
Lamar simply looking alike to them. The fact that the faces are changing seem to go completely
unnoticed with this subgroup of commenters as they are not even questioning the visuals and
accepting them as a coincidence that Kendrick Lamar and the deepfake faces are similar. This
is potentially concerning as it seems to highlight that some individuals who are unaware of the

existence of deepfake technology may not question the deepfake visuals they see.
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The lack of awareness of the existence of this technology and its capabilities can be
read as a lack of digital literacy among some of the commenters. Despite the fact that the
deepfakes in the music video were not meant to deceive or misinform but to entertain, they still
caused a significant amount of confusion, doubt, and uncertainty in some commenters. This
can potentially be concerning as a recent study on the effects of deepfake exposure on trust in
media and news showed that seeing deepfakes may not necessarily misinform individuals, but
they help increase levels of doubt and cynicism towards media and news sources (Vaccari &
Chadwick, 2020). Finally, and perhaps most worryingly, some individuals were completely
unaware of the deepfakes in the music video. The deepfakes going completely unnoticed by
some commenters is concerning because it could potentially suggest that some individuals that
encounter deepfakes in their everyday lives may see them as normal videos without question,

and thus may be more likely to believe in the veracity of the video.

3.5.3 Predicting Dystopian Threats of Deepfakes

Commenters often expressed their concerns over the current and potential harms of
deepfakes. They often depicted a dystopian future where deepfakes have eroded the public’s
trust in news and media: “This shit is eerie I don't like this Deepfake technology it can make
lies appear real to the masses when used in the media”. These fears and speculations were also
associated with negative predictions concerning the future of technology: “This technology
kinda scary though if used for the wrong bs like framing folks etc” and the potential malicious
actors using this technology: “Just imagine ; how many times the government has used this
facial features to confuse mankind?”’. These responses towards deepfakes are akin to the
speculations found in deepfake literature decrying the potential of deepfakes to cause epistemic

harm (Fallis, 2020) and to defame individuals (Chesney & Citron, 2019).
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A number of commenters considered deepfake technology harmful enough to require
awareness to be raised around this technology. Commenters considered how the music video
warns people of the simplicity surrounding the use of this technology “CGi technology.. crazy
thing is, he bringing awareness of how easy it is to manipulate a face now, thanks to all these
cameras.”. Commenters also speculated that deepfakes could affect the entertainment industry
by replacing actors with the faces of anybody we want to with deepfakes in the future: “but
man these effects make me wonder... do we need actors and actresses anymore. within a few
years we can just create what we want. so weird.”. These responses are similar to a study
conducted by Murphy et al. (2023) exploring how people feel about potentially using deepfakes
of preferred actors to replace the faces of actors in movies. Similar to the majority of existing
deepfake literature and discussion, these responses and concerns reflect an overall focus on the
hypothetical dystopian harms of deepfakes rather than the realistic and modern capabilities of

deepfake technology (Chesney & Citron, 2019; Westerlund, 2019).

3.5.4 Pairing Deepfakes with Lyrics Enhances the Experience of
the Song

A number of commenters mention how deepfakes have enhanced their understanding
and enjoyment of the song: “Lol I've been listening but it's the first I watched the video now I
see the deep fake and I understand the song better now”. Specifically, one aspect of the music
video that commenters responded positively to was how the lyrics of the song coincide with
relevant deepfake faces. This pairing between lyrics and deepfakes were often described as
creative: “Yes the way he changed to Will smith and said hurt people hurt people too!! That’s
real! Such a creative video and unique no doubt!” and “When he said When hurt people hurt
people and switched to Will..... I mean damn. Only a real genius can sum up that entire

situation and so much more with just 5 words. Absolute Legend”. Some commenters perceived
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this pairing as enhancing the message behind the song: “Did y'all catch when he said in a world
where hurt ppl hurt ppl..... And it was will Smith face.. .... Message”. Commenters were
extremely engaged in identifying the meaning that was generated through this pairing by asking
other commenters about the meaning behind the faces, further speaking to the level of meaning
produced by combining lyrics with the deepfakes: “I understood the NIP transition, but what
did the other face transitions represent?”.

Commenters often reported that the pairing of lyrics and faces elicited strong emotional
responses: “Look what I've done for you when he's Will Smith and says those words, I get chills”
and “I got chills watching this, especially when the morphing correlated with the words he
spit... genius!”. This seems to speak to the emotional and creative impact that this pairing
generated. Some commenters also found this pairing to be humorous as well when referring to
certain celebrities “Dat will Smith part look what I done for u Jada punching the air rn lol”.
These responses highlight the ability of deepfakes to artistically enhance the experience of the
song by eliciting strong emotional reactions. This is similar to how deepfakes have been
suggested to enhance the experience of other artistic expressions such as the resurrection of
Salvador Dali through deepfakes in the Dali Museum (Mihailova, 2021). It has been posited
that deepfakes invoke a strong emotional involvement between the observer and the art,
promote empathy for the represented individual, as well as humanize them (Mihailova, 2021).
Similarly, deepfakes in the music video serve to invoke empathy in viewers, as well as produce

a more vivid emotional experience for the viewer.

3.5.5 Deepfakes Eliciting Strong Emotional Reactions

Closely related to the theme above, merely seeing the deepfakes and the identities that
they represent elicited strong emotional reactions in the commenters ranging from sadness:

“The song and video is so powerful and refreshing. It made me cry the first time I watched it”
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to admiration “he is on another level, man this visual is moving bless up Kendrick” and
laughter “I thought the face after Will Smith's would be Chris Rock's”. This wide range of
emotional responses highlights how powerful deepfakes and the ability to represent identities
can be.

Commenters also responded with feelings of sympathy: “will Smith one hit different
damn [ feel for him”, but especially for the deepfake faces of the people who were deceased.
Some commenters exhibited concern for the family members of the deceased men and how
they may feel: “Imagine how nipsey’s family feels while watching this. Damn that would be
tough to watch and hear”. These responses reflect the sentiments of Mihailova (2021) positing
that deepfakes can be used to humanize and invoke a sense of empathy in viewers.

Interestingly, many commenters viewed deepfakes of the deceased men as Kendrick
embodying the men and “speaking” through them: “WTF just happened?? That last verse
nipseys spirit really spoke to Kendrick homie that shit was phenomenal”’. To some commenters,
there was a spiritual element to Kendrick using deepfakes to recreate the deceased men: “the
visual transformation from kobe to nipsey tho. (...) dope way to channel their spirits. now THIS
is homage”. Many commenters viewed Kendrick using deepfakes of the deceased men as a
means to pay tribute and memorialize them: “Thank you Kendrick for paying tribute to our
brother nipsey hussle. He talked to us for the last time now” and “Thank you for keeping
Nipsey's memory alive Kendrick”. 1t is clear that some commenters were expressing a large
amount of sadness from seeing deepfakes of the deceased men as well: “Man that Kobe and
Nipsey part had my chest hurting”. Some commenters were perhaps exhibiting signs of
parasocial grief, a phenomenon in which people grieve for deceased famous people whom they
have never met such as celebrities, sports players, or actors (Bingaman, 2022).

However, some commenters were offended by the use of the deceased men in the music

video, citing that their use was simply “begging for views” and that it was “disrespectful” for
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Kendrick to use them in this manner. It was even viewed as Kendrick not “/etting” the deceased
rest by digitally resurrecting them. These responses reflect a similar sentiment regarding the
ethical issues of digital resurrection. Sargeant (2017) echoes the responses of the viewers by
positing that resurrection of a deceased person through technology can be seen as dishonouring
of the dead, almost like puppeteering a deceased body. Bode (2007) also highlights how digital
resurrection can be seen as “exploitative” and presents moral dilemmas regarding consent as

resurrected public figures can no longer consent to their image being used or how it is portrayed.

3.5.6 Treating Deepfakes as a Toy for Play

Many commenters derived enjoyment from simply trying to identify all the faces in the
music video: “I got Kanye, Will Smith and snoop (?) who else?” or “Can someone please tell
me all the faces seen in the video? I recognize some of them, but not all and it’s really bugging
me”. This form of enjoyment is born from the inherent attributes of deepfakes, which is to
swap the identities of different people and seems to highlight how most people are often drawn
to the dystopian and hypothetical harms of emerging technology and subsequently neglect
ameliorative qualities that the technology could have (Broinowski, 2022). While the
hypothetical harms of deepfakes focus on the total erosion of truth in society (Chesney & Citron,
2019), it is evident that many people simply enjoy deepfakes as a form of day-to-day
entertainment.

Many commenters seemed to take a playful and participatory approach to the deepfakes,
debating and questioning the choice of faces: “This track is amazing but juicy smoolyay and
Will Smith faces should not have been anywhere close to this video. It sadly takes away from
how great this.message was. They are both shallow and shameful examples of the culture”.
Other commenters expressed how they would have preferred if certain other faces appeared in

the video: “I would have liked to see George Floyd @ 3:35; after those deep breaths !”. By
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responding with names of different public figures, commenters seemed to be embracing the
choice and freedom offered by deepfake technology, seemingly viewing the possibilities as
infinite. While some research has suggested that the huge amount of choice offered by
deepfakes in entertainment can be overwhelming and uncomfortable, such as the case of
personalized deepfake recasting of films (Murphy et al., 2023), in this case it was viewed as a
positive.

Commenters were also entertained by how deepfakes could represent a person
performing an action or saying words that they wouldn’t normally do or say “Will Smith is not
happy with you Kendrick. Will Smith don't have to cuss in his raps to sell record. Now Kendrick
made him do it”. Commenters seemed to enjoy the level of manipulation that deepfakes can
provide, from choosing who they want to see as deepfakes, to relishing the deepfake identities
performing actions or speaking words that they normally wouldn’t do or say. This level of
control is reminiscent of discourse around deepfake pornography, where consumers create
“designer porn” that fits their preference, without the consent or awareness of those featured
(Kikerpill, 2020). While the enjoyment of deepfake faces in music videos is, on its face, more
playful and less obviously harmful than non-consensual deepfake pornography, the issues of
control and consent are still central. Indeed, it has been said that deepfakes are inherently
morally problematic as the use of our images and audio to generate deepfakes is often done
without the consent of the individual (Deng et al., 2024), regardless of whether the deepfakes
generated are for entertainment or pornographic purposes. The control over an individual’s
representation that deepfakes offer also infringes on the privacy rights of individuals as
deepfakes represent people’s likeness in situations in which they did not consent to being in
(Ramazotti, 2021). It can be argued that what makes deepfakes so potentially harmful is also

what can make them so appealing.
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Not all commenters enjoyed seeing deepfakes in the music video, with some
considering them as cheap way to garner publicity: “The song really good but the different
celebrity faces he puts throughout the video are stupid af. Guess he wanted the vid to get more
views cause it’s a dumb decision”. Some commenters viewed the deepfakes: “overrated”.
These commenters seemed to view deepfakes as an unnecessary gimmick that does not enhance

the artistic value of the video.

3.6 Discussion

To reiterate, our research question was “how did YouTube commenters discuss the
experience of encountering deepfakes in the music video by Kendrick Lamar?". Our results
yielded a multitude of answers to this question which illustrate the complex everyday
experiences of and responses to seeing deepfakes in an entertainment context. Firstly, the
majority of the responses were positive in nature, voicing support and praise for the deepfakes
included in the music video. The responses often commended the creativity surrounding how
the deepfakes were utilized and the emotional impact that seeing the deepfakes had on the
commenter. Commenters actively engaged with the deepfakes in a playful manner by
attempting to guess who the faces were and theorizing about the meaning behind the inclusion
of certain faces in the video. Secondly, a subset of commenters from our results discussed the
deepfakes from a technical perspective by critiquing the quality of the deepfakes in the videos
and comparing deepfake technology to pre-existing examples of video-editing technology, thus
highlighting a level of awareness and knowledgeability surrounding deepfake technology and
its progression. Thirdly, some individuals responded to seeing deepfakes by discussing the
potential harms and threats that this technology could potentially bring, often predicting

potential dystopian outcomes such as a complete collapse of epistemic truth in society.



101

Evidently, responses to and experiences of seeing deepfakes in the music video by Kendrick
Lamar vary considerably in content and valence.

The above findings only show how individuals who are aware of deepfake technology
would respond. Individuals in society often have varying levels of digital literacy and may not
be aware of the technological capabilities of deepfakes. Our results also show the experiences
of individuals who are exposed to deepfakes in the music video while simultaneously being
unaware to the existence of this technology. These experiences are often characterized by
confusion and self-doubt when exposed to the technology, questioning their own senses and
speculating on how the deepfake component of the video was created. Some commenters did
not even notice that the faces were changing and dismissed the deepfakes as being
coincidentally alike to Kendrick Lamar’s face. These findings are highlighting how individuals
in society may respond to deepfakes if they are unaware of the technology: by doubting their
own senses, attempting to explain the visual confusion in familiar terms, or simply not noticing
the deepfakes. Our findings not only highlight whether individuals are in support of using
deepfakes in parts of the entertainment they consume, but they also provide a nuanced view of
what aspects of deepfake technology is appealing to individuals, what individuals are
concerned about surrounding this technology, and how individuals who are unaware to the

existence of this technology would respond to them.

3.6.1 Deepfake Awareness

In our study, we found that commenters responded to and experienced deepfakes very
differently depending on their level of awareness of deepfake technology. We found an
interesting contrast between individuals who were considerably aware of deepfake technology,
and those who were uncertain and confused by it. In our first theme, certain commenters

compared deepfakes to existing video-editing examples and even began praising and criticising
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aspects of the technology. These responses highlight a familiarity with the technology in the
casual manner in which the technology was discussed. Commenters are demonstrating that they
know this technology exists and the individuals that appeared in the music video were digitally
created. This theme also emphasises how some commenters who are aware of deepfake
technology may not see it as something independently novel, but as an evolution of pre-existing
visual-editing technology when they mention how deepfakes are similar to visual effects in
entertainment media in previous years.

Those who did not explicitly demonstrate awareness of deepfake technology tended to
discuss the video somewhat differently. Responses were often characterized by confusion,
doubt, and uncertainty. Rather than clearly identifying the video as manipulated, commenters
often appeared to question their own perception or relied on familiarisation strategies
(Schraube & Hgjholt, 2015) to make sense of what they were seeing. Surprisingly, some
commenters did not even notice the deepfakes and simply stated how similar Kendrick Lamar
looked to the celebrities that were being deepfaked. Notably, we did not identify any comments
within this group that explicitly suggested the visuals were fake or edited. This finding, or lack
of a finding, seemed to be an underlying thread throughout these responses: they assumed that
what they were seeing was truthful to some extent. Instead of suspecting the visuals were edited,
individuals responded with questioning their own senses, explanations through familiar
concepts, or assumed the faces coincidentally looked like Kendrick Lamar instead of the
veracity of the video. This seems to suggest that individuals who do not know that deepfake
technology exists assume that what they are seeing is the truth. Our result may potentially be
explained by Truth-default theory (TDT) which supposes that individuals naturally assume that
information they receive is truthful (Levine, 2014). TDT posits that humans naturally presume
other individuals are honest due to lack of information suggesting otherwise as well as

dismissing the possibility of deception unless signs of deception were detected. Commenters
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in our study who were unaware of deepfake technology may have assumed that there was no
reason to worry about being deceived by a music video from Kendrick Lamar. This theory and
subsequent supporting research are typically based off individuals receiving textual and verbal
information/misinformation from an individual and our study may indicate that this effect
could be similar with visual information.

This finding contributes to broader deepfake literature by highlighting how individuals
react differently to deepfakes depending on their level of awareness to the technology in their
day-to-day lives. Commenters who were not explicitly aware the deepfakes often reported
confusion and doubt over their senses, as well as potentially defaulting to a truth bias towards
the deepfakes. The implication of this finding for the broader HCI community is that there is a
need to mitigate feelings of doubt and uncertainty, as well as inform digitally illiterate members
of the public about deepfakes as they may be especially vulnerable to misinformation if it is
presented as a realistic deepfake. This may need to come in the form of increased media literacy
education. Understanding deepfake technology and being aware of its existence may serve as
a way to protect individuals from being influenced by deepfakes (Hwang et al., 2021). This
responsibility may need to fall on social media platforms to have warnings or informative text
about deepfake technology before viewing (which have been shown to be effective at dispelling
misinformation (Magee et al., 2017) or host educational programmes among their users to
improve their literacy skills, which Google and Facebook have done (Lee, 2019). However, it
is also important to raise awareness of deepfake technology without undermining individual’s
trust in legitimate media (Twomey et al., 2023). Therefore, a balance must be achieved with

informing the public without overexaggerating the impact of deepfakes.

3.6.2 Implications for Deepfakes in Entertainment
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Deepfakes also seem to be discussed and engaged with in a playful manner when
encountered in an everyday environment. Our findings suggest that a large subset of
commenters actively enjoyed engaging with deepfake technology, often suggesting faces they
would like to see, attempting to identify all the different faces in the video, and attempting to
make sense of the meaning behind including each face. These responses are indicative of the
recreational aspect of deepfake technology I.e., allowing viewers to see their desired idols
doing or saying anything. Ultimately, the aforementioned responses reflect how individuals
respond to deepfakes on a casual and naturalistic level. These responses are to be expected
when interpreted from the point of view of viewing a music video from an artist that the
commenter presumably is favourable to. This study is the first empirical study to show that in
a naturalistic entertainment environment, many individuals enjoy viewing deepfakes.

Our study has discovered some aspects of deepfakes which may enhance enjoyment of
media for individuals. We have found that deepfakes paired with lyrics and words can enhance
the underlying meaning of the message. Practical examples of this can be seen with the
resurrection of Salvador Dali in the Dali Museum (Mihailova, 2021) or with Buzzfeed’s video
“You Won’t Believe What Obama Says In This Video!” (Buzzfeed, 2018). Deepfakes can also
increase immersion with the music video, as well as enhance its emotional impact. This
sentiment is reflected in literature describing how visual stimuli can impact how the music is
perceived (Ebendorf, 2007) and can enhance the overall reception of the music (Boltz, 2009;
Boltz, 2013). However, our results also suggest that when deepfakes are produced poorly (I.e.,
lyrics not synchronised with lip movements or digital artifacts on the deepfake faces), viewers
are quick to criticise the technical inaccuracies leading to potentially reduced enjoyment. This
may possibly be attributed to a break in immersion as the illusion of seeing and hearing the

deepfaked individual is broken. The findings provide evidence for the recreational aspect of
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deepfakes and improves our understanding of how aspects of deepfake technology could
enhance enjoyment for individuals.

There are several implications of our findings which can inform artists or individuals
in the entertainment industry on how deepfakes can be incorporated and used in their media.
Our findings suggest that deepfakes can help carry and amplify messages when conveyed in
conjunction with the deepfake. This can be utilised in the edutainment industry (educational
content which is entertaining) to promote awareness of deepfake technology or promote other
educational content in an engaging and playful manner. There is potentially an avenue for
designers to use this technology and lessons learned in this study to reach communities with a
more impactful version of a message. The high customisability of deepfakes may also add to
the reach this technology has. Some designers in the marketing industry have leveraged similar
ideas to design advertisements with a multinational and impactful reach (Oakes, 2019). As well
as this, our findings surrounding individual’s enjoyment of the embodiment of individuals
using deepfake technology can be harnessed in artistic industries such as museums. This is
because deepfakes can portray historical artifacts or people in a realistic and life-like way that
no other media can emulate. Indeed, this can already be seen in the Dali Museum (Mihailova,
2021) or in the Gipsoteca Museum (Zaramella et al., 2023), but the entertainment and

educational value of these applications have yet to be empirically tested.

3.6.3 Exaggerated Deepfake Fears Overshadowing Current
Threats

The general sentiment surrounding the threat of deepfake technology from the YouTube
comments was that deepfakes are overwhelmingly deceptive to the point where they can
perfectly emulate any individual to generate and spread copious amounts of misinformation

thus eroding trust in governmental bodies and news sources in society. While this train of
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thought is not uncommon among literature (Ajder et al., 2019; Albahar & Almalki, 2019;
Chesney & Citron, 2019; Sylvester, 2021), it can potentially overshadow the existing issues of
deepfake technology and detract from efforts to combat their current harms. Many topical
issues surrounding deepfakes which actively harm individuals in society remain unresolved
and under addressed. For example, there has been an increase in financial crimes and fraud
using deepfake technology. Malicious actors have been shown to use deepfake technology to
emulate important financial figures such as the company director of a bank (Brewster, 2023)
or emulate friends or family to solicit funds (Bhati, 2023). As well as this, at the time of writing
this paper, actors in Hollywood were recently on strike in protest of the potential use of Al and
deepfake technology to imitate actor’s likeness in movies (Ash, 2023; Watercutter &
Bedingfield, 2023). This strike highlights issues surrounding the licencing of one’s identity and
the continuation of their livelihood in a society where deepfake technology and artificial
intelligence could potentially replace individuals in art and entertainment media. Finally,
deepfake pornography is another increasingly concerning issue which is often under-
represented when discussing issues of deepfakes. The nature of deepfake pornography robs
individuals (mostly women) of their agency and privacy, and humanity when they are non-
consensually depicted in pornographic videos, which can lead to psychological distress
(Gieseke, 2020; Maddocks, 2020). It is understandable that against the backdrop of a music
video designed for entertainment, these concerns were not articulated or mentioned. However,
amongst those who did attempt to criticise or raise awareness of the concerning development
of deepfake technology, very few of these imminently alarming issues were mentioned in the
comments we examined, and we hypothesise that this may be due to dystopian predictions of
deepfake threats such as the total erosion of truth in society overshadowing existing threats

(Albahar & Almalki, 2019; Chesney & Citron, 2019).
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Individuals in the YouTube comments who focused on the threatening aspects of
deepfakes overlooking existing consequences of deepfakes highlights an overall larger issue
with perceptions around this technology. The perception that deepfakes will cause irreparable
harm to truth in society and destabilize political structures is unfounded, unrealistic, and
harmful to existing efforts to combat real world issues surrounding deepfakes. This perception
may be due to a form of alarmism over emerging technologies which is a well-documented
human response. Broinowski (2022) has described how different technologies in the past such
as telephones and the internet have similarly spurred on discussions surrounding their potential
dystopian applications, which ultimately did not come to pass. This suggests that individuals
are quick to jump to the worst-case scenario for emerging technologies that we may yet to fully
understand. Johnson and Veridicchio (2017) hypothesise that exaggerated fears surrounding
Al technologies may be due to several factors, one of which is an unrealistic expectation of the
speed of technological advancement necessary to achieve the dystopian outcomes they fear.
Individuals underestimate the technological advancement necessary for deepfakes to reach an
undetectable and completely deceptive form capable of crippling epistemic trust in all sources
of information. This ultimately leads them to fixate on the worst-case scenario. The implication
of this is that an abundance of research and literature will be focused on discussing scenarios
regarding deepfakes that may ultimately never come to pass, while simultaneously detracting

attention from more pressing issues.

3.6.4 Limitations and Future Work

This study also has several limitations. Firstly, results from this study are somewhat
restricted to comments from individuals who are largely supporters of Kendrick Lamar and his
music as they are engaging with his music video on his YouTube channel. This would evidently

bias many of the comments we analysed to produce the results of this study as it may not be
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representative of how people who are neutral to Kendrick Lamar would respond to deepfakes
in their music video. We attempted to reduce the bias from fans of Kendrick Lamar by sampling
comments throughout the timespan of the music video’s release as described in the methods
section rather than exclusively from the comments on release of the video or from top
comments (comments with the highest like to dislike ratio).

Secondly, only investigating people’s responses to deepfakes in a YouTube music
video limits the generalizability of the results to deepfakes across all types of platforms,
entertainment, and art. Even within YouTube, only approximately 12% of YouTube users leave
a comment in the videos they watched according to a survey conducted by Schultes et al.,
(2013). Future work should emphasise expanding the scope of analysis to a broader population
to consider perspectives on deepfakes in entertainment from various backgrounds. Taken
together, the generalizability of the results may be limited but the aim of thematic analysis is
to produce rich information in which this paper has ultimately produced.

While the thematic analysis of YouTube comments was appropriate for this study,
YouTube comments are typically short and lacking in nuance and detail (Schultes et al., 2013).
Future work should focus on a more in-depth analysis of the reasons behind people’s enjoyment
of deepfakes in a variety of entertainment media. Future work could also qualitatively analyse
reactions from popular YouTube videos to entertainment media which features deepfakes to

obtain richer data.

3.7 Conclusion

This goal of this study was to thematically analyse the comments of a YouTube music
video which included deepfakes to explore viewer’s natural reactions and responses to an

instance of deepfake usage in entertainment. In general, we can see that deepfakes can have
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potentially positive qualities which can enhance people’s experience of art and entertainment.
Individuals who are unaware of deepfake technology may be faced with doubt and uncertainty
when exposed to deepfakes with potentially a truth bias to the visual effect. Discourse
surrounding the dystopian impacts of deepfakes have largely overshadowed the recreational
aspects of deepfakes and their current harms, therefore we urge researchers to focus on the

realistic outcomes of deepfakes and how they affect society today, rather than tomorrow.
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Study Motivation

This study was inspired by findings from my scoping review which highlighted the relatively
few empirical quantitative papers exploring the effects of deepfake exposure on beliefs,
memories, and behaviours, especially in a political environment. I also wanted to provide
strong empirical evidence demonstrating how deepfakes may or may not be uniquely
persuasive compared to existing forms of misinformation such as text. Answering these
questions allows us to contribute productively to early discussions regarding the unique

impacts of deepfakes and to challenge speculative claims where they lack empirical evidence.
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4.1 Abstract

Media coverage and research literature frequently speculate that deepfake misinformation
could be a particularly potent means of swaying political preference and voting behaviours due
to their audiovisual nature and hyper-realism. Across five pre-registered experiments (total N
= 5314) that were conducted before the 2024 USA presidential election, we compared the
effects of misinformation about the candidates delivered via deepfakes with the same
misinformation presented as text or synthetic audio. Findings suggest that deepfakes were not
uniquely persuasive and were in fact more likely to be detected as fake than text or audio. The
results did not change when a delay was introduced between exposure and assessment, or with
repeated exposures. A follow-up study confirmed that the debriefing process implemented in
each study was effective. While deepfakes have the potential to spread political misinformation,

the current study does not suggest they are a uniquely potent means of doing so.

Research Transparency Statement

General Disclosures

Conflicts of interest: Didier Ching declares ownership of this manuscript. All other authors
declare no conflicts of interest. Funding: This work was supported with the financial support
of the Science Foundation Ireland grant 13/RC/2094 2 and co-funded under the European
Regional Development Fund through the Southern & Eastern Regional Operational
Programme to Lero — the Science Foundation Ireland Research Centre for Software
(www.lero.ie). Artificial intelligence: No artificial intelligence assisted technologies were used
in this research or the creation of this article. Ethics: This research received approval from the

ethics board of University College Cork School of Applied Psychology.


https://www.lero.ie/

123

Study one

Preregistration: All hypotheses, analyses were preregistered and can be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a).  Similarly, all
materials, data, and analysis scripts can also be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a). Identifying
information such as participant’s Prolific ID, email, IP address was removed. Any deviations
from the preregistration are mentioned in the manuscript.

Study Two

Preregistration: All hypotheses, analyses were preregistered and can be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a).  Similarly, all
materials, data, and analysis scripts can also be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a). Identifying
information such as participant’s Prolific ID, email, IP address was removed. Any deviations
from the preregistration are mentioned in the manuscript.

Study Three

Preregistration: All hypotheses, analyses were preregistered and can be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a).  Similarly, all
materials, data, and analysis scripts can also be found here
(https://osf.i0/g5s8q/?view_only=4ea57c3aca5a45b89b1cba403925353a). Identifying
information such as participant’s Prolific ID, email, IP address was removed. Any deviations
from the preregistration are mentioned in the manuscript.

Study Four

Preregistration: All hypotheses, analyses were preregistered and can be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a).  Similarly, all

materials, data, and analysis scripts can also be found here
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(https://osf.i0/g5s8q/?view _only=4ea57c3aca5a45b89b1cba403925353a). Identifying
information such as participant’s Prolific ID, email, IP address was removed. Any deviations
from the preregistration are mentioned in the manuscript.

Study Five

Preregistration: All hypotheses, analyses were preregistered and can be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a).  Similarly, all
materials, data, and analysis scripts can also be found here
(https://osf.i0/g5s8q/?view only=4ea57c3aca5a45b89b1cba403925353a). Identifying
information such as participant’s Prolific ID, email, IP address was removed. Any deviations

from the preregistration are mentioned in the manuscript.
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4.2 Introduction

Deepfakes are synthetic audio and video media generated using Generative Adversarial
Networks (GAN) that depict individuals saying or doing things they never did (Westerlund,
2019). Both academic and media discourse often frame political deepfakes as uniquely potent,
speculating about the technology’s potential to spread misinformation, threaten democratic
processes, and jeopardize national security (Chesney & Citron, 2019; TBIJ, 2024; Westerlund,
2019). The aim of this study is to understand whether deepfakes are indeed uniquely effective
at communicating political misinformation and swaying beliefs, memories and behaviour.

Existing theories suggest that people may update their beliefs due to misinformation
when relying on System 1 thinking, an intuitive process using heuristics instead of deliberate
reflection (Kahneman, 2011; Pennycook & Rand, 2019). Additionally, individuals are more
susceptible to misinformation that aligns with their pre-existing beliefs, a phenomenon known
as motivated reasoning (Vegetti & Mancosu, 2020). However, single exposure to
misinformation rarely causes significant belief change, though the literature on this topic is
dominated by studies assessing once-off exposures and subsequent beliefs (Murphy et al.,
2023). Timing and frequency of misinformation exposure also matter, exemplified by the
“sleeper effect,” where message believability grows over time (Kleinnijenhuis, 2020), and the
“illusory truth effect,” where repeated exposure increases credibility (Udry & Barber, 2024).
These biases are particularly relevant to deepfakes, as efforts to discredit deepfakes may
weaken over time, while repeated online sharing inherent in internet culture may reinforce
belief.

Misinformation can also influence memory through the misinformation effect
(Loftus & Palmer, 1974) where exposure to misleading information can create false memories.

For example, research has shown that Brexit voters were more likely to remember fabricated
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events that supported their political stance, highlighting how social identity and post-event
information can come together to create false memories (Greene et al., 2021). Murphy and
Flynn (2022) demonstrated that deepfakes elicited false memories in participants, but not
uniquely so compared to text or doctored photographs.

The Theory of Planned Behaviour (Ajzen, 1991) suggests that beliefs influence
intentions, which shape behaviour, implying that misinformation can have downstream
behavioural effects (Greene & Murphy, 2021; Laney & Loftus, 2016). Yet, belief does not
always translate into action. For example, environmental concern doesn’t always lead to pro-
environmental behaviour (Landry et al., 2018), and belief in vaccine misinformation doesn't
necessarily reduce vaccination intentions (de Saint Laurent et al., 2022).

Establishing whether deepfakes represent a special case of misinformation is necessary
when prioritising investments in misinformation countermeasures such as in deepfake-specific
detection technology or general media literacy campaigns (Ching et al., 2025). Existing studies
suggest that deepfakes may reduce the credibility of a depicted speaker, negatively impact their
reputation, and induce false memories, but not more so than existing forms of misinformation
(Barari et al., 2025; Hameleers, 2024; Murphy et al., 2025; Twomey et al., 2025). Murphy et
al., (2025) explored how exposure to deepfakes in a political environment affects voting
intentions and found that defamatory deepfakes were capable of reducing intentions to vote for
a politician by up to 23%, but this was no different than other forms of misinformation like
simple text, further highlighting how deepfakes may not be uniquely persuasive.

There is however theoretical evidence to support the argument that deepfakes could be
a uniquely potent form of misinformation compared to text or doctored photographs. Tabbers
et al. (2004) proposes a “Modality Effect” whereby information presented multimodally
through audio and visual pathways is easier to learn as it reduces cognitive load for the viewer.

This theory could potentially explain how individuals may form erroneous beliefs when
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viewing deepfakes, as reduced cognitive load can increase processing fluency and encourage
more intuitive judgments encouraging System 1 type of processing. As a result, misinformation
as deepfakes may be more passively accepted. Similarly for false memories, Dual Coding
Theory (Paivio & Clark, 2006) suggests that visual information is encoded through both visual
and verbal systems, whereas words are primarily encoded verbally, giving visuals an advantage.
As visuals are also processed faster and provide more context, video-based misinformation
may be encoded more robustly than other modalities, with its multimodal nature offering a
more vivid and tangible representation of reality, potentially exceeding the misinformation
effect of static images and narratives. Deepfakes differ in important practical ways from other
forms of video-based misinformation as well, such as cheapfakes or shallowfakes, which
involve the manipulation or recontextualization of authentic images and videos in ways that
distort their original meaning (Hameleers, 2024). Although cheapfakes are generally easier to
produce because they rely on basic video-editing tools, they remain constrained by pre-existing
visual material. Deepfakes, in contrast, are not restricted to the content of real footage and can
be used to fabricate entirely novel scenes, events, or dialogue that never occurred. This makes
them a highly flexible and customizable form of misinformation.

The limited persuasive ability of once-off exposure to misinformation may not be
surprising, as insights from political science literature indicate that it is exceedingly difficult to
influence political attitudes and behaviours such as voting intentions or attitudes towards a
politician (Coppock et al., 2020; Kalla & Broockman, 2018). This is because political attitudes
and behaviours are informed by a multitude of factors such as identity, values, and
demographics (Lazarsfeld et al., 1968) and not hugely swayed by isolated pieces of
(mis)information. Despite a history of literature emphasising the complexity of misinformation
and persuasion (Altay et al., 2023; Kalla & Broockman, 2018), there is still value in single

exposure paradigms in understanding misinformation influences. Single exposure paradigms
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demonstrate a mechanism for how specific types of misinformation can affects beliefs,
memories, and behaviours, to which more complex studies involving individual factors or prior
beliefs can build upon. This is especially crucial for types of misinformation that are not well-
established or researched as it provides evidence for what the most basic example of this
misinformation can do, such as deepfakes.

Despite the growing body of deepfake literature that study whether deepfakes are a
uniquely persuasive form of misinformation, no studies have examined deepfakes on a
population who are imminently experiencing a major election, nor have any explored the
repeated or long-term implications of deepfake exposure. The emotionally charged and
polarized atmosphere commonly seen in elections could influence how people react to political
misinformation (Weeks, 2015) and research has shown that voters’ choices may be different
depending on the proximity to an election (Kalla & Broockman, 2018). A highly ecologically
valid and large sample size is notably absent amongst empirical deepfake studies (Hameleers
et al., 2022; Hameleers, 2024; Murphy et al., 2025). Moreover, examining the long-term effects
of deepfakes is crucial as it broadens our understanding beyond the immediate impact of
exposure, an area that political science research has often found to be minimal (Coppock et al.,
2020). In the following set of studies, we are motivated by the research question: Are deepfakes
uniquely effective at influencing political beliefs, memories, and behaviours of citizens during
an ongoing election campaign? We conducted five large, preregistered studies during the 2024

US Presidential Election to investigate this question.

4.3 Experiment 1

We originally planned to utilise deepfakes of Donald Trump and Joe Biden, but Biden
dropped out of the race the night before we began data collection. Considering this

development, we began data collection with the Trump stimuli first (24th July 2024) and then
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conducted the study with the Harris stimuli later, once she was confirmed as the Democratic
nominee (6th September 2024). We pre-registered the analyses combining both datasets
together and all materials and data are available here:

https://osf.i0/g5s8q/?view_only=4ea57c3aca5a45b89b1cba403925353a.

4.3.1 Participants

We recruited 1546 valid participants via Prolific (Prolific, 2025) based on an a priori
power analysis using G*Power version 3.1.9.4 (Faul et al., 2007). The study was powered at
95% to detect an effect of f=0.15 at a = .05. Participants ranged from 18 to 95 years of age,
(M = 41.74, SD = 13.21), 43% men, 56% women, 1% were non-binary, a third gender, or
transgender, and one preferred not to say. 37% of participants considered themselves
Republican, 37% considered themselves Democrats, and 26% were neither Republican or
Democrats. Half of the participants had completed some form of college education. All
participants were residents of the United States at the time of recruitment. 13 participants were

excluded due to failed attention checks, as pre-registered.

4.3.2 Materials

Deepfake audio: The generative Al software PlayHT (https://play.ht/) was used to create audio
files of Trump and Harris. We uploaded authentic audio of both politicians to the software to
create the synthetic voices, and we typed in our fake stories to create the audio used for the

deepfake story conditions.

Deepfake video: We used the paid tool “Sync Labs” (https://synclabs.so/) to overlay the newly
created deepfake audio onto an existing video of Trump or Harris talking to sync the audio with

the politician’s lips.
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News Stories: Participants in the experimental condition were shown three news stories: two
true stories and one fake story. The true stories featured Ron DeSantis and Nancy Pelosi
speaking about issues unrelated to the presidential candidates. The fake story featured either
Trump or Harris and was presented as either text, synthetic audio, or a deepfake (see Figure
1.). We created four stories for each candidate covering four different themes: competency,
giving credit to the opposing candidate, gun control, and abortion. The stories were designed
in a way to match each candidate's vernacular and were piloted to verify that they painted the
candidates in a poor light and were plausible (see supplementary materials). Participants in the

control condition were only shown the two true stories.

4.3.3 Measures

Political Attitudes: Participant’s attitudes towards each politician were measured using a
“Feelings Thermometer” ranging from 0 to 100, where positive feelings are rated as “warm”
and numerically above 50 and negative feelings are rated “colder” and below 50. This tool is
commonly used in political surveys such as American National Election Studies to assess

attitudes towards political individuals or groups (Zavala-Rojas, 2014).

Memories: Memories were assessed via the question: "Do you remember this event?" Possible
responses were a) [ have a clear memory of seeing/hearing about this; b) I have a vague memory
of this event occurring; ¢) I don't remember this; d) I'm not sure. Responses of a) or b) to the
fake stories were considered false memories, as in prior research (Greene & Murphy, 2020;

Murphy & Flynn, 2022; Murphy et al., 2019).
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Behavioural Intentions: After each story, participants were asked: "How likely would you be
to share this story with friends and family? This includes social media sharing, sending via text,
Whatsapp, or simply telling people about it." on a scale of 1 = Extremely Unlikely to 7 =
Extremely Likely. Similarly, we measured voting intentions by asking participants to rate on a
scale of 1-7 how likely they were to vote for each candidate in the upcoming presidential

election with 1 = extremely unlikely and 7 = extremely likely.

Misinformation Detection: At the end of the study, we asked participants: “Before we wrap up,
can you tell us what you think this study is about?” in a multiple-choice question with one
choice representing successful detection (“How doctored media affects political views™), one
choice matching the ruse given to participants (“How political news stories affect perceptions
of candidates™) and seven other filler options (e.g. “How ChatGPT-written news stories are

perceived” and “How political parties are perceived by the public”).

Harris Makes Shacking Revelation about her Competency Trump Makes Shocking Revelation about his Health

O EXCLUSIVE

b 0B/ 016

"Some in the media have been saying that I am "The mainstream media have been saying that
not fit to be President, that I don't have the I'm too old to be President. You know what? [
experience, and I don't know what I'm doing. have the best doctors, the top doctors in the
But you know what? I'm proud to say: I don't world, and they say my dementia is at a very
have a clue what I'm doing! I'm completely early stage. It won't progress for at least a
unqualified but I think I'll have a whole lotta couple of years. All those stories are just fake
fun giving this a try." news."

Figure 4-1. The screenshots of deepfakes of Kamala Harris and Donald Trump shown to

participants in the deepfake condition under the “competency” theme. The stories were
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presented as text, audio, or as a deepfake. The text below each deepfake represents what was

said in the video and was not shown to participants in the deepfake or audio conditions.

4.3.4 Procedure

Participants first gave their consent to participate in our experiment, pitched as a study
assessing people’s attitudes towards politicians, before being asked demographic questions.
Participants were then shown the news stories in random order. After each news story,
participants answered an attention check where they were asked to select one description out
of six which most closely described the contents of the story, followed by questions about their
memories of the story, and their intentions to share it. Participants then answered questions
about their attitudes towards both politicians and their intentions to vote for them. Finally, they

were asked about the purpose of the study and were then debriefed.

4.3.5 Ethical Considerations

Extensive consideration was given to the ethical concerns surrounding this experiment.
Ethical approval for all five experiments was attained from the University’s ethics committee.
While there are obvious risks to presenting misinformation to participants, we argue that that
risk should be considered in the context of everyday risks (Kopelman, 2004). Specifically, in
an election environment where misinformation is rife, brief presentation of very short pieces
of misinformation that are then carefully retracted is likely not a significant departure from
participants’ daily experiences.

The primary ethical concern was that our misinformation stimuli would influence
participant’s views of the depicted politicians, in a manner that might persist beyond the

conclusion of the experiment. This study was part of a larger funded project, where we have
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previously found limited evidence of the persuasive nature of deepfakes in non-political
settings (Murphy et al., 2023) and in a political context outside of an election (Murphy et al.,
2025). Based on the findings of our previous studies, we did not expect significant persuasive
effects of deepfakes in the current study. Nevertheless, every participant was extensively
debriefed about the purpose of the study, using an evidence-based debriefing procedure that
has been shown to successfully remove misinformation effects on beliefs (Murphy & Greene,
2023), false memories (Murphy et al., 2019) and behavioural intentions (Murphy & Greene,
2023), including in a study of political deepfakes (Murphy et al., 2025). Our multi-layered
debriefing procedure included precisely highlighting which of the stories the participant viewed
was fake, an explanation of deepfakes and our study, and direction towards medical
professionals if participants were worried about their memory. We also included an active
element to the debriefing process by asking them to identify the fake story from a multiple-
choice question, which 63% of participants answered correctly, 12% answered incorrectly, and
25% didn’t answer. Participants who answered incorrectly or didn’t answer could have done
so due to a phenomenon in survey research known as satisficing, where without sufficient
motivation or incentives, participants tend towards answering in the least effortful way possible
(Barge & Gehlbach, 2012). In this case, as the debriefing question was not an attention check
(therefore it wouldn’t affect the participants pay) and it was at the very end of the study post
debrief, participants may not have had the motivation to engage with the debrief and neglected
to answer or clicked through the question as quickly as possible. Despite this possibility, we
also conducted a follow-up survey to ensure our debriefing was indeed effective (see
Experiment 5)

A secondary ethical concern was that participants may object to the deception used in
this study. Previous research suggests that participants generally enjoy misinformation and

false memory studies and many report that they found the study even more interesting and
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enjoyable after they were debriefed (Murphy et al., 2023; Murphy et al., 2020). However, as
well as carefully and respectfully debriefing participants, we also gave them the opportunity to
withdraw their data from our analysis post-debriefing (while still being paid for their
participation), in line with best practice (Greene et al., 2023) Across all five of the experiments

reported here, less than 1% of participants did so.

4.4 Results

All analyses were conducted on SPSS version 29.0.2.0. Our primary question was
whether the format in which the misinformation was presented would affect subsequent
attitudes, beliefs and behavioural intentions. As shown in Figure 2, a series of one-way
ANOVAs were conducted to compare the mean values for the attitudes towards the politician,
intentions to share the information, and intentions to vote for the depicted politician. Analyses
indicated that there was no significant effect of misinformation format on attitudes, F (3, 1542)
=.70, p = .554, 12 = .001, sharing intentions, F (2, 766.34) = .45, p = .640, n2 = .001, or
voting intentions, F (3, 1542) = .82, p=.484,12 =.002. To assess whether there was a general
effect of misinformation, we collapsed the misinformation conditions for a series of exploratory
t-tests. We found no significant difference between the control condition and the combined text,
audio, and deepfake conditions in political attitudes, p = .225, 12 =.001, or voting intentions,

p=.129, 12 =.002.
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Figure 4-2. Bar charts showing the average (a) feeling thermometer scores towards a politician
and (b) voting intention scores across experimental conditions with 95% confidence intervals.

Both graphs indicate that there are no significant differences across misinformation formats.

While participants did readily report false memories for the fabricated news stories (text
12%, audio 14%, deepfake 15%), chi-square tests indicated no significant association between
misinformation format and false memory rates, X? (2, n = 1153) = 3.28, p = .512, phi = .05.
Most participants did not suspect the study was investigating misinformation (80%). However,
there was an effect of format on detection rates, with participants more likely to detect the
nature of the study if the misinformation was presented as audio (24%) or deepfake (24%)
compared to text (14%), X* (2, n=1153) =17.85, p <.001, phi =.12.

Further pre-registered analyses are reported in Supplementary Materials, where we
verified that our findings held even if we segregated by political orientation, or congruency
between the fake story and political orientation, or if we examined each story individually. In
all cases, Al-generated media was no more persuasive than simple text, and in fact was more

likely to be detected as fake.

Deepfake
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4.5 Experiment 2

Experiment 1 suggested deepfakes are not uniquely persuasive. An unexpected trend
was also observed: exposure to the negative misinformation was associated with a small
positive shift in attitudes toward the politician, such that participants in the misinformation
conditions reported slightly more favourable attitudes and greater voting intentions. However,
this effect was not statistically significant (see Figure 2). We hypothesised that in the pre-
election environment, participants were on guard for misinformation and may have been
particularly distrustful of explicitly negative information. This therefore could have led to a
phenomenon known as the “backfire effect” where participants reinforced their position rather
than changed their opinion (Nyhan & Reifler, 2010). We therefore replicated Experiment 1 but
created “positive deepfakes” designed to promote a positive appraisal of the target candidate.
These design decisions were inspired by events on August 18th, 2024, where Donald Trump
posted Al-generated photos of Taylor Swift and her fans supporting his campaign (Aljazeera,

2024).

4.5.1 Participants

We recruited 1907 valid participants via Prolific. This study was powered at 95% to
detect a small effect of f= 0.1 at o =.05. Participant were recruited from the 24th - 28th October
2024 ranging from 18 to 88 years of age, (M = 40.57, SD = 13.80), 41% men, 57% women,
1% were non-binary or a third gender, one participant self-described as a transgender female,
and three preferred not to say. 26% of participants considered themselves Republican, 49%
were Democrats, and 25% were neither Republican or Democrats. Half of the participants had
completed some form of college education. All participants were residents of the United States

at the time of recruitment. 20 participants were excluded due to failed attention checks, as pre-
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registered https://osf.i0/g5s8q. We originally pre-registered a sample size of 1724 participants,
but due to a survey design error we under-sampled the control condition and thus recruited an

extra 183 participants to balance the number of participants in each condition.

4.5.2 Materials

The control stories and questions remained identical to Experiment 1. We developed
three fake stories for each candidate covering three themes: celebrity endorsement, former
president endorsement, and competency (all stimuli in supplementary materials and see Figure
2.). The stories were created through an iterative process between members of the research
team. The primary investigator initially created the contents of the stories ensuring the
statements were persuasive enough to trigger a response from the participant, while
simultaneously not being overly offensive for ethical reasons. The research team then reviewed
the statements and conducted a brief pilot study to assess the statements for plausibility and
damage to reputation before finalizing them for the study. In the celebrity endorsement stories,
Taylor Swift and Elon Musk were depicted endorsing Donald Trump and Kamala Harris
respectively. Former President endorsement stories showed Barack Obama and George Bush
endorsing Donald Trump and Kamala Harris respectively. Finally, the competency stories

showed Kamala Harris and Donald Trump solving a complex mathematic riddle.
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Former President Barack Obama Makes Shocking Revelation About His Political Stance Elon Musk Admits Shocking Truth About Kamala Harris

00402 2 ] : 0:00 /0016

"Of course I will be voting for Vice-President "Look, Donald Trump is my long-time friend
Harris, but let's not pretend like Trump hasn't so I will be voting for him. But I'm a smart
done an excellent job leading the United States man and it's clear that Vice-President Harris
of America. By any metric, he is one of the would make an excellent President. If T wasn't
most successful former Presidents of the such good friends with Donald, my vote
United States of America." would be for Harris."

Figure 4-3. Sample screenshots of deepfakes from the former President endorsement and
celebrity endorsement themes of Barack Obama and Elon Musk. The stories were presented as
text, audio, or deepfake. The text below each deepfake represents what was said in the video

and was not shown in the deepfake and audio conditions.

4.5.3 Procedure

Experiment 2 followed the procedure of Experiment 1 identically.

4.6 Results

Between-subjects ANOVAs indicated that attitudes towards politicians did not
significantly differ across misinformation formats, F (3, 1903) = 2.44, p = .063, 2 = .004 (see
Figure 4). Mean sharing intentions, F (2, 1469)=1.02,p=.361,12 =.001, and voting intentions,
F (3,1903)=2.00,p=.111,712 =.003, did not differ across formats, suggesting that similar to

Experiment 1, deepfakes were not uniquely persuasive compared to other misinformation
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formats as shown in Figure 3. Unlike Experiment 1 however, exploratory t-tests demonstrated
that participants in the combined misinformation conditions had significantly better attitudes
towards the target politician, (p = .004, n2 = .004) and higher intentions to vote for them (p

=.014, n2 = .003), than the control.

(a) ' (b)

Feeling Thermometer
Vating Intention

Condition Condition

Figure 4-4. Bar charts in Experiment 2 showing no significant differences between (a) attitudes

towards a politician and (b) voting intentions among misinformation formats.

Chi square tests showed that there were no significant differences between
misinformation format and false memory rates, X? (2, n=1472) = .14, p=.934, phi = .01, (text
(12%), audio (12%), and deepfake (11%)). There was a difference between detection rates and
misinformation format, X? (2, n = 1472) = 18.23, p <.001, phi = .11 where people who viewed
misinformation in text format were less likely to detect the study’s real purpose (10%) than
those in the audio (17%) or deepfake (20%) conditions. Similar to Experiment 1, further
analyses (in supplementary materials) indicated that our findings remained consistent

regardless of political orientation, congruency between fake story and political orientation, and

story type.
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4.7 Experiment 3

While Experiment 2 found no uniquely persuasive effect of deepfakes, it is possible
that viewing deepfakes may result in a “sleeper effect”, where the persuasive power of a false
message is enhanced over time (Kleinnijenhuis, 2020). Here, we delayed debriefing

participants for three days to assess any possible sleeper effects.

4.7.1 Participants

This study was powered at 95% to detect a small effect of f=0.1 at a =.05. To achieve
sufficient power, we required 520 valid participants across both waves of our study. To account
for participant attrition, we recruited an additional 100 participants, making the total participant
goal of 620. We recruited 621 participants for Wave 1 via Prolific. The extra participant was
due to Prolific erroneously excluding a timed-out participant who fully completed the survey
but presumably forgot to click the redirect link. Recruitment ran from the 30th October to the
Ist November. After a three-day delay, we invited the 620 participants back for Wave 2, where
we measured participants’ attitudes towards politicians and voting intentions again. After
participant attrition and removing those who failed attention checks, our final sample consisted
of 523 participants ranging from 19 to 81 years of age, (M = 38.31, SD = 12.63), 50% men,
48% women, 1% were non-binary or a third gender, and 1% preferred not to say. 53% of
participants had completed some form of college education. 20% of participants considered
themselves Republican, 44% considered themselves Democrats, and 36% were neither
Republican nor Democrats. All participants were residents of the United States at the time of
recruitment but did not live in swing states where the election was expected to be close (see

Ethics). Experiment 3 was pre-registered here: https://osf.i0/g5s8q.



141

4.7.2 Materials

This study was identical to Experiment 2, but the fake stories were the ones that were

most persuasive in Experiment 2; the former President and competency stories.

4.7.3 Procedure

At Wave 1, participants were shown three stories (2 controls and 1 fake story in either
text, audio, or deepfake format) and then asked questions regarding their attitudes towards the
politicians in the videos and to what extent did they intend to vote for Donald Trump or Kamala
Harris in the upcoming presidential election. At the end of Wave 1, participants were not
debriefed and were asked to take a follow-up survey (Wave 2) in three days where we measured
attitudes and voting intentions a second time before proper debriefing. Participants did not see
the stories again at Wave 2 and we did not measure sharing intentions, false memory rate, or
misinformation detection rate, as it was not possible to do so without showing participants the

news stories again.

4.7.4 Ethical Considerations

Experiment 3 posed some new ethical concerns, primarily, the delay in the debriefing
procedure and the proximity to the election date. This risk was mitigated in a few ways. Firstly,
Experiments 1 and 2 found miniscule effects on beliefs, memories, and behaviours when
viewing deepfakes in comparison to control conditions. The time delay between time 1 and
time 2 was also purposefully kept short (three days) to mitigate the time participants spent with
the misinformation without the debrief. Secondly, we sent a debrief to any participant who did
not return for Wave 2 to ensure that every participant was indeed debriefed. Thirdly, we took

multiple steps to mitigate any potential influence of our misinformation stimuli on the election.
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We avoided recruiting participants from seven potential swing states according to US News
(Davis Jr., 2024). We also examined the electoral map from the previous 2020 USA
Presidential elections to only include participants from states which were decided by at least a
20% margin in favour of either the Republican or Democrat party (CNN, 2020) to further

reduce the very slim possibility of our study influencing election outcomes.

4.8 Results

Exploratory t-tests collapsing across misinformation conditions compared to the control
condition revealed that there were no significant differences in political attitudes at Wave 1, p
=.370, n2 = .002 or voting intentions, p = .180, 2 = .003. Mixed between-within subjects
ANOVAs showed that for attitudes towards politicians, there were no significant interaction
effects between time and format, Wilk’s Lambda =.996, F (3, 520) =.71, p =.546, np2 = .004.
There were also no main effects of time, Wilk’s Lambda = 1, F (1, 520) = .17, p = .679, np2
=.000 or misinformation format, F (3, 520) = 1.4, p = .243. This suggests that not only were
deepfakes not uniquely effective at influencing people’s attitudes towards a politician initially,
but they also did not have an impact after a time delay.

For voting intentions, there were no interaction effects between time and formatting,
Wilk’s Lambda = .998, F (3, 520) = .32, p = .814, np2 = .002, no main effect for time, Wilk’s
Lambda=1, F (1, 520) = .01, p=.937, np2 = .000, and no main effect of formatting, F (3, 520)

=1.54, p = .202, as shown in Figure 5.
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Figure 4-5. Bar charts in Experiment 3 showing no significant differences between (a) attitudes
towards a politician and (b)voting intentions across misinformation formats and across a 3-day

time gap between wave measurements.

Supplementary analyses dividing the population by political orientation, congruency of
the fake stories, and fake story type did not influence the overall results (see supplementary
materials). We also pre-registered an analysis to examine whether false memory rates in Wave
1 predict rates in Wave 2, but we dropped this analysis after realizing that we would need to
expose participants to the stories again in Wave 2 to measure memory rates again and decided

against doing so to prevent exposing participants to the stories a second time.

4.9 Experiment 4

Experiments 1-3 demonstrated minimal persuasive effects of deepfakes, but all
involved a once-off exposure to misinformation. In our next experiment, we investigated any
potential “illusory truth” effect of deepfake exposure (whereby repeated exposure to a piece of
misinformation reinforces its impact) (Hassan & Barber, 2021). Misinformation literature has

repeatedly shown that the “illusory truth effect” is a robust phenomenon capable of

Wave
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manipulating beliefs and sharing intentions, regardless of whether the misinformation was

implausible or contradicted pre-existing beliefs (Udry & Barber, 2024).

4.9.1 Participants

Similar to Experiment 3, we aimed to recruit 520 valid participants across Waves 1 and
2. This experiment was powered at 95% to detect an effect of f= 0.1 at a = .05. We recruited
an additional 100 participants to account for participant attrition, setting a final target of 620
participants. We recruited 620 participants from Prolific for Wave 1 on the 1st November. After
participant attrition and failed attention checks, we were left with 502 valid participants with
ages between 18 and 78 years old, 47% men, 51% women, 1% were non-binary or a third
gender, one person self-described as bigender and three people preferred not to say. 23% of
participants considered themselves Republican, 44% were Democrats, and 33% were neither
Republicans nor Democrats. 52% had achieved a college degree. All participants were

residents of the United States at the time of recruitment.

4.9.2 Materials

Experiment 4 used identical materials to Experiment 3.

4.9.3 Procedure

Experiment 4 follows a similar design and procedure to Experiment 3, but we showed
participants the same news stories in Wave 1 and Wave 2. We also asked participants the false
memory questions from Experiments 1-3 and Wave 1 again in Wave 2 to assess the effect of
repeated exposure of misinformation on memory. This enabled the inclusion of all of the

original outcome measures from Experiments 1 and 2.
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4.9.4 Ethical Considerations

This experiment implemented the same ethical procedures as Experiment 3 including a

debrief sent through Prolific to every participant who dropped out after Wave 1.

4.10 Results

Exploratory t-tests suggested that there was no difference in political attitudes between
the misinformation conditions and the control condition, p = .993, n2 = .000, and in voting
intentions, p = .949, n2 = .000. Mixed between-within subject's ANOVAs revealed that for
attitudes, there was no significant interaction effect between format and time, Wilk’s Lambda
=.99, F (3, 498) = .72, p = .541, np2 = .004. There also was no main effect of time, Wilk’s
Lambda = .99, F (1, 498) = .495, p = .482, np2 = .001, or format, F (3, 498) = .61, p = .606.
Similarly, there was no interaction effect, Wilk’s Lambda = .99, F (3, 498) = .532, p = .66, np2
=.003, main effect of time, Wilk’s Lambda =1, F (1, 498) =.11, p =.746, np2 = .000, or main
effect for format, F (3, 498) = .22, p = .884, for voting intentions. Finally, for sharing intentions,
there was no interaction effect, Wilk’s Lambda = .99, F (2, 370) = .78, p = .458, np2 = .004,
main effect of time, Wilk’s Lambda = .99, F (1, 370) = .2.63, p = .106, np2 = .007, or main
effect of formatting, F (2, 370) = .92, p = .398. Results indicate that deepfake exposure did not
significantly affect participant’s attitudes, voting intentions, or sharing intentions compared to

text or audio, as shown in Figure 6.
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Figure 4-6. Bar charts in Experiment 4 showing no significant differences between attitudes
(a) towards a politician and (b) voting intentions across misinformation formats and across a

3-day time gap between wave measurements.

We also conducted McNemar’s tests to compare false memory rates within conditions
to test whether repeated exposure to misinformation boosts its strength. We found increased
false memory rates from Wave 1 to Wave 2 in the text condition (12% vs, 23%, p = .004), the
audio condition (15% vs 34%, p < .001) and the deepfake condition (15% vs 38%, p <.001).
Supplementary analyses exploring participants’ data segregated by political orientation,
congruency of the fake story to political orientation, and story type similarly suggested no

significant persuasive ability of deepfakes over other misinformation conditions.

4.11 Experiment 5

In the final experiment, we assessed the effectiveness of our debriefing procedures. We
asked: Do participants who have previously taken part in a misinformation study report higher
false memory rates, lower detection rates, and higher truthfulness ratings for a) repeated vs

novel stories and b) relative to newly recruited participants?

Wave
] wne 1
[ wawe 2
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4.11.1 Participants

We recruited 835 participants via Prolific. This study was powered at 95% to detect an
effect of d = 0.25 at a = .05. Participants were recruited from the 11th — 12th December, 418
were newly recruited participants and 417 were participants from Experiment 2. Participants
were aged between 18 and 86 years old (M =40.07, SD = 13.77), with 47% men, 52% women,
1% non-binary or third gender, and three people preferred not to say. 47% of participants
achieved a college degree and all participants were residents of the United States at the time of

recruitment.

4.11.2 Materials

Each participant saw four news stories presented as text with headlines. Two stories were true;
one story that returning participants had previously seen before (ft. Ron Desantis) and a

completely new control about Alexandria Ocasio-Cortez.

Participants also saw two fake stories. For newly-recruited participants, these were a random
selection of one story from the former President endorsement theme (either the Barack Obama
or George Bush fake story) and one story from the competency theme (either the Donald Trump

or Kamala Harris fake story).

Returning participants viewed the same stories, but rather than being randomly assigned, they
were bundled, so that participants either saw the Barack Obama and Kamala Harris fake stories
together, or they viewed the George Bush and Donald Trump fake stories together depending
on which stories the participants originally viewed in Experiment 2. For example, if a

participant viewed the Kamala Harris fake story in Experiment 2, they would be allocated to
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the Barack Obama/Kamala Harris stories to ensure that they viewed one story they have

previously seen before, and one new story.

4.11.3 Procedure

This experiment followed a similar procedure to Experiment 2, except each participant
was shown four news stories instead of three. After each news story, participants were only
asked whether they remembered the event happening. Furthermore, after viewing all four
stories, participants were asked whether they thought any of the four news stories they had just
read were fake and to rate each one on a truthfulness Likert scale (where 1 = Extremely

Untruthful and 7 = Extremely Truthful).

4.11.4 Ethical Considerations

This experiment followed the same ethical procedures outlined in Experiment 1.

4.12 Results

False memories: McNemar’s tests indicated that the rate of false memories in returning
participants for the repeated fake story was significantly higher (28%) compared to the false
memory rates for the novel fake story (11%), p <.001. However, these false memory rates were
the same or lower than those reported by the newly-recruited participants who viewed the same

stories; 24% for the repeated story (p =.209), 24% for the novel story (p <.001).

Detection of fake news: For continuing participants, there was no difference in fake story
detection rates for the repeated (64%) and novel (69%) fake stories, p = .135. There was also

no significant difference between continuing participants and new recruits in detecting a
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repeated fake story, with new recruits detecting the fake story 60% of the time, X? (1, n = 835)
= 1.24, p = .255, phi = .04. Conversely, when viewing novel fake stories, newly-recruited
participants were significantly less likely to successfully detect the fake story (60%) than

continuing participants (69%), X* (1, n=835) =7, p =.007, phi =.09.

Perceived truthfulness of fake news: Continuing participants did not rate repeated stories as
significantly more truthful (M =3.15, SD =2.16) than novel fake stories (M =2.93, SD=1.91),
p =.079, d = .09. However, newly-recruited participants reported higher truthfulness ratings

for fake stories (M = 3.8, SD =1.99), p <.001, d =.32.

Supplementary analyses repeated these analyses on the true stories to examine whether
participation in a previous misinformation study negatively impacted participant’s belief in real
news. Generally, results showed that returning participants had significantly higher recall rates,
identification rates, and truthfulness ratings for repeated stories compared to novel ones. When
compared to newly recruited participants, in general returning participants had significantly
lower recall rates, identification rates, and truthfulness ratings for novel true stories. All

analyses are detailed in the supplementary materials.

4.13 Discussion

The current paper advances the literature on misinformation, persuasion, and political
theory by demonstrating that deepfakes exhibit persuasive capabilities comparable to those of
existing misinformation formats. We found that contrary to the often alarmist literature (e.g.,

Chesney & Citron, 2019), deepfakes were not uniquely persuasive compared to textual or aural
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misinformation, and in fact did not significantly impact political beliefs, memories, and
behaviours, even after controlling for political ideation, attitudinal congruency, or individual
stories. This finding was consistent even after a delay or repeated exposure. In fact, across five
studies, the most consistent finding was that participants were more likely to recognize the
study's purpose when exposed to synthetic audio or deepfakes, compared to text.

Our findings across the multiple experiments align with previous studies suggesting
that deepfakes are not uniquely powerful (Hameleers et al., 2022; Hameleers et al., 2024;
Murphy et al., 2025), even among voters in a polarized election and across multiple exposures.
Our results could potentially be explained by findings from existing political science literature
showing that it is difficult to influence political attitudes and behaviours (Kalla & Broockman,
2019; Eady et al., 2023). Decades of political science literature highlight the robust influence
of party identification (Angus et al., 1960) and social identity (Tajfel & Turner, 1979) on
political behaviours such as voting choice (Nickerson & Rogers, 2020). Party identification
and social identities dictate political attitudes and behaviours and are resistant to external
influences and incidents of misinformation because they are shaped by early socialization
(Jennings & Niemi, 1981) and tend to be reinforced over time. Our findings suggest that
deepfakes may not be an exception to these longstanding principles.

Our study carries several implications for research, policy, and public education. For
researchers, the current study demonstrates that deepfakes function similarly to other forms of
misinformation. We have no evidence that they are a “special case” or have outsized political
effects. Policymakers may benefit from shifting attention away from counteracting the
exaggerated harms of political deepfakes and towards broader misinformation mitigation
strategies. In addition, media literacy efforts should not overstate the potential harms of
deepfakes, as alarmist narratives risk producing a spillover effect and undermining trust in

online information regardless of veracity (Hameleers, 2023; Van Der Meer et al., 2023).
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Evidence of deepfake-fuelled scepticism can already be seen on social media (Twomey et al.,
2023) and serves to reduce overall trust in news sources (Vaccari & Chadwick, 2020). The
alarmist narratives frequently seen in deepfake educational interventions may especially erode
trust in video-based information (Twomey et al., 2025). Surveys have shown that consumption
of news online through videos is commonplace (Kalogeropoulos, 2017; Reuters Institute, 2024)
and undermining trust in video-based information may have significant downstream
consequences.

Of course, there are some limitations to taking an experimental approach to studying
misinformation. For example, it is possible that the misinformation and deepfake stimuli used
in the studies were not convincing enough and alerted participants to our deception thus
influencing their responses. We argue that the quality of our stimuli is supported by the overall
low average detection rate of the purpose of the experiments (22%) and the mean truthfulness
ratings for the deepfakes in Experiment 5 was 3.44 out of 7 suggesting participants rated the
videos as neither truthful nor untruthful. While the stories and deepfake quality could be
improved, existing political research has indicated that using even less plausible stories and
deepfakes could further delegitimize political figures (Hameleers, 2024), therefore, there is
reason to believe that even deepfakes of a lower quality may have negative consequences on
the perception of the politicians and be useful as stimuli in our experiment. Finally, critiquing
the technical quality of the deepfake stimuli in this study risks overlooking a fundamental point
about Al technology. AI technology will perpetually be in a state of development with
uncertain futures (Dasoriya et al., 2018) and this criticism may apply to virtually all
technological prototypes (Salovaara et a., 2017). Insisting that deepfake quality reaches an
arbitrary level before testing the impact of exposure may result in missed opportunities to

understand current capabilities.
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The current study has underscored the importance of analysing the evidence base
underpinning alarmist narratives about new forms of misinformation. We urge future
researchers in this domain to continue to critically challenge alarmist narratives about
technology-based misinformation while maintaining a strong commitment to transparent

ethical research practices.
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Chapter 5 Evaluating Methods to Educate the
Public about Deepfake Technology
This paper will be submitted for review to Media Psychology.

Ching, D., Twomey, J., Linehan., C., Murphy, G. (pending review). Evaluating Methods to

Educate the Public about Deepfake Technology. Media Psychology
Study Motivation

This multi-experiment study represents the culminating point of my thesis, designed to provide
a forward-looking conclusion to my research. In this chapter,  move to evaluate an intervention
to educate the public about deepfakes, drawing on my previous work which provided a nuanced
understanding of quantitative and qualitative responses to deepfakes, and challenged existing
narratives around them. It is both logical and important to explore strategies for mitigating the
effects of misinformation in a thesis that explores the potential negative impacts of deepfakes.
While results from Chapter 4 have indicated that deepfakes were not a uniquely impactful form
of misinformation, studies have shown that deepfake exposure can still manipulate beliefs and
memories, especially outside of an impending polarizing political event (Hameleers 2024,
Murphy & Flynn, 2022). To this end, I dedicated an entire chapter to examining potential
interventions aimed at reducing the negative effects of deepfake exposure in everyday

environments. In my prior studies, we found that deepfakes are not uniquely persuasive
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compared to existing forms of misinformation. It may be more effective to address issues that
are unique to deepfakes and its audio-visual nature, such as their ability to undermine epistemic
trust in video-based information. Additionally, my previous work has shed light on the
exaggerated alarmist narratives surrounding deepfakes, but we still lack a clear understanding
of how these narratives might negatively affect people. To explore this further, we decided to

design an intervention and compare it with current educational approaches regarding deepfakes.
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5.1 Abstract

Deepfakes pose novel challenges to digital literacy and public trust in audiovisual information.
Current efforts to educate the public about deepfakes often contain alarmist narratives, which
may undermine people’s trust in authentic information, or solely focus on detection tips, which
may become obsolete over time. In this multi-experiment study (N = 2352), we examined the
impact of educational interventions aimed at improving awareness and detection of deepfakes,
and maintaining epistemic trust in authentic information. We conducted online, between-
subjects experiments to compare the effectiveness of four different intervention approaches.
We examined: 1) participants’ ability to discern deepfake videos from non-edited videos, 2)
self-reported deepfake anxiety, and 3) perceptions of emerging technologies more generally.
We found that a deepfake detection-focused intervention improved detection confidence, but
not detection skill. An alarmist intervention stressing the need for vigilance increased anxiety
about deepfakes and concerns about other emerging technology but did not improve deepfake
detection. In contrast, a more tempered evidence-based intervention significantly lowered
participants’ anxiety about deepfakes and emerging technologies and was also associated with
higher rates of detecting authentic videos at follow-up. We propose that offering an evidence-
based, measured explanation of deepfake technology can mitigate the negative spillover effects
that sometimes result from well-intended educational efforts. Our findings highlight the

importance of resisting alarmist narratives.
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5.2 Introduction

Both researchers and the general public have in recent years expressed growing
concerns about various forms of online misinformation (Allen et al., 2020; Lazer, 2018;
Newman et al., 2022). One format of misinformation that has gained attention is the deepfake,
which is a manipulated video that can depict people doing or saying something they never did,
generated using Generative Adversarial Networks (GAN) (Albahar & Almalki, 2019;
Westerlund, 2019). Researchers and policymakers have suggested the importance of
developing educational interventions to warn the public and raise awareness about deepfake
related harms (Dahir et al., 2024; Deng & Ahmed, 2025; El Mokadem, 2023; GovUK, 2025).
However, there is a lack of evidence on how to design these interventions so that they bring
about the desired improvements in digital literacy. Existing research on misinformation
delivered through formats such as text and images reveal that misinformation interventions
may be effective at reducing beliefs in false information, but at the cost of reducing the
perceived credibility of information in general, (Guess et al., 2020; Hoes et al., 2024;
Hameleers, 2023) and this may also be true for deepfake interventions (Twomey et al., 2025).
Indiscriminate scepticism of information can be harmful as individuals may reject potentially
valuable information from reliable sources. In this study, we sought to understand how people
respond to educational interventions about deepfakes, and what elements contribute to an
optimal educational deepfake intervention.

Current deepfake interventions generally fall into two categories. Firstly, there are
interventions that specifically aim to boost an individual’s deepfake detection ability by
providing detection tips (Groh et al., 2022; Somoray & Miller, 2023). These interventions have
largely been shown to be ineffective as deepfake detection depends on a complex variety of

individual and stimuli-level factors and are not solely on deepfake quality (Somoray et al.,
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2025). Appel and Prietzel (2022) demonstrated that higher cognitive ability and analytical
thinking skills were associated with better deepfake detection, which aligns with existing
misinformation literature documenting the importance of cognitive ability and analytical
reasoning in determining the truthfulness of mis/information (Pennycook & Rand, 2019).
However, the influence of other individual factors such as ethnicity and age remain unclear due
to inconsistent results (Ahmed, 2021; Doss et al., 2023; Tahir et al., 2021). Stimuli-level factors
such as the deepfake quality and familiarity with the deepfaked individual also have an impact
on deepfake detection success. Higher levels of familiarity and lower quality of deepfakes is
associated with better deepfake detection (Groh et al., 2022; Khan et al., 2023), but participants
also run the risk of miscategorising low-quality videos with video artifacts as low quality
deepfakes (Groh et al., 2022) inadvertently undermining trust in authentic videos. Detection-
focused interventions may not be the optimal method of educating the public about deepfakes
due to the aforementioned factors that influence susceptibility and may only be a temporary
solution as any tips provided during the intervention (such as instructions to closely examine
say, the mouth movements and whether they are out of sync with the audio) may become
obsolete due to the evolving nature of deepfake quality (Twomey et al., 2025).

The second most prominent form of deepfake education intervention are general media
literacy efforts that seek to raise awareness and warn people about deepfakes (Alforeducation,
2024; Kobis et al., 2021). This approach has been well validated in the general field of
misinformation and proven methods include prebunking, where people are made aware of
misinformation strategies before they are exposed (Vivion et al., 2022), media literacy
interventions, where a person is exposed to strategies that encourage critical thinking and
verification of information (Droog et al., 2024), and debunking, where people are shown
corrective information discrediting misinformation they may have seen (Chan et al., 2017).

These educational interventions have frequently been found to be effective at reducing beliefs
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in misinformation (Hoes et al., 2024; Lewandowsky & Van der Linden, 2021). However, few
empirical studies have explicitly tested these intervention strategies to counteract deepfake-
based misinformation. Hwang et al. (2021) demonstrated that a media literacy intervention in
the form of an educational video about deepfakes reduced participants’ credibility ratings of
deepfake messages, while Somoray & Miller (2023) conversely found that raising awareness
of deepfakes did not improve people’s ability to detect deepfakes. No studies have examined
other intervention strategies such as prebunking or debunking methods with deepfakes leading
to a gap between general misinformation intervention theories and our understanding of how
they might apply to deepfakes.

Despite the efficacy and widespread implementation of counter-misinformation
strategies, there is a growing concern that educational misinformation interventions can
produce a negative spillover effect in which people become sceptical of all information
regardless of veracity after being taught about misinformation (Hameleers, 2023; van Doorn,
2023). Even simple media discourse about misinformation can foster distrust in authentic
information (van Duyn & Collier, 2019). This concern has been reinforced by empirical
evidence demonstrating that misinformation interventions can sometimes reduce credibility
assessments of both truth and false information (Hameleers, 2023; Hoes et al., 2024). Hoes et
al. (2024) tested ecologically valid and widely used misinformation intervention strategies such
as fact-checking, media literacy tips, and raising awareness of misinformation in the context of
participant’s credibility ratings of social media posts and found that these strategies negatively
impacted the credibility of factual information.

Not all research supports the claim that misinformation interventions lead to harmful
scepticism. For instance, Leder et al. (2024) investigated participants’ responses to accurate
information after playing the “Bad News” misinformation inoculation game and found only a

marginal decrease in trust toward news headlines, with overall trust remaining high. They argue
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that concerns about spillover effects are overstated, as the reduction in trust is both minimal
and insignificant (e.g., ratings on a 7-point scale dropped from 7 to 6). Furthermore, they
contend that a decline in perceived credibility following an intervention does not indicate a
generalized distrust of all accurate information, but rather a context-specific response. This
may be true, because typical misinformation strategies do not question all information but
specifically target misinformation narratives such as in vaccines (Whitehead et al., 2023) or
climate change (Cook, 2022) or misinformation techniques such as emotionally manipulative
tactics or impersonation (Harjani et al., 2022). In contrast, deepfake-based interventions may
foster a more generalized distrust of authentic information than traditional targeted
misinformation strategies, as they inherently challenge the authenticity of visual evidence
broadly (Fallis, 2021) rather than undermining trust in a specific topic or source. An
intervention to reduce susceptibility to deepfakes must, by design, challenge the authenticity
of video content in general, as deepfakes represent a format of misinformation rather than a
specific, recognisable topic or technique. Designing an educational intervention against
deepfakes presents a particular challenge because it risks undermining epistemic trust by
encouraging scepticism toward the authenticity of video content as a whole (Twomey et al.,
2025). However, avoiding raising awareness on deepfakes is equally problematic, as ignorance
of their existence may lead individuals to either generate inaccurate alternative explanations
for the videos they encounter or accept them uncritically (Ching et al., 2025).

Little research has been conducted on the potential spillover effects of deepfake-
specific educational interventions. Lewis et al. (2023) explained to participants what deepfakes
were, and that one of the five videos they were about to see was a deepfake, before asking
participants to identify the deepfake from five videos. They found that those who received this
deepfake warning were more likely to rate real videos as deepfakes, relative to a control

condition who saw no warning. Ternovski et al. (2022) found a similar result after warning
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participants about the dangers of deepfakes and asking them to distinguish between real and
deepfaked videos afterwards. However, the interventions used in Lewis et al. (2023) and
Ternovski et al. (2022) do not reflect current recommendations for intervention design as they
were overly brief and alarmist (Green et al., 2023), thus reducing their ecological validity and
preventing conclusions from being drawn about the potential spillover effects of modern
interventions. Somoray & Miller (2023) and Groh et al. (2022) tested the effectiveness of
detection and awareness interventions on deepfake detection and found mixed results. Somoray
& Miller (2023) showed that raising awareness about deepfakes did not improve deepfake
detection, while Groh et al. (2022) found a modest but significant improvement in detection
rates after exposure to a deepfake literacy intervention. These studies did not examine whether
the effect of the intervention on detection rates maintained after the experiment and measured
detection through percentage of videos correctly identified. This method of measuring
detection accuracy omits information about the strategies participants used such as blindly
labelling every video as a deepfake for fear of being deceived (O’Mahony, 2024). As in general
misinformation research, measuring discernment is key to evaluating the effectiveness of
interventions (Guay et al., 2023; Murphy et al., 2023). Current empirical research on deepfake
interventions suggests that enhancing individuals’ detection accuracy and discernment remains
challenging. Moreover, methodological limitations persist, including a lack of ecologically
valid interventions, insufficient attention to the detection strategies employed by participants,
and no long-term follow-up of intervention efficacy.

Deepfake intervention design should also consider negative downstream effects outside
of the undermining of epistemic trust in authentic information. Current misinformation literacy
campaigns often highlight the prevalence and potency of the misinformation they are trying to
warn people about (Hameleers et al., 2023) which could inadvertently foster feelings of anxiety

and discomfort about deepfakes, similar to Al anxiety (Kim et al., 2025). Researchers and
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policymakers often adopt an alarmist attitude when discussing deepfakes, speculating on the
harmful and widespread application of deepfakes, particularly in politics, without sufficient
empirical evidence to support their claims (Ching et al., 2025) further exaggerating the harms
of deepfakes. These feelings of anxiety may also affect how individuals view future
technologies. Research has shown that fear and moral panic surrounding existing technologies
is associated with a reduced acceptance of future technologies (Khasawneh, 2018, 2023).
Alarmist discourse that generates panic surrounding deepfakes serves to spread stress and
discomfort, potentially hinders perceptions of emerging technology that may improve people’s
lives, and may also undermine epistemic trust (Jungherr & Rauchfleisch, 2024). In addition,
deepfake interventions also need to consider how they impact participants’ confidence in
detecting deepfakes. Research suggests that individuals are not proficient at detecting
deepfakes (Somoray & Miller, 2023), even when they are aware that they may be seeing
deepfakes or given a financial incentive (Kobis et al., 2021). Despite the inability to detect
deepfakes, people are generally confident that they can, leading people to overestimate their
abilities and underestimate deepfakes (Kobis et al., 2021). Thus, an intervention may
inadvertently boost detection confidence, without improving skill, leading to an unintentional
increase in susceptibility. Optimal deepfake interventions should consider participants’ beliefs
and skills in the round, rather than wholly focusing on improving detection.

With video-based news consumption steadily rising (Kalogeropoulos, 2017) and
reports showing 66% of respondents from a 95,000 globally representative survey reported
viewing at least one short news video a week (Reuters Institute, 2024), an intervention that
undermines the authenticity and credibility of online videos may have downstream effects on
how people obtain information and who they trust. It is reasonable to believe that people may
label authentic videos as deepfakes due to elements inherent to audio-visual information such

as video quality and definition, or even visual artifacts. Twomey et al. (2023) found that
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individuals labelled a video of Vladimir Putin as a deepfake due to a visual artifact which
resulted when the video was compressed, making it appear as though Putin’s hand passed
through a microphone. By promoting well-intentioned but poorly evidenced educational
interventions for deepfakes, we risk polluting people’s trust in video information. In this paper,
we report a multi-experiment study to establish how deepfake educational interventions affect
people’s perception of video-based information and how a more optimal intervention should

be designed.

5.3 Experiment 1

In Experiment 1, we tested a deepfake prebunking intervention, which was designed
using current best practices for misinformation intervention design, on participant’s
perceptions of true political videos. We hypothesised that participants who viewed the
intervention would perceive the authentic videos as significantly less truthful than those who
did not view the intervention. Additionally, we hypothesised that poor video quality may render
participants more likely to detect “false alarms™ and declare authentic political videos as
deepfakes. We pre-registered the analyses and all materials and data are available here

(https://osf.io/xvkeS/overview?view only=e827e¢5tf49da43f1a09b37ce58df92de).

5.3.1 Participants

Data collection began on the 12" March (2024) through convenience sampling. This
project was designed as part of an undergraduate module at a University in the Republic of
Ireland, and undergraduate students recruited friends and relatives to initially take the survey.
We also recruited participants from Prolific (Prolific, 2025) to reach the necessary sample size
according to our power analysis. We recruited 478 participants in total, with 258 participants

recruited by students, and 221 via Prolific based on an a priori power analysis using G*Power
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version 3.1.9.4 (Faul et al., 2007). One participant was excluded due to failed attention checks,
and therefore we recruited one more participant leading to a final sample of 478 valid
participants. The study was powered at 90% to detect an effect of p = 0.15 at a = .05.
Participants were between the ages of 18 and 80 years of age, (M = 35.76, SD = 14.73), 37%
men, 60% women, 2% were non-binary or a third gender, and 1% preferred not to say. Over
half of the participants had completed a college/university degree. All participants recruited
from Prolific were residents of the Republic of Ireland at the time of recruitment. We did not

record the country of residence of participants recruited by students.

5.3.2 Materials

Video Stimuli: The video clips used for this study were downloaded from YouTube at 144p for
the low definition condition, and at 720p for the high-definition condition. The videos were of
authentic speeches made by Kamala Harris, Donald Trump, and Joe Biden discussing vaccines
(see Figure 1 for an example, all videos can be found in the supplementary materials). Using a
highly politicized topic such as vaccines served to ensure ecological validity and
generalisability of our results. The topic also served as a believable ruse for participants as we

framed the survey as one about attitudes towards vaccines.

Deepfake Intervention: The intervention was designed to inoculate participants from deepfakes
in the manner outlined in “A Practical Guide to Pre-bunking Misinformation” (Harjani et al.,
2022). This guide was created as a collaborative work between the University of Cambridge,
Jigsaw (Google), and BBC Media Action, collating empirical evidence to provide instruction
on designing effective misinformation interventions. The goal of the guide was to demonstrate
how to educate the public about a technique or format of misinformation by first exposing them

to a “microdose” of the misinformation first. We closely followed the document, including the
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three elements of a successful prebunking message: 1) We warned participants that they were
about to see one deepfake video (as our microdose of misinformation), 2) We pre-emptively
refuted the misinformation by explaining deepfakes and how they are manipulative, and finally
3) we provided a microdose of the misinformation, a deepfake video showing Ron Desantis
conceding to Donald Trump, as a weakened, practical example of the misinformation technique

(see supplementary materials).
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Figure 5-1. The screenshots of the high-definition Joe Biden video (top video) and low-

definition Joe Biden video (bottom video) shown to participants.

5.3.3 Measures
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Beliefin the video: Participants’ belief in the video was measured via their agreement with the
following statement: “I believe that Politician X made that statement in their video” on a scale
of 1 = Strongly disagree, and 7 = Strongly agree.

Sharing Intentions: After each video, participants were asked about the likelihood of them
sharing the video with the following statement: “How likely would you be to share this video
with friends and family? This includes social media sharing, sending via text, Whatsapp, or
simply telling people about it” and answers were recorded on a scale of 1 = Extremely Unlikely,
7 = Extremely Likely.

Trust in news and social media: This is assessed via the question: “How much do you trust the
news and information about affairs that you see on social media?”’ and responses were recorded

on a scale of 1 = Completely trust to 7 = Completely distrust.

5.3.4 Procedure

Participants were first asked to give their consent to participate in the study, pitched as
a study about statements made by politicians on vaccines. Participants answered demographic
questions about their age, gender, education level, political ideation, and their support of
vaccines. The vaccine question was to maintain the ruse of the study. Participants completed
an audio check to ensure they could detect sound and then were assigned to one of four
experimental conditions in a 2 (intervention: present vs absent) x 2 (video quality: high-
definition vs low-definition) design. If participants saw the intervention, they were also asked
an attention check about the intervention to ensure that participants read the intervention.
Afterwards, participants were asked to view three videos, one each of Harris, Trump, and Biden
(all three in high definition or low definition) and answered an attention check where they
selected a general description of what was said in the video from a multiple-choice list, to

ensure they had watched the video. They were then asked whether they believed the politician
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made their statement and whether they would share each video. Participants were then

debriefed (see supplementary materials for debrief).

5.3.5 Ethical Considerations

Ethical approval for all three experiments reported in this paper was attained from the
University’s ethics committee. We carefully considered the ethical concerns surrounding
Experiment 1, and we identified and addressed each of them. Firstly, we considered the
potential effects of showing participants the deepfake of Republican senator Ron Desantis
capitulating the Republican presidential nomination to Donald Trump in the interventions
condition. Harm from the deepfake exposure was limited as we sampled from Irish participants
who were unlikely to be influential in the election of the Republican party presidential nominee.
Also, Ron Desantis withdrew his name from the Republican presidential nomination in January
2024, before the experiment began.

Secondly, we considered the possibility of increasing participants’ skepticism of
authentic information after introducing deepfake knowledge. We ensured that our debriefing
procedures included explaining the concept of deepfakes and urging participants to not
immediately doubt video information based on deepfake knowledge. We included an active
element of the debriefing process as well by asking participants to answer a multiple-choice
question regarding the contents of the debrief. Despite not misinforming participants in the
study, we emulated elements of empirically-tested debriefing procedures used in
misinformation studies (Murphy & Greene, 2023)

Finally, we considered that some participants may have felt discomfort at the thought
of being deceived by our ruse. Research suggests that participants generally do not object to
studies involving deception such as is necessary in misinformation or false memory studies

(Murphy et al., 2023). Also, at the end of the study, we gave participants the chance to withdraw
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from the study if they felt uncomfortable and still be paid on Prolific, in accordance with
established ethical recommendations (Greene et al., 2023). No participants elected to withdraw

from the study.

5.4 Results

There was a statistically significant main effect of viewing the deepfake intervention
on beliefs about the video, F (1, 474) = 21.54, p < .001, #° = .043, but deepfake definition did
not significantly influence this effect, F (1, 474) = 4.65, p = .032, #° = .01. Individuals who
received the deepfake warning intervention (M =4.71, SD =1.13) rated the videos they saw as
significantly less believable compared to individuals who did not receive the intervention (M
= 5.21, SD = 1.26), regardless of video definition, as shown in Figure 2. There was also no
significant interaction between video definition and viewing the deepfake intervention on
beliefs about the video, F (1, 474) = 1.86, p = .173, n* = .004. The homogeneity of variances
for this test was violated, therefore we only considered significance values of p <.01 as
statistically significant (Pallant, 2020).

Participants did not significantly differ in sharing intentions across the four conditions
with no significant interaction effects between the experimental condition and video definition,
F (1, 474) = .54, p = 463, n* = .001 (see Figure 2) and no significant main effects of the
experimental condition, F (1, 474) = 1.22, p = .270, #° = .003 or video definition, F (1, 474)
= .30, p = .586, #° = .001. However, mean sharing intention values were below the midpoint
across all conditions (M = 2.44, SD = 1.43), suggesting low intentions to share the videos
regardless of quality or experimental condition.

Finally, there was no significant interaction effect between video definition and the
experimental condition on mean trust in news on social media scores (see Figure 2), F' (1, 474)

=.09, p =.765, 5° = .000. Similarly, there was no main effect of video definition, F (1, 474) =
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1.41, p = .235, n” = .003 or experimental condition, F (1, 474) = .00, p = .965, #° = .000.
Participants' mean trust in news on social media scores and standard deviations did not suggest
a floor or ceiling effect (M =3.51, SD = 1.43).

Further pre-registered analyses (see supplementary materials) revealed that these results
held even if we repeated the analyses for each politician, except for the beliefs about the Joe
Biden video where participants who viewed the low-definition video (M = 5.20, SD = 1.43)
had a significantly lower belief in video score than the high-definition videos, though with a

small effect (M = 5.47, SD = 1.25), p =.021, #° = .011.
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5.5 Experiment 2

Experiment 1 established that an educational deepfake intervention following current
best practices for misinformation interventions can negatively impact people’s beliefs about
authentic videos. In Experiment 2, we aimed to design an intervention to educate people about
deepfakes without undermining their epistemic trust. We also considered other important
recommendations for effective misinformation intervention design such as reducing alarmist
discourse (Jungherr & Rauchfleisch, 2024), improving discernment abilities (Guay et al., 2023;
Murphy et al., 2023), and limiting fear and panic surrounding deepfakes and emerging
technologies (Hameleers, 2023). In this experiment, we aimed to design an evidence-based
deepfake educational intervention to enhance deepfake discernment ability, while
simultaneously reducing anxieties about deepfakes and future technologies. We compare the
efficacy of this evidence-based intervention to existing deepfake literacy interventions with an
alarmist framing comparable to modern deepfake discourse, and a detection-focused
intervention comparable to existing deepfake interventions. All analyses were pre-registered
and materials and data are available here

(https://osf.io/xvkeS/overview?view only=e827e¢5tf49da43f1a09b37ce58df92de).

5.5.1 Participants

We began data collection on the 3™ March, 2025 via Prolific. The power analysis
indicated we needed a sample of 1096 participants to detect an effect of 0.15 at a = .05 if the
study was powered at 80%. After recruiting 1096 participants, 37 participants were removed
due to failed attention checks as pre-registered, and therefore an additional 37 participants were
recruited leaving a total of 1096 valid participants. Participants’ ages ranged from 18 to 80

years of age, (M =41.05, SD =14.09), 41% men, 57% women, 1% non-binary or a third gender,
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and 1% preferred not to say. 68% of participants had obtained a college/university degree or
higher, and only 5% of participants had never heard of the term “deepfake technology”. All
participants were residents of the United States at the time of the experiment. US participants
were used for experiment 2 because there were a limited amount of Irish prolific participants
who had not already taken part in experiment 1. 37 participants were removed due to failed

attention checks as pre-registered.

5.5.2 Materials

Interventions: We created three infographic interventions (see Figure 3). We chose
infographics as our medium for the interventions for several reasons. Infographics have been
shown to capture attention more effectively, are easier to process and recall information learned
than basic text, and are more persuasive at shaping attitudes (Kessler & Bachmann, 2022).
They have been effectively used in misinformation studies to reduce harmful beliefs such as in
conspiracy theories (O’Mahony et al., 2024) and vaccines (Domgaard & Park, 2021).

Alarmist: This infographic contained information about deepfakes which emulated
modern literacy campaigns and alarmist narratives such as deepfakes becoming widespread
online in the near future, eroding trust in online video-based information (Duboust, 2024) or
that they will have a severe impact in political environments (Chesney & Citron, 2019), which
are unsubstantiated by empirical evidence (Ching et al., 2025).

Detection: This infographic provided detection tips for deepfakes and discussed
deepfakes in a neutral tone similar to existing methods of raising awareness for this technology
(Groh et al., 2023).

Evidence-based: This infographic involved an evidence-based approach to raising
awareness of deepfakes. We specifically addressed unfounded claims about deepfakes such as

their hypothesized harms in politics (Albahar & Almalki, 2019) and their uniquely persuasive
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nature (Chesney & Citron, 2019) and instead focused on directing attention towards practical
implications of deepfakes such as in non-consensual pornographic material generation
(Karasavva & Noorbhai, 2021). The infographic also served to pre-emptively assure
participants that real-world prevalence rates of misinformation were low, online information
they viewed is generally authentic, and to be critical, but not overly sceptical of video-based
information. The evidence-based intervention is designed to reduce anxiety around deepfakes
and by extension future technologies, as well as urge viewers to not be overly sceptical of
video-based information to improve discernment ability by maintaining trust in authentic

videos.

Deepfake Videos: The deeptfake videos used in this study to assess discernment ability were
generated in a two-stage process. The audio for the Kamala Harris and Donald Trump
deepfakes were synthesized using generative Al software PlayHT (https://play.ht/). The audio
files were then overlayed onto existing videos of Trump and Harris to sync to their lips using

the paid site “Sync Labs” (https://synclabs.so/) (see supplementary materials for all videos

shown).

Authentic Videos: The authentic videos used as part of assessing discernment ability were
downloaded from YouTube and edited to match the length of the deepfake videos. These videos
were of Kamala Harris discussing vaccines, Ron Desantis discussing the issue of homelessness,
and Joe Biden discussing how his job is akin to taking a daily cognitive test (see supplementary

materials).
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intervention, detection-based intervention, and alarmist intervention.
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5.5.3 Measures

Trust in news on social media: Participants were asked “How much do you trust the news and
information about politics and public affairs that you see on social media?” and answers were
given on a Likert scale with 1 = “Completely distrust”, and 7 = “Completely trust”. This
measure was inspired by Vaccari & Chadwick (2020) and used as a general measure of

uncertainty and scepticism of information on social media.

Deepfake Anxiety: We adapted the Al anxiety scale by Wang & Wang, (2022) to create a novel
deepfake anxiety scale. Anxiety about deepfakes was measured with 8 items answered on a
five point scale from 1 = Very slightly or not at all, 2 = A little, 3 = Moderately, 4 = Quite a
bit, 5 = Extremely. The statements were: "I find deepfakes scary", "I am afraid that deepfakes
will be misused", "I am afraid of various problems potentially associated with deepfakes", "I
find deepfakes intimidating", "Being unable to keep up with the advances associated with
deepfakes makes me anxious", "I feel distressed when I think about deepfakes ", "I feel nervous
when I think about deepfakes ", and "I feel afraid when I think about deepfakes ". Cronbach’s
alpha for the adapted deepfake anxiety scale was .94. Although the items were adapted from
the Al Anxiety Scale (Wang & Wang, 2022), the factor structure observed in the present sample
did not replicate the original multidimensional structure (see supplementary materials
Appendix F: https://osf.io/xvke5/overview?view only=e827e5ff49da43f1a09b37ce58df92de).
Instead, the adapted items loaded onto a single component, suggesting that in the context of
deepfakes they functioned as a unidimensional measure. Despite this difference in structure,

the scale demonstrated excellent internal consistency, indicating that it was an acceptable

adapted measure of deepfake anxiety for use in the present study.
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Perceptions of Dystopian Technology: This was examined using a “design fiction” approach,
in which participants evaluated a fictional article about an imagined technology (see
supplementary materials for the full article), rating it based on their perceived level of danger
and the speed of development of the hypothetical technology. Design fiction has been shown
to be an effective tool in eliciting information from participants about fictional technologies to
gain insights into their perceptions (Rapp, 2020). The article was intentionally designed to
describe an exaggerated fictional technology that clearly has the potential to cause harm and
poses a threat to privacy and safety, but is underdeveloped and unlikely to be realised for some
time. The passage used in Experiment 2 detailed a microchip implanted in the brain that uses
Al technology to record and upload one’s dreams to the internet (see supplemental materials
for the full article). After reading about the fictional technology, participants rated how much
they agreed with the following statements on a scale of 1 = Strongly disagree to 7 = Strongly
agree: “This technology is likely to cause a great deal of harm to society”, “This technology is
likely to develop into a big threat to society in the next 5 years”, “I am excited to try this
technology”, “I would be happy to invest my money into this technology”, and “I think this
technology has a lot of beneficial uses to society”. As pre-registered, only statements 1 and 2
were used to determine perceptions of future technologies, as we were concerned about

perceptions of the speed of development and perceived harm of the technology. Statements 3-

5 were used as red herrings to distract participants from the nature of the question.

Deepfake Discernment: Participants were shown 5 videos (2 deepfakes, 3 authentic videos)
and asked "Do you think this is an authentic video?" with two possible answers: Yes and No.
Binary answers were considered appropriate for this question to conduct an effective Signal

Detection Analysis.
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Discernment Confidence: After each video, participants were asked "What is your confidence
that you guessed correctly?" (measured using an unnumbered graphic rating scale anchored by
“50 = As confident as flipping a coin” and “100 = 100% sure”, as used in Somoray & Miller
(2023)). Participants were also asked how many videos they thought they correctly identified

out of 5.

5.5.4 Procedure

Participants first provided informed consent to take part in the study, which was
introduced as a study about individuals' attitudes toward deepfake technology. They then
completed a brief demographic questionnaire, including items on age, gender, and educational
background. All participants were then presented with a brief and neutral explanation of
deepfake technology, followed by a short example featuring a deepfake video of actor Jim
Carrey portraying Jack Nicholson in a scene from “The Shining”. Following this, participants
reported their prior familiarity with deepfake technology.

Participants were then randomly assigned to one of four conditions: a control group (no
intervention), an alarmist intervention, a detection-based intervention, or an evidence-based
intervention. After viewing the assigned intervention, participants completed an attention
check involving a multiple-choice question with six options and were asked to select the option
that most closely described the intervention. The options were intentionally designed so that
the incorrect options included topics that were not mentioned in the infographic. For example,
in the Evidence-based infographic, participants were given the choice between the correct
option “The graphic explained that deepfakes make up only a very small portion of videos
online. We should not become overly skeptical of real media and we should not be overly

alarmed at this technology.” and incorrect options such as “The graphic explained how
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deepfakes can be used to resurrect deceased family members”. Finally, participants answered

questions regarding our outcome variables (in a randomized order) before being debriefed.

5.5.5 Ethical Considerations

Ethical procedures for Experiment 2 closely followed Experiment 1. Our debriefing
procedures were further updated by indicating to participants the videos that were indeed
deepfakes in the five that they viewed. They were urged to be critical when viewing online
video-based information, but to not be overly sceptical due to the real-world prevalence rates
of deepfakes being extremely low. The evidence-based infographic was also shown to all
participants who had not seen it during the survey and they were asked an attention check

question to verify they had read the infographic.

5.6 Results

The primary aim of Experiment 2 was to compare the efficacy of different educational

deepfake interventions and identify an optimal method for raising awareness of deepfakes.

5.6.1 Deepfake Anxiety and Perceptions of Dystopian Technology

A series of between-subjects ANOVAs demonstrated that there was a significant
difference between the effects of the interventions on perceptions of dystopian technologies, F
(3,1092)=4.11, p = .007, 2 = .011. The evidence-based intervention had significantly lower
scores when rating perceptions of dystopian technology (participants were less worried about
the harm and speed of development of the fictional technology) (M =9.37, SD = 2.86) than the
alarmist (M = 10.2, SD = 2.85), p = .005, d = 0.29, and detection (M = 10.01, SD = 2.87), p

=.045, d = 0.22 interventions, suggesting that while the evidence-based intervention did not
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reduce negative perceptions about dystopian technologies compared to the control condition
M =99, SD = 2.99), it tempered the negative perceptions of the alarmist and detection
interventions (see Figure 4). Since the perceptions of dystopian technologies was measured
using two 7-point Likert scale items so the minimum score was 2 and maximum score was 14.
This suggests that the evidence-based intervention resulted in a score that was still slightly
above the midpoint.

There was also a significant difference across interventions in mean deepfake anxiety
scores, F' (3, 1092) = 16.32, p <.001, n2 = .043. Post-hoc tests reveal that the evidence-based
intervention had significantly lower deepfake anxiety scores (M = 3.02, SD = 1.05) than the
control (M = 3.33, SD = 1.02), p < .001, d = .25, alarmist (M = 3.59, SD = .97), p < .001, d
= .53, and detection conditions (M = 3.46, SD =.922) p <.001, d = .42,. The alarmist condition
also had significantly higher deepfake anxiety scores than the control, p = .017, d = .25. This
suggests that the evidence-based intervention significantly reduced deepfake anxiety compared
to the other interventions and the control, and the alarmist intervention significantly increased
deepfake anxiety in participants.

Finally, there were no differences in Trust in News and Social media scores between

the four conditions, F (3, 1092) = 1.01, p = .386, 12 = .003 (M = 3.3, SD = 1.34).
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Figure 5-4. Bar charts showing the evidence-based intervention leading to (a) no effect on trust in news and social media and reduced (b)
negative perceptions of dystopian technologies and (c) deepfake anxiety scores with the error bars representing 95% confidence intervals.
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5.6.2 Deepfake Discernment

We drew on signal detection theory to measure ability to discern between deepfakes

(24

and authentic videos (known as “d”” or “d prime”) and to identify what strategies participants
tend to use when discerning between real and fake videos (knows as “c”) (MacMillan &
Creelman, 2005). ANOV As revealed that none of the interventions significantly influenced d’
values, F (3, 1092) = 1.14, p = .348, 2 = .003 suggesting that none of the interventions
improved discernment ability. Similarly, the conditions did not significantly differ in ¢ values,
F (3, 1092) = .22, p = .867, n2 = .001 and thus participants did not alter their discernment
strategy regardless of intervention exposure. Average d’ and c values of all participants was
1.2 and -.2 respectively, suggesting that overall, participants were moderately capable of
discerning between deepfakes and authentic videos, and they slightly leaned towards declaring
videos as deepfakes. One-sample t-tests indicated that both d’ and ¢ were significantly different
from zero, d": p <.001,d =1.56; c: p<.001,d=-0.51.

In small samples (such as the current study in which there are only two deepfakes and
three authentic videos), Signal Detection Analysis (SDA) can be unstable. This is because SDA
relies on stable estimates of hit and miss rates which require a sufficient number of signal and
noise trials to produce meaningful results (Stanislaw & Todorov, 1999). With only two
opportunities to register a hit (two deepfakes out of five videos), the hit rate is limited to just
being 0%, 50%, or 100% making it sensitive to random variation preventing reliable estimates
of d” and c values and difficulty detecting smaller effect sizes. Stanislaw and Todorov (1999)
suggests performing a log linear correction to the data to prevent extreme values due to the low

number of trials. Therefore, while we have not pre-registered the use of log linear corrected

values, we used the corrected values for this experiment.
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To further understand participants’ responses to the deepfake and authentic videos, we
conducted a set of exploratory Kruskal Wallis and Mann Whitney tests on the different
intervention conditions and their respective detection rates for authentic videos and deepfakes.
These tests were considered appropriate as the successful detection rate data was interval data
which was not normally distributed (Pallant, 2020). Results show that there was no significant
difference in the successful detection rates of authentic videos, H (3) = 3.28, p = .351 or
deepfakes, H (3) = 2.88, p = .411 across the intervention conditions and thus the interventions

did not influence detection rates for either the authentic or deepfake videos.

5.6.3 Detection Confidence

Across both individual and overall measures of detection confidence, only the
detection-based intervention significantly increased confidence compared to the alarmist
condition. ANOVAs indicated that there was a significant difference between interventions in
individual video confidence, F (3, 1092) =3.75, p=.011, #2 =.010. The detection intervention
(M =430.29, SD = 40.79) had significantly higher individual video confidence scores than the
alarmist intervention (M = 418.69, SD = 40.83), p = .008, d = .28, while the evidence-based
(M = 426.26, SD = 42.29) and control (M = 422.46, SD = 44.25) interventions did not
significantly differ from other interventions.

Similarly, ANOVAs indicated a significant difference between interventions on overall
confidence, F (3, 1092) = 3.69, p = .012, #2 = .01 with the detection intervention (M = 3.65,
SD =.91) leading to significantly higher overall confidence scores than the alarmist (M = 3.41,
SD =.89), p =.012, d = .27. The control (M = 3.45, SD = .99) and evidence-based (M = 3.54,
SD = .92) conditions did not differ significantly.

Correlational analyses were conducted to examine the relationship between video

confidence (both overall and individual) and detection accuracy. All three experimental
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conditions demonstrated a weak to medium positive correlation between overall confidence
and detection accuracy (Alarmist, p (259) = .18, p = .004, Detection, p (271) = .13, p = .039,
and Evidence-based, p (271) = .13, p = .039) suggesting that participants who were more

confident were also slightly better at differentiating real from fake videos.

5.7 Experiment 3

Previous research on educational misinformation interventions has often lacked follow-
up assessments to evaluate their sustained impact (Rau & Premo, 2025). As a result, there
remains limited understanding of the long-term effectiveness of these interventions, raising
concerns about their overall efficacy. Similar concerns have been expressed regarding deepfake
interventions, with recent calls emphasizing the need for delayed post-test evaluations
(Twomey et al., 2025). In Experiment 3, we address this gap by examining the effectiveness of
our evidence-based interventions following a nine-day delay. Data collection began on the 12
March 2025, nine days after Experiment 2. An error was made when pre-registering the
analyses here
(https://osf.io/xvkeS/overview?view only=e827e¢5tf49da43f1a09b37ce58df92de). We
conducted between-subjects ANOV As alongside repeated-measures ANOVAs. We could not
use Experiment 2’s control group as the control for Experiment 3 because all participants at the
end of Experiment 2 viewed the evidence-based infographic as part of the debriefing process,
therefore we had to recruit new participants for the control group making it an independent-
samples analysis. We still conducted repeated-measures ANOVAs comparing results from
Experiment 2 to 3, but without the controls. All data and materials can be found here

(https://osf.io/xvkeS/overview?view only=e827e¢5tf49da43f1a09b37ce58df92de).

5.7.1 Participants
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We recruited 787 participants from Prolific, 255 were newly recruited participants who
had not taken part in Experiment 2 who were recruited as a control group, and the remaining
532 were participants who had been part of the alarmist, detection-based, and evidence-based
conditions in Experiment 2. Nine participants were removed due to failed attention checks, as
pre-registered, leaving a total of 778 valid participants for the analysis. We recruited as many
participants as we could from each of the intervention conditions from Experiment 2 for a
period of 48 hours, as pre-registered. We chose to recruit 250 participants for the control as
that was similar to the number of participants in each of the intervention conditions in
Experiment 2. We could not recruit participants from the control condition of Experiment 2
because we debriefed those participants using the evidence-based intervention and therefore
they would have been previously exposed to our intervention and could not serve as a control
group going forward. Participants’ ages ranged from 18 to 78 years of age, (M =42.47, SD =
14.11). 41% of participants were men, 58% were women, 0.4% were non-binary or a third
gender, 0.6% preferred not to say. 70% of participants had at least achieved a college/university

degree and only 2% of all participants had never heard of deepfakes.

5.7.2 Materials

Deepfake Videos: The deepfake videos used were created in a similar fashion to Experiment 2.
We created deepfakes of Kamala Harris and Joe Biden for this follow-up survey (see Figure 5).
Authentic Videos: Authentic videos of Kamala Harris, Ron Desantis, and Donald Trump were

downloaded from YouTube as in Experiment 2 (see supplementary materials for all videos).
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"It seems every weel, there's a school shooting. "You know the reversal of Roe V Wade changed
We have to stop these once and for all. They say my position on abortion and like many

the only way to stop a bad guy with a gun, is a Americans I have changed my position on

good guy with a gun. WeLl_I believe the United abortion. I've been lucky to have beautiful
States of America is full of good guys and we children and grandchildren and I know what a
should loosen gun control and arm them. With blessing they are. I think we can further protect
more guns in the hands of fellow Americans, we the unborn by criminalising abortion after a

can ;}l protect our neighbours in times of heartbeat is detected.”

trouble.”

Figure 5-5. Screenshots showing the deepfakes used for the deepfake discernment outcome

measure with the transcript of each video underneath (the text was not shown to participants).

5.7.3 Measures

All measures were identical to Experiment 2. A new fictional technology article was
created to assess perceptions of emerging technology measure (see supplementary materials).
The new passage described how a new Al-powered technology could track one’s thoughts and
emotions and share them online with others to find other like-minded people to communicate

with.

5.7.4 Procedure

The procedure was identical to Experiment 2, except participants did not view an

intervention prior to answering the outcome measures.
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5.7.5 Statistical Design

The original design of the experiment involved re-recruiting participants from Wave 1
(Experiment 2) and administering the same dependent measures in Wave 2, namely deepfake
anxiety, perceptions of dystopian technologies, trust in news and social media, d' and c values,
and overall and individual detection confidence. However, because participants in all Wave 1
conditions were debriefed using the evidence-based intervention at the end of that wave, the
original Wave 1 control group could no longer function as an appropriate control condition in
Wave 2. Consequently, a new control group was recruited for Wave 2. This meant that the
primary analyses for Experiment 3 consisted of between-subjects ANOVAs comparing the
newly recruited Wave 2 control group with participants from the experimental conditions
established in Wave 1. In addition, repeated-measures ANOV As were conducted to examine
changes over time within the experimental conditions excluding the controls across Wave 1

and Wave 2.

5.8 Results

The primary research question for Experiment 3 was to determine whether the
interventions from Experiment 2 continued to have an effect on deepfake anxiety, perceptions
of future technologies, trust in news on social media, discernment ability, and detection

confidence.

5.8.1 Deepfake Anxiety, Trust in News and Social Media, and
Perceptions of Dystopian Technology

A series of between-subjects ANOV As indicated that there was a significant difference

in Deepfake Anxiety among the control and intervention conditions, F(3, 774) =5.02, p =.002,
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n?=.02. Participants who had previously been in the evidence-based intervention condition in
Experiment 2 were significantly less anxious about deepfakes (M =25.79, SD = 8.17) than the
control condition (M= 28.7, SD = 8.1), p < .001. There were also significant differences in
perceptions of dystopian technologies scores between conditions, F(3, 774) = 6.01, p < .001,
n?=.02. The Evidence-based intervention condition significantly lowered negative perceptions
of dystopian technologies (M = 9.32, SD = 2.78) compared to the control (M = 10.18, SD =
2.58), p < .001 (see Figure 6). Finally, there were significant differences in Trust in News and
Social Media scores across conditions, F(3, 774) = 3.14, p = .025, n? = .01. Participants from
the evidence-based intervention condition also had significantly lower trust in news and social
media scores (M =2.99, SD = 1.31) than participants who were in the detection-based condition
(M =3.39,SD=1.33), p=.026.

Repeated-measures ANOVA revealed a significant interaction between condition and
time on deepfake anxiety, F(2, 525) = 20.94, p <.001, n?> = .074. Follow-up paired-samples ¢-
tests comparing Wave 1 and Wave 2 indicated that participants in the Alarmist condition
exhibited a significant reduction in deepfake anxiety at follow-up (Wave 1: M =29.18, SD =
7.7, Wave 2: M =27.59, SD =8.17), p <.001, d = .276. In contrast, no significant change was
observed in the Detection condition between Wave 1 (M = 27.17, SD = 7.46) and Wave 2 (M
=27,8D =17.51), p = .113, d = .126. Notably, participants exposed to the Evidence-based
intervention showed a significant increase in anxiety from Wave 1 (M = 23.64, SD = 8.66) to
Wave 2 (M = 25.79, SD = 8.17), p < .001, d = —.359, although their overall anxiety levels
remained lower than those observed in the other conditions. Results suggest that the Evidence-
based intervention over time helped reduce anxiety around deepfakes for those who viewed the
Alarmist intervention, but over time participants who viewed the Evidence-based intervention
increased in anxiety over deepfakes although their deepfake anxiety levels remain below

participants who viewed other interventions. The increase in deepfake anxiety for the evidence-
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based intervention may have been due to significant events concerning deepfake legislation
occurring in the US at the time of the experiments, which could have influenced how
participants experienced deepfakes outside of the studies. On March 3™ and 4", Donald Trump
and his wife Melania publicly addressed and supported the “Take It Down Act” aimed at
combatting deepfakes and online abuse (Oremus et al., 2025). It is possible that between Waves
1 and 2 of the experiment, concerns around deepfakes were heightened due to these public
addresses.

For Trust in News and Social Media scores, there was no interaction effect between
Wave 1 and 2 (time) and the intervention conditions, F(2, 525) = .574, p =.563, n2 = .002. The
main effect of Time was also not significant, (2, 525) = 1.42, p = .233, n2 = .003. Finally,
there was a main effect of intervention type, F(2, 525) = 5.283, p = .005, n2 = .02 with the
Detection condition (M =3.41, SD = 1.33) having significantly higher Trust in News and Social
Media scores than the Evidence-based condition (M = 3.09, SD = 1.25), p =.005.

Finally, repeated-measures ANOVAs for Perceptions of Dystopian Technologies
scores found that there was no interaction effect between time and intervention conditions, F(2,
525) = 3.63, p = .027, n2 = .014 when Bonferroni corrected for three repeated-measures
ANOVAs (p = .0167). There was also no main effect of time, F(2, 525) =.208, p = .649, 2
<.0001. There was a main effect of intervention type, F(2, 525) = 10.77, p < .001, 2 = .039.
Pairwise comparisons reveal that the Evidence-based intervention resulted in significantly less
negative perceptions of Dystopian Technologies (M = 9.13, SD = 2.82) compared to Alarmist
(M =10.15, SD = 2.7) and Detection-based (M = 10.08, SD = 2.73) interventions, p < .001.
These results indicate that the Evidence-based condition significantly reduced participant’s

negative perceptions of Dystopian technologies.



196



197

o
[
(=)
[

Mean Trust in News and Social Media by Intervention Condition Mean Perceptions of Dystopian Technology by Intervention Condition

-

= [ g
2 s
=z £
3 E
IR 5 g 2
E 5
-] s
-
g g
= <
c
E . S
5 :
= 8
g 2
= H 1
as g
@ [}
Control Alarmist Detection Evidemce-Based Control Alarmist Detection EvidenceBased
Intervention Intervention
C} Mean Deepfake Anxiety by Intervention Condition
a
35 T
3
g 25
2
w
"'n". 2
o
o
=1
E 15
-
o
=
1
o5
o

Comntrol Alarmist Detection Evidence-Based
Intervention

Figure 5-6. Bar charts showing participants who had previously been in the evidence-based condition having (a) trust in news and social media,
(b) negative perceptions of dystopian technologies, and (c) deepfake anxiety scores compared to other conditions with the error bars representing
95% confidence intervals.
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5.8.2 Deepfake Discernment

Two between-subjects ANOVAs were conducted to explore whether the interventions
differed in terms of participant’s ability to discern from real and fake videos and what strategies
were employed (d* and ¢ values respectively). Results revealed that there were no significant
differences in d* values, F (3, 774) = 2.48, p = .06, #2 = .01 and c values between the four
conditions, F' (3, 774) = 1.26, p = .289, n2 = .005. Similar to Experiment 2, viewing any of the
deepfake interventions did not influence participant’s discernment ability or strategy. Overall,
participants demonstrated moderate sensitivity in distinguishing deepfake from authentic
videos (mean d' = 1.44) and showed only a slight bias toward judging videos as deepfakes
(mean ¢ = - 0.05). One-sample t-tests indicated that both d’ and ¢ were significantly different
from zero, d": p <.001,d =1.86; c: p<.001,d =-0.16.

For d’ values, repeated-measures ANOV As reveal that there were no interaction effects
between time and intervention conditions, F(2, 525) = .621, p = .538, #2 = .002. There was no
main effect of intervention condition, F(2, 525) = .573, p = .564, n2 = .002 but there was a
significant main effect of time, F(2, 525) = 50.95, p < .001, #2 = .088. Follow-up t-tests
comparing d’ values of the Alarmist, Detection, and Evidence-based interventions from Wave
1 to Wave 2 suggest participants in the Alarmist condition had significantly higher d’ values at
follow-up in Wave 2 (Wave 1 M =1.19, SD =.72; Wave 2 M = 1.45, SD = .83), p <.001,d =
-.281. Participants d’ value in the Detection condition also increased significantly from Wave
1 (M=1.27,SD =.85) to Wave 2 (M = 1.51, SD =.7), p <.001, d = -.266. d’ values for the
Evidence-based intervention also increased from Wave 1 (M = 1.16, SD =.74) to Wave 2 (M
=1.51,SD =.75), p <.001, d = -.39. These results suggest that on follow-up, participants were

better at discerning between deepfakes and authentic videos.
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For c values, repeated measures ANOV As indicate that there were no interaction effects
between time and intervention conditions, F(2, 525) = 1.2, p = .303, #2 = .005. There was no
main effect of intervention condition, F(2, 525) = .442, p = .643, n2 = .002 but there was a
significant main effect of time, F(2, 525) = 7.63, p < .001, #2 = .112. Follow-up t-tests
comparing ¢ values of the Alarmist, Detection, and Evidence-based interventions from Wave
1 to Wave 2 suggest participants in the Alarmist condition had significantly higher ¢ values at
follow-up in Wave 2 (Wave 1 M =-21, SD =.37; Wave 2 M =-.04, SD = .37), p <.001,d =
-.28. Participants c values in the Detection condition also increased significantly from Wave 1
M =-.17, SD = .38) to Wave 2 (M = -.04, SD = .34), p < .001, d = -.27. ¢ values for the
Evidence-based intervention also increased from Wave 1 (M =-.24, SD = .39) to Wave 2 (M
=-.03, SD = .3), p <.001, d = -.39. These results suggest that over the 9-day delay between
Wave 1 and 2, participants who had received the Evidence-based intervention were less likely

to label the videos they saw in Wave 2 as deepfakes.

5.8.3 Detection Confidence

Two between-subjects ANOV As were conducted to examine whether intervention type
influenced the individual and overall video confidence when identifying real videos from fake
ones. Results indicated that there was a significant effect of intervention type on individual
video confidence, F' (3, 774) =2.84, p = .037, n2 = .011. Participants who had previously been
in the evidence-based condition were more confident when discerning deepfakes (M = 434.63,
SD = 47.15) than the control (M = 423.11, SD = 47.98), p = .041, d = .24 while the alarmist
(M =432.58, SD = 39.77) and detection (M = 431.74, SD = 45.46) conditions did not differ
from other conditions.

Conversely, results indicated that there were no significant differences among the

interventions in terms of overall video confidence, F' (3, 774) = 1.70, p = .167, 52 = .007 with
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control (M = 3.49, SD = .99), alarmist (M = 3.51, SD = 1), detection (M = 3.65, SD = 1.06),
and evidence-based (M = 3.68, SD = 1.07) conditions showing similar values.

We compared the individual video and overall detection confidence of each of the four
conditions with their corresponding detection accuracy values and found that individual video
and overall detection confidence was positively correlated with detection accuracy and had a
medium strength positive significant relationship indicating that increased confidence

correlated with better detection performance (see supplementary materials for the full analyses).

5.9 Discussion

Through three studies we aimed to establish whether educational deepfake
interventions might undermine the credibility of authentic videos, and to develop an approach
that minimizes such unintended effects. Prior research (Hoes et al., 2024; Ternovski et al.,
2022) has shown that deepfake interventions can reduce the perceived credibility of authentic
videos. We demonstrated in Experiment 1 that applying current guidelines for educational
misinformation interventions to deepfakes can undermine peoples trust in authentic
information. We have also shown that an intervention designed with an alarmist framing,
similar to widespread media coverage related to deepfake technology, significantly increases
people’s anxiety around deepfakes without improving detection. The detection-based
intervention appeared to increase participants’ confidence in their ability to identify deepfakes,
as well as their trust in news and social media. However, it did not improve actual discernment
performance. This pattern may be concerning, as it suggests participants may have developed
an inflated sense of their ability to detect deepfakes despite showing no corresponding
improvement in detection accuracy. Initially our evidence-based intervention did not

immediately impact deepfake discernment and only lowered participant’s anxiety about
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deepfakes and emerging dystopian technologies. However, follow-up data showed that
participants exposed to the evidence-based intervention maintained lower anxiety about
deepfakes and future technologies, were better at discerning between deepfakes and authentic
videos, and also were less inclined to call a video a deepfake, suggesting a small, delayed
benefit to viewing the evidence-based intervention.

Findings from Experiment 1 on reduced trust following exposure to an educational
intervention may not entirely be unexpected given prior evidence from both deepfake-based
studies (Lewis et al., 2023; Ternovski et al., 2022) and misinformation intervention studies
(Hoes et al., 2024; Hameleers, 2023). Our results have established that these effects happen
specifically with deepfake-based educational interventions which were designed using current
counter-misinformation guidelines. This suggests that some of the ways in which we currently
conceptualize educational interventions could generate problems regarding the undermining of
trust in authentic information if applied to deepfakes. Importantly, in line with Leder et al.
(2024), we acknowledge that these effects may be context-dependent. Our study focused on
political content, and we caution against generalizing these findings to signify that deepfake
interventions reduce trust in all forms of online information without sufficient empirical
evidence.

Our evidence-based intervention approach did not influence discernment ability
immediately, but effectively boosted deepfake discernment after follow-up. However, the
different control group recruited at follow-up introduces a potential confound as differences
observed between conditions over time may partly reflect sample variation rather than effects
of the intervention. This confound affects our interpretation of the effectiveness of our
intervention at boosting discernment, which is arguably one of the most desirable outcomes for
an educational intervention about a misinformation format. Our inability to boost discernment

immediately closely resembles previous failed attempts to improve deepfake detection ability
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(Groh et al., 2022; Kobis et al., 2021; Somoray & Miller, 2023). That deepfake detection ability
is difficult to train in a brief intervention is understandable considering the complex factors that
predict deepfake susceptibility, such as cognitive ability (Appel & Prietzel, 2022), ethnicity
and age (Ahmed, 2021; Doss et al., 2023; Tahir et al., 2023), familiarity with the deepfaked
subject (Khan et al., 2023), and deepfake quality (Groh et al., 2022). Participants in the
evidence-based intervention after a nine-day follow-up also had lower trust in news and social
media compared to the detection-based intervention. We hypothesise that the detection-based
intervention increased participants’ self-efficacy around deepfake detection and provided a
sense of control over the technology, subsequently maintaining participants’ trust in news and
social media (Hocevar et al., 2014). This is further evidenced by the detection-based
intervention leading to significantly higher individual and overall detection confidence scores
compared to the alarmist condition. These results imply that promoting the public's confidence
and self-efficacy in detecting deepfakes may be crucial for maintaining trust in news and social
media. This possibly suggests that future interventions should comprise of a combination of
evidence-based and detection-based methods.

Encouragingly, after a nine-day delay, participants who had previously been exposed
to the evidence-based intervention demonstrated greater discernment ability and detection
accuracy in identifying true videos compared to those in the control group, suggesting that the
intervention was effective in mitigating the extent in which educational efforts may
inadvertently undermine trust in legitimate political videos. Our evidence-based intervention
also proved to be effective at reducing anxiety surrounding deepfakes and emerging
technologies, even across a nine-day delay. This finding shows that it is possible to counteract
the alarmist and unfounded narratives about deepfakes that are widespread in the media, which
is crucial for the public to maintain trust in authentic news sources and information (Hameleers,

2023) and maintain a tempered perception of emerging technologies. We encourage future
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deepfake interventions to include information about the prevalence rate and real-world
implications of deepfakes to reassure participants about the capabilities of deepfakes and
reduce spillover effects of educational interventions.

We explain the efficacy of the evidence-based intervention over the control and other
interventions through its emphasis on discernment and critical thinking. We theorize that the
evidence-based infographic improved true video detection accuracy in authentic information
compared to the other infographics and the control because we redirected their focus towards
discernment, rather than encouraging blind scepticism (O’Mahony et al. 2024). The importance
of this approach is underscored by studies that highlight the harmful consequences of
encouraging blind scepticism (Hameleers, 2023; Hoes et al., 2024). Our approach also
emphasises the need to maintain critical vigilance when discerning between real videos and
deepfakes, an approach which has been supported by general misinformation literature
(Machete & Turpin, 2020). Our study supports this notion, as we encouraged critical thinking
and vigilance at the end of the evidence-based intervention, which we believe contributed to
the observed improvement in participants' ability to accurately identify genuine videos. This
finding is increasingly important for researchers when designing and testing educational
misinformation interventions considering the evidence demonstrating that educational
interventions may undermine epistemic trust through negative spillover effects (Hameleers,
2023; Hoes et al., 2024).

Our work has important implications for public educators creating educational content
about political deepfakes, and for misinformation educators in general. We argue that it is
counterproductive to include alarmist narratives and empirically unfounded fears around
political deepfakes in educational deepfake interventions as they serve to increase anxiety
around deepfakes as shown in our findings, negatively affect perceptions of emerging

technologies and undermine epistemic trust (Jungherr & Rauchfleisch, 2024). It is important
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to refer to empirical and factual evidence when creating educational interventions about
deepfakes to ensure the public are accurately informed about the real-world harms deepfakes
pose such as in non-consensual pornography generation (Karasavva & Noorbhai, 2021) and
financial fraud (Ke et al., 2025). We do recommend including a brief note at the end of deepfake
interventions and misinformation interventions in general reassuring viewers that
misinformation isn’t as prevalent as some may think and that maintaining vigilance to
information we encounter is key to countering misinformation.

There are several limitations to this study. Firstly, in Experiments 2 and 3, the
interventions might have been more effective as videos instead of infographics, to more
accurately represent deepfakes. Teaching about an audio-visual form of misinformation such
as deepfakes in a two-dimensional format may risk a disconnect between the misinformation
we are teaching about and the reality of the technology even though we separately provided a
visual example of a deepfake to participants. Another limitation is our use of only five videos
to determine deepfake discernment. We did not use enough videos to conduct a signal-detection
analyses that could reliably detect smaller effects, leading us unable to determine participant
strategy when discerning deepfakes from authentic videos (Stanislaw & Todorov, 1999). While
higher quality deepfakes may have produced differing results across Experiments 2 and 3, our
results reflect how participants respond to deepfakes created with current capabilities after
exposure to educational deepfake interventions. Regardless of the technological advancement
of deepfakes and technological prototypes in general (Salovaara et al., 2017), there remains
value in understanding perceptions of deepfakes today and this includes understanding how
deepfakes of various different qualities are perceived.

The current study has highlighted the unintended consequences of educational efforts
surrounding deepfakes. By designing an evidence-based educational intervention about

deepfakes that does not overstate the harms of deepfakes, we show that it is possible to reduce
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technophobia around deepfakes and maintain trust in authentic political videos. We urge future
public educators to design interventions that presents an accurate picture deepfakes and prevent

the use of alarmist narratives.
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Chapter 6 Discussion

6.1 Thesis Overview

The overall research question for this thesis was: how do deepfakes affect beliefs,
memories, and behaviours and how can the effects of misleading deepfakes be mitigated? By
answering this question, the thesis contributes to the field by providing empirical evidence on
the real-world impacts of deepfakes and by developing actionable guidance for reducing
misinformation-related harms. The four studies in this thesis served to address different
elements of this research question. Chapters 2, 3, and 4 contributed to our understanding of
deepfake effects on beliefs, memories, and behaviours through quantitative and qualitative
means. Chapter 5 examined the best practices for mitigating negative effects of misleading
deepfake exposure.

Chapter 2 presented a scoping review that established the context for the remainder of
the thesis by collating and criticising existing empirical deepfake research. I asked foundational
questions about deepfakes such as 1) How does deepfake exposure affect beliefs, memories,
and behaviours? 2) Are deepfakes uniquely persuasive compared to existing forms of
misinformation? 3) What factors affect susceptibility to deepfake-based misinformation? and
4) What kind of deepfake technology is being used in modern empirical research? The scoping
review yielded several important findings, such as quantifying deepfake effects on beliefs,
memories, and behaviours, and revealing the ambiguity in evidence supporting the existence
of unique deepfake effects. The review in Chapter 2 served to formally de-sensationalize the
deepfake debate. It strategically moved the field past conjecture by demonstrating that the
alarmist narratives driving much of the early attention were unsupported by empirical evidence.
Critically, this foundational work did not just define the extant research, but it advanced the

discipline's understanding by clearly identifying problems with current empirical deepfake
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research, thereby providing methodological guidelines for the subsequent studies in this thesis.
Notably, the scoping review in Chapter 2 did not find any qualitative studies or studies that
examined the lived everyday experience of deepfakes.

Findings from Chapter 2 directly led to Chapter 3 where I gained an understanding of
real-world experiences of deepfakes using thematic analysis to examine the response of
commenters to a popular YouTube music video featuring deepfakes. This study was essential
to providing real-world ecological context to our understanding of deepfake effects which were
unattainable through laboratory paradigms. I found that in a naturalistic entertainment
environment, people generally respond positively to deepfakes citing their creative and
meaningful usage. However, alarmist narratives around deepfakes can be seen among everyday
audiences despite the lack of empirical support as shown in the thematic analysis. The study
also reveals that many viewers misinterpret or rationalize and minimalize deepfake content.
These findings critically inform intervention design, suggesting that educational strategies must
account for naturalistic audience responses and counteract alarmist myths about deepfakes, in
order to accurately support discernment, reduce unnecessary anxiety, and preserve trust in
authentic information.

Chapter 4 directly addresses the findings from the scoping review in Chapter 2 using
quantitative methods and furthers our understanding of deepfakes by rigorously testing
deepfake impacts on beliefs, memories, and behaviours in an ecologically valid political
environment. By testing participants in realistic settings, such as during a significant election,
this study provides reliable evidence that advances the broader academic understanding of
deepfake impacts. The multi-experiment online survey study in Chapter 4 ultimately challenges
the prevalent alarmist narratives around deepfake effects. Chapter 4 was guided by the research
question: Are deepfakes uniquely effective at influencing political beliefs, memories, and

behaviours of citizens during an ongoing election campaign? Based on the findings from the
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scoping review, I conducted this study with comparator conditions to identify unique effects of
deepfakes, I used custom-made deepfakes to avoid limiting my study design, I conducted the
experiments with participants who were imminently experiencing an important election to
examine responses to deepfakes under real-world conditions, and I examined potential delayed
effects of deepfake exposure such as the “sleeper effect” and the “illusory truth” effect. Results
indicate that deepfakes could affect beliefs, memories, and behaviours in a political
environment, but they were not uniquely persuasive compared to existing formats of
misinformation such as text and audio and did not lead to lasting delayed effects, further
challenging the alarmist narratives around deepfakes. This finding provides evidence that
directly contradicts years of discussion projecting the negative consequences of deepfake
exposure in politics (Albahar & Almalki, 2019, Islam et al., 2024; Pantserev, 2020; Westerlund,
2019).

Finally, Chapter 5 concludes the thesis by addressing the second part of the overarching
research question concerning strategies for mitigating the harms caused by deepfakes. It is
possible that the prevailing alarmist narratives around deepfakes as shown in Chapters 2, 3, and
4, could undermine epistemic trust in individuals who may feel that they cannot trust video
information for fear of being deceived by a deepfake. To balance these two positions, I
designed an educational deepfake intervention aimed at educating people about deepfakes
while mitigating the negative effects of alarmist narratives around deepfake such as
fearmongering and epistemic pollution. As established in Chapter 4, deepfakes are not
inherently more harmful than other forms of misinformation, which suggests that we do not
need to reinvent educational strategies when addressing deepfakes. Rather, we can adapt
existing media literacy frameworks to incorporate the unique characteristics of deepfakes such
as their audio-visual nature and potential to undermine video evidence. In an online survey

experiment, I demonstrated that existing best practices for educating people about
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misinformation may lead to the undermining of trust in authentic information. I then designed
an educational deepfake intervention and compared its efficacy to interventions emulating
existing educational efforts such as interventions with alarmist narratives or detection tips. My
findings show that an evidence-based intervention can reduce anxiety around deepfakes and
perceptions of emerging technologies, as well as improve discernment of authentic videos after
a delayed follow-up thus preserving epistemic trust in real videos. The difficulty in improving
deepfake discernment suggests that the ability to detect deepfakes may be influenced by a range
of factors beyond the visual quality of the deepfake itself. These factors could include
individual differences such as prior beliefs, cognitive ability, and analytical reasoning, which I
plan to explore in future research. In relation to this thesis, I have addressed all of the research
questions posed in the introduction regarding the understanding of deepfake effects and

developing strategies for mitigating the negative consequences of deepfake exposure.

6.2 Contributions

6.2.1 Situating Deepfake Effects in Real-World Contexts

The first contribution of this thesis is providing a more accurate understanding of
deepfake exposure effects in real-world contexts. Much of existing empirical misinformation
research takes place in artificial, controlled, and highly simplified conditions which do not
resemble how people truly encounter misinformation in the world (Murphy et al., 2023).
Situating the effects of deepfakes within applied settings allows us to understand deepfake
effects more precisely as the research findings from this thesis reflect the experience of
deepfakes in everyday life. By examining deepfake exposure in naturalistic environments such
as in YouTube comments sections in Chapter 3 or during an ongoing election in Chapter 4, this

thesis extends its findings beyond laboratory settings, making them more relevant and
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applicable to everyday experiences and living. Current empirical deepfake research often faces
limitations to ecological validity. For example, many experimental deepfake research use
deepfakes of local actors or anonymous individuals from pre-made deepfake datasets as
experimental stimuli to see how deepfake exposure affects beliefs, memories, and behaviours
(Huang & Hu, 2025; Sharma et al., 2023; Ternovski et al., 2021). Participants would be tasked
with discerning between real videos and deepfakes of anonymous individuals or asked
questions about their perception of fictional persons depicted as a deepfake. These studies may
be using fictional characters for deepfake stimuli to avoid ethical issues or to control for the
prior beliefs of individuals. However, using fictional characters that participants do not
recognize may compromise the ecological validity of these studies, as real-world deepfakes are
typically made using well-known public figures or celebrities to maximize their emotional
impact and evocativeness (Chesney & Citron, 2019) and therefore participant’s prior beliefs
are a crucial element to incorporate in deepfake research. Studying decontextualized and
unfamiliar deepfakes limits the generalizability and real-world applicability of the
experimental findings potentially leading to an inaccurate understanding of the effects of
deepfakes.

Furthermore, ecologically valid research, such as the thematic analysis in Chapter 3,
helped inform the design of experimental research. The study revealed that alarmist and
dystopian narratives about deepfakes extend beyond academic and policy discourse to
everyday audiences, indicating that public concern is widespread yet often unfounded. This
finding was crucial as it provides us with an ecologically valid understanding of how the
everyday person experiences deepfakes, which informed intervention-design in Chapter 5
where I directly attempted to design an educational intervention to counteract anxieties around
deepfake capabilities and perceptions of dystopian technologies. Moreover, many viewers were

unaware of the technology and responded by rationalizing deepfake visuals, doubting their own
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perceptions, or minimizing facial alterations. While these reactions occurred in an
entertainment context where one would not expect misinformation, they highlight potential
vulnerabilities to deception and the importance of fostering accurate understanding. These
insights directly inform the design of educational interventions. Rather than relying on alarmist
framing, interventions should focus on enhancing deepfake literacy, critical thinking, and
discernment. By aligning intervention strategies with naturalistic audience responses, the
ecologically valid findings from Chapter 3 not only informed the design of the experimental
studies but also provided a more accurate understanding of how people naturally respond to
deepfakes. These insights proved instrumental in identifying necessary areas to address when
designing educational interventions.

Studies in this thesis were designed to ensure that the findings could be generalised to
real-world settings. The qualitative study in Chapter 3 helped us understand people’s lived
experiences of deepfakes, the multi-experiment study in Chapter 4 specifically sampled
participants who were imminently undergoing an important election, and the study in Chapter
5 examined how guidelines that were currently being used to design misinformation
interventions could have negative downstream effects on epistemic trust. This thesis
contributes valuable insights to misinformation researchers by deepening their understanding
of deepfake effects and multi-modal misinformation in an applied context. The emphasis on
ecological validity throughout this thesis enhances the credibility of our findings, ensuring that
the results offer a realistic and everyday perspective on the effects of deepfakes, which
researchers can use as a foundation for future studies. This thesis should also prove useful for
policymakers when designing legislation for deepfakes. For example, without accurate
portrayals of deepfake effects, policymakers may run the risk of excessively or insufficiently
regulating deepfakes, which could result in unintended problems such as unjustly limiting free

speech. By demonstrating how deepfakes realistically influence beliefs, memories, and
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behaviours, this thesis equips policymakers with an empirically grounded framework for

crafting balanced, evidence-based interventions.

6.2.2 Demonstrating the Ethical Conduct of Deepfake

Misinformation Research

My thesis makes a significant contribution to the growing body of empirical research
on deepfakes by demonstrating that it is possible to conduct ethical experimental research on
deepfakes in line with recent advancements in ethical meta-science. As outlined in Chapter 2,
many deepfake experiments rely on using pre-existing popular deepfakes or deepfakes
generated from custom-made datasets. This practice is often motivated by ethical
considerations, such as the desire to avoid disseminating new deepfakes on public platforms,
the potential to influence individuals' beliefs or behaviours through deepfake-driven
misinformation or concerns about defaming the person depicted in the deepfake.

While these ethical concerns are important, [ argue that they introduce limitations to
the design of deepfake experiments. Specifically, they can restrict research to controlled
laboratory environments, leading to findings that may not be easily generalizable to real-world
situations. Additionally, the hesitancy to create custom deepfakes for experimental purposes
can prevent researchers from exploring specific research questions they would otherwise wish
to investigate. Consequently, ethical challenges can act as a barrier to addressing more
meaningful questions about deepfakes, such as their relevance in real-world contexts or how
individuals' pre-existing beliefs about a person might influence their perception of a deepfake.

In this context, the present thesis makes a meaningful contribution to future research by
demonstrating that important questions regarding deepfakes and misinformation can be
investigated rigorously while maintaining adherence to ethical standards. This is exemplified

through the multi-experiment studies presented in Chapters 4 and 5, where I adhered to ethical
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meta-science principles for misinformation studies (Greene & Murphy, 2023; Murphy &
Greene, 2023), including proper debriefing of participants and conducting follow-up studies to
ensure that participants were not adversely affected by their involvement in the experiments. I
show that with careful planning, including stringent debriefing procedures and follow-up
studies, researchers can explore the impact of deepfakes in ways that minimize potential harm
to participants and the individuals depicted. This approach allows for more comprehensive,
real-world relevant studies of deepfakes without compromising the ethical integrity of the

research Pprocess.

6.2.3 Challenging Alarmist Narratives around Emerging

Technologies through empirical study

Identifying, understanding, and challenging the prevailing alarmist narratives around
deepfakes is a consistent contribution throughout all studies in this thesis. Narratives become
alarmist when they present the capabilities and spread of deepfakes in an exaggerated negative
light, unsupported by empirical evidence. These accounts distort public perception by fuelling
unwarranted fear and panic about the prevalence and potential harms of the technology. This
moral panic and growing technophobia may also deter individuals from embracing future
innovations that could offer significant benefits (Khasawneh, 2023). Additionally, alarmist
portrayals often emphasise specific concerns, such as the role of deepfakes in hyperbolic harms
like political manipulation or threats to national security (Chesney & Citron, 2019; Tang et al.,
2023). By focusing exclusively on one aspect of the issue, these narratives divert attention from
other, possibly more realistic concerns, like the harmful use of deepfakes in pornography
(Karasavva & Noorbhai, 2021). Moreover, exaggerating the spread and impact of the
technology erodes public trust in credible information despite the narratives lacking in evidence

to substantiate their claims. It is crucial to challenge these exaggerated accounts, as they hinder
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the adoption of beneficial technologies, misdirect attention from more pertinent threats, and
misinform the public.

My thesis challenges the widespread narratives around deepfakes and shows that they
are unsubstantiated by empirical evidence. At the start of my thesis in October 2021, I
perceived deepfakes as being the next frontier of misinformation due to its hyper-realistic
audio-visual portrayal of reality. Certainly, this was reflected in the literature at the time with
many papers discussing and predicting the dangerous consequences of deepfake technology
(Chesney & Citron, 2019; Westerlund, 2019). However, the foundation of this narrative was
challenged early in my thesis during the scoping review in Chapter 2, which revealed that the
prevailing narratives at the time were largely speculative and lacked empirical support. Existing
research was divided on whether deepfakes were uniquely harmful and dangerous compared
to existing formats of misinformation (Hameleers, 2024; Lee & Shin, 2022; Murphy & Flynn,
2022). This became the inspiration for the study in Chapter 4 where I decided to directly
challenge the claims around deepfakes and found that deepfakes indeed did not differ from pre-
existing formats of misinformation, changing my perspective from questioning the claims
about deepfakes to concretely identifying them as alarmist and unfounded. Discovering that
the discourse surrounding deepfakes was deeply exaggerated marked a significant shift in this
thesis. Rather than focusing exclusively on mitigating the direct harms of misleading deepfakes,
the interventions in Chapter 5 also needed to address the indirect harms arising from alarmist
discourse surrounding deepfakes. Ultimately, my thesis unearthed the speculative foundation
of narratives around deepfakes, confirmed that the narratives are alarmist and dystopian, and
mitigated the indirect consequences of alarmist narratives.

Challenging alarmist discourse around deepfakes is a contribution that is especially
relevant for several stakeholders. For misinformation researchers, it encourages a shift from

viewing deepfakes solely as a dangerous consequence in politics and national security. Rather
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than focusing primarily on the political risks, researchers might consider exploring other, more
prevalent harms, such as those associated with deepfake pornography and online bullying or
harassment (Jackson et al., 2025; Karasavva & Noorbhai, 2021). For public educators, this
work highlights the importance of avoiding the spread of alarmist narratives about deepfakes,
which could undermine trust in authentic content (Hameleers, 2023). Instead, educators should
aim to provide a more accurate understanding of the actual capabilities and concerns of this
technology. Finally, media outlets stand to benefit by refraining from sensationalizing
deepfakes and instead focusing on reporting the technology’s real capabilities, thereby

reducing the fear and anxiety that currently surrounds this technology.

6.2.4 Identifying Important Elements of Educational Deepfake

Interventions

This thesis serves as a foundational investigation of educational deepfake interventions.
It is necessary to educate the public about deepfakes to better equip them with knowledge to
identify deepfakes in their everyday lives. Findings from Chapter 3 evidently show how lack
of awareness and literacy around deepfakes may lead to erroneous interpretations of deepfakes
such as assuming the visuals are truthful or rationalizing the deepfakes with familiar concepts.
Despite the importance in exploring optimal methods of educating the public about deepfakes,
to date, only one other study has explored elements of effective educational deepfake
interventions (Huang & Hu, 2025). Huang & Hu (2025) examined how media literacy
interventions varying by formatting (text, infographic or video) and type (detection tips or
warnings) about deepfakes affected outcome measures such as discernment, perceived Al
literacy, and discernment self-efficacy. While they did find that literacy interventions focusing

on detection tips boosted deepfake discernment, the videos used to measure discernment were
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of anonymous deepfaked individuals from publicly available datasets, whereas most notable
examples of deepfakes circulating in real-world contexts depict well-known or public figures.
Deepfakes of familiar individuals are likely to elicit stronger emotional responses, activate pre-
existing beliefs, and engage recognition-based cognitive processes based on familiarity of the
individual alone (Sugiura, 2014), all of which can influence susceptibility to misinformation
and therefore efficacy of the intervention. The limitations to ecological validity and general
lack of research investigating deepfake intervention design necessitates further contributions
in this area.

Chapter 5 of this thesis directly contributes to addressing these issues as it compares
and situates the efficacy of different deepfake interventions in real-world contexts by using
custom-made deepfakes of prominent political figures as discernment stimuli, deepfakes which
could reasonably be seen on everyday online platforms (Walker et al., 2024). Chapter 5 informs
the first steps to designing an educational intervention that specifically addresses deepfake
harms by finding that an evidence-based intervention can improve discernment of authentic
information and reduce the anxiety around deepfakes and negative perceptions of future
technologies. These findings should prove valuable for researchers and public educators alike.
This research provides future scholars with a deeper understanding of the theoretical
foundations for educating individuals about deepfakes. For instance, findings from Chapter 5
indicate that discernment is influenced not only by the technical quality of a deepfake but also
by individuals’ prior beliefs, which is in line with existing misinformation research (Ludwig &
Sommer, 2024; Rio & Waldzus, 2023; Roozenbeek et al., 2022). For public educators, these
results offer guidance for designing effective interventions, including the recommendation to
avoid alarmist messaging and to reassure audiences that deepfakes are neither ubiquitous nor
uniquely potent or threatening, a recommendation that is also echoed by general

misinformation literature (Hameleers, 2023). Despite being unable to boost deepfake



226

discernment, this thesis lays the groundwork for understanding effective strategies to maintain
the public’s trust in real videos while simultaneously educating and reassuring the public about

deepfakes.

6.3 Strengths

The simplistic and direct approach I take to investigating deepfake exposure effects
represents a particular strength of this thesis. Chapter 4 establishes fundamental causal
relationships between deepfake exposure and subsequent beliefs, memories, and behavioural
intentions. Existing empirical work contrasts with my approach by emphasising different
outcome measures such as perceived accuracy, credibility, and realism of the deepfake stimuli
(Ching et al., 2025). My approach explores the direct cognitive consequences of deepfake
exposure rather than capturing the subjective impressions of deepfakes by participants,
allowing me to make inferences about how deepfake exposure affects real-world beliefs,
memories, and behaviours. However, there is evidence to suggest that once-off misinformation
exposure is unlikely to shift attitudes and behaviours due to deeply entrenched prior beliefs,
lack of relevancy of the misinformation, and small shifts to beliefs does not lead to behavioural
changes (Greene et al., 2025; Lazer et al., 2018) but this research has not been explored in the
context of deepfakes. It remains a worthwhile endeavour to measure simple deepfake exposure
effects despite evidence suggesting that it might not influence attitudes or behaviours because
it is crucial to establish a baseline for how people would react to deepfakes first before future
researchers can explore more complex research designs and outcome measures.

Another key strength of this thesis was its emphasis on assessing deepfake-related
harms beyond the direct effects on beliefs, memory, and behaviour. In addition to investigating
the core cognitive consequences of deepfake exposure, I also exposed the indirect harms

surrounding deepfakes such as the undermining of epistemic trust, stress and anxiety around
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deepfakes, and negative perceptions of future emerging technologies as demonstrated in
Chapter 5. These dimensions of deepfake impact have been relatively understudied and remain
poorly understood, yet they constitute meaningful forms of harm associated with this
technology (De Ruiter, 2021; Twomey et al., 2023). By incorporating these elements into the
thesis, I offer a multi-faceted account of the various harms deepfakes may produce and
demonstrate that deepfakes can exert negative effects even when individuals are not directly
exposed to them.

Finally, a notable strength of the thesis lies in the methodological rigour throughout
each experiment. Each of the experimental studies in Chapter 4 and 5 were sufficiently powered
to detect small effects to ensure greater confidence in null results (Gaskill & Garner, 2020).
Across eight experiments, a total of 7,666 participants were recruited via Prolific,
supplemented with a small amount of convenience sampling, providing a robust sample that
supports the credibility and reliability of the findings of this thesis. The experiments reported
in Chapters 4 and 5 were carefully controlled and incorporated follow-up assessments to
examine delayed effects of deepfake or intervention exposure, an aspect often overlooked in
prior misinformation research (Murphy et al., 2023). Every experiment concluded with a
rigorous, evidence-informed debriefing procedure (Greene & Murphy, 2023; Murphy &
Greene, 2023) to ensure that participants that took part in my studies were not adversely
affected by deepfakes and/or misinformation, including a follow-up experiment to assess
potential negative impacts of taking part in my studies. Collectively, these methodological
strengths reflect careful attention to experimental design, ethical conduct, and the rigour of the

thesis overall.

6.4 Limitations
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Methodological Limitations

A methodological limitation of this research relates to the culture of the samples used
throughout the experiments in this thesis. Much existing misinformation research, including
deepfake studies, disproportionately relies on American or Western, White populations
(Dobber et al., 2021; Hameleers, 2024; Murphy et al., 2023), which is problematic because it
limits the generalizability of misinformation research to western societies (Henrich et al., 2010).
I also sampled participants from the US and Ireland for practical reasons such as the U.S.
having a sufficiently large number of participants on Prolific for the well-powered studies in
this thesis, people in the U.S. undergoing an important election, and the primary language used
in the U.S. and Ireland being English. However, I recognize that this choice limits the ability
to generalize the results across diverse cultural contexts. This limitation is particularly relevant
for deepfakes and Al-based misinformation, as global survey data indicate that views toward
these technologies differ markedly between Western and Asian populations. For example, a
29-country IPSOS survey revealed that respondents from different regions differ in how
seriously they regard the threat posed by Al-generated misinformation, as well as in their self-
assessed ability to discern manipulated content (IPSOS, 2023). On average, 40% of Japanese
and South Korean citizens are not confident that they can discern between real and fake news
compared to an average of 60-65% in the United States and European countries (IPSOS, 2023).
Some studies indicate that individuals' confidence in their ability to distinguish between true
and false information can impact their susceptibility to misinformation. Specifically,
overconfidence in this ability may actually increase vulnerability to misinformation (Lyons et
al., 2021). As such, the predominantly western sample from the US and Ireland in this study
may respond differently to the deepfake stimuli than participants from other cultural
backgrounds, such as those from Asian countries, therefore limiting the broader applicability

of the findings.
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Theoretical Limitations

This thesis also faces theoretical limitations. Throughout the thesis, I rely on several
theories to understand and possibly explain how deepfake exposure affects beliefs, memories,
and behaviours such as motivated reasoning and Dual Process Theory (Kahan, 2013;
Kahneman, 2011), the misinformation effect (Loftus & Palmer, 1974), and the Theory of
Planned Behaviour (Ajzen, 1991). While some of these theories were not originally applied to
misinformation contexts, many studies have repeatedly and successfully tested these theories
in misinformation environments to understand how textual or pictorial information affects
beliefs, memories, and behaviours (Murphy et al., 2019; Pennycook & Rand, 2021; Pundir et
al., 2021). Notably, these theories and concepts were not designed for highly realistic
multimodal misinformation and have also not been extensively tested within this context. As
such, I made assumptions about how these theories would apply to deepfakes throughout the
thesis. For example, 1 use established literature on political persuasion and research
highlighting the resilience of attitudes to change due to deeply ingrained social identities,
values, and political motivations as a potential explanation for the null results from Chapter 4.
However, it is possible that there were mechanism-level differences despite the same outcome.
Deepfakes may have generated greater sensory engagement, but this did not translate to
attitudinal or behavioural changes due to limiting factors related to the audio-visual element of
deepfakes (such as the lack of immersion or the uncanny valley effect where that near-perfect
but imperfect human likeness can provoke negative affective responses (Weisman & Pena,
2021)) thus counteracting potential persuasive advantages. Therefore, while the application of
established theories in this thesis is justified and consistent with my results, it is important to
acknowledge that these theories were not built with deepfakes in mind and definitive

conclusions require more extensive research.
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Another limitation is that the theoretical lens used throughout this thesis to understand
deepfake effects emphasises individual cognition (e.g. motivated reasoning, dual processing
theory, misinformation effect), which under-represents the multitude of individual,
metacognitive, and socio-technical factors that influence misinformation susceptibility (Lazer,
2018). In the context of deepfakes, individual factors such as one’s familiarity with the
deepfaked subject could impact their responses to viewing deepfakes (Ahmed & Chua, 2023).
For example, Ahmed & Chua (2023) found that increased familiarity with the deepfaked
subject elicits fluency rendering participants more likely to believe the deepfake as true in a
sort of “truthiness” effect. Metacognitive factors such as one’s perceived ability to detect
misinformation or confidence in discerning between real and false information can similarly
affect susceptibility to misinformation with overconfidence in one’s discernment ability
associated with greater susceptibility to misinformation (Rapp et al., 2024). Finally, socio-
technical factors like how a person responds to counter-misinformation precautions on online
platforms such as fact-checking or community notes, or responses to platform metrics such as
follower count, number of view, and the number of likes a video receives may also affect a
person’s credibility judgments of deepfakes. Jin et al. (2025) demonstrated that participants
perceived deepfakes as more credible if the deepfake video was presented alongside positive
video cues such as high number of views and likes. Evidently, these factors lay outside the
scope of my thesis but are important factors to consider when explaining deepfake

susceptibility which I notably was unable to comprehensively incorporate into my studies.

6.5 Future Directions

Future research should look beyond the prevalent alarmist discourse surrounding
deepfake-related threats in politics and national security and instead focus on the substantiated

and realistic harms associated with deepfakes. Numerous documented cases demonstrate the
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significant impact of deepfakes on individuals, including their use in non-consensual deepfake
pornography (Twomey et al., 2025) and in acts of bullying and harassment (Jackson et al.,
2025). Yet these well-evidenced harms have been overshadowed by a disproportionate research
focus on speculative political consequences that have not been shown to affect electoral
outcomes (Dennehy, 2024). Building on the everyday lived-experience approach to
understanding deepfakes outlined in Chapter 3, additional qualitative research is recommended
to examine how individuals affected by deepfake pornography or by bullying and harassment
perceive and navigate these experiences. Research has started to examine the experiences of
individuals targeted by non-consensual deepfake pornography (Flynn et al., 2025; Twomey et
al., 2025), however, comparatively little attention has been given to understanding experiences
of cyberbullying facilitated by deepfakes. Such work has the potential to offer policymakers
more nuanced, evidence-informed insights to guide the development of effective policies and
legislation addressing deepfakes.

Research should also be extended in the area of educational deepfake interventions. As
outlined in Chapter 5, there is a notable scarcity of studies that clearly identify the components
of effective deepfake interventions. Without such evidence, it remains unclear how to design
interventions that enhance deepfake literacy, preserve epistemic trust in authentic information,
and strengthen individuals’ ability to discern manipulated content, which is arguably the most
critical outcome of any intervention (Huang et al., 2024). Findings from Chapter 5 indicate that
recognising visual artifacts alone does not fully account for susceptibility to or detection of
deepfakes, suggesting that additional factors shape how people engage with these media. These
may include individual differences such as prior beliefs, social identities, cognitive abilities,
and digital literacy, as well as demographic variables like age and gender. Future research is

recommended to examine how such individual and demographic factors influence
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responsiveness to educational deepfake interventions, with the goal of optimising strategies for

effectively educating the public about deepfakes.

6.6 Conclusion

This thesis provides a comprehensive examination of how deepfakes affect beliefs,
memories, and behaviours, and evaluates strategies to mitigate potential harms. Across four
chapters, I demonstrated that while deepfakes can influence cognition and behaviour, they are
not uniquely persuasive compared to other forms of misinformation, such as text or audio,
challenging prevailing alarmist narratives. By integrating qualitative and quantitative
approaches, I situate deepfake effects in ecologically valid, real-world contexts highlighting
the nuanced ways individuals engage with deepfake content.

The thesis also establishes that deepfake research can be conducted ethically without
compromising methodological rigor, using carefully controlled experiments, proper debriefing,
and follow-up assessments to minimize harm to participants. Importantly, these studies show
that educational interventions can effectively enhance discernment of authentic content, reduce
anxiety, and preserve epistemic trust, particularly when interventions avoid alarmist messaging
and acknowledge the multi-modal nature of deepfakes.

By challenging exaggerated narratives, this work offers a more accurate and evidence-
based understanding of deepfake effects, providing insights for researchers, educators,
policymakers, and media practitioners. It highlights the need for further research on individual
and demographic factors that shape responsiveness to interventions. Overall, this thesis
contributes to a realistic, applied, and ethically grounded understanding of deepfakes, paving
the way for informed strategies that protect individuals from harm while fostering trust in

authentic media.
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