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Abstract

Classifying the �uctuating operating wireless environment and detecting interference
is crucial for wireless networks to reliably deliver authentic and con�dential packets.
Wireless systems have penetrated many aspects of modern lives and are an essential
component of the telecommunications infrastructure. Despite signi�cant technological
advancements, most wireless networks remain susceptible to radio jamming. Mod-
ern stealthy attacks transmit short jamming signals that use little energy (to be more
challenging to detect), yet cause entire packet transmission procedures to fail. This
thesis concentrates primarily on wireless sensor networks (WSNs) due to their uti-
lization in the Internet of Things and other applications, the rapidly changing wire-
less landscape, and susceptibility to radio jamming and spectrum coexistence. WSNs
have developed signi�cantly over the past decade and typically consist of resource and
energy-constrained devices employing open standards and commercial-off-the-shelf
equipment. The deployments are diverse and often form essential safety and privacy-
related systems, including remote patient monitoring (health-care), space exploration,
smart homes and cities and missile defense. The persistent threat of jamming and the
abundance of coexisting signals in the industrial, scienti�c and medical (ISM) radio
frequency (RF) band results in WSNs being readily compromised by malicious and/or
unintentional signals. As a result, edge devices require increased capabilities to react
to the wireless operating environment and make decentralized decisions, especially in
remote deployments where it is dif�cult to have continued surveillance.

To detect state-of-the-art subtle jamming attacks and enable decentralized decisions,
this thesis exclusively utilizes correlated in-phase (I) and quadrature-phase (Q) samples.
This procedure focuses on the interactions of the wireless environment with the re-
ceived signal. The I/Q data is consistently available to a functioning receiver and novel
low-order statistical features are extracted from the time-domain, frequency-domain,
and spatial analysis. The extracted features enable low complexity machine learning di-
agnostic tools that achieve similar accuracy to resource-intensive deep neural networks
(DNNs). Diagnostics involve legitimate signal/channel classi�cation for identifying
the operating environment and interference detection and classi�cation. The developed
framework enables decentralized edge device decision-making, needed to enable appro-
priate independent security and transmitting mechanisms and to reduce retransmissions
and energy usage.

Four main work packages (WPs), schematically represented in Fig. 1, are required,
each addressing a speci�c aspect in developing the interference diagnostic framework.
To summarize, the initial WP focuses on an extensive Matlab simulation study that
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WP 1 WP 2 WP 3 WP 4

- Simulation study examining
using I/Q samples for

WSN interference detection
- Features extracted from

received ZigBee I/Q samples
and multiple jamming signals

using subtle and
high-powered transmissions

- Hardware investigation
warranted

- Signal interactions data are
required

- SVM and Random Forest
classi�ers developed

- SDR hardware investigation
of wireless transmissions

- I/Q samples collected from
ISM RF band signals

- 14 low-order features
extracted from analyzing

received I/Q samples
- Multiple machine learning

classi�ers developed
- XGBoost/SVM combination

is the optimal approach
- Optimal single multi-class

models:
XGBoost and a DNN

- GPS received power levels
resemble noise

- Examines the transferability
of the designed signal
classi�cation approach
(features and models)

- Different SDR, numerical
range, signal model

and frequency
- GPS interference detection
and classi�cation approach

developed
-XGBoost is the optimal

model

- Over-the-air WSN
interference examination
- SDR and commercial

devices applied
- Optimal signal classi�cation

models and low-order
features leveraged

- WSN interference detection
and classi�cation models

developed
- Above 98% accuracy
(including unseen data)

- All models combined to
develop an interference
diagnostic framework

Wireless Edge Node Interference Diagnostic Framework Development
Domestic Operating Environment

Simulations Hardware Signal Classi�cation GPS Investigation WSN Investigation

Figure 1: Schematic representation of the thesis’s work packages and the associated main �ndings and
contributions.

neglects hardware restrictions. WP 2 extracts low-order features from wirelessly re-
ceived ISM band signals and develops optimal machine learning signal classi�ers. WP
3 analyzes Global Positioning System (GPS) signals, due to the bene�t from accurate
time and location measurements, similarities to signal classi�cation due to the low re-
ceived power levels and GPS signals being vulnerable to interference. This GPS work
examines the developed methodology’s transferability to a new RF spectrum area and
applies different hardware and numerical ranges for feature extraction. WP 4 focuses on
WSN (ZigBee) interference detection and classi�cation using the developed low-order
features. The optimized machine learning models in WP 2 form the foundation for
interference diagnostic tool development.

Software-de�ned radios (SDRs) and Raspberry Pi devices implement low-cost yet
high-performance WSN and GPS testbeds, penetration testers and data acquisition tools.
Feature analysis uses I/Q samples received from commercial and SDR sources in a do-
mestic wireless operating environment. Noise, ZigBee, continuous wave (CW), WiFi
and Bluetooth data are examined for signal classi�cation. Over-the-air ZigBee interfer-
ence data is collected from SDR jamming of ZigBee signals transmitted from SDR and
commercial (XBee) sources. A developed ZigBee wireless testbed is utilized in each
approach, where the interference signals are the matched signal (ZigBee) intelligent
deceptive jamming attack and conventional CW jamming.

Supervised machine learning algorithms, including support vector machines, Ran-
dom Forest, XGBoost, K Nearest Neighbors and DNNs, evaluate the developed feature
set in each application. The designed data analytics and features enable more fundamen-
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tal approaches to achieve similar accuracy and generalization results, on unseen data, to
DNNs, but for a small fraction of the time and computation requirements. Compared to
existing schemes, the low-order features that neglect prior network knowledge are novel
and prove supervised fundamental approaches can generalize to new data, given pow-
erful data analytics. The principal contribution is the real-world validated intelligent,
novel, low complexity, widely deployable interference diagnostic tools. These tools
utilize novel low-order features and achieve an average accuracy above 98%, which
matches or outperforms the related literature. Adapting the optimized models to GPS
signals establishes the transferability of the designed methodology. A Raspberry Pi
embedded device implementation exempli�es a relatively resource-constrained deploy-
ment.
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Chapter 1

Introduction

This thesis’s central research question surrounds how to improve security on resource-
constrained wireless edge devices by only using data consistently available to a func-
tioning receiver on the edge node. The diagnostics involve legitimate signal/chan-
nel classi�cation and interference detection that enables decentralized edge device
decision-making, needed to enable appropriate security and transmitting mechanisms
and to reduce retransmissions and energy usage. The aim is to extract high-level inter-
ference information from low-level in-phase and quadrature-phase received samples.
Wireless networks are vulnerable to radio jamming attacks due to the open nature of
wireless channels and the lack of practical physical-layer wireless technologies that
can ef�ciently decode data packets in the presence of jamming attacks. This thesis
focuses on wireless sensor networks and global positioning system signals.

1.1 Motivation

Wireless networks are an essential component of the telecommunications infrastruc-
ture. The devices in use vary from resource-constrained wireless sensor edge nodes to
resource-abundant laptops and hand-held devices. The applications of wireless devices
have penetrated many aspects of modern lives, resulting in the increased importance
of, and need for, wireless services [1]. This phenomenon results from the rapid gen-
eration of wireless devices and protocols and the explosion of Internet-based mobile
applications. Despite wireless technologies signi�cantly advancing over the past sev-
eral decades, most wireless networks are still vulnerable to radio jamming attacks. This
circumstance is due to wireless channels’ open nature and the increased availability
of hardware capable of jamming multiple networks using various techniques. Addi-
tionally, there has been a lack of progress in the design of jamming-resistant wireless
networking systems, culminating in legitimate wireless devices being generally unable

1
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Figure 1.1: An example visualization of the technical architecture of wireless communications in modern
society. Example communication model, highlighting the potential use of WSN protocols as the commu-
nication link between sensing devices (�Things�) and the internet access point, for use in applications
such as the Internet of Things.

to decode data packets in the presence of jamming attacks. This thesis focuses on this
jamming attack problem by examining resource-constrained applications, where typical
security algorithms cannot be applied. Nevertheless, the associated devices are utilized
in safety-critical applications.

Wireless sensor networks (WSNs) have developed signi�cantly over the past decade.
These networks are being deployed across a diverse application space, including health
care (wireless body area networks) [2], remote patient monitoring [3], missile defense
[4], space exploration [5, 6], aerospace [7] and even using Low Earth Orbit satellites as
components [8]. Notably, the emerging area of the Internet of Things (IoT) [9] leverages
WSNs to provide the communication link between the sensing/actuating devices and the
internet access point. This utilization is demonstrated in Fig. 1.1, where the Low-Rate
Wireless Personal Area Network (LR-WPAN) protocol is an example communication
link. This WSN use case, coupled with the other potential applications, indicates the
contribution of WSNs to the technical wireless infrastructure of modern society, while
providing an insight into potential vulnerabilities.

These IoT developments are rapidly changing the wireless landscape, as advances
are directly affecting (or creating) broadly accepted models such as smart cities, smart
homes [10], edge/cloud computing and big data analytics, amongst others. In modern
society, IoT research is leading to the truly connected world, smart homes and smart
industries. A visualization of the �truly connected world� is provided in Fig. 1.2, which
speci�es example application areas where anything that can be pro�tably connected
should be connected. These critical applications will, most likely, continue to embrace
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WSNs in the modern cost-centered age due to enabling easier design, installation and
maintenance, while simultaneously providing new deployment opportunities. However,
these deployments persistently encounter malicious interference and spectrum coexis-
tence challenges. To manage safety and privacy requirements, security on edge devices
needs improvement, while also maintaining low complexity, to overcome jamming
issues without causing device degradation. The preferred solution would require no
device redesign or additional hardware expense. Any loss of service (or transmissions)
from these deployed edge devices can signi�cantly affect privacy, safety and system
performance. Here, ZigBee is the investigated LR-WPAN wireless communication
technology as it has been widely used to provide low-bandwidth wireless services for
IoT applications such as building automation, medical data collection and industrial
equipment control [11]. As WSNs continue to develop into an indispensable component
of modern technology and, consequently, the radio frequency (RF) spectrum becomes
increasingly congested, the communication link’s enhanced security evolves into a ne-
cessity. Furthermore, as these applications can bene�t from precise location and time
data, a similar analysis can be extended to Global Positioning System (GPS) signals.

Smart Home/Cities

Vehicle-to-Vehicle Medical

Industry 4.0

Aerospace
(E.g. �y-by-wireless)

Everyday
Devices

Satellites

Agriculture

Businesses

Smart
Devices

Figure 1.2: A visualization of the importance of wireless communications in modern society. An example
of the applications involved in achieving the �truly connected world�.

Since WSN utilization has expanded, new security challenges materialize due to
the rise of stricter operational and availability requirements. Generally, ZigBee oper-
ates using resource-constrained battery-operated devices in the industrial, scienti�c and
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medical (ISM) RF band. This operation potentially results in unintentional interference
from coexisting devices generating other legitimate ISM RF signals (e.g., WiFi and
Bluetooth). As WSNs (ZigBee) are deployed in various real-world critical applications,
it is essential to secure ZigBee communications to ensure reliable wireless connections.
However, securing WSNs is challenging due to the burden of protecting the transmitted
sensitive information across various applications while operating under unique secu-
rity vulnerabilities and a �uctuating RF spectrum and physical environment. Although
ZigBee communications use spectrum spreading at the physical layer for jamming re-
silience, the spectrum-spreading code sequence’s length is 32 chips for every four bits.
The resulting jamming mitigation capability that this spreading approach can offer is
approximately 10log10(32=4) � 9 dB, which is limited [11]. As a result, WSNs (Zig-
Bee) are susceptible to both unintentional and malicious forms of interference where,
if a device emits suf�ciently powerful signals, all the ZigBee devices in its proximity
will be unable to communicate. Consequently, WSN compromise, whether malicious or
unintentional, is achievable and can have signi�cant privacy and safety consequences.
Therefore, the communication link’s security and availability are essential for deliver-
ing authentic and con�dential packets. Also, classifying �uctuating operating wireless
environments can be crucial for identifying the dominant signals in the environment,
which may allude to the cause of interference being malicious or otherwise. Couple this
aspect with establishing a level of trust among network nodes while providing resilience
to interference, and it becomes clear that maintaining security is challenging. Hence,
as modern applications are increasingly reliant on wireless services, security threats re-
quire attention and problematic interference, whether unintentional or malicious, needs
to be detected. The optimal detection approach does not degrade device performance
or require physical device changes.

Jamming attacks are active attacks that, typically, aim to overpower the legitimate
signal with spurious radio-frequency transmissions. When an attacker transmits a jam-
ming signal to disrupt communication, the target node under attack may repeatedly fail
in its transmission attempts and retransmit the packets. This process will severely de-
grade network performance and quickly exhaust the battery of the device [12]. Several
jamming techniques exist, where the crude, higher jamming power attacks, are more
effective but boost detectability. As such, the attacker is typically driven to optimize
signal interference to maximize packet loss while minimizing attack detectability. As a
result, jamming in wireless networks has advanced to be more stealthy and long-lasting
with limited energy. Stealthy attackers transmit short jamming signals, to become less
detectable with less energy, and yet powerful enough to ruin entire packet transmission
procedures [12]. In terms of this thesis, as ZigBee, typically, implements no forward
error correction, a single bit-error results in a packet error, resulting in this form of
subtle jamming being a signi�cant threat. Hence, jamming is a very effective denial-of-
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Figure 1.3: A visualization of an example WSN application, where the communications strategy utilizes
a central coordinator. An illustration of an applied jamming attack on the network is provided, where the
jamming signal is illustrated by the lightning bolt symbol.

service attack that renders most higher-layer security mechanisms moot, yet it is often
ignored in WSN design [13]. Jamming resistant techniques are applied and are crucial
for applications where reliable wireless communication is required. Spread spectrum
techniques, such as Frequency Hopping Spread Spectrum (FHSS) and Direct Sequence
Spread Spectrum (DSSS), have been used as countermeasures against jamming attacks
[14]. To further motivate examining jamming attacks in this thesis, examples of the
consequences of jamming applications that leverage WSNs and other low power lossy
networks (LLNs) are identi�ed. Visualization of such attacks and typical �victim� ap-
plications is provided in Fig. 1.3. Jamming can be devastating to applications that are
sensitive to delay or loss. For example, suppose a medical network that monitors pa-
tients’ physiological data over an LLN [15] is jammed. In that case, serious problems
may arise because the transmitted sensitive data is directly linked to patients’ lives.
Home security systems using WSNs [16, 17] incur similar problems, as intruders can
implement jamming attacks to break into a house by disturbing the transmissions of
alarm messages to the home control center. Smart grids and factories are also vulnerable
to jamming attacks, where an attack can cause misjudgments and erroneous operations
[18].

A coherent requirement to improve security methods for WSNs in the presence of
interference attacks has thus been established. This thesis focuses on resolving this
requirement by developing an interference detection security strategy applicable to
resource-constrained wireless edge devices. The primary aim is to exclusively use data
consistently available to a functioning receiver at the edge, namely received in-phase
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(I) and quadrature-phase (Q) samples. The hypothesis surrounds the concept that once
an attack is detected, it can typically be mitigated. This thesis’s work develops a low-
complexity intelligent interference diagnostics framework that is widely deployable,
detects malicious and unintentional interference and applies to different receivers. Con-
sequently, as edge nodes can usually deliver packets to non-jammed neighbors [19], the
communication link’s security is enhanced by detecting interference. The diagnostics in-
volve extracting high-level information from low-level data for legitimate ISM RF band
signal/channel classi�cation and interference detection and classi�cation for ZigBee
and GPS signals. This approach enables decentralized edge device decision-making,
needed to enable appropriate security and transmitting mechanisms and to reduce re-
transmissions and energy usage. Data is collected in time-distinct sessions from an
active domestic wireless environment that is typically changeable. This I/Q data ap-
proach is used to create a concise novel low-order feature set based on time-domain,
frequency-domain and spatial analysis. The classi�ers embrace machine learning algo-
rithms to exploit the temporal and spatial characteristics of received I/Q data to identity
received signals and the presence of subtle and crude interference signals. The diag-
nostic concept refers to the node’s overall ability to detect and classify interference
under several scenarios, such as when packets are received and when no packets can
be received. An overall algorithm is required as different data are required in each case,
resulting in an interference diagnostics solution.

1.2 Aims and Scopes of the Thesis: Intelligent Diagnos-
tic Tools for Wireless Edge Nodes

This thesis aims to enable resource-constrained edge devices to detect and classify
interference by developing a novel method of solely using data consistently available
to devices at the edge with functioning receivers. The optimal approach would detect
interference when packets are received with errors and when no packets are received,
while neglecting network-level data and making independent decisions. An approach
that could achieve these requirements would have many bene�ts in decentralized edge
device decision-making, such as, for example, supporting the implementation of appro-
priate security and transmitting mechanisms and reducing retransmissions and energy
usage. As a result, this thesis aims to develop low complexity, widely deployable de-
cision support systems for intelligent interference detection in WSN and GPS edge
devices. Four main objectives are de�ned in this thesis to develop the proposed inter-
ference diagnostic framework that exclusively utilizes features extracted from the raw
received in-phase and quadrature-phase samples. These objectives are as follows:

Objective 1 was to investigate the potential exclusive use of received raw I/Q sam-
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ples through an extensive Matlab simulation study. This approach incurs no hardware-
related restrictions, resulting in no limitations in the maximum or minimum numerical
values. This approach is an ef�cient method to analyze high volumes of transmissions
and extract different possible features. This simulation study’s main aim was to deter-
mine if features extracted from the received I/Q samples had potential for interference
detection using machine learning classi�ers and if hardware based wireless experi-
mentation was warranted. In the process, these simulations helped to identify the type
of data required for interference detection. ZigBee simulations were applied as it is
an essential technology for low-power, low-data rate and short-range wireless com-
munication services such as home automation, medical data collection and industrial
equipment control [1]. Interference detection was the singular diagnostic tool consid-
ered as it is the primary implementation aspect of the proposed diagnostic framework.
The simulations were expanded to include interference classi�cation, which suggests
using received I/Q samples for signal classi�cation.

Objective 2 was to investigate the practicality of applying the features extracted from
the simulation study to real over-the-air wireless signals transmitted and received in
hardware testbeds. This initial stage analyzed legitimate signal classi�cation for sig-
nals operating in a domestic environment in the ISM RF band. Raw I/Q samples were
collected using software-de�ned radios (SDRs) in a typical wireless operating envi-
ronment that contained different signal sources, devices, obstacles and service usage.
Received samples were visualized and analyzed across time, frequency and space (prob-
ability density function), which expanded the feature set extracted in simulations. As
the simulations supported interference classi�cation, this manifests as received signal
classi�cation in this research objective. Signal classi�cation is required for two reasons:
before interference can be detected, the legitimate wireless signals being transmitted
need to be identi�ed and the wireless channel (signals in transit) needs to be identi�ed
when no packets are received. This results in the �rst stage of developing an interfer-
ence diagnostic tool for wireless edge devices since, when packets cannot be received,
signal model data is required. A low-order feature set is the critical requirement and
needs to differentiate signals using similar modulation schemes and when the receiver
becomes saturated. Classi�cation decisions are based entirely on low-order features
extracted from the raw I/Q samples. Utilizing the raw I/Q samples was validated by
focusing on fundamental machine learning algorithms, which need to be veri�ed as
�t for purpose through a comparison with deep learning. The developed features were
veri�ed by analyzing the achieved accuracy and ability to generalize to unseen data.

Objective 3 investigated the transferability of the developed low-order feature set
through a GPS signal implementation. As GPS signals are received at such low-power
levels (e.g. -125 dBm), interference classi�cation is comparable to signal classi�ca-
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tion. This concept is applicable as received GPS signals resemble noise and relatively
low-powered jammers can readily block satellite reception. This phenomenon results in
GPS interference signals being classi�able in the presence of noise-like signals, which
is consistent with the second research objective. This GPS signal research objective
aims to examine the transferability of the developed low-order feature set to a different
area of the RF spectrum and to determine if speci�c hardware or numerical data ranges
are necessary. The GPS examination using the developed low-order features, calculated
on a different numerical range, was compared to Objectives 2 and 4 by implementing
a lower-cost SDR, which subsequently examines a new hardware reception platform.
The successful transition of the developed features results in the features providing
an underlying description of the received signal being analyzed and being compatible
across platforms, signal models and data normalization (numerical range). Addition-
ally, the developed, optimized models from the signal classi�cation objective are being
transferred to new data, the received GPS signals. Consequently, the useful transition
of the optimal machine learning models to GPS jamming detection and classi�cation
signi�es a successful example of transfer learning.

Objective 4 was to investigate adapting the low-order feature set to WSN interference
detection and classi�cation. This approach forms the interference diagnostic frame-
work’s primary concept, as WSNs are highly susceptible to jamming attacks and these
networks are becoming increasingly important to modern applications. The research
surrounds the physical layer and real over-the-air wireless data was collected by imple-
menting a SDR experimental approach using ZigBee and SDR-based testbeds, where
the focus was applied to matched signal and CW interference. The low-order feature set
developed in Objective 2 was applied in this interference detection research objective.
In-depth analysis and validation of the low-order features for interference detection
are achieved using machine learning-based classi�ers, namely support vector machine,
the dependent ensemble XGBoost approach and a deep neural network (DNN). The
methodology development involves examining ZigBee over-the-air data for arti�cial
jamming and SDR jamming of ZigBee signals transmitted from SDR and commercial
(XBee) sources. This approach was expanded to a legitimate node classi�cation tech-
nique and an overall algorithm for an edge device interference diagnostic framework.

1.2.1 Contribution

This thesis’s primary contribution encompasses improving security on resource con-
strained wireless edge devices by only using data consistently available to a functioning
receiver on the edge node. In the process of developing this security improvement, this
thesis contributes to three primary areas of wireless communications research: wire-
less signal classi�cation methods, interference detection in wireless communications
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networks, namely WSNs, and the exclusive use of raw I/Q samples. The principal
contribution is the real-world validated intelligent, novel, low-complexity and widely
deployable interference diagnostic tools. These tools form a framework designed for
independent compact wireless devices and are based exclusively on raw received I/Q
samples and a novel low-order statistical feature-set. The framework highlights that
low-level data can be used to make typical higher-level decisions surrounding mali-
cious and unintentional interference scenarios. In contrast to previous work in jamming
detection for WSNs, only the designed, optimized machine learning model is required
on the device, and both malicious and unintentional interference can be classi�ed. The
developed diagnostic framework enables independent operation, as no channel assump-
tions, network-level information or spectral images are required. It differentiates itself
by solely analyzing the raw I/Q data, which is consistently available to functioning
receivers, while achieving high accuracy and generalization to unseen data.

In terms of the developed feature set, the contribution and novelty surround the use
of received raw I/Q samples and application of the feature-set across WSN and GPS
interference detection and classi�cation and ISM RF band wireless signal classi�cation.
The concise novel feature set is based on time-domain, frequency-domain and spatial
analysis of the received I/Q samples collected from an active wireless environment that
is typically changeable. To the best of the author’s knowledge, the application of Hjorth
parameters [20] in this thesis is novel and the use of the fast Fourier transform (FFT)
dynamics produces novel features. The developed features differ from the literature
by only requiring access to raw received I/Q samples, permitting independent device
decisions and using low-order statistics. This differentiation is thoroughly explained
in Chapter 3, where the lack of spectral images, received signal strength indicator sam-
ples, high-order cumulants and transforms other than the FFT are the differentiating
factors. These low-order features provide a novel input to ISM RF band signal classi-
�cation and wireless interference detection by providing an underlying description of
the received signal. The low-order features enable single device diagnostics regarding
the received signal and operating environment interactions to detect subtle deviations
(stealthy jamming) from the expected reception.

The contribution is validated and enhanced by successfully implementing the devel-
oped intelligent classi�cation methodology across different, relatively low-cost, open-
source SDR receivers, numerical ranges, signal models, frequencies and implementa-
tion platforms. The developed methodology includes the low-order features, the data
requirements, the identi�ed machine learning approaches, the experimentation across
platforms and the exclusive use of I/Q samples, along with the developed framework
using real-world signals. The designs are fully validated by implementing deep neural
networks and lower complexity fundamental machine learning solutions using open-
source software programs. The developed supervised fundamental machine learning
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approaches detect and classify malicious and unintentional interference on wireless
edge nodes while achieving deep learning performance for a small fraction of the time
and resource requirements. Additionally, a minor contribution uses the low-order fea-
tures as a simple commercial ZigBee node/software-de�ned radio classi�er. Multiple
intelligent models are designed as a combination to develop an edge device low com-
plexity, low-order wireless interference diagnostic framework, which is the thesis’s
main contribution.

1.3 Thesis Layout

The development of intelligent low complexity diagnostic tools for the accurate de-
tection and classi�cation of interference and improving security on wireless resource-
constrained edge devices is a multidisciplinary �eld of research that encapsulates knowl-
edge of engineering, computer science and practical hardware deployment. Exclusively
utilizing correlated in-phase and quadrature-phase samples to implement the tools and
provide independent edge device operation incorporates an additional layer of complex-
ity to the work packages. Therefore, the work conducted in this thesis has a broad focus
and the thesis layout is represented as follows:

Chapter 2 provides the necessary background on the primary signals of interest and the
associated proposed application space within which to deploy the developed interfer-
ence diagnostic framework. The primary application area is WSNs, which are systems
implemented across various deployments, including safety-critical, space and internet
of things applications. These applications can bene�t from precise location and time
data, resulting in the analysis of GPS signals. The chosen WSN protocol is ZigBee as it
is the de-facto standard since almost all available commercial and research sensor nodes
are equipped with ZigBee transceiver chips [21]. This chapter also discusses security in
terms of four interlinked but distinct components; requirements, vulnerabilities, attacks
and defenses. This analysis develops a 3-D functional model for security that provides a
simpli�ed visual representation of some available security setups for wireless networks.
This thesis’s hop-by-hop event-driven (bit errors) detection on every transmission is
one of the possible established security setups. The reason why jamming attacks were
the chosen attack style for this thesis is also explained. This chapter also establishes
the typical attack development strategy and describes the intelligent deceptive jammer
attack style of matched signal interference. For readers who have no security back-
ground, this information may be relatively new and, therefore, it is crucial to clarify the
vulnerability of wireless networks to various interference attacks.

Chapter 3 describes how this work is distinct from the literature. A comprehensive
background examination of wireless signal classi�cation is provided, where the primary
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use case is automatic modulation classi�cation. The literature review is then expanded
to include interference detection and prevention techniques. Throughout this state-of-
the-art discussion, the attributes that indicate new solutions will be required at the edge,
meaning that the resource-constrained devices will require an interference diagnostic
framework, are established. The primary source of novelty is exclusively using the
I/Q samples and the related research on this topic is discussed. Regarding wireless
networks, detecting interference and classifying the signal type is not an original con-
cept but requires continual improvements to keep up with current hardware/software
enhancements, which enable more stealthy and advanced interference attacks. Focus-
ing on using the received raw I/Q samples as the basis for interference detection and
classi�cation decisions is a relatively novel concept.

Chapter 4 explores the initial examination of exclusively using received I/Q samples to
detect and classify interference in WSNs. The necessary I/Q data is collected by apply-
ing Matlab Monte Carlo simulations, across a range of jamming-to-signal (JSR) ratios
and interference types, including matched signal interference, CW, WiFi and thermal
noise. These simulations analyze the full packet overlap case, where the legitimate and
interference packets fully interact, and different variations of legitimate and interfer-
ence packet overlap. This approach evaluates the ideal case for using I/Q samples, as
no hardware limitations exist in these Matlab simulations. The simulation approach is
validated using a software-de�ned radio to transmit the simulated packet for a spectral
comparison to a commercial device. This chapter uses the simulation study to identify
the required data for developing machine learning classi�ers and the developed features
form the foundation for hardware experimentation in later chapters. This chapter’s work
determined if the raw I/Q samples had value and if there was motivation to investigate
a live over-the-air study. The initially adopted machine learning algorithms of support
vector machine (SVM) [22] and Random Forest [23] are also discussed and general
classi�er metrics established.

Chapter 5 discusses the hardware used in this thesis and explains why each device
was selected. Each device’s associated applications are speci�ed, along with the chosen
wireless devices’ utilization in developing data strategies for each of the wireless over-
the-air studies. These designed testbeds transmit environmentally sensed data using the
ZigBee protocol and are the primary source of legitimate WSN data in this thesis. This
chapter also demonstrates the advantages of utilizing SDRs, and available software
packages, as wireless signal analysis and penetration testing tools. Extracting received
I/Q samples in coexistence with both unintentional and malicious interference is es-
sential for successfully developing the proposed methodology. As a result, this chapter
discusses how Raspberry Pi embedded devices and SDRs were employed to produce
low-cost, high-performance testbeds and data collection approaches to obtain the nec-
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essary I/Q samples. SDRs enable access to the required data and provide the necessary
jamming signals when needed, as the SDR can produce several signal models using
signal processing blocks or Python3 software. The work in this chapter is essential for
the wireless studies in Chapters 6 and 7.

Chapter 6 leverages the results from Chapter 4 to develop a low-order feature set
based on wireless over-the-air data received using SDR hardware. The features aim to
differentiate signals in the ISM RF band, even when signals use similar modulation
schemes and when the receiver becomes saturated. The analyzed signals are transmitted
from both commercial and SDR sources and include channel noise, ZigBee, continuous
wave, WiFi and Bluetooth signal data. Classi�cation decisions are based entirely on
the developed low-order features extracted from the raw I/Q samples. This approach
develops a legitimate signal classi�cation approach for the interference scenario when
no packets can be received. This chapter validates the developed features by analyzing
the achieved accuracy and ability to generalize to unseen data. The machine learning
algorithms used are the previously introduced SVM and Random Forest models, along
with the newly adopted k nearest neighbors (k-NNs), XGBoost, Naive Bayes and neural
network (NN) approaches. These machine learning concepts are all discussed in detail,
particularly the XGBoost and neural network approaches. The primary outcome of
this chapter is the developed optimal features and associated optimal machine learning
approaches.

Chapter 7 discuss this thesis’ main contribution. The work in this chapter develops
the overall interference diagnostic framework for wireless resource-constrained edge
devices. The low-order features and optimal machine learning approaches from Chapter
6 are adopted in this chapter as a form of transfer learning to develop the interference
detection and classi�cation models ef�ciently. The focus is on the ZigBee WSN signal
model and the transferability of the features and developed methodology is examined
by studying GPS signals. The real over-the-air data are collected by implementing SDR
testbeds, as described in Chapter 5. In-depth analysis and validation of the low-order
features for interference detection are achieved using the SVM, dependent ensemble
XGBoost approach and a deep neural network. The developed models are evaluated
using available test data and K-fold cross-validation. The low complexity interference
framework achieves an average accuracy among the developed models above 98%.
This chapter’s work involves examining ZigBee over-the-air data for arti�cial jamming
and SDR jamming of ZigBee signals transmitted from SDR and commercial (XBee)
sources, where matched signal (as per Chapter 2) and continuous wave interference are
analyzed. A Raspberry Pi embedded device implementation study examines a relatively
resource-constrained deployment. The overall diagnostic algorithm is formulated based
on the developed interference detection models and the previous signal classi�cation
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approach in Chapter 6.

Chapter 8 is the concluding chapter, which summaries the main �ndings and contribu-
tions of the thesis and discusses potential future research directions.

1.4 List of publications arising from this thesis

Journals:

1. G. D. O’Mahony, K. G. McCarthy, P. J. Harris and C. C. Murphy, �Developing a
Low-Order Statistical Feature Set Based on Received Samples for Signal Classi-
�cation in Wireless Sensor Networks and Edge Devices�, IoT, vol. 2, no. 3, pp.
449-475, 2021, doi: 10.3390/iot2030023

2. G. D. O’Mahony, K. G. McCarthy, P. J. Harris and C. C. Murphy, �Develop-
ing novel low complexity models using received in-phase and quadrature-phase
samples for interference detection and classi�cation in Wireless Sensor Net-
work and GPS edge devices�, Ad Hoc Networks, vol. 120, p. 102562, 2021, doi:
10.1016/j.adhoc.2021.102562

Magazine Articles:

1. G. D. O’Mahony, J. T. Curran, P. J. Harris and C. C. Murphy, �Interference and In-
trusion in Wireless Sensor Networks,� in IEEE Aerospace and Electronic Systems
Magazine, vol. 35, no. 2, pp. 4-16, Feb. 2020, doi: 10.1109/MAES.2020.2970262.

Conference Papers:

1. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Analyzing the Vulnerability
of Wireless Sensor Networks to a Malicious Matched Protocol Attack,� 2018
International Carnahan Conference on Security Technology (ICCST), Montreal,
QC, 2018, pp. 1-5, doi:10.1109/CCST.2018.8585681.

2. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Investigating the Prevalent
Security Techniques in Wireless Sensor Network Protocols,� 2019 30th Irish
Signals and Systems Conference (ISSC), Maynooth, Ireland, 2019, pp. 1-6, doi:
10.1109/ISSC.2019.8904934.

3. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Developing Low-Cost Testbeds
for Enhancing Security Techniques in Wireless Sensor Network Protocols,� 2019
30th Irish Signals and Systems Conference (ISSC), Maynooth, Ireland, 2019, pp.
1-6, doi: 10.1109/ISSC.2019.8904967.

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

13 George D. O’Mahony

https://doi.org/10.3390/iot2030023
https://doi.org/10.1016/j.adhoc.2021.102562
https://doi.org/10.1109/MAES.2020.2970262
https://doi.org/10.1109/CCST.2018.8585681
https://doi.org/10.1109/ISSC.2019.8904934
https://doi.org/10.1109/ISSC.2019.8904967


CHAPTER 1. INTRODUCTION 1.4. LIST OF PUBLICATIONS ARISING FROM THIS THESIS

4. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Analyzing using Software De-
�ned Radios as Wireless Sensor Network Inspection and Testing Devices: An In-
ternet of Things Penetration Testing Perspective,� 2020 Global Internet of Things
Summit (GIoTS), Dublin, Ireland, 2020, pp. 1-6, doi: 10.1109/GIOTS49054.2020
.9119606.

5. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Identifying Distinct Features
based on Received Samples for Interference Detection in Wireless Sensor Net-
work Edge Devices�, 2020 Wireless Telecommunications Symposium (WTS),
Washington, DC, USA, 2020, pp. 1-7, doi: 10.1109/WTS48268.2020.9198724.

6. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Investigating Supervised Ma-
chine Learning Techniques for Channel Identi�cation in Wireless Sensor Net-
works,� 2020 31st Irish Signals and Systems Conference (ISSC), Letterkenny,
Ireland, 2020, pp. 1-6, doi: 10.1109/ISSC49989.2020.9180209.

7. G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Detecting Interference in
Wireless Sensor Network Received Samples: A Machine Learning Approach�,
2020 IEEE 6th World Forum on Internet of Things (WF-IoT), New Orleans, LA,
USA, 2020, pp. 1-6, doi: 10.1109/WF-IoT48130.2020.9221332.

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

14 George D. O’Mahony

https://doi.org/10.1109/GIOTS49054.2020.9119606
https://doi.org/10.1109/GIOTS49054.2020.9119606
https://doi.org/10.1109/WTS48268.2020.9198724
https://doi.org/10.1109/ISSC49989.2020.9180209
https://doi.org/10.1109/WF-IoT48130.2020.9221332


Chapter 2

Wireless Sensor Networks, Signal
Models and Security

This information is important for the simulation work in Chapter 4, the hardware testbed
development in Chapter 5 and the experimental over-the-air work presented in Chapters
6 and 7. This chapter outlines the application space of this thesis, the associated signal
models, the typical security requirements and the attacks that can be implemented on the
wireless channel. The work in this chapter has been published in part in the following:

� G. D. O’Mahony, J. T. Curran, P. J. Harris and C. C. Murphy, �Interference and
Intrusion in Wireless Sensor Networks,� in IEEE Aerospace and Electronic Sys-
tems Magazine, vol. 35, no. 2, pp. 4-16, 1 Feb. 2020, doi: 10.1109/MAES.2020.29
70262.

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Investigating the Prevalent
Security Techniques in Wireless Sensor Network Protocols,� 2019 30th Irish
Signals and Systems Conference (ISSC), Maynooth, Ireland, 2019, pp. 1-6, doi:
10.1109/ISSC.2019.8904934.

2.1 Introduction

This chapter examines the primary signals that will be analyzed as part of this thesis
and the associated proposed application space for deployment of the developed interfer-
ence diagnostic framework. The primary application area is wireless sensor networks
(WSNs), which are systems utilized across a diverse array of deployments, including
safety-critical, space and Internet of Things (IoT) applications. These applications can
bene�t from precise location and time data, resulting in the analysis of Global Position-
ing System (GPS) signals. The radio architectures and protocols used by WSNs are,
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CHAPTER 2. WSNS, SIGNAL MODELS AND SECURITY 2.1. INTRODUCTION

typically, very similar and are based on IEEE 802.15.4. The possibility of designing
a transferable security enhancement across protocols and services becomes a reality
by concentrating on this standard and its associated security techniques. Security re-
quirements are vital as WSNs and associated resource-constrained devices develop
into indispensable components of modern technology. Fundamentally, transmitted data
needs to be free from unauthorized intrusion and all services need to operate when
requested. These applications have expanded signi�cantly over the past decade or so
and adopt commercial off-the-shelf devices and publicly available standards in diverse
safety-critical applications, which inherently creates intruder incentives and security
challenges.

Securing WSNs is a critical requirement due to the challenging burden of protect-
ing the transmitted sensitive information across various applications while operating
under unique security vulnerabilities and a �uctuating radio frequency (RF) spectrum
and physical environment. Couple this aspect with establishing a level of trust among
network nodes while providing resilience to interference, and it becomes clear that
maintaining security is challenging. This chapter identi�es unique vulnerabilities in
WSNs and wireless edge devices, which directly impact privacy and safety. The preva-
lent security techniques used in the standard physical (PHY) and medium access control
(MAC) layers of various WSN protocols are discussed to establish the essential secu-
rity requirements. Fundamental attack styles and spectrum sharing/coexistence based
intrusions are presented. Experimental visualization of the coexistence issues in the
industrial, scienti�c and medical (ISM) RF band, which is integral for WSNs and IoT
operations, is provided as an introduction to a new perspective on attacking WSNs.
Typical methods, which use commercial-off-the-shelf (COTS) devices and open-source
software to exploit WSN security holes, are also discussed. The need for expanding
intrusion detection via a more holistic approach, while simultaneously improving WSN
security, is illustrated. The overall security concept of wireless networks is depicted in
terms of four primary pillars and visualized in a developed simpli�ed 3D model.

Currently, the sensed data can, potentially, lose its value in a matter of milliseconds
and, so, data or central coordinator’s decisions can have expired by the time it arrives
at the intended wireless edge node, data center or network coordinator. This aspect
implies a potential need for edge devices to provide services and not wait for the data
center’s control response, including when cooperation between devices is required in a
cluster topology. As more emphasis is applied to implementing a more decentralized
approach, security solutions will be required to run on the wireless edge devices and
decisions will be required in real-time. Thus, interference detection systems or diag-
nostic tools deployed on edge devices can enhance the communication link security at
the edge. This concept utilizes the hypothesis that, typically, once an attack (or packet
loss reason) is detected, it can be mitigated. As a result, a detection system that focuses
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CHAPTER 2. WSNS, SIGNAL MODELS AND SECURITY 2.2. WSN DESCRIPTION & APPLICATIONS

solely on available data from the surrounding wireless environment at each wireless
edge device would be advantageous. As the wireless operating environments become
more diverse, as attacks become more sophisticated and as services become more de-
centralized, it becomes clear that interference detection mechanisms are necessary. This
chapter discusses this topic and motivates the selection of WSNs and GPS applications
and explains why interference detection on edge devices is the focus of this thesis.

2.2 WSN Description & Applications

As the radio spectrum changes frequently due to varying numbers of connected devices,
demand, packet size or services in operation and the physical environment �uctuates
due to varying fading levels, obstacles, path losses, and spurious interference, wireless
channels are unique. Beyond these non-malicious factors, critical WSN applications
and their associated transmitted sensitive data may incentivize malicious attackers to
intentionally disrupt or compromise network operation by emitting malicious signals
into the channel. For a wireless communications system, a channel refers to a logical
connection over a multiplexed medium, such as a radio channel, used to convey all
information signals, typically, digital bit streams, from one or several transmitters to
one or several receivers. Each channel has a speci�c capacity (C) for transmitting
information and Shannon’s capacity theory de�nes the tight upper bound (R) on the
rate at which information can be reliably transmitted. If R � C, a coding technique
exists, allowing the probability of error at the receiver to be made arbitrarily small and
the entire message to be decoded without error. Therefore, being able to classify the
type of channel, or the dominant signal in transit, aides in the transmission procedure
and can provide insights for packet rates. This concept expands to include whether the
transmissions in the channel are malicious. In this thesis, the ZigBee WSN protocol
(see Section 2.3) is the chosen legitimate signal model. ZigBee operates on sixteen 2
MHz wide wireless channels in the unlicensed 2.4 GHz ISM RF band.

WSNs consist of multiple lightweight resource-constrained devices (nodes) used
to sense the physical world and, typically, incorporate a radio transceiver, a micro-
controller, sensors and a limited energy source. These nodes gather data from their
environment and, often, collaborate to transmit the sensed data to a centralized sink
or cluster head. Typically, these devices are located at the edge without any �xed in-
frastructure in hostile or remote environments, where it is dif�cult to have continued
surveillance. These networks’ main characteristics include energy usage, handling of
node failures, nodes joining and heterogeneity of nodes, operating in harsh conditions,
ability to scale, and incorporating mobile nodes. A general network communication
approach is provided in Fig. 2.1, where a WSN protocol is used for communications
between the sensing devices (Endpoint) and coordinator, which acts as an access point
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Endpoint Access Point Back End

WSN Protocol Internet Protocol

Figure 2.1: A visualization of the typical communications strategy in a WSN application, where the main
communication points are identi�ed.
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Figure 2.2: Example WSN mesh topology utilizing a cluster approach, showing how the communications
strategy is implemented in practice.

for network users to capture and analyze data and permits the use of a network/security
manager. Transmission between the access point and other components (Back End) is
usually achieved by utilizing communication procedures such as, for example, inter-
net access, cellular, wired connections and more computationally powerful relay nodes
such as, for example, Low Earth Orbit (LEO) satellites as a WSN component [8]. As
a result, these communications are either machine-to-machine or machine-to-people
transmissions, which can include private data, resulting in critical privacy requirements.
Typically, WSNs involve long-lived deployments consisting of resource-constrained
devices coupled to their operating environment and available resources, which prohibit
using complex or computationally intensive security protocols. The spectrum of these
operating environments changes rapidly due to a large (often changeable) number of
connected devices potentially running different protocols at the same frequency, lo-
cation and time. Beyond these non-malicious factors, malicious attackers can cause
additional operating environment changes to disrupt or compromise network operation.

These WSNs operate either a star, mesh or peer-to-peer topology and, in each case,
are self-organizing, self-repairing, dynamic and can exploit the cluster head approach.
Individual devices can be either a full-function device (FFD), which act as a Personal
Area Network (PAN) coordinator, router or end device, or a reduced function device
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(RFD), which acts as a simple sensing end device. A FFD can communicate with other
FFDs or RFDs, while a RFD can only communicate with one FFD. Two or more of
these devices (minimum of one FFD as a coordinator) operating on the same chan-
nel and within a personal operation space form a wireless PAN. Each PAN selects a
unique identi�er (PANId) and all devices have a unique 64-bit address. An example
mesh topology, which exploits clustering, is provided in Fig. 2.2. This typical WSN
approach can use data aggregation techniques at routers or relay nodes to minimize
communication overhead and maximize energy ef�ciency. This clustering approach is
generally achieved by unifying several data items into a single packet and then applying
compression techniques or processing data at the relay nodes. From a security perspec-
tive, the clustering approach results in a jamming attack affecting several nodes by
attacking one. A network manager is responsible for the con�guration between nodes
and a security manager is responsible for key management. This WSN topology can
incur latency in implementing decisions that originate at the �Back End� before being
transmitted to the edge node. Also, the sensed data can potentially lose its value in a
matter of milliseconds and, so, can have expired by the time it arrives at the data center
if transmissions are impeded. As a result, the induced latency in decision-making or
retransmissions could have signi�cant consequences due to data or decisions being ob-
solete on arrival at the edge or coordinator. Consequently, independent decision making
at the edge is advantageous, speci�cally, if only data originating at the edge is required.
This approach can identify intrusions to minimize the impact of retransmissions and
negate the need for certain decisions to be transmitted by the coordinator and ensure
timely data transmissions.

Successful WSN deployments in both civil (Fig. 2.3 (a)) and medical (Fig. 2.3 (b))
safety-critical applications has developed WSNs into essential components of modern
technology. Applications such as the IoT [9] and remote patient monitoring in health
care [3] utilize WSNs, as visualized in Fig. 2.3. These critical applications, and other
innovative solutions, continue to adopt WSNs to permit easier design, installation and
maintenance, while simultaneously providing new deployment options and cost ben-
e�ts. These advantages are a consequence of the resource-constrained devices in use,
applicable operating topologies and protocols in operation. However, as WSNs become
integrated with critical use-cases, the incentive to attack/disrupt these networks inten-
si�es. This is emphasized by deployments in control systems for smart homes [24],
space-based WSNs [6], missile defense [4], wireless body area networks (WBANs)
[25], aerospace, surveillance and industrial sensing. Other space applications include,
amongst others, an in-orbit demonstration of an IEEE 802.15.4 protocol based WSN on
the International Space Station [5] and space wireless local area networks [26]. Also,
due to advances in the development of WSN architectures [27], LEO satellites can be
used as WSN components [8] to receive aggregated packets from WSN relay nodes,
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Figure 2.3: Example critical use-cases of WSNs. (a) Civil WSN utilization in WSN and/or IoT applica-
tions by providing the communication link from the sensing/actuating platform to the IoT gateway or
network access point. (b) Example WBAN (subset of WSNs) application depicting the potential critical
use in health-care architectures and associated private data being transmitted. The end users include
physicians, emergency services, medical/personal server etc.
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particularly in remote locations. Additionally, WSNs are being utilized in aerospace
applications for aircraft control and health management systems [7] as a �rst step to-
wards �y-by-wireless and increased monitoring capabilities. Notably, these WSNs are
deployed as underwater-WSNs (UWSNs) as a method to remotely explore and monitor
the vast underwater world with ease and less risk [28]. Uniquely, arrays of nanosatellites
are used in a WSN approach to enhance mobile communications through lower-cost,
space-based mobile phone services [29].

Notably, in modern society, the emerging IoT [30], which leverages WSNs, is lead-
ing to the truly connected world and smart homes/businesses. WSN signals are inter-
linked with IoT applications, as WSNs regularly provide the sensing/actuating device
to internet access point communication link, as speci�ed in Fig.2.3 (a). This utilization
enables a larger number of connected devices and a longer range compared to wireless
local area networks (WLANs). WSN signal models, for example, ZigBee, can provide
a range in the order of a few kilometers compared to the tens of meters provided by
WiFi networks. The mesh networking topology allows easy extension of the network’s
physical range by routing data smartly between different nodes compared to the star
topology of WiFi. IoT solutions are directly affecting (or creating) broadly accepted
models such as smart cities [10], smart buildings (District 555 Building Washington
DC), edge/cloud computing, big data analytics and the use of LEO satellite constella-
tions [31], amongst others. Operating areas are growing in importance and diversity, as
usage encompasses biomedical, which typically relates to remote patient monitoring
[3], transportation, environmental, industrial and such critical asset tracking as airplanes,
oil tankers, medical equipment and moving vehicles, for example. Notably, Industry 4.0
aims to increase productivity, ef�ciency and �exibility by developing the smart factory.
As a result, continuous improvement of security in WSNs or the IoT is an issue of con-
cern to the scienti�c community due to the considerable growth in demand and use of
these technologies, which, inherently, incentivize malicious actors to disrupt, compro-
mise or deny network operation. WSNs and IoT applications’ maturing environments
results in long-lived deployments, where resource-constrained low-power embedded
devices are tightly coupled to the operating surroundings and must execute received
instructions and necessary data transmissions. Fundamentally, transmitted data needs
to be free from unauthorized intrusion and all services need to operate when requested.

In addition, Fig. 2.3 (a) depicts the importance of the wireless channel. It speci�es
where interference, both malicious and unintentional, can be emitted to cause WSN dis-
ruption or compromise. The low processing power, memory and speed of WSN devices,
coupled with a modest energy source, impedes using conventional security protocols,
while WSN attack types are various and can occur across the entire communication
protocol stack. Attacks (see Section 2.6) can vary from speci�c denial of service (DoS)
attacks, which can corrupt all packets, to privacy attacks, which can seize sensitive
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data. However, techniques can be employed to protect important data and provide re-
silience against malicious attacks, such as, for example, cryptography, direct sequence
spread spectrum (DSSS) modulation, frame check sequences and intrusion detection
systems. In this thesis, security is coupled with classi�cation in terms of distinguishing
legitimate signals from interference. The hypothesis is based on the fact that once an
attack is detected, it can be mitigated. Each of the discussed WSN infrastructures and
applications requires protection and attack detection, as an attack could have signi�cant
consequences for privacy and safety. This chapter uses these critical WSN applications
as the basis to provide a review of WSN vulnerabilities, security and attacks, including
co-existence intrusions. This discussion can be expanded to include the GPS signals.
GPS signals are becoming increasingly crucial for civilians, services and industries due
to the dependence on GPS-derived location and time measurements. Typically, WSNs
can incorporate received GPS data and a correlation exists between speci�c applica-
tions, for example, using LEO satellites as WSN components. Applying LEO satellites
in a WSN requires orbital position and exact time measurements to ef�ciently transmit
packets when the LEO satellites are visible in a speci�c location.

Furthermore, the concept of applying COTS devices and standardized protocols is
becoming the standard due to the general trends towards the use of COTS components
in commercial IoT networks and space applications. Both areas, typically, favor high
redundancy and high replenishment rates over custom-built components. Examples
include the international space station [5], inter-satellite communication modules [6],
nanosatellite swarms [32] and the various commercially available IoT devices. As a
result of this utilization and the general uptake in connected devices, the number of
wireless devices is growing at an unprecedented rate. Approximately 29 billion devices
are forecast by 2022 [33]. Securing WSNs and associated edge devices is essential
as an attack on a WSN enabled application could have signi�cant privacy and safety
consequences, particularly in real-time sensitive medical and control systems. WSNs
require security across a wide range of physical environments, deployments scenarios
and structures, in which privacy and safety are pivotal. Furthermore, these applications
can be valuable and, typically, use sensitive data, which incentivize malicious actors to
intentionally disrupt or compromise network operation. This phenomenon coupled with
unique WSN vulnerabilities, provided in Section 2.5.1, demonstrates the dif�culty in
guaranteeing security. As a result, the use of WSNs in safety-critical applications creates
new challenges in terms of security, spectral coexistence and threat identi�cation, as
discussed in Section 2.5. Any security solution or tool for wireless edge devices needs
to be aware of these operating conditions.
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2.3 ZigBee Signal Model

To understand WSN operation and the security techniques that help to overcome the
vulnerabilities outlined in Section 2.5.1, the protocols that govern these networks’ op-
eration must be analyzed. WSNs can employ multiple protocols and the leading avail-
able technologies include ZigBee, WirelessHART, 6LoWPAN, ISA100.11a, Thread
and MiWi. Presently, these protocols are used in applications, as mentioned in Section
2.2, and are the most prominent participants of the expansion of the IoT. The common
aspect across these protocols is using the IEEE 802.15.4 [34] standard as the funda-
mental network infrastructure, on which the more complex networks are formed. This
standard originated in 2003 and has undergone various amendments over the years and,
here, the focus is on both the 2006 revision and IEEE 802.15.4e. Typically, the standard
de�nes the PHY and MAC layers of Low-Rate Wireless Personal Area Networks (LR-
WPANs), which describes WSNs. Three possible operating RF bands (868=915=2450
MHz) are provided, which use different modulation schemes, support various data rates
and offer different topologies and security suites.

Here, the security analysis concentrates on the 2450 MHz band, which operates
in the unlicensed ISM RF band, and the IEEE 802.15.4 PHY and MAC layers. These
layers construct the signal and operate the channel access technique, which means these
layers are linked to the wireless channel. The interference detection methodology and
overall framework developed in this thesis focus on the channel interactions, resulting
in an emphasis on the lower layers of the WSN protocol stack. This 2.4 GHz area
of the RF spectrum is highly congested due to varying high numbers of connected
devices, potentially utilizing different protocols at the same frequency, location and
time. This level of congestion requires the ef�cient use of the spectrum and this aspect
is experimentally visualized using Tektronix’s digital phosphor technology (DPX) [35]
(see Chapter 5 for full description) and a real-time spectrum analyzer (RTSA) in Fig.
2.4. Securing ISM band signals becomes increasingly complex due to these coexistence
levels and congestion combined with the rapid ability of the spectrum to change due
to the number of connected devices, demand, packet size or services in operation. This
fact, coupled with the varying nature of the networks’ physical environment, makes it
clear that WSN security must contend with malicious and unintentional interference
and intrusions.

In this thesis, the IEEE 802.15.4 based wireless protocol for LR-WPANs, ZigBee,
is the chosen signal model. Currently, ZigBee is the de-facto standard for WSNs, as
almost all available commercial and research sensor nodes are equipped with ZigBee
transceiver chips [21]. The operating topology is either star, mesh or peer-to-peer and,
in each case, is self-organizing, self-repairing, dynamic and can exploit clustering ap-
proaches [36]. Cluster heads are typically used as relay nodes that aggregate and for-
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ZigBee signal in 2.4 GHz ISM RF band, where visualization results from Tektronix’s DPX software.
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Figure 2.5: A simpli�ed visualization of ZigBee’s protocol stack, highlighting the use of the IEEE
802.15.4 protocol, which governs the signal construction and channel access.

ward data to a centralized sink. An example is using nanosatellites as relay nodes
(cluster head), allowing access to remote areas by using the nanosatellites as links be-
tween each cluster and centralized sink [8]. However, the use of clustering results in the
risk of data from multiple devices being affected by attacking the cluster head, which is
identi�ed through network reconnaissance. ZigBee is constructed using the PHY and
MAC from IEEE 802.15.4 and uses a protocol-speci�c network layer, application sup-
port sublayer and application object layer [37], where this protocol stack is visualized
in Fig. 2.5.

2.3.1 IEEE 802.15.4 PHY

The IEEE 802.15.4 PHY layer supports three different frequency bands: a 2.4 GHz
band (16 channels), a 915 MHz band (10 channels) and an 868 MHz band (1 channel).
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Table 2.1: IEEE 802.15.4 PHY Parameters

Parameter: 2.4 GHz PHY Value:
Number of Channels 16

Channel Spacing / Width 5 MHz 2 MHz
Data � Symbol Rate 250 kb=s 62:5 ksymbols=s

Chip Rate 2 Mchips=s
Modulation O-QPSK

Pulse Shaping Half Sine/Normal Raised Cosine
Spreading DSSS

Maximum Packet Length 133 bytes

Bit to Symbol
Mapping

Symbol to Chip
Mapping (Spreading)

Half-Sine/Normal
Raised Cosine Filtering

O-QPSK
Modulation

Message
bits Waveform

Figure 2.6: A simpli�ed four stage �ow graph de�ning the IEEE802.15.4 2.4 GHz PHY layer, which
speci�es how the message bits are converted into the transmitted waveform.

Here, the 2.4 GHz band is selected and the 16 available 2 MHz wide channels, which
range from 2400!2483.5 MHz and have an inter-channel gap of 3 MHz, have center
frequencies as per (2.1), where Fc and i are the center frequency and channel number,
respectively. The IEEE802.15.4 PHY layer can be visualized as a four-stage process,
as speci�ed in Fig. 2.6, where the associated PHY layer speci�cations are provided
in Table 2.1. This PHY layer uses DSSS to split each outgoing byte into two 4-bit
symbols, four most signi�cant bits (MSB) and four least signi�cant bits (LSB). Each
symbol is spread to a 32-bit pseudo-noise (PN) sequence from a prede�ned mapping
table of sixteen PN codes and this process is visualized in Fig. 2.7. The chip sequences
are modulated using offset quadrature phase-shift keying (O-QPSK) with either half-
sine or normal raised cosine pulse shaping. These sixteen PN codes are used at the
receiver in an autocorrelation approach to identify the correct received chip sequence.
Matlab simulations, using random payload bits, produced the example in-phase and
quadrature-phase (I/Q) data in Fig. 2.8 and associated I/Q diagram, which illustrates
the constant envelope nature of the signal, in Fig. 2.9. These simulated ZigBee samples
identify the offset between the I and Q channels. The samples were investigated further
through a comparison with received over-the-air ZigBee samples on the I-channel from
a commercial transceiver, as illustrated in Fig. 2.10.

Fc = 2405 + 5(i�11)MHz; f or i = 11;12; :::26 (2.1)
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Figure 2.7: A �owchart visualizing the spreading of each byte, where each 4-bits is spread according to
the same process.
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Figure 2.8: Visual representation of transmitted ZigBee signal for simulated ZigBee O-QPSK modulated
I/Q data, with the I/Q chip offset and chip duration labeled.
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Figure 2.9: Simulated I/Q diagram for the transmitted ZigBee signal, specifying the constant envelope
operation.

0 10 20 30 40 50 60 70 80 90 100
Received Sample Number

-1

-0.5

0

0.5

1

Sa
m

pl
e

Va
lu

e

Figure 2.10: Visual representation of transmitted ZigBee signal for received over-the-air ZigBee signal
samples on the I-channel, which corresponds well to the simulated samples but includes the effects of
real environmental conditions.

The real samples in Fig. 2.10 include the effects of real environmental and hardware
conditions. However, the simulated approach matched the sample/signal construction
suf�ciently, allowing these simulations to be investigated further to provide a deeper
understanding of the IEEE802.15.4 PHY layer. This examination enabled the equivalent
energy-per-bit (Eb) to be calculated using the period over which one byte is broadcast
(TByte) and (2.2), where C is the signal power in Watts.

Eb =
TByte �C

8
J=bit (2.2)

This simulated ZigBee signal was examined by exploiting the ZigBee frame (Table
2.2), under normal operation by simulating the bit error rate (BER) over a zero-mean
additive white Gaussian noise (AWGN) channel for a range of energy-per-bit-to-noise
(Eb=N0) ratios. The BER was converted into the associated packet error rate (PER) by
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implementing the concept that a single bit-error corresponds to a packet error. This
approach is valid as no forward error correction technique is applied in ZigBee sig-
nals. Thus, if a bit-error occurs, the packet will require retransmission. For example,
if an error occurs in the payload, the frame check sequence will fail, while an error
in the preamble may prevent synchronization to the packet. The predicted PER was
incorporated using a predictive approach calculated using the probability of receiving
an incorrect symbol (Pe), given sixteen different DSSS PN codes transmitted in an
AWGN channel. Assuming a matched �lter receiver, the symbol error probability can
be expressed as (2.3) and the PER estimated using (2.4), where s (2.5) is the channel
variance that ensures the required Eb=N0 is achieved, erf() is the error function, L is the
number of codes and NBytes is the total number of bytes per packet. A matched �lter
receiver incorporates a correlation function between the received 32-chip sequence and
each of the prede�ned sequences. The PN code with the highest correlation is chosen
as the received sequence. The results are shown in Fig. 2.11, where the transmitted
ZigBee signal’s general performance can be inferred. The energy per bit to noise ratio
is a normalized signal-to-noise ratio (SNR) measure known as the �SNR per bit.� As the
description implies, Eb is the signal energy associated with each user data bit. As shown
in (2.2), it is equal to the signal power divided by the user bit rate. If signal power is in
watts and the corresponding bit-rate is in bits per second, Eb is in joules. The associated
N0 is the noise power spectral density, which is the noise power in a 1 Hz bandwidth,
measured in watts per hertz or joules. The results express the PER for received packets
across an AWGN channel for normal operating conditions. The PER curve indicates
the ZigBee signals operate with an arbitrarily small error when the Eb

N0
is above 0dB.

However, as will be discussed later, other considerations, including miss-routing of
packets, erroneous transmissions or attacks, may occur. The predicted and simulated
results begin to differ as the PER reduces because the mathematical model assumes
the pseudo-noise codes are orthogonal. In reality, there is a non-zero cross-correlation.
From these results, it can be deduced that interference, which effectively alters the SNR,
affects WSN signals.

Pe = 1�
Z ¥

�¥

e� (�1+ y)2

2s 2p
2ps

�
1
2

+
1
2

erf
�

y
p

2s

�� L�1
dy (2.3)

PER = 1� (1�Pe)2�NBytes (2.4)

s =

s
1

2EbNo
(2.5)

The general PHY packet structure, known as a PHY protocol data unit (PPDU),
is provided in Table 2.2, where the MAC frames passed to the PHY are enclosed
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Figure 2.11: Predicted and simulated PER for a ZigBee signal over a range of energy-per-bit to noise
ratios.

in the PSDU. This process is visualized in Fig. 2.12, where a simpli�ed expanded
ZigBee packet structure is speci�ed. The payload of each frame contains the packet
from the preceding level in the protocol stack. The PHY frame is of most interest as it is
employed throughout the simulation study in Chapter 4 and the live experimentation in
Chapters 6 and 7. In each case, the PHY frame is applied to mimic ZigBee’s operation.
The SHR contains a preamble, which allows receivers to synchronize and lock onto
the packet bitstream, and the start frame delimiter (SFD), which marks the end of the
preamble and the start of data. These values are prede�ned, for example, in ZigBee, the
preamble sets all 4 bytes to 0x00 and the SFD is 0x7A. The PHR contains the number of
bytes in the payload, including the 2-byte frame check sequence (FCS). The maximum
IEEE 802.15.4 packet size is 133 bytes, including all headers, but some radios, like
the CC2420, allow the preamble to be increased to 17 bytes [38]. From a security
perspective, the FCS, and any encryption, are applied to the PSDU payload, meaning
the headers are minimally protected.

Table 2.2: IEEE 802.15.4 PHY Frame Layout

Synchronization PHY Header PHY Service Data Unit
Header (PHR) (PSDU)
(SHR)

Preamble SFD Length Payload FCS (CRC)
4 Bytes 1 Byte 1 Byte 0-125 Bytes 2 Bytes
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Figure 2.12: A simpli�ed ZigBee frame structure visualizing the typical data output of a traditional
packet sniffer by specifying frame speci�c bytes.

2.3.2 IEEE 802.15.4 MAC

These ZigBee signals are transmitted at center frequencies in the unlicensed ISM fre-
quency band. The WSN signals must coexist with various signals, including Bluetooth,
numerous LR-WPAN, WLANs and wireless metropolitan area networks. Due to the
unlicensed operation, global availability and relatively long-range, the ISM frequency
band is the �rst choice for wireless LAN solutions, including WSNs. Primarily, the
IEEE802.15.4 MAC layer allows multiple devices to use the same physical radio chan-
nel by employing carrier sense multiple access with collision avoidance (CSMA/CA)
[38]. Prior to transmitting a packet, devices perform a clear channel assessment (CCA)
to ensure the channel is available. This decision is based on either energy detection,
which uses the received channel energy to compare against a predetermined maxi-
mum threshold, or carrier sense, which identi�es the occupying signal and, if an IEEE
802.15.4 signal is sensed, then the channel may be busy, even if the energy threshold
is not exceeded. If the channel is busy, devices back off for a random period and try
again, up to a user-de�ned maximum number of retries. As a result, this technique is
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particularly vulnerable to interference attacks and spectrum-sharing dif�culties.
Two modes of operation are used: beacon-enabled and beaconless. In beacon-

enabled mode, the coordinator transmits regular beacons used for synchronization and
communication control. A superframe, divided into equal slots, is used to synchronize
data transfer between devices and the coordinator by identifying active and inactive peri-
ods. Communications occur during the active period, which may consist of a contention
access period (CAP) and a contention-free period (CFP). Nodes enter low-power mode
during the inactive period. In a CAP, all devices use slotted CSMA/CA and the �rst
device that identi�es channel availability starts transmitting. A CFP uses guaranteed
time slots (GTS) and occurs at the end of the active period, immediately after a CAP.
In the beaconless approach, communications use unslotted CSMA/CA and the PAN
coordinator does not transmit beacons, which means devices cannot be synchronized
with one another and no GTS exist. Acknowledgement frames are sent without using
CSMA/CA and are not encrypted [36].

A simpli�ed IEEE 802.15.4 MAC data packet is provided as part of the overall
ZigBee packet structure in Fig. 2.12. It speci�es how the PSDU encloses the MAC
protocol data unit (MPDU). The MAC header (MHR) contains information such as
addressing and security, the payload includes data or commands and the FCS is an error-
detecting code used as a security technique for data veri�cation. The auxiliary security
header is optional and incorporates information required for security processing [39].
Similarly, the MAC service data unit (MSDU) encompasses the network frame and the
network payload encases the application frame, which incorporates a message integrity
code. Other MAC frames that exist are the beacon, acknowledgement and command
frames, which are out of scope here but are explained in detail in [40]. For this thesis,
the main takeaway from the MAC layer operation is the susceptibility to interference
due to the use of CSMA/CA. As a result, edge nodes that can detect interference in
received packets or the channel’s dominant signal have bene�ts for channel access and
security.

2.4 Methodology Development:
Global Positioning System

A second frequency and signal model were required to validate the interference diagnos-
tic framework developed in this thesis. Successful operation across multiple frequency
bands and signal models makes a developed solution more amendable to practical
application. As a result, the Global navigation satellite system (GNSS), particularly
GPS, signals were examined. GPS is de�ned as a space-based satellite navigation sys-
tem that provides positioning, navigation and timing information and services in all
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weather conditions, anywhere on or near the earth where there is an unobstructed line
of sight to four or more GPS satellites. These signals are becoming increasingly cru-
cial for civilians, services and industries. This need is due to the dependence on the
provision of GNSS-derived location and time measurements and, so, it is becoming
increasingly important to protect this vulnerable wireless service. This study uses GPS
signals, on account of previous work in detecting interference in GPS signals [41] and
to demonstrate the designed interference detection methodology’s transferability. Both
unintentional and malicious in-band interference are the single most signi�cant threats
to GPS (GNSS) applications and users. The signals are received at extremely low power
levels (typically �125 dBm) and, despite the protection offered by their code-division
modulation (similar to IEEE 802.15.4), the signals are readily impeded by spurious
emissions from terrestrial sources.

Apart from the inherent susceptibility to unintentional interference, the widespread
availability of low-cost jamming hardware, through any one of a growing number of
international internet-based retailers, poses a signi�cant problem. To tackle this threat,
a methodology for detecting and reporting on GNSS jamming events, which can be
deployed as frequently and as widely as the jamming threats themselves, is warranted,
which is complementary to WSN resource-constrained edge devices. Similar to WSNs,
GPS and IoT can be linked together as it can be bene�cial to monitor both the condition
and location of edge nodes. Previous work on GPS signals [41] focused on the develop-
ment of a low-cost hardware and software platform designed for the automatic detection
and reporting of radio-frequency interference affecting users of GPS. The prototype was
built satisfying the requirements of being available as unmodi�ed, off-the-shelf compo-
nents, within a single build budget of e 100 and implemented a machine-learning based
detection scheme, based on Random Forest [23]. These requirements still hold for this
thesis, as the envisaged implementation platforms are resource-constrained embedded
wireless edge nodes. This thesis expands on the previous study through data collection
from all available satellites, classifying the interference signal and upgrading the ma-
chine learning classi�er. Therefore, the problem space and vulnerabilities in GPS are
comparable to WSNs, GPS is applicable to IoT scenarios and the signal structure will
be shown to utilize DSSS spreading techniques. Consequently, the choice of GPS is
complementary to the WSN use case, which motivates the transfer of the developed
WSN diagnostic tool to GPS applications.

The GPS network consists of a constellation of 31 potentially heterogeneous satel-
lites in orbit, which is maintained to have at least 24 satellites available at all times.
This constellation effectively has 27 satellites available due to the recent addition of an
extra three to improve coverage. These satellites are arranged into six equally spaced
orbital planes, with each plane containing at least four satellites, as visualized in Fig.
2.13. The USA’s NAVSTAR GPS satellites incur coexistence issues due to the several
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Figure 2.13: A visualization of the GPS satellite constellation diagram, showing the six orbital planes
[42].

GNSSs in operation, including Europe’s Galileo, Russia’s GLONASS and China’s Bei-
Dou. The GPS constellation and satellite maintenance ensure at least four satellites are
continually available without obstruction anywhere on or near the Earth. The satellites
�y in a medium earth orbit at an altitude of approximately 20,200 km, meaning each
satellite circles the Earth twice a day. To compute position, a receiver must observe at
least four satellites, as four unknowns (time and position vectors x, y and z) need to be
determined. Thus, for an error-free reception, at least four distinct satellite signals need
to be processed. From these four pieces of information, longitude and latitude can be
determined and, therefore, the user’s position. The heterogeneous nature of the system
is a result of using different generations of satellites simultaneously. As old satellites
become degraded and obsolete, newer satellites are developed and put into orbit to
replace these degraded decommissioned satellites. A few of these decommissioned
satellites are held in orbit as a back-up if they are ever needed to be re-commissioned
due to unexpected failures. This use of the heterogeneity of operating devices is similar
to WSNs, adding another complementary factor between the applications. The entire
network is maintained by the control segment, consisting of a global network of ground
facilities. These facilities track the satellites, monitor each satellite’s health and perfor-
mance, monitor transmissions, perform analysis, and send commands and data to the
entire constellation. However, individual GPS receivers do not have such a monitoring
process, suggesting the need for edge devices to detect and report interference events.

For this study, the GPS signal model of interest is the L1 civilian signal derived from
the fundamental clock frequency of f0 = 10:23MHz, operates in the UHF band and has
a center frequency as per (2.6). The signal is composed of three parts, the carrier wave
(2.6), the navigation data, which has a bit rate of 50 b=s, and the spreading sequence,
where each satellite has two unique spreading sequences or codes, the coarse acquisition
code (C/A) and the encrypted precision code (P(Y)). Here, the C/A codes, which belong
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to the family of Gold codes, are analyzed and contain a PRN (Pseudo Random Noise)
sequence of 1023 chips, which is repeated every milli-second, producing a 1:023 MHz
chip rate.

fL1 = 154 f0 = 1575:42 MHz (2.6)

sk(t) =
p

2PC

�
Ck(t)�Dk(t)

�
cos(2p fL1t) +

p
2PP

�
Pk(t)�Dk(t)

�
sin(2p fL1t)

(2.7)

Each transmission is phase modulated using binary phase-shift keying (BPSK).
However, unlike typical quadrature amplitude modulation (QAM) systems, where a
single bitstream is split into two half-symbol-rate bitstreams, in GPS signals, the in-
phase and quadrature-phase components are modulated on separate (but functionally
related) bitstreams. This concept is speci�ed in (2.7), where PC and PP are the powers
of signals with C/A or P(Y) code, respectively, Ck is the C/A code sequence assigned to
satellite k, Pk is the P(Y) code sequence assigned to satellite k and Dk is the navigation
data. This method produces a spectral shape described by the sinc function with a
channel width proportional to the chip rate of 2:046 MHz. All the signals in the system
use the same center frequency and, to acquire an individual signal, the code of that
signal must be used to correlate with the received signal. Thus, a code division multiple
access (CDMA) approach is used with DSSS and bi-phase modulation of the carrier
frequency. As a result, the GPS signal structure employs DSSS signals for ranging and
CDMA for multiple access.

The DSSS technique spreads the bandwidth of the data signal uniformly for the
same transmitted power, as the locally generated PRN code runs at a much higher rate
(chip rate) than the data to be transmitted (data rate). The data for transmission is spread
across the larger bandwidth using the PRN code. The data signal, with an �on� (+1)
pulse duration of Tb, is XOR added with the code signal that has a pulse duration of Tc.
The codes’ �nite �eld is based on the binary �eld and results in modulo two operations,
where addition corresponds to XOR. The bandwidth of the data and spread spectrum
code signals are 1

Tb
and 1

Tc
, respectively. Since Tc is much smaller than Tb, the bandwidth

of the spread-spectrum signal is much larger than the bandwidth of the original signal
and hence the spread spectrum method, where the ratio Tb

Tc
is called the spreading factor

of the designed DSSS system.
The CDMA method is used so that the receiver can access multiple satellites si-

multaneously. The CDMA method’s optimal performance occurs when there is good
separation between the different signals being received by the user or the different PRN
codes being used. The separation of the signals is made by correlating the received
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signal with the user’s locally generated code. The user’s GPS receiver knows the PRN
of each satellite and, therefore, can receive a signal from each satellite in orbit. If the
locally generated PRN code matches the received signal, then the correlation function
will be high and the signal can be extracted. If the locally generated code has nothing
in common with the received signal, then the correlation function will be close to zero.
This approach is how the GPS receiver works and can extract signals from every satel-
lite by receiving the available signals and correlating the known PRN codes to identify
the satellite and extract the signal. If the locally generated code is correlated with the
received signal at any time offset other than zero, the correlation will be close to zero.
This process is known as �auto-correlation� and is also applied in WSNs as sixteen
codes are used to determine the received bits. A practical application of this receiving
method is used in the simulated receiver in the WSN experimentation in Chapter 4.

The GPS signals of interest in this thesis can be summarized as the C/A code L1
band signals that have speci�cations as follows:

� L1 = 1.57542 GHz

� Data Rate = 50 bps

� C/A code length = 1023 bits

� Chip Rate = 1.023 Mcps

These �gures result in a bandwidth of 2.046 MHz, which corresponds to 1575.42 MHz
� 1.023 MHz. As the data is spread across the I- and Q-channels, a sampling rate
corresponding to the GPS bandwidth is suf�cient to receive GPS data. This operation
results from being twice the rate of the individual channels. As a result, a sampling rate
of 2.048 MHz is applied in Chapters 5 and 7.

The received GPS data signal frame (or navigation message) comprises of three
primary sub-frames. The entire message contains �ve sub-frames, where each sub-
frame is 300 bits long. The received signal frame structure, and a description of each
navigation message’s primary sub-frames, are provided in Table 2.3. Since each sub-
frame is 300 bits and the data rate is 50 bps, it takes six seconds to transmit each
sub-frame, which implies that an initial connection to the satellite takes a considerable
amount of time. As these GPS signals’ data rate is much slower than the WSN data,
the received packets are received over a longer period. As a result, the data analysis
of received GPS data should occur over a larger number of I/Q samples, compared to
the WSN approach. This approach ensures that GPS data is analyzed and not instances
of noise. This use of a larger number of samples will be eluded to in the interference
detection and classi�cation results in Chapter 7.
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Table 2.3: GPS Received Navigation Message Breakdown

Sub-Frame Description

1 GPS date and time
Satellites’ State and Health

2 & 3
Ephemeris Data:

Precise Orbital Information
Receiver can calculate Position

4 & 5

Almanac Data
Information and Status concerning all satellites

Satellite Network Synopsis
Error Correction

2.5 Security Requirements

Security de�nes various characteristics, which protect a network from attacks, espe-
cially when sensitive information is transmitted, ensures privacy and permits safety
and reliability. WSN applications require security, particularly when the networks are
designed for use in hostile environments, military, aerospace, commercial or IoT ap-
plications [43]. This concept can be extended to any wireless device which transmits
sensitive data. As a result, the communication link’s security and availability and the
successful delivery of authentic and con�dential packets are essential for any safety-
critical wireless system (see Section 2.2). Fundamentally, transmitted data needs to be
free from unauthorized intrusion and all services need to operate when requested. As
this thesis focuses on interference, certain operating assumptions are made, which focus
on how wireless networks react to an intrusion. Traditional wireless network operation,
typically transmitted packets, and attack methods were examined and the assumptions
adopted herein are as follows:

1. A reliable routing protocol is used and a packet can always reach the base station
and other nodes when no attacks are present [44].

2. Basic jamming hardware in use may be similar to network nodes [44] but, notably,
does not have to adhere to any standards, guidelines or rules.

3. Attackers can use advanced hardware (e.g., software de�ned radios, computers)
without adhering to standards, guidelines or rules. [45]

4. The attacker can place/seize one or more basic sensing nodes in the network [44].
These basic sensing nodes have limited resources and energy supplies, which hin-
der the use of complex security algorithms. Control nodes contain more advanced
hardware and, as a result, are more dif�cult to seize.

5. Nodes at the edge of a jammed region can receive messages from �jammed�
nodes and relay an alarm to the controller and/or base station [19].
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6. Intelligent jammers can monitor the network and determine the protocols being
used [46].

7. Nodes can be deployed in environments where the possibility of being captured
exists [47]. Captured (malicious) nodes can be used to implement attacks on the
network and access sensitive data.

Application-speci�c assumptions also exist, for example, encryption and/or a key
management system for data privacy may be of high importance in some applications.
In contrast, other systems might implement origin authentication and data integrity but
not encryption. Speci�c applications may not use any mitigation strategies, while criti-
cal applications may use DSSS, frequency hopping spread spectrum or a frame check
sequence to fortify against external interference. Consequently, an application’s envi-
ronment and the prevailing external factors will typically govern operating conditions.
This thesis focuses on developing an interference diagnostic framework for wireless
edge devices, which results in focusing this security discussion on edge device’s vul-
nerabilities and security requirements.

2.5.1 Vulnerabilities

When WSNs, speci�cally the edge nodes, are analyzed in terms of their construction,
deployment and usage, certain unique security vulnerabilities become apparent. As
a result, when compared to other wireless networks, securing WSNs to an appropri-
ate level is more challenging as, typically, WSNs have certain unavoidable challenges.
Furthermore, WSNs are susceptible to various attack styles, including jamming, eaves-
dropping and tampering, as discussed in Section 2.6. Therefore, when meeting the
necessary security requirements, it is clear that WSNs will not be 100% secure. As
WSNs become more integrated with modern applications, possibilities exist that secu-
rity enhancements are required. These vulnerabilities, partially identi�ed in [48], are
expanded and summarized below:

� Open Interface: Generally, WSN protocols are unavoidably known publicly due
to the requirement for interoperability between devices in operation and the use
of standardized open access protocols. Additionally, the wireless channel is open
to anyone with suitable equipment, resulting in increased susceptibility to speci�c
WSN attacks and access to transmitted signals.

� Device Resources: Typically, WSN devices are deployed, left unattended, operate
on a constrained energy supply and, for reasons of cost, have low processing
power, memory, physical storage, and speed. Generally, these constraints hinder
the use of conventional computationally expensive protocols/techniques. COTS
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devices are seen as relevant given the general trends in using these devices in
applications where high redundancy and high replenishment rates are favored
over custom-built components.

� Hostile Environments: WSNs are regularly deployed, typically remotely, and left
unattended in harsh environmental conditions without any �xed infrastructure,
where it is dif�cult to have continued surveillance [49]. This strategy means de-
ployed legitimate nodes are potentially physically available to being captured
and/or tampered with by attackers, leading to a high probability of node secrets
being discovered and speci�c nodes becoming malicious. Tamper proo�ng nodes
is possible, but, for reasons of cost, may not be appropriate and, so, encryption
keys may be obtained from device memory. Typically, the physical environment
contains varying fading levels, obstacles, path losses and spurious interference,
while the RF spectrum changes rapidly as it adjusts to the number of connected
devices, demand, packet size and services in operation. These non-malicious
factors, coupled with nodes’ availability, increase the probability of network com-
promise, thereby motivating countermeasures at the edge.

� Topology [49]: WSN topologies can be dynamic and change due to variations in
the wireless channel/environment (fading levels, obstacles, path losses, spurious
interference etc.), the natural dynamic nature of WSNs or damage/�death� of
network nodes. This WSN feature can be exploited by potential attackers who
wish to gain access or cause spurious harm to the network.

� Hardware Availability: As hardware becomes increasingly available at more cost-
effective prices, potential attackers can prepare and develop attacks using real-
world WSN hardware, which provides an increased chance of attacker success.
Additionally, the computational ability of available devices is expanding, lead-
ing to advanced attack styles. Recon�gurable hardware, such as, for example,
software-de�ned radios, is becoming increasingly available/accessible to a wider
set of users/potential malicious actors, who can readily design and deploy more
computationally expensive attacks.

� Deployment Diversi�cation: As the application space of WSNs continues to
expand into new frontiers, a more diverse range of deployments becomes the
norm. WSNs were traditionally involved in monitoring applications but have now
extended into space operations, WBANs and unmanned aerial vehicles (UAVs)
etc. The potential uses and critical data of these innovative applications create
security and spectral coexistence challenges.
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2.5.2 Requirements

For deployed security techniques to provide robustness against interference, ensure data
privacy and permit safety and reliability, certain security features are required [50], [48].
These essential elements of security are as follows:

� Con�dentiality: The secrecy of sensitive transmitted data in the wireless chan-
nel must be maintained by keeping the contents from all but those authorized
to have it. Classical cryptography can be adopted to encrypt critical parts of
the transmitted packets before transmission such that only authorized nodes can
decipher them. A strict key management system is essential as privacy attacks
can degrade con�dentiality and include eavesdropping and tampering. However,
implementing a strict key management system may prove dif�cult, given WSN
device resources.

� Authenticity: Verifying packet authenticity is essential as the receiving node
should be able to autonomously assert that the received packet has not been mod-
i�ed in transit (data integrity) and from which node the packet originated (origin
authenticity). Cryptographic schemes, such as digital signatures, can simultane-
ously provide both functionalities. Without this security aspect, attackers could
spoof node identities and spread false information throughout a network.

� Availability: WSNs need to provide services whenever they are required, result-
ing in a need to exhibit qualities of robustness against a variety of impairments,
both benign and malicious. Some degree of resilience (i.e., the ability to recover
from faults), diagnostics (i.e., if services become unavailable, it should be pos-
sible to identify why), or mitigation (packet re-routing, channel switching) is
necessary. The appropriate use of an interference diagnostic tool at the edge may
help ameliorate the network’s availability.

� Energy: Unique to wireless edge nodes, the constrained energy levels impact all
security plans. Any security protocol or detection mechanism needs to consider
this energy constraint since optimizing energy usage is vital for network longevity.
This requirement affects the ability to ensure each basic security requirement and
the use of computationally expensive algorithms.

� Data Freshness: Critical data circulating in a WSN must be the most recent update
and, as such, outdated data should not circulate in a network.

� Node Ability: Wireless edge nodes must be self-organizing, react to node/link
failures and only authorized nodes should be allowed to operate and share infor-
mation in a WSN. This security concept motivates edge nodes to make real-time
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decisions to understand link failures and detect and report the presence of inter-
ference.

2.6 Wireless Attacks

Attacking a wireless network involves either unauthorized access to data, data manipu-
lation or denial of system services. These attacks can be categorized into either passive
or active attacks [50]. Passive attack styles do not modify information or messages but,
instead, aim to learn the transmitted con�dential data. Initially, this does not appear
to have severe consequences, especially if data is encrypted. However, over time and
given enough captured data, reverse engineering can provide the protocol in use and
potentially grant network access or packet decryption, resulting in multiple network
security consequences. In contrast, active attacks aim to modify/remove streams of
data, cause a denial of service, disturb functionality or disguise an attacker as a legit-
imate node. For convenience, a selection of known attacks on WSNs are categorized
and described, where the focus is placed on PHY and MAC layer attacks, including
jamming and congestion style intrusions. Generally, it is envisaged that external attacks,
for example, jamming, can be implemented using a software-de�ned radio approach.
This use of software-de�ned radios as interference transmitters is discussed and imple-
mented in Chapters 5 and 7. This type of hardware provides the necessary ability to
receive, analyze and transmit wireless data. In contrast, internal attacks, for example,
sinkhole (see Section 2.6.5), will typically use a network device that has been captured
or identi�ed. Attack effectiveness and/or affected area typically depend on the strength
of the transmitting power or how �transparent� the approach needs to be.

At present, WSNs and associated IoT systems are susceptible to attacks, especially
Denial of Service attacks, for example, jamming and eavesdropping attacks (e.g. replay
attacks). These wireless attacks (denial, deception and/or destruction) have traditionally
been the domain of Electronic Warfare (EW) [51]. However, these techniques are grad-
ually being adopted for criminal activities as readily available hardware supports the
development of effective systems that can match jamming prevention techniques. Ad-
ditionally, network compromise, whether malicious or unintentional, is achievable due
to these EW techniques and the existing unavoidable security vulnerabilities. Threat
detection and analysis need to match advancing attack strategies [51], while not overly
consuming device resources. This section will introduce the general attack strategy, de-
scribe the conventional wireless attacks and the typical defense strategies implemented
by wireless nodes and protocols.
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Figure 2.14: Flowchart depicting a general attack creation strategy.

2.6.1 General Attack Approach

Initially, the general concept of developing a strategy to attack a wireless network is
established to understand what is involved and what differentiates attack design from
the industry that develops the wireless protocols. In terms of design and application,
attackers are generally more agile, timely and less constrained (in terms of obeying
protocols and laws) than their industrial counterparts. This approach allows attackers
to focus on creating only what they truly need and disregard all laws and rules relating
to the use of hardware, RF spectrum etc. For wireless networks, attackers can take
advantage of the security issues described in Section 2.5.1 to develop new or modi�ed
attack plans. A general attack strategy is provided in Fig. 2.14 [52], where the time-line
is only a few weeks and the cost of the attack relates to (2.8). Scalability refers to how
deployable a speci�c attack is and the takeaway quanti�es the gain achieved by using
the attack. This approach, the availability of hardware and the extensive set of potential
techniques means attack styles are hard to predict and have relatively short development
timelines.

Attack Value = Scalability�Takeaway (2.8)

However, an ever-present wireless attack is external interference as the wireless
channel is available to any attacker with suitable hardware. This fact results in this
thesis’s work focusing on interference, for example, the matched protocol attack. This
intelligent deceptive jammer attack style uses the attack plan shown in Fig. 2.15, where
the identi�er may not necessarily need to identify the exact protocol in use but just rec-
ognize enough to match the spectral identity and cause packet collisions. This learning-
based attack determines the signal and frame structures based on monitoring the spec-
trum and frequencies in use and eavesdropping on transmitted packets. For example, a
2 MHz bandwidth signal at speci�c frequencies in the 2.4 GHz ISM RF band with a
spectral visualization as seen in Fig. 2.4, indicates the use of the IEEE802.15.4 protocol.
The associated operating channel is determined using (2.1), which is available from
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Figure 2.15: A visualization of the general attack plan associated with the matched protocol attack, where
the aim is to maximize packet loss while only transmitting expected spectral signals.

the standardized protocol literature. Packet eavesdropping, received power levels, and
moving around a speci�c area where nodes are suspected to be located (higher power
levels are expected in areas enclosing network nodes) are additional techniques to iden-
tify network operation. All of the acquired information is used in the attack plan, which
results in the implementation of a network-speci�c matched protocol attack. Similar to
other jamming attacks (see Sections 2.6.2 and 2.6.3), this attack causes collisions by
introducing interference and blocks the CCA from determining a free channel. How-
ever, this matched protocol attack mimics legitimate network signals, resulting in the
spectrum only exhibiting legitimate signal models. This network performance results
in either packet loss or retransmitting of packets, causing an avalanche of problems
that affect all levels of the communication stack [2]. For example, extra traf�c intro-
duced by retransmissions and attack packets can lead to link prediction �uctuations,
path changes in routing protocols, applications buffering too many packets and certain
nodes becoming unreachable, leading to, in extreme circumstances, a complete collapse
of the network [2]. As a result, interference is a practical threat to wireless edge nodes,
which requires detection, since if the attack is detected, it can, typically, be mitigated.
This observation motivated this thesis’s work to concentrate on interference diagnostics,
to detect both subtle and crude interference forms.

2.6.2 Conventional Jamming Attacks

These active attacks, typically, aim to overpower the legitimate signal with spurious
radio-frequency transmissions. While higher jamming power increases attack effective-
ness, it also boosts detectability. The adversary is typically driven to optimize signal
interference to maximize packet loss while minimizing total broadcast power. Such
attacks include:

� The constant jammer continuously emits RF signals containing random data into
the wireless medium without following any MAC protocol, can be readily de-
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tected and is energy inef�cient. However, this jammer can be easily implemented
and causes severe damage to a WSN, as congestion or destruction of packets can
be achieved and the channel can appear permanently busy.

� The deceptive jammer regularly transmits protocol-speci�c packets into the net-
work without pausing between successive packets, thereby preventing normal
sources from transmitting successfully. Due to the transmission of legitimate
packets, it is more dif�cult to detect than a constant jammer. It can cause con-
siderable damage in WSNs adhering to the MAC protocols sensing for channel
access or the presence/absence of a signal.

� Random jammers sporadically transmit random packets of data and conserve en-
ergy by switching between the jamming state, when jamming signals are emitted,
and the sleeping state, when all transmissions are ceased. This unpredictable be-
havior makes this jammer challenging to mitigate and can cause similar damage
as the constant and deceptive jammers.

� A reactive jammer [53] operates in idle mode until some legitimate activity is de-
tected on the wireless channel. A RTS/CTS jammer detects request to send (RTS)
messages and interferes with the channel to block any clear to send (CTS) mes-
sages, thereby denying further communications. Data acknowledgement jammers
corrupt acknowledgement packets after a transmission has been sensed in the
network and misleads nodes to decide that packets were undelivered, thereby in-
voking a retransmission and, potentially, resulting in the exhaustion of the power
supply. This attack is particularly effective in protocols, such as ZigBee, which
use CSMA/CA.

� Speci�c function jammers perform explicit functions, depending on their calibra-
tion, and cause jamming on either a speci�c channel or across an entire network
while minimizing their energy consumption or maximizing their attack effect. For
example, follow-on jammers jam one speci�c frequency at a time and maximize
packet loss by continuously hopping between the channel frequencies. These
jammers can be detected but are very effective, particularly in networks that use
frequency hopping spread spectrum or when identi�ed spectrum holes [54] are
used to improve performance through spectrum sharing. Another example is the
channel-hopping jammer, which follows a prede�ned pseudo-random sequence
of channels and starts jamming at different time slots according to this sequence.
By overwriting the sequence, multiple channels can be jammed at the same time.
Finally, pulse noise jammers can be programmed to switch between different
channels/bandwidths and conserve energy by temporarily halting transmissions.
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2.6.3 Intelligent Jamming Attacks

Intelligent jammers are a combination of a passive and an active attack, as the jammer
initially targets network privacy before inevitably targeting data packets. These devices
are more likely to cause jamming but are more challenging to implement than con-
ventional jammers. Protocol aware and statistical jammers aim to determine the MAC
protocol being used by the victim’s network to launch energy-ef�cient attacks [46].
Protocol aware jammers know the MAC layer operating rules and can deprive legiti-
mate nodes of access to the channel and can, potentially, affect services identifying free
channels or spectrum holes, used to, potentially, enhance spectrum coexistence [54].
Statistical jammers observe the packet inter-arrival time distribution and, based on its es-
timation, emit pulses of jamming signals to disrupt communications (DoS attack). Once
the estimation is achieved, energy ef�ciency can be increased through pulse jamming.
Collision makers target the identi�ed acknowledgement packets by inhibiting transmis-
sions. Speci�c intelligent jammers identify the cluster head/sinks by monitoring the
network traf�c and focus attacks on that speci�c node in an �Intelligent Cluster Head
Attack.� Learning-based jammers, like LearJam [55], have been produced to attack low
duty cycle networks where nodes sleep most of the time (a typical WSN characteristic)
and consist of a learning phase, wherein the node transmission pattern is observed, and
an attacking phase, where these transmissions are compromised. Therefore, attackers
can now learn the MAC and/or protocols in use by eavesdropping (privacy attack) on
the channel for some period of time. This attack style could, for example, be launched
on techniques for sensing the presence or absence of a signal (CSMA/CA or spectrum
sharing) by learning when service should be idle and producing �dummy� packets to
avert potential transmissions.

2.6.4 MAC Layer Jamming Attacks

Initially, these are passive attacks that react to the network protocol in use by eaves-
dropping on, or �snif�ng�, transmitted packets to gain access to network information.
The analyzed results are utilized to implement active attacks, including replay attacks,
spoofed packets or forcing a device to remain in listening mode, exploiting CSMA/CA.
These are not jamming attacks but, instead, try to mislead wireless devices. A replay
attack (also known as a playback attack) is a form of network attack in which valid
data transmission is maliciously or fraudulently repeated or delayed. The use of mes-
sage integrity codes should negate replay attacks. However, due to hostile deployment
scenarios, secrets may be accessible as legitimate nodes may be physically available
and, if no key management system is in use (e.g. in a typical home personal COTS
network), devices may be available commercially and the keys extracted from device
memory. Spoo�ng is a speci�c type of cyber-attack in which someone attempts to use a
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computer, device, or network to trick other computer networks or devices in a network
by masquerading as a legitimate entity. As a result, these MAC layer attacks aim to
achieve similar results to jamming attacks and apply different strategies that mislead
rather than block device transmissions.

2.6.5 Network-Layer Attacks

Generally, these are active attacks that interfere with network operations, causing either
a DoS, privacy or an impersonation attack.

� Sinkhole/Blackhole Attacks: In this congestion based DoS attack, a malicious
network connected node acts like a black hole [56] and �pulls in� all of the traf�c
in the network. The malicious node listens to available route requests and replies
that it has the shortest path, maximizing packet �ow through the malicious node,
resulting in maximum packet loss or unauthorized access to data.

� Selective Forwarding: Networks that rely on multi-hop transmissions require all
nodes to faithfully forward any received packets to the base station. In this packet
dropping DoS attack, a malicious network connected node in the routing path
selectively drops sensitive packets. This attack could be particularly effective in
wireless network control systems, where real-time responses to sensor data or
control system inputs are critical.

� Node Replication Attacks: In WSNs, nodes are often deployed in unattended
public environments where continued surveillance is unrealistic. In this imper-
sonation attack, an attacker may replicate a legitimate node and introduce it to the
network, thereby gaining access to the �ow of packets throughout the network.
This approach may involve capturing and analyzing a legitimate node when some
cryptographic security level is applied. As a result, additional malicious node
attacks can be implemented.

� Sybil Attacks: Many applications require node collaboration to accomplish a
speci�c task. Applications can then implement management policies to distribute
sub-tasks to different nodes. In this impersonation attack, a malicious node will
pretend to be more than one node simultaneously, using the identities of other
legitimate nodes to effectively cause collaboration processes to fail and can target
data aggregation, routing mechanisms, etc.

� HELLO Flood Attacks: Often, routing protocols need to broadcast �HELLO�
packets to discover one-hop neighbors. The attacker exploits this concept to
attract and persuade nodes that an attacker is their neighbor. This method is
especially effective if the attacking node has an extensive radio range and enough
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processing power to �ood an entire area of a network, affecting a large number of
nodes and persuading these nodes to use the attacker as a relay node in the process.
Packets are lost in this energy consumption DoS attack due to, for example,
distances being too large for transmission as a node will try to transmit to a
non-neighbor (attacker).

� Wormhole Attacks: An attacker records the packets at one location in the network
and tunnels those packets to another area in the network using a long-range
wireless channel or optical link. Attackers offer fewer hops and less delay, which
entices nodes to use the attacker to forward packets, causing collisions and packet
loss in this DoS congestion attack.

� Spoo�ng: Network nodes can become malicious and provide an attacker network
access when nodes are physically available in environments without continued
surveillance. Each node is not tamper proof due, generally, to cost reasons. Spoof-
ing is the method of disguising a communication from an unknown source as
being from a known, trusted source. It can severely harm any wireless or wired
network as it is both dif�cult to detect and effective. A spoo�ng situation can
involve either an attacker successfully identifying as a network node by falsify-
ing data or transmitting falsi�ed data with real credentials from a malicious node.
This type of attack is dif�cult to detect and requires a speci�c dedicated intrusion
detection system to identify node anomalies.

It is clear from analyzing the above attacks that a detection algorithm which has
both centralized and distributed operation is optimal as the attacks in Sections 2.6.2,
2.6.3 and 2.6.4 could be detected in a distributed structure, while certain attacks in Sec-
tion 2.6.5 will need to be detected in a centralized structure and others in a distributed
manner. For example, a blackhole may fail to generate application-level acknowledge-
ments that can imply network failure, even though the attacker is sending protocol level
acknowledgements. Another fascinating point was highlighted in [57], which stated
that, in future attacks, more than one style would likely be used simultaneously and
multiple layers will be attacked in a cross-layer approach. For example, using a sink-
hole attack to guide packets to a speci�c region so a jammer could jam a larger area.
This concept further motivates providing interference diagnostic capabilities on edge
devices to detect security breaches and help monitor remote systems, where continued
surveillance is challenging.

2.6.6 System Coexistence

This section identi�es intrusions from the spectrum co-existence and spectrum sharing
�elds. The discussion focuses on intrusions from the co-existence of systems in the
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same frequency range and when protocols misuse sharing capabilities. These attacks
occur when legitimate protocols and devices adhere to laws but do not follow protocol
rules (the non-compliant operator).

� A secondary user (SU) occupying a primary user’s (PU) spectrum and causing
interference. The SU operates for too long or when the PU is operating and
interferes with the PU’s performance. The intention was to maximize spectrum
use, but the SU became an intruder by not complying with the spectrum sharing
approach’s protocols.

� An attacker, or a certain spectrum user, consumes all resources and deliberately
denies spectrum sharing, causing other equal users to suffer performance loss or
denial of service.

� Speci�c users being saturated by coexisting legitimate signals, leading to a DoS
attack.

In these examples, network performance is affected and, so, the operation can be classi-
�ed as intrusions. A SU occupying a PU’s channel for too long and affecting the PU’s
performance becomes an attacker. Resources can be denied by, for example, blocking
CTS packets, and so any device operating as such inherently becomes an intruder. In
spectrum sharing, a cognitive radio (CR) senses for the absence of a PU (spectrum
holes) [58] and a user could block the discovery of these spectrum holes, becoming an
attacker in the process. This co-existence issue will be discussed further in Section 2.7.

2.6.7 Typical Defenses

The primary conclusion from analyzing the different potential wireless attacks is that
no wireless network is 100% secure. It is challenging to design a wireless network
where attackers cannot �nd some way in [43]. Timely mitigation strategies are required
to combat attacks, especially attacks that exploit the WSN vulnerabilities. Attack in-
centives are created by the diverse application areas, which simultaneously increase the
dependency on transmitted information in these applications. As a result, the potential
risk of privacy and safety being compromised due to an attack rises. In WSNs, these
intrusions are the largest contributor to link and path problems. The resulting packet
losses can lead to avalanche effects and potential network collapse [2]. This outcome
provides a need for security measures which are either preventive, reactive or detective
solutions [36]. An intrusion/interference detection system (IDS) identi�es the presence
of intruders, so mitigation (or reactive) strategies can be implemented. The fundamen-
tals of intrusions and intrusion detection were de�ned by James Anderson in 1980 and
are; risk, threat, attack, vulnerability and penetration [59]. Additionally, an IDS includes
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the delicate balance between detection and false-alarm rates, which can be particularly
challenging in environments where many different PHY layers (wireless protocols)
occupy the same spectrum. Intrusion (or interference) detection can be achieved using
different methods [19, 60]:

� Misuse Detection compares the action or behavior of transmitting/receiving nodes
to well-known attack patterns. These attack signatures form the knowledge base
of the IDS.

� Anomaly Detection de�nes the characteristics of normal operation and activi-
ties. Device transmissions are compared against this normal operation. The IDS
classi�es outliers, which are activities different from normal, as intruders.

� Hybrid or Speci�cation-based detection includes IDSs which do not conform
solely to anomaly or misuse. The expected behavior is manually de�ned by hu-
man perception. The focus is to determine deviations from this expected behavior
when training data or machine learning algorithms do not de�ne it. Speci�c hy-
brid approaches can combine both anomaly and misuse detection.

However, detection is not the only strategy applied to increase security in wireless
networks, as preventive measures exist to provide a network with robustness to attacks.
These techniques are employed in wireless protocols to protect critical information and
add resilience to attacks. However, improvements are likely required because of the
evolving nature of both attack styles and WSN deployments. This thesis focuses on
improving detection techniques at the edge, as the resulting diagnostic can improve the
mitigation and preventive approaches. Below, the leading security techniques used in
IEEE 802.15.4 are discussed.

� DSSS: This spreading technique provides resilience to interference. Every four
bit segment is spread to one of sixteen prede�ned 32 chip PN codes, which
increases system redundancy because the codes are chosen to make the resulting
signal noise-like. Therefore, there should be an approximately equal number of
ones and zeros in the spreading code and few to no repeated patterns. This method
provides some immunity from various kinds of noise, multi-path distortions and
jamming and grants some security as only recipients who know the spreading
code can recover the encoded information. Essentially, certain chip errors can
occur while maintaining correct reception at the receiver by utilizing maximum
correlation through, for example, a maximum likelihood decoder.

� Frequency Hopping was added to the IEEE 802.15.4e amendment to increase ro-
bustness against external interference and persistent multi-path fading. Multiple
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available channels are used and only network nodes know the pattern. If inter-
ference is detected, this preventive measure could become a reactive mitigation
measure by altering the frequency schedule. This approach is feasible as nodes at
the edge of a jammed region can receive messages from �jammed� nodes and re-
lay alarms to the controller and/or base station [19] or update frequency hopping
schedules.

� A frame check sequence is an error-detecting code used to detect changes in
the received raw data. The blocks of data being transmitted have a checkvalue
attached based on the remainder of a polynomial division on their contents. In
IEEE 802.15.4, the contents refer to the PSDU, exposing the preamble. On re-
ception of the raw bits, the calculation is repeated and if the check values do not
match, the packet is corrupt.

� Cryptography: To stop intruders from accessing sensitive information by simply
listening to transmitted messages, data is encrypted before transmission. This
method provides data con�dentiality as the message is modi�ed using a string of
bits known as the security key. Theoretically, only the intended user can recover
the original message without prohibitive effort. IEEE 802.15.4 only encrypts
the MAC payload [36] and supports the advanced encryption standard (AES).
Security depends on the pre-distribution, initialization, use and storage of the
keys.

� Message Integrity Code (MIC): This approach protects against intruders modi-
fying and resending messages, even if the packets are encrypted. By including
a MIC with each transmitted message, data authentication is achieved because a
con�rmation of who transmitted the message is achievable.

2.7 Security Discussion

The discussions on security in wireless networks, speci�cally WSNs, highlight that
security plays a signi�cant role in WSNs. Security is integral for any successful WSN
based critical application and, typically, four pillars of WSN security exist; vulnerabil-
ities, requirements, attacks and defenses [61]. Generally, networks will have de�ned
operating security requirements, e.g., con�dentiality, and employ speci�c defense strate-
gies (e.g.encryption) to ensure each requirement is met. Networks, especially WSNs,
have vulnerabilities and attacks can use these vulnerabilities to increase attack ef�-
ciency. A notable example is the �nite energy supply on wireless edge nodes. Thus,
attackers can focus on this vulnerable point by causing devices to increase energy
consumption, leading to devices losing power earlier than designed. Therefore, this
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Figure 2.16: A functional simpli�ed model for visualizing different security options in WSNs.

chapter’s security analysis implies that the identi�ed four pillars suit WSNs and other
wireless networks consisting of edge nodes. The authors produced a 3D model for
reliability in [62], which analyzes network reliability in terms of adopting a packet- or
event-based scheme, applying retransmissions or redundancy techniques and whether
reliability should be applied either on a hop-by-hop or end-to-end basis. Through the
security analysis in this chapter, a similar approach can be determined for security. This
approach, developed as part of this thesis, is provided in Fig. 2.16 and establishes a
functional model for security using speci�c parameters. This model provides a sim-
pli�ed visual representation of some available security setups for wireless networks.
The speci�ed model analyzes whether a preventive, reactive or detection approach is
used as the security mechanism, has a Hop-by-Hop or End-to-End basis applied and
is security event-triggered or on each packet. Here, hop-by-hop refers to maintaining
security across each and every link and end-to-end refers to only the source and destina-
tion maintaining security. Furthermore, typically, reliability provides bit loss recovery
while security speci�es bit loss prevention. Therefore, the topics can be linked in terms
of packet loss and the model in [62] readily adapts to security.

Due to the identi�ed unique vulnerabilities and security holes, the attack approaches
identi�ed in Section 2.6 can be applied to the IEEE 802.15.4 (ZigBee) protocol by
using COTS hardware and open-source software. Currently, COTS devices are be-
coming cheaper and more computationally powerful, allowing various attacks to be
implemented on a single device. Software-de�ned radios, combined with open source
software, such as Python3 or GNU Radio, can apply various interference and privacy
attacks by applying signal processing libraries or software blocks (GNU Radio) to
mimic legitimate signals and packet structures. As a result, these devices exploit known
WSN protocol designs and bitstreams by implementing intelligent deception jamming
scenarios. This approach is described in detail in Chapter 5 and applied to over-the-air
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Figure 2.17: DPX visualization of the ISM RF Spectrum during the benchtop experiments showing
(a) DPX image of the transmitted ZigBee signal at 2475 MHz. (b) DPX image showing coexistence
of ZigBee with 802.11 WiFi. (c) DPX image showing coexistence of ZigBee with 802.11 WiFi and
Bluetooth. (d) DPX image showing the spectral environment when ZigBee packets were lost.

ZigBee signals in Chapter 7. These COTS devices’ receiving capabilities support at-
tacks on speci�c frame sections, where certain security measures are not implemented.
For example, listen for the start of the SHR and focus the wireless attack on both the
SHR and PHR, thereby potentially affecting packet synchronization or the received
frame length, which, likely, causes inaccurate packet reception. SDRs or sniffers (TI’s
CC2531EMK [63]) can monitor a node joining process where, potentially, encryption
keys are disclosed or can replay modi�ed/unmodi�ed packets. Notably, for WSN/IoT
deployments, devices can be both physically and/or commercially available. This cir-
cumstance leads to the possibility of gaining network access through key extraction
from memory, especially when no key management system is in use, which can be
typical of domestic IoT deployments. Without the use of forward error correction, pack-
ets are more unreliable over noisy or hostile communication channels, which aides
the effectiveness of jamming attacks and intrusions by coexistence. Jamming attacks
need only cause a small number of chip errors to be effective, as the receiver cannot
implement error correction. This value was identi�ed as ten chip errors in [64], which
corresponds to an incorrect autocorrelation on reception. Therefore, using both WSN
knowledge and available COTS devices, speci�c aspects of protected networks can, po-
tentially, be readily compromised. Exploiting wireless networks is possible, even when
security techniques are used. Due to the ever-present threat of jamming attacks and its
effectiveness not being limited to WSNs, this thesis focuses on improving security by
enabling edge devices to implement interference diagnostic tools.
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The IEEE 802.15.4 based protocols (ZigBee) coexist with various signals in the
ISM RF band, including WiFi (IEEE 802.11b) and Bluetooth. This coexistence issue
is experimentally tested using a ZigBee peer-to-peer network, multiple PCs and a Tek-
tronix RTSA 306B using a Siretta ZigBee stubby antenna. WiFi signals (campus WiFi)
and Bluetooth signals (local devices) were provided by enabling laptops, phones and
speakers in the vicinity around one ZigBee transceiver. The associated hardware uti-
lized in this coexistence examination is described in detail in Chapter 5. Spectrum
graphs are developed using Tektronix’s DPX [35] software, as previously shown in Fig.
2.4, which runs on the SignalVu-PC software package and acquires signals in real-time.
DPX performs hardware digital signal processing and rasterizing of samples into pixel
information, which can be plotted in real-time and as a bitmap image (instead of a con-
ventional line trace). This software approach allows signals to be distinguished at the
same frequency and a color scheme is used to identify signals which are more frequent
than others. Here, to identify how spectrum coexistence can become an interferer, the
spectrum was visualized for four separate scenarios. All transmitted and received pack-
ets were monitored using the XCTU software package [65] and transmissions require
an acknowledgement packet, stating either �Delivery Status: Success� for a successful
transmission or �Delivery Status: Address not found� for an unsuccessful transmission.
The transmitted ZigBee signal on the 2475 MHz channel is shown in Fig. 2.17 (a) and
real-time coexistence issues are visualized in Fig. 2.17 (b) and Fig. 2.17 (c), where the
ZigBee signal coexisted with WiFi only and both WiFi and Bluetooth, respectively. No
packets were dropped in these coexistence examples. However, packet loss is achiev-
able using only commercial devices and legitimate protocols. Fig. 2.17 (d) provides the
spectral analysis for when packets were dropped in the network, where unsuccessful
transmissions were due to the interference caused by multiple devices using WiFi and
Bluetooth in the vicinity of the intended ZigBee receiver. This situation differs from
Fig. 2.17 (c) due to both the higher power interference signals at 2.475 GHz and the
recurring number of transmissions, given by the fuller nature and more intense color
of the DPX image. Compared to Fig. 2.17 (c), Fig. 2.17 (d) has approximately 6 dBm
higher coexisting signals and, due to more connected devices, more frequent ISM band
transmissions. Essentially, these tests provide visual proof of the spectrum coexistence
issues, the noisy environments and legitimate signal intrusions that exist in WSNs. The
undelivered packets, which occurred under extreme coexistence circumstances, pro-
vided evidence that environments and coexisting signals can be seen as unintentional
and, in malicious cases, intentional interference. Therefore, detecting both intentional
and unintentional interference is important for providing a holistic interference diagnos-
tic approach on edge devices. This result is evident in this thesis’s work and the �nal
design outlined in Chapter 7. As a result, this security analysis of WSNs and the associ-
ated available attacks has identi�ed wireless jamming as a real practical threat. Based
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on the WSN security options developed in Fig. 2.16, this thesis applies the hop-by-hop
event-driven (bit errors) detection security approach.

2.8 Conclusion

This chapter introduced the application area for this thesis as wireless sensor networks,
which have become an integral part of modern technology, as they are applied across
diverse critical applications. WSN protocols are based on the IEEE802.15.4 protocol
and the associated PHY and MAC layers were described in detail, as these are the most
critical aspects in terms of the work in this thesis. ZigBee is the chosen protocol as it is
the de-facto standard for WSNs, as almost all available commercial and research sensor
nodes are equipped with ZigBee transceiver chips [21]. GPS signals and the associated
signal model were introduced as an application area to analyze if this thesis’s work can
be transferred to a different application area of the RF spectrum and received packets.
Interference and intrusions in wireless networks were discussed in terms of the four
pillars of security; vulnerabilities, requirements, attacks and defenses. An extensive
overview of both security issues and attacks de�ned the two main types of adversaries;
the outlaw, who breaks the spectrum laws, and the non-compliant operator, who ad-
heres to laws but does not follow protocol rules. A 3D security model was developed,
which provides a simpli�ed visual representation of some available security setups for
wireless networks. This thesis focuses on the identi�ed hop-by-hop event driven detec-
tion security approach. This security analysis concluded that, due to the ever-present
threat of jamming attacks and its effectiveness not being limited to WSNs, this thesis
focuses on improving security by enabling edge devices to implement interference di-
agnostic tools. The availability of COTS devices that can transmit jamming attacks and
exploit edge device and wireless protocol vulnerabilities further supports focusing on
interference attacks.

Furthermore, the diversity of innovative solutions requiring a WSN approach ex-
pands the array of applications and deployment areas but simultaneously incentivizes
attackers. The more critical the application, the higher the probability of sensitive data
being transmitted and attacks incurring a higher takeaway. The existence of unique
WSN vulnerabilities has repercussions for providing adequate security levels and op-
portunities to any potential malicious actor. These vulnerabilities and essential security
operating goals were analyzed by focusing on the fundamental use of the IEEE 802.15.4
standard in WSN protocols and its associated PHY and MAC layer security techniques.
Experimental visualization of the ISM RF band coexistence issues demonstrated ad-
ditional complexity when providing security. This chapter con�rmed the existence of
security holes in the standardized IEEE 802.15.4 protocol, notably in packet preambles
and headers, open access to the wireless channel, WSN deployments and spectral co-
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existence. COTS devices and open source software can effectively capitalize on these
security holes, providing evidence for establishing WSN security enhancements. As
the interference can cause retransmissions and increased latency in wireless networks,
sensed data or coordinator decisions could potentially be obsolete on arrival as data can
lose its value in a matter of milliseconds, resulting in potential signi�cant security con-
sequences. This result motivates providing interference diagnostic capabilities on edge
devices to detect security breaches and help monitor remote systems, where continued
surveillance is challenging.

By utilizing ZigBee transceivers and commercial devices, real-time analysis of co-
existing signals causing interference and denial of service was achieved. Packet loss
occurred due to multiple commercial devices operating legitimately in close proxim-
ity to the ZigBee receiver, which indicates that this approach could be implemented
maliciously or unintentionally. Therefore, this chapter’s work implies that WSNs and
other wireless systems can be vulnerable to interference and intrusions, but techniques
can be used to add resilience and detectability. If WSNs are to become integrated into
modern society and be used frequently and fully utilized in critical applications, like
the IoT and aerospace, enhancements to security and the detection of intentional and
unintentional intrusions are necessary. Detection strategies need to advance and look
at aspects outside the norm, for example, received raw bits, while maintaining the opti-
mization of device resources. The interference diagnostic tool should characterize the
intrusion and be able to distinguish between intentional and unintentional interference,
where independent edge device operation is optimal.
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Chapter 3

Interference Detection and
Classi�cation: A Comprehensive
Background

Continuously classifying �uctuating operating wireless environments in real-time can
be crucial for successfully delivering authentic and con�dential packets. The transmit-
ted signals provide an insight into the operational wireless environment in terms of
legitimate signals, background noise and potential interference. This chapter describes
how this thesis’ work is distinct from the literature, which is essential for the simulation
work in Chapter 4 and the experimental over-the-air work presented in Chapters 6
and 7. This chapter aims to provide a suf�cient literature review of the state of the art,
enabling this thesis’s work to be differentiated from the associated prior literature.

3.1 Introduction

Chapter 2 concluded that due to existing threats, the potential use in safety-critical
applications and increasing congestion levels in the radio spectrum, new WSN security
and signal identi�cation challenges will likely emerge. This concept extends to the
requirement for edge devices to implement services in a decentralized manner with a
focus on autonomously reacting to channel variations and altering transmission metrics
accordingly. If network services require cooperation between devices, then the secure
communication links increases. Once edge devices can make independent decisions, a
form of swarm intelligence [66] can be implemented among nodes to better understand
the operating environment and reduce retransmissions, increase energy ef�ciency and
improve channel access mechanisms. These different, yet connected, attributes indicate
that new solutions will be required at the edge, resulting in the need for speci�c solutions
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designed for resource-constrained devices. This thesis’s main objective is to understand
the wireless environment so as to develop an interference diagnostic framework to
enhance edge device operation and network transmissions. Real-time decision-making
based on knowledge of the wireless channel produces optimal performance, where
identifying the wireless operating environment conforms to the time series class of
data science problems, as the primary data points are measured over a period. Securing
wireless sensor networks (WSNs) and understanding the operating environment at the
edge is challenging due to the burden of protecting the transmitted sensitive information
across various applications while operating under unique security vulnerabilities and
a �uctuating operating environment. Coupling this aspect with establishing a level of
trust among network nodes while providing resilience to interference, it becomes clear
that maintaining security is challenging.

To differentiate from other approaches, this thesis focuses on utilizing raw in-phase
(I) and quadrature-phase (Q) samples, exclusively, to develop a novel low-order sta-
tistical feature set for wireless signal classi�cation and interference diagnostics. As
mentioned in Chapter 1, this diagnostic concept refers to the overall ability of the node
to detect and classify interference under several different scenarios, such as, when pack-
ets are received and when no packets can be received. An overall algorithm is then
required, as different data is required in each case, resulting in an interference diag-
nostic framework. The developed low-order feature set aims to enable wireless edge
nodes to make decentralized decisions based exclusively on the analysis of the con-
sistently available I/Q samples. This concept, as shown in Chapter 7, enables multiple
decisions that utilize the same inputs of the developed low-order feature set. This ap-
proach is bene�cial as it facilitates implementing appropriate security and transmitting
mechanisms, reducing retransmissions and increasing energy ef�ciency. As discussed
in Chapter 2, WSNs and their IoT utilization emphasize the signi�cance of this time
series interference signal classi�cation problem. In this thesis, I/Q samples of typical
WSN and industrial, scienti�c and medical (ISM) band transmissions are collected in
a live domestic operating environment. As a result, this chapter reviews the main re-
lated topics and how this thesis’s work differentiates itself from comparative literature.
The three primary topics where this thesis makes a contribution are wireless signal
classi�cation (or modulation scheme identi�cation) methods, interference detection in
wireless communications networks, namely WSNs, and the exclusive use of raw I/Q
samples. Regarding WSNs, detecting interference and classifying the signal type is
not an original concept but requires continual improvements to keep up with current
hardware/software enhancements. As identi�ed in Chapter 2, for WSNs and associated
resource-constrained devices, jamming is a signi�cant ever-present (due to the wireless
channel’s natural open access) threat. This thesis’s key design objectives are low com-
plexity and independent operation, as resource consumption can be reduced if devices
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make real-time decisions and algorithms have low computation costs. It is worth noting
that focusing on using received raw I/Q samples as the basis for interference detection
and classi�cation decisions is a relatively novel concept.

3.2 Related Work: Wireless Signal Classi�cation

This section summarizes comparable previous work that focused on enhancing clear
channel assessment (CCA) techniques and utilizing machine learning to identify re-
ceived wireless signals, where spectrum sensing and adapting to the wireless envi-
ronment are crucial applications. For wireless signal (technology) classi�cation, the
previous studies cover traditional approaches and more modern deep learning methods.
Additionally, for WSNs, improving the CCA for IEEE802.15.4 protocols is of inter-
est, as it is susceptible to denial of service attacks. Initially, the general signal model
for modulation classi�cation is speci�ed, as it is the most common received signal
classi�cation approach.

3.2.1 General System Model

A general signal model can be applied to the wireless signal classi�cation techniques
in Section 3.2.3 to provide an understanding of the problem that needs to be solved.
This signal model is a general representation and is stated to construct the problem of
identifying the unknown modulation scheme. It differs from what is being developed in
this thesis as the main aim of the signal classi�er developed in Chapter 6 is to differenti-
ate between known ISM radio frequency (RF) band signals. This thesis’s methodology
allows for the dominant signal in the WSN operating channels to be determined and
interference detected if WSN packets cannot be received. As a result, this thesis’s aim
differs from the literature as the received signal model needs to be classi�ed, even when
the same modulation scheme is adopted. However, the automatic modulation classi�-
cation problem is the most widely examined approach in the literature, resulting in the
most relatable research to the signal classi�er developed in Chapter 6.

A wireless communication system can be de�ned as a system that transmits infor-
mation from one point to another point via a wireless medium. For a wireless commu-
nication system that sends binary messages from the transmitter to the receiver across
a noisy channel, a matched �lter can detect the transmitted pulses in the noisy received
signal. The received baseband signal at the output of the matched �lter, which is applied
to increase the signal-to-noise ratio, can be expressed as:

r = å
k

sm(k):h(t� kT ); m = 1; :::;M; 1� t � T (3.1)
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where the received signal r represents the received message as the sum of shifted unit
pulses, sm is the independent and identically distributed (i.i.d.) symbol stream carried
by constellation m 2M and T is the period of h(t). The physical wireless link between
a transmitting and receiving pair is classically modeled as a delayed tapped channel
model expressed as the following function:

h(t) = A(t):e j(2p fc+ f ):d(t� t ) (3.2)

where A(t) is the amplitude, fc represents the carrier frequency, f is the phase and
t is the delay. The corresponding general form of a received modulated signal is then
given by [67]:

r(t) = Re
n

a e j2pf e j2pDf tC(t)e j2p fc(t�t0)
o

+ n(t) (3.3)

where C(t) is the complex envelope of the modulated signal, n(t) is the band limited
noise, fc is the carrier frequency, a is the channel amplitude, f is the phase offset, Df
is the carrier frequency offset, and Ref:g denotes the real part. The complex envelope
is characterized by the constellation points Ci and pulse shaping function p(t). For N
symbols with periodicity T , the general form of the complex envelope can be expressed
as [67, 68]:

C(t) =
N

å
i= 1

Ci p(t� iT ) (3.4)

The modulation type and symbol energy of the received signal (3.3) are unknown
and the signal is preprocessed blindly by assuming that it is drawn from a minimum-
energy constellation, which is true for almost all the modulation types [69]. The noise
model is assumed in most of the research to be additive-white-Gaussian-Noise (AWGN)
[68]. As a result, the classi�cation of wireless signals can be generally formulated as an
n-class classi�cation problem, where n is the number of different modulation schemes
that the classi�er can identify or how many potential modulation schemes are available.
In this background review, only digital modulation schemes are considered, as these are
the schemes analyzed in the methodology developed in Chapters 6 and 7. Furthermore,
the wireless signal classi�er developed in Chapter 6 focuses on an n-class classi�cation
problem, just like identifying the received modulation scheme.

3.2.2 Clear Channel Assessment

This thesis’s work concentrates on classifying �uctuating operating wireless environ-
ments in real-time. Essentially, knowing what type of wireless environment (signal pro-
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tocol) is dominating the wireless channel is a form of CCA. Generally, IEEE 802.15.4
based protocols (ZigBee) apply carrier sense multiple access with collision avoidance
(CSMA/CA) to access the channel, which implements a CCA before transmitting a
packet to check channel availability. Decisions are based on either energy detection
or carrier sense, where if an IEEE 802.15.4 signal is sensed, then the channel may be
busy, even if the energy is below the threshold (see Chapter 2). If the CCA identi�es a
busy channel, devices back off for a random period and reattempt, up to a user-de�ned
maximum number of retries.

Previous improvements include splitting one eight-symbol CCA decision into two
four-symbol CCA decisions [70], which allows the end of a packet transmission (or ac-
knowledgement (ACK)) to be differentiated from a busy channel. The approach utilizes
ACK packets’ size and how the end of an ACK packet only takes up a small portion
of the second back-off period. As a result, this technique identi�es an idle channel
when CCA is performed at the end of the ACK packet as the energy detection needs
to be above the threshold for each four-symbol decision. This method increases the
chance to transmit a packet when conventional techniques detect a busy channel. This
proposed CCA method improved the throughput performance of IEEE 802.15.4 net-
works and was validated using simulations only. In [71] and [72], an interference aware
adaptive CCA mechanism was introduced, which exploited packet loss information to
change the CCA mode in use to improve ZigBee performance under WiFi interference.
The CCA’s energy detection mechanism can be affected by WiFi coexistence, which
becomes interference when it prevents the CCA from identifying idle channels. This
incidence of WiFi coexistence further validates the concept of spectrum coexistence
being implemented as a malicious interference attack. The concept was introduced in
Chapter 2, and the need to expand the CCA mechanism to manage WiFi coexistence
issues proves its existence as a real-world threat.

The work in [71] demonstrated, using off the shelf components, that the CCA can
impact ZigBee’s performance when there is WiFi interference, particularly at high
packets transmission rates. The proposed improvement uses a trade-off between the
Transmit First In First Out Byte Register (TXFIFO) over�ow of receiving radios and
the packet collision loss to adapt the CCA mode or detection threshold to the sensed
environment. This approach resulted in higher performance than conventional CCA
modes and was tested in a hardware experimental testbed. These previous works that
focus on the CCA show how WSNs and other networks implementing CCAs are sus-
ceptible to interference. This susceptibility motivates wireless edge nodes to be able to
adapt to the operating environment independently. This thesis’s developed methodology
aims to enable edge devices to adapt to the classi�ed channel, using features extracted
from received I/Q samples and neglects network-level data. As a result, the developed
methodology could be integrated into channel access techniques in the future. However,
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such integration is out of scope for this thesis and left for future expansions of this
thesis’s work (see Chapter 8).

3.2.3 Wireless Signal Classi�cation

This section’s central aspect surrounds wireless signal identi�cation, which can also
be termed as wireless technology classi�cation or received modulation scheme identi-
�cation. In terms of this thesis, the term wireless signal classi�cation is applied as the
critical classi�cation required is the signal modal, such as WiFi, Bluetooth or ZigBee.
In this thesis, wireless signal classi�cation is required as a component of the overall de-
signed interference diagnostic framework. As a result, the developed classi�er leverages
learnings from the literature regarding optimal approaches and techniques. However,
it is not envisaged that the developed signal classi�cation tool is a direct replacement
for the most common use case of automatic modulation classi�cation. As part of the
classi�er in Chapter 6, the developed features have the potential for broader signal clas-
si�cation as a future development (see Chapter 8). These signal classi�cation methods
and techniques are evolving with hardware and software enhancements. Typically, tech-
niques are used to classify wireless signals based on their modulation schemes. This
automatic modulation classi�cation is a crucial technology that enables transceivers to
utilize available resources ef�ciently [69]. This concept is essential in cognitive net-
works to recognize the received modulations and identify users and nodes in dynamic
spectrum access applications. This modulation classi�cation is a signal processing tech-
nique that estimates the modulation scheme of unknown noisy signals being received
and involves two steps: pre-processing the received signal and classi�cation algorithm
design. In the literature, these signal classi�cation techniques are broadly categorized
into two main approaches, likelihood-based and feature-based, where feature-based is
applied in this thesis for computational reasons that will be subsequently discussed.

Likelihood-based methods are based on hypothesis testing, by comparing the like-
lihood functions of received signals to classify different modulations. In statistics, the
likelihood function measures the goodness of �t of a statistical model to a sample
of received data for given values of the unknown parameters and is formed from the
sample’s joint probability distribution but viewed and used as a function of the pa-
rameters. These decision-theoretic approaches achieve optimal performance with the
cost of high computational complexity. A maximum likelihood-based approach for co-
herent and non-coherent modulation estimations was proposed in [73], where optimal
performance is achieved through the application of mathematical channel models with
end-to-end settings. The approach is implemented by calculating the likelihood func-
tion of all modulations in the candidate pool and making the decision by choosing the
class with the maximum likelihood value. These likelihood-based methods are, typi-
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Figure 3.1: A simpli�ed visualization of the architecture of feature-based wireless signal classi�cation
algorithm [69].

cally, unsuitable for real-world deployments due to high computational costs, typically,
poor generalization in complex environments [69], and the requirement of a sophis-
ticated parameter estimation process [73]. As a result, feature-based approaches are
preferred in real-world practical deployments of signal classi�ers. The feature-based
classi�cation architecture is provided in Fig. 3.1, where the feature extraction occurs on
the data after preprocessing. The extracted features are used as the input to the designed
classi�cation algorithm. The traditional feature-based approaches primarily relied on
expert knowledge to perform well under speci�c operating conditions. These classi�ers
suffer from high computational complexity requirements and poor generalization [69],
which is an issue that this thesis focuses on. Machine learning developments in the
design of classi�ers have been employed to overcome these drawbacks. However, some
machine learning classi�ers still lack versatility and good generalization due to imple-
menting single classi�er predictions. Examples include support vector machines [74],
k-nearest neighbor [75] and Na¤�ve Bayes [76]. As a result, wireless signal classi�ers
based on combining the predictions of many weak component classi�ers, for example,
dependent decision trees (see Chapter 6), provide the highest chance of good general-
ization and accuracy [77]. These identi�ed facts from the literature were used to select
feature-based machine learning approaches as the desired classi�cation approach. As
the envisaged implementation platforms are resource-constrained embedded wireless
edge nodes, the feature-based classi�ers’ choice was further validated. However, to
validate the chosen optimal approach, this thesis developed classi�cation algorithms
based on single classi�er predictions and classi�ers that applied a combination of weak
classi�ers.

As speci�ed in Fig. 3.1, feature-based wireless signal classi�cation consists of re-
ceiving a time-series signal s(t), data pre-processing to produce the sampled signal s[n],
feature extraction and classi�cation (decision algorithm). Designed feature-based ap-
proaches, generally focused on digital modulation classi�cation, produce robust perfor-
mance and relatively low complexity [67]. This performance is achieved by ef�ciently
extracting features from a statistical analysis of the signals. The work in [67] presents
a compact overview of available features and classi�ers, both pattern recognition and
feature-based, used in automatic modulation classi�cation. The available features can
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be categorized into �ve types: instantaneous time domain, transform domain, statistical,
constellation shape, and zero-crossing features. The instantaneous features represent
variations in the modulated signal and relate to the instantaneous amplitude, phase, and
frequency. The transform domain features are typically extracted by transforming the
received signal to Fourier and/or Wavelet domains [78], with distinct data processing
techniques such as normalization and �ltering. Higher-order moments (HOM), which
are moments beyond 4th-order moments, higher-order cumulants, higher-order cyclic
cumulants (HOCCs) and cyclo-stationarity produce the statistical features. Constella-
tion features are extracted by analyzing the received constellation or by comparing it
to a reference. As the name suggests, Zero-crossing features are related to counting the
number of zero-crossings in the received signal. This thesis applies and extracts features
from some of these categories to classify received signals, even when the same modula-
tion scheme is applied. Additionally, new novel feature approaches are developed and
the overall feature set is low-order, which contrasts with the typical use of higher-order
moments and cumulants [67]. This thesis’s work also extracts features from the spatial
changes of received signals and the overall feature extraction is explained in detail in
Chapter 6. Notably, the results in [67] state that SVMs attain a higher classi�cation
rate than arti�cial neural networks (ANNs) and that all pattern recognition techniques
perform better than decision-tree methods. In Chapters 6 and 7, dependent decision-
tree approaches will be shown to match the performance of ANNs and SVMs, where
the decision-tree approach attains higher performance in speci�c cases. The decision-
tree classi�ers require fewer computational resources, which is a bene�t compared to
the neural network approaches. Furthermore, decision-tree approaches can produce a
multi-class classi�cation model and can be expanded by adding more decision points,
as shown by transferring the optimal models developed in Chapter 6 to the work in
Chapter 7.

The literature mentioned above provided an overview of available techniques and
identi�ed the most suitable and widely adopted approaches that are leveraged, in part,
in this thesis. The following discussion expands on these identi�ed techniques by spec-
ifying examples of use cases. In many existing studies, the previous features have been
applied in different machine learning approaches, where the features are developed
using various transforms. Cyclic features are employed in [79] in terms of higher-order
cyclic cumulants, which typically require high-rate sampling. This requirement restricts
the application of these features. However, the work in [79] applies compressive sens-
ing by exploiting the sparsity of higher-order cyclic cumulants, the proposed algorithm
is implemented with a (signi�cantly) small number of nonuniform samples of the ob-
served signal. Simulation results demonstrated the availability and robustness of this
compressive approach. Wavelet transforms were implemented to extract coef�cients
to enable a robust Support Vector Machine-Decision Directed Acyclic Graph (SVM-
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DDAG) classi�er through numerical simulations in [78]. The main characteristic of
wavelet approaches is that they can provide localized frequency information of a signal,
which is very useful for classi�cation. The authors in [69] employ spectral features
and higher-order cumulants as input features to machine learning-based classi�ers. In
[80], a Matlab simulation approach is demonstrated, which uses higher-order cumu-
lants derived from the received signals as the input features for various classi�ers. The
authors in [81] propose a method that calculates the correlation coef�cients of sec-
ond, fourth, and sixth-order cumulants. A deep learning-based approach is examined
through simulations to show the usefulness of the extracted features in classifying dif-
ferent modulation schemes. The use of higher-order statistics (cumulants) is further
validated in [82, 83, 84, 85]. The work in [82] applied the features to digital satellite
communications through neural networks, while [83] applied high-order cumulants and
deep neural networks to various shift-keying modulation schemes. The authors in [84]
validate, through simulations, a novel approach for improving the correctness of the
classi�cation process with sixth�order cumulants and a simple two�step feature extrac-
tion structure. In [85], different machine learning algorithms (Naive Bayes, logistic
regression, random forest, SVM, ANN, K nearest neighbors (k-NNs), Hoeffding tree
and gradient boosted regression tree (GBRT)) were evaluated for automatic modulation
recognition over the AWGN and the Rayleigh channel models. The results indicated
that logistic regression and GBRT were the optimum approaches but incurred too much
processing time, resulting in Naive Bayes and Random Forest as good alternatives.
The work in [86] focused on combining features extracted from a spectral correlation
analysis and SVMs. Other approaches that utilize these different features are employed
across various machine learning approaches including decision trees [87], SVMs [78],
k-NNs [75], Back Propagation (BP) neural networks [80] and Naive Bayes [76]. These
were typically chosen for their performance in pattern recognition but their performance
typically generalizes poorly to previously unseen data/scenarios [69]. In contrast to the
conclusion in [69], the work in this thesis demonstrates that fundamental machine learn-
ing algorithms can indeed generalize to unseen data, given a suf�ciently descriptive
feature set and potent signal processing.

Deep learning methods have dramatically improved the state-of-the-art in speech
recognition, visual object recognition, object detection and many other domains such
as drug discovery and genomics [88]. The successful results are due to deep learning’s
ability to learn complex features automatically from large datasets. These successful
deployments led to the development of applying deep learning-based algorithms for
communication systems. O’Shea et al. [89] have outlined the compelling possibility
of using deep learning techniques for radio signal identi�cation, based on modulation
schemes, and provide methods for real-world adoption. Other deep learning methods
for signal classi�cation based on modulation schemes include the work in [90], which
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examines fusion methods, in simulation, to further enhance convolutional neural net-
works (CNNs) to fully utilize the length of the received signal burst as the input size
to the CNN is �xed, while the signal length can change. In [91], the authors explore
CNNs as an automatic system to recognize the cognitive radio waveforms and produce
simulation results that can identify eight distinct signals. The authors in [83] use deep
neural networks and high order cumulants in an extensive simulation study to demon-
strate the exceptional classi�cation performance for digital modulation schemes. In
[92], a software-de�ned radio (SDR) prototype for spectrum sharing is developed that
utilizes a convolutional neural network for real-time wireless signal modulation classi-
�cation. This concept is continued in [93], where deep learning methods are shown to
outperform both a maximum-minimum eigenvalue ratio-based method and a frequency
domain entropy-based method. In [77], the authors present a feature fusion scheme
for automatic modulation classi�cation using a CNN. The approach attempts to fuse
different images and handcrafted features of signals to obtain more discriminating fea-
tures. Simulation results produce high performance, for example, 92:5% accuracy with
a signal-to-noise ratio of �4dB. A novel compressive convolutional neural network
(CCNN) is proposed for automatic modulation classi�cation in [94], where different
constellation images are generated as network inputs from received signals. The asso-
ciated simulation results demonstrated that CCNN displays superior classi�cation and
robustness than existing methods.

The majority of these approaches leverage deep learning’s ability to automatically
learn the features from the input data. This method is a data-driven approach and
training such data-driven deep networks on large volumes of data typically requires
appropriate computational resources and extensive time, both of which are rarely found
in deployed communication systems [95]. The approach in [96] focuses on low-cost
sensors and a reduced data-driven model, while, crucially for this investigation, iden-
tifying wireless classi�cation over frequency, time and space dimensions as an active
research problem. This analysis’s main conclusion is that deep convolutional neural net-
works have strong representative abilities that can learn latent information repeatedly
from signal samples. The signal classi�er developed in Chapter 6 applies a deep neural
network approach, in light of the existing literature suggesting neural networks being
the optimal approach. Deep learning is investigated by applying manually extracted
features due to the resource-constrained nature of the application area and limiting the
required resources somewhat. However, more fundamental approaches achieve simi-
lar performance for a fraction of the required resources. Using the more fundamental
machine learning approaches is more applicable to deployed communication systems
consisting of resource-constrained devices. This thesis analyzes simulations to iden-
tify the foundational steps for live deployment and differs from speci�c literature by
implementing simulation and live hardware experimentation.
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The previous analyzed work, generally, concentrates on identifying the modulation
scheme being implemented, which can infer the applied signal model, given speci�c cir-
cumstances. For example, identifying offset-quadrature phase shift keying (O-QPSK)
at one of the ZigBee center frequencies infers the ZigBee protocol. In contrast, O-
QPSK at the Bluetooth center frequency infers the Bluetooth signal model. Typically,
statistical features are employed based on cyclic features, wavelet transforms and/or
high order statistics and cumulants. This thesis’s legitimate signal classi�cation work is
most comparable to the work in [97] as I/Q samples, received signal strength indicator
(RSSI) samples and image-based spectrograms, based on fast Fourier transform (FFT)
algorithms, are all used for signal classi�cation. However, the authors in [97] focus on
a different set of signals and require RSSI samples and image-based spectrograms. No-
tably, that study concluded that low complexity models need to be developed to reduce
future intelligent devices’ operational costs. In this thesis, a low complexity feature-
driven approach that can generalize to unseen data for wireless signal classi�cation
aimed at edge device operation is produced. The analysis of the literature identi�ed
using feature-based machine learning approaches for classi�cation. However, speci�c
differences to the literature exist in terms of how the wireless signal classi�cation is
achieved. The work in this thesis (Chapter 6) is novel due to the exclusive use of raw
I/Q samples and the developed low-order feature set, extracted entirely from received
over-the-air I/Q samples in a typical domestic wireless operating environment. To the
best of the author’s knowledge, this study applies Hjorth parameters [20] in a novel
application space and on new signals and FFT dynamics in a novel method, which is
explained in detail in Chapter 6. Spatial features are used in terms of the probability
density function of received samples. As a result, the developed feature set for wire-
less signal classi�cation is novel and contributes to the literature. Furthermore, this
thesis speci�es that dependent decision-tree machine learning approaches are optimal
and generalize well to unseen data. The need for, and importance of, this type of real
over-the-air practical research is discussed in detail as a challenge that needs a solution
in [98]. This thesis uses over-the-air experimentation to produce the low-complexity
model for ISM RF band wireless signal classi�cation. This development aims to per-
form a distinct task compared to the literature. It enables wireless resource-constrained
edge devices to independently implement a speci�c interference diagnostic task, as ex-
plained in Chapter 7. As a result of this analysis of state-of-the-art signal classi�cation
techniques, feature-based machine learning was adopted for this thesis. Fundamental
algorithms are examined, along with deep learning approaches, as time and computa-
tional resources are very limited in the application space of WSN and global positioning
system (GPS) wireless applications and speci�c literature [85] indicated that these fun-
damental approaches could achieve high performance.
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3.3 Interference Detection

WSNs and GPS applications are wireless communication systems, resulting in them
being susceptible to the generic jamming attack strategies (e.g., constant jamming, reac-
tive jamming, deceptive jamming, random jamming and frequency-sweeping jamming)
presented in Chapter 2. The work in [1] surveys existing jamming attacks and anti-
jamming strategies in several wireless protocols, including ZigBee networks and GPS
systems. The survey paper aimed to provide a comprehensive knowledge landscape of
existing jamming/anti-jamming strategies to stimulate more research efforts to secure
wireless networks against jamming attacks. The work in this thesis aims to do exactly
that by developing widely deployable machine learning interference diagnostic tools
for resource-constrained wireless edge nodes. The authors in [1] outline that wireless
technologies have signi�cantly advanced over the past several decades. However, most
wireless networks are still vulnerable to radio jamming attacks due to the open nature
of wireless channels, and the progress in the design of jamming-resistant wireless net-
working systems remains limited. Chapter 2 expanded on this concept for WSNs by
identifying unique vulnerabilities that WSNs incur. The added validation from such a
recent survey paper supports the need for the work in this thesis. The stagnation in jam-
ming resistant research can be attributed to the lack of practical physical-layer wireless
technologies that can ef�ciently decode data packets in the presence of jamming attacks.
Essentially, once a suf�cient number of bit errors occur (forward error correction can
detect and correct a limited number of errors in transmitted data without the need for
retransmission), the packet is lost and needs to be retransmitted. ZigBee applies no
forward error correction, so a single bit error will lead to a packet error. This thesis
develops a practical over-the-air interference diagnostic framework to help solve this
threat of malicious and unintentional jamming. These jamming attacks are becoming
increasingly straightforward to deploy as hardware becomes increasingly available at
more cost-effective prices. As discussed in Chapter 2, this enables potential attackers to
prepare and develop attacks using off-the-shelf devices. For example, an off-the-shelf
WiFi USB dongle device ($15) can disrupt WiFi services in a home or of�ce scenario
[99]. More advanced attacks can be implemented using SDRs, as demonstrated in Chap-
ter 7 with an Analog Devices Pluto software-de�ned radio [100]. Notably, the authors
in [1] state the following concise points about the current state of the art:

1. Jamming attacks are, typically, uncomplicated to develop and deploy, which pro-
duces an urgency to secure wireless networks against intentional and uninten-
tional jamming threats.

2. Deployed jamming threats can only be thwarted at the physical (PHY) layer but
not at the medium access control (MAC) or network layer. In typical jamming
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attacks, legitimate wireless signals are overwhelmed by irregular or sophisticated
radio jamming signals, resulting in legitimate wireless devices’ inability to de-
code data packets. As a result, any MAC layer (or above) strategies are incapable
of thwarting jamming threats, and innovative anti-jamming strategies need to be
implemented on the PHY layer.

3. Effective anti-jamming strategies for real-world wireless networks remain limited,
despite the signi�cant advancements of wireless technologies in the 21st century.
Most current wireless protocols are highly susceptible to jamming attacks due to
the lack of protection mechanisms, including detection strategies.

This thesis tackles these points by developing an interference diagnostic framework
for resource-constrained wireless edge devices. The framework aims to detect and
classify interference exclusively using data always available to a functioning receiver
across different circumstances. This approach results in this work directly focusing
on the above three points. The analysis focuses on a practical anti-jamming approach
using over-the-air signals, where the deployment is on the physical layer. This section’s
remainder looks at comparable work in the literature for detecting jamming attacks and
implementing anti-jamming strategies. The main aspects of this thesis that differentiate
it from the state-of-the-art are also speci�ed.

Interference and intrusion detection is not a new area in wireless communication
systems. However, it is an area that requires expansion and enhancements to match
the current trend of WSNs and the previously discussed susceptibility to jamming. Vi-
tal aspects of WSN intrusion detection systems (IDSs) are discussed in [43], where
jamming is outlined as a very destructive attack and the need for comprehensive IDS
analysis, in both simulation and real-world implementations, is identi�ed. Developing
a balance between accuracy, generalization to new data and consumption of resources
is also a key conclusion. The authors in [101] describe the lack of traditional physical
switches or gateways in WSNs as a vulnerability and emphasize the need for detec-
tion approaches. The optimal IDS should not degrade WSN performance or introduce
new weaknesses but should be reliable and transparent to the system [101]. Flexible
and reliable software-de�ned reactive jamming is shown to be feasible in [53], which
provides attack deployment evidence for the previous descriptive studies. Denial of
service attacks are outlined in [102], which also states that security is the linchpin of
good sensor network design and detection can aid deployments. However, this type of
research is not con�ned to WSNs as it is a current research topic across wireless net-
works, in general, including Global Positioning System signals [41], WiFi signals [103]
and the coexistence of wireless systems [104]. Chapter 2 discussed speci�c threats
to WSNs [50], how to secure WSNs [48] and existing security issues in WSN proto-
cols [36]. In terms of this thesis, the work focuses on improving WSN security through
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anomaly detection in received WSN signals. However, the potential exists for malicious
node identi�cation, as explained in Chapter 7. The developed interference diagnostic
framework provides high accuracy, generalizes to new data and can be implemented on
resource-constrained and resource-abundant devices. As a result, this work adheres to
the identi�ed vital aspects of WSN IDSs. As a result, the work developed in this thesis,
which is validated on ZigBee and GPS signals, has potential future uses in different
wireless protocols, as discussed in Chapter 8.

Classic WSN techniques and IDSs typically analyze the RSSI and different forms of
packet rates [44]. This method requires high volumes of transmitted packets to calculate
representative packet rates, such as packet error rate (PER), and devices, even those
operating at the edge, to obtain network-level knowledge. Other packet rate systems
analyze collaborative approaches [105] that evaluate packet delivery rates (PDRs) in a
given area. This approach permits faster detection than end-to-end PDR and achieves
jamming detection accuracy of over 97% [105], which sets the performance benchmark
for this thesis. In contrast, chip sequence error patterns are used in [64] to identify the
channel and, as a result, the emitting interference. This use of chips is a step above
raw I/Q sample analysis. Four major chip error patterns were identi�ed that allowed
the distinction between interference from different sources, including IEEE 802.11 and
802.15.4. This approach requires edge devices to buffer known patterns and calculate
a pattern recognition classi�er. Also, if packets cannot be received, practically all the
chips are incorrect and the type of interference can be one of a variety of transmissions,
given enough power. SonIC was developed in [106], where the approach is based
on sampling received RSSI values to extract features for a decision tree classi�er for
edge device applications. However, this process is limited as it requires the successful
retransmission of the previously identi�ed error packet for comparison and needs a
buffer to store the most recent error packet. SVMs and RSSI samples are used in [107]
to develop an accurate and fast interference detection process using four SVMs and a
logic decision stage. This approach suffers from the requirement of training additional
classi�ers if new interference signals need to be analyzed and the logic decision stage
will, consequently, need updating.

In [108], the potential uses of machine learning in WSNs is discussed, where se-
curity and anomaly detection are identi�ed as viable use cases. In [109], a framework
for machine learning-based intrusion detection for WSNs is proposed. Network infor-
mation, such as packet received signal strength, packet drop rate, and retransmission
rate are used to detect intrusions. The proposed machine learning approach for the
detection model is the SLIPPER algorithm [110]. The model consists of multiple bi-
nary classi�ers, which incorporate a set of rules, as SLIPPER is a con�dence-rated
boosting algorithm. Each rule learned from its training dataset may not have very high
prediction accuracy on new data, but the predictions based on the entire set of rules are
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expected to be accurate. This method relates to the wisdom of crowds concept where
multiple weak learners combine to produce a strong learner. The use of received signal
strength and descriptive packet rates are suf�cient for speci�c applications. However,
more information, such as malicious nodes, can be discovered by expanding into other
frontiers. In [111], the throughput, packet drop ratio and the packet average delay of
sensor nodes are used in a Bayesian classi�er to identify anomalous nodes. Different
techniques are compared in their ability to identify WSN outliers in [112], where the
data is obtained from motes deployed in an actual living lab. These methods are out-
lier detection by active learning, identifying density-based local outliers and feature
bagging for outlier detection. These machine learning techniques use features such as
packet collision ratio, delivery waiting time and power consumption rate, to name but a
few. An example of using decision trees as an intrusion detection method is provided in
[113], where the main advantages include having the best detection performance, ease
of model construction and interpretation, and scalability for large datasets. Notably,
Random Forest was highlighted as outperforming other classi�ers in terms of identify-
ing whether data traf�c is normal or under attack when using the NSL-KDD data set in
[114]. The Random Forest technique was also previously shown to be capable of detect-
ing jamming in GPS signals in [41]. By using a quarter-sphere centered at the origin,
the drawback of the high computational requirements of traditional SVM could be alle-
viated [108]. For example, the authors in [115] introduced a one-class quarter-sphere
SVM anomaly recognition technique, which can distinguish anomalies in data while
minimizing communication overhead. Another SVM based IDS was proposed in [116],
where an immune algorithm is used to pre-process the network data, while the SVM is
adopted to classify the optimization data and recognize intruders. In [117], a real-time
external interference source classi�cation method for an 802.15.4-based wireless sensor
network is proposed using deep learning and RSSI sampling in an of�ce environment.
The authors in [118] developed an anomaly and fault detection approach for medical
WSNs. The framework utilized the Random Forests algorithm for classi�cation and
Additive Regression techniques for prediction.

Anti-jamming approaches exist and the authors in [11] proposed a Multiple-Input
Multiple-Output (MIMO) based jamming resilient receiver to secure ZigBee communi-
cations against constant jamming attack. The approach focuses on the ZigBee preamble
and utilizes online learning in a multi-antenna ZigBee receiver to mitigate the unknown
jamming signal and recover the ZigBee signal. Speci�cally, the work in [11] proposed
a scheme using the preamble �eld of a ZigBee frame, to train a neural network for
jamming mitigation and signal recovery. This approach requires a MIMO receiver and,
so, would require updating existing deployed nodes and implementing a more complex
receiver design. In [14], a randomized differential direct sequence spread spectrum
(RD-DSSS) scheme was proposed to recover ZigBee communication in the presence
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of a reactive jamming attack. RD-DSSS achieves anti-jamming broadcast communi-
cation without sharing spreading keys and the approach was validated in simulations.
Dodge-Jam was developed by the authors in [12, 119] as a light-weight anti-jamming
technique suitable for low-power and lossy wireless networks environments to address
stealthy jamming attacks with small overhead. Stealthy attacks are de�ned as attacks
that transmit short jamming signals to become less detectable with less energy, and
yet powerful enough to ruin the entire packet transmission procedures. Dodge-Jam
protects ACK packets by switching the ACK exchange channel to a channel calculated
based on the content of a data packet. The procedure partitions a packet into multiple
blocks and performs logical shifts of the blocks when retransmitting the packet. As a
result, it helps the receiver recover the original packet from multiple received erroneous
packets. DEEJAM was developed in [13] as a novel MAC-layer protocol for defeat-
ing stealthy jammers. Four defensive mechanisms are utilized to hide communication
from a jammer, evade its search, and reduce its impact. DEEJAM offers four different
countermeasures, namely frame masking, channel hopping, packet fragmentation and
redundant encoding, to defend against different jamming attacks.

In [120], the authors propose the inclusion of a digital �lter at the receiver side.
This �lter aims to effectively eliminate the spectral component caused by a periodically
cycling jamming attack. Frequency Hopping Spread Spectrum (FHSS) and DSSS have
been widely adopted to defend against jamming attacks. However, both approaches fail
if the jammer jams all frequency channels or has high transmit power. To tackle this
phenomenon, BitTrickle was developed in [121, 122] as an anti-jamming technique to
defend low data rate wireless networks (WSNs) against high-power broadband reactive
jamming attacks. The proposed system exploits the reaction time of reactive jammers,
by transmitting packets in the unjammed time slots. A prototype of BitTrickle was de-
veloped using the universal software radio peripheral platform running the GNURadio
open-source software. In [123], a method to detect reactive jammers in DSSS wireless
communication systems was proposed. This detection approach extracts statistics from
the jamming free symbols of the DSSS synchronizer to discern jammed packets from
those lost due to bad channel conditions. Another detection method is proposed in
[124] to cope with cross-technology jamming attacks. The approach is a novel ZigBee
data extraction technique that can recover ZigBee data from the ZigBee packets that
collided with WiFi packets. The technique consists of several steps, including multi-
stage channel sensing, sweeping channel, and tracking the number of consecutive failed
packets. Once the number of failed packets exceeds a certain threshold, the ZigBee
device transmits its packets even if the channel is still busy, letting the signal recovery
be made at the receiver side.

Other approaches aiming to prevent jamming attacks exist in the literature. Exam-
ples of these approaches include a hybrid approach that uses a combination of direct
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sequence frequency hopping/time-hopping spread spectrum to protect against jamming
[125] and is only validated in simulations. In [126], another simulation-based detection
approach is proposed that focuses on effective channel utilization (ECU) and interfer-
ence power. The method detects power-based jamming attacks against wireless net-
works by implementing a detection approach using the ECU value, which is a widely
used metric for channel utilization performance in wireless communications. This ap-
proach is validated in simulation and requires the thresholds to be selected using experi-
ence of the network. As a result, detection is limited to binary interference detection and
can be susceptible to subtle reactive jamming. In [127], a technique based on clustering
and node timestamps is proposed, which performs well under several metrics, including
routing overhead, energy usage and packet delivery rate. However, it is only validated
using simulations (Matlab). Finally, the authors in [128] illustrate a link quality-aware
bypassing mechanism to negate the presence of jamming by bypassing the jammed
zone. Results indicated that typical network performance metrics increased, yet it is
limited by the lack of a real wireless deployment or analysis. Many of the proposed ap-
proaches for negating or detecting jamming lack results from live wireless signals and
require information from high up in the network stack. In these cases, the approaches
attempt to aid performance in the presence of jamming, however, being able to detect
and classify the type of interference would still be bene�cial to these networks, as the
cause of errors needs to be identi�ed.

This thesis differentiates itself from the wireless interference literature by exploring
a novel investigation concentrated on exclusively using raw I/Q samples and low-cost
open-source hardware and software for WSN interference detection and classi�cation.
The solution focuses on independent edge device decisions based entirely on the wire-
less channel’s effects on received I/Q samples, makes no channel assumptions and
requires no network-level data. The approach contains both a simulation study and
a hardware over-the-air wireless signal study. The Matlab simulations in Chapter 4
provided the initial motivation for solely using I/Q samples. The designed approach
in this thesis is validated on multiple SDR receivers, resulting in no requirement for
the receiver design to change or to be a MIMO receiver. All that is required is access
to the received I/Q samples from the conventional receiver. The use of fundamental
supervised algorithms based on effective and descriptive data analytics/signal process-
ing highlights that heavily studied machine learning approaches are still �t for purpose.
This is validated by developing a deep neural network and comparing performance to
the more fundamental approaches. Furthermore, the developed detection solution is
validated across different implementation platforms, SDR receivers, numerical ranges,
signal models and frequencies. This cross-platform and cross-metric validation is an-
other differentiating factor. The work in this thesis proves that deep learning is not the
only method that achieves good generalization to new data. The main contribution is
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the real world validated interference diagnostic tool for independent compact WSN
devices based on raw I/Q samples and a novel low-order statistical feature-set. This
design highlights that low-level data can be used to make typical higher-level decisions.
Finally, in contrast to previous work, only the designed, optimized machine learning
model is required on the device, and both malicious and unintentional interference can
be classi�ed.

3.4 Exclusive use of I/Q Samples

This thesis’s main contribution surrounds the exclusive use of raw received I/Q samples
to produce a low-order feature set for wireless operating environment analysis. The aim
of developing this feature set is to develop the following diagnostic tools for interference
diagnosis on edge devices:

� Legitimate ISM RF Band Signal Classi�cation.

� Legitimate XBee Commercial Node vs. Non-legitimate SDR Classi�cation, where
both signals have the same spectral image and transmit the same ZigBee PHY
frame.

� Variations of ZigBee (WSN) Interference Detection and Classi�cation (see Chap-
ter 7).

� GPS Interference Detection and Classi�cation.

These low-order I/Q features are extracted across the time- and frequency-domains and
space, where the full feature set is explained in detail in Chapter 6. The hypothesis
of solely using I/Q samples and the frequency domain’s raw data is that it enables
independent edge device operation, as no channel assumptions, network-level informa-
tion, packet analysis or spectral images are required. The aim is that the developed I/Q
samples based methodology can be applied across different implementation platforms,
receivers, numerical ranges, signal models and frequencies. To achieve this approach,
machine learning-based classi�cation tools are applied. Non-deep learning methods
that can achieve similar performance as deep learning approaches, but for a small frac-
tion of the time and resource costs, are the desired design. This aspect is explored
in Chapters 6 and 7, where the machine learning classi�ers are developed using both
non-deep learning and deep learning approaches.

Using the received I/Q samples in this thesis differs signi�cantly from the literature,
as focusing solely on using received raw I/Q samples for decisions is a relatively novel
concept. Some examples do exist to make decisions in the 2.4 GHz RF band but differ
from this thesis in the decision’s purpose. In [129], the authors exploit I/Q component
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characteristics of a transmitter and deep learning techniques for uncooperative direction
�nding using a single uncalibrated directional receiver. The authors use an uncalibrated
directional receiver to sense the 2.4 GHz channel and record the raw I/Q values from
a directional as well as an omni-directional source. A fully connected deep neural
network is implemented as an end-to-end regressor for predicting the bearing of the
transmitter. Their system uses a neural network to learn from the I/Q data, resulting in
the model automatically �learning� relevant features from the signal data as opposed to
using custom-engineered features. This work motivated analyzing I/Q samples in this
thesis, as in [129] the sole use of I/Q samples was unique from other radio directional
�nding techniques of using antenna arrays, known antenna models or received signal
strength, for example. Typically, the non-machine learning methods for radio directional
�nding differ from the machine learning approaches in how the data is being modeled.
Non-machine learning methods require distributional assumptions about the nature of
the signal, while the machine learning techniques do not make such assumptions. Both
feature-based [130] and non-feature [129] based approaches were successful. Based
on this analysis, using received I/Q samples for decisions based on machine learning
techniques, both with extracted features and �learned� features, is an effective approach.

This concept is expanded by the authors in [131], where the I/Q imbalance informa-
tion is exploited to learn high dimensional features for transmitter identi�cation. During
the process of designing and manufacturing cheap radio hardware, speci�c imperfec-
tions have become the norm. The I/Q imbalance is one such imperfection and is caused
at manufacturing due to the use of noisy mixers, oscillators and unbalanced low pass
�lters. The imbalance between the I and Q components of a signal results from the
radio frequency interaction with the local oscillator frequency (required to create the
intermediate frequency). As a result, the I and Q components of the modulator are not
orthogonal. When a signal is transmitted using a particular radio transmitter, some I/Q
imbalance is imposed over the complex-valued I/Q data, which can lead to performance
degradation for higher-order modulations. The authors applied a generative adversar-
ial network to detect rogue transmitters, while convolutional and fully connected deep
neural networks classify different trusted transmitters. Other radio transmitter classi�-
cation approaches use I/Q information, including the work in [132], where the authors
used I/Q information and recurrent neural networks (RNNs) to predict primary user
(SDR transmitters) activity in dynamic spectrum access networks. This method results
in the secondary users opportunistically accessing the unused spectrum. This concept
reinforces the wireless security aspects introduced in Chapter 2, where these secondary
users can be blocked by malicious signals, leading to the need for detection scenarios on
the wireless devices. In [132], the authors exploit both the spatial and temporal proper-
ties of the RF data and use them for a long-term prediction model for the primary user’s
presence or absence. Similarly, in [133], eight universal software radio peripherals (US-
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RPs) are applied as SDR transmitters, where over-the-air raw I/Q time series data is
collected using a DVB-T RTL-SDR receiver in a laboratory setting. Both the temporal
variations and the inherent spatial dependencies in the collected I/Q time series data are
exploited to learn unique feature representations for identifying the transmitters (��n-
gerprinting�). RNNs are leveraged with these features to identify the speci�c USRP
transmitter. While in [134], deep learning and I/Q samples are used once again for radio
device identi�cation (�ngerprinting) by learning unchanging hardware-based charac-
teristics of individual transmitters. From this overview of using the I/Q imbalances and
hardware characteristics imposed on the I/Q data, it is clear that this low-level data has
promise for high-level decisions, speci�cally when machine learning is leveraged. In
the later chapters, both the spatial and temporal aspects of the collected over-the-air
I/Q time series data will be exploited for low-order feature extraction and interference
detection and classi�cation.

Most notably for the work in this thesis, raw I/Q samples are used as speci�c compo-
nents in the design of a signal classi�cation approach for Long Term Evolution (LTE),
WiFi and Digital Video Broadcasting Terrestrial (DVB-T) signals in [97]. Although
these signal models differ from the application space in this thesis, there is an overlap
of WiFi signals. Furthermore, the aims differ as the work in [97] focuses on wireless
technology classi�cation, while this is only a part of this thesis, where the main goal
is to establish an interference diagnostic approach. In contrast to this thesis’s work,
additional RSSI samples and image-based spectrograms, based on FFT algorithms and
I/Q samples, are all required for signal classi�cation in [97]. The study produces both
deep learning approaches and decision tree-based classi�ers, where the best model was
a CNN. Other techniques included fully connected neural networks and Random Forest
decision tree classi�ers. Chapters 6 and 7 in this thesis will show that the low-order fea-
ture set developed in this thesis will achieve similar performance (98% or above) to the
CNN developed in [97] through fully connected neural networks and dependent deci-
sion tree approaches. Additionally, the developed Random Forest approach signi�cantly
outperforms the Random Forest model in [97]. However, most importantly, the study
in [97] proves the usefulness of using time-domain and frequency domain analysis of
received I/Q samples and analyzes both manual and deep learning-based automatic fea-
ture extraction for deep learning and supervised machine learning approaches. Notably,
the study concluded that low complexity models need to be developed to reduce future
intelligent devices’ operational costs, which is a crucial design requirement of this work.
The work in [97] also reinforces the discussion in Chapter 2. The authors state that,
due to increasing heterogeneity in wireless communications, often sharing the same
spectrum band, sensing the environment and making intelligent decisions is crucial. In
other words, continuously classifying �uctuating operating wireless environments in
real-time can be crucial for successfully delivering authentic and con�dential packets.
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Additionally, the authors discuss that many of the previously developed or proposed
methods target only resourceful devices. The success of the machine learning models
developed in [97] motivates the proposed methodology in this thesis, as I/Q samples
were successfully used for signal classi�cation using machine learning. This applica-
tion of I/Q samples bodes well for exclusively using I/Q samples for ISM RF band
signal classi�cation and WSN and GPS interference diagnostics.

It can be argued that most approaches use I/Q samples since that is how the data is
received. However, the samples are generally used to gain access to higher levels of data
for analysis, for example, symbols/chips and/or bits. These higher-level samples are
then used in transforms (for example, Wavelet, Discrete Evolutionary etc.) to extract in-
formation for modulation scheme identi�cation, as discussed in Section 3.2.3. A similar
approach to using I/Q samples for interference detection is evident in the chip sequence
error patterns utilized in [64]. This chip error work focused on channel identi�cation
and, as a result, the emitting interference/co-existing signal. Chip analysis is just above
the level of I/Q samples, but the approach in [64] has certain implementation drawbacks
as it requires devices to buffer known patterns for classi�cation. Additionally, not all
wireless protocols will use DSSS, so the scheme is limited to identi�cation based on
chip patterns. This thesis does not incur this limitation as the extracted features (see
Chapter 6) are based on the received samples, which is how all wireless signals are
received. This result means that the methodology developed in this thesis can expand to
other signals where DSSS is not applied, if required. Chapter 6 examines this concept by
including the IEEE802.11 signal model, which employs orthogonal frequency-division
multiplexing (OFDM) signaling methods, in the wireless signal classi�cation approach.
Both of these pieces of work [64, 97], which compare with to this thesis’s work, prove
that using low-level data can be bene�cial.

This section focused on using raw I/Q data for making decisions, where the use
of raw received I/Q time-series samples typically focused on transceiver or directional
identi�cation. The work in [97] applied wireless technology classi�cation using the
received I/Q samples but focused on deep learning techniques and a different set of
signal models than this thesis. The success of the work in [97], [64], the several radio
transmitter identi�cation approaches and the radio directional �nding work proves the
value of using raw I/Q samples and opens up new areas for investigation. The overall
conclusion is that, to get the optimal performance (decision) from the raw received
I/Q data, machine learning techniques should be adopted. The applied techniques can
either leverage manually extracted features or �learned� features. As a result, this the-
sis’s work contributes to signal classi�cation, interference detection and crude radio
classi�cation for resource-constrained edge devices. The contributions are realized by
focusing on low-order feature-based machine learning classi�ers based exclusively on
the time-domain, frequency-domain and spatial analysis of raw received I/Q samples.
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An extensive Matlab investigation is undertaken in Chapter 4 to motivate the over-the-
air experimentation and highlight that small deviations (low jamming-to-signal ratios)
from the expected ZigBee signal can be identi�ed. The hardware required to gain access
to the necessary I/Q data and the associated data strategies are discussed in Chapter 5.
Chapter 6 extracts the low-order features from received over-the-air data in a domes-
tic environment and develops an ISM RF band signal classi�er. Chapter 7 utilizes the
extracted features to develop an interference detection framework for the ZigBee and
GPS signal models and a commercial ZigBee node/SDR classi�er. These developed
classi�ers result in multiple contributions to the �eld by exploring a novel investigation
concentrated on exclusively using raw I/Q samples and low-cost open-source hardware
and software for independent edge device interference diagnostics.

3.5 Conclusion

This thesis’s work differentiates itself from the literature by exploring a novel investi-
gation concentrated on exclusively using raw I/Q samples and low-cost open-source
hardware and software for wireless operating environment analysis. This analysis fo-
cuses on received signals, or samples from the wireless channel when no packets are
received, to identify the presence of interference or the dominant signal being transmit-
ted. The primary use case is WSN and GPS interference detection and classi�cation,
as jamming is an ever-present and destructive wireless network attack. Jamming is
especially damaging to WSNs and GPS applications where the critical data in transit
needs to be the most recent. Subtle approaches are more dif�cult to detect as packet
analysis may require long analysis periods before detection, received power levels will
be relatively unchanged and the RF spectrum can be as expected, at least visually. As a
result, single device diagnostics, regarding the received signal and operating environ-
ment, that can detect subtle deviations from the expected reception contribute to the
�eld. Furthermore, the solution focuses on independent edge device decisions based
entirely on the wireless channel’s effects on received I/Q samples, makes no channel
assumptions and requires no network-level data.

The Matlab ZigBee simulations in Chapter 4 will provide the initial motivation for
solely using I/Q samples, while Chapters 6 and 7 explore real over-the-air signals in a
typical domestic operating environment. The transferability of the designed feature set
across different implementation platforms, receivers, numerical ranges, signal models
and frequencies differs from the literature. This concept is explored in Chapter 7 by
analyzing received GPS signals using a much lower-cost SDR than the ZigBee investi-
gation. Finally, this chapter outlines that if fundamental supervised algorithms based on
practical and descriptive data analytics/signal processing can be proved to be still �t for
purpose, several bene�ts are accrued and further contributions to the �eld arise. These
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advantages would include achieving similar high performance for reduced execution
time and computational resources than deep learning methods. This idea is investigated
in Chapters 6 and 7, where both fundamental supervised approaches and deep-learning
methods are investigated. This examination includes the achieved accuracy and how the
model generalizes to unseen data. As a result, this thesis’s main contribution is utilizing
low-level I/Q data to formulate a low-order feature set to make typical higher-level
decisions using supervised, fundamental machine learning approaches to detect and
classify both malicious and unintentional interference on wireless edge nodes.
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Chapter 4

Simulation Study of WSN Interference
Detection and Classi�cation: Initial
Evaluation Exclusively using I/Q
Samples

The information in this chapter is important for providing the initial motivation to
pursue the over-the-air wireless transmissions. This work guided the hardware testbed
development described in Chapter 5 and motivated and provided the foundation for the
feature extraction in the experimental over-the-air work presented in Chapters 6 and 7.
The work in this chapter has been published in part in the following:

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Identifying Distinct Fea-
tures based on Received Samples for Interference Detection in Wireless Sensor
Network Edge Devices�, 2020 Wireless Telecommunications Symposium (WTS),
Washington, DC, USA, 2020, pp. 1-7, doi: 10.1109/WTS48268.2020.9198724.

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Detecting Interference in
Wireless Sensor Network Received Samples: A Machine Learning Approach�,
2020 IEEE 6th World Forum on Internet of Things (WF-IoT), New Orleans, LA,
USA, 2020, pp. 1-6, doi: 10.1109/WF-IoT48130.2020.9221332.

� G. D. O’Mahony, K. G. McCarthy, P. J. Harris and C. C. Murphy, �Develop-
ing novel low complexity models using received in-phase and quadrature-phase
samples for interference detection and classi�cation in Wireless Sensor Net-
work and GPS edge devices�, Ad Hoc Networks, vol. 120, p. 102562, 2021, doi:
10.1016/j.adhoc.2021.102562.
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CHAPTER 4. SIMULATION STUDY 4.1. INTRODUCTION

4.1 Introduction

An interference detection system can enhance the security of a communication link,
as, typically, once an attack (or packet loss reason) is detected, it can be mitigated.
This chapter explores the �rst examination of exclusively using received in-phase (I)
and quadrature-phase (Q) samples to detect and classify interference in wireless sen-
sor networks (WSNs). As described in Chapter 2, the ZigBee protocol is the chosen
WSN signal model and this chapter provides an intensive Monte Carlo Matlab based
simulation study. The necessary I/Q data is collected by applying Matlab Monte Carlo
simulations, across a range of jamming-to-signal (JSR) ratios and interference types,
including matched signal interference, continuous wave (CW), WiFi and thermal noise.
The simulations initially focus on the full packet overlap case where the legitimate
and interference packets fully interact. This approach is then extended by looking at
different variations of legitimate and interference packet overlaps. These simulations
evaluate the ideal case for using I/Q samples, as no hardware limitations exist. These
limitations include, for example, the analog-to-digital converter (ADC) resolution and
the reference voltage, which both limit the received samples in terms of resolution and
maximum value before saturation. The developed features, as part of this investigation,
will be leveraged as the foundation for hardware experimentation of wirelessly received
over-the-air samples in later chapters.

Furthermore, this chapter uses the simulation study to identify the required data for
developing machine learning-based interference detection models and investigates if
a hardware wireless experimentation is warranted. The work differentiates itself from
the literature, as discussed in Chapter 3, by developing a novel diagnostic framework
concentrated on exclusively using raw I/Q samples for WSN interference detection
and classi�cation. This approach focuses on independent edge device decisions based
entirely on the wireless channel’s effects on received I/Q samples and makes no channel
assumptions. As a result, no network-level data is required, enabling edge devices
to make decisions based on data that is always available to a functioning receiver.
This chapter discusses the simulation method and how it was evaluated by utilizing
a software-de�ned radio (SDR) and a real-time spectrum analyzer. Initial bit-error
location results motivate using I/Q samples and indicate under what circumstances an
interference detection tool should operate. The initial features are established based on
effective and descriptive data analytics and signal processing. These extracted features
are applied to supervised discriminative machine learning classi�ers, highlighting that
heavily studied machine learning approaches are still �t for purpose in this context.
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4.2 Experimental Method

This thesis establishes a simulation-based approach to interference detection as the
�ideal� case without such hardware limitations as, for example, reference voltage and
ADC resolution. Consequently, exclusively using I/Q samples for interference detection
and classi�cation can be investigated to determine if motivation exists for a live over-
the-air examination. As explained in Chapter 2, ZigBee was chosen as it is the de-facto
standard for WSNs, as almost all available commercial and research sensor nodes have
a ZigBee transceiver chip [21].

Here, designed and executed Matlab simulations describe bit error locations in Zig-
Bee physical layer (PHY) frames (Fig. 4.1) under various jamming power levels to
motivate and provide data for the development of an interference detection strategy.
The Matlab simulations focused on node-to-node communications and applied ZigBee
speci�cations [37], where possible. The ZigBee frame contained the required preamble
of four zeros, a start frame delimiter (SFD) of �7a� and a randomly populated pay-
load. The cyclic redundancy codes, used as a frame check sequence (FCS), were �xed
at �aa�, as all packets (and associated elements) were available during simulations,
whether error-free or erroneous. Monte Carlo simulations were implemented across
a range of JSRs, packet overlaps and payload lengths. To ensure randomness in the
simulated payload data, the seed of the Matlab random number generator �rand� was
set using the current time. The generated random numbers were between 0 and 255
(inclusive), as the payload is formulated using 8-bit numbers. The random number dis-
tribution was investigated using �ve million iterations and the maximum allowable PHY
payload length of 125 bytes. The distribution results revealed a satisfactory uniform
distribution.

Additionally, every simulated transmission includes additive noise, which satis�es a
zero-mean Gaussian distribution, to support a simpli�ed authentic transmission model.
This simulation approach was explored by translating the Matlab code into Python3,
where equivalent Matlab functions from the �SciPy� library were implemented. The
custom ZigBee samples were transmitted using an Analog Pluto SDR and compared to
a commercial ZigBee transmitter, the DIGI XBee. The results are visualized in Fig. 4.2,
where the simulated process correlates well with the commercial ZigBee transmission
and, so, the proposed Matlab simulated setup is validated. The DPX (Digital Phosphor
Technology) visualization is a software approach provided by Tektronix [35] and is
used with a real-time spectrum analyzer to provide a pixel-based image of the radio
frequency (RF) spectrum. This process is explained in detail in Chapter 5. It is applied
here to show that the simulated approach for the ZigBee signal matches, spectrally, the
signals transmitted from a commercial ZigBee device.

Different forms of interference were examined using varying power levels to under-
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Figure 4.1: The simpli�ed ZigBee PHY frame that is implemented in the Monte Carlo Matlab simulations
to develop the WSN interference detection and classi�cation tool. ZigBee-speci�c bytes are used where
appropriate and a random payload, satisfying a zero-mean Gaussian distribution, is used in each iteration.
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Figure 4.2: A Tektronix DPX visualization of the simulated ZigBee signal, transmitted from an SDR,
compared to a commercially transmitted ZigBee signal in a typical domestic operating environment.
Both ZigBee signals exhibit similar spectral images.

stand the effects of these interference signals on ZigBee (IEEE 802.15.4) transmissions.
This range of JSRs provided for several interference classes, including error-free, un-
intentional, subtle jamming and saturation. A random frequency offset from the Zig-
Bee operating frequency was added to each interference signal to resemble real-world
transceiver conditions. This center frequency offset is in the range of a few tens of
kilohertz based on a random number from the standard uniform distribution. The ap-
plied interference signals were CW jamming, matched signal interference (as explained
in Chapter 2), thermal noise and WiFi (802.11b) coexistence. CW jamming forms
the baseline interference model. It corresponds to typical spurious jammers, including
constant, random, deceptive and reactive approaches and does not need to know what
protocol is in use. CW methods operate by emitting spurious RF signals into busy
wireless channels without permission and breaking spectrum laws. Matched signal in-
terference operates by monitoring the network and identifying the operating protocol
(for example, ZigBee) before injecting protocol-speci�c interference, which is more
dif�cult to detect than conventional jamming techniques due to the high correlation
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between spectral images, as discussed in Chapter 2. The thermal noise approach relates
to noisy and hostile environments, which require higher transmission gains to achieve
the same signal-to-noise ratio. WiFi signals, at the three possible frequency offsets (2,
3 and 7 MHz), were used to investigate the problem of system coexistence and whether
misuse can lead to malicious interference.

These interference signals, and the described Monte Carlo approach, were used to
develop a database of received ZigBee error-free and erroneous I/Q samples across
a range of JSR values, which are statistically analyzed to identify differences, if any,
between received error-free and erroneous transmissions (packets). As the probability
of error (Pe) typically increases with JSR, the number of Monte Carlo simulations
executed increases as the JSR decreases. As a result, simulations were executed using
a logarithmic scale such as, for example, 2500 iterations at 30dB JSR, increasing to
60,000 iterations at -15dB JSR, where the JSR decreased in 1 dB decrements. This
simulation method developed a database of simulated I/Q samples consisting of six
interference setups, �fteen packet overlap scenarios and error-free signals. The JSR
range consisted of 1dB increments from -15dB to 30dB, while the interference signal
overlaps encompassed overlaps for both before and after legitimate transmissions, for
percentage overlaps of 10, 20, 40, 50, 60, 80, 90 and 100 %. The analysis signals
included error-free ZigBee, matched signal interference, CW, WiFi (at the three possible
center frequency offsets) and Thermal Noise.

A maximum likelihood decoder (MLD) is deployed as the simulated receiver using
a sampling rate of 4MHz. In the MLD, each received 32-chip pseudo-random noise
(PN) sequence P is compared with a lookup table of ZigBee’s prede�ned sixteen direct
sequence spread spectrum (DSSS) PN codes (PN1;PN2; :::;PN16). Here, the received
samples are compared to an ideal set of samples for each PN code. In either case, the
comparison produces a set of results, (k1;k2; :::;k16), indicating the Hamming distances,
H, of the received PN sequence and each sequence in the lookup table. Minimizing H
maximizes the correlation and k denotes the index producing the minimum value in
(4.1), where H(P;PNk) is the Hamming distance between the sequences, P and PNk.

argk min H(P;PNk); f or k = ( 1;2; :::;16) (4.1)

Each of the PN codes is designed to have a sharp autocorrelation peak, low cross-
correlation values and to be 2-leveled with an equal number of 1’s and 0’s. This ap-
proach produces sequences resembling white noise, which increases resistance to both
unintentional and intentional interference. Typically, during packet transmissions, sam-
ples/chips can be corrupted due to spurious intentional and/or unintentional interfer-
ence, coexistence, fading, path losses, obstacles, etc. However, as long as the value of H
(chip/sample errors per PN code) is below a certain correlator error threshold (identi�ed
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Figure 4.3: Matlab Monte Carlo simulation results for ZigBee packet error rates under CW, matched,
offset matched and 802.11b coexistence interference for a range of JSR values for full packet overlap
and a 40 byte packet length.

as ten chip errors in [64]), the correct symbol will be selected. Next, the question of
�What constitutes an error?� arises. For this study, a correlation failure, which is an
incorrect symbol having the minimum Hamming distance, de�nes an error. A single-
bit error causes a packet error since either the synchronization or the FCS fails. The
described simulation process provides both error-free and erroneous received I/Q sam-
ples. These samples are explored to detect if any statistical differences (features) exist
between error-free and erroneous samples and between the interference signals. Mainly,
subtle jamming attacks are explored as, typically, these attacks are more dif�cult to
detect using traditional packet error rate (PER) and received signal strength indicator
(RSSI) methods.

By applying the described Matlab approaches, two distinct sets of experiments
were performed, namely bit error location identi�cation and feature analysis of error
samples. The aim of the former procedure was to highlight where bit errors occur in
the ZigBee PHY frame (Fig. 4.1), especially at lower JSR values. It was envisaged that
this approach would provide suf�cient support for the design of a detection scheme.
Both error-free and erroneous received samples were then explored to detect if any
statistical differences (features) exist, which could identify interference signals. Mainly,
erroneous packets at JSR values of 15 dB and less were analyzed, as matched signal
interference attains a PER of approximately 0.18 at 0dB and 1 at 15dB, as shown in Fig.
4.3, thereby being the most effective of the studied attacks. JSR values above this point
would be readily detectable due to high power levels and packet loss rates. Hence, both
subtle and brute force attacks can have destructive results.
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Figure 4.4: Number of ZigBee frame bit errors in �ve categories under matched signal interference for
a range of JSR values, which provided the initial motivation for investigating the use of received I/Q
samples in designing an interference detection strategy.

4.2.1 Results: Bit-Error Locations

The initial results focused on where the bit errors occur across the ZigBee frame for
the simulated ZigBee packet transmissions under speci�c interference signals across a
range of JSR values. The transmissions were investigated using � 18;000 simulations
and three different jamming conditions. The results are expanded as per the packet
segments outlined in Fig. 4.1 and provided in Figures 4.4, 4.5 and 4.6. These �gures
provide an insight into how bit errors vary in the ZigBee PHY frame as the jamming
power increases. The bit-error location results indicate that the probability of bit errors
occurring in the packet preambles decreases with decreasing jamming power, which in-
creases the probability of synchronizing to packets under the presence of a jammer. As
discussed in Chapter 2, an optimal interference detection framework needs to analyze
packets with bit errors and when no packets can be received. Additionally, analyzing
the channel before transmitting a packet has bene�ts as interference could be sensed
before transmission. This bit-error analysis �nding was the �rst indication that investi-
gating received I/Q samples had promise, as I/Q samples can always be received, by a
functioning receiver, from the wireless channel.

In these simulations, signi�cantly more errors occur at low JSR values for matched
signal interference compared to the other methods while, above 15dB, high levels of
packet corruption are evident in all but the 7 MHz WiFi interference, which requires
a JSR of 22dB before errors begin to occur. The WiFi results suggest that at high JSR
levels, the protocol can become malicious. In both the CW and matched signal cases, as
the JSR value decreases, the probability of receiving an error-free preamble increases,
which is evident at � 10dB for CW and ��5dB for matched interference. Overall, the
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results demonstrate that, at high levels of jamming, bit errors and, consequently, packet
errors, occur across the frame, which is as expected. However, as the interference signal
becomes more subtle, the probability of receiving an error-free preamble increases and
bit errors are, likely, con�ned to the payload. Thus, nodes attempt to process erroneous
packets, which eventually fail a frame check sequence and are rejected. This causes
retransmissions and increased network and/or system latency, potentially having severe
consequences for time-critical safety applications. The results illustrate that the cause
of packet loss in the wireless channel becomes more challenging to identify, as power
levels are as expected (JSR = 0dB). Retransmissions are also required at high levels
of JSR, but it is typically easier to identify the presence of a jammer due to the high
jamming power. Consequently, this bit error location work provided motivation to look
at methods for identifying the presence of interference signals across the range of JSR
values. For a distributed edge device investigative approach, it was decided to focus only
on features based on the received I/Q samples and to neglect all network and packet
rate information. This motivates examining I/Q samples, which are always available to
a functioning receiver, as the source of data for interference detection features.
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Figure 4.5: Number of ZigBee frame bit errors in �ve categories under CW interference for a range of
JSR values, which upheld the initial insight of using received I/Q samples in the design of an interference
detection strategy.
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Figure 4.6: Number of ZigBee frame bit errors in �ve categories under 802.11b coexistence for each
center frequency offset for a range of JSR values, which provided the initial motivation for investigating
the use of received I/Q samples in designing an interference detection strategy.

4.3 Feature Extraction

The simulation method, depicted in Section 4.2, created a database of I/Q samples
corresponding to ZigBee signals with and without errors, where the presence of an
interference signal causes the errors. The interference signals included matched signal
interference, CW, WiFi (at the three possible center frequency offsets) and Thermal
Noise. Extracted features aim to distinguish error-free ZigBee signals from ZigBee
signals with errors caused by an interference signal. In practice, the I/Q samples are
accessible using SDRs, as shown in Chapter 5, or, possibly, in the device’s debug mode,
if otherwise unavailable. For the feature analysis, the results focused on matched signal
interference, as it produced errors across the largest JSR range (Figures 4.4! 4.6) and,
as shown in Fig. 4.3, it can achieve a PER of � 0:18, even at a JSR of 0dB. Attention
was focused on determining features based exclusively on the analysis of received I/Q
samples. As the signals are all mathematically created in Matlab, each received signal
can be equated to the appropriate transmitted signal to determine the bit errors present,
even if the received packet was erroneous. As the probability of error (Pe) increases with
JSR, the number of Monte Carlo simulations executed increases as the JSR decreases.
For the matched interference feature analysis method, simulations were executed on a
logarithmic scale from 4,700 at 30dB JSR to 50,000 at -25dB JSR, and for transmissions
without interference present, 10;000 simulations were completed.

Initially, the statistical analysis focused on the measured probability density function
(PDF) of the I/Q samples. For error-free packets, a low variance, relatively narrow
bimodal sample distribution was expected, while for erroneous packets, a high variance
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and a pronounced bimodal distribution were anticipated. Fig. 4.7 indicates that the
compact distribution becomes a wide bimodal shape as JSR values increase. Notably,
the error-free PDF closely resembles what is seen in the spectrum, Fig. 4.2, as the
zero bin is slightly smaller than its two nearest neighbors. This trend under increasing
JSR levels allows features to be extracted from the distribution by analyzing the area
within certain regions, determining the maximum peak and the number of non-zero
populations. These results are provided in Fig. 4.8, where JSR values of 5dB and above
can be clearly identi�ed. The extracted PDF features include: 1) The area between bins
-2 to +2, 2) The averaged area of the bins -128 to -3 and +3 to 127, 3) The number of
non-zero bins and 4) The maximum peak. Matlab’s trapz function calculates the areas
and is shown in (4.2), where the spacing is constant, due to PDF construction, f (x) is
the PDF function and N is the corresponding number of bins. As the JSR increases, the
total area in the center bins and the maximum peak decrease, while the averaged area in
the outer bins and the number of non-zero bins increase. This process is possible here,
as simulations incur no hardware related restrictions, resulting in no limitations in the
maximum or minimum values.
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Figure 4.7: Measured PDF of simulated I/Q samples under matched interference for various JSR values.
These results indicate that speci�c features can be extracted by analyzing the received PDF.

Z b

a
f (x)dx�

b�a
2N

N

å
n= 1

( f (xn) + f (xn+ 1)) (4.2)

The features are expanded by analyzing the received I/Q samples directly as a time
series. As a result, the I/Q samples used to compute the PDF are individually analyzed
to produce features as per Fig. 4.9. Derived features include: 1-2) The sample variance
(and standard deviation to investigate which feature is more important), 3) The signal’s
entropy, 4) The mean sample value and 5) The absolute maximum value in the received
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Figure 4.8: The extracted features from analyzing the received PDF, as a function of JSR. The extracted
features include (a) area in the centre of the PDF, averaged area of the sides and the maximum PDF value.
(b) The number of non-zero elements in the received PDF distribution using 256 bins.

sample set. Each of these features contains a useful trend that can identify the pres-
ence of an interference signal. As the jamming power increases, so does the variance,
standard deviation, mean and absolute maximum of the I/Q samples. The entropy is
calculated using (4.3), where Pi contains the available samples’ normalized histogram
counts. The entropy decreases as the noise-like error-free signal becomes encompassed
by a more dominant interferer. Entropy is described as �a statistical measure of random-
ness�, which implies that noise signals typically have a higher entropy value than high
powered dominant signals, like an applied interferer. This phenomenon is seen in Fig.
4.9 (d) as the JSR values increase. The extracted features should, theoretically, allow
an edge node to determine why erroneous packets are being received by analyzing
received samples.

H = �å
i

Pi log2 Pi (4.3)

Separately, Table 4.1 evaluates the same features for error-free packets using 10;000
iterations, where the average, maximum and minimum values are provided to present
value �uctuation. Table 4.1 demonstrates that the error-free transmissions are likely to
contain different values than erroneous samples. For example, the minimum area of the
center of the PDF for an error-free transmission is 0.9065, while the highest error value
in Fig. 4.8 is 0.8445. Additionally, the maximum variance in error-free I/Q samples is
2.4407, while the minimum value in Fig. 4.9 is 3.677. Hence, the simulated results have
extracted features which can be used to analyze received I/Q samples and, potentially,
determine the presence of intentional and unintentional (WiFi) interference. The initial
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Figure 4.9: The extracted features from the time domain of the received I/Q samples. (a) The sample
variance. (b) The mean value of the samples. (c) The maximum received sample and the sample standard
deviation. (d) The entropy of received samples.

results implied a threshold of 5dB JSR but, by exploiting a machine learning approach,
this threshold could be lowered based on the minimum and maximum values identi�ed
in Table 4.1 and the corresponding values in Figures 4.8 and 4.9.

Table 4.1: Error Free Features based on 10,000 packets

Feature: Error Free Packet
Average Value Max. Value: Min. Value

Area Centre 0.9122 0.9189 0.9065
Area Side 5.0044 e-04 9.3700 e-04 1.56 e-04

PDF Maximum 0.2874 0.2964 0.2786
Non Zero Entries 7 8 7

I/Q Samples - Variance 2.3925 2.4407 2.3464
I/Q Samples - 1.5468 1.5623 1.5318Standard Deviation

I/Q Samples - Abs. Max. 3.2069 4.0274 2.888
I/Q Samples Mean 0.005 0.0196 7.4 e-05

I/Q Samples Entropy 3.6486 3.7412 3.5510

4.4 Machine Learning Models

Before investigating the usefulness of the extracted features from Section 4.3, various
machine learning models and concepts need to be explained. Machine Learning is
recognized as the discipline that allows computers to learn from data without being
explicitly programmed. The term �learning� implies a progressive improvement in a
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speci�c task’s performance and the ability to generalize on previously unseen data.
These requirements are achieved by constructing a model based on the input training
observations to generate a data-driven prediction of the output, rather than following
prede�ned static program instructions. Here, the central concept of machine learning
is introduced, why supervised machine learning applies to this study is discussed and
applied supervised machine learning models for these simulations are described. As
this thesis progresses in Chapters 6 and 7, different machine learning models will be
required. These models are introduced and described when required.

4.4.1 Paradigms

In this thesis, the detection of interference in received I/Q samples is de�ned as a clas-
si�cation problem since the required output is categorical (discrete) when the received
signal is classi�ed. This problem identi�cation is a categorization of machine learn-
ing as there is a dependence on the desired output that needs to be predicted. For a
classi�cation problem, the labels are divided into two (binary classi�cation) or more
(multi-class classi�cation) classes and are usually solved in a supervised manner. Inter-
ference detection is an example of the classi�cation problem, where the output classes
for binary classi�cation are �legitimate� and �interference�, while the multi-class prob-
lem substitutes the interference type for the �interference� outcome. In contrast, when
the system’s output is a continuous value, rather than discrete, a regression approach
is used. However, regression approaches are out of scope for this thesis. The classi�ca-
tion approach suits the overall concept of interference detection as, here, the goal is to
determine whether what is observed in the received I/Q samples (signal) is due to an
intruder, or not.

Different types of machine learning approaches exist, where the speci�c type, and
associated technique, depends on the problem being investigated. Supervised learning
is the type of machine learning that learns a function that allows mapping an input
data X to the output variable Y. In contrast, unsupervised learning aims at �nding the
patterns and structure in the data X without prede�ned variables or labels Y. Clustering
is a prime example of unsupervised machine learning as the input data is divided into
separate groups without the need for labels. This method is widely applied in different
applications, such as, for example, market segmentation, social network analysis, and
others. In Google news, for instance, clustering is used for grouping news into cohesive
stories. Other types of machine learning include reinforcement learning, where learning
is performed via interaction with an environment through trial and error to maximize
long-term rewards. Active learning, which performs learning on a limited amount of
training data, allows the learning algorithm to interactively query a user (or some other
information source) to label new data points with the desired outputs.
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Given that each machine learning type has various techniques that can be applied,
the ML technique’s choice is coupled with the given problem. This thesis focuses
on detecting and classifying interference (classifying legitimate signals) in received
I/Q samples where the focus is applied to WSN and industrial, scienti�c and medical
(ISM) RF band signals. Based on the literature discussed in Chapter 3, for this classi-
�cation problem, a supervised classi�cation technique would be the most appropriate.
In these supervised learning approaches, to build a model that predicts the response
Y based on the explanatory variables (features) X , the dataset D is represented by
D = f(x1;y1); (x2;y2); :::; (xN ;yN)g. To map every input x 2 X to a corresponding pre-
diction y 2 Y an algorithm is employed to learn the mapping function ( f ) from the
input variable (x) to the output variable (y); that is �y = f (x). This generated function is
the classi�er and two main approaches exist to construct the classi�er: generative and
discriminative approaches.

The generative approach, given the output Y and features X , attempts to learn the
joint probability distribution P(X ;Y ). Speci�cally, the generative approach models how
the data was generated and produces the most likely output �y by making predictions
using Bayes rule (4.4). The generative classi�er models P(Y ) and P(X jY ), which are
called the class prior and the class conditional distributions, respectively, and examples
of this type of classi�er include Na¤�ve Bayes and autoencoders, amongst others. How-
ever, as this work does not want to be limited to speci�c transmitters or environments,
generative classi�ers are not chosen due to the modeling of how the data was gener-
ated. No two transmitters will be exactly the same, due to I/Q imbalances and other
electronic imperfections, and multiple different transceivers can be in operation in an
active network which can be changeable.

�y = argmaxy2Y P(yjx) = argmaxy2Y
P(xjy)P(y)

P(x)
(4.4)

In contrast, the discriminative algorithm makes no assumption on how the data is
generated. This approach models the conditional probability of the label Y given the
observations X , P(Y jX = x). To discriminate classes Y , the discriminative approach
directly learns the model P(Y jX) depending only on the observed data. Examples of
these classi�ers include logistic regression, multilayer perception, support vector ma-
chine (SVM) and decision trees. These classi�ers do not need to model the distribution
of the observed data and, therefore, it may not be able to express the possibly complex
relationship between observed variables and their labels. As a result, the discriminative
models would not perform well on outliers, meaning the observed data needs to be
large enough to provide a suf�cient description of the problem.

When comparing the two approaches with test data that is generated by a different
underlying distribution than the training data, it may be more straightforward to tune
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a generative model using the detected distribution changes. After �tting the generative
classi�er, it is also possible to generate the data which is similar to the observed one.
However, if the relationship between X and Y only approximates the true generative
process, a discriminative model may be preferred. In [22], the authors argue that the
classi�cation problem should be solved directly by modeling P(Y jX), without any
intermediate steps. In practice, discriminative classi�ers have been shown to outperform
generative ones, especially when the number of training examples is high [135]. In this
thesis, the classi�cation outcome is critical as performing mitigation once an attack (or
packet loss reason) is detected compels the development of the interference diagnostic
framework, as edge nodes can usually deliver packets to non-jammed neighbors [19].
As a result, supervised discriminative machine learning classi�ers are investigated.

For this simulation study, two different supervised discriminative machine learn-
ing (ML) classi�ers were examined as potential interference detection tools for WSN
ZigBee signals. SVM [22] and Random Forest [23] were the chosen machine learning
approaches. Both of these supervised ML algorithms are explained below and were
used as classi�ers to initially validate the usefulness of the features extracted in Section
4.3 and to provide an initial indication of how effective they are in detecting interfer-
ence. Here, the classi�cation groups would be error-free ZigBee signals (legitimate)
and received signals with interference causing a range of bit errors (interference). The
features outlined in Section 4.3 are used to try to de�ne these distinct groups with as
much mutual separation as possible.

4.4.2 Supervised Machine Learning: Support Vector Machine

A SVM [22] is a supervised binary discriminative classi�er that aims to �nd the op-
timal hyperplane, as depicted in Fig. 4.10, that linearly separates the data points into
two separate components by maximizing the margin. A hyperplane in an n-dimensional
Euclidean space is a �at, n-1 dimensional subset of that space that divides the space into
two disconnected parts. Typically, a SVM constructs a hyperplane or set of hyperplanes,
in a high- or in�nite-dimensional space, which can be used for classi�cation, regression
or other tasks, such as outlier detection, for example. A good separation (or margin)
is achieved by the hyperplane that has the largest distance to the nearest training-data
point of any class. In general, the larger the margin, the lower the classi�er’s general-
ization error as the intuition is that a large margin on the training data will lead to good
separation on the test data [136]. The classi�er assigns new data points to one of the
given two categories. Generally, the number of support vectors is much smaller than the
total number of training instances. Hence, training a SVM can be resource-intensive,
but the actual classi�cation algorithm can be comparatively lightweight. In terms of
this study, lightweight implementation is an important requirement as the desired imple-
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Figure 4.10: A simpli�ed visualization of the SVM in operation and the need for a large margin in the
algorithm design. This binary classi�cation implies a collaborative approach of multiple SVMs for a
classi�cation of input signals.

mentation platforms are resource-constrained WSN, Internet of Things (IoT) or Global
Positioning System (GPS) edge devices.

In order to discriminate the data, which is not linearly separable, the SVM algorithm
implements a function that maps data onto a higher dimensional feature space, where
the data will become more linearly separable as compared to the input feature space.
The mathematical function used to transform the data is called a similarity function or a
kernel. Once the data is mapped, it can be separated using a hyperplane. Due to the way
the SVM builds its decision boundary, it is also known as a maximum margin classi�er.
The SVM decision boundaries for two perfectly separable classes are illustrated in Fig.
4.10. For this linearly separable data, two supporting hyperplanes are selected so that
the distance between them, called the margin, is as large as possible. The best separating
hyperplane is the one that lies halfway between the supporting hyperplanes.

For a dataset of N points in the form of feature vectors fx1;x2; :::;xNg with corre-
sponding labels fy1;y2; :::;yNg, where yi 2 f�1;1g a hyperplane is de�ned as: wT x +

b = 0, where w is the normal vector to the hyperplane. The parameter b
kwk determines

the offset of the hyperplane from the origin along the normal vector w and kwk is the
Euclidean norm of w. Fig. 4.10 speci�es that other possible hyperplanes exist that can
perfectly separate the two classes, but none of them provide the maximum possible
distance between the classes. The distance that has to be maximized is 2

kwk , which
signi�es minimizing kwk. As a result, the two-class classi�cation process with a SVM
consists of assigning a positive/negative label to each input vector x using (4.5) [137],
where k is a kernel function, a i � 0, i = 1; :::;N are the Lagrange multipliers, N is the
number of support vectors and the sign function determines whether the predicted value
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comes from the positive or negative class.

fsvm(x) = sign

 
N

å
i= 1

a iyik(x;xi) + b

!

(4.5)

Different kernel functions are available and, here, the linear, radial basis function
(RBF) and polynomial kernels are compared using the validation data. The optimal
kernel is then applied to the training data to produce the �nal SVM classi�cation
models. The kernel determined to be optimal most often in this thesis is the RBF
kernel and it is de�ned by (4.6), where kxi� xjk2 may be recognized as the squared
Euclidean distance between the two feature vectors and s is a free parameter. To
classify the various received signals, either multiple SVM models are required, or one
model classi�es between legitimate and all other signals. The SVM method was chosen
as it is relatively easy to apply, memory ef�cient and suits the binary classi�cation
problem of legitimate signal, or not.

k(xi;xj) = exp
�
�
kxi�xjk2

2s 2

�
(4.6)

4.4.3 Supervised Machine Learning:
Decision Trees (Random Forest)

Random Forest [23] is a supervised decision tree discriminative machine learning ap-
proach. It is based on a large collection of individual decision trees, known as weak
learners, consisting of binary intermediate nodes and operating as an ensemble, as visu-
alized in Fig. 4.11. This ensemble concept forms the fundamental theory upon which
the algorithm depends, as the �wisdom of crowds� concept implies that the mutual con-
sensus of a group of individuals is usually more valuable than that of any single entity.
Thus, this algorithm operates by combining a large collection of relatively uncorrelated
models, sub-optimal decision trees, as a committee to produce a composite decision of
higher quality that will outperform any of the individual constituent models. Using a
tree-like model for the decision, the classi�er allows the user to visually and explicitly
represent the decision-making process.

Each weak learner (decision tree) is constructed through recursion and a typical
tree structure can be de�ned as a root node followed by a set of internal nodes and �nal
leaves. Each node is a logical divergent point where a particular explanatory variable
(feature) splits the data according to a particular condition. All nodes are connected
with branches showing the direction from a question to the answer. The leaf nodes are
terminal nodes that have no child nodes and represent a value of a target variable. The
trees use a deconstructed observed input to construct a series of binary intermediate
nodes, that successively choose the attribute and associated threshold providing the
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best split into distinct groups. These groups are as different from each other as possible,
but contain members which are as similar as possible. Decision making depends on
a diverse group rather than a homogeneous approach, as each decision-tree is unique
and speci�es a vote. The output with the most votes is the overall prediction. This is
visualized in Fig. 4.11, where two trees predict interference and four trees predict a
clean signal, therefore the decision is that interference is not present.
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Figure 4.11: A simpli�ed visualization of the Random Forest operating process, showing (a) The �wis-
dom of crowds� ensemble concept. (b) An example of the majority voting scheme. (c) Typical structure
of an individual weak learner.

This idea depends on having low correlation between individual trees, as this pro-
tects each tree from their individual error [138]. Uncorrelated decision trees are ensured
by two methods: bagging (bootstrap aggregating) and feature randomness. The former
exploits each decision tree’s high sensitivity to the training data used and the latter
ensures each tree can only pick from a random subset of available features. The bag-
ging concept ensures unique trees by applying replacement, which allows each weak
learner to be constructed from a random subset of the training samples and maintains
the sample size by repeating previously used samples. Applying replacement allows
examples to be repeated to maintain the sample size N, while, concurrently, allowing
for a unique tree to be modeled. Thus, as each sample-set is randomly chosen from
the total training sample set, the corresponding decision trees, known as weak-learners,
contain different variations of the original classi�cation data, which reduces variance
and helps to avoid over-�tting. The random sample-set and feature set allow for the
creation of uncorrelated trees that protect each other from their own errors and, once a
set of decision trees has been computed, a new sample can be classi�ed by performing
a majority voting scheme, as visualized in Fig. 4.11.
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Here, Random Forest, speci�cally decision trees, suits the identi�ed problem for
many reasons. This algorithm was used to develop an interference detection scheme in
GPS signals [41], it is cited as being suitable for classi�cation and intrusion detection
[113], is fast, scalable, robust to noise, does not over-�t [139] and, importantly, can
work with large datasets. As Monte Carlo experimentation, either through simulations
and/or live data, is required for WSN transmission analysis, the chosen algorithm must
be capable of working with large example datasets. Multiple iterations (likely in the
thousands) are required to model the wireless channel suf�ciently, as typical channels
and environments change regularly. WSNs are commonly deployed in environments
where the spectrum changes rapidly due to the number of connected devices, demand,
packet size or services in operation and the physical channel typically changes due to
varying fading levels, obstacles, path losses, and spurious interference. Furthermore,
employing machine learning techniques on low power embedded systems by exploiting
low-power micro-controllers is becoming more achievable in IoT applications [140,
141], meaning that optimizing machine learning algorithms for WSN nodes is possible.
Hence, developing this type of algorithm for use in a WSN is an achievable task and
is becoming more relevant as training begins to shift from the data centers to the edge
nodes.

In contrast to other �black box� modeling techniques, the main advantage of tree-
based classi�ers lies in the possibility of �nding the reasoning behind the model. This
property makes trees a good candidate for problems that require an understanding of
the decision-making process. While constructing decision trees, only features that are
useful for a given problem are included, which enables the use of a tree-based classi�er
for feature selection. This will be explored in greater detail in Chapter 6, where the
optimal feature set based on live over-the-air data is determined and dependent decision
tree approaches are introduced.

4.4.4 Confusion Matrix and Receiver Operating Curve

This chapter introduces the concepts of a confusion matrix and a receiver operating
characteristic (ROC) curve as methods for describing the designed classi�ers’ perfor-
mance. This thesis deals with both binary and multi-class classi�cation problems. The
binary approach needs to be described �rst as the predicted outcomes are labeled ei-
ther positive or negative. Consequently, there are four possible outcomes from a binary
classi�er (Fig. 4.12): true positive (TP) � if the outcome is a positive prediction and
the actual value is positive; false positive (FP) � if the actual value is negative but the
predicted outcome is positive; true negative (TN) occurs when both the prediction and
the outcome are negative; and false negative (FN) for the cases when the prediction
is negative, while the actual value is positive. This concept can be extended for the
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multi-class case, where the same four outcomes are applied to each individual class.

Predicted Output

Ground Truth

0

1

0 1

TN

TPFN

FP

Figure 4.12: A visualization of a confusion matrix identifying the four possible outcomes of a binary
classi�er; TN, TP, FN, and FP.

The ROC curve is constructed with a set of sensitivity and speci�city values ob-
tained by adjusting the decision-making threshold. Sensitivity refers to the ability to
correctly detect interference in the received I/Q samples, while speci�city characterizes
the ability to correctly identify (reject) a legitimate signal. These characteristics are
computed as follows:

Sensitivity =
T P

T P + FN
(4.7)

Speci f icity =
T N

T N + FP
(4.8)

The ROC graph plots all sensitivity and speci�city pairs resulting from continuously
varying the decision threshold over the entire range of results. The area under the ROC
curve (AUC) is then calculated and used as a single statistical measure. An AUC of
1 corresponds to perfect discrimination between the classes. Random discrimination
is represented with an AUC of 0.5. If AUC < 0.5, then the predictions are negatively
correlated with the ground truth. Accuracy is another widely used metric for evaluating
classi�er performance, which quanti�es the percentage of correctly detected labels.
When �unseen� data is available, the generalization error can be determined. This
generalization error value outlines how the designed model would typically perform on
instances it never encountered before. It is used as the primary veri�cation of model
suitability to the problem and, potentially, real-world operation. In this thesis, this set
of evaluators is applied and the generalization error is used when �unseen� data is
available. As each wireless transmission is unique, �unseen� data is achievable and this
is discussed in detail in Chapters 6 and 7.
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4.5 Results

This section focuses on validating the features extracted from the analysis of the I/Q
samples and investigating whether this methodology should be examined using live
over-the-air signals. For these simulated I/Q datasets, the SVM [22] and Random Forest
[23] machine learning techniques were applied based entirely on the nine features,
as detailed in Section 4.3. The Matlab ��tcsvm� and �TreeBagger� functions were
employed to implement the SVM and Random Forest approaches, respectively. All
necessary settings to implement the Breiman and Cutler Random Forest were applied.
Fig. 4.13 provides the basic approach of the model using the Random Forest algorithm
as an example. The Matlab simulated ZigBee signal, with(out) added interference, is
received, deconstructed based on the de�ned feature set and classi�ed by the designed
procedure. The results initially focus on matched signal interference and, based on
the success of those results, the methodology is expanded to include the remaining
interference types of CW, WiFi and Thermal noise.

Gather prediction votes and classify
received ZigBee signal

0.252 1.545 20.05 10.25 0.425 0.465 ...

Simulated
Interference

Simulated ZigBee
Transmission

Received ZigBee data
deconstructed into

a set of features

N Decision Trees

Figure 4.13: Data �ow diagram representing how the ZigBee data is collected, deconstructed and classi-
�ed by the Random Forest algorithm.

4.5.1 Initial Results: Matched Interference

To begin, the procedure focused on matched signal interference and was validated
using a SVM and expanded into a multi-class classi�er by utilizing the Random Forest
decision tree approach. For both approaches, the available feature data were divided
into separate training (70%), validation (20%) and testing (10%) datasets, as suf�ciently
high volumes of data were available. For matched interference transmissions, erroneous
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Figure 4.14: (a) The logarithmic approach to data collection used in the Monte Carlo simulations and
associated packet error rate (PER), which is used to select the jamming regions to be classi�ed. (b)
A more in-depth visualization of the sporadic nature of the bit errors for each JSR point, showing the
maximum, minimum and average bit errors at each point.
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Figure 4.15: The Out-of-bag errors for the designed Random Forest algorithm for matched signal inter-
ference and full packet overlaps. Four separate scenarios are speci�ed based on the analysis of the PERs
and associated JSR value.
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data includes JSR values decreasing, in steps of 1 dB, from 40 dB to -15 dB. Once a
packet error occurs, the data is deconstructed and logged. Thus, the packet error data at
each available data point is divided across the training, validation and testing datasets
in the ratio 70:20:10. The number of executed simulations is on a logarithmic scale
from 10,000 at 40dB JSR to 60,000 at -15dB JSR and visualized in Fig. 4.14 (a), where
the performed number of trials and resulting packet errors are provided. A successful
attack produces bit errors in a packet, as it results in either rejection or non-reception
and requires retransmission. Here, a constant packet length of 40 bytes is used with
an attack packet of matching length for a tight comparison across the JSR range. The
designed algorithm attempts to identify why packets contain errors by simply analyzing
the received I/Q samples. Training and validation were both implemented using the data
from �10dB! 15dB, which provided extra points for testing, and Matlab’s ��tcsvm�
function. Also, as bit errors are sporadic when interference is supplied, as visualized in
Fig. 4.14 (b), being able to identify different operating zones is advantageous. Therefore,
different regions are de�ned and each classi�er is used to classify these regions. The
multi-class ability of the Random Forest algorithm is bene�cial for this requirement
and will be subsequently examined.

The initial matched signal SVM results examined JSR thresholds and the reasons
for each threshold selection are provided in Table 4.2. The validation data and built-
in Matlab functions were used to determine the appropriate SVM kernel to use. The
decision was based on the 10-fold cross-validation error and the model training time.
This approach encompassed the linear, RBF and third-order polynomial kernels. The
RBF kernel was determined to be the optimal function, based on the achieved training
time and model accuracy across the four zones speci�ed in Table 4.2 and, so, the RBF
kernel was utilized in the SVM analysis. The SVM was trained using data points from
�10dB! 20dB and different binary detection thresholds to present a comprehensive
study of the algorithm’s performance. Table 4.2 identi�es these thresholds, which are
based on the bit-error analysis and feature trends outlined in Sections 4.2.1 and 4.3,
respectively. Testing data included JSR points outside the training range to examine
how the model generalizes to unseen data. The aim was to identify the lowest JSR value
with which the algorithm could accurately identify the presence of interference. Table
4.2 indicates that suf�cient differences exist between the non-interfered and interference
corrupted data, even at low JSR levels. The main source of error is classifying between
different interference regions, see Table 4.2. As a binary detection approach, the SVM
achieves near-optimum performance, as per Table 4.4.

At �rst, the Random Forest results are provided through the out-of-bag (OOB)
error. The OOB error is a method of measuring a decision tree algorithm’s prediction
error, utilizing bagging to sub-sample data samples used for training. OOB is the mean
prediction error on each training sample xi, using only trees that did not have xi in
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Table 4.2: Matched Interference SVM Results (Training Data): Multiple Detection Thresholds and
Radial Basis Function Kernel

JSR Detection Selection 10-Fold Cross Test Data
Threshold: Reason Validation Error Error

� 5 dB
Identi�ed Initial

6.9619% 4.4508%Threshold from
Feature Trends

� 0 dB Expected Spectral 3.9628% 2.6515%Power

� -5 dB
Below -5dB: Likely

0.9741% 0.8380%Error-Free SHR
(Preamble and SFD)

� -10 dB Lowest Training 2.35e-04% 0.0%JSR Point

their bootstrap sample. The results are provided in Fig. 4.15 for four cases, including a
two-class case for error-free and erroneous, an extended three-class case to separate the
erroneous stage into PER regions of � 0.32 and � 0.32 and an erroneous case above
and below a JSR of 5dB, which were identi�able during feature extraction. The PER
regions relate to the decreasing slope towards low levels of PERs in Fig. 4.14, relating
to, typically, unintentional interference. Finally, a four-class case is presented based
on the packet/bit errors in Fig. 4.14. A PER of � 10% and bit errors � 15 de�nes a
region where unintentional interference or high channel noise may exist, a PER from
11%! 32% and bit errors from 15! 20 de�nes a subtle jamming or signal collision
region and above these resides a high impact jamming region. In terms of JSR, these
zones correspond to <�2dB, �2dB! 2dB and > 2dB, respectively, which provided
the four-class classi�cation case when combined with error-free data. These thresholds
differ from the SVM approach as the analysis was expanded to include the PER at the
speci�c JSR values. Fig. 4.15 speci�es that the OOB error decreases with the number of
trees and is much smaller for the two-class case. However, having such small differences
between ’good’ and ’bad’ signals is, typically, not the best approach to ensure low false
positives and high true positives. This algorithm’s ability to de�ne multiple cases is
bene�cial, as the high and medium jamming regions have a higher separation from
error-free signals.

The four-class case outlines how a single Random Forest model can predict be-
tween different categories using a single model, which is an advantage over the SVM
approach. The four-class case was validated using available validation and testing data
to determine the optimal metrics, including the number of decision trees, feature depth
and minimum percentage error. The feature depth, also referred to as predictor depth
in this thesis, is the size of the random subset of features used in developing the unique
weak learners. Validation data contained 20% of all available data and included varying
the maximum feature depth from one to nine and the number of decision trees from one
to 139. The four-class matched signal interference case results are shown in Fig. 4.16,
where validation data determined the optimal metrics (hyper-parameters). The lowest
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Figure 4.16: The generalization error investigation using the validation data for the random forest classi-
�er. These results are for the four-class case under matched interference and full packet overlap.

error level for the four-class case is � 5:87% using �fty-�ve decision trees and a max-
imum feature depth of �ve. The training time and average prediction time validation
results are supplied in Figures 4.17 (a) and 4.17 (b), respectively.

Table 4.3 supplies the �nal calculated results for the algorithm design, where most
errors occurred during classi�cation into interference operating zones. A small devia-
tion from the optimal occurs due to the use of a different seed in the random number
generator, but differences are marginal. When this approach is applied as a binary clas-
si�cation, using the same metrics, the error was approximately 0% with an average
prediction time of 43:1ms. For the SVM, using the same data, the error was the same
(0%), but the average prediction time was just 1:15ms, see Table 4.4. These initial
results motivated the expansion of the interference types. Furthermore, for binary inter-
ference detection at the edge, where real-time decisions are crucial as data can become
obsolete in a matter of milliseconds, the SVM is the chosen approach.

The simulation results exhibiting low levels of error are arti�cially good as the
data used to develop the models were simulated and, so, could not model live wire-
less signals exactly. Therefore, wireless channel variations, for example, fading levels,
obstacles, path losses, spurious interference, etc., are not modeled with this approach.
Only simulated noise and random center frequency offsets (a few tens of kilohertz) are
modeled in these simulations. Therefore, the designed models and methods need to be
adapted for wirelessly received I/Q samples. However, the objective of this study was to
provide an initial validation of the usefulness of the extracted features and the varying
thresholds show that enough differences exist between the error-free and erroneous
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Figure 4.17: The (a) Training time and (b) Average prediction time investigations using the validation
data for the random forest classi�er. These results are for the four-class case under matched interference
and full packet overlap.

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

103 George D. O’Mahony



CHAPTER 4. SIMULATION STUDY 4.5. RESULTS

Table 4.3: Designed Random Forest Algorithms: Speci�cations

Data Predictor Number Training Prediction Test
Depth of Trees Time Time Error

4-Class Matched Interference
Validation 5 55 31.23 s 133 ms 6.10%
Training 5 55 129.80 s 372 ms 6.14%
4 Interference Types (Matched, CW, WiFi & Noise Interference)

Validation 4 46 85.72 s 234 ms 4.32%
Training 4 46 343.5 s 714.24 ms 4.227%

Inclusive of Varying Overlaps
Training 4 46 6423 s 5.2525 s 4.027%

Table 4.4: SVM Results (Training Data): Binary Classi�cation and Radial Basis Function Kernel

Training Number of Percentage Avg. Analysis 10-Fold Cross
Time Test Points Error Time Validation Error

Matched Interference
11.057 s 78,854 0% 1.15 ms 0.0011%

Four Interference Types - Full Packet Overlap
60.62 s 247,615 0.00723 % 1.67 ms 0.0082 %

Four Interference Types - Varying Packet Overlaps
426.69 s 1,611,311 0.001489 % 1.3 ms 0.0016 %

samples, even before the suggested 5dB threshold in Figures 4.8 and 4.9. Notably, as
the threshold reduces, so too does the error, which suggests that features perform better
when distinguishing between error-free and erroneous samples only. These promising
simulation results suggest that this framework is a feasible solution. This result bodes
well for a hardware approach that supplies real over the air live data signals and for the
inclusion of different interference signals.

4.5.2 Expanded Results: Multiple Interference Types

The next phase examined using the designed features to classify the interference type,
which included matched signal, CW, WiFi and thermal noise. Based on the matched
signal study, the examination applies a SVM as the binary interference detector, while
the Random Forest algorithm predicts the interference type. This approach permits the
design of individual SVM and Random Forest models, rather than multiple SVM mod-
els for different classi�cation situations (thereby reducing computational requirements).
In each dataset, the proportion of each interference signal and error-free samples was
consistent to avoid sampling bias, which is visualized in Table 4.5. The results here
include the full set of signals and overlaps. The data was split into training (70%), vali-
dation (20%) and testing (10%), resulting in an estimate of the error rate in new cases,
known as the generalization error, being achievable.
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Table 4.5: Four Interference Types: Random Forest Algorithm - Sampling Bias Comparison

All Training Validation Testing
Data Data Data Data

Error Free 0.1219 0.1219 0.1219 0.1219
Matched 0.2416 0.2416 0.2417 0.2416

CW 0.0196 0.0196 0.0196 0.0196
WiFi 0.2416 0.2416 0.2416 0.2416
Noise 0.3753 0.3753 0.3753 0.3753

The initial results target full packet overlap, where the attack packet is the same
length as the legitimate packet. The SVM results are supplied in Table 4.4, which
correspond to classi�cation between error-free I/Q samples and I/Q samples containing
the presence of different interference signals. Analysis of the validation and testing data
determined the RBF kernel (4.6) to be the optimal kernel. Based on the available testing
data, the generalization error for full packet overlap was established as 0:00723% with
an average prediction time of 1:67ms.

For the Random Forest approach, optimal metrics (predictor depth and the number
of trees) were determined using the validation and testing data. The optimal metrics
are identi�ed by analyzing the generalization error results in Fig. 4.18 and the training
and average prediction time results in Fig. 4.19 (a) and Fig. 4.19 (b), respectively. Fig.
4.18 shows that the error plateaus when approximately 40-50 trees are being used,
regardless of the predictor depth. The lowest error occurs when using a predictor depth
of two or three, but this produces the longest prediction time. A trade-off exists and
the designed Random Forest model metrics were chosen to be 46 trees and a predictor
depth of 4. The corresponding performance using training data is speci�ed in Table
4.3, where the generalization error was 4:227% with an average prediction time of
714:24ms. The associated confusion matrix is provided in Fig. 4.20, which provides
an insight into the misclassi�cation errors and suggests that the majority of cases can
be correctly classi�ed. When the classi�er is analyzed in terms of ZigBee and ZigBee
with interference causing bit errors, the sensitivity (4.7) and the speci�city (4.8) are
both approximately unity. This means that the multi-class classi�er correctly detects
interference and rejects legitimate ZigBee signals and the majority of errors occur when
classifying between the interference types. The number of errors is due to inclusion
of JSR values below 0dB, as this results in bit errors where the interference signal is
not prominent and, so, the classi�er detects the erroneous ZigBee signal but encounters
dif�culty in classifying the interference type. However, in general, interference signals
will have suf�cient power levels to be prominent and be classi�ed correctly. The binary
classi�cation results of the Random Forest method for full packet overlap achieves a
similar degree of error (approximately 0:0011%), compared to the SVM. However, a
higher average prediction time is required in all but the single tree case (as shown in
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Figure 4.18: The Interference Classi�cation results for the Random Forest algorithm using available vali-
dation and testing data. The optimal metric detection results for the designed Random Forest interference
classi�cation algorithm using full packet overlap, specifying the generalization error.

Fig. 4.21), thereby reinforcing the use of a SVM for initial interference detection.
For varying degrees of overlap, which is the most advanced SVM binary classi�er

designed, the error was 0:001489% with an average prediction time of 1:3ms. The
confusion matrix for this SVM classi�er was investigated and is supplied in Fig. 4.22,
where the corresponding AUC of the ROC curve is approximately unity. This results in
a sensitivity (4.7) of 0.9999% and a speci�city (4.8) of 1, which means that the SVM
classi�er correctly detects interference and rejects legitimate ZigBee signals. These
results motivated investigating a live over-the-air wireless signal approach and adopting
the SVM classi�er as the interference detection mechanism, visualized in Fig. 4.23. As
energy is typically limited on edge devices, the process of interference detection should
only occur once a packet error has occurred and results should be determined as quickly
as possible to enable real-time responses.

When the varying overlaps data were analyzed using the optimal Random Forest
metrics for full overlap, the generalization error was 4:027%. The confusion matrix
is shown in Fig. 4.24, using all available testing data to understand where the errors
were occurring. Similar to the constant full packet overlap investigation, the decision
tree classi�er, when analysis focuses on ZigBee and ZigBee with interference causing
bit errors, the sensitivity (4.7) and the speci�city (4.8) are both approximately unity.
As a result, the multi-class classi�er correctly detects interference and rejects legiti-
mate ZigBee signals and the majority of errors occur between classifying between the
interference types. This is due to the low JSR values used in the simulations and, addi-
tionally, due to the small packet overlaps of 10% being implemented. The results show
that the designed multi-class classi�er detects interference for nearly every instance
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Figure 4.19: The Interference Classi�cation results for the Random Forest Algorithm using available
validation and testing data. The optimal metric detection results for the designed Random Forest inter-
ference classi�cation algorithm using full packet overlap, specifying (a) the training time and (b) the
average prediction time.
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Figure 4.20: Confusion Matrix for the designed multi-class Random Forest classi�er, where the results
are based on available testing data and classes are as follows: 1-No Interferer Present, 2-Matched, 3-CW,
4-WiFi, 5-Noise.

that encompasses a suf�cient interference signal. The errors occur when determining
the interferer type, as shown by examining the corresponding segment in the confusion
matrix. Errors can be reduced by adding more instances of certain interference types,
such as, for example, CW, or by utilizing a boosting algorithm like XGBoost. However,
these are simulations and are computed only as an initial insight into the methodol-
ogy development. The results indicate the optimal approach adopts a SVM for initial
interference detection and, if interference is detected, a Random Forest interference
classi�cation model.

4.5.3 Discussion

When these simulation results, which investigate the ideal scenario without hardware
limitations, are compared to fast jamming detection focused on collaborated packet rate
information [105], the simulated performance achieves equal, if not better, results. This
chapter’s approach provides novelty over PDR-based systems as individual nodes can
make decisions based on received I/Q samples. This method results in fast response
times and high accuracy without the need for edge device collaboration or network
parameter information. The simulated results have revealed a detection approach for
individual edge devices that is both fast and accurate, which is advantageous compared
to clustering or network parameter techniques [127].

However, these simulated results, which exhibit low levels of error and �ideal� clas-
si�er performance, do not have to consider hardware restrictions and cannot model live
wireless signals (and associated environmental interactions) exactly. Wireless channel
characteristics such as, for example, fading levels, obstacles, path losses, spurious inter-
ference, etc., are not modeled. The absence of a real ADC means available resources do
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Figure 4.21: The Interference Detection results for the Random Forest Algorithm using available vali-
dation and testing data. Average prediction time results for binary classi�cation between error free and
interference signals using full packet overlap.

not limit the simulations. The simulation work provided insights for live data feature
extraction and data analysis but lacked real environmental issues evident in wireless
transmissions. The promising simulation results suggest that this framework may be a
feasible solution that warrants a hardware approach rooted in real over-the-air signals,
focused on the simulation study’s attributes. Notably, the simulation study has identi�ed
the type of data needed to train the jamming detection models, i.e., signal interactions
of legitimate ZigBee signal and a jamming signal. Furthermore, the features extracted
from these simulations will form the foundation for the hardware experimentation in
Chapter 6, where hardware limitations and additional signal models with similar modu-
lation schemes to ZigBee are studied.

Therefore, the designed models and methods need to be adapted for wirelessly
received I/Q samples. However, the objective of this study was to provide an initial vali-
dation of the usefulness of the extracted features based exclusively on I/Q samples. The
results of the varying thresholds show that enough differentiation exists between the
error-free and erroneous samples, even before the suggested 5dB threshold in Figures
4.8 and 4.9. Notably, as the threshold reduces, so too does the error, which suggests that
features perform better when distinguishing between error-free and erroneous samples
only. These promising simulation results, using different packet overlaps and interfer-
ence signals, suggest that this framework may be a feasible solution and bodes well for
a hardware approach that supplies real over-the-air live data signals.
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Figure 4.22: Confusion Matrix for the designed SVM based on the data including varying overlaps,
where the results are based on available testing data and the classes are as follows: 1-No Interference
Present, 2-Interference Present.
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Figure 4.24: Confusion Matrix for the designed multi-class Random Forest classi�er including the
varying packet overlaps, where the results are based on available testing data and classes are as follows:
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4.6 Conclusion

This chapter focused on an extensive Matlab based simulation investigation using re-
ceived I/Q samples for interference detection in WSNs. Both subtle, where the JSR
values are causing PERs of 20% and below, and crude jamming attacks were examined.
Bit error location analysis motivated a detection approach for subtle and crude interfer-
ence attacks by specifying the requirements for an interference detection framework,
including identifying interference when packets are received with errors and when no
packet can be received. By focusing on received I/Q samples available on a single edge
node, both of these cases are achievable. Features were extracted from the PDF and
analysis of the time-series representation of the individual I/Q samples. Enough differ-
entiation between error-free and erroneous samples existed to warrant an evaluation
using a supervised machine learning classi�er.

The simulation results speci�ed that the data needs to be a combination of legitimate
and jamming signals to accurately train the interference detection model and identify
the differences between error-free and jammed operation. The features extracted from
the simulations are as a result of the ideal case where the PDF and samples have no nu-
merical limitations caused by hardware restrictions. The simulation results established
the detection methodology as a two-phase detection process. This process is visualized
in Fig. 4.23 and implements a data pipeline approach. The �rst distinct model’s output
is used to decide whether the second multi-class model is applied to the input signal.
This approach saves time and energy as the binary classi�cation model is implemented
initially when a packet is received with an error and used to activate the multi-class clas-
si�er, as required. The classi�cation results using supervised discriminative machine
learning classi�ers validated the usefulness of the extracted features and highlight that
heavily studied machine learning approaches are still �t for purpose, when potent data
analysis and signal processing are employed. As a result of this chapter’s work, live
wirelessly received I/Q data is required as the simulation results provided suf�cient
evidence to warrant a hardware investigation. The next chapter focuses on developing
hardware testbeds and associated data strategies for acquiring the necessary I/Q data.
Chapter 6 will leverage the features extracted in this simulation study to establish an
optimal set of features for legitimate wireless signal classi�cation. Chapter 7 applies
the optimal features from Chapter 6 for interference detection and classi�cation using
wirelessly received jammed data for WSNs and wired jammed data for GPS signals.
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Chapter 5

Hardware: Developed WSN and SDR
Testbeds and Data Collection
Strategies

The information in this chapter is important for the experimental over-the-air work
presented in Chapters 6 and 7. The speci�ed hardware testbeds and data strategies
were developed to gain access to the necessary live over-the-air wirelessly received I/Q
data in a domestic wireless operating environment. The work in this chapter has been
published in part in the following two conference papers:

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Developing Low-Cost Testbeds
for Enhancing Security Techniques in Wireless Sensor Network Protocols,� 2019
30th Irish Signals and Systems Conference (ISSC), Maynooth, Ireland, 2019, pp.
1-6, doi: 10.1109/ISSC.2019.8904967.

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Analyzing using Software De-
�ned Radios as Wireless Sensor Network Inspection and Testing Devices: An In-
ternet of Things Penetration Testing Perspective,� 2020 Global Internet of Things
Summit (GIoTS), Dublin, Ireland, 2020, pp. 1-6, doi: 10.1109/GIOTS49054.2020.
9119606.

5.1 Introduction

The simulated results in Chapter 4, which exhibit low levels of error and �ideal� classi-
�er performance, do not consider hardware restrictions and cannot model live wireless
signals (and associated environmental interactions) exactly. These hardware restrictions
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include, for example, the receiver reference voltage and analog-to-digital (ADC) resolu-
tion, which both limit the numerical values of the received in-phase (I) and quadrature-
phase (Q) samples compared to the simulations. Higher resolutions would allow for
received signals to be extracted in greater detail from the channel. The reference voltage,
which is the maximum voltage available to the ADC, determines the ADC conversion
ceiling for received analog inputs. Essentially, a higher reference voltage allows for
higher-powered signals to be received before saturation occurs. The absence of a real
ADC in the simulations means there is no upper limit applied to the simulation val-
ues and extracted features only need to concentrate on the probability density function
(PDF) and time series representations. Additionally, wireless channel characteristics
such as, for example, fading levels, obstacles, path losses, spurious interference, etc.,
are inadequately modeled. As a result, it is essential to obtain wireless signal data from
a typical operating environment to thoroughly investigate exclusively using I/Q samples
to develop edge device diagnostic tools.

However, the promising simulation results from Chapter 4 suggest that focusing ex-
clusively on I/Q samples may be a feasible solution that warrants a hardware approach
rooted in real over-the-air signals. The simulation work provided insights for live data
feature extraction and data analysis by identifying the type of data needed to train the
jamming detection models. The simulation results speci�ed that the data needs to be
a combination of legitimate and jamming signals to accurately train the interference
detection model and identify the differences between error-free and jammed operation.
The results of Chapter 4 in�uenced the selection of hardware, developed testbeds and
the data strategies established. This chapter discusses the hardware used in this the-
sis and explains why each device was selected. Each device’s associated applications
are speci�ed, along with the developed data strategies utilizing the chosen wireless
devices. The development of low-cost wireless sensor network (WSN) testbeds that
transmit environmentally sensed data using the ZigBee protocol is the primary source
of legitimate WSN data in this thesis. This chapter also demonstrates the advantages of
utilizing software-de�ned radios, and available software packages, as WSN signal anal-
ysis and penetration testing tools. Extracting received I/Q samples in coexistence with
both unintentional and malicious interference is essential for successfully developing
the proposed methodology. SDRs enable access to the required I/Q data and provide
the necessary jamming signals when needed, as the SDR can produce several signal
models.

5.2 Hardware

The over-the-air wireless experimentation required different devices to successfully
develop the proposed methodology as discussed in Chapter 1, namely, commercial
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ZigBee nodes, a low-cost controlling device, a sensor for real data acquisition and an
analysis and penetration device. These aspects were achieved by using the DIGI XBee
[142] wireless nodes operating the ZigBee [37] protocol, the affordable Raspberry Pi
computer, the Raspberry Pi SenseHat sensor and SDRs, respectively. Each of these
devices and the chosen spectral analyzer (used to visualize transmitted wireless signals)
are described in detail below.

5.2.1 XBee Devices

Here, the DIGI XBee wireless connectivity modules are the designated commercial
ZigBee nodes. The devices operate using the ZigBee protocol but can also speci�cally
run either the IEEE 802.15.4 or DIGI’s DigiMesh 2.4 protocols. The radio frequency
(RF) modules provide quick, robust communication in point-to-point, peer-to-peer, and
multi-point/star con�gurations. These commercial-off-the-shelf (COTS) devices are
low cost (3 pack kit�e 90) and operate in deployments as a pure cable replacement for
simple serial communication or as part of a more complex hub-and-spoke network of
sensors. The devices have speci�cations as per Table 5.1 and each device is con�gured
using DIGI’s XCTU software [65]. Available parameters include the channel (center
frequency), personal area network identi�er (PAN ID), transmission (Tx) power and
node use. The speci�c device types are [143]:

1. Coordinator: A full-function device (FFD) which is responsible for controlling
the entire network, relaying messages and authenticating devices.

2. Router: A FFD responsible for forwarding and relaying data packets. This device
type can communicate with the coordinator and end devices.

3. End Device: A reduced function device that communicates with the coordinator
or a router only and cannot communicate with other end devices or relay packets.

The devices can utilize cluster topologies, which typically improves stability, reduces
energy consumption and compresses the amount of transmitted data. Cluster head net-
works have many uses, for example, relay nodes (RN) which aggregate data and forward
to Nanosatellites [8]. Here, the XBee devices are controlled and programmed through
a development board that requires a USB connection and are programmed (after initial
con�guration using the XCTU software) using the �digi-xbee� Python3 library. Remote
control and power of each XBee can be obtained by using a Raspberry Pi or equivalent,
providing realistic deployment scenarios and real-time data analysis. The XBee device
and associated development board are visualized in Fig. 5.1.

The signals transmitted from the XBee devices were validated by using a Texas In-
struments CC2531EMK USB dongle. This ZigBee/IEEE 802.15.4 compliant System-
on-Chip device employs TI’s Packet Sniffer software [63] to both capture and decode
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Table 5.1: XBee Device Speci�cations

Parameter: Value
Data Rate 250kbps

Indoor Range 60m
Transmit Power �5dBm! 5dBm

Receiver Sensitivity �100 dBm!�102 dBm
Frequency Band / No. Channel 2:4GHz / 16

Interference Immunity DSSS
Encryption (Optional) 128-bit AES

Reliable Packet Delivery Retries/Acknowledgements

XBee
Transmitting

Module

Development
Board

Figure 5.1: DIGI XBee device and associated development board used as the designated ZigBee node in
the hardware experimentation of this thesis.

ZigBee packets. The packet sniffer successfully captured packets transmitted from
XBee devices, validating using the chosen designated ZigBee node. The decoded in-
formation includes PAN ID, source and destination address, packet length, packet type
(data or acknowledgement) and the payload, which is decoded if no encryption is used
or if the key is known. This decoded information was employed to ensure the packets
from the XBee devices were received as no encryption was used and the full payload
was readable using the Packet Sniffer software.

5.2.2 Software-De�ned Radios

Software-de�ned radios (SDRs) are recon�gurable radio systems whose characteristics
are partially or fully de�ned via software or �rmware [144]. A typical simpli�ed SDR
topology is provided in Fig. 5.2, where the main components are the RF antenna, RF
front-end, �eld-programmable gate array (FPGA) and processing unit. A SDR interacts
with the wireless environment using a hardware peripheral, whose capabilities char-
acterize transceiver operation. The performance of the software component depends
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RF Front
End FPGA

General
Purpose

Processor

Wireless Transmissions

Figure 5.2: Simpli�ed depiction of a typical SDR topology, specifying the main components that govern
the operation of a SDR, including RF front-end, FPGA and general purpose processor. The RF front-end
is the most signi�cant component in terms of the work in this thesis.

on the pro�ciency of the RF front-end. Received analog RF signals are converted into
a digital sequence, which depends on the available bandwidth and sampling rate in
use. Hence, it is necessary to use SDRs with the appropriate hardware for analyzing
the chosen RF signals. This thesis focuses on developing interference diagnostic tools
in both the industrial, scienti�c and medical (ISM) RF band and the L1 Global posi-
tioning System (GPS) RF band. This approach results in receiving the I/Q samples of
signals with baseband signal widths of 1.023 MHz (GPS) and 2 MHz (ZigBee) and
implementing penetration tests on those signals.

By utilizing SDRs, raw received I/Q data can be obtained in real-time and analyzed
off-line to gain an understanding of legitimate signals and the associated interactions
with sources of interference. Using SDR architectures with hardware peripherals for
the desired RF spectrum band, the software component can be manipulated to produce
various jamming scenarios (or penetration tests) and legitimate signal structures for
additional data acquisition by utilizing Matlab/Simulink or a Raspberry Pi/Python3
combination. This thesis used two speci�c SDRs to investigate the operation of the
developed methodology and diagnostic framework using data collected from differ-
ent receivers. This investigation provided an additional layer of validation as different
hardware restrictions were implemented since the SDR receivers had different resolu-
tions and available sampling rates. As a result, the sampling rate approach was chosen
based on the most limited device, resulting in a sampling rate of twice the baseband
signal frequency. This requirement will become more apparent in Section 5.4, where
the developed data strategies are discussed.

The Analog Pluto SDR is an Analog Devices SDR (� $149) which has speci-
�cations as per Table 5.2 and is based on the Analog Devices AD9363 transceiver.
This SDR is controlled and analyzed by either using Matlab/Simulink, through the
Communications Systems Toolbox add on or using the Python3 library �pyadi-iio� in
conjunction with the �libiio� package. The Pluto SDR can also be controlled using
other SDR software programs such as, for example, GNU Radio, Pothos Flow, Cu-
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Table 5.2: SDR Speci�cations

Analog Pluto RTL-SDR
Connectivity USB 2.0 USB 2.0

Frequency Range 325 MHz - 3.8 GHz 25 MHz - 1.75 GHz
Max. RF 20MHz 2.4 MHz

Bandwidth (3.2 MHz Max)

Sample Rate 65.2 ksps - 2.048 Msps61.44 Msps
Sample Depth 12 bits 8 bits

TX j RX Channels 1 j 1 0 j 1

bicSDR, GQRX SDR, SDRConsole, etc., either through signal processing blocks or
graphical user interfaces, where the SDR can, frequently, be exploited as a spectrum
analyzer. In terms of this thesis, the focus is applied to the Python3 and Matlab ap-
proaches as this provides certain advantages, since a variety of attack styles can be
tested quickly. The Pluto’s Simulink/Matlab plug-in provides further bene�ts through
the available toolboxes such as, for example, Signal Processing and Communications.
These toolboxes, along with the transmitter and receiver Simulink blocks (or Matlab
functions), provide ef�cient analysis methods spanning different modulation methods,
�lters, mixers, etc., which can be applied to create various physical layer (PHY) outputs
and create signals which match speci�c protocols or attack styles. For lightweight Pluto
operation, the Python3 �pyadi-iio� library is used in combination with �Scipy� to pro-
duce speci�c signal protocols or attack styles. Data collection and wired jamming are
focused on lightweight operation, while wireless jamming attacks exploit the ef�cient
and fast Matlab operation. In terms of the hardware speci�cations, which are a limiting
factor compared to the simulations in Chapter 4, the ADC resolution is 12-bits and
the reference voltage is 1.3 V. As a result, the Pluto receives samples in the region
of [-2048:2047] [100]. Compared to other available SDRs and examples of the more
expensive universal serial radio peripheral (USRP), in Table 5.3, the Pluto SDR pro-
vides the most cost-effective approach without forfeiting performance. The additional
easy-to-use Matlab and Python3 resources, resulting in lightweight operation on, for
example, a Raspberry Pi, further rati�es the choice of the Analog Pluto SDR. How the
Pluto is used in the thesis is fully speci�ed in Sections 5.3 and 5.4.

The RTL-SDR dongle was chosen as the GPS data collection device based on
previous experimentation [41] and to investigate using a cheap SDR with a reduced
ADC resolution compared to the Pluto SDR. This comparison of different receiving res-
olutions provides a more intensive validation of the proposed diagnostic methodology.
The NESDR SMArTee RTL-SDR (� $32) [145] was the chosen receiver and receives
samples in the range [-128:127]. This SDR has speci�cations as per Table 5.2, contains
the required RF-suitable 4.5V regulator that provides DC output to power the active
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Table 5.3: Additional SDR Speci�cations

SDR Interface Frequency Range RF ADC Mode TX/RX Approx

Bandwidth Resolution Mode Channels Price

LimeSDR USB 3.0 100kHz! 3:8GHz 61:44MHz 12 bit I/Q Full Duplex 2/2 $299

LimeSDR Mini USB 3.0 10MHz! 3:5GHz 30:72MHz 12 bit I/Q Full Duplex 1/1 $159

HackRF One USB 2.0 1MHz! 6GHz 20MHz 8 bit I/Q Half Duplex 1/1 $299

BladeRF x40 USB 3.0 300MHz! 3:8GHz 40MHz 12 bit I/Q Full Duplex 1/1 $420

FreeSRP USB 3.0 70MHz! 6GHz 61:44MHz 12 bit I/Q Full Duplex 1/1 $420

Ettus B200 USB 3.0 70MHz! 6GHz 61:44MHz 12 bit I/Q Full Duplex 1/1 $888

Ettus B210 USB 3.0 70MHz! 6GHz 61:44MHz 12 bit I/Q Full Duplex 2/2 $1472

GPS antenna (see Section 5.2.5) and is based on the Realtek RTL2832U chipset. The
RTL2832U outputs 8-bit I/Q-samples, and the highest theoretically possible sample-
rate is 3.2 MS/s. However, the highest sample-rate without lost samples that has been
tested with regular USB controllers so far is 2.4 MS/s [146]. This SDR was chosen
due to the availability of the �rtl-sdr� software package, which contains the �librtlsdr�
library and several command-line tools such as rtl test, rtl sdr, rtl tcp and rtl fm. These
command-line tools use the �librtlsdr� library to test for the existence of RTL2832
devices and to perform basic data transfer functions to and from the device. Because
most of the RTL2832 devices are connected using USB, the librtlsdr library depends
on the �libusb� library to communicate with the device. The rtl sdr command-line pro-
gram is used for I/Q data collection and can function on a Raspberry Pi through the
Python3 command �os.system(’rtl sdr -f 1575420000 -s Sampling Rate -n Number of
Samples -S File name.uint8’)�, where the �uint8� data can be converted to �int8� data.
Notably, it produces data outputs that are compatible with �fastgps� [147], which is a
GPS software receiver that performs the entire signal processing in software, allowing
for smooth adjustments at all stages: correlation, acquisition, and navigation. GPS data
needs to contain data from at least four satellites to be useful. The �fastgps� program,
running on a Raspberry Pi, validates if the required number of received satellites are
present in the collected I/Q data. This procedure allows for collecting both good (4 satel-
lites or more) and interfered data for off-line analysis. The Raspberry Pi and RTL-SDR
combination produces an all-in-one GPS data collector and receiver.

By utilizing these devices, the necessary raw received I/Q data can be analyzed to
understand why links fail and what is causing the interference levels to rise. Notably, the
SDRs can receive I/Q samples even when ZigBee packets are erroneous and the packet
error rate (PER) is close to 1. In contrast, many packet sniffers need to synchronize to
the packet preamble and identify the start frame delimiter. This operation outlines why
SDRs are useful as WSN or GPS signal/samples analysis tools and for a subsection of
penetration testing on wireless signals operating in an environment under legitimate
and attack situations.
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5.2.3 Raspberry Pi

The Raspberry Pi is a small credit card-sized, affordable (�e 40) computer that can
be utilized in several ways to provide remote control and low-cost operation of USB
powered devices. As part of this thesis, the USB powered devices include the XBee
ZigBee nodes and SDRs. Additionally, live environmental data is produced by connect-
ing the Raspberry Pi SenseHat sensor (see Section 5.2.3.1). Once the initial setup is
performed, a remote connection can be achieved through a secure shell (SSH) in Win-
dows, using a putty terminal and the device’s IP address, or Linux using the command
�ssh pi@IP�Address�. Different Raspberry Pi models are employed, including the Pi
2 Model B, Pi 3 Model B and Pi 3 Model B+, which is shown in Fig. 5.3, as it is the
model that is predominantly deployed. The Raspberry Pi 3 Model B+ is applied as the
relatively modest embedded platform in Chapters 6 and 7. The main speci�cations of
the different Raspberry Pi models are provided in Table 5.4. These small computers run
a Debian-based operating system, called Raspbian, and can run full Linux applications,
like GNU Radio, python scripts, terminal commands, machine learning models, etc.
Hence, each Raspberry Pi can use the �digi-xbee� Python3 library to control an XBee
device, the �pyadi-iio� Python3 library and the �libiio� library to control the Pluto
SDR and the �rtl-sdr� command-line software to operate the RTL-SDR. Additionally,
received XBee packet data can be stored on the Pi and analyzed to track received and
transmitted packet numbers. Built-in WLAN or a WLAN USB dongle provide remote
access and the ability to update code and hardware without the need to be physically
at the testbed developed using Raspberry Pi embedded devices. These devices support
real-world deployment scenarios as, typically, WSN edge devices are left unattended
and deployed where remote access or monitoring is the norm. Furthermore, to enable
IoT capabilities, a WiFi-enabled device can use available tools, for example, DropBox
Uploader exploiting a DropBox API application, to upload received data to the internet
for remote analysis.

In terms of implementing the proposed methodology, initial investigations focused
on using the leading machine learning programming language of Python on the Rasp-
berry Pi Device. In Chapters 6 and 7, a subset of the developed classi�cation approaches
are computed on a RaspberryPi embedded device. The Raspberry Pi was chosen as it
is an example of how low-cost hardware has advanced over the past decade. As we
look to the future, it is not unreasonable to suggest that edge devices will have similar
speci�cations. In this thesis, the versatility of the Raspberry Pi embedded device is uti-
lized in the development of testbeds (Section 5.3), data strategies (Section 5.4) and in
investigating the low-cost resource-constrained implementation of developed machine
learning models.
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Table 5.4: Raspberry Pi Speci�cations

Pi 2 Model B A 900MHz quad-core ARM Cortex-A7 CPU
1 GB RAM
4 USB ports

Pi 3 Model B Quad Core 1.2GHz Broadcom BCM2837 64 bit CPU
1 GB RAM
4 USB Ports

BCM43438 wireless LAN
Bluetooth Low Energy (BLE)

Pi 3 Model B + 1.4GHz Broadcom BCM2837B0,
Cortex-A53 64-bit SoC

1 GB RAM
4 USB 2.0 Ports

2.4 GHz and 5 GHz IEEE 802.11.b/g/n/ac WLAN
Bluetooth 4.2, BLE

5V Micro HDMI PortUSB Port CSI Camera Connector

Audio

Ethernet

40 GPIO Pins

MicrosSD
Card Slot
(Underneath)

DSI Display
Port

USB 2.0 -
4 Ports

Broadcom BCM2837B0,
Cortex-A53
64-bit SoC @ 1.4GHz

Wireless LAN
& Bluetooth

Figure 5.3: Raspberry Pi Model 3 B+ embedded device used as the main component in the developed
hardware testbeds and data strategies. Some of the main elements are identi�ed.

8×8 RGB
LED matrix
(Actuator)

Five-button
joystick

GPIO
Pin

Connector

Figure 5.4: Raspberry Pi SenseHat Sensor used to acquire data from the operating environment with
elements identi�ed.
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5.2.3.1 Raspberry Pi SenseHat

The SenseHat is an add-on board for the Raspberry Pi that connects directly to the
available GPIO pins on the main Raspberry Pi board. The SenseHat has an 8×8 RGB
LED matrix that can imitate an actuator, a �ve-button joystick and several sensors
including Gyroscope, Accelerometer, Magnetometer, Temperature, Barometric pressure
and Humidity. For this thesis, the environmental conditions of pressure, temperature
and humidity were used as the source of real data, transmitted using the XBee RF
module. The device is depicted in Fig. 5.4 and can be controlled using the Python3
library �sense-hat� running directly on the Raspberry Pi.

5.2.4 Tektronix RTSA 306B

This Tektronix device is a USB 3.0 powered Real-Time Spectrum Analyzer (RTSA) that
is predominately used to visualize the RF spectrum. As a result, the RTSA can analyze
network operation, identify nodes, estimate node type, visualize signal structure and
analyze how signals co-exist with each other. Tektronix’s Digital Phosphor technology
(DPX), which runs on the SignalVu-PC software package, acquires signals in real-
time and visualizes the spectrum. DPX performs hardware digital signal processing
and rasterizing of samples into pixel information, which can be plotted in real-time
and as a bitmap image (instead of a conventional line trace). This software approach
allows signals to be distinguished at the same frequency and a color scheme is used to
identify signals which are more frequent than others. An example is provided in Fig.
5.5, where the XBee transmitted ZigBee signal is captured by the RTSA and plotted
using the DPX software to gain further understanding of the signals in transit and the
operating environment. This approach will be used in Chapters 6 and 7 to support the
development of the proposed methodology. Consequently, legitimate protocol, jamming
and coexisting signals are identi�able during an experiment to ensure the necessary
data is acquired. The RTSA’s main speci�cations are provided in Table 5.5 and the
device was controlled exclusively with the SignalVu-PC software package.

Table 5.5: Tektronix RTSA 306B Speci�cations

Frequency Range 9 kHz to 6.2 GHz
Acquisition Bandwidth 40 MHz

Typical Accuracy + =� 20ppm
ADC Sample Rate 112 MSps

ADC Bit Width 14 bits
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Figure 5.5: ZigBee signal, visualized using a RTSA and Tektronix’s DPX software, in the ISM band at
2.435 GHz with coexisting signals.

5.2.5 Antennas

Typically, the chosen RF antenna is a critical element of the receiving device and, con-
sequently, two speci�c antennas were used in this thesis. For the WSN interference
study and ISM RF band legitimate signal analysis a ZigBee Siretta stubby antenna
[148] was utilized. The Siretta antenna is designed for use in the 2.4!2.5 GHz range
and has a 2 dBi gain, vertical polarization, a maximum VSWR of 2:0 and an input
impedance of 50W. The experiments that utilize the Raspberry Pi/Pluto SDR approach
to access received I/Q samples at various center frequencies adopt the Siretta antenna.
Additionally, the Tektronix RTSA uses this stubby antenna to produce the DPX spec-
trum visualizations. A waterproof, magnetically mounted active GPS L1 (1.5754 GHz)
low-noise ampli�er (LNA) patch antenna that provides approximately 28 dB of gain
was utilized for the GPS applications. This antenna requires a bias voltage between
3V!5V and connects to the RTL-SDR device through an SMA connection.

5.3 Developed Testbeds

For this thesis, two different testbeds were required: a live WSN ZigBee testbed with
potential IoT operation and a GPS receiving testbed that allows access to available
satellites in orbit. By designing these two approaches, the necessary legitimate I/Q data
for each signal model was attainable.

The designed ZigBee testbed contains the Digi XBee devices being powered and
controlled remotely using various Raspberry Pi models. Using a Raspberry Pi with
XBee devices was previously described using the GPIO serial port in [149] and in
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from digi.xbee.devices import ZigBeeDevice, RemoteZigBeeDevice
from digi.xbee.reader import XBee64BitAddress
import time
#Transmitter running on XBee Router
XBee Router = ZigBeeDevice(�/dev/ttyUSB0�, 9600)
XBee Router.open()
Remote XBee Coord = RemoteZigBeeDevice(XBee Router,...
XBee64BitAddress.from hex string(Coord 64 Bit Address))
while True:
Try:
Data = �Test Packet�
XBee Router.send data(Remote XBee Coord, Data)
time.sleep(120)
except:
XBee Router.close()
#Receiver running on XBee Coordinator
XBee Coord = ZigBeeDevice(�/dev/ttyUSB0�, 9600)
XBee Coord.open()
while True:
Try:
Received Message = XBee Coord.read data(1000)
Remote XBee Receiver = Received Message.remote device
Received Data = Received Message.data
except:
XBee Coord.close()

Figure 5.6: Example Python3 code for controlling a Raspberry Pi connected XBee device, showing a
basic understanding of how the �digi-xbee� library operates and how data is sent between two XBee
nodes.

[150], [151], [152], [153] and [154], where one Raspberry Pi device is typically used as
a base station attached to the network coordinator and provides client services, which al-
lows applications, like environmental monitoring, to be established. Here, the approach
is different as the development board is exploited to allow complete control and access
to every node, which has been initialized using XCTU software. This concept autho-
rizes full control of each node, packet analysis on each receiver and transmitter and data
analytics at each node location. The node connections follow typical WSN operation
as the nodes are static, use the cluster head network model and are suf�ciently dis-
persed. This ZigBee-based testbed includes one coordinator (cluster head) and multiple
receivers (cluster members). Each XBee device is connected to a Raspberry Pi using
the �digi-xbee� Python3 library to control the XBee nodes and allow remote access
through built-in wireless LAN or USB dongles. Example code which uses an XBee
device to transmit a message every 2 minutes and the corresponding receiver code is
provided in Fig. 5.6. Under regular operation, it is envisaged that each cluster member
can send a data packet every x seconds/minutes, while each Raspberry Pi device moni-
tors all packets. The remote access aspect is typical of WSN deployments, as they are
usually deployed and left unattended. The data is uploaded through a gateway that can
be accessed from clients monitoring the network. Additionally, this testbed can be used
with a different number of nodes and varying packet sending rates or as a point-to-point
communication model, which allows for a broader range of operation.

The full testbed incorporates six XBee nodes connected to six Raspberry Pi devices
and transmits environmentally sensed data, including temperature, humidity and pres-
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Table 5.6: ZigBee Testbed Validation: SenseHat Data

Node One Two Three Five Six
Validation Test One - Node Four as Coordinator (Receiver)

Approx. Operating Time (Hours) 64 64 64 64 64
Data Packets Transmitted 2042 2042 2006 2006 2042

Data Packets Received 2042 2042 2006 2006 2042
Validation Test Two - Node Four as Coordinator (Receiver)

Approx. Operating Time (Hours) 24 24 24 24 24
Data Packets Transmitted 749 749 749 749 749

Data Packets Received 749 749 749 749 749

sure, obtained from the Raspberry Pi SenseHat sensor. Testbed validation occurred over
multiple tests, where �ve SenseHats collected environmental data and XBee devices
transmitted the data to a central coordinator. The operation was controlled using var-
ious types of Raspberry Pis and the results are provided in Table 5.6. To enable IoT
abilities, a WiFi-enabled coordinator can use available tools, for example, DropBox
Uploader exploiting a DropBox API application, to upload received data to the internet
for remote analysis. Data were veri�ed as ZigBee signals by snif�ng the channel using
the TI packet sniffer and for zero packet loss by tracking all transmitted and received
data packets.

In terms of GPS data acquisition, a single GPS receiver is required as the trans-
mitters (satellites) are freely available once suitable software and hardware are used.
The GPS space segment in operation consists of a constellation of at least 24 satellites
transmitting radio signals to users. To maintain the availability of at least 24 operational
GPS satellites, 95% of the time, 31 operational GPS satellites are in orbit [42]. This
constellation can be validated by using GNSSRadar [155], a software tool used to show
the current GPS constellation for a speci�c location and the satellites’ orbital speeds.
The GPS testbed consists of the NESDR SMArTee RTL-SDR connected to the active
GPS L1 patch antenna through a signal combiner, where a Pluto SDR is connected to
the second port through a DC block. For regular operation, a 50Wtermination must be
applied to the DC block to mimic the Pluto SDR and have comparable results with and
without the SDR interferer connected. GPS data was collected across a two distinct full
24 hour periods without an interference signal to validate this setup. Using �FastGPS�
as the software receiver, all available 31 satellites were visible at least once and each
collected and analyzed dataset contained at least four satellites.

Both of these testbeds produce the required legitimate signal protocol I/Q data.
For legitimate signal received I/Q data analysis, a SDR can simply receive on the
required channel and acquire I/Q samples for off-line examination. This data analysis
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does require a data strategy, which is discussed in Section 5.4. SDRs are the critical
element in translating and, potentially, validating the simulated approach in Chapter 4
to a real wireless application. The required I/Q samples can be received even when the
channel becomes noisy and packets are lost or erroneous, since no preamble is required,
as reception can be linked to known packet transmission times or periods where a
suf�ciently long data collection time is applied. This approach results in data collection
for erroneous, error-free, and interference instances for feature extraction and analysis.
Once analyzed, results can be implemented as part of the designed machine learning
detection approach to highlight why a link has failed and packets have been lost.

The developed ZigBee and GPS testbeds can be penetration tested to gain access
to the interference data. In terms of this thesis, penetration tests are performed to as-
sess system responses to external interference. Thus, a SDR having an RF front-end
capable of transmitting in the ISM and GPS L1 RF bands can be used as an interfer-
ence response tester. The penetration testing approach uses Matlab functions and the
�pyadi-iio� Python3 library to produce the necessary attack styles. A power ampli�er
is utilized to mimic typical scenarios where a power ampli�er would be necessary to
attack a suf�ciently large network area. The Analog Devices CN0417 is chosen as
it is designed for use with the Analog Pluto SDR. The power ampli�er provides an
additional 20dB of gain (approximately) and all ports are DC blocked and matched to
50 W. For wired jamming transmissions SDRs are connected through a DC block and
power combiner to produce I/Q samples containing various interference signals without
affecting neighboring networks. This operation is essential for the GPS applications as
jamming signals cannot legally be wirelessly transmitted in the GPS L1 RF band. For
the ZigBee WSN setup, wireless jamming is used as the network can be suf�ciently iso-
lated from any other potentially active IEEE802.15.4 systems. This isolation is ensured
by operating the experiments in a typical domestic operating environment, where no
other IEEE802.15.4 system is in use. This penetration testbed approach is a much lower
cost option to traditional signal generators, is software con�gurable, is an open-source
technique and has remote deployment potential. The Pluto libraries also allow Python’s
and Matlab’s multitude of data science approaches to be applied to received data points,
emphasizing using SDRs as interference transmitters and received response analyzers.

5.4 Developed Data Strategies

Before extracting any features or designing any diagnostic tool, data strategies account-
ing for data quality, quantity and source need to be established. These strategies are
necessary as classi�ers will generally not perform adequately if the training set is too
small, or if the data is not representative, is noisy, or is �polluted� with irrelevant features.
Each data strategy in this thesis incorporates SDRs, Raspberry Pi embedded devices
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[156] and a variation of the testbeds described in Section 5.3. Each data strategy tar-
gets collecting typical wireless I/Q data in real-time for off-line feature extraction and
machine learning-based classi�er development. Each SDR interacts with the RF envi-
ronment by utilizing a hardware peripheral, whose capabilities characterize transceiver
operation. At the same time, the software component’s performance depends on the pro-
�ciency of the RF front-end. It is critical to use a SDR with the appropriate hardware for
analyzing the chosen RF WSN signals. Four different data strategies were developed:
wired legitimate signal classi�cation, wireless legitimate signal classi�cation, WSN
ZigBee interference detection and classi�cation and GPS signal interference detection
and classi�cation. A 4 MHz sampling rate is applied in all data collection experiments,
except for the GPS data collection. This sampling rate is twice the baseband signal
bandwidth of the ZigBee protocol, which is the primary signal of interest and allows
for a comparison of the developed methodology on the 8-bit RTL-SDR dongle used
for GPS data. The RTL-SDR provides a 2.048 MHz sampling rate, which is twice the
GPS baseband signal bandwidth. As a result, the SDR I/Q data receiver’s sampling rate
is twice the baseband signal bandwidth of the application signal of interest, namely,
ZigBee and GPS. The overall concept is based on the hypothesis that I/Q samples are
always available to a functioning receiver at the edge, while analysis focuses on the
presence of a legitimate signal (ZigBee for WSNs and receiving four or more satellites
for GPS applications).

The Pluto SDR is used as the I/Q data receiver in each strategy involving signals
in the 2.4 ! 2.5 GHz ISM RF band. As a result, data is received in the range of [-
2048:2047] and stored in �.txt� �les in a two-column format, where the �rst column
corresponds to the I channel and the second to the Q-channel. The data length of
each data collection was 0.5 s and ensured at least one signal transmission would be
received in every SDR reception, provided that the transmitting device produced signals
of a suf�ciently short period. The Pluto ADC speci�cations were then used to convert
received I/Q samples into the range [-1,1] from the original Pluto range of [-2048, 2047].
The Pluto SDR uses the Analog Devices �AD9363� RF chip, which has a 12-bit ADC,
where the 12-bit data from the ADC is stored in the lower 12 bits of the output value and
sign-extended to 16 bits. This conversion supported developing features with similar
ranges, even when the ADC is close to saturation. This technique typically results in
higher-performing machine learning classi�cation models.

Before the data is analyzed, it needs to be pre-processed. As shown in Fig. 5.7, the
wireless channel is open to any accessible wireless transmitter and spurious interference.
It is challenging to receive only a speci�c type of signal when collecting a data grab
during a random time period using an unconnected device (SDR). As a result, most SDR
data receptions (grabs) contained multiple signals of interest along with, potentiality,
other �unwanted� signals. The data grabs required processing to obtain the correct
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SDR
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DIGI XBee
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Figure 5.7: Proposed SDR approach for achieving the desired data strategy for I/Q samples in the ISM
RF band between 2.4 GHz and 2.5 GHz. Typical commercial devices that are in operation in the typical
domestic operating environment are also speci�ed.

signal samples before the feature engineering stage. This processing stage was used to
reduce the error/noise in the collected data and to discard obvious outliers. Without this
data processing stage, poor-quality, unrepresentative, noisy, or polluted (with irrelevant
features) measurements could be employed in the model development process.

The I/Q samples were initially examined in the time domain to visualize the signal
patterns (I/Q samples) of interest and compare them with expected sequences. An
example is shown in Fig. 5.8 to illustrate that the signals can be clearly identi�ed
compared to the received noise (or operating wireless channel), as signals have an
�on-off� nature. The PDF, as introduced in Chapter 4, the Tektronix RTSA and the
time series plots are then combined to identify any outliers. This analysis permits the
removal of outliers and the acquisition of I/Q samples for each received signal type.
The chosen sample length for analysis is 1250 I/Q samples and relates to the shortest
signal length received as part of the data collection process in this thesis, the Bluetooth
Advertising channel. After the samples are identi�ed, the more considerable signal
lengths are divided into multiple segments to ensure the data is from different parts of
the received packet and results are not dependent on speci�c samples. This approach
results in the required data being I/Q samples of length 1250 received from anywhere
in the signal’s transmitted packet.

In the data strategies focused on WSN data, the Pluto SDR is utilized to transmit a
customized ZigBee packet. These ZigBee signals are based on the Matlab simulations in
Chapter 4. The associated Matlab code was translated into Python3, where equivalent
Matlab functions from the �SciPy� library were implemented. The custom ZigBee
samples were transmitted using the Analog Pluto SDR and compared to the commercial
ZigBee transmitter, the DIGI XBee. The results are visualized in Fig. 5.9, where the
simulation based customized approach correlates well with the commercial ZigBee
transmission and, so, the proposed customized ZigBee setup is validated. These SDR
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Figure 5.8: Example time series representations of received wireless signals on the I-channel, which
establishes the need for correct sample identi�cation.

customized ZigBee signals transmit a ZigBee PHY payload (based on random numbers
from the standard uniform distribution or SenseHat environmental data), along with
the required preambles, and are spread according to the ZigBee 32-bit PN sequences.
Offset quadrature-phase shift keying (O-QPSK) and raised cosine pulse shaping are
applied to the chips to match the ZigBee signal protocol. In some experiments, live
environmentally sensed data from the Raspberry Pi SenseHat sensor is transmitted in the
customized approach, which results in a more considerable variation in the transmitted
packets.

5.4.1 Wired Signal Classi�cation

As part of the initial live signal investigation, an I/Q data logger was designed, which
incorporated a Raspberry Pi 3 B, an Analog Pluto SDR and the Siretta 2.4 GHz antenna.
However, this data logger’s initial stage accessed the wireless channel, but the signals
of interest were transmitted over wires, as speci�ed in Fig. 5.10. In these experiments,
signals were transmitted over wires to avoid jamming any networks operating in the
ISM RF band and transmission powers were suf�ciently reduced to accommodate this
wired approach, as the Pluto SDR can provide attenuation levels up to 89:75dB. The
wired approach also enabled a high signal to noise ratio with near-perfect samples being
received at the receiver. It was designed to be the bridging investigation between the
simulations and full wireless data signals.

For the data collection experiments, speci�c time intervals and data lengths were
applied to collect data over one hour at each ZigBee center frequency. The data length
of each data collection was 0.5 s and ensured at least one signal transmission would
be received. As the wireless channel was simultaneously being received, unavoidable
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Figure 5.9: A Tektronix DPX image of the customized SDR and commercially transmitted ZigBee
signals in a typical domestic operating environment. Both ZigBee signals exhibit similar spectral images.

spurious interference was received. Thus, each data grab is post-processed to obtain the
correct signal samples. Both continuous wave (CW), which is simply a co/sine wave
on the I and Q channels, and basic ZigBee signals, which were based on the ZigBee
protocol speci�cations provided in Chapter 2 and the simulations in Chapter 4, were
generated. Separate Raspberry Pi devices are required to control the SDR receiver
and transmitter as it is dif�cult to provide real-time reception and transmission on a
single platform, using either one or two serial connections, especially on embedded
devices. The Pluto generated ZigBee signal is compared with a ZigBee signal from
a commercial node, the DIGI XBee using the RTSA and the associated DPX graph
is provided in Fig. 5.9. The Pluto SDR signals correlate well with the commercial
XBee ZigBee transmissions and, so, are considered acceptable for use. These SDR
customized ZigBee signals are used in preceding wired experiments and in the wireless
experiments. For the noise channel to be received, a 50Wtermination must be applied
to the DC block to ensure matched conditions. This data strategy ensured the collection
of I/Q samples for the wireless noise channel (baseline), spurious wireless interference
and wired transmissions of CW and SDR ZigBee signals. A summary of the collected
data is provided in Table 5.7, where the overall data �le is 0.5s long and contains
four 125ms SDR received data buffers. The collected data is utilized in Chapter 6 to
initially examine applying the extracted features from the simulated data in Chapter 4
to hardware transmitted signals and a typical lab operating wireless environment.
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Figure 5.10: Initial experimental setup for signal addition, which minimizes impact on surrounding
services using the 2.4! 2.5 GHz RF band. This also allowed for the analyzed signals to be received
with a high signal to noise ratio with near perfect samples.

Table 5.7: Wired Data Collection: 16 ZigBee Channel center frequencies

Channel Data: Length Time: No. of Tx.
Type / No. Frames Interval / Total Datasets Gain
Noise 125 ms / 4 5 mins / 60 mins 11 N/A

ZigBee 125 ms / 4 5 mins / 60 mins 11 -20 dB
CW 125 ms / 4 5 mins / 60 mins 11 -20 dB

5.4.2 Wireless Signal Classi�cation

As shown in Fig. 5.7, the legitimate wireless signal strategy was built around a Pluto
SDR and Raspberry Pi design to maximize the data collection process using low-cost
hardware. Data collection occurred in a wireless operating environment consisting
of changeable service requirements for WiFi and Bluetooth, including the number of
connected devices and service load (large download or constant music streaming, for ex-
ample). The Pluto SDR, as discussed in Section 5.2.2, encompasses suitable parameters
for operating as a data receiver and controlled data transmitter in this typical ISM RF
band environment. Python3 is utilized to develop various signal types for transmission
and the �pyadi-iio� library programs the necessary Pluto parameters, such as center
frequency, gain, sample rate etc. The developed wireless data collection system is de-
picted in Fig. 5.11. All experiments in the legitimate signal classi�cation investigation
utilize the Raspberry Pi/Pluto SDR approach to access received I/Q samples at various
center frequencies.

Wireless signals are received from both commercial and SDR sources. The com-
mercial signals are typical ISM RF band transmissions and include WiFi both with
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(IEEE 802.11ac & IEEE 802.11n) and without internet access (IEEE 802.11b & IEEE
802.11g), Bluetooth, where the advertising channels are targeted, and DIGI XBee Zig-
Bee nodes. SDR sources produce Python3 generated CW and ZigBee signals based on
Matlab simulations in Chapter 4, where the Matlab code has been translated to Python3.
The commercial XBee nodes operate as per the WSN testbed in Section 5.3, where a
point-to-point communication approach is operated. I/Q samples are received, using a
4 MHz sampling rate, in separate 0.5s data grabs, from which the required I/Q data is
identi�ed and extracted. This data strategy produces the necessary I/Q data for off-line
analysis and feature investigation in Chapter 6. A summary of the collected data for
training and testing (�unseen�) is provided in Tables 5.8 and 5.9, respectively, which
speci�es the center frequency(ies), signal type, approximate number of data grabs and
source. Approximately 400 test instances were collected for each of the six signal types
and designated as an �unseen� test data set, to investigate how the designed classi�ca-
tion approach generalizes to new data. Emphasis was given to the XBee ZigBee signals
as these are WSN operating signals. However, the number of received signals in each
data grab is protocol speci�c, as data grabs of certain protocols, for example, WiFi, can
contain multiple signals for analysis. The collected data is fully explored in Chapter 6
to extract features and develop the �rst aspect of the edge device diagnostic tool, the
ISM RF band signal classi�er. Additionally, this data is used to develop the interference
detection and classi�cation tool in Chapter 7, by providing the legitimate ZigBee I/Q
data.

Table 5.8: Summary of Collected ISM Signal Data

Signal Center Total Data SourceType Frequency (MHz) Grabs
WiFi 2427 536 Commercial

Router 2447, 2462 270 Commercial
Bluetooth 2402, 564 CommercialAdvertising 2480

ZigBee 16 ZigBee 944 Commercial(XBee) Frequencies
ZigBee 16 ZigBee 1120 SDR(SDR) Frequencies

CW 16 ZigBee 1120 SDRFrequencies

Noise 16 ZigBee 492 ChannelFrequencies
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Table 5.9: Summary of Collected ISM Signal Data - Unseen Test Data

Signal Center Total Data SourceType Frequency (MHz) Grabs
WiFi 2427 144 Commercial

Router 2442 107 Commercial
Bluetooth 2402, 206 CommercialAdvertising 2480

ZigBee Subset-ZigBee 240 Commercial(SDR) Frequencies

CW Subset-ZigBee 240 SDRFrequencies

Noise Subset-ZigBee 210 ChannelFrequencies

5.4.3 WSN Interference Detection & Classi�cation

This thesis’ primary focus is on WSN edge device security by implementing an inter-
ference detection and classi�cation tool. The WSN data collection process adopted
the developed ZigBee testbed containing live sensor data, as described in Section 5.3.
This testbed consists of DIGI XBee ZigBee nodes connected to Raspberry Pi devices
that incorporated the SenseHat environmental sensor. The operating environment is a
typical domestic environment consisting of changeable service requirements for WiFi
and Bluetooth, including the number of connected devices and service load (large down-
load or constant music streaming, for example). To receive I/Q samples from, and to
implement penetration tests on this WSN testbed, the Pluto SDR was utilized.

The commercial XBee ZigBee nodes transmit the required WSN commercial pack-
ets while the SDR receives the associated WSN data on the required channel, acquiring
I/Q samples in the process. This approach provides data for commercial ZigBee devices
and data were collected for �ve different XBee transmitters, where each transmission
includes SenseHat produced data. The Pluto SDR is additionally utilized to provide
constant ZigBee based signals while in the presence of jamming. Enough power in
the jamming signal disrupts legitimate ZigBee network operation. As a result, an ef-
�cient method for the continuous transmission of signals that neglected the presence
of jamming was required to gain access to the required data of O-QPSK (ZigBee)
transmissions interacting with other signals. This method utilized SDRs to transmit the
required ZigBee signal structure, which was shown to produce similar spectral images
in Fig. 5.9. The transmitting and receiving process of this approach is shown in Fig.
5.12, where each Pluto is controlled and powered by a Raspberry Pi and an additional
SDR or XBee device can be used as the legitimate transmitter and the SDR with the
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Figure 5.11: SDR and Raspberry Pi I/Q wireless data collector and signal transmitter for wireless trans-
missions in the 2.4-2.5 GHz ISM RF band.

power ampli�er operates as the jammer.
This strategy permitted the collection of both SDR and XBee transmitted I/Q data

in a typical domestic operating environment. The XBee data included legitimate data
with no jamming signal and in the presence of subtle CW interference. CW jamming
was chosen as the simulations predicated this jamming approach to be less effective
than matched interference, resulting in a higher chance of collecting the necessary data
using the SDR. The customized SDR transmitted ZigBee signals produced I/Q data
with no jamming signal and in the presence of CW and matched signal interference.
The SDR jamming signal power gains varied from -55 dB to -34 dB on the Pluto SDR,
where the CN0417 power ampli�er provided an additional 20 dB gain to the Pluto
output, approximately. The CN0417 2.4 GHz, RF power ampli�er, was implemented
to mimic typical scenarios where a power ampli�er would be necessary to attack a
suf�ciently large network area. These signal powers were suf�cient to cause signal
interactions while not being so high as to block all transmissions. Matlab controls and
operates the Pluto SDR when used as a jamming device as the associated computer’s
additional resources allow for continuous jamming signal transmission. As a result, this
examination occupies the subtle and low-power jamming region, which is more dif�cult
to detect than the high impact jamming that blocks all signals due to the power levels in
operation. This utilization of SDRs and XBee devices provided the necessary I/Q data
access under normal and interference conditions to develop edge device interference
diagnostic tools, as speci�ed in Chapter 7.

In summary, the above data strategies, focused on WSN and ISM RF band data,
produce enough data instances for the following investigations, examined in Chapters
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Figure 5.12: Pluto SDR approach, in Theory and Practice, being controlled and con�gured by a Raspberry
Pi 3 embedded device for WSN analysis and SDR signal transmission. The interference signals are
produced by a Pluto device connected to a PC and controlled using Matlab.

6 and 7, to develop the overall edge device diagnostic approach.

� Legitimate ISM RF band signals including XBee commercial ZigBee, SDR cus-
tomized ZigBee, WiFi, Bluetooth, Noise and CW.

� Legitimate XBee node vs. non-legitimate SDR classi�cation, where both signals
have the same spectral image (Fig. 5.9).

� Arti�cial jamming of legitimate XBee node data using the legitimate ISM RF
band signal data. This produces interference data for WiFi, CW and Matched
signal interference. This concept is explained in detail in Chapter 7.

� SDR transmitted ZigBee live wireless jamming data under CW and Matched
signal interference.

� Live subtle CW jamming of commercial XBee node transmitted ZigBee signals.

5.4.4 GPS Interference Detection & Classi�cation

GPS signal data was acquired to investigate whether the developed diagnostic approach
for ISM RF band legitimate signal classi�cation and WSN interference detection and
classi�cation could be adapted to other wireless spectrum areas. GPS signals are becom-
ing increasingly important for civilians, services and industries due to the dependence
on GPS-derived location and time measurements. This thesis uses GPS signals, on ac-
count of previous work in GPS interference detection [41], signal availability and due
to unintentional and malicious in-band interference being the single most signi�cant
threat to GPS applications and users. To expand on previous work [41] and to analyze

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

134 George D. O’Mahony



CHAPTER 5. HARDWARE & DATA STRATEGIES 5.4. DEVELOPED DATA STRATEGIES

as many satellites as possible, GPS data was collected across a full 24 hour period to
initially validate the antenna position and to ensure all available satellites were visible.
This method was validated using the collected I/Q data and �fastgps� [147] as the GPS
software receiver to identify the received satellites. The results are saved on the Rasp-
berry Pi with associated timestamps and can be compared with GNSSRadar [155] to
determine the accuracy of the identi�ed satellites. This 24-hour methodology means
that associated results are not dependent on a speci�c subset of satellites and validated
the receiver’s antenna position.

As GPS signals are received at such low power levels (typically -125dBm), rela-
tively low powered jammers, which broadcast noise on GPS frequencies, will readily
block GPS signal reception. This fact implies that a jammer can have a large effective
range, even though it might be a relatively low-powered signal or located at a relatively
large distance from the receiver. Here, the primary source of interference was CW in-
terference, while O-QPSK transmissions were also investigated. The selection of these
signals is based on the hypothesis that different signal types can jam a GPS receiver.
The most common is a CW signal, but other modulation schemes can be used, and in
this thesis, the ZigBee modulation scheme is leveraged as a GPS jamming signal. Both
jamming signals were emitted into the GPS reception method using a wired approach
to avoid jamming nearby GPS receivers. This procedure allows for collecting both
good (four satellites or more) and interfered data for off-line analysis. The Pluto SDR
received GPS signal I/Q data is in the RTL-SDR range of [-128:+127] and, in contrast
to the ISM RF band data, it is not scaled to the range of [-1:+1]. This approach is un-
dertaken to examine the proposed methodology and the developed features (Chapter 6)
using data in a different numerical range from a different receiver.

The overall approach is speci�ed in Fig. 5.13 and depicts the GPS reception method
with and without interference. No power ampli�er is required in this process as the
transmission power needs to be attenuated and the Pluto supplies a maximum attenua-
tion of 89:75dB. A DC block and a signal adder are applied in the collection process to
avoid damaging the device. However, when no interferer is connected, a 50Wtermina-
tion needs to be applied to the DC block to mimic the Pluto SDR and have comparable
results. Both cases need to be under matched impedance conditions. For successful GPS
reception, four satellites need to be received, which means this is the metric used to
identify when a jamming signal is effective. Each received data collection was analyzed
for at least forty different time segments, where both the GPS signals and jamming sig-
nals were time-varying. Each data segment contained 10230 I and Q samples. This GPS
sample size was due to signi�cantly larger packets being received from the GPS signals
than from the ISM RF band received packets. Hence, each data segment analyzed is a
unique set of data points as no speci�c time instance is analyzed twice. Thus, the data
instances are mutually distinct. This data analysis meant that the associated developed
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Figure 5.13: RTL-SDR dongle approach, in Theory and Practice, being controlled and con�gured by a
Raspberry Pi 3 embedded device for GPS signal reception and interference addition.

models (see Chapter 7) were not dependent on any speci�c part of the received data
outputted from the RTL-SDR dongle.

5.5 Conclusion

This chapter discussed the hardware and associated data strategies applied to obtain
the required I/Q data from a typical domestic operating environment. Each hardware
experimentation approach utilizes both Raspberry Pi embedded devices and SDRs to
produce low-cost, high-performance testbeds and data collection approaches. The re-
quired I/Q samples for legitimate ISM RF band signals, including ZigBee, Bluetooth
and WiFi, CW and noise, are collected. The interference detection approach requires
data encompassing legitimate and jamming signal interactions. This data is acquired
by utilizing XBee devices in the presence of subtle jamming from a Matlab controlled
SDR and by exclusively using SDRs to provide data for higher-powered jamming ap-
proaches. For GPS signals, SDRs were utilized to transmit jamming signals over wires
through a signal combiner connected to a GPS active L1 antenna. In each case, live
environmentally sensed data is transmitted by using the Raspberry Pi SenseHat add-on
board. The hardware described in this chapter and the associated applications produced
the required data to develop legitimate signal classi�cation, WSN and GPS interference
detection and classi�cation and legitimate node classi�cation models. The associated
feature extraction, model development and all associated results are described in Chap-
ters 6 and 7.
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Chapter 6

Legitimate Signal Classi�cation -
Feature Extraction and Optimal
Machine Learning Model Development

This chapter addresses the �rst hardware and wireless over-the-air experimentation.
The work focuses on legitimate signal classi�cation for wireless signals in the ISM RF
band. The work is important for the experimental over-the-air interference detection
and classi�cation work presented in Chapter 7. The developed optimal features and
machine learning models in this chapter are leveraged in Chapter 7. The work in this
chapter has been published in part in the following:

� G. D. O’Mahony, K. G. McCarthy, P. J. Harris and C. C. Murphy, �Developing
a Low-Order Statistical Feature Set Based on Received Samples for Signal Clas-
si�cation in Wireless Sensor Networks and Edge Devices�, IoT, vol. 2, no. 3, pp.
449-475, 2021, doi: 10.3390/iot2030023.

� G. D. O’Mahony, P. J. Harris and C. C. Murphy, �Investigating Supervised
Machine Learning Techniques for Channel Identi�cation in Wireless Sensor Net-
works,� 31st Irish Signals and Systems Conference (ISSC), Letterkenny, Ireland,
2020, pp. 1-6, doi: 10.1109/ISSC49989.2020.9180209.

6.1 Introduction

This chapter utilizes raw in-phase (I) and quadrature-phase (Q) samples that were col-
lected over time in distinct sessions using software-de�ned radios (SDRs) in a typical
domestic wireless environment that contained different signal sources, devices, obsta-
cles and service usage. Received I/Q samples are visualized and analyzed across time,
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frequency and space (probability density function (PDF)). Simulations in Chapter 4
motivated exclusively using I/Q samples to detect interference in ZigBee signals. Those
simulations additionally supported interference classi�cation, which manifests as re-
ceived signal classi�cation. This chapter expands on that concept by focusing on legiti-
mate signal classi�cation. Before interference can be detected, the legitimate wireless
signals being transmitted in the environment need to be identi�ed and when no packets
are received, the dominant signal needs to be identi�ed. This approach focuses on in-
dustrial, scienti�c and medical (ISM) radio frequency (RF) band signals and determines
the wireless channel (signals in transit) when no packets are received. This results in
the �rst stage of developing an interference diagnostic tool for wireless edge devices,
as when packets cannot be received, signal model data is required. This requirement
contrasts with the signal interaction data required for interference detection when pack-
ets are received with errors. Both approaches focus on I/Q samples and enable edge
device decision-making. This ability is a consequence of no network-level data being
used, requiring no prior knowledge of signals including relationships between samples
and symbols and making no channel assumptions, except that signals can have different
bandwidths.

This chapter’s work leverages the results from Chapter 4 as the foundation to de-
velop a feature set based on wireless data received using real hardware and can dif-
ferentiate signals using similar modulation schemes and when the receiver becomes
saturated. As discussed in Chapter 5, the analyzed signals are transmitted from both
commercial and SDR sources. The signals being analyzed in this chapter are visualized
using a Tektronix real-time spectrum analyzer (RTSA) and associated digital phosphor
technology (DPX) software in Fig. 6.1, where channel noise, ZigBee, continuous wave
(CW), WiFi and Bluetooth signal data are the chosen data for analysis. Classi�cation
decisions are based entirely on low-order features extracted from the raw I/Q samples.
The contribution and novelty here surround the use of received raw I/Q samples and no
channel assumptions to develop a feature set for ISM band wireless signal classi�cation
using a constant sampling rate based on twice the wireless sensor network (WSN) pro-
tocol baseband signal bandwidth, ZigBee [37]. This chapter’s work is the thesis’s �rst
analysis of over-the-air wireless data and reinforces the results from the simulations
implemented in Chapter 4. The use of I/Q samples will be shown to enable the classi�-
cation of different wireless channels/signals and even distinguish between two different
IEEE802.11 versions/transmitters. Utilizing the raw I/Q samples is validated by focus-
ing on fundamental machine learning algorithms that are veri�ed here as �t for purpose.
The developed features are veri�ed by analyzing the accuracy achieved and the ability
to generalize to unseen data. The algorithms used are the previously introduced Support
Vector Machine (SVM) [22] and Random Forest [23] models, while k nearest neighbors
(k-NNs), XGBoost, Naive Bayes, arti�cial neural networks (ANNs) and deep neural
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Figure 6.1: DPX visualization of noise, ZigBee (commercial node), ZigBee (Pluto SDR), CW (Jammer)
and coexistence with Bluetooth and WiFi signals in a typical domestic operating environment. Each of
these signal types are used in this chapter to develop an optimal feature set and models for legitimate
signal classi�cation.

networks (DNNs) are also introduced. The results explore the hypothesis of making
high-level edge device/network decisions based entirely on the lowest available data,
raw I/Q samples, low-order statistics and machine learning.

The desired deployment is on embedded edge devices (i.e., typical WSN and IoT
devices), which can use the designed signal classi�cation model to adapt procedures
in accordance with identi�ed channel information autonomously. This approach will
enable enhancements in edge device operation and ef�ciency, as wireless transmission
performance is heavily linked to the wireless channel’s quality. So, edge devices re-
acting autonomously to channel variations can accelerate the optimal response. This
hypothesis can eradicate obsolete central controller responses due to transmission la-
tency. It is enhanced if the data used is always available to a functioning receiver, hence
raw received I/Q samples are employed. This chapter concentrates on open source
platforms, with low-cost yet high performance, to enable interoperability. Machine
learning is appropriate for this application as the computationally intensive model train-
ing and optimization stage can be done off-line. Thus, only the optimized model must
be uploaded to the edge device. Here, models are �ne-tuned using available test data,
including unseen data, and implemented on a Raspberry Pi embedded device as an
initial resource-constrained implementation study.
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6.2 Initial Experimental Method:
Simulations and Wired Transmissions

To gain an initial understanding of what was expected in the live wireless signals data
collection and processing, Matlab was used to simulate signals in the presence of noise
and speci�c test signals were transmitted over wires using SDRs. Wired test signal data
is examined for the signal-free (noise), legitimate signal (ZigBee) and primary jamming
signal (CW) cases in a live laboratory environment. Additionally, ZigBee, CW and the
operating environment (noise) are brie�y examined in a simulated approach. The simu-
lation results are presented to predict what the signal structures should ideally adhere
to, while signals were transmitted over wires to avoid jamming any networks operating
in the ISM RF band. For wired transmissions, the applied SDR gain was suf�ciently
reduced to accommodate the use of wires. As discussed in Chapter 5, the chosen Pluto
SDR can provide attenuation levels up to 89:75dB, resulting in satisfactory operation
for this approach. It was designed to bridge the investigation between the simulations
from Chapter 4 and the full wireless data analysis in this chapter. Furthermore, the wired
results were used to evaluate the features and classi�cation approaches developed by
analyzing the simulated transmissions in Chapter 4. Wired signals enable a high signal
to noise ratio with near-perfect samples being received at the receiver.

The simulation results are presented in the form of the signal’s PDF, and the samples
were received in terms of the legitimate signal (ZigBee) center frequency. The simu-
lations contained additional Gaussian noise and some random phase offset (compared
to the ZigBee signal), as discussed in Chapter 4. The PDFs for each of the signals of
interest are provided in Fig. 6.2. The simulated noise environment is provided in Fig.
6.2 (a), which is as expected since the noise samples will typically be received within a
narrow range close to zero in typical operating conditions. The noise PDF is displayed
in terms of a signal’s energy-per-bit to noise ratio (Eb=N0). As a result, lower Eb=N0

values relate to a more hostile noise environment and the PDFs visualize the noise
environment that a transmitted signal interacts with. Typical operating environments
appear as a peak in the zero bin in the calculated PDF. This phenomenon is the expected
occurrence once the signal-to-noise ratio (SNR) becomes small enough for the other
signals. For the legitimate signal, ZigBee, shown in Fig. 6.2 (b), the center bin is lower
than its two neighboring bins, which is also visualized by the Tektronix RTSA in Fig.
6.1. The jamming signal is a CW, which is a (co)sine wave with varying amplitude and
possesses a PDF resembling a small peak at the received amplitude value (+ & �),
as shown in Fig. 6.2 (c). As the CW signal decreases in power, it approaches being
embedded in the noise and, as a result, the signal resembles the noise PDF at low power
levels. These results provide guidance when determining if the received wired signals
are appropriate when transmitted and received using SDRs, resulting in the accelerated
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Figure 6.2: Calculated PDFs for Matlab simulated I/Q samples for example signals operating in the
2.4 GHz ISM band and analyzed in the wired investigation. (a) Noise signals of varying power levels
(Eb=N0), where the power is the simulated noise �oor, (b) The expected PDF of a received legitimate
ZigBee signal, (c) CW signals of varying power levels, where the power, SNR, is related to the simulated
noise �oor.
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analysis of wired signals.
Using the simulation data as the baseline, the wired transmitted signals’ PDFs were

produced and can be visualized in Fig. 6.3. These results correspond to a subset of
possible transmissions. In these experiments, the ZigBee signal saturates the receiver,
while the CW does not. In practice, the receiver can become saturated for any signal
with a high enough transmitting power. However, this subset of signals is suf�cient for
a concise investigation of the simulated extracted features applied to hardware transmit-
ted signals. From these wired data PDFs, and the associated I/Q samples, identifying
features were extracted by leveraging the simulation work in Chapter 4. The wired
approach is the control environment in this investigation. It allows the initial machine
learning models to be developed and further investigates whether a wireless approach
has merit.
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Figure 6.3: Averaged calculated PDFs for received I/Q samples for Noise, ZigBee and CW signals using
the wired SDR and Raspberry Pi approach described in Chapter 5.

From the PDF, several features were extracted, including 1) The area in center
bins, 2) the Averaged area of the two side bin ranges, 3) The zero bin value, 4) The
number of non-zero entries and 5) The maximum value in the PDF. The feature set
was expanded through statistical analysis of the received I/Q samples and resulted in
the additional features of; 1) The sample variance, 2) the mean value of the received
samples, 3) the absolute maximum value and 4) the sample entropy. These nine features
extract all but one (sample standard deviation) from the simulation study and introduce
the additional feature of the PDF center bin’s value. This analysis formed the basis
for the initial legitimate signal classi�cation study, where legitimate corresponds to
a speci�c transmitted signal. During the wired investigation, uncontrollable spurious
interference signals were discovered in the collected noise data at random intervals and
power levels. These spurious interference data instances needed to be classi�ed along
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with noise, ZigBee and CW signals. For this discussion, the spurious interference is
referred to as �non-ideal noise�. These extracted features, based on the collected noise
data and wired signals, are summarized in Table 6.1, where the signal differences and
similarities are indicated. These extracted features enable designing machine learning
classi�ers, namely, a SVM and a Random Forest ensemble approach, based on the
success of applying these two methods in the simulations in Chapter 4.

Table 6.1: Extracted Features: Noise, Non-ideal Noise, CW & ZigBee

Signal Value Area Area Centre Non-zero PDF Variance Mean Abs. Entropy
Type Centre Side Bin Entries Max. Max.

Noise
Average 1.0 0.0 0.9797 2.91 0.9797 4.83e-5 1.42e-5 0.0236 1.4854

Maximum 1.0 0.0 1.0 9.0 1.0 0.0015 0.0018 0.1099 3.0414
Minimum 1.0 0.0 0.2485 1.0 0.2871 6.02e-6 -0.0022 0.0085 0.6020

Non
Ideal
Noise

Average 0.9398 0.0 0.6947 25.74 0.6948 0.0079 -9.164e-5 0.4479 2.4605
Maximum 1.0 0.0 0.9913 41 0.9913 0.0571 0.0045 0.9963 3.9915
Minimum 0.6158 0.0 0.1163 7 0.1163 1.248e-4 -0.0031 0.1102 0.9843

CW
Average 0.8377 0.0334 0.0677 13.28 0.1496 0.0150 0.0013 0.2036 3.7298

Maximum 1.0 0.0334 0.7349 31 0.7349 0.0241 0.04 0.4704 4.4902
Minimum 0.6137 0.0334 0.0506 2 0.0845 7.335e-5 -0.0380 0.0342 2.9651

ZigBee
Average 0.0612 0.4597 0.0061 41 0.3065 0.3752 -0.0319 0.9999 3.7391

Maximum 0.0967 0.4597 0.0111 41 0.3625 0.4310 -0.0040 1.0 4.6746
Minimum 0.0531 0.4597 0.0036 41 0.1663 0.3107 -0.0592 0.9741 3.4378

The feature analysis of the received I/Q samples produced data which needed to
be split between training, validation and testing, in the ratio of 70% : 20% : 10%, re-
spectively. This data split procedure’s sampling bias was inspected by calculating the
percentage of each classi�cation type in the datasets using the scale of 0:0! 1:0.
Table 6.2 provides the results, where the percentage split is maintained across all de-
veloped datasets. As a result, the sampling probability is maintained. The �non-ideal
noise� percentage is much lower than the other signals as the random interference was
only evident in speci�c data captures, but the percentage in each dataset is maintained.
Multiple SVM models were developed to classify the combinations of the four signal
types, while one multi-class Random Forest classi�er was developed. The validation
and testing data were used to determine the Random Forest algorithm’s optimal metrics,
which included the number of decision trees and predictor depth, which is the size of
the random subset of features used in developing the unique weak learners. The same
validation and testing data were used to determine the optimal kernel for the SVM
models.

The optimal kernel was determined by using the available validation and test data
and a ten-fold cross-validation approach. Each SVM was applied as a binary classi�er
for the six different combinations of noise, non-ideal noise, CW and ZigBee. As there
is suf�cient separation between the signals of interest, as shown in Fig. 6.3, the achiev-
able margin is high in all cases, resulting in a low generalization error (approx. zero)

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

143 George D. O’Mahony



CHAPTER 6. LEGITIMATE
SIGNAL CLASSIFICATION 6.2. INITIAL EXPERIMENTAL METHOD

Table 6.2: Wired Data Split - Sampling Bias Comparison

All Training Validation Testing
Data Data Data Data

Noise 0.30945 0.30945 0.30946 0.30940
Non-Ideal Noise 0.02388 0.02388 0.02387 0.02393

ZigBee 0.33333 0.33333 0.33333 0.33333
CW 0.33333 0.33333 0.33333 0.33333

for each kernel. The noise/non-ideal noise case is an outlier (1�1:5%) as more spuri-
ous interference data is required to reduce the error. As a result, the SVM validation
results suggest that each kernel is suitable for this signal classi�cation task. Multiple
binary SVM models are required to classify between the different combinations. The
summarized SVM validation results are provided in Table 6.3, where non-ideal noise
is abbreviated to �non-ideal�. The results show the usefulness of the designed SVM
approach for binary classi�cation between a base model (noise) and a received signal.
Based on the validation results, the chosen kernel is the Gaussian RBF and the associ-
ated training data results are speci�ed in Table 6.4. The trained SVM classi�ers were
analyzed using the available testing data to produce the receiver operating characteristic
(ROC) curves illustrated in Fig. 6.4. These results indicate that the method can produce
�ideal� binary classi�ers and stresses the need to adopt wireless signals since the wired
approach is �ideal� by construction.

The wired results were extended using the Random Forest algorithm to develop a
multi-class algorithm, which replaces the multiple SVM models with a single Random
Forest model. A limited subset of optimal metrics was identi�ed using the available
validation and testing data, namely, the number of decision trees and predictor length.
The optimal metrics investigation for the Random Forest approach is speci�ed in Fig.
6.5, where the hyper-parameters were chosen to minimize the error. Initially, the single
predictor model is the optimal (0:0825%) approach with nine decision trees, as speci�ed

Table 6.3: SVM Optimal Kernel: Validation Error

Kernel: Linear Gaussian RBF Polynomial:Degree 3

Combination: Validation Error (%) 10 Fold Cross
Validation Error (%)

Noise/Non-Ideal 1.4851 j 0.62 1.2376 j 0.37 1.2376 j 0.12
Noise/CW 0.0 j 0.0 0.0 j 0.0 0.0 j 0.0

Noise/ZigBee 0.0 j 0.0 0.0 j 0.0 0.0 j 0.0
Non-Ideal/CW 0.0 j 0.0 0.0 j 0.0 0.4619 j 0.0

Non-Ideal/ZigBee 0.0 j 0.0 0.0 j 0.0 0.0 j 0.0
CW/ZigBee 0.0 j 0.0 0.0 j 0.0 0.0 j 0.0
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Figure 6.4: The receiver operating characteristic (ROC) curves for the designed SVM classi�ers, where
all binary classi�ers except for the �Noise / Non-Ideal Noise� classi�er are �ideal� as the area under
the curve (AUC) is 1.0. Thus, the graph only contains two distinct curves. This graphs shows that the
classi�ers are not random and results are based on using the available testing data.

in Fig. 6.5 (a), but becomes erratic as the number of trees increases due to some features
being more reliable and useful than others. The larger the predictor length, the higher
the probability that useful features are being used and so the error �uctuates less and is
asymptotic to approximately 0:33%. Essentially, some of the features in Table 6.1 are
not as suitable as others and the overall process can be optimized. This phenomenon
reoccurs when the optimization approach is reiterated in Fig. 6.5 (b), as the overall error
reduces to 0:33% but, again, the single predictor is the most erratic. The wireless feature
investigation will require identifying and removing obsolete features to gain a more
accurate feature representation of the signals. This process is implemented in Section
6.3, where the optimal low-order features are extracted. However, the results outline
the usefulness of using the Random Forest approach for signal/channel classi�cation.

Table 6.4: SVM Signal Classi�cation Generalization Error Results: Wired Training Data & Gaussian
RBF Kernel

Combination

Training Average Test 10 Fold

AUCTime Prediction Data Cross
(ms) Time Error Validation

(ms) (%) Error (%)
Noise/Non-Ideal 93.1 1.32 1.2376 0.2823 0.9615

Noise/CW 130.47 1.25 0.00 0.00 1.0
Noise/ZigBee 90.04 1.18 0.00 0.00 1.0
Non-Ideal/CW 56.51 1.17 0.00 0.00 1.0

Non-Ideal/ZigBee 34.81 1.18 0.00 0.00 1.0
CW/ZigBee 93.51 1.18 0.00 0.00 1.0
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Table 6.5: Random Forest Classi�cation Results: Wired Signals

Predictor No. of Training Avg. Prediction Test Data
Depth Trees Time Time Error

Validation 2 35 188.83 ms 27.02 ms 0.33 %Data
Training 2 35 364.64 ms 27.14 ms 0.0825 %Data
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Figure 6.5: Random Forest generalization error investigation using available validation and test data for
combinations of predictor length (1-9) and the number of decision trees. (a) Initial investigation, (b) The
second investigation to determine if the erratic single decision tree operation was consistent.

A single model can classify multiple classes, which is more bene�cial than the SVM
approach, even though the performance is slightly less accurate, 0:33% compared to
approximately 0%. The �nal random forest model, which provided the lowest error
during the non-erratic stage, used 35 trees and two predictors in the random subset
of features. The Random Forest model results are provided in Table 6.5 and specify
that the �nal model obtained a training time of 364.64 ms and an average prediction
time of 27.14 ms. The confusion matrix for this Random Forest multi-class classi�er is
supplied in Fig. 6.6 and speci�es that only one instance of the wired testing data was
misclassi�ed.

The single model approach is desirable and is a critical factor for the wireless
approach. This wired approach has limitations, speci�cally, the lack of environmen-
tally created variations in the received signal data and the SDR receiver’s saturation.
These limitations result in received signals which are very different in this investiga-
tion. However, in reality, any received signals can saturate the receiver, given enough
power. Consequently, the developed models will not generalize to new data instances,
as the training data is not a comprehensive overview of the potential receptions of the
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analyzed signals. Nonetheless, these wired results motivate applying similar features
and model development strategies to wirelessly received samples. Additionally, this
wired approach outlined the focus for the feature engineering stage when examining
live wirelessly received I/Q data. Furthermore, this wired investigation has validated
the simulation work in Chapter 4 by applying the extracted features to real transmitted
and received signals. Notably, the wired investigation provided the insight that a signal
classi�cation tool needs to process and classify signals that saturate the receiver.
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Figure 6.6: The confusion matrix for the optimal designed multi-class Random Forest Classi�er, where
the labels are as follows: 1- Noise, 2-Non-Ideal Noise, 3-CW and 4-ZigBee. This classi�er only produces
one False positive for the noise case, when noise is taken as the negative decision.

6.3 Feature Engineering

This chapter’s primary focus is based on the hypothesis that I/Q samples are always
available to a functioning receiver at the edge. This concept means that independent
decentralized decision making is achievable if only I/Q samples are required to clas-
sify received transmissions. Legitimate signal classi�cation is the �rst step towards
developing an interference diagnostic tool. It is required to understand and develop a
descriptive feature set of typical ISM RF band wireless signals that can enclose wireless
edge devices. This approach results in being able to identify WSN signals and coex-
isting signals in a typical wireless operating environment that consists of changeable
service requirements for WiFi and Bluetooth, including the number of connected de-
vices and service load (large download or constant music streaming, for example). This
classi�cation approach can be leveraged for interference detection and wireless channel
identi�cation, given the development of a suf�ciently descriptive feature set. The simu-
lation work in Chapter 4 and the preceding wired investigation provided several critical
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insights for the wireless signal classi�cation tool development, namely that decisions
can be made based entirely on the PDF and time-domain analysis of received I/Q sam-
ples. Both approaches motivated investigating a live practical wireless implementation
and the feature engineering here leverages the previously extracted features.

In this section, the data strategies, hardware and testbeds developed and described in
Chapter 5 were utilized to provide model development data and �unseen� test data. The
data corresponds to wirelessly received I/Q samples from commercially transmitted
ZigBee signals, SDR transmitted ZigBee signals (based on the simulations in Chapter
4 and wired transmissions in Section 6.2 of this chapter), SDR transmitted CW signals,
WiFi signals both with (IEEE802.11ac & IEEE802.11n) and without internet access
(IEEE802.11b & IEEE802.11g) and Bluetooth advertising channel data. As per the
previous investigations, features are entirely based on received I/Q samples and are
initially extracted from the calculated PDF and statistical analysis of the I/Q data in
the time domain. This wirelessly received I/Q data analysis and feature extraction was
implemented and initially validated in Matlab, while the �nal implementation targets
using available Python3 libraries on a suitable embedded platform. The initial validation
targets the previously described machine learning approaches of the SVM and Random
Forest models. Model development is expanded to include similar Python3 models and
more modern approaches, as per Section 6.4.

As per Chapter 5, before the data could be analyzed, it needed to be pre-processed.
The I/Q samples were initially examined in the time domain to visualize the signal
patterns (I/Q samples) of interest and compare them with expected sequences. The Pluto
SDR analog-to-digital converter (ADC) speci�cations were used to convert received
I/Q samples into the range [-1,1] from the original Pluto range [-2048, 2047]. This
conversion supports the development of features having similar ranges, even when
the ADC is close to saturation, and may produce higher-performing machine learning
classi�ers. The PDF, the Tektronix RTSA and the time series plots were utilized to
identify any outliers. The chosen sample length for analysis is 1250 I/Q samples (1250
I samples and 1250 Q samples) and relates to the shortest signal length received, the
Bluetooth Advertising channel. As a result, the time series analysis granted access to
the required received I/Q samples and the calculation of associated PDFs. As de�ned in
Chapter 5, the individual data grabs can contain more than one signal and, so, multiple
extractions are permitted, where possible. As the sample length was chosen to be
1250 I/Q samples, received signals were divided into 1250 sample segments. This
segmentation process meant that the start, middle and end of the packets were analyzed.
As a result, a speci�c part of a signal packet is not required, and only 1250 samples
from the channel are required. Features are calculated using both the I and Q channel
data, where the �nal feature value is the averaged result.

In certain circumstances, it was discovered that the ADC could become saturated
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and, so, the PDFs can become less distinctive (Fig. 6.7). However, as observed in the
wired investigation, this phenomenon needs to be addressed in the feature set devel-
opment to include high powered signals. Here, wireless devices were non-malicious
and, so the ADC saturation was typical of this operating environment and associated
receiver positions. Speci�c features are developed to identify signals, even when satura-
tion occurs. The receiver’s automatic gain control (AGC) can also affect the produced
PDF as two spikes can occur at the limits since the initial receiver gain changed to a
lower value after initial packet reception. However, the calculated PDF is extremely
useful in identifying the distinct signals or, at the very least, narrowing the search to a
smaller subset of possible signals.
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Figure 6.7: Example PDFs for different signals causing receiver saturation. These PDFs emphasize how
the PDF becomes dif�cult to distinguish under saturated conditions and the need for additional features
not dependent on the PDF.
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Figure 6.8: The calculated PDF for the inactive noise channel in the operating environment, illustrating
the relatively non-hostile operating environment.
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Figure 6.9: The computed PDFs for received WiFi, Router without internet connectivity and Bluetooth
advertising signals.
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Figure 6.10: The PDFs for the received CW and ZigBee signals for various power levels.

Figures 6.8 - 6.11 present the calculated averaged signal PDFs for the received
signal types including noise, WiFi, Router (no internet access), Bluetooth Advertising
Channels, CW and ZigBee. The exhibited PDFs are the averaged PDFs for each signal,
which is the average result for both the I and Q channels across all available data and
ZigBee center frequencies. As the sample length is 1250 I/Q samples, the start, middle
and end of the packets were accounted for and a speci�c part of a signal packet is not
required. Thus, these PDFs provide as much variation as possible across all collected
data. The PDFs were calculated in the range [-1.25:1.25] with a bin spacing of 0.05.
This range was selected to be larger than the Pluto converted range of [-1:1] so as
to visualize what occurs at the limits, which was useful for the comparison to the
simulation results from Chapter 4. The PDFs include 41 useful bins, the maximum
number of non-zero entries, and the spacing was selected based on trail and error and
the requirement of achieving a low complexity operation. Calculating the PDFs using
this method provided an opportunity to �nd the PDF distribution for each, even in
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Figure 6.11: The calculated PDFs of the received legitimate ZigBee-XBee and ZigBee-SDR.

the presence of spurious wireless transmissions. The PDFs for some of the signals
include multiple variations of what the PDF can exhibit, for example, the Bluetooth PDF
displays both the receiver saturation and non-saturation cases, which is also re�ected
in the PDFs for the CW and ZigBee signals. Notably, distinct features are identi�able
in most cases, using the simulation and wired studies’ insights.

Analogous to the simulation and wired approaches, statistical analysis of the time
domain expands the feature set to gain access to additional information regarding the
I/Q samples of received signals. However, during this study, it was determined that if
transmitted signals use similar modulation schemes (Bluetooth and ZigBee can both
use phase-shift keying approaches) or saturate the receiver, additional features other
than those extracted from the PDF and time domain are required. Receiver saturation
is caused by the associated hardware restrictions, namely reference voltage and ADC
resolution. The simulations in Chapter 4 were the ideal case and incurred no received
value restrictions and, so, differences existed and became more apparent as signals
were transmitted with more power. This aspect of the simulations made it possible for
matched signal interference to be identi�able from legitimate ZigBee samples using the
calculated PDFs and time series analysis. In the wired signal examination, the lack of
similar modulation schemes being investigated allowed the time domain to identify the
signals, even if the PDFs were similar. Based on those learnings, additional features are
required to classify signals when the receiver is saturated or when signals use similar
modulation schemes. These circumstances can occur in typical wireless environments
and must be accounted for in this wireless experimentation.

Thus, the focus diversi�ed to the frequency domain using, speci�cally, the fast
Fourier transform (FFT). By utilizing the FFT, it was envisaged that the larger band-
width signals could be distinguished from signals with a smaller channel width. For
example, ZigBee has a 2 MHz wide channel while Bluetooth channels are 1 MHz
wide. This concept allows, potentially, for a categorization to be made from the FFT of
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the received I/Q samples. This method exploits the information gained from using the
RTSA, and its associated DPX technology (Fig. 6.1), to visualize the spectrum before
grabbing the data and gaining a deeper understanding of the signals being transmitted.
The FFT analysis in this work does not require any visualization or image recognition,
in fact the concept focuses on analyzing the raw data from the calculated FFT. Thus,
no spectrograms are developed for additional analysis, as seen in the literature [97] in
Chapter 3.

Based on the above feature investigation process, a set of 28 features was extracted
from the analysis of the raw received I/Q samples in the time domain, the FFT and
the PDF. Every feature is calculated for both the I and Q channels separately and then
averaged as the �nal feature. The developed 28 features could classify the received I/Q
samples, as discussed in Section 6.5. However, this initial feature set included some
comparable features and some features were included to evaluate their potential. How-
ever, by focusing on calculating the early results using this set, the informed decision
to progress to model optimization and generalization performance, or remain in the
feature engineering stage, could be made. As presented in Section 6.5, these 28 fea-
tures provided the necessary classi�cation results to warrant model development and
optimization.

The 28 developed features are identi�ed in Table 6.6, where the numbering corre-
sponds to the subsequent feature importance investigation visualized in Fig. 6.12. Each
area was calculated using the Matlab �trapz� function (6.1), while the Shannon Entropy
used the formula as per (6.2). The different entropy approaches were investigated to
understand if user programmed functions using (6.2) outperformed inbuilt Matlab ap-
proaches. The Hjorth parameters are particularly interesting as they have been useful
in medical signals and the associated functions are: Activity (6.3), Mobility (6.4) and
Complexity (6.5), where each equation can be simpli�ed using square root rules and the
relationship between variance and standard deviation. Most of the remaining features
in Table 6.6 are self-explanatory, aside from the calculated number of peaks and PDF
uniformity. In the time domain, the number of peaks relates to the number of values
above 99% of the maximum value, where this was envisioned to help to distinguish
between the higher bit rate signals and tones. The PDF number of peaks and curve
uniformness were developed to identify signals that produce PDFs that incur multiple
�bumps�, e.g. WiFi, compared to PDFs that encompass two peaks at the edge points, i.e.
CW. These PDF features and time-domain peak identi�cation proved to be ineffective,
which will be identi�ed in the subsequent feature importance estimates.

Z b

a
f (x)dx�

b�a
2N

N

å
n= 1

( f (xn) + f (xn+ 1)) (6.1)
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Complexity =
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dy(t)
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�

Mobility(y(t))
(6.5)

The FFT functions need to be explained, as these approaches are mostly unique in
this thesis. Each FFT is a 2048 point FFT, as this is the next power of 2 above the length
of samples being analyzed (1250 samples). The FFT power is calculated by taking the
summation of the square of the absolute value of each complex FFT point. The function
related to the number of FFT points over a prede�ned threshold calculates the complex
point’s absolute value and compares it to a prede�ned threshold. The number of points
that surpass this threshold is the �nal result. This thesis’s threshold corresponded to 30
and was determined through experimentation using the ZigBee and Bluetooth signals.
Finally, the function for estimating the bandwidth was developed as a user-de�ned
function where the primary goal is to distinguish larger bandwidths from narrower ones
using the following function. This function takes the calculated FFT’s absolute value
and then analyzes the raw data to determine a single side spectrum of data. The raw
data is analyzed to �nd the summation of the values from a prede�ned start point to the
outermost point of the FFT. In this study, the start point is �xed at 175 when the FFT
length of the single side representation is 1024.

Some of the developed features will have more distinctive characteristics and, so,
will provide more useful information. Additionally, some developed functions were new
and not pre-examined in either the simulation or wired approaches. Hence, the initial
feature set was investigated to determine the most important/useful features and remove
features that provide negligible value. The theory underlying what each feature was
supposed to highlight and built-in Matlab functions for estimating predictor (feature)
importance were used together to optimize the feature set to identify the most useful
features. For this purpose, the Random Forest supervised machine learning approach
was adopted. As discussed in Chapter 4, in contrast to other �black box� modeling
techniques, tree-based classi�ers’ main advantage lies in the possibility of �nding the
reasoning behind the model. This property makes decision-trees a good candidate
for problems that require an understanding of the decision-making process. This is
the concept that was being examined during the feature importance experimentation.
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Table 6.6: PDF, Time- and Frequency-domain features extracted from the raw received I/Q data

Domain Feature Feature
Number Description

PDF

1 The number of non-zero entries
2 The area in the center bins ([-0.1:0.1])
3 The area in the left hand side bins (< -0.1)
4 The area in the right hand side bins (> 0.1)
5 The total area in the side bins
6 The average area of the side bins
7 The maximum value in the PDF
25 The uniformity of the calculated PDF curve
26 The number of peaks in the PDF
28 The center bin (0) value

Time

8 Hjorth parameters [20] - Activity (Sample Variance)
9 Sample Standard Deviation
10 Absolute mean value
11 Absolute maximum value
12 The root-mean square (RMS) value
13 Hjorth parameters [20] - Mobility
14 Hjorth parameters [20] - Complexity
15 Matlab’s �entropy� function
16 Shannon Entropy - using user-speci�c approach
17 Shannon Entropy - using Matlab’s �histogram function�
18 Matlab’s �approximateEntropy� function
19 Sample Skewness
20 Sample Kurtosis
23 Number of peaks
24 Number of zero crossings

Frequency
21 Number of FFT points over a prede�ned threshold
22 The signal power in the FFT
27 Unique function that uses the FFT points to estimate signal bandwidth

Furthermore, while constructing decision-trees, only features that are useful for a given
problem are included. This understanding permits using a tree-based classi�er for
feature selection.

Two Matlab functions were used with the Random Forest speci�cations applied,
namely, �TreeBagger� and ��tcensemble�. Both functions were investigated using dif-
ferent numbers of trees with the full number of predictors available at each decision
point. Hence, the model was trained using the available data and the out-of-bag predictor
importance function was applied to each trained model. This approach was repeated for
a few thousand iterations for each function, and the �nal result combined the averages
of the two individual approaches. The results of this feature importance investigation
are supplied in Fig. 6.12, where fourteen features were chosen, based on the results and
the theory underlying the features, since, to be useful, the model will need to generalize
to unseen data. The �nal feature set encompassed the following features as per Table
6.7, where the initial set corresponds to Table 6.6 and Fig. 6.12 and the �nal feature
number corresponds to the feature position in the input vector X = fx1;x2; :::;x14g. The
input vector X contains the predominately investigated features and are the features
leveraged in Chapter 7.

The �nal feature set contains elements that have theoretical justi�cations explaining
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Figure 6.12: The estimated predictor importance measurements using the built in MatLab functions
averaged across multiple iterations, feature depths and number of trees using two distinct functions,
namely TreeBagger and �tcensemble.

why the corresponding importance estimates were high. For example, the PDF features
classify the received signal into a speci�c pattern, which is useful in identifying a spe-
ci�c signal type directly (for example, noise or a group of signals). The FFT based
features provide access to information regarding the received signal bandwidth, which
can be used to help identify tones or signals with larger bandwidths and similar modula-
tions schemes. The FFT size is currently the next power of two above the signal length,
meaning an FFT of length 2048 was applied. This FFT size may be further investigated
to see if this can be reduced, given that the motivation is to apply this methodology to
low-power edge devices However, small and simple FFT libraries such as, for example,
�kissfft� do exist and could be leveraged. Finally, the time series low-order statistical
features help to identify the correct samples that correspond to the distinctive signal,
as CW differs from IEEE802.11, for example. Section 6.5 veri�es that the features are
effective by focusing on the developed machine learning model’s generalization error.
The feature count remains at fourteen. It is envisaged that the extra features will provide
additional options in different wireless environments and allow the methodology to be
applied with a greater probability of success.

Overall, when compared to the literature, a low-order statistical feature set was
developed using data collected from an active wireless environment that is typically
changeable. The raw I/Q data approach to create a concise novel feature set based on
time, frequency, and space dimensions (PDF) is one of this thesis’s main contributions.
To the best of the author’s knowledge, this application of Hjorth parameters [20] and
FFT dynamics, as described in this section, is a novel method. Additionally, no assump-
tions are made about the wireless channel and network data is neglected. The developed
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Table 6.7: PDF, Time- and Frequency-domain optimized features extracted from the raw received I/Q
data

Domain
Initial Final Feature

Feature Feature Description
Number Number

PDF
1 1 Number of non-zeros entries of PDF
2 2 The area in the center bins ([-0.1:0.1])
3 3 The area in the left hand side bins (< -0.1)

28 14 The center bin (0) value

Time

8 4 Hjorth parameters [20] - Activity (Sample Variance)
10 5 Absolute mean value
12 6 The root-mean square (RMS) value
13 7 Hjorth parameters [20] - Mobility
14 8 Hjorth parameters [20] - Complexity
16 9 Shannon Entropy - using use speci�c approach
18 10 Matlab’s �approximateEntropy� function
24 12 Number of zero crossings

Frequency
21 11 Number of FFT points over a prede�ned threshold
27 13 Unique function that uses the FFT points

to estimate signal bandwidth

features differ from the literature by only requiring access to raw received I/Q samples,
permitting independent device decisions and using low-order statistics. Typically, the
literature uses high-order statistics [81] and/or cumulants [82, 83, 84] when applying
traditional techniques. These features were developed and extracted in Matlab, however,
suf�cient resources exist for adapting the feature extraction to other coding languages
and platforms (�SciPy�). This concept was proved by the successful translation of the
Matlab ZigBee simulation code to Python3 in Chapter 4.

6.4 Additional Machine Learning Models

In Chapter 4, the machine learning concept, classi�er evaluation metrics, the SVM
model and the Random Forest model were introduced. In this chapter, wirelessly trans-
mitted over-the-air data is examined and more state of the art models are required
to achieve high performance. As a result, several new supervised machine learning
approaches are investigated. This section explains these models and why they were
chosen. As discussed in Chapter 4, the choice of the machine learning method depends
on a number of factors, namely, the problem that needs to be solved, the type of data
available and the required interpretability of the obtained results. This chapter focuses
on legitimate signal classi�cation, as before interference can be detected, the legitimate
wireless signals being transmitted need to be identi�ed. The classi�cation outcome
is critical as performing mitigation once an attack (or packet loss reason) is detected
compels the development of the interference diagnostic framework, as edge nodes can
usually deliver packets to non-jammed neighbors [19]. As a result, supervised discrimi-
native machine learning classi�cation is required. The discriminative algorithm makes
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no assumption on how the data is generated, which is important when multiple different
transceivers and signals are being analyzed.

6.4.1 Decision Trees

Tree-based models are easy to use as they are invariant to the input scale and accommo-
date categorical and missing data. Many different supervised machine learning decision-
tree approaches exist and many of them have been successfully applied to wireless
signal/modulation scheme classi�cation, as discussed in Chapter 3. In the simulations
in Chapter 4 and the wired investigation in Section 6.2 of this chapter, the Breiman and
Cutler [23] Random Forest model was applied and produced high-performance results.
However, this technique of using decision trees in an independent ensemble has been
improved by using boosting algorithms to create an accurate and robust classi�er from
a set of weak classi�ers, as previously identi�ed in Chapter 3.

Before the boosting approaches applied in this thesis can be explained, typical de-
cision tree operation, speci�cally the ensemble concept, needs to be re-introduced to
provide an accurate distinction between the previously applied Random Forest and the
more modern approachers. Decision trees learn the decision boundary by recursively
partitioning the feature space into non-overlapping regions using some de�ned thresh-
old. In general, adding a large number of decision trees, beyond a speci�c limit, does not
improve the classi�er’s performance. This result occurs because each new tree is con-
structed to correct the sequence of previous trees’ errors. As a result, at some point, the
classi�er stops reducing the classi�cation error. This concept is visually demonstrated
in Fig. 6.5, where the error stabilizes at approximately thirty decision trees. The number
of trees to be used is usually optimized during the validation stage, along with other
parameters. This approach will be demonstrated in the following results section of this
chapter. However, typically, one tree is not suf�cient to make an accurate prediction on
an unlabeled input, which results in decision tree models implementing a tree ensemble
approach. As discussed in Chapter 4 in terms of Random Forest, ensemble methods
allow using multiple weak learning algorithms to get better predictive performance [23].
An example visualization of such an ensemble classi�cation framework is provided in
Fig. 6.13.

The two main types of approaches to building the ensemble framework are depen-
dent and independent frameworks. In a dependent framework, each classi�er’s output
is used for the construction of the next classi�er. In contrast, each classi�er is built inde-
pendently in an independent framework and their corresponding outputs are combined
to generate a single output. The advantage of the dependent framework lies in guiding
future decisions based on the knowledge generated by the previous interaction. As a
result, a new classi�er is generated to improve on the instances for which the previous
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Figure 6.13: An example visualization of the ensemble classi�cation framework applied in decision-tree
based machine learning classi�ers.

decision tree did not perform well. By discussing these two frameworks, the operational
differences between the applied Random Forest approach and the boosting approaches
in Section 6.5 are evident.

Decision trees include several node types which need to be de�ned before discussing
the ensemble frameworks and associated approaches. A root node corresponds to the
�rst or parent node, representing the entire population or sample. The root node gets
divided (split) into two or more homogeneous sets, called internal nodes. Splitting is
the term given to the process of dividing a node into two or more sub-nodes. Internal
nodes of a decision tree include one or more child nodes, equivalently, a node that is not
a leaf node. Leaf, or terminal, nodes do not split, while a decision node occurs when
a sub-node splits into further sub-nodes. A subsection of the decision tree is called
a branch or sub-tree. Any node divided into sub-nodes is called a parent node of the
associated sub-nodes, whereas each sub-node is a child of the parent node. As discussed
below, the size of decision trees can be reduced to avoid complex decision trees and
over�tting, where this process is called pruning.

6.4.1.1 Independent Decision-Tree Methods

In the independent ensemble classi�cation framework, the original dataset is divided
into several smaller datasets (sub-sets), where the data in the sub-sets can be overlapped
or mutually exclusive. Each dataset is used to train a single decision tree classi�er
and a classi�er composer step produces the �nal decision. This classi�er composer
generates the �nal prediction by either averaging the output for regression problems
or majority voting for classi�cation tasks. However, if the training set’s perturbation
causes signi�cant changes in the model, such a classi�er is then referred to as unstable.
Essentially, a stable classi�er will be formed from individual classi�ers that have similar
performance given subsets of the training data.

Bagging, also known as a bootstrap aggregating method, was introduced in Chapter

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

158 George D. O’Mahony



CHAPTER 6. LEGITIMATE
SIGNAL CLASSIFICATION 6.4. MACHINE LEARNING MODELS

4 and is a well-known example of the independent ensemble method [157]. This ap-
proach trains each classi�er on a training set uniformly sampled with replacement from
the original dataset. As a result, bagging produces unique decision-trees as a unique
random subset of the training samples is used to train each tree and sampling with
replacement maintains the sample size. The sampling with replacement method implies
some observations may be repeated more than once, while others may not be included
at all. This bagging procedure has been demonstrated to improve unstable classi�ers,
such as classi�cation and regression trees [157]. The Random Forest method, employed
and discussed in Chapter 4, is an example of an independent ensemble classi�cation
[23].

6.4.1.2 Dependent Decision-Tree Methods

Dependent ensemble classi�cation frameworks are introduced in this Chapter and com-
pared to the independent Random Forest framework. This dependent ensemble concept
is based on boosting, a method for creating an accurate and strong classi�er from a
set of weak classi�ers [158]. The initial algorithm applied in this thesis is AdaBoost, a
well-known example of dependent ensemble classi�cation [159]. The AdaBoost algo-
rithm’s primary concept resides in giving more focus, quanti�ed by an assigned weight,
to harder to classify instances. After each iteration, misclassi�ed instances gain more
weight, while the weights of correctly classi�ed instances are decreased. Every classi-
�er is then weighted according to its accuracy, which results in the decision trees that
perform more accurate classi�cation having higher weights. These higher-performing
classi�ers contribute greater to the �nal prediction, which is a majority voting among
the weighted classi�ers.

Gradient boosting is another powerful algorithm and the second dependent approach
applied in this thesis. While AdaBoost uses up-weighting of the misclassi�ed instances,
gradient boosting identi�es misclassi�cation from the previous iteration’s large residual.
Gradient boosting regulates the importance of the misclassi�ed instances by training
weak classi�ers on the remaining errors (residuals) of a strong classi�er. These residuals
are computed after each iteration and the process is carried out until the residuals
are close to zero. Each weak classi�er’s contribution to the strong one is computed
using the gradient descent optimization technique, allowing for the computation of the
contribution, which minimizes the strong classi�er’s error. The residuals are calculated
at the end of each iteration and the new model is represented as a sum of the previous
model and the model obtained by �tting to the residuals.

Intuitively, in terms of decision trees, gradient boosting is a stage-wise additive
model that generates learners during the learning process. Decision trees are added one
at a time, and existing trees in the model are not changed. The �rst learner (decision
tree) is built to predict the instances in the training dataset and calculates the loss, which

Intelligent low-complexity widely deployable
diagnostic tools for wireless edge device
security using machine learning

159 George D. O’Mahony



CHAPTER 6. LEGITIMATE
SIGNAL CLASSIFICATION 6.4. MACHINE LEARNING MODELS

is the difference between the �rst learner’s outcomes and the actual labels. The second
learner is trained on the residual error produced by the �rst learner to predict the loss
after the �rst step and continues to do so until it reaches a threshold (residuals close to
zero). By training the second learner on the gradient of the error with respect to the �rst
learner’s loss predictions, the second learner is being trained to correct the �rst model’s
mistakes. This concept is the core of gradient boosting, and it enables several simple
learners to compensate for each other’s weaknesses to �t the data better. Stopping the
training process before the residuals are absolute zero avoids over�tting by building a
very complex model. As a result, approaches that decrease the complexity of a model
are advantageous, as it reduces the probability of over�tting and increases the chances
to successfully generalize to new data.

6.4.2 XGBoost

From the analysis of the independent and dependent ensemble methods, dependent
methods are known to outperform independent ones [23]. This thesis’s methodology
aims to achieve high performance on the available data while maximizing the proba-
bility of generalizing well to unseen data. Hence, a more powerful version of gradient
boosting, in particular boosting with regularization, is applied to achieve the desired
operation. The extreme gradient boosting classi�er, XGBoost [160], is a prominent
implementation of boosted decision trees with regularization and is available as open-
source software library. Notably, XGBoost has been widely adopted in various Kaggle
machine learning and data mining competitions, where state-of-the-art results for an
extensive range of problems have been reported. Consequently, XGBoost is chosen to
be the predominant machine learning model for the interference diagnostic framework
in this study.

To explain the advantages XGBoost exhibits over typical gradient boosting ap-
proaches, speci�c aspects of the algorithm need to be de�ned. For gradient boosting,
given a set of N training examples of the form f(x1;y1); :::; (xN ;yN)g, such that xi 2 Rd

is a d-dimensional feature vector of the i-th example and yi is its label; the aim is to
produce a model, fk, to predict values in the form of (6.6). At each gradient boosting
stage, 1� k �M, a new improved model is constructed, fk+ 1(x), that adds an estima-
tor, h(x) (6.7). This estimator is �tted to the residuals, y� fk(x), by minimizing the
objective function (Ob j) shown in (6.8), which measures how well the model �ts the
training data, where l is the training loss function measuring the difference between the
predicted and actual outputs, fk corresponds to an independent tree structure and Wis
a regularization function.

�y =
M

å
k= 1

fk(x) (6.6)
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fk+ 1(x) = fk(x) + h(x) (6.7)

Ob j =
N

å
i= 1

l( �yi;yi) +
M

å
= 1

W( fk) (6.8)

Each decision tree, fk, includes several tree parameters that de�ne the learner, such
as maximum tree depth. These parameters, discussed and optimized in Section 6.5,
need to be de�ned to learn the decision trees represented with the function, fk. How-
ever, learning a tree structure is much harder than traditional optimization problems
where one can take the gradient, meaning it is intractable to learn all the trees at once.
As a result, decision trees are built using an additive training strategy by adding one new
tree at a time. The prediction value at step, t, is de�ned in (6.9), where at each described
step, a new tree is added that optimizes a given objective function. This optimization
is achieved using the gradient descent technique, speci�cally, gradient boosting of de-
cision trees. This approach uses gradient updates by additional trees learned one at a
time. XGBoost implements this concept by computing the second-order derivative us-
ing a second-order Taylor approximation. This provides a further improvement over the
conventional gradient descent technique and the resultant regularized objective at step,
t, is de�ned in (6.10), where gi = ¶ �yi

(t�1) l( �yi
(t�1);yi) and hi = ¶2

�yi
(t�1) l( �yi

(t�1);yi) are
the �rst (gradient) and second (Hessian) order derivatives of the training loss function,
respectively, and ¶ is the partial derivative.

�yi
(t) =

t

å
k= 1

fk(xi) = �yi
(t�1) + ft(xi) (6.9)

Ob j(t) =
N

å
i= 1

l(yi; �yi
(t�1) + ft(xi)) +

t

å
i= 1

W( fi)

�
N

å
i= 1

h
l(yi; �yi

(t�1)) + gi ft(xi) +
1
2

hi f 2
t (xi)

i
+

t

å
i= 1

W( fi)

�
N

å
i= 1

h
gi ft(xi) +

1
2

hi f 2
t (xi)

i
+ W( ft)

(6.10)

In machine learning, the developed model should exhibit high performance on the
training data and generalize well to unseen instances. However, due to the bias-variance
trade-off, high complexity models may result in high variance or over�tting. Here, to
decrease the complexity of the decision tree, regularization methods are applied. In
XGBoost, the regularization term W( f ) in the objective function (6.10), aims to control
the complexity of each individual decision tree. This regularization term is de�ned in
(6.11), which is one way to de�ne the complexity and works well in practice. Each
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f corresponds to an independent tree structure with a vector of leaf weights w on
the jth leaf and T is the number of leaves in the tree. The number of terminal nodes is
penalized with the g parameter and weight optimization is performed using the L2 norm
(Euclidean norm) to encourage smaller weights, where the associated L2 term in (6.11)
is l . This regularization term, W, helps to smooth the weights to avoid over-�tting,
which is a key reason for choosing XGBoost in this thesis’ methodology development.

W( f ) = gT +
1
2

l
T

å
j= 1

w2
j (6.11)

To further reduce the probability of over�tting, XGBoost includes two types of
randomization: row and column sub-sampling [161]. Row sub-sampling improves clas-
si�er performance by using a randomly selected fraction of training examples without
replacement. Column (feature) sub-sampling introduces randomness by constructing a
decision tree at each iteration using a random subset of features. Furthermore, shrink-
age (learning rate) is a regularization technique that scales newly added weights by
a factor after each boosting step. This approach reduces each individual tree’s in�u-
ence and may enable future trees to improve the model. Finally, the Hessian of the
objective function (6.10) regulates the number of points in the node and represents
the level of purity in the node. Setting a minimum allowed number of instances that
allow further splits in the node can reduce the complexity of the model by penalizing
very deep trees. The XGBoost parameters optimized in Section 6.5 apply this concept
in the �min child weight� parameter. This parameter is the minimum sum of instance
weight (Hessian) needed in a child node. If the tree partition step results in a leaf node
with the sum of instance weight less than �min child weight�, then the building pro-
cess will cease further partitioning. The larger the minimum child weight is, the more
conservative the algorithm will be.

By analyzing the structure of a decision tree, the usage of the above concepts be-
comes clear. The structure of the decision tree is de�ned in (6.12), where the mapping q
is a function which assigns each data point to the corresponding leaf, T is a number of
leaves, and w is a vector of weights on the leaves. This process results in the regularized
objective at step t corresponding to (6.13), where I j = fijq(xi) = jg is a set of indices of
data points assigned to the j-th leaf using function q(x), where q is a tree structure. By
de�ning G j = å i2I j gi and H j = å i2I j hi, the regularized objective can be compressed
to (6.14).

ft = wq(x); w 2 RT ; q : Rd !f1;2; :::;Tg (6.12)
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Ob j(t) �
N

å
i= 1

�
giwq(xi) +

1
2

hiw2
q(xi)

�
+ gT +

1
2

l
T

å
j= 1

w2
j

Ob j(t) =
T

å
j= 1

�
(å

i2I j

gi)w j +
1
2

(å
i2I j

hi + l )w2
j
�
+ gT

(6.13)

Ob j(t) =
T

å
j= 1

�
G jw j +

1
2

(H j + l )w2
j
�
+ gT (6.14)

In equation (6.14), w j are mutually independent, the form of G jw j + 1
2 (H j + l )w2

j

is quadratic and an optimal w j, for a region j and associated optimal objective reduction
are given by (6.15) and (6.16), respectively. Now that a method to measure how good a
tree is has been established, ideally, an algorithm would enumerate all possible trees and
pick the best one. However, this is not feasible in practice, so optimization occurs on
one level of the tree at a time. Speci�cally, learning the tree structure implies deciding
on how to best split features (internal nodes). After each split, the originally de�ned
leaf is converted to an internal node and new left (IL) and right (IR) nodes are generated,
where I = IL [ IR. The gain of each split is de�ned in (6.17), where the formula can
be decomposed as 1) the score on the new left leaf, 2) the score on the new right
leaf, 3) the score on the original leaf and 4) regularization on the additional leaf. If
the calculated gain is smaller than g, the optimal approach would be not to add that
branch. Each decision tree is built to the prede�ned maximum depth and the nodes with
negative gain are then pruned in bottom-up order. These de�ned approaches are used
in Section 6.5 to identify the optimal XGBoost tree structures for this wireless signal
classi�cation problem and the resulting optimal parameters are leveraged in Chapter 7
as the foundation for the interference detection framework.

w�j = �
G j

H j + l
(6.15)

Ob j� = �
1
2

T

å
j= 1

G j

H j + l
+ gT (6.16)

Gain =
1
2

h G2
L

HL + l
+

G2
R

HR + l
�

(GL + GR)2

HL + HR + l

i
�g (6.17)

6.4.3 Neural Networks

The neural network (NN) machine learning model is a system that was inspired by
the biological neural network and mimics brain function. This section provides a high-
level overview of NNs, as the NN model is the state-of-the-art technique for many
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Figure 6.14: An example representation of a feedforward neural network with one hidden layer. Both
the regression and classi�cation concepts are visualized in the output layer.
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Figure 6.15: An example of a neuron, specifying the input and its corresponding weights and the activa-
tion function applied to the weighted sum over the inputs from the previous layer.

supervised ML problems. This concept is outlined in Chapter 3, where the general trend
for wireless signal and received modulation scheme classi�cation uses deep learning
NN approaches. As in�uenced by biological brain function, a NN comprises neurons,
whose outputs generate nonlinear functions from its input signal. An input signal, which
is parameterized by weights, travels to the network’s output through several layers,
where each layer performs a different type of nonlinear transformation of the input
signal. An example representation of a typical NN is shown in Fig. 6.14, where only
one hidden layer is implemented.

The NN’s primary concept is that the weights w are learnable and can control the
in�uence of one neuron on another. This concept is visualized in Fig. 6.15, where the
neuron’s weight vector input is summed and, if the sum is above some de�nite threshold,
the neuron can �re. This approach is modeled with a nonlinear activation function, s ,
such as, for example, sigmoid, tanh, recti�ed linear unit (ReLU) or LeakyReLU. Each
neuron performs a dot product of the input and its corresponding weights, adds a bias
term, b, (this shifts the activation function to allow for better learning) and then applies
the nonlinearity with different activation functions. As a result, rather than using original
features, the NN uses new learned features, which are functions of the input. The input
data is transformed into a more abstract and composite representation on each level
of a multi-layered NN. Learning through a cascade of multiple layers of nonlinear
processing elements is referred to as deep learning (DL). This deep learning method is
applied to the features extracted in Section 6.3.
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Figure 6.16: Visualization of the possible log loss values given a ground truth of 1.

The NN training process starts with the random initialization of the network pa-
rameters w, as it allows for the breaking of the symmetry and enables hidden nodes
to learn different features. To investigate the performance of the initial hypothesis of
the network, the initial parameters w and input x, forward propagation is performed.
In contrast, during the process of training, backpropagation, the accuracy of predic-
tion of the model is improved, or some speci�c loss function is minimized. The loss
function evaluates how well the algorithm models the given data and the choice of
loss function depends on the given task. This thesis focuses on binary and multi-class
classi�cation and the log loss (categorical cross-entropy loss) is the applied loss func-
tion for minimization. Notably, cross-Entropy is not Log Loss, but they calculate the
same quantity when used as loss functions for classi�cation problems. As a result, the
classi�er’s output is a probability [0:1] over the number of classes and it is used for
multi-class classi�cation, where the �softmax� activation is applied. The input labels
for training are in the form NxC, where N is the number of inputs and C is the number
of classes, where the true class has a probability of 1. This approach is achieved using
one-hot encoding to convert the input column vector of labels into an NxC matrix of
probabilities. The applied multi-class categorical cross-entropy loss formula (log loss)
rewards/penalizes the correct classes’ probabilities only. For a binary case, the categor-
ical cross-entropy function is the log loss function. As a result, the loss increases as the
predicted probability diverges from the label, as visualized in Fig. 6.16. The loss for-
mula for the categorical cross-entropy loss used in multi-class classi�cation is de�ned
by (6.18) and the log loss function for binary classi�cation is de�ned in (6.19), where
L is the loss function that measures the difference between the prediction �yi and the
target yi and pi is the associated probability. This loss function measures the model’s
performance, where the output is a probability value de�ned between 0 and 1.
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L(y; �y) = �
1
N

N

å
i= 1

C

å
c= 1

y(i)
c log( �pc

(i)) (6.18)

L(y; �y) = �
1
N

N

å
i= 1

�
yilog(pi) + ( 1� yi)log(1� pi)

�
(6.19)

The loss function can be optimized using different techniques. The gradient descent
algorithm is one of the most popular algorithms to perform optimization and by far the
most common way to optimize neural networks. Gradient descent iteratively updates
the parameters w with a certain learning rate a until convergence is achieved. This
approach is achieved by computing partial derivatives ¶L

¶w and ¶L
¶b of the loss function L

with respect to weights w and bias term b, which were visualized in Fig. 6.15. Therefore,
using the approach that each neuron contains the function f (x) = å N

i= 1 wixi + b, a single
iteration of the gradient descent updates the parameters w and b in layer l according to
equation (6.20) and (6.21), respectively, where i corresponds to the speci�c neuron and
j relates to the input to that neuron. To understand the update procedure, let us assume
that there is no bias. In this case, if the current value of the slope of w is positive, the
current point is the right of optimal w� and the update will be negative to start getting
closer to the optimal values of w�. However, if the current slope is negative, the update
will be positive and will increase the current values of w to converge to the optimal
set of values. This process continues until the cost function converges, that is, until the
error curve becomes �at and does not change.

w(l)
i j = w(l)

i j �a
¶L

¶w(l)
i j

(6.20)

b(l)
i = b(l)

i �a
¶L

¶b(l)
i

(6.21)

However, each neuron’s output depends on the weights, bias and activation func-
tion and, so, the overall loss function is minimized based on the neuron activation. As
the back propagation algorithm performs the backward propagation of errors during
training, the partial derivatives can be computed by applying the chain rule. During this
procedure, the slope of the derivative of the activation function is calculated. Intermit-
tently, the gradients can become very small when training deep networks and lead to the
vanishing gradient problem. When the activation function includes regions where the
function’s slope is close to zero (sigmoid and tanh), the learning process may become
very slow. However, the ReLU activation function has partially addressed the problem
of vanishing gradients, as the ReLU gradient is equal to one for all positive inputs and,
therefore, cannot shrink to zero as the neuron saturates. This function, max(0;w:x + b)

is not computationally expensive and is easy to use during back propagation. As a result,
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the ReLU activation function was applied here.
To implement the entire process, the loss function optimization approach needs to

be selected. Different types (generally three variants) of gradient descent exist, which
mainly differ in the amount of data they use. Depending on the amount of data, a trade-
off between the parameter update’s accuracy and the time it takes to perform an update
is required. Batch gradient descent is the most common variant and calculates the error
for each training example within a dataset and updates the model over the whole batch.
As the gradients for the whole dataset need to be calculated to perform just one update,
batch gradient descent can be very slow and is intractable for datasets that do not �t in
memory. A single iteration is usually called a training epoch and this method generates
a stable error based on all training examples. In contrast, Stochastic Gradient Descent
(SGD), performs a model update for each training example x(i) and label y(i) . This
updating approach can result in noisy gradients and, therefore, complicates the process
of minimizing the error, but it is typically faster than batch gradient descent. SGD’s
�uctuation has both positives and negatives, as it can jump to new, and potentially better,
local minima. However, this method will ultimately complicate converging to the exact
minimum, as SGD will keep overshooting. By slowly decreasing the learning rate, SGD
achieves the same convergence behavior as batch gradient descent, almost certainly
converging to a local or the global minimum for non-convex and convex optimization,
respectively. The �nal variant is mini-batch gradient descent, which applies the best
sections of the previous variants as it performs an update for every mini-batch of n
training examples. This method encourages smoother gradients and allows for selecting
a batch size suitable for the amount of memory available. This mini-batch approach is
typically the algorithm of choice when training NNs.

However, the above methods incur challenges and as a result, optimized solutions
have been developed. Choosing the learning rate and associated schedule to be applied
can be dif�cult. Choosing a value that is too small leads to excessively slow conver-
gence, while a learning rate that is too large can hinder convergence and cause the
loss function to �uctuate around the minimum or even to diverge. The learning rate
schedule can adjust the learning rate during training based on a prede�ned schedule or
when the change in objective between epochs drops below a threshold. However, these
approaches have to be de�ned in advance and, so, are unable to adapt to a dataset’s char-
acteristics. Additionally, the same learning rate applies to all parameters, which may
be unwanted if the data is sparse and features have very different sampling frequencies.
Finally, another key challenge surrounds minimizing highly non-convex error functions
that are common for neural networks. The aim is to avoid getting trapped in the nu-
merous suboptimal local minima of these non-convex error functions. To deal with the
aforementioned challenges, several gradient descent optimization algorithms have been
developed. These optimized approaches are the methods investigated in Section 6.5.
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Adaptive Moment Estimation (Adam) [162] is one of these optimized gradient
descent methods. Adam computes adaptive learning rates, which means it computes
individual learning rates for different parameters. Adam is derived from adaptive mo-
ment estimation because Adam uses estimations of �rst and second moments of the
gradient to adapt the learning rate for each weight of the neural network. The �rst mo-
ment is mean, and the second moment is uncentered variance (meaning the mean is
not subtracted during variance calculation). To estimate the moments, Adam utilizes
exponentially moving averages, computed on the gradient evaluated on a current mini-
batch. It stores an exponentially decaying average of past squared gradients, vt , and
an exponentially decaying average of past gradients, mt . Adam behaves like a heavy
ball with friction moving along the slope of the loss function. As a result, the method
prefers �at minima in the error surface. The decaying averages of past and past squared
gradients, mt and vt , respectively, are computed using (6.22) and (6.23), respectively,
where gt is the gradient on the current mini-batch and b are hyperparameters for the
decay rate.

mt = b1mt�1 + ( 1�b1)gt (6.22)

vt = b2vt�1 + ( 1�b2)g2
t (6.23)

mt and vt are estimates of the mean and the uncentered variance of the gradients,
respectively, and are initialized as vectors of 0’s. This initialization results in a bias
towards zero, especially during the initial time steps and when decay rates are small (i.e.
b1 and b2 are close to one). To counteract the biases, bias-corrected �rst and second
moment estimates are calculated, as per equation (6.24) and (6.25), respectively.

�mt =
mt

1�b t
1

(6.24)

�vt =
vt

1�b t
2

(6.25)

The resulting Adam update rule is de�ned by (6.26), where default values of 0.9 for
b1, 0.999 for b2, 0.002 for h and 10�8 for e are applied.

qt+ 1 = qt�
h

p
�vt + e

�mt (6.26)

An extension of this approach is AdaMax, which is based on the in�nity norm
rather than the l2 norm applied in Adam (the vt�1 term in (6.23)). To avoid confusion
with Adam, ut denotes the in�nity norm constrained value of vt . This results in the
AdaMax update rule as per (6.27), where ut = max(b2vt�1; jgt j). Section 6.5 applies
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these approaches and AdaMax is identi�ed as the optimal approach.

qt+ 1 = qt�
h
ut

�mt (6.27)

Different types of NNs exist, such as convolutional NN (CNN), long short-term
memory networks (LSTM), recurrent neural network (RNN), residual NN (ResNet)
and others. Very deep NNs may be challenging to train due to the possible problem of
either the vanishing or the exploding of the gradients [163]. In this thesis, feedforward
deep neural networks are investigated with relatively shallow hidden layer depths. The
NN investigation is completed to compare against the determined XGBoost model in
terms of achieved accuracy, generalization to new data and optimization and prediction
times. As a result, the previous description of NNs is suf�cient for this thesis.

6.4.4 K Nearest Neighbors and Gaussian Naive Bayes

The �nal two machine learning approaches are K Nearest Neighbors (k-NN) and Gaus-
sian Naive Bayes, which are both brie�y examined in Section 6.5 to validate using
a decision tree classi�er. As a result, only a succinct description of each approach is
represented here. K-NN is a non-parametric (it can be used even when the variables
are categorical) machine learning method that can be used for multi-class classi�cation.
This model is one of the most fundamental and simple classi�cation methods and is
suitable for a classi�cation study when there is little or no prior knowledge about the
distribution of the data. As a result, the k-NN model works on all kinds of data and no
speci�c assumptions should be made concerning the data. The k-NN algorithm assumes
that similar things exist in close proximity, meaning that similar values will be clus-
tered together in a group. The primary concept is that the model is trained using a large
amount of training data, where each data point is characterized by a set of variables
(features). Each instance is plotted in a high-dimensional space, where each axis in the
space corresponds to an individual variable. For a new (test) data point, the K nearest
neighbors that are closest (most similar) to it need to be identi�ed. The objects’ neigh-
bors are taken from a set of objects for which the class (for k-NN classi�cation) or the
object property value (for k-NN regression) is known. The concept can be visualized
in Fig. 6.17.

Classi�cation is implemented by considering the K-nearest neighbors, meaning the
optimum value of �K�, the number of nearest neighbors, needs to be determined. By
default, the value of �K� is set to 5. In k-NN classi�cation, an object is classi�ed by
its neighbors’ plurality vote, with the object being assigned to the class most common
among its K nearest neighbors, calculated using a distance measurement. As majority
voting is applied, typically, an odd value for �K� is optimal. This concept relates to
avoiding any condition where a two-class classi�cation needs to be performed, for
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Figure 6.17: Visualization of the fundamental operation of the k-NN machine learning model.

example, if �K� is even, the classes can have the same number of votes. By choosing
�K� to be odd, such cases are avoided.

k-NN is a form of instance-based learning, where the function is only approximated
locally and all computation is deferred until function evaluation. The algorithm relies
on distance for classi�cation, where the typical distance functions are manipulations of
Minkowski distance (6.28), which is set in the k-NN algorithm by setting the value of
p. These distance measures include Manhattan distance (6.29) for p = 1 and Euclidean
(6.30) for p = 2, where A and B are represented by the feature vectors A = ( x1;x2; :::;xn)

and B = ( y1;y2; :::;yn) in a n dimensional space. For discrete variables (for example,
text classi�cation), an overlap metric, such as the �Hamming distance�, can be ap-
plied. The Hamming distance measures the number of misaligned elements of the text
string, where the smaller the value, the more similar the objects are to each other. As
a result, if the features include vastly different scales, normalizing the training data
can dramatically improve its accuracy. Furthermore, due to the use of distances to an
object’s nearest neighbors, a useful technique is to assign weights to the neighbors’
contributions. This approach ensures the nearer neighbors contribute more to the �nal
classi�cation than the more distant ones. An example of a common weighting scheme
gives each neighbor a weight, 1

d , based on the distance d to the object’s neighbor. How-
ever, when the number of data points is very large, speci�c methods must be employed
to rapidly search the space and �nd the �most similar� objects. Typically, a form of
pre-computation is employed, such as, for example, selecting data points that are repre-
sentative of their associated cluster, which can be used to facilitate the search against a
new item.

d(A;B) =
� n

å
i= 1
jxi� yijp

� 1
p (6.28)

dM(A;B) =
n

å
i= 1
jxi� yij (6.29)
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dE(A;B) =

s
n

å
i= 1

(xi� yi)2 (6.30)

Gaussian Naive Bayes is a variant of Naive Bayes that follows a Gaussian normal
distribution and supports continuous data. Naive Bayes are a group of supervised ma-
chine learning classi�cation algorithms based on the Bayes theorem de�ned in (6.31),
where P(A) is the probability of A occurring, P(B) is the probability of B occurring,
P(AjB) is the probability of A given B, P(BjA) is the probability of B given A and
P(A\B) is the probability of both A and B occurring. It is a simple classi�cation tech-
nique but has high functionality, especially when the inputs’ dimensionality is high.
These Naive Bayes classi�ers assume that a particular feature’s value is independent
of the value of any other feature. This concept indicates it may not be suitable to the
signal classi�cation study in this chapter, as certain features are dependent on others.
For example, if the center area is high in the PDF, then the probability of having a low
side area is high.

P(AjB) =
P(A\B)

P(B)
=

P(A):P(BjA)
P(B)

(6.31)

However, Naive Bayes Classi�ers are trained very ef�ciently in a supervised learn-
ing approach and only a small training data size is required to estimate the parameters
needed for classi�cation. This concept could be useful for wireless networks where
time and resources are limited. As a result, if smaller data sets can provide equivalent
accuracy to the other approaches, it would be highly bene�cial. Hence, analyzing the
Naive Bayes classi�er was assumed to be worthwhile. Gaussian Naive Bayes supports
continuous-valued features and models, where each one conforms to a Gaussian (nor-
mal) distribution. In this case, the model can �t the data by simply �nding the mean
and standard deviation of the points within each label, y. These two calculations are
all that is needed, as these values de�ne the distribution (6.32). Thus, for a test point
to be classi�ed, the z-score distance (6.33) between that point and each class-mean is
calculated. The input is assigned to the object class that induces the smallest distance
(or, equivalently, largest probability from (6.32)).

p(xijy) =
1

q
2ps 2

y

exp
�
�

(xi�my)2

2s 2
y

�
(6.32)

z-score =
(x�mA)

sA
(6.33)
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6.5 Results: Wireless Signal Classi�cation

The features developed for the analysis of the raw I/Q data in Section 6.3 are used
to classify received samples into one of six signals/channel types; noise, WiFi (IEEE
802.11ac/n), a WiFi router without internet access (IEEE802.11b/g/n), a Bluetooth ad-
vertising channel, CW and ZigBee. A feature-based approach was chosen to provide
a relatively low complexity solution with near-optimal performance [67]. As the data
from signals operating in the 2.4 GHz ISM RF band can be clustered relativity close-
by, supervised machine learning techniques that incur relatively fast optimization and
training times (compared to deep learning, see Table 6.12) are chosen. The fundamental
approaches chosen include SVMs, Random Forest, k-NNs, Gaussian Naive Bayes and
XGBoost [160], whilst a feature-based deep neural network (DNN) is studied to assist
the validation of the selected approach. Since an emphasis is applied to developing a sin-
gle multi-class classi�er rather than multiple binary classi�ers, most of the work focuses
on multi-class classi�cation. This study encompasses a classi�cation problem since the
required output is categorical (discrete). In these supervised learning approaches, to
build a model that predicts the response Y based on the explanatory variables (features)
X , the dataset D is represented by D = f(x1;y1); (x2;y2); :::; (xN ;yN)g. To map every
input x 2 X to a corresponding prediction y 2 Y an algorithm is employed to learn
the mapping function ( f ) from the input variable (x) to the output variable (y); that is
�y = f (x). This generated function is the classi�er.

For this thesis, a vital characteristic to identify surrounds the designed machine
learning model based on data collected in a speci�c domestic wireless environment
under a unique set of channel �uctuations. As described in Chapter 5, the data collection
process included a range of power levels and receiver positions. This approach ensured
that the data limitations identi�ed in the wired approach (Section 6.2) would not occur
in the wireless investigation. As a result, the collected data both did and did not saturate
the receiver, as visualized in the calculated PDFs for each signal in Figures 6.8 !
6.11. However, even with this data collection process and insights gained from the
simulations and wired investigation, the developed models are speci�c to a domestic
environment’s training data. As a result more diverse data may yield improvements, as
discussed in Chapter 8.

The proposed machine learning algorithms are adopted to fully validate the suit-
ability of the developed feature set for classifying wireless ISM RF band signals. Even
though more modern deep learning approaches are available, the results in this study,
through a comparative approach, indicate that classical approaches are still �t for pur-
pose. They incur relatively fast optimization times, compared to deep learning, have
lower complexity and are shown to generalize well to new data. Thus, this investiga-
tion’s overall strategy of data collection, feature extraction and model development can
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be applied to various deployed communication environments, where extensive time and
computational resources are rare [95]. As a result, this section provides results identify-
ing the value in the developed feature set and how well known and extensively studied
machine learning approaches continue to be effective, especially when the desired de-
ployments require off-line analysis to be as brief as possible. This process develops a
low-order wireless signal classi�cation methodology based exclusively on the analysis
of received raw I/Q samples.

The collected data was split into training and testing datasets, where test data in-
cluded an unseen testing dataset collected after the original. This approach allowed
an estimate of the error rate on new data instances, known as the generalization error
(or out-of-sample error), to be found. This generalization error value outlines how the
designed model would perform on instances it never encountered before. It is used as
the primary veri�cation of model suitability to the problem and, potentially, real-world
operation. For this discussion, it is worth noting that received wireless signals are, typi-
cally, unique on reception. The wireless channel varies over time and signals, generally,
interact with other signals and obstacles differently on each signal transmission. The
concept of signals incurring different interactions once transmitted is acceptable and
data instances can be perceived as unique. Hence, testing data is relatively unseen to
the training instances used in model development. However, as one packet of data can
be divided into multiple instances and used in either training and/or testing, some test
points may not be unseen. However, the use of test data collected after the original
dataset ensures the use of unseen data.

The conventional data split between training and testing data of 80% : 20% was
applied, respectively. This data split was chosen as the dataset was of a reasonable size
for experimentation, meaning that tests could be completed in a suitable time-frame
for model development and, so, a validation set was not required. Additionally, an
�unseen� test dataset was collected to investigate how the developed model generalizes
to entirely new data that was not used during model training. The data for each signal
type was randomly split in the ratio of 80%:20% by initially creating a column array
of unique random positive integers in the range of the number of individual signal
instances. This array of random numbers was then split, using the 80 : 20 ratio, and
used to select the training and testing instances. The sampling bias of the data split
procedure was examined by calculating the percentage of each classi�cation type in the
datasets on the scale of 0:0! 1:0. The results are provided in Table 6.8, where it is clear
that the percentage split is maintained across all developed datasets. Approximately
400 instances were added to each test signal type as unseen data. However, there is a
slight variation, leading to a small deviation in the sampling for test data, including the
additional unseen data.

Analysis initially focuses on Matlab machine learning functions, speci�cally the
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Table 6.8: Sampling Bias Comparison in Developed Wireless Datasets

Signal Model Training Testing Testing + Unseen
Data Data Data Data

Noise 0.0938 0.0938 0.0938 0.1335
WiFi 0.1511 0.1511 0.1511 0.1601

Router 0.1077 0.1077 0.1077 0.1405
Bluetooth 0.1099 0.11 0.1097 0.1372Advertising

CW 0.1805 0.1805 0.1805 0.1669
ZigBee 0.3569 0.3569 0.3571 0.2617

��tcsvm� and both the �TreeBagger� and ��tcensemble� functions for SVM and Ran-
dom Forest models, respectively. This approach was taken due to results obtained from
the simulation study in Chapter 4 and the wired investigation in Section 6.2. Adap-
tive boosting is also investigated, based on an optimization study, and is applied in
the ��tcensemble� case. Matlab operated as a continuation from the feature extraction
environment, granted easy access to the I/Q data and used the same functions as the
simulation study in Chapter 4.

Using the outcomes from applying SVMs to simulated and wired data, multiple
binary classi�ers are required to classify the different signal types. This procedure
means potentially six classi�ers using the one-versus-all method, or �fteen using the
one-versus-one method. An additional logic decision stage would also be required,
based on the SVM outputs [107]. Typically, multiple models would increase the compu-
tational load and be time-consuming, leading to potential implementation problems on
resource-constrained WSN/IoT edge devices. Hence, a single multi-class classi�er was
the preferred approach. As a result, one SVM ZigBee versus all (other investigated sig-
nals) binary classi�er was developed to enable a subsequent performance comparison
to the multi-class approach. This comparison focuses on the requirement of only de-
tecting legitimate WSN signals. As the RTSA-con�rmed that SDR-transmitted ZigBee
signals suf�ciently matched XBee transmitted signals (see Fig. 6.1), both were classi-
�ed here as ZigBee. This combination provided a greater ZigBee operating range, as
the SDR transmit power was controllable, whereas the XBee’s had limited control. This
commercial ZigBee and SDR-transmitted ZigBee concept will be further discussed in
terms of legitimate receivers as part of the interference detection study in Chapter 7.
However, as this examination focuses on classifying received I/Q samples as a speci�c
signal type, classifying all ZigBee transmissions in a single group is acceptable, given
their similar spectral images.

The aim of the binary classi�er was to identify received samples as either being
ZigBee or some other 2.4! 2.5 GHz ISM RF band signal. In essence, this is taking the
WSN signal focused binary classi�ers from the one-versus-all classi�cation method.
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Table 6.9: SVM Signal Classi�cation Generalization Error Results: ZigBee versus All

Kernel
Training Average Test 10 Fold Cross

AUCTime Prediction Data Validation
(ms) Time (ms) Error (%) Error (%)

28 Features and All Test Data
Linear 520 1.85 0.219 0.173 0.9969

Gaussian 383 1.85 0.176 0.025 0.9975RBF
Polynomial 355 1.83 0.132 0.039 0.9985(3rd Order)

14 Features and All Test Data
Linear 508 1.84 0.329 0.4863 0.9956

Gaussian 534 1.84 0.066 0.00 0.9993RBF
Polynomial 384 1.81 0.044 0.00 0.9997(3rd Order)

This approach would be suitable for potential applications of this methodology, as dis-
cussed in the development of the interference diagnostic framework in Chapter 7. The
results of this binary classi�er development are shown in Table 6.9, where three differ-
ent kernels were investigated using the ��tcsvm� function. The results focus on using
all available testing data, including the additional �unseen� data, and the datasets con-
taining both the original 28 and optimized 14 features were applied. Table 6.9 show that
the reduction in features enhanced the model’s performance, which reiterates the idea
that only the most useful features should be retained during feature optimization. The
kernel with the highest performance was the third order polynomial, which provided an
area under the curve of approximately 0:9997 when using the 14 element feature set,
resulting in a near optimum ROC curve for a binary classi�er. The confusion matrix
and ROC for this kernel are provided in Fig. 6.18 (a) and Fig. 6.18 (b), respectively.
These results indicate that the errors were false positives, where the ZigBee signals are
positive results and the other signals indicate a negative result. These results indicate
that the SVM can identify ZigBee signals with a relatively low generalization error and,
so, this developed methodology could be used to identify ZigBee signals in new environ-
ments. This is advantageous as the methodology discussed in this study could then be
applied to multiple operating environments. The SVM performance will be compared
to identifying the same ZigBee signals in the subsequent multi-class approaches.

The requirement for developing multiple binary classi�ers, either using the one-
versus-all or one-versus-one method and the associated complexity, which increases
as more signal types are added to the dataset, is undesirable. A single multi-class
model is targeted, based on the previous success using the Random Forest decision-tree
approach in both the wired and simulation investigations. Generally, if other signals are
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Figure 6.18: In depth results for the selected 3rd order polynomial kernel for the ZigBee vs. all SVM
classi�er. (a) The Confusion Matrix for Testing Data, where the labels correspond to (1) Other Signals
and (2) ZigBee, (b) The associated ROC curve showing near optimal classi�er performance.
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Figure 6.19: The generalization error results for the developed Random Forest approaches for a range
of grown trees and feature depths (only certain depths marked as most follow a similar trend). The
�TreeBagger� function was used along with the original set of 28 features, where the error stabilizes
between 0.75-2.55 % as the number of trees increases.
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discovered and require classi�cation, additional samples can be included in the dataset
and the multi-class model retrained. A similar process is available for expanding the
developed model to include the 2.4 GHz ISM RF band signals operating in different
environments. In comparison, the binary classi�cation would require additional models
to be developed and the associated logic decision approach to be updated.

Taking the single multi-class model approach, the Random Forest [23] classi�er
was chosen for the initial examination. The Matlab �TreeBagger� and ��tcensemble�
functions were utilized to show that performance is not limited to a speci�c Matlab
approach. These approaches are analyzed across a range of feature depths and number
of decision trees, focusing on the generalization error, as available test instances were
predominantly comprised of unseen data. These iterations implemented a feature depth
range of either [1:28] or [1:14], depending on the feature set in use, and investigated
the number of decision trees in the range [1,5,10,15 ..., 100]. The random seed was set
to the same value at the start of each interaction, for reproducibility.

The primary generalization error results for these Random Forest approaches are
provided in Figures. 6.19 to 6.22, where the total available testing data was used in each
case (�TreeBagger� and ��tcensemble�) for the original 28 features and the optimized
set of 14 features. In each model, the achievable generalization error was less than 2.5%
and, in most cases, the smaller the feature depth, the smaller the error. The training and
average analysis (prediction) times were also investigated. It was determined that both
the training and average prediction times increase as the number of grown decision-
trees increases, regardless of the feature depth. These timing trends are maintained
across all of the investigated approaches and show a trade-off between reducing the
error and minimizing the prediction and training times. Typically, the training time
increases with the number of features to consider at each decision node when looking
for the best split. These trends are expected for the Random Forest approach. As the
training can be completed off-line on a resource heavy device, the main focus is on the
average prediction time. Minimizing the prediction time is critical, as by the time data
arrives at the data center, there is the potential that the data center’s control response
will be obsolete on return to the edge device. As a result, for independent edge device
operation, real-time decisions are essential for optimal performance.

The Random Forest results indicate that certain features contain more distinctive
characteristics and, so, will provide more useful information. This concept is seen as
the smaller feature depths incur a lower error rate. However, the optimized set of 14
features has, even if it incurs a slightly reduced performance compared to the 28 ele-
ment feature set, the best potential to enable the developed methodology to generalize
and be useful in new operating environments. This hypothesis is based on not selecting
so few features that the models become over�tted to the available data. Hence, keep-
ing these 14 features as the optimal feature set and using suitable optimization and
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Figure 6.20: The generalization error results for the developed Random Forest approaches for a range
of grown trees and feature depths (only certain depths marked as most follow a similar trend). The
�TreeBagger� function was used along with the optimized set of 14 features, where the error stabilizes
between 1.25-2.5 % as the number of trees increases.
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Figure 6.21: The generalization error results for the developed Random Forest approaches for a range
of grown trees and feature depths (only certain depths marked as most follow a similar trend). The
��tcensemble� function was used along with the original set of 28 features, where the error stabilizes
between 1-2.5 % as the number of trees increases.
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Figure 6.22: The generalization error results for the developed Random Forest approaches for a range
of grown trees and feature depths (only certain depths marked as most follow a similar trend). The
��tcensemble� function was used along with the optimized set of 14 features, where the error stabilizes
between 1.5-2.5 % as the number of trees increases.

performance-enhancing model development techniques such as, for example, boosting,
is the implemented approach to allow the overall designed methodology to adapt to new
signals and reduce the possibility of over�tting.

Using the �HyperparameterOptimizationOptions� input to the �tcensemble func-
tion, the available training data was used to obtain an optimized set of hyperparameters
for this methodology. The results indicated using the �AdaBoostM2� function, an adap-
tive boosting dependent ensemble algorithm, where the �M2� is a Matlab speci�cation
for multi-class operation. Adaptive Boosting, or �AdaBoost� [159], is a speci�c method
for a predictor (decision-tree) to correct its predecessor by focusing on the training
instances that the predecessor under �tted, resulting in new predictors concentrating on
the hard cases. After each iteration, the misclassi�ed instances gain more weight, while
the weight of the correctly classi�ed example is decreased. This process is achieved in
AdaBoost by initially training a base classi�er (a Decision Tree, for example) and mak-
ing predictions on the training set. The algorithm then increases the relative weight of
misclassi�ed training instances and trains a second classi�er, using the updated weights,
and again makes predictions on the training set, updates the instance weights, and so
on. Essentially, the approach alters the distribution of the training dataset to increase
weights on sample observations that are dif�cult to classify. Similar to Random Forest,
the �nal prediction is based on a majority voting scheme, however, for AdaBoost, the
weak learner’s predictions are weighted by their individual accuracy. As a result, trees
which perform more accurate classi�cation have higher weights and, consequently, have
a higher contribution to the �nal prediction.

Here, the optimal �AdaBoostM2� used a learning rate of 0.61992 and a minimum
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Figure 6.23: The generalization error results for the AdaBoostM2 ensemble method using the optimized
set of 14 features with a minimum leaf size of 3 and a learning rate of 0.61992, for a range of decision
tree learners and feature depths. The error stabilizes between 1.2-1.9 % and the unique feature depth
trends are marked.

leaf size of 3. This setup was investigated for different numbers of decision tree learners
in the range [1,5,10,15 ..., 100] and feature depths ([1:14]) available at the decision
points. The results are visualized in Fig. 6.23, where the lowest error (1.2956 %) oc-
curred for the combination of sixty learners and a feature depth of seven and seventy
learners and a feature depth of eight. These results indicate the importance of using
the 14 element feature set and not reducing the features based on the Random Forest
results using basic hyper-parameter optimization. The sixty learners incurred a training
time of 749:1 ms and an average prediction time of 20:94 ms. In contrast, the sev-
enty learners incurred a training time of 993:58 ms and an average prediction time of
24:46 ms. As the training and analysis times were shorter for the smaller number of
learners, it was chosen as the optimal �AdaBoostM2� Matlab combination. A more fo-
cused set of results was obtained, speci�cally the confusion matrix for this combination
is depicted in Fig. 6.24. The majority of the errors occur when classifying between
the two different IEEE802.11 signals. Thus, the model has generalized well to signals
from different sources and has high accuracy in classifying the wireless signals being
received and generalizes well to �unseen� data. This result further validates the fea-
ture set and methodology that has been developed in this study. Additionally, as this
approach focuses on the hard instances and aims to improve on predecessors, it has
a higher likelihood of aiding this methodology in adapting to different wireless oper-
ating environments. The results of this initial Matlab optimization study indicate that
ensemble methods are suitable to this classi�cation problem and dependent methods
are optimal.

The results of this Matlab optimization investigation demonstrated the importance
of analyzing the available parameters of the machine learning model being implemented.
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Figure 6.24: Confusion Matrix for the designed AdaBoostM2 ensemble method using sixty decision
tree learners, a feature depth of seven, a minimum leaf size of three and a learning rate of 0.61992. The
predictors are as follows: (1) Noise, (2) WiFi, (3) Router, (4) Bluetooth Advertising, (5) CW and (6)
ZigBee.

The process indicated that different approaches could enhance machine learning opti-
mization, and extensive optimization of hyperparameters results in higher performance.
This lead to investigating parameter optimization and model development using the
leading arti�cial intelligence/machine learning programming language, Python. The
highly adopted libraries need to be used. The following work expands on the Matlab in-
vestigation by using the Python3 language and more modern techniques and models on
both CPUs and GPUs. For the remainder of this chapter, each machine learning model is
trained and tested using available Python3 libraries running on an Intel i7-9700 3 GHz
CPU. DNNs are developed using Keras and TensorFlow on an Nvidia GeForce RTX
2060 graphical processing unit (GPU) with 6GB of RAM. Furthermore, this work’s
main objective is to permit decentralized computation and allow speci�c embedded
devices to identify signals present in their surroundings. This approach is required to
lead to methods that increase security by monitoring the wireless channel and adapting
to real-time changes, such as frequency hopping when a CW jamming wave is detected.
A resource-constrained implementation is required, and to initially investigate this ap-
proach, computations are examined on a RaspberryPi embedded device, as described in
Chapter 5. For this Raspberry Pi operation, Python3 is required as the Raspberry Pi can
execute machine learning using Python3. This Python3 implementation study focuses
on the optimized 14 features and the same training and testing datasets as the Matlab
approach.

At �rst, the �scikit-learn� machine learning library was utilized for its �Random-
ForestClassi�er� function. A summary of the results of this approach are shown in
Table 6.10 and in Fig. 6.25, where the Raspberry Pi results (Fig. 6.25 (a)) are compared
with an implementation on the same Desktop PC that produced the Matlab results (Fig.
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Table 6.10: Random Forest Classi�cation Results: Device Comparison for Wireless Data

Device Predictor No. of Training Avg. Prediction Test Data
Depth Trees Time(ms) Time(ms) Error (%)

Raspberry 1 85 1564 0.0679 1.142Pi 3-B

Speci�cations: 1 GB of RAM and
Quad-core Broadcom BCM2837B0, Cortex-A53 CPU @ 1.4 GHz

PC 1 85 139.6 0.005 1.142

Speci�cations: Dell XPS8930, 16 GB of RAM
and an Intel i7-9700 CPU @ 3 GHz, 8 Cores

6.25 (b)). A Dell XPS8930 was used as the PC to compute the results, where 16 GB of
RAM and an Intel i7 processor (3 GHz) were available, while the Raspberry Pi has 1
GB of Ram and a quad-core Broadcom Arm Cortex A53 processor (1.4 GHz). These
results show that the Python3 approach aligns with the Matlab results while providing
a faster implementation time. The optimal Random Forest approach here, when using
the Desktop PC for consistency, incurred a training time of 139:6 ms and an average
prediction time of 0:005 ms, compared to the Matlab AdaBoostM2 approach, which
incurred a training time of 749:1 ms and an average prediction time of 20:94 ms. These
results indicate that this investigation has provided suf�cient evidence that the Rasp-
berry Pi matches the PC developed models’ accuracy but incurs training and average
prediction time penalties.

As a result, further investigations can be implemented knowing that the Raspberry
Pi will reach equivalent performance levels. Generally, training times are not a concern
as it can be recti�ed by training and optimizing the Python models on a much more
advanced machine. Only the optimally trained model must be uploaded and used on the
lightweight Raspberry Pi embedded device. This process can be achieved using several
model saving libraries, such as, for example, �pickle�. However, the prediction time
and required computational resources are important factors. The Raspberry Pi imple-
mentation did achieve a much faster average prediction time of 0:0679 ms compared to
the AdaBoostM2’s 20:94 ms. Hence, the Raspberry Pi implementation is suf�cient to
demonstrate the key �ndings that average prediction time penalties will exist, but other
costs can be mitigated through optimization and training on a Desktop PC, for example.

Given the need to optimize on a Desktop PC and the associated potential perfor-
mance improvements, the Python3 �RandomForestClassi�er� function was analyzed
further by investigating additional metrics using a speci�c random state for reproducibil-
ity. These parameters include 1) The number of decision trees, 2) The maximum number
of predictors, 3) The maximum tree depth, 4) The maximum number of samples, 5) The
minimum number of samples required to split an internal node and 6) The minimum
number of samples required to be at a leaf node. In total, 197;568 iterations were com-
pleted and the optimum generalization error was 1:098%, which shows the Python3
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Figure 6.25: The generalization error for the designed scikit-learn Python Random Forest method using
variable numbers of grown decision trees, variable feature depths and an unspeci�ed maximum depth
for each tree, where the error stabilizes between 1.14% and 2.57 %. Speci�c feature depth curves are
annotated to provide detail of how the error changes over the range of available feature depths. The same
python scripts were implemented on (a) A Raspberry Pi 3 Model B and (b) A Desktop PC.

bene�ts of delving deeper into the model development, as it outperforms the original
Python model. This process indicated the need for an in-depth parameter optimization,
which contrasts with the initial Matlab investigations and the simulations in Chapter 4.
However, due to the simulations’ lack of hardware limitations, the lack of in-depth opti-
mization is not a signi�cant factor. Here, this initial broad hyperparameter optimization
demonstrates that it can be critical for the wireless approach.

To further aid in minimizing the effect of over�tting and to heavily investigate a
dependent ensemble approach, the widely adopted �XGBoost�[160] algorithm was in-
vestigated across typical parameters that enable the training of a decision tree boosted
model. This algorithm stands for �eXtreme Gradient Boosting� and, in general, pro-
duces strong learners based on the correction of errors produced from weak learners.
The model is explained in detail in Section 6.4.2. Based on the improvement seen in the
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Matlab investigation when applying AdaBoost, which increased model performance,
boosting (dependent ensemble approaches) is seen as an appropriate method for cre-
ating an accurate and strong classi�er from a set of weak classi�ers. XGBoost, which
applies a gradient boosting approach, was chosen for this purpose and to provide a
comparison to the AdaBoost method. The main idea behind AdaBoost lies in giving
more focus, quanti�ed by an assigned weight, to instances that are harder to classify.
In contrast, as explained in Section 6.4.2, gradient boosting identi�es misclassi�cation
from the large residual obtained on the previous iteration. Furthermore, as a result
of the success of using the Random Forest ensemble method in the extensive simula-
tion study, and the increased performance indicated in the Matlab AdaBoost approach,
applying the boosted decision tree model of XGBoost was predicted to achieve high
performance. For this investigation, several parameters were optimized, including 1)
The number of decision-trees, 2) The applied learning rate, 3) The maximum tree depth,
4) The minimum child weight, 5) The percentage of available data used per decision-
tree, 6) The applied booster algorithm, 7) The sub-sampling percentage of the feature
columns and 8) The applied minimum loss reduction when determining if a further
partition is required.

The optimized XGBoost approach produced the highest accuracy (and lowest gen-
eralization error of 0:7905%) in this study before developing deep neural networks.
The confusion matrix for the designed approach is seen in Fig. 6.26 (a), where the
majority of errors occur between classi�cations of different IEEE802.11 protocols. The
�nal algorithm contained �ve trees, a learning rate of 0.8, a maximum tree depth of 10,
a minimum child weight of 2, used 95% of available data per tree, used the �gbtree�
booster, sub-sampled 75% of the feature columns and applied a minimum loss reduc-
tion of 0.5 when determining if a further partition is required. This produced a smaller
error, when compared to the AdaBoost approach in the Matlab investigation, using the
same data. By using XGBoost, an error reduction of 38.98% was achieved (1.2956%!
0.7905%), where the improvement occurred in the classi�cation between the separate
IEEE802.11 signals. This result indicates that gradient boosting is more bene�cial for
this classi�cation problem and that using the decision tree approach is applicable.

To further validate choosing the XGBoost approach for this multi-class classi�ca-
tion problem, other distinct machine learning approaches were brie�y examined. Each
model is investigated across a range of suitable parameters, speci�c to each machine
learning approach. Analyzed algorithms included the �scikit-learn� neighbors-based
classi�cation functions, namely �KNeighborsClassi�er�, �RadiusNeighborsClassi�er�
and �NearestCentroid�, and the �scikit-learn� Gaussian Naive Bayes (�GaussianNB�)
function.

For both the �KNeighborsClassi�er� and �RadiusNeighborsClassi�er� investiga-
tions, the examined algorithms were �ball tree�, �kd tree�, and �brute�, the associated
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Figure 6.26: Confusion Matrix for (a) Designed XGBoost method, which produced a generalization error
of 0:7905% and (b) Designed DNN, which produced a generalization error of 0:7027%. The predictors
are as follows: (1) Noise, (2) WiFi, (3) Router, (4) Bluetooth Advertising, (5) CW, and (6) ZigBee.

leaf size, where applicable, was an element of the set [5, 10, 20, 30, 40, 60, 80, 100], the
weight function used in prediction was either �uniform� or �distance� and the exponent
for the Minkowski metric was either 1 (equivalent to using Manhattan distance) or 2
(equivalent to using Euclidean distance). For the weights, �uniform� results in all points
in each neighborhood being weighted equally and �distance� means points are weighted
by the inverse of their distance, meaning closer neighbors of a query point will have
a greater in�uence than neighbors which are further away. For the �KNeighborsClas-
si�er� the number of neighbors was an element of the set [1, 2, 5, 10, 20, 40, 60, 80,
100]. For the �RadiusNeighborsClassi�er� approach, the range of parameter space to
use was an element of the set [85, 90, 95, 100, 110, 120, 140, 150], where 85 was the
lowest radius that ensured each instance had at least one neighbor for each of the other
parameters setups. The �NearestCentroid� approach was investigated, where each class
is represented by its centroid, with test samples assigned to the class with the nearest
centroid. The examined metric for calculating the distance between instances in a fea-
tures array included: fcityblock;cosine;euclidean;haversine; l1; l2;manhattan;nan�
euclideang, which were all of the available distance metrics provided in the �met-
rics.pairwise.distance metrics()� section of the �sklearn� library. For this approach, the
centroids for the samples corresponding to each class are the points from which the
sum of the distances (according to the metric applied) of all samples that belong to that
particular class are minimized. If the �manhattan� metric is provided, this centroid is
the median and for all other metrics, the centroid is set to be the mean.

The optimal parameters for the �KNeighborsClassi�er�, based on the parameter sets
above, corresponded to using twenty neighbors, any of the three algorithms, a leaf size
of 5, the uniform weight function and the Manhattan distance. This optimized parameter
set produced an error of 3.4695%. However, as an odd number of neighbors negates
the condition of multiple classes attaining the same number of maximum votes, this
optimization of 20 neighbors allowed for further investigation. The odd numbers around
twenty were investigated, while maintaining all other optimal parameters. The results
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indicated that seventeen neighbors was the most optimal result and produced an error of
3.38%, which indicates better performance compared to the even number of neighbors.
For the �RadiusNeighborsClassi�er� approach, the optimal parameters are a radius of
eighty-�ve, any of the three algorithms, a leaf size of 5, the distance weight function
and the Manhattan distance. These parameters resulted in a calculated generalization
error of 3.6232%. The �GaussianNB� was brie�y investigated across an array of values
for the portion of the largest variance of all features that is added to variances for
calculation stability. The examined values were [1e�15, 1e�14,...,1e�10, 2e�10, 5e�10,
1e�9, 2e�9, 5e�9, 1e�8, 5e�8, 2e�8, 1e�7, 1e�6, 1e�5]. The optimal approach applied
a portion of 1e�10 or lower, and produced an error of 5.907%.

A valuable insight is gained from comparing the XGBoost approach to the SVM
binary classi�er. Compared to the ZigBee-versus-all case, this multi-class classi�er
achieved similar, if not better, performance than the SVM. In fact, all ZigBee signals
were correctly classi�ed in each case, but no signals were misclassi�ed as ZigBee when
XGBoost was applied (Fig. 6.26 (a)). The SVM classi�er misclassi�ed two instances as
ZigBee (Fig. 6.18 (a)). However, the multi-class approach can be assisted by a binary
classi�er. The majority of the XGBoost errors occurred when classifying between the
different IEEE802.11 signals. A SVM for this one-versus-one case was developed to
examine if a higher performance was achievable. The designed SVM produced 53 errors
(3.8714%) when using the same third-order polynomial kernel as the ZigBee case. By
adopting the RBF kernel, this error is reduced to 23 mis-classi�cations (or 1.68%). The
SVM obtained a 34% error reduction in the classi�cation of the IEEE802.11 signals
compared to XGBoost. This comparison discovered that the optimal approach for using
these fundamental algorithms and the developed feature set was in a pipeline approach.
The XGBoost method is optimal for all but the classi�cation between IEEE802.11
signals. Hence, if an IEEE802.11 signal is detected for maximal performance, the data
instance is passed to a separate binary SVM classi�er focused on IEEE802.11 signals.
This XGBoost/SVM approach achieves optimal performance (0.527% error) for the
minimum amount of designed classi�ers that generalize well to unseen data when
resource management is key.

However, by focusing entirely on a resource-constrained operation, the most optimal
approach may be neglected. Thus, deep learning was investigated. Applying deep learn-
ing examined how more traditional and less complex techniques compared to a fully
connected neural network in terms of the generalization error, computation load, train-
ing times, parameter optimization and hardware resources. The DNN was optimized,
using TensforFlow and the �KerasClassi�er� function, over the number of epochs, batch
size, optimizer, number of hidden layers and neurons. When selecting the optimal pa-
rameters, consideration was given to the training time, average prediction time and
required resources. The batch size was examined using the values [5;10;20;40], the
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Table 6.11: DNN Structure: TensorFlow/Keras

Layer Type Layer Size Activation Function
Input 14 neurons relu

Fully Connected 50 neurons relu
Fully Connected 34 neurons relu
Fully Connected 17 neurons relu

Output 6 neurons softmax

number of epochs were [100;200;500;1000;2000], the investigated optimizers were
[adam, rmsprop, Adadelta, Adagrad, Adamax], the initial hidden layer sizes were [50,
100, 200, 300] and the number of hidden layers were [1, 3, 5, 7, 9]. The hidden layers
were calculated by decreasing the number of neurons in each layer based on the ratio
of the number of neurons in the �rst hidden layer to the required number of hidden
layers. The input layer was fourteen and the output layer was six, which correspond to
the number of input features and output classes, respectively. The process was imple-
mented using the Python �GridSearchCV� function and 5-fold cross-validation, where
the K-Fold accuracy was the chosen metric.

The Adamax optimizer was the optimal approach in every case and the developed
optimized DNN architecture for this study is provided in Table 6.11 and consists of
three hidden layers, the �Adamax� optimizer, 2000 epochs and a batch size of �ve. A
small performance improvement (approximately 0.128% when using GridSearchCV
and 5-Fold cross-validation) is gained by using a single hidden layer of 200 neurons
using a batch size of 10 and 2500 epochs. However, this increases the prediction and
training times, and the performance increase was not suf�cient to offset the timing trade-
offs. The chosen DNN requires a training time of 1937.04s and achieves an average
prediction time of 23.227 ms. These results were generated using Keras on an NVIDIA
GeForce RTX 2060 with 6GB of RAM. In contrast, the XGBoost and SVM approaches’
average prediction times are 0.05 ms and 1.242 ms, respectively, while the training
times are 78.1 ms and 44.44 ms, respectively. Hence, even when used sequentially, the
XGBoost/SVM approach provides better performance and quicker prediction times.

Table 6.12 provides a summary of all the classi�cation results using the various
approaches, where it is evident that the XGBoost approach achieves the lowest gener-
alization error for the traditional supervised machine learning approaches, while the
DNN is the optimal approach. This is visualized in the associated confusion matrices
for the developed XGBoost approach in Fig. 6.26 (a) and the DNN in Fig. 6.26 (b).
However, as discussed previously, a combination of XGBoost and SVM outperforms
the DNN in terms of achieved accuracy, training time and average prediction time. No-
tably, if a DNN/SVM approach is applied in a similar manner to the XGBoost/SVM
method, the results will be equivalent. This is due to the SVM being the optimal ap-
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Table 6.12: Selection Evidence - Supervised Approaches

Algorithm Lowest Achieved Training IterationsError (%) Time
XGBoost/SVM 0.527 122.54 ms n/a

DNN 0.7027 1937.04 s 400
XGBoost 0.7905 78.1 ms 400000

Random Forest 1.098 265.57 ms 197568
AdaBoost (Matlab) 1.2956 749.1 ms n/a

K Nearest Neighbors 3.3816 26.93 ms n/a(17 Neighbors)
K Nearest Neighbors 3.4695 15.6 ms 1152(20 Neighbors)
K Nearest Neighbors 3.6232 35.934 ms 7166(within Radius)

Gaussian 5.907 3 ms 17Naive Bayes
Nearest Centroid 9.222 2 ms 8

proach but limited to reducing the number of errors in IEEE802.11 classi�cation to
23, which is lower than the XGBoost and DNN models. The main �nding surrounds
the training and prediction times, which are much lower for the supervised traditional
XGBoost/SVM approach. As a result, the parameter optimization for the non-deep
learning approaches is orders of magnitudes faster, which pairs well with deployed
wireless communication systems where extensive computational resources and time
are rarely found [95]. As this thesis is focused on developing a methodology rather
than a speci�c model, faster optimization times are critical for applying the developed
methodology in various operating environments. The results indicating the equivalent
performance to a feature-based DNN further bene�ts this methodology. Additionally,
the desired deployment of edge devices requires low complexity and fast optimization
times for new environments. These requirements validate the selection of the developed
XGBoost/SVM machine learning approach. Particularly as the XGBoost/SVM design
achieves equivalent accuracy and generalization error results as the developed fully
connected neural network, for a small fraction of the computation requirements and in
a vastly reduced timescale. This concept of optimization times will be discussed further
in Chapter 7 when developing the interference diagnostic framework.

Furthermore, the implementation results from the Python experimentation on a
Raspberry Pi embedded device indicate that the same prediction accuracy can be
achieved on a much more lightweight device, but the training and prediction times
increase. This increase in training and prediction times would be exceedingly more con-
siderable for current deep learning approaches. However, the increased training time
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is generally not a concern as it can be recti�ed by simply training and optimizing the
model on a much more advanced machine. Only the optimally trained model is required
to be uploaded and used on the lightweight embedded device. The Raspberry Pi is suit-
able for this evaluation, as it is an example of how low-cost hardware has advanced
over the past decade or so. As we look to the future, it is not unreasonable to suggest
that edge devices will have similar speci�cations. The Raspberry Pi implementation
approach is studied further in Chapter 7.

6.6 Discussion

This study of live wireless signals in a typical domestic wireless operating environment,
which contained different signal sources, devices, obstacles and service usage, incorpo-
rates some limiting factors. The developed two-stage model (XGBoost/SVM) approach
would be heightened if data was captured across multiple industrial environments. This
data collection would result in more diverse data being available for each signal and a
higher probability of models generalizing to new data instances. However, this study’s
work has provided suf�cient evidence to motivate applying the developed methodol-
ogy to other wireless environments, as the results have generalized to unseen data and
achieved high performance. The hardware speci�cations are also a limiting factor since
the developed methodology’s performance is linked to the ADC resolution (12-bit)
and reference voltage (1.3 V). A higher resolution would allow for received signals
to be extracted in greater detail from the channel. The reference voltage, which is the
maximum voltage available to the ADC, determines the ADC conversion ceiling for re-
ceived analog inputs. Essentially, a higher reference voltage allows for higher-powered
signals to be received before saturation occurs. However, this study’s novel feature set
has proven its ability to differentiate between signals when receiver saturation occurs.

Despite these limitations, the wireless approach depicted in this study obtained high
performance in classi�cation accuracy and generalizing to unseen data. This study,
which employs fundamental feature-based machine learning algorithms, is in contrast
to [69], which states that traditional feature-based approaches lack generalization. The
results prove the effectiveness of the designed methods, which differ from the literature
by only requiring access to raw received I/Q samples, permitting independent device
decisions and using low-order statistical features. Typically, the literature uses high-
order statistics [81] and/or cumulants [82, 83, 84] when applying traditional techniques.
The achieved generalization error of below 1% is comparable to performance levels of
other developed systems focused on the applied modulation scheme. However, unlike
image classi�cation, uni�ed datasets for wireless signal classi�cation are, generally,
not yet available. So, the authors in [69] compared their system against various other
feature-based schemes. At suf�cient signal to noise ratios (SNR), the results vary from
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a classi�cation accuracy of 80% up to almost 100%. In [97], similar results are achieved
for a suf�cient SNR when classifying wireless signals. Hence, this study’s achieved
results compete well with the literature and do so by using a low complexity novel fea-
ture set and without focusing on modulation schemes, using spectrograms or received
signal strength indicator (RSSI) samples. Furthermore, all of the results in this study
are based on real over-the-air signals from both SDR and commercial sources received
with and without receiver saturation. Overall, despite the trend to use deep learning
approaches, as speci�ed in Chapter 3, this study proves that potent data analysis and
signal processing permit traditional techniques to still be effective (Table 6.12) when
paired with suf�ciently descriptive feature sets based on time, frequency and space
(PDF).

A use case for this investigation is the development of interference detection systems
or edge device decentralized decision making. Edge devices making independent real-
time decisions based on the operating environment are key developing points for this
study. It can enable devices to react faster to the changing environment than centralized
approaches, where packets need to be transmitted and received, increasing latency in
the process. An example includes increasing the transmission power for a short period
if certain signal types are identi�ed in the channel. In terms of interference detection,
the bit-error location analysis in the simulations in Chapter 4 identi�ed two speci�c
operating scenarios for interference detection approaches: 1) When packets are received
with bit errors and 2) When no packets can be received during the radio �on� time. This
signal classi�cation covers the second option, as transmitters can be blocked from
sending legitimate packets. As a result, the interference signal, for example, CW, can
be identi�ed and mitigation strategies implemented. Additionally, depending on the
received signal type and associated power levels, a signal classi�cation tool may be all
that is required to detect interference. Both of these scenarios for using the developed
signal classi�cation methodology and low-order features are explored in Chapter 7.
The signal classi�cation model is integrated into an overall interference diagnostic
framework and is applied to Global Positioning System (GPS) signals, which have
received power levels equivalent to typical noise power.

However, in any use case that implements this designed methodology, especially
edge devices, the energy usage will be a key performance metric. Thus, it is envisaged
that the designed approach would not operate continuously and, instead, only operate
on a speci�c duty cycle or when initiated. This concept is integrated into the overall
diagnostic framework, as designed in Chapter 7. The energy usage work is beyond this
thesis’s scope and is left for future work, as discussed in Chapter 8.
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6.7 Conclusion

This chapter exclusively uses raw received I/Q samples to develop a low-order statistical
feature set for typical WSN and ISM RF band wireless signal classi�cation. The signals
included noise, IEEE802.11, Bluetooth Advertising, CW and ZigBee (IEEE802.15.4)
signals transmitted from commercial devices and SDRs, where appropriate. Features
were extracted from the calculated PDF of the received samples, statistical analysis of
the time domain and from the frequency domain by implementing a FFT. The feature
set differs from previous approaches due to the use of low-order statistics and novel
uses of the raw data from the calculated FFT and Hjorth parameters. Analog Devices
Pluto SDRs and Raspberry Pi embedded devices were exploited as a low-cost yet high
performing analysis approach for obtaining the required I/Q samples. The designed
novel feature set was validated by extensively investigating the Random Forest inde-
pendent ensemble approach across various techniques, due to the success seen in the
simulations in Chapter 4. Other models were brie�y analyzed to validate the choice
of ensemble decision-tree method including k-NNs, SVMs and fully connected DNNs.
These machine learning concepts were explained in detail before being applied to the
feature set. The selection of decision tree approaches was optimized through intensive
parameter optimization and by applying boosting techniques, namely AdaBoost and
XGBoost, to implement a dependent ensemble framework. Test data included unseen
data that was used to examine how the developed models generalized to new data.

The optimal discovered approach for this low-order feature methodology is an XG-
Boost/SVM combination, which achieved an error of 0:527%. Most errors in the XG-
Boost model occurred between different IEEE802.11 signals and, so, a separate binary
SVM classi�er was developed to reduce the error if an IEEE802.11 signal was de-
tected. Developed DNNs provided a comparison between deep learning and supervised
traditional approaches. As a single model approach, the developed DNN with three
hidden layers was the optimal approach. However, the XGBoost/SVM model achieved
higher accuracy than the developed DNN and for reduced computational and time
requirements. Notably, a similar DNN/SVM approach would only achieve the same
accuracy as the XGBoost/SVM approach as the SVM provides the highest accuracy
when classifying the IEEE802.11 signals. This result proved that traditional feature-
based approaches are still �t for purpose, particularly for low complexity solutions,
and achieve high performance when potent data analysis and novel descriptive feature
sets are applied. A Raspberry Pi demonstrated that the designed model achieves the
same results on an embedded device. Overall, this study showed that the lowest level
of receivable data, I/Q samples, can be leveraged to make higher-level decisions.

This chapter provided an optimal set of 14 features for identifying legitimate signals,
including the ZigBee WSN signal. These 14 features are used throughout Chapter 7 as
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the input features when developing the WSN and GPS interference detection strategies.
The various investigated machine learning models identi�ed that a gradient boosting
dependent ensemble approach was the optimal decision-tree approach. The developed
optimal approaches for the XGBoost and DNN models are key �ndings from this
chapter. Due to these developed models’ achieved accuracy and ability to generalize to
unseen data, the two approaches are applied in Chapter 7 to expedite the development
of an interference diagnostic framework. This chapter’s optimal models are applied as
the base models to develop the individual WSN machine learning diagnostic tools for
interference detection and classi�cation. Towards the end of Chapter 7, the designed
signal classi�cation approach will be combined with the models developed in Chapter
7 to establish a WSN edge device diagnostic framework.
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Chapter 7

WSN and GPS Interference Detection
and Classi�cation

This chapter discuss this thesis’ main contribution. The work in this chapter devel-
ops the overall interference diagnostic framework for wireless resource-constrained
edge devices. The extracted optimal features and associated optimal developed ma-
chine learning models in Chapter 6 are leveraged as the foundation for developing
the diagnostic framework. The overall framework is validated in separate areas of the
RF spectrum, different receivers, distinct value ranges and for several different signal
transmissions. As a result, the work in this chapter provides the overall contribution to
the �eld in terms of an interference diagnostic framework. The work in this chapter has
been published in part in the following:

� G. D. O’Mahony, K. G. McCarthy, P. J. Harris and C. C. Murphy, �Develop-
ing novel low complexity models using received in-phase and quadrature-phase
samples for interference detection and classi�cation in Wireless Sensor Net-
work and GPS edge devices�, Ad Hoc Networks, vol. 120, p. 102562, 2021, doi:
10.1016/j.adhoc.2021.102562.

7.1 Introduction

This chapter focuses on developing a low complexity interference diagnostic framework
for wireless edge devices by focusing on wireless sensor network (WSN), ZigBee, and
global positioning system (GPS) signals. The Matlab Monte Carlo simulations, inves-
tigated as the ideal case with no hardware limitations in Chapter 4, initially motivated
exclusively using in-phase (I) and quadrature-phase (Q) samples for interference detec-
tion and identi�ed signal interactions as the required data type. As discussed in Chapter
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5, Analog Pluto software-de�ned radios (SDRs) collect the required live over-the-air
data and transmit matched signal (ZigBee) and continuous-wave (CW) interference in
designed hardware ZigBee wireless testbeds. An NESDR SMArTee RTL-SDR collects
the required GPS data from both freely available over-the-air satellite transmissions,
with and without Pluto SDR wired interference transmissions, at suf�ciently low power
levels. However, the legitimate signal classi�cation results in Chapter 6 indicated the
simulation feature set needed to expand to compensate for signals using similar modu-
lation schemes and receiver saturation conditions. Hence, the developed fourteen low
order 2.4-2.5 GHz wireless signal classi�cation features, based on received I/Q sam-
ples, and associated optimal models from Chapter 6 are leveraged as the framework’s
foundation.

As discussed in Chapter 2, the jamming interference attack was studied as WSN and
GPS systems are both highly susceptible to jamming. As the deployed WSN protocols
and devices are generally publicly available (for interoperability), speci�c unavoidable
security vulnerabilities exist, such as Denial of Service (DoS) attacks, more speci�cally,
jamming. In addition, unintentional and malicious in-band interference is the single
most signi�cant threat to GPS applications and users [164]. These wireless attacks
(denial, deception and/or destruction) have traditionally been the domain of Electronic
Warfare [51]. However, these techniques are gradually being adopted for criminal ac-
tivities as readily available hardware supports the development of effective systems
[165] that can match jamming prevention techniques. As a result, WSN compromise,
whether malicious or unintentional, is achievable and threat detection and analysis need
to match advancing attack strategies [51]. Consequently, an interference detection ap-
proach that neglects network-level data, allows independent device operation and only
requires data always available to a functioning receiver is an attractive concept.

Coupling WSN and GPS operation for developing an interference diagnostics frame-
work is reasonable, as GPS signals are becoming increasingly crucial for civilians, ser-
vices and industries due to the dependence on GPS-derived location and time measure-
ments. Typically, WSNs, which can incorporate received GPS data, can be integrated
into the overall Internet of Things (IoT) architecture and involve long-lived deploy-
ments consisting of low-cost, compact resource-constrained devices coupled to their
operating environment, which prohibit using complex or computationally intensive se-
curity protocols. Due to the importance of these signal models, this chapter uses the
ZigBee [37] protocol and available GPS signals to develop a novel low complexity in-
terference diagnostic framework for WSN and GPS resource-constrained edge devices
that exclusively utilizes consistently available received I/Q samples. This approach is
based on the hypothesis that mitigation can be implemented once an attack (or packet
loss reason) is detected, thereby improving device and system security in the process
and applies the concept that edge nodes can usually deliver packets to non-jammed
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neighbors [19].
The real over-the-air data was collected by implementing a SDR experimental ap-

proach using ZigBee/SDR and GPS/SDR testbeds, where the focus was applied to
matched signal (ZigBee) and CW interference. As per Chapter 6, the I/Q features are
extracted across the time- and frequency-domains and space (PDF). In-depth analysis
and validation of the low-order features for interference detection were achieved using
machine learning-based classi�ers, namely SVM, the dependent ensemble XGBoost
approach and a deep neural network (DNN). The developed models were evaluated
using available test data and K-fold cross-validation. The low complexity supervised
machine learning interference framework based exclusively on the low order features
achieves an average accuracy among the developed models above 98%, which matches
or out-performs the literature as discussed in Chapter 3. The methodology development
involves examining ZigBee over-the-air data for arti�cial jamming and SDR jamming of
ZigBee signals transmitted from SDR and commercial (XBee) sources. This approach
expands to a legitimate node classi�cation technique and an overall algorithm for an
edge device interference diagnostic tool. Also, the developed methodology’s transfer-
ability was investigated by applying the strategy to GPS signals using a different SDR
and value range than the WSN investigation. This chapter’s main contribution lies in
the developed diagnostic framework which is a novel security approach that strengths
the defense-in-depth approach for wireless edge devices. The developed framework
enables independent operation, as no channel assumptions, network-level information,
or spectral images are required. It differentiates itself by solely analyzing the raw I/Q
data, which is consistently available to functioning receivers while achieving high ac-
curacy and generalization to unseen data. To fully validate the designs, DNNs are
developed and compared to the low-complexity solutions. A Raspberry Pi embedded
device implementation study examines a relatively resource-constrained deployment.
The overall diagnostic algorithm is formulated based on the developed interference
detection models and the previous signal classi�cation approach in Chapter 6. As a
result, this interference diagnostic framework is the culmination of all of the work in
this thesis thus far.

7.2 Experimental Discussion

The examination of speci�c procedures is required before delving into the developed
interference diagnostic framework for either GPS or WSN signals. Applying the pre-
viously developed signal classi�cation framework in this chapter is a form of transfer
learning. A discussion regarding transfer learning establishes the reasoning for its appli-
cation and how it can potentially lead to high performing interference detection models
that generalize well to unseen data. The unique application of speci�c experimental
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methods during each of the signal models interference frameworks’ development are
established or reintroduced from previous chapters. The discussion on each method
relates to how it was applied and why. This approach is taken to provide an comprehen-
sive overview of the methodology developed in this chapter. Consequently, the work
has potential applications for other signal models or wireless operating environments.

7.2.1 Transfer Learning Approach

Transfer learning is de�ned as a research problem in machine learning that focuses on
storing knowledge gained while solving one problem and applying it to a different but
related problem. A common image analysis example is using knowledge gained while
learning to recognize cars in the problem of recognizing trucks. In terms of relating
transfer learning to how the generic machine learning task was introduced in this thesis,
the general de�nition of transfer learning is given in terms of domains and tasks. A
domain D consists of a feature space, X and a marginal probability distribution P(X),
where X = fx1;x2; :::;xng 2 X . Given a speci�c domain, D = fX ;P(X)g, a machine
learning task, as discussed in Chapters 4 and 6, consists of two primary components,
a label space Y and an objective predictive function, f : X ! Y . The function, f , is
used to predict the corresponding label f (x) of a new instance x. This machine learning
task, T = fY ; f (x)g is learned from the training data consisting of pairs fxi;yig, where
xi 2 X and yi 2Y . Then, given a source domain Ds and associated learning task T s, the
new target domain is denoted DT with associated learning task T T , where Ds 6= DT , or
T s 6= T T . Transfer learning aims to help improve the learning of the target predictive
function fT (:) in T T using the knowledge in Ds and T s.

From the practical standpoint, this thesis applies transfer learning by using the
feature set and optimal XGBoost and DNN models obtained during the legitimate
signal classi�cation study in Chapter 6 for new problems in interference detection. The
features are the same, but the data on which the features are calculated is different. A
new numerical range and receiver were examined for the GPS signals, which results in
slightly different feature calculations, but the feature descriptions are consistent. The
differences include the numerical range, type of SDR receiver, frequency, and makeup
of the data, which incorporates both signal interactions (mix of two or more signals)
and signals incorporating a single source (satellites). Hence, the distribution of the data
in the domain of this chapter is different from Chapter 6. Similarities exist, speci�cally
in terms of the legitimate ZigBee signal, but the rest of the data and its labeling are
different. As a result, this process can be identi�ed as a domain adaptation.

Domain adaptation [166] is a subcategory of the machine learning concept of trans-
fer learning. The domain adaption scenario arises from learning a well-performing
model from a source data distribution and applying it to a different (but related) target
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data distribution. Hence, the source and target domains have the same feature space
but different data distributions. In contrast, transfer learning includes the cases where
the target domain’s feature space is different from the source feature space or spaces
[167]. Essentially, domain adaptation is the ability to apply an algorithm trained in
one or more �source domains,� Ds, to a different (but related) �target domain,� DT . A
common example is the task of spam �ltering, which consists of adapting a model from
one user (the source distribution, Ds) to a new user who receives signi�cantly different
emails (the target distribution, DT ). A domain shift, or distributional shift, is a change in
the data distribution between an algorithm’s training dataset and a dataset it encounters
when deployed. These domain shifts are common in practical applications of machine
learning, and conventional algorithms often adapt poorly to domain shifts. Here, the
model parameters and features remain consistent but are applied to a full dataset of
newly collected data. The conventional process may not be fully applied. However, the
underlying concept of applying what was learned in one task to a new task is adopted
in this framework development.

Using the above approach, the features and associated optimal machine learning
approaches from the legitimate signal classi�cation in Chapter 6 are leveraged here to
signi�cantly improve the interference detection and classi�cation model development
ef�ciency. This process is valid due to their similar physical natures in the legitimate and
interference induced signal domains. The best single multi-class classi�er approaches
were the XGBoost and DNN methods, where the determined parameters are provided in
Tables 7.1 and 7.2, respectively, where �gamma� corresponds to the name given to the
Python3 XGBoost minimum loss reduction parameter. This approach can be identi�ed
as a form of domain adaptation as the source (legitimate signal classi�cation) and target
(interference detection) have the same feature space but with different distributions due
to the data being analyzed. In this interference detection work, the data is either signal
interactions in the ISM RF band or GPS data received with/without interference at the
L1 center frequency (1.57542 GHz). The developed signal classi�cation models and
associated features achieved high accuracy and, more importantly, generalized well to
unseen data. These results indicated that the models and features could perform well
when determining non-legitimate ZigBee and the type of interference in the received
erroneous samples. As a result, this transfer learning is an appropriate advance of this
work.

7.2.2 Experimental Methodology

The initial experimental methodology arose from the Matlab simulations in Chapter 4,
where the features were extracted from the time domain and the calculated probability
density function (PDF) of the received I/Q samples. These extracted features depended
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Table 7.1: Optimized XGBoost Hyper-parameters

Parameter: Value:
No. Decision Trees 5

Learning Rate 0.8
Max. Tree Depth 10

Min. Child Weight 2
Data Used 95%

Booster gbtree
Column Sub-sampling 75%

Min. Loss Reduction (gamma) 0.5

Table 7.2: Optimized DNN Structure: TensorFlow/Keras

Layer Type Layer Size Activation Function
Input 14 neurons relu

Fully Connected 50 neurons relu
Fully Connected 34 neurons relu
Fully Connected 17 neurons relu

Output No. Classes softmax

on the ideal case, where the PDF and samples have no numerical limitations caused
by hardware restrictions. The simulations cannot model live wireless signals (and as-
sociated environmental interactions) precisely, as wireless channel characteristics such
as, for example, fading levels, obstacles, path losses, spurious interference, etc., are not
modeled. These limitations meant that only the independent ensemble method of Ran-
dom Forest and binary SVM methods were investigated as the smallest deviations from
the norm were detectable. However, this setup was acceptable as the simulations were
only an initial validation of using received I/Q samples to detect interference. The sim-
ulation results in Chapter 4 enabled jamming/interference detection for various regions,
including an unintentional interference or high channel noise region, subtle jamming or
signal collision region and a high impact jamming region. The simulated results moti-
vated live wireless data. However, additional features are required due to the hardware
restrictions (reference voltage and analog-to-digital converter resolution) and operating
environmental conditions. This expansion of the methodology was highlighted in Chap-
ter 6 when developing the ISM band signal classi�cation tool. The additional features
were required to classify signals when the receiver was saturated or when signals used
similar modulation schemes.

The received data in this chapter was collected using an Analog Devices Pluto
SDR and a NESDR SMArTee RTL-SDR dongle, as discussed in Chapter 5. For the
WSN investigation, the I/Q samples are received in the range [-2048:2047] before be-
ing down-converted to the range [-1:+1] to provide features with similar value ranges.
This down-conversion is the normalization approach taken in this study, and this tech-
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nique typically results in higher-performing machine learning models. Here, the Pluto’s
received samples are converted to the range [-1:+1] for consistency with the signal
classi�cation approach in Chapter 6. In contrast, the GPS signal data remain in the
RTL-SDR range of [-128:+127] for an additional examination of the features. The fea-
tures and overall methodology can be further scrutinized by analyzing a second value
range and a second type of receiver. Additionally, the sample sizes are altered for the
GPS data to investigate the proposed methodology further. For the WSN signals, the
analyzed samples remain at 1250 I and Q samples, where this sample size is based on
the smallest received packet in the signal classi�cation study, a Bluetooth Advertising
Channel. However, for the GPS case, a much larger sample size is analyzed, 10230 I
and Q samples. This GPS sample size was based on previous experimentation work
in [41] and due to signi�cantly larger packets being received from the GPS signals
than from the ISM RF band received packets. If the features and developed methodol-
ogy perform well across receivers, value ranges and analyzed sample sizes, the overall
methodology gains an additional generalization metric. This concept can be inferred,
as it would suggest the methodology’s features have an underlying link to each classi-
�ed data instance. Hence, successful results with multiple SDR receivers and numerical
ranges provides the required evidence that the methodology is not dependent on speci�c
hardware or numerical ranges. This result is critical as a methodology (interference di-
agnostic framework) that is independent of the applied hardware and numerical ranges
is much more suitable for practical deployment. Typically, multiple different receivers
and devices are in deployment in an operating environment. Additionally, this transfer
to new data provides further validation of how the developed methodology performs
with unseen data, resulting in model generalization validation.

The resultant fourteen optimal features extracted from the work in Chapter 6 were
low-order and based on sample sizes of 1250 I and Q samples. The PDF calculations
were between [-1.25:1.25] with a bin spacing of 0.05 for the WSN signals and between [-
128:127] with a bin spacing of 1 for the GPS. The GPS signals did not require additional
bins at the edge due to the expected GPS signals being con�ned to the PDF’s middle.
In comparison, the WSN signals were expected to cause saturation and visualization
of the edge bins is bene�cial. In GPS reception, saturation conditions correspond to
jamming, only, while the WSN can be legitimate or jamming conditions. The �nal
feature set in each signal model case included: 1) Number of non-zeros entries in the
calculated PDF, 2) The area in the center bins ([-0.1:0.1] or [126:132]), 3) The area in
the left hand side bins ([< -0.1], [< -126]), 4) Hjorth parameters [20] - Activity (Sample
Variance), 5) Sample Absolute mean value, 6) The sample root-mean-square (RMS)
value, 7) Hjorth parameter - Mobility, 8) Hjorth parameter - Complexity, 9) Shannon
Entropy - using a user-speci�c approach, 10) Matlab’s �approximateEntropy� function,
11) Number of FFT points over a prede�ned threshold, 12) Number of zero Crossings,
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13) Unique function that uses the FFT points to estimate signal bandwidth and 14)
PDF center bin (0) value. The features are numbered as per the associated column in
the feature vector X = fx1;x2; :::;x14g. The slight differences in the WSN and GPS
signals’ calculated features enable examination of how the developed low-order feature
set reacts to different numerical ranges of data, which is an important characteristic to
determine.

As previously discussed in Section 7.2.1, the two optimized multi-class machine
learning approaches that were developed based on these features were the XGBoost
dependent ensemble method and a feedforward fully-connected DNN. The optimal
XGBoost hyperparameters are speci�ed in Table 7.1, while the DNN structure is pro-
vided in Table 7.2. Due to these developed models’ achieved accuracies and ability to
generalize to unseen data, the two approaches are applied here as the base model to
develop the WSN machine learning diagnostic tool for interference detection and classi-
�cation. However, where appropriate optimization opportunities are apparent, they are
investigated to develop the highest performing framework possible from the available
operating environment and associated data. Later in the study, the previously designed
signal classi�cation approach that developed these optimal models will be combined
with the models developed in this chapter to establish a WSN edge device diagnos-
tic framework. SVM models are investigated, based on the simulated study, for high
speed and low complexity detection, enabling jamming classi�cation when jamming is
detected.

This two-stage approach to the overall diagnostic methodology remains consistent
with the insights gained from the simulations. This concept is visualized in Fig. 7.1,
where the received I/Q samples are deconstructed into the set of fourteen features and
passed to the trained classi�cation models. This concept is based on the hypothesis that
I/Q samples are always available to a functioning receiver at the edge. The analysis
focuses on identifying the received samples as a legitimate signal, ZigBee for WSNs
and receiving four or more satellite signals for GPS applications. If an erroneous packet,
or less than four satellites, are received, the samples can be passed to the interference de-
tection algorithm for jamming detection and/or classi�cation. However, this two-stage
approach assumes that the multi-class classi�er has lower interference detection perfor-
mance or a longer average prediction time. This two-stage methodology is examined
in the results section to investigate whether a binary-detection followed by multi-class
classi�cation is better than a single multi-class classi�er. A database of legitimate signal
data and combinations of legitimate signals and jamming signals is required in either
approach. The desired interference diagnostic framework requires high accuracy and
model generalization to unseen data while simultaneously achieving low complexity
through low-order features, fast optimization and prediction times and a computational
requirement that is as small as possible. A machine learning diagnostic tool can be de-
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Figure 7.1: Data �ow diagram representing the developed two model approach which leverages binary
and multi-class classi�ers.

veloped for use on low-power resource-constrained edge devices if these requirements
are achieved. The Raspberry Pi embedded device examination provides an initial inves-
tigation of the developed model’s ful�llment of these requirements. A comparison of
the achieved performance to the literature provides the necessary evidence of required
performance. The developed models must, at least, match the comparable approaches
in the literature.

In this chapter’s results, the training and testing of each model of the desired diagnos-
tic framework uses available Python3 libraries running on an Intel i7-9700 3 GHz CPU.
The development of the DNNs uses Keras and TensorFlow operating on the same CPU
exploiting an Nvidia GeForce RTX 2060 graphical processing unit (GPU) with 6GB
of RAM. An implementation study of a subset of the developed supervised machine
learning algorithms occurs on a Raspberry Pi embedded device with 1 GB of RAM and
a quad-core Broadcom Arm Cortex A53 processor (1.4 GHz). Notably, the achieved re-
sults aim to demonstrate that less complex machine learning approaches can match the
performance of DNNs, but for a small fraction of the required time and resources when
suf�ciently detailed features and potent signal processing are applied. However, a vital
characteristic of the experimental methodology to observe relates to the designed mod-
els. As the data in this study are collected in a typical domestic operating environment
under typical wireless channel �uctuations, the novelty is the designed methodology
and diagnostic framework, rather than the trained and tested machine learning model.
The methodology includes the features, the data requirements, the identi�ed machine
learning approaches, the experimentation across platforms and the exclusive use of I/Q
samples. The framework is the application of the methodology across several use cases
that all affect a wireless edge node’s security.
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7.3 GPS Results

Initially, the focus is applied to GPS signals as their associated low received power
levels, approximately -125dBm, are comparable to signal classi�cation. This concept is
applicable as received GPS signals resemble noise and relatively low powered jammers
can readily block satellite reception. This phenomenon results in GPS interference sig-
nals being classi�able in the presence of noise-like signals, which is consistent with the
approach in Chapter 6. However, in contrast, a relativity simple feature set focused on
the calculated PDF can determine the presence of unwanted signals in GPS applications.
This is due to the expected GPS PDF, which resembles a unimodal peak at the center bin
(0) value. This typical unimodal shape of the GPS signals is provided in Fig. 7.2, where
the PDF becomes distorted (peak lowers, PDF becomes broader and more bimodal)
as the jamming power increases. This approach that focused on the PDF analysis was
successful in a previous study [41], which applied the Random Forest machine learning
method, a low complexity feature set and used data from a subset of available satellites.
This previous study had limitations as the interference signal was not classi�ed and
data from all available satellites was not applied. The GPS data strategy outlined in
Chapter 5 recti�ed the data limitation, as data from all thirty-one satellites in orbit was
collected. This data collection results in the developed model being independent of the
received satellites. The second limitation of interference classi�cation is amendable if
a more advanced feature set is implemented, as the jamming signal can, potentially, be
classi�ed. For this purpose, the previously developed optimal machine learning models
and associated features in Chapter 6 are implemented to investigate whether a GPS
jamming detection and classi�cation approach can be designed. Data was collected
for clean GPS signals (all thirty-one satellites) and GPS signals in the presence of CW
and offset quadrature phase-shift keying (O-QPSK) modulated signals (ZigBee), as
discussed in Chapter 5.

Based on the simulations in Chapter 4, the envisaged GPS interference detection
process is in two stages, a low-complexity linear binary classi�er for detection and a
multi-class classi�cation model for signal classi�cation. The two-stage approach was
the proposed design strategy, as jamming signal classi�cation should only be imple-
mented once interference is detected, to minimize computation on resource-constrained
devices. A linear binary classi�er seems appropriate as the detection is associated with
the PDF changes. Low complexity and minimum response times (prediction and opti-
mization) were the essential design requirements. To validate the developed approach’s
choice, the DNN was designed and compared with less complex SVM and XGBoost
approaches. This work was undertaken due to the current trend in using deep learning
for interference detection and signals classi�cation, as discussed in Chapter 3. This
GPS work expands on the previous study [41] by looking at satellite data across a full
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Figure 7.2: The probability density of the raw received I/Q samples collected under a range of interference
conditions and signals, with the clean case marked and all others being GPS signals in the presence of
increasing levels of jamming power.

24-hour period (31 satellites in total) and classifying the jamming signal. This investiga-
tion also examines if the proposed methodology is transferable across the RF spectrum,
SDR receiver (hardware independent) and numerical value range on which the features
are calculated. Successful results would signify that the features, data requirements (raw
I/Q samples only) and the machine learning approach are compatible across platforms,
signal models and data normalization (numerical range).

The ISM RF band wireless signal classi�cation algorithm, based on received I/Q
samples, is applied to GPS signal data and associated data for jamming scenarios over
wires at 1.57542 GHz. The XGBoost hyperparameters, as per Table 7.1, were applied
and the DNN structure in Table 7.2 was applied with two output neurons for detection
and three neurons for classi�cation (Clean, CW and O-QPSK). GPS signals leverage the
full previously developed scheme as GPS signals resemble noise under typical operating
conditions. The test data can be classi�ed as unseen since the data was collected over
24 hours, where the transmitting satellites are in orbit at a constant velocity, and the
interference signals used several different power levels for the two jamming signal types.
Each received data grab was analyzed for at least forty different time segments, where
both the GPS signals and jamming signals were time-varying. Hence, each data segment
analyzed is a unique set of data points as no speci�c time instance is analyzed more than
once, and the satellites are in constant motion. Thus, the data instances are mutually
distinct. This data analysis meant that the developed models were not dependent on any
speci�c part of the received data outputted from the RTL-SDR dongle. Additionally, as
the data instances were suf�ciently randomized before allocation to either training or
testing, the testing data was unseen during training. The data were randomly allocated
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Table 7.3: GPS Jamming Detection and Classi�cation Results

Model
Training Prediction Accuracy No. No. Test Model

Time Time (%) Errors Points Size
(ms) (kB)
Binary Detection

SVM (RBF) 1067.82 ms 0.118 99.99 1 9808 22
XGBoost 45.85 ms 0.05745 100 0 9808 3

DNN 14719 s 22.4 99.98 2 9808 152
Multi-class Classi�cation

XGBoost 103.72 ms 0.061 99.98 1 9808 11
DNN 15456.67 s 24.82 99.94 6 9808 153

to training and testing in the conventional 80% : 20% split.
The GPS binary jamming detection and multi-class classi�cation results are pro-

vided in Table 7.3. The detection results clearly show that the designed approach can
detect variations from the expected received signal even when Pluto jamming signals
incurred a �-70dB� gain. The Pluto transmission gain increased by 2dB every hour
over the 24 hour period, where the RTL-SDR incurred saturation conditions at the end
of the experiment. At the low jamming levels, a few satellites can still be received.
It was envisaged that the developed SVM would be the initial detector, where the ra-
dial basis function (RBF) was determined to be the optimal kernel. However, the most
accurate overall model was the developed XGBoost (dependent ensemble decision
tree approach), which outperformed the SVM and DNN while simultaneously attain-
ing the fastest training and average prediction times. Hence, a one-stage XGBoost
approach could be implemented for this GPS interference detection problem. Notably,
these models used the optimal parameters of the ISM band signal classi�cation models.
Due to the achieved accuracy and fewer required computational resources compared
to the DNN, it was concluded that this XGBoost model was optimal for this GPS in-
vestigation. The XGBoost models were investigated further by implementing 50-fold
cross-validation for both the binary and multi-class models. The mean accuracy score
of 50 different models was 99.9949% and 99.99489% for the binary and multi-class
models, respectively. The corresponding standard deviation of the 50 different models’
accuracy scores was 0.02496% and 0.02499%, respectively. Both model’s deviation is
very low, meaning that it is unlikely that either model is over�tted.

These GPS results prove that the developed features in Chapter 6 are not con�ned
for use in the 2.4-2.5 GHz RF band, nor do they depend on speci�c hardware or numer-
ical data ranges. This conclusion results from the GPS examination using the fourteen
developed features in the received range of [-127:128], compared to the original range
of [-1:+1]. The developed features provide an underlying description of the received
signal being analyzed and this results in the features being compatible across platforms,
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signal models and data normalization (numerical range). Additionally, the developed,
optimized models being successfully transferred to new data and, subsequently, being
useful for jamming detection and classi�cation in GPS signals signi�es a successful
adoption of a form of transfer learning. Overall, this GPS signal investigation was a
bridging investigation between the previously designed signal classi�cation approach
and the WSN jamming detection and classi�cation. The achieved results suggest that
adopting the approach for use in WSN interference detection is promising. This GPS ex-
ploration proves that the concept of focusing on raw received I/Q samples for low com-
plexity interference detection is a solution that has value, given a suitably descriptive
feature set and optimal model hyperparameters. These GPS data results adds another
layer of evaluation to the developed feature set and interference diagnostic framework
under development.

7.4 WSN Results

The designed GPS approach leverages the signal classi�cation models fully on the
newly collected GPS data with and without interference. WSN signals cannot apply
this approach due to the received power levels, which are much higher in comparison.
This observation is why the simulation study in Chapter 4 was critical, as it provided
essential contributions to the development of the WSN interference detection strategy.
The simulations both consider the ideal scenario, which neglects hardware restrictions,
and identify the data needed for jamming identi�cation and classi�cation. The simula-
tion results speci�ed that the data needs to be a combination of legitimate and jamming
signals to accurately train the interference detection model and identify the differences
between error-free and jammed operation. The applicable multi-class machine learn-
ing model was identi�ed to be the independent ensemble approach of Random Forest.
These simulations require features from the calculated PDF and time-domain analy-
sis of the I/Q samples to identify interference. However, in Chapter 6, the addition
of frequency domain features and the use of dependent ensemble approaches, namely
XGBoost, were determined to be more optimal when analyzing over-the-air wireless
transmissions. Consequently, as the methodology aims to achieve high performance
on the available data while maximizing the probability of generalizing well to unseen
data, the learnings from Chapter 6 are employed to increase the prospect of successful
interference detection and classi�cation in live over-the-air wireless signals.

Additionally, the simulation results in Chapter 4 established the detection method-
ology as a two-phase detection process. This process is visualized in Fig. 7.1 and
implements a data pipeline approach. The �rst distinct model’s output is used to de-
cide whether the second multi-class model is applied to the input signal. This approach
saves time and energy as the binary classi�cation model is implemented initially when
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a packet is received with an error and used to activate the multi-class classi�er, as re-
quired. Based on the simulation results, the hypothesis is that binary detection incurs a
quicker prediction time, on average, than the multi-class approach.

In this section, the fourteen previously developed and extracted features in Chapter
6 are explored to determine whether an existing ISM band signal classi�cation scheme
applies to a new data distribution of signal interactions. For the WSN jamming detection
and classi�cation study, several different investigations, using the fourteen features and
optimized models mentioned above, are implemented. These different studies aimed
to develop an interference diagnostic framework for edge devices that can operate
under several conditions. Furthermore, by focusing on the same features for multiple
models and classi�cation, the overall diagnostic strategy’s complexity is reduced. In the
subsequent model development investigations, low complexity and minimized response
times (prediction and optimization) are the essential design requirements. As a result,
where optimizations can be made over the parameters in Tables 7.1 and 7.2, the lower
complexity XGBoost approach will be examined.

The following results (and implementation study) demonstrate the developed diag-
nostic framework and feature set’s usefulness. The collected data is split into training
and testing, which allows an estimate of the error rate on new cases, known as the gen-
eralization error (or out-of-sample error), to be found. The data was of a suf�cient size
that using the entire training set for model development incurred limited time penalties.
The work included the �ve steps mentioned below, which will be investigated separately
before being combined into an overall edge device interference diagnostic tool.

� Legitimate node classi�cation (Radio Classi�cation).

� Legitimate XBee node vs. non-legitimate SDR classi�cation, where both signals
have the same spectral image (Fig. 7.3).

� Arti�cial jamming of legitimate XBee node data.

� SDR transmitted ZigBee live wireless jamming.

� Live subtle CW jamming of commercial XBee nodes.

7.4.1 Legitimate Node Classi�cation

The �rst concept investigated was whether the fourteen features and associated models
could identify individual commercial nodes (radio identi�cation), DIGI XBee nodes in
this study. This classi�cation would enable the identi�cation of a malicious commer-
cial node transmitting data in the network. Each XBee node transmitted SenseHat (see
Chapter 5) data and associated acknowledgement packets. Data was received using a
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Figure 7.3: A Tektronix DPX image [35], which is a digital signal processing software that rasterizes
samples into pixel information, of the customized SDR and commercially transmitted ZigBee signal.

Pluto SDR and analyzed using the fourteen features on the down-converted data range
[-1:+1]. Since the fourteen features were designed to identify legitimate ZigBee trans-
missions, the results provided in Table 7.4 are as expected. The DNN and XGBoost
models are compared here as this is a multi-class classi�cation, where a single model is
desirable. The original model for the XGBoost outperforms the DNN, and optimizing
the DNN would increase the training, optimizing and prediction times, along with the
overall model complexity. As a result, the optimum XGBoost model was determined
to use 500 decision tree estimators, a learning rate of 0.4, a maximum tree depth of
20, a minimum child weight of 1, used 95% of available data per tree, used the �gb-
tree� booster, sub-sampled 90% of the feature columns and applied a minimum loss
reduction of 0. This optimal model only achieved a 5.74% reduction in the model error.
This error reduction is smaller when a 50 Fold cross-validation is applied where the
optimal approach achieves 71.4988% accuracy compared to 66.8211% when using the
parameters as per Table 7.1. The confusion matrix for this approach is provided in Fig.
7.4 (a) where the classi�er �lls every classi�cation possibility. These features cannot
develop a radio classi�cation model. However, the results suggest that legitimate radios
as a group may be classi�ed, as the results indicate the fourteen features do characterize
the commercial nodes together.

As the individual XBee radios could not be identi�ed with suf�cient accuracy, the
next phase aims at classifying legitimate (XBee device) and non-legitimate (SDR)
nodes. This method involved using data from �ve individual XBee nodes which trans-
mitted SenseHat data and network operation signals, such as, for example, acknowledge-
ments, and SDR ZigBee transmissions using SenseHat and random data. By visualizing
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Table 7.4: XBee Node Classi�cation Results

Training Prediction Accuracy K Fold K Fold K Fold
Time Time (%) CV Acc. Std.

(ms) (%) (%)
XBee Node Identi�cation - 627 Test Points

XGBoost 43.88 ms 0.064 66.67 50 66.82 7.91
DNN 909.27 s 23.17 55.66 5 53.05 1.765

XGBoost 1600.61 ms 0.216 72.4 50 71.49 5.53(Optimal)
Legitimate ZigBee Signal - 1518 Test Points

SVM (RBF) 1162.16 ms 0.143 96.9 50 97.8 1.15
XGBoost 477.38 ms 0.098 98.35 50 98.07 1.183

DNN 1778.24 s 27.54 95.52 5 95.45 0.77
XGBoost 210.44 ms 0.09 99.60 50 99.31 0.708(Optimal)
XGBoost 36.9 ms 0.057 99.54 50 98.996 1.03(Sub-optimal)
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Figure 7.4: The Confusion Matrices for the optimal XGBoost approach for (a) The XBee Node radio
identi�cation, where the predictors 0-4 correspond to a speci�c XBee node and (b) The Legitimate
ZigBee Signal Identi�cation, where predictor 0 is the XBee Signals and 1 is the SDR ZigBee signals.
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Table 7.5: IEEE 802.15.4 PHY Frame Layout

Synchronization PHY Header PHY Service Data Unit
Header (SHR) (PHR) (PSDU)

Preamble SFD Length Payload FCS
4 Bytes 1 Byte 1 Byte 0-125 Bytes 2 Bytes

the RF spectrum using the Tektronix RTSA, these transmissions can be compared. The
SDR transmitted (non-legitimate) ZigBee signals have the same spectral visualization
as the commercial (legitimate) ZigBee signals. The DPX visualization validates this
observation in Fig. 7.3 and the SDR achieves this performance by implementing the
ZigBee protocol and deploying the ZigBee frame (Table 7.5). As a result, both signals
apply similar packet structures and modulation schemes, which results in compara-
ble spectral shapes, but the SDR devices are not explicitly designed for WSN ZigBee
operation. Being able to identify explicit ZigBee radio devices from software con�g-
urable radios is advantageous from a security perspective. As observed in Fig. 7.3, the
spectrum alone is insuf�cient to identify outlier radio devices, resulting in a need for
identi�cation upon reception.

The fourteen features for WSN signal classi�cation are applied to investigate the
development of a diagnostic tool on edge devices for implementing malicious node
identi�cation. The classi�cation results are provided in Table 7.4, where the SVM, DNN
and XGBoost models are compared. The XGBoost model, using the parameters in Table
7.1, outperformed the DNN and SVM, where the RBF kernel was determined to be the
optimal approach. As the XGBoost achieved the best accuracy, a further investigation
was implemented to examine if the error could be reduced. The optimum XGBoost
model was determined to use 200 decision tree estimators, a learning rate of 0.6, a
maximum tree depth of 5, a minimum child weight of 1, used 75% of available data per
tree, used the �gbtree� booster, sub-sampled 75% of the feature columns and applied
a minimum loss reduction of 0. However, the complexity can be reduced signi�cantly
by applying 25 decision tree estimators, a learning rate of 0.7, a maximum tree depth
of 10, a minimum child weight of 1, used 50% of available data per tree, used the
�gbtree� booster, sub-sampled 90% of the feature columns and applied a minimum
loss reduction of 0.5. The model’s overall complexity is reduced by implementing this
set of parameters, and the resultant accuracy penalty is approximately 0:06%. These
results show that the SDR can be identi�ed, with relatively low error, from amongst
the commercial XBee nodes as a malicious external node. These results are visualized
in the confusion matrix for the optimal classi�er (200 decision trees) in Fig. 7.4 (b).
Using the positive result as an SDR transmission, the optimal classi�er incurs two false
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Figure 7.5: A comparison between received samples from a ZigBee signal transmitted from an XBee
device and a SDR.

positives and four false negatives. These results indicate a sensitivity of 0.993 and a
speci�city of 0.998, which means that the classi�er can correctly detect non-legitimate
signals and reject legitimate ZigBee signals. For the sub-optimal classi�er (25 decision
trees), the false-positive rate increased by one, meaning that the classi�er can correctly
detect non-legitimate signals.

However, if the received samples are visualized, a critical characteristic for inter-
ference detection becomes apparent. Both the commercial ZigBee and SDR ZigBee
signals portray similar properties, as shown in Fig. 7.5, and spectral shape (Fig. 7.3).
As a result, to overcome network failure under jamming, these SDR ZigBee signals
can be used to examine the jamming and ZigBee signal interactions in live over-the-air
transmissions to gain the required insights for commercial ZigBee signals. Addition-
ally, it suggests that a matched signal attack could be detected and classi�ed, as it is
envisaged that matched interference attacks would be implemented using a type of
SDR. Furthermore, as this feature set identi�es the small deviations between the SDR
samples and XBee samples, it suggests that subtle interference can be detected. This
use of SDR samples will be useful in later sections, especially when applied with XBee
samples.

7.4.2 Arti�cial Jamming Scenario

Before investigating the live signal jamming scenarios using the SDRs to continuously
transmit ZigBee signals without the need to be connected to a network, an �Arti�cial�
jamming approach was developed. Previously collected over-the-air I/Q samples for
XBee ZigBee, WiFi, CW and SDR ZigBee signals were utilized to jam the legitimate
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ZigBee data in software. This arti�cial jamming technique randomized the previously
collected XBee data and added another previously collected signal to the received Zig-
Bee I/Q samples segment. This addition occurred in software as the received 1250 I
and Q samples of each signal type were added as array additions. This method utilized
the data samples collected in Chapter 6 to investigate the data distributions associated
with signal interactions. These signals included CW, WiFi and SDR transmitted Zig-
Bee data acting as a matched interference signal. All of the data was collected through
over-the-air live experiments in a typical operating ISM RF band environment where
the number of connected devices, demand and services in operation can all change. The
Pluto receiver’s maximum values were maintained by limiting all �jammed� samples
to the region of [-2048:2047] or [-1:+1] when down-converted. Each signal’s I and Q
samples are stored as two single row vectors, each containing 1250 columns. When the
data is randomized, the pair of I and Q vectors corresponding to the XBee signals are
added to I and Q vectors of a different signal acting as interference. This approach repli-
cates the interaction of two signals, both collected under typical operating conditions.
It provides an initial insight into the usefulness of applying the features and models in
Tables 7.1 and 7.2 to WSN interference detection.

The investigation results are provided in Table 7.6, where each investigated model
performs well for the jamming detection and classi�cation. In terms of jamming de-
tection, as simulation results indicated, the SVM approach using the RBF kernel is
the optimal model for both performance and complexity. However, the difference in
performance between the SVM, XGBoost and DNN models is minimal. The XGBoost
provides the quickest average prediction time, but overall the SVM is the optimal ap-
proach in terms of the trade-off between performance and implementation times. The
DNN slightly outperforms the XGBoost model for jamming signal classi�cation. How-
ever, the XGBoost model was investigated for a more optimal approach to determine
if the lower complexity XGBoost could achieve the same results as the DNN for this
classi�cation problem. The examination produced the optimal XGBoost as using 25
decision tree estimators, a learning rate of 0.7, a maximum tree depth of 10, a minimum
child weight of 1, used 95% of available data per tree, used the �gbtree� booster, sub-
sampled 90% of the feature columns and applied a minimum loss reduction of 1. This
optimal XGBoost outperforms the developed DNN and produces the results for reduced
computation and time requirements, which is critical for edge device operation. These
results indicate that the fourteen features should be applicable to jamming detection in
live experimentation, and the classi�er’s confusion matrix is speci�ed in Fig. 7.6. The
results of the confusion matrix indicate that only one WiFi interfered signal is misclas-
si�ed as matched interference. However, the classi�er performs perfect classi�cation
between non-jammed and jammed conditions. Additionally, as this arti�cial jamming
examination utilizes the original fourteen features, their usefulness is validated further.
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The features have been adapted to WSN jamming detection when they were initially
developed for legitimate signal classi�cation, consisting of a different data distribution.

Table 7.6: Arti�cial Jamming Results

Training Prediction Accuracy K Fold K Fold K Fold
Time Time (%) CV Acc. Std.

(ms) (%) (%)
Jamming Detection - 2224 Test Points

SVM (RBF) 359.04 ms 0.125 99.96 50 99.83 0.28
XGBoost 478.72 ms 0.0785 99.91 50 99.73 0.341

DNN 2269.19 s 22.14 99.87 5 99.76 0.1146
Jamming Signal Classi�cation - 2224 Test Points

XGBoost 253.3 ms 0.06 99.595 50 99.62 0.567
DNN 2320.94 s 22.22 99.73 5 99.6177 0.1566

XGBoost 689.3 ms 0.088 99.96 50 99.72 0.4093(Optimal)
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Figure 7.6: The Confusion Matrix for the optimal XGBoost approach for the Arti�cial Jamming Signal
Classi�cation where the predictors are (0) ZigBee XBee, (1) CW Jammed, (2) WiFi Jammed and (3)
Matched Signal Interference.

This arti�cial jamming scenario was crucial as it provided additional evidence that
the designed feature set could be applied to WSN jamming detection and classi�cation.
Furthermore, it evaluated the required data outlined in the simulation study and pro-
vided a glimpse into what the signal interactions would resemble in live experiments. In
contrast to the two-stage approach indicated by the simulations, this arti�cial jamming
study suggests that a single multi-class model (Table 7.1) can be implemented without
incurring a loss of performance. Simultaneously, the single XGBoost model achieves
a faster prediction time than the binary SVM detection and any two-stage approach.
These results indicate that the fourteen features outperform the original simulation fea-
tures even with hardware restrictions, potentially discovering the real-world differences
that were a simulation limitation. Notably, these results do motivate live over-the-air
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experimentation and outline expected types of signal interactions (Fig. 7.7 (a)). Finally,
this �arti�cial� jamming is justi�ed as the signal data are not collected simultaneously,
so the sample interactions are random. As a result, this approach imitates the random
signal interactions in over-the-air transmissions, where different packet segments can in-
teract, over time, with different jamming signals. This procedure is mainly investigating
reactive high power jamming, where the legitimate signal is sensed before transmitting a
jamming signal. Hence, the signals get the opportunity to interact before being received.
It also examined constant jammers where the legitimate signal has enough power to
transmit through the interference but is received with errors. Additionally, this arti�cial
jamming mimics the scenario of signal coexistence, whether malicious or unintentional.
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Figure 7.7: An example of a ZigBee signal interacting with a CW Jamming signal for (a) The arti�cial
jamming approach involving XBee signals and (b) The live SDR ZigBee and CW jamming investigation.
Both approaches indicate a similar interaction of the ZigBee signal and each case includes a CW trend.
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7.4.3 SDR Jamming Scenario

As the arti�cial jamming allowed high-powered jamming to be examined and indicated
successful model development, a live over-the-air approach was warranted. Enough
power in the jamming signal disrupts legitimate ZigBee network operation and causes
a denial of service. This phenomenon occurs for reactive, which only jams once a
legitimate signal is detected in the channel, constant, deceptive, random and intelligent
jamming approaches. As a result, an ef�cient method for the continuous transmission
of signals that neglected the presence of jamming was required to gain access to the
required data of O-QPSK (ZigBee) transmissions interacting with other signals. This
method, as mentioned in Chapter 5, utilized SDRs to transmit the required ZigBee signal
structure. Even though the SDR and XBee ZigBee signals can be distinguished from
one another, this investigation allows for an initial insight into how the O-QPSK signals
interact with jamming signals in a live operating environment. The SDR jamming
results followed what was discovered during the �arti�cial� jamming investigation. The
similarities are visualized by examining an example of received I-data due to the ZigBee
(O-QPSK) signal interacting with a CW interference transmission. This visualization
is provided in Fig. 7.7, where Fig. 7.7 (a) speci�es the arti�cial situation and Fig.
7.7 (b) visualizes the live SDR investigation. These results indicate that the XBee
ZigBee/jamming signal interactions in the arti�cial scenario mirror the interactions
observed in the live over-the-air SDR ZigBee/jamming signal interactions, but at higher
jamming powers. This indication validates investigating SDR transmissions and it can
be hypothesized with suf�cient con�dence that the XBee over-the-air interactions would
correlate well with this SDR method.

The collected data included SDR transmitted signals with no jamming signal and in
the presence of CW and matched signal interference. The SDR jamming signal power
gains varied from -55 dB to -34 dB on the Pluto SDR, where the CN0417 power ampli-
�er provided an additional 20 dB gain to the Pluto output (approximately). The power
ampli�er was implemented to mimic typical scenarios where a power ampli�er would
be necessary to attack a suf�ciently large network area. Using a power ampli�er for the
relatively low power signals here provides data that would mimic the process of being
transmitted through a power ampli�er. These signal powers were suf�cient to cause
signal interactions while not being so high as to block all transmissions in a typical
network or to completely saturate the receiver with the interference signal. As a result,
this examination occupies the subtle and low-power jamming region, which is more
dif�cult to detect than the high impact jamming that blocks all signals due to the power
levels in operation. If no packets are being received, the legitimate signal classi�cation
approach developed in Chapter 6 can be implemented to detect the interference (domi-
nant) signal in the channel, even if the receiver is saturated. For this investigation, clean
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SDR ZigBee data is used as the �Good ZigBee� data since the results would be skewed
if XBee data were used, due to the previous SDR/XBee ZigBee classi�cation results.

The need for a new model was validated by using the previously developed ISM
band signal classi�cation model on the collected data. This model was trained with
SDR and XBee ZigBee instances. Nearly all of the SDR jammed data was classi�ed as
ZigBee due to subtle jamming being implemented and the signal classi�cation being
built upon distinct signals. This observation further validated the need for a classi�er
based on signal interactions, as it incurs a different data distribution. As a result, this
SDR approach provides the most ef�cient solution. The collected SDR data is randomly
assigned to training and testing in the ratio of 80% : 20%, respectively, and is labeled as
either clean, CW or matched interference data. As the data is collected as per Chapter
5, the SDR receives all data on the required channel during data collection. All of the
data collected during the various jamming scenarios was labeled as jammed. However,
some instances may be mislabeled as the Pluto jammer stops transmitting brie�y when
changing gain or frequency values. As a result, some instances may not include jam-
ming or only include some relatively small jamming power that results in the received
signal being error-free. However, this examination provides suf�cient evidence that
the developed features and models can detect jamming signals and generalize to new
data. As the data is collected over time in a live wireless operating environment, each
collected signal is unique. Each signal is divided into three segments for analysis and
then randomly assigned to training or testing. The overall process results in the testing
data being distant from (�unseen�) the training data, due to each data segment’s unique
timestamps and interactions.

The results are speci�ed in Table 7.7 for both jamming detection and classi�cation.
In contrast to the arti�cial jamming study, the XGBoost model achieved the highest
accuracy of 97:57%. As a result, it was investigated to determine if a more optimal
approach existed. The optimum XGBoost model for binary jamming detection uses 25
decision tree estimators, a learning rate of 0.2, a maximum tree depth of 20, a minimum
child weight of 1, used 95% of available data per tree, uses the �gbtree� booster, sub-
sampled 90% of the feature columns and applied a minimum loss reduction of 5. There
was a trade-off for this optimal XGBoost model as a slightly more accurate (0.054%)
model uses 250 decision trees, but the 25 decision tree approach was chosen for its
lower complexity. A similar trend was discovered in the jamming classi�cation since,
of the two original models, the XGBoost outperformed the DNN and a more optimum
approach existed. The optimal XGBoost setup for jamming classi�cation (Clean, CW
or matched interference) uses 25 decision tree estimators, a learning rate of 0.2, a
maximum tree depth of 20, a minimum child weight of 1, used 95% of available data per
tree, used the �gbtree� booster, sub-sampled 90% of the feature columns and applied a
minimum loss reduction of 0. A slightly more accurate model (0.05%) uses 50 decision
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Table 7.7: Over-the-air SDR Jamming Results

Training Prediction Accuracy K Fold K Fold K Fold
Time Time (%) CV Acc. Std.

(ms) (%) (%)
Jamming Detection - 1852 Test Points

SVM (RBF) 1817.24 ms 0.145 95.68 50 95.42 1.56
XGBoost 488.78 ms 0.062 97.57 50 96.52 1.406

DNN 2784.2 s 23.5 96.38 5 95.005 0.594
XGBoost 1046.22 ms 0.0743 99.03 50 97.65 1.42(Optimal-250)
XGBoost 93.749 ms 0.0705 98.97 50 97.46 1.32(Optimal-25)

Jamming Signal Classi�cation - 1852 Test Points
XGBoost 39.89 ms 0.0495 95.57 50 95.25 1.817

DNN 2619.56 s 22.22 95.03 5 92.97 0.917
XGBoost 481.71 ms 0.054 97.52 50 96.637 1.44(Optimal)

trees, but to keep the approach less complex, the 25 trees were chosen. The resulting
confusion matrices for the binary and multi-class SDR classi�ers are provided in Fig.
7.8 (a) and Fig. 7.8 (b), respectively. Both classi�ers exhibit high performance in terms
of identifying the presence of interference (positive case) and rejecting legitimate clean
signals (negative case).

7.4.4 Commercial Jamming Scenario

This study’s �nal interference detection aspect is the achievable low power CW jam-
ming in an active ZigBee network consisting of XBee nodes. The data collected in
this approach is sparse and inef�cient as the network reacts to the jamming signals.
The choice of CW jamming is as a result of the simulations (in Chapter 4) predicting
this jamming approach to be less effective than matched interference. This interference
method results in a higher chance of collecting the necessary data using the SDR. An
example of the collected data on the received I-channel, labelled as a CW interference
signal interaction, is shown in Fig. 7.9, which indicates a similar trend to the arti�cial
and SDR jamming approaches in Fig. 7.7. This data strategy resulted in received Zig-
Bee signals that incurred a CW interaction. As the number of packets received at the
receiver was tracked (on the Raspberry Pi), it was known that some legitimate signals
were being transmitted. Those legitimate I-Data segments followed the previously col-
lected legitimate signal classi�cation data in Chapter 6. This approach contrasts with
the SDR approach, as there was no packet monitoring during that investigation. The
legitimate ZigBee packets are received as the SDR jammer brie�y stops transmitting
due to the Matlab functions being used. As a result, the CW interactions were iden-
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Figure 7.8: The Confusion Matrices for the optimal XGBoost approach for (a) The SDR ZigBee Jamming
detection where the predictors are (0) ZigBee Clean, (1) Jammed and (b) The SDR ZigBee Jamming
Classi�cation where the predictors are (0) ZigBee Clean, (1) CW Jammed, and (2) Matched ZigBee
Interference.

ti�able using the methods discussed in Chapter 5. A set of CW jammed XBee data
was collected and used to develop a machine learning classi�er based entirely on XBee
data. This CW jammed XBee collected data was also used as testing data for the model
designed using SDR ZigBee data in Section 7.4.3. The previously collected XBee data
in Section 7.4.1 was employed as the legitimate ZigBee data, while an additional test
data set was collected as �unseen� data. The CW jammed XBee data was split between
training and testing in the ratio of 80% : 20%, respectively.

The XBee models’ results are speci�ed in Table 7.8, where the optimal determined
XGBoost model uses 200 decision tree classi�ers. However, an approach that uses
only �ve decision trees produces a less complex design and only suffers from a 0.1%
accuracy drop. As a result, the optimal hyperparameters use �ve decision tree estimators,
a learning rate of 0.9, a maximum tree depth of 10, a minimum child weight of 5, 95%
of available data per tree, the �gbtree� booster, sub-sample 90% of the feature columns
and apply a minimum loss reduction of 0. The resulting confusion matrix that achieves
98.2% accuracy is speci�ed in Fig. 7.10. Using the case that a positive result (�1�)
indicates a CW jammed reception, the classi�er’s sensitivity is 0.978 and the speci�city
is 0.9865. These model results prove that the developed classi�er has high performance
in detecting jamming and rejecting legitimate ZigBee signals.

The SDR based jamming and unjammed XBee ZigBee data were used to train a new
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Figure 7.9: An example of a ZigBee signal interacting with a CW Jamming signal for the live XBee
ZigBee and CW jamming investigation, which incurs a similar interaction to that observed during the
arti�cial and SDR jamming situations.

Table 7.8: Over-the-air XBee CW Jamming Results

Training Prediction Accuracy K Fold K Fold K Fold
Time Time (%) CV Acc. Std.

(ms) (%) (%)
XBee Jamming Detection - 1237 Test Points

SVM (linear) 829.88 ms 0.132 93.93 50 90.6413 3.00
XGBoost 199.43 ms 0.06 94.9 50 96.544 1.70

DNN 17788.88 s 22.275 93.16 5 91.77 1.45
XGBoost 205.42 ms 0.07 98.2 50 96.625 1.572(Optimal)

XGBoost model, which was tested using only unjammed XBee and XBee CW jammed
data. This model investigated whether the SDR jammed data could detect interference
in the XBee data. The optimal XGBoost hyperparameters achieved an accuracy of
90.62%. These parameters included �ve decision tree estimators, a learning rate of 0.4,
a maximum tree depth of 5, a minimum child weight of 1, 50% of available data per tree,
the �gbtree� booster, sub-sample 10% of the feature columns and apply a minimum loss
reduction of 5. This result indicates the usefulness of the SDR data, which can be classi-
�ed amongst XBee nodes, and the accuracy can be improved with more subtle jamming
data, which resembles more closely the XBee CW data. All of the available XBee and
SDR ZigBee data were used to train and test another XGBoost model. This method ex-
amined if the SDR data’s presence reduced the detection accuracy and if the SDR data
can be applied as additional data for continuous jamming signals that deny services
and block transmission in ZigBee networks. This approach would enable acquiring
data for reactive jamming scenarios. An XGBoost model consisting of 25 decision tree
classi�ers produced an accuracy of 98.34%. The optimal XGBoost hyperparameters
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Figure 7.10: The confusion matrix for the optimal XGBoost approach for XBee CW Jamming Detection
where the predictors are (0) ZigBee XBee and (1) CW Jammed.

included twenty-�ve decision tree estimators, a learning rate of 0.4, a maximum tree
depth of 20, a minimum child weight of 2, 95% of available data per tree, the �gbtree�
booster, sub-sample 75% of the feature columns and apply a minimum loss reduction
of 0.5. This model incurred a training time of 329.11 ms and an average prediction time
of 0.067 ms. The associated confusion matrix is supplied in Fig. 7.11, which indicates
that the classi�er performs well when all data is included. These results validate fo-
cusing on SDRs for a more ef�cient WSN jamming signal investigation. Additionally,
the result indicates that the SDR approach, where higher powered jamming data and
different jamming signals can be implemented, enhances WSN jamming detection and
classi�cation diagnostic tools once available commercial ZigBee (XBee) data is also
employed. This insight means more ef�cient model development is achievable without
loss of accuracy.
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Figure 7.11: The confusion matrix for the optimal XGBoost approach for Jamming Detection model
which includes all collected SDR and XBee data where the predictors are (0) ZigBee XBee and (1)
ZigBee Jammed.
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7.4.5 Embedded Implementation

A subset of the developed supervised machine learning algorithms was implemented
on a Raspberry Pi embedded device, introduced in Chapter 5, with 1 GB of RAM and
a quad-core Broadcom Arm Cortex A53 processor (1.4 GHz). This Raspberry Pi uti-
lization is the initial implementation step required to achieve edge device operation.
The Raspberry Pi can run python code and all required machine learning libraries for
XGBoost. The data for training and testing the models were stored on the Raspberry
Pi device. The jamming detection and classi�cation results for the arti�cial jamming
and SDR over-the-air scenarios, along with the XBee CW jamming detection, were
investigated. The optimal XGBoost models were applied in each case. The results are
provided in Table 7.9, where, for each model, similar accuracy was achieved, where
any differences resulted from the available multi-threading on the different devices. In
computer science, multi-threading is a CPU’s ability (or a single core in a multi-core
processor) to provide multiple threads of execution concurrently. The results in all cases
provide an average greater than 98%, which matches the comparative literature. The
training and average prediction times incurred substantial increases. These increases in
training and prediction times would be much more considerable for a DNN, but, gen-
erally, training times are not a concern as it can be recti�ed by training and optimizing
the model on a much more advanced machine. Only the optimally trained model must
be uploaded and used on the lightweight embedded device, but the prediction time and
required computational resources are important factors. A few ms differences can be
signi�cant factors for real-time decisions, and lightweight models are needed for the
resource-constrained devices, where energy usage needs to be optimum. The Raspberry
Pi was chosen as it is an example of how low-cost hardware has advanced over the
past decade, or so. As we look to the future, it is not unreasonable to suggest that edge
devices will have similar speci�cations.

Implementing machine learning at the edge on resource-constrained devices is fea-
sible due to advances in hardware, like the Raspberry Pi development over the past ten
years or so, and low numeric approaches for machine learning. In terms of the Rasp-
berry Pi, wireless edge nodes containing similar hardware speci�cations as the Pi seems
to be an appropriate vision for future IoT and WSN applications. As a result, the frame-
work design was not limited by the design of current low-cost edge nodes. This concept
is further developed by the work in [168], where customizable hardware architectures,
such as �eld-programmable gate arrays (FPGAs), provide opportunities for data width
speci�c computation by implementing unique logic con�gurations. As a result, highly
optimized processing, which is unattainable by full precision networks, is achieved via
low-numeric approaches. The techniques gained from such low numeric experimen-
tation will enable machine learning at the edge. Low precision networks, which suit
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Table 7.9: Raspberry Pi XGBoost Model Results

Training
Time (ms)

Prediction
Time (ms)

Accuracy
(%)

Arti�cial Jamming Detection

939.82 12.92 99.78

Arti�cial Jamming Classi�cation

16831.39 14.52 99.69

SDR Jamming Detection

1569.59 0.789 98.596

SDR Jamming Classi�cation

5163.98 0.791 97.08

XBee CW Jamming Detection

157.03 0.85 97.99

computationally constrained devices, typically incur a classi�cation accuracy penalty.
However, this can be recovered through increased computation [168]. As a result, this
study and the developed diagnostic framework is a feasible solution for WSN applica-
tions and wireless GPS edge devices. However, future work is required to fully convert
the framework to low-power embedded systems. If Python capability is available, the
models can be implemented as proved by the Raspberry Pi implementation.

7.5 Discussion: Interference Diagnostic Framework

The models developed in this chapter provide suf�cient evidence that the developed
low-order features and machine learning model structures are applicable for WSN Zig-
Bee jamming detection and classi�cation. The evidence is provided through examining
the problem in terms of an arti�cial jamming study, a SDR ZigBee transmission study,
a commercial ZigBee transmission study and a study combining the SDR and com-
mercial transmissions. The developed models were tested on a Raspberry Pi device
and achieved similar performance. This result, combined with the GPS investigation,
proves that the developed I/Q samples based methodology can be applied across dif-
ferent implementation platforms, SDR receivers, numerical ranges, signal models and
frequencies. Therefore, an underlying description of the received signals is evident
in the developed low-order features, which is exploited across the developed models.
These features are novel as they are low-order and apply unique uses of Hjorth param-
eters, the FFT and entropy functions. The interference detection models, on average,
require a larger number of decision trees compared to the legitimate signal classi�cation
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study. Typically, the number of trees increased from �ve to 25 decision trees, where the
performance matched the developed DNNs, but incurred a smaller average prediction
and training time. Additionally, the two-model approach, suggested by the simulations
in Chapter 4, proved not to be the optimal approach. A single multi-class XGBoost
classi�er is the optimal model determined in this thesis.

The previously developed signal classi�cation model can be combined with the
jamming detection and classi�cation models to create an overall low-complexity WSN
edge device interference diagnostic framework. Notably, the entire framework is based
on data that is always available to a functioning receiver, its received I/Q samples.
The required implementation algorithm for the edge node is provided in Algorithm 1.
This algorithm outlines when each of the designed models should be implemented and
why using the same fourteen features in each developed algorithm is crucial for the
diagnostic framework’s overall design. Each model can use the same fourteen features
as input, and so it minimizes, to an extent, the computation required at the edge. This
algorithm and the developed machine learning diagnostic tools achieve low complexity
solutions to edge device diagnostic challenges in WSN applications. For one set of
feature calculations, several different decisions can be investigated, depending on the
signal reception. For example, if no legitimate packets’ signals are being received, the
signal classi�cation model can be implemented to detect the channel’s dominant signal.
In contrast, if packets are received with errors, the interference detection algorithm can
be implemented and, subsequently, the classi�cation algorithm, if required. Finally, if
a legitimate packet is received, the legitimate node classi�cation model will determine
if a commercial node transmitted the packet or not.

This developed framework is relevant as each designed machine learning model
achieves similar, if not better, accuracy to the approaches introduced in Chapter 3. For
example, the collaborative packet rate analysis system in [105] achieves jamming de-
tection accuracy of over 97% and the chip sequence error pattern approach in [64]
achieves accuracies of over 96% for all signals analyzed and an average of 98.29%. In
[97], where raw I/Q samples are the main focus, the highest accuracy achieved for the
designed signal classi�cation approaches is up to 98%, using convolutional neural net-
works and only 88% when applying decision tree methods. As a result, the framework
developed in this thesis uses a less complex methodology, has several applications, is
transferable across the RF spectrum, signal models, implementation devices, numerical
ranges and receivers, while achieving accuracy comparable to the literature. The novelty
surrounds using data continuously available to a functioning receiver and low-order fea-
tures to develop low complexity yet high-performance machine learning models. The
developed fourteen features and associated low complexity models achieve equivalent
accuracy, and generalization error results, as the developed fully connected deep neu-
ral networks, but for a small fraction of the computation requirements and in a vastly
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Algorithm 1: Edge Node Diagnostic Routine
Data: Received I/Q Samples
if Packet Received without errors then

Run Legitimate Node Classi�cation;
if Node is legitimate then

Continue;
else

Malicious Signal;
end

end
if Packet received with errors then

Implement Jamming Detection Model;
if Jamming Detected then

Run Jamming Classi�cation;
else

Continue;
end

end
if No Packets Received then

Run ISM band channel/Signal classi�cation model;
else

Other Fault;
end

reduced timescale. This designed diagnostic framework for interference detection en-
hances WSN edge devices’ security and provides multiple detection scenarios, critical
for an overall secure wireless system.

Overall, this chapter, through a GPS investigation and several ZigBee over-the-
air data examinations, has provided suf�cient evidence that the developed low order
features, and associated models, can detect and classify interference in WSN and GPS
applications. The low-order feature set based entirely on analyzing received I/Q samples
is novel, and several models can use the same feature set as an input to develop a
diagnostic strategy. More data is required to realize the potential of the developed
framework fully. However, for a typical domestic environment, this study’s results have
demonstrated the designed methods’ effectiveness. The methodology differs from the
literature by only requiring access to raw received I/Q samples and focusing on decision
tree approaches. This procedure permits independent device decisions as no channel
assumptions, network-level information or spectral images are required. Despite the
trend to use deep learning approaches, as discussed in Chapter 3, this thesis employed
potent data analysis and signal processing to prove that traditional techniques effectively
facilitate parsimonious interference detection and classi�cation.
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7.6 Discussion: Low-Complexity

This thesis focused on developing a low-complexity solution for interference detection
and classi�cation on wireless edge devices. To date, the work in this chapter has proved
that the developed low-order features and machine learning model structures have devel-
oped widely deployable decision support systems for intelligent interference detection
for WSN and GPS signals. The overall designed interference diagnostic framework in-
volves legitimate node classi�cation and interference detection and classi�cation solely
using data that is always available to a functioning receiver, its received I/Q samples.
This discussion section brings together the different strands on computational complex-
ity and highlights how the work presented in this thesis achieves the low complexity
aspect of the research. Low-complexity is warranted to reduce the operational costs of
future intelligent devices [97] and is achieved in this thesis by solely using I/Q sam-
ples, using non-deep learning machine learning algorithms and developing low-order
features (compared to the related literature).

The sole use of I/Q samples results in wireless edge devices being able to make
independent decisions by utilizing low-level data to make typical higher-level decisions.
This is crucial in modern applications due to increasing heterogeneity in wireless com-
munications, often sharing the same spectrum band, resulting in a need for devices to
sense the environment and make intelligent decisions [97]. Classic WSN interference
detection approaches typically analyze the RSSI and different forms of packet rates
[44], which would require edge devices to be aware of network operation and use re-
sources to determine the necessary network data. The process designed in this thesis
allows the edge device to neglect network-level data, high-order features, received sig-
nal strength indicator (RSSI) samples and image-based spectrograms and to avoid the
requirement to buffer known patterns or previous receptions. The developed approach
alleviates some of the complexity in terms of accessing data, as the only data required
is always available to a functioning receiver.

Deep learning methods have dramatically improved the state-of-the-art in several
application areas [88], where the successful results typically leverage deep learning’s
ability to automatically learn complex features from large input datasets. This method
is a data-driven approach and training such data-driven deep networks on large volumes
of data typically requires appropriate computational resources and extensive time, both
of which are rarely found in deployed communication systems [95]. For example, the
chosen DNN in this chapter required the use of Keras on an NVIDIA GeForce RTX
2060 with 6 GB of RAM, where 5.9 GB of RAM was utilized across the testing. To
analyze the model complexity, the model training time and average prediction time
were used as measures of complexity throughout this thesis. It is clear from the results
of Chapters 6 and 7 that the main �nding surrounding the training and prediction times
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is that they are much lower for the supervised traditional machine learning approaches.
The average training time for the deep learning approach is orders of magnitude larger
than the other adopted machine learning algorithms. For example, in Table 7.8, the
DNN training time is 17788.88 s and the optimal XGBoost training time is 205.42
ms, while the same trend is seen in Table 7.7, as the training times for the DNN and
optimal XGBoost are 2618.56 s and 481.71 ms, respectively. The same trend is seen
across the results in this thesis and when analyzing the average prediction times, as the
DNN typically requires 10’s of milliseconds, while the XGBoost requires a fraction
of that time (typically 10’s of microseconds). Using these measures of complexity, to
adapt the developed framework to new wireless environments, the traditional non-deep
learning machine learning approaches are optimal and less complex to achieve, due to
the reduced training and prediction times. The smaller average training and prediction
times result in more ef�cient and faster optimization times, which enables a more
ef�cient and less complex adaption to new environments. Additionally, as shown in the
GPS results (Table 7.3), the model sizes are larger for the deep learning approaches,
which can be an issue for resource-constrained devices.

When discussing resource-contained devices, the complexity can be expanded to
include the fast adaption to embedded devices that do not have access to large levels
of resources. This was investigated through an implementation study of a subset of the
developed supervised machine learning algorithms on a Raspberry Pi embedded device
with 1 GB of RAM and a quad-core Broadcom Arm Cortex A53 processor (1.4 GHz)
(see Section 7.4.5). The Raspberry Pi results were compared to the results on a Desktop
running an Intel i7-9700 3 GHz CPU with 16 GB of RAM, where both devices leveraged
available Python3 libraries. The supervised non-deep learning approaches were ported
to the embedded devices quickly and similar accuracy to the desktop implementation
was achieved, where any differences resulted from the available multi-threading on the
different devices. As a result, it is clear that parameter optimization for the non-deep
learning approaches for both a new environment or device is orders of magnitudes
faster and incurs a lower level of complexity, which pairs well with deployed wireless
communication systems where extensive computational resources and time are rarely
found [95]. Notably, the achieved results demonstrate that the less complex machine
learning approaches can match the performance of DNNs, but for a small fraction of the
required time and resources. As this thesis focused on developing a methodology rather
than a speci�c model, faster optimization times are critical for applying the developed
methodology in various operating environments.

The �nal aspect of low-complexity operation surrounds the development of the
novel low-order statistical feature-set. The concise novel feature set is based on time-
domain, frequency-domain and spatial analysis of the received I/Q samples collected
from an active wireless environment that is typically changeable. When compared to the
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related literature, as discussed in Chapter 3, it contrasts with the typical use of high-order
statistics [81] and/or cumulants [82, 83, 84], where the high order is, generally, beyond
4th-order. The developed features utilize low-order functions, as discussed in Chapter 6,
which can easily be ported between programming languages, as shown by the available
libraries in Python that correspond to Matlab functions and in Section 7.4.5. As the
features are all extracted from the I/Q data and normalized to the range [-1:+1] for the
WSN investigation, the implementation supports low complexity operation through low
numerical operations. The lack of spectral images, received signal strength indicator
samples, high-order cumulants, network data, buffering known patterns and/or received
signals and transforms other than the FFT also support a lower complexity compared
to the literature. In terms of the FFT, low-complexity approaches exist and can be
implemented on a compiled programming language such as, for example, C++, using
low-complexity approaches, such as Kiss FFT, to ensure low-complexity operation of
the transform. Evidently, through the different aspects discussed in this section, it is
clear how the work presented in this thesis achieves the low complexity aspect of the
research.

7.7 Conclusion

This chapter employed low-order features extracted entirely from received I/Q samples
to develop a WSN interference diagnostic framework for resource-constrained edge de-
vices. The Matlab Monte Carlo simulations provided in Chapter 4 motivated employing
I/Q samples to detect interference in ZigBee signals. The required data for interference
detection was ZigBee and jamming signal interactions. SDRs, XBee commercial Zig-
Bee nodes and Raspberry Pi embedded devices were employed in hardware testbeds to
facilitate access to the required live over-the-air signals. Both WSN ZigBee and GPS
signals were investigated using a Pluto SDR as the jamming device, transmitting both
CW and matched ZigBee (O-QPSK in the GPS case) interference.

The previously designed low-order feature set and optimal XGBoost and DNN ar-
chitectures from the signal classi�cation study in Chapter 6 were leveraged in this
jamming detection and classi�cation study. This procedure was a form of transfer learn-
ing and was applied to increase the ef�ciency of developing the interference diagnostic
framework. The XGBoost algorithm outperformed, or matched, the DNN in each case,
for a small fraction of the required time and computational resources. This insight
proved that traditional feature-based methods are still �t for purpose, particularly for
low complexity solutions, and achieve high performance when potent data analysis and
novel descriptive features are applied. Typically, the number of decision trees increased
from �ve to 25 for the interference detection model, compared to the legitimate signal
classi�cation approaches. The performance of the XGBoost classi�ers matched the
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developed DNNs, but incurred a smaller average prediction and training time. Addition-
ally, the two-model approach, suggested by the simulations in Chapter 4, proved not to
be the optimal approach. A single multi-class XGBoost classi�er is the optimal model
determined in this thesis.

The framework development included applying the low-order features and associ-
ated design methodology to various interference situations. Initially, GPS interference
detection and classi�cation were investigated using a different SDR receiver (RTL-
SDR), numerical range and operating frequency. For WSNs, accurate XGBoost models
were developed for legitimate XBee node vs. non-legitimate SDR classi�cation, arti-
�cial jamming of legitimate XBee node data, SDR transmitted ZigBee live wireless
jamming and live subtle CW jamming of commercial XBee nodes. The designed models
were combined to develop an edge device low complexity, low-order WSN interference
diagnostic framework, which is the thesis’s main contribution. The framework provides
multiple detection scenarios, using the same features in each case, and enables inde-
pendent decisions on edge devices as no network-level data, channel assumptions or
spectral images are required. This novel framework has low complexity, high accuracy
(� 98%) and fast optimization and prediction times, critical for real-time edge device
operation.

The overall results indicate that the developed methodology, which includes the
low-order features, the data requirements, the identi�ed machine learning approaches,
the experimentation across platforms and the exclusive use of I/Q samples, along with
the developed framework, has the potential for real-world adoption. The GPS and WSN
investigations combine to demonstrate that the developed machine learning method-
ology is applicable across different SDR receivers, numerical ranges, signal models
and frequencies. The Raspberry Pi implementation provided the evidence for cross-
platform operation. These results culminated in the development of a novel low com-
plexity widely deployable machine learning diagnostic tools for wireless edge devices,
focusing on interference detection and classi�cation.
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Chapter 8

Conclusions and Future Work

This thesis’s primary aim was to improve security on resource-constrained wireless
edge devices by only using data consistently available to a functioning receiver. The
research focused on interference attacks as wireless networks are still inherently sus-
ceptible to external interference. As wireless communications and the Internet of Things
penetrate every aspect of modern society and become deployed in safety-critical appli-
cations, this work’s importance intensi�es. This concept is further enhanced by society
becoming dependent on wireless communications, such as remote patient health moni-
toring and location services. This chapter summarizes what was achieved in this thesis
regarding the main contributions to the �eld and re-iterates the work’s novelty. Fur-
thermore, along with the overall conclusion, some potential limitations of the work
are discussed. Although a fully working methodology on an embedded system was pre-
sented in this thesis, there are areas in which further research might yield improvements
to the overall design and potential real-word adoption.

8.1 Concluding Summary and Contributions

This thesis’s central research question focused on determining if received in-phase (I)
and quadrature-phase (Q) samples could be utilized to improve security on resource-
constrained wireless edge devices. This thesis’s main contribution is utilizing low-level
I/Q data to formulate a low-order feature set to make typical higher-level decisions
using supervised, fundamental machine learning approaches. This procedure enabled
the development of low complexity, widely deployable decision support systems for in-
telligent interference detection on wireless edge devices implementing wireless sensor
network (WSN) and global positioning system (GPS) signals. The designed interference
diagnostic framework involves developing legitimate signal/channel classi�ers and de-
tecting and classifying both malicious and unintentional interference on wireless edge
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nodes. These tools permit decentralized edge device decision-making, like implement-
ing appropriate security and transmitting mechanisms and reducing retransmissions and
energy usage. The aim is for edge nodes to react to the operating environment’s in�u-
ence on the received legitimate signal and to extract high-level interference information
from low-level received samples. This section will brie�y summarize Chapters 2-7
and outline the associated contributions, where the four main objectives, introduced in
Chapter 1, were accomplished across the chapters. These summaries will demonstrate
through practical implementations that I/Q samples can indeed be used to improve
wireless edge device security.

Chapter 2 introduced the application area for this thesis as WSNs, which have become
an integral part of modern technology and can bene�t from location and time measure-
ments through the application of GPS signals. Analyzing received GPS signal samples
provides a feasibility study examining the transferability of this thesis’s work to a dif-
ferent application, area of the radio frequency (RF) spectrum and hardware receiver.
ZigBee was identi�ed as the chosen WSN protocol as it is the de-facto standard for
WSNs. An extensive overview of security was provided using four pillars; vulnera-
bilities, requirements, attacks and defenses. Furthermore, as the number of innovative
solutions requiring a WSN deployment diversi�es and incorporates safety-critical ap-
plications, attacker incentive increases. The more critical the application, the higher the
probability of sensitive data being transmitted and attacks incurring a higher takeaway.
The security analysis concluded that due to the ever-present threat of jamming attacks
and its effectiveness not being limited to WSNs, this thesis focuses on improving secu-
rity by enabling edge devices to implement interference diagnostic tools. These tools
have to detect interference when packets are received with errors and when no packets
can be received, while also characterizing the intrusion and distinguishing between
intentional and unintentional interference.

Chapter 3 speci�ed an overview of the current technical methods for the three pri-
mary topics addressed here. This thesis contributes to wireless signal classi�cation
methods, interference detection in wireless communications networks, namely WSNs,
and the exclusive use of raw I/Q samples. It was shown that this thesis’s work differ-
entiates itself from the literature by exploring a novel investigation concentrated on
exclusively using raw I/Q samples and low-cost open-source hardware and software
for wireless operating environment analysis. The literature motivated the choice of
jamming in Chapter 2. Jamming attacks are uncomplicated to develop and deploy due
to wireless channels’ open nature, threats can only be thwarted at the physical layer,
and effective anti-jamming strategies for real-world wireless networks remain limited.
The more modern subtle jamming approaches are more dif�cult to detect as traditional
packet analysis may require long analysis periods before detection, received power lev-
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els will be relatively unchanged and the RF spectrum can be as expected, visually. This
overview outlined that focusing on low-order statistical features extracted from received
samples differs from the signal classi�cation literature and interference detection by
neglecting network-level data, high-order features, received signal strength indicator
(RSSI) samples and image-based spectrograms. In contrast to previous interference
detection work, only the designed, optimized machine learning model is required on
the device, and both malicious and unintentional interference can be classi�ed. Other
approaches require the reception of a �clean� packet or speci�c patterns for compar-
ison. This chapter’s information ensured this thesis’s novelty and enabled selecting
suitable techniques, where feature-based machine learning approaches were identi�ed
as optimal.

Chapter 4 focused on an extensive Matlab-based simulation investigation using re-
ceived I/Q samples for interference detection in WSNs (ZigBee signals). Subtle and
crude jamming attacks were examined by implementing continuous-wave (CW), matched
signal, WiFi and thermal noise interference. Features were extracted from the calculated
PDF and time-domain analysis of the I/Q samples, which incurred no numerical limi-
tations caused by hardware restrictions. Enough differentiation between error-free and
erroneous samples existed to warrant an evaluation using a supervised machine learn-
ing classi�er. This chapter introduced the machine learning concepts of Support Vector
Machines (SVMs), Random Forest and this thesis’s applied classi�er performance met-
rics. These simulations concluded that both jamming detection and signal classi�cation
were achievable using features extracted exclusively from I/Q samples and intelligent
classi�ers. The required data is ZigBee and jamming signal interactions. These simula-
tions implemented a smaller feature set than the hardware experimentation due to the
lack of hardware restrictions. As a result of this chapter’s work, live wirelessly received
I/Q data is required as the simulation results provided suf�cient evidence to warrant
a hardware investigation. The developed models produced near-ideal binary detection
classi�ers (� 0% error) and� 95% accuracy for the multi-class classi�ers that detected
and classi�ed the interference signal.

Chapter 5 discussed the utilized hardware components and associated developed data
strategies for obtaining the required I/Q data from a typical domestic operating wireless
environment. Each hardware experimentation approach utilized Raspberry Pi embedded
devices and software-de�ned radios (SDRs) to produce low-cost, high-performance
testbeds and data collection approaches. As the interference detection approach requires
data encompassing signal interactions (penetration testing), XBee ZigBee commercial
devices were set up in the presence of subtle jamming from a Matlab-controlled SDR.
Higher-powered jamming approaches were achieved by exclusively using SDRs to
provide continuous data transmissions. The Analog Devices Pluto SDR is exploited
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for the industrial, scienti�c and medical (ISM) RF band signal experimentation, while
the NESDR SMArTee RTL-SDR was applied for GPS signal analysis. In all ZigBee
transmissions (XBee and SDR), live environmentally sensed data is transmitted using
the Raspberry Pi SenseHat add-on board. This chapter discussed how the received data
was processed as part of the data strategy before feature analysis. The hardware and
data strategies described in this chapter, and the associated applications, produced the
required data to develop legitimate signal classi�cation, WSN and GPS interference
detection and classi�cation and legitimate node classi�cation models.

Chapter 6 dealt exclusively with using raw received I/Q samples to develop an opti-
mal set of fourteen low-order statistical features for typical WSN and ISM RF band
wireless signal classi�cation. This thesis analyzed noise (typical channel conditions),
WiFi (IEEE 802.11), Bluetooth Advertising (IEEE 802.15.1), CW and ZigBee (IEEE
802.15.4) signals. These signals were transmitted from commercial devices and SDRs,
where applicable. Features were extracted from the time-domain, frequency-domain
and spatial analysis of the received I/Q samples. The frequency-domain analysis fo-
cused on the raw data produced by the fast Fourier transform. The feature set differs
from previous approaches due to low-order statistics and novel uses of Fast Fourier
Transform (FFT) samples and Hjorth parameters. This chapter also introduced the pri-
mary machine learning concepts applied in the over-the-air data experimentation. Vali-
dation of the extracted novel feature set was obtained by developing several machine
learning classi�ers including Random Forest, SVMs, K Nearest Neighbors, XGBoost
and a fully connected deep neural network (DNN). Test data included unseen data that
was used to examine how the developed models generalized to new data. The optimal
approach was an XGBoost/SVM adaption, which achieved an error of 0:527%, where
the binary SVM classi�er was developed to reduce the error if an IEEE802.11 sig-
nal was detected. The development of a DNN provided a comparison between deep
learning and supervised traditional approaches. The XGBoost/SVM model achieved
the same accuracy as the DNN but required signi�cantly less computational and time
requirements. This chapter proved that traditional feature-based approaches are still �t
for purpose, particularly for low complexity solutions, and achieve high performance
when potent data analysis and novel descriptive feature sets are applied. A Raspberry Pi
demonstrated that the designed model achieves the same results on a relatively modest
embedded device. These results indicate the usefulness of using received I/Q samples
for operating environment analysis.

Chapter 7 employed the low-order features and optimal machine learning models de-
veloped in Chapter 6 to develop a WSN interference diagnostic framework focused on
resource-constrained edge devices. Both WSN ZigBee and GPS signals were investi-
gated using an SDR as the jamming device, transmitting both CW and matched ZigBee
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interference. The optimal XGBoost and DNN architectures from Chapter 6 were lever-
aged in this jamming detection and classi�cation study as a form of transfer learning
to increase the ef�ciency of developing the interference diagnostic framework. The
XGBoost algorithm outperformed or matched the DNN in each case for a small frac-
tion of the required time and computational resources. This result further validates that
feature-based methods are still �t for purpose, particularly for low complexity solutions,
and can achieve high performance. Typically, the number of decision trees increased
for the interference detection model compared to the legitimate signal classi�ers. Op-
timal XGBoost models were developed for legitimate XBee node vs. non-legitimate
SDR classi�cation, arti�cial jamming of legitimate XBee node data, SDR transmitted
ZigBee live wireless jamming and live subtle CW jamming of commercial XBee nodes.
GPS jamming detection and classi�cation models proved that the framework is trans-
ferable across the RF spectrum, SDR receivers and numerical ranges for received I/Q
samples. The same features were applied in each model development, resulting in the
designed models being combined to develop an edge device low complexity, low order
WSN interference diagnostic framework. The framework provides multiple detection
scenarios, bene�ting from requiring the same features in each case, and enables inde-
pendent decisions on edge devices as no network-level data is required. This novel
designed framework has low complexity, high accuracy (� 98%) and fast optimization
and prediction times, critical for real-time edge device operation. A Raspberry Pi im-
plementation provided evidence for cross-platform operation on a relatively modest
embedded device.

In summary, this thesis has developed and validated a novel low-order feature set based
exclusively on the time-domain, frequency-domain and spatial analysis of received I/Q
samples. To the best of the author’s knowledge, the application of Hjorth parameters
[20] in this thesis is novel and the use of the FFT dynamics produces novel features.
These features are applied in feature-based machine learning classi�ers to improve se-
curity on resource-constrained wireless edge devices, with the bene�t of only requiring
data consistently available to a functioning receiver. Real-world validated intelligent,
novel, low-complexity and widely deployable interference diagnostic tools are devel-
oped. Models are based on hardware experimentation of wireless over-the-air received
samples in a typical domestic operating environment. The developed tools include ISM
RF band signal classi�cation, WSN and GPS interference detection and classi�cation
and classifying between a ZigBee signal from a commercial node and a SDR. The
designed interference diagnostic framework for independent compact wireless devices
can detect interference when packets are received with errors and when no packets are
received, while also differentiating between unintentional and malicious sources. The
contribution is validated and enhanced by successfully implementing the developed
intelligent classi�cation methodology across different, relatively low-cost, open-source
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SDR receivers, numerical ranges, signal models (GPS investigation), frequencies and
implementation platforms (Raspberry Pi embedded examination).

This thesis’s designed methodology includes the low-order features, the data re-
quirements, the identi�ed machine learning approaches, the experimentation across
platforms and the exclusive use of I/Q samples, along with the developed framework
using real-world signals. The overall framework is validated by implementing deep
neural networks and lower complexity, more fundamental, machine learning solutions
using open-source software programs. The developed supervised optimal XGBoost
approach detects and classi�es malicious and unintentional interference with the same
performance as deep learning for a small fraction of the time and resource requirements.
The average achieved accuracy of the developed models is� 98%, when unseen testing
data is applied, demonstrating the framework’s ability to generalize to new data. The
models use the received signal and operating environment interactions to detect subtle
deviations from the expected reception to enable high-level decisions based on low-
level data. As a result, the developed framework contributes to the defense-in-depth
strategy for WSN edge nodes as an additional layer of security has been developed.

8.2 Possible Limitations

This thesis focused on live wireless signals in a typical domestic operating environ-
ment, which contained different signal sources, devices, obstacles and service usage,
incorporates some limiting factors. One such limitation could be the adopted SDR
hardware speci�cations introduced in Chapter 5 and implemented in Chapters 6 and
7. The received samples are heavily linked to the receiver’s analog-to-digital converter
(ADC) resolution and reference voltage performance. A higher resolution would allow
for received signals to be extracted in greater detail from the channel. The reference
voltage, which is the maximum voltage available to the ADC, determines the ADC
conversion ceiling for received analog inputs. Essentially, a higher reference voltage
allows for higher-powered signals to be received before saturation occurs, enabling a
more precise representation of the signal. However, this thesis’s novel feature set has
proven its ability to differentiate between signals when receiver saturation occurs and
has implemented both 12-bit and 8-bit receivers. The features produced accurate results
in both cases and for different numerical ranges. As a result, this hardware limitation
concern can be determined to be resolved.

A further limitation could be attributed to the data collected from a typical domestic
operating wireless environment that is changeable. Although the collected data corre-
sponds to an active environment, the developed intelligent models would be heightened
if data from multiple industrial environments were integrated into this thesis’s dataset.
More data will, typically, produce a model which can generalize to new instances in new
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environments with a reduced error. Hence, this additional data collection would enable a
more general representation of the signals to be established. However, this thesis’s work
provides suf�ciently descriptive features based on time-domain, frequency-domain and
spatial analysis of received I/Q samples. The achieved results compete successfully
with the literature and use a low complexity novel feature set without focusing on spec-
trograms or RSSI samples. This thesis provides suf�cient evidence that the developed
features and models can detect jamming signals, classify received signals and general-
ize to new data. The extensive validation of the developed models provides suf�cient
evidence that the developed features and model structure are useful. The additional data
would enhance what was developed in this thesis.

8.3 Future Work

Several areas of the developed intelligent diagnostic tools for deployment on resource-
contained edge devices can be researched further. This further research might yield
improvements to the overall design, a real-world deployment and application in other
device decisions and signal models.

The initial future work encompasses adapting the developed models and techniques
for deployed low-power embedded edge devices, including power usage optimization
and hardware metrics. The power usage needs to be optimal and not degrade the de-
ployment capabilities, so future work should focus on optimizing the energy usage
corresponding to the feature extraction and model usage. It is envisaged that the de-
signed approach would not operate continuously and, instead, only operate on a speci�c
duty cycle, or when called upon. As we look to the future for the hardware metrics, it
seems reasonable to suggest that edge devices will have similar speci�cations as the
Raspberry Pi device utilized for embedded implementation in Chapters 6 and 7. As a
result, if Python capability is available on the edge nodes, the models can be easily in-
tegrated into the system. Additionally, embedded devices typically utilize C/C++ code,
which can embed a Python interpreter to run Python programs. However, suppose this
embedding process or Python were not available. In that case, the models and feature
extraction methods would need to be modi�ed for the software and code being applied.
As shown in Chapter 4, Matlab code can be successfully translated to Python3, pro-
viding evidence that code translation is possible. This concept expands to integrating
the designed, evaluated approaches into the device operation to make real-time edge
decisions. Further exciting research surrounding the developed diagnostic framework
is customizable hardware architectures, such as �eld-programmable gate arrays (FP-
GAs). This hardware provides opportunities for data width-speci�c computation by
implementing unique logic con�gurations [168]. The techniques gained from such low
numeric experimentation may enable otherwise resource-heavy machine learning at the
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edge without incurring a classi�cation accuracy penalty [168].
To expand the capabilities of the designed interference detection framework, future

work should analyze a more extensive set of potential interference attack styles and col-
lect data on edge devices in different operating environments. As discussed in Section
8.2, additional data is bene�cial to the model development. The different interference
attacks will yield improvements to the overall design by broadening the classi�cation
range. Model and feature optimization can be further explored to see whether more
re�ned approaches can be obtained for resource-constrained edge devices. However, as
the same fourteen features were used for various models and classi�cations in this study,
trade-offs might exist when re�ning the feature set, where similar or better accuracy is
achieved for one approach, while a performance degradation is seen in another. As a
result, due to the multiple uses of the developed low-order feature set, this work’s main
future goals focus on applying the designed interference diagnostic framework to edge
devices in different operating environments under an expanded set of interference sig-
nals. It is envisaged that the machine learning models and features could be optimized
further by focusing on reducing the applied FFT size, if possible.

The �nal potential future research area is the collaborations with other applications.
As discussed in Chapter 3, the standard clear channel assessment technology looks for
a ZigBee signal or compares the received energy against a prede�ned threshold. The de-
veloped signal classi�cation model in Chapter 6 could be integrated into channel access
techniques in the future to provide a more accurate representation of the wireless chan-
nel. This collaboration has bene�ts for operating in environments with high coexistence
levels. Depending on the sensed signal, packets can be transmitted to reduce latency,
or with higher transmission gain, to aid in successful packet delivery. As the signal
classi�er was successfully deployed for legitimate signals in the ISM RF band, the po-
tential exists for broader signal classi�cation. As a result, other wireless protocols can
be investigated to determine if the developed low order feature can identify the signal.
These signals can include, as suggested in [97], Long Term Evolution (LTE) and Dig-
ital Video Broadcasting Terrestrial (DVB-T) protocols. Another potential use-case is
identifying legitimate signals to update interference detection mechanisms operating in
new wireless environments. An interference detection approach is typically developed
based on data that is available to the system designer. This data can be leveraged from
a known dataset, commercial nodes, designed testbed, etc. However, the training data
may be collected from a wireless environment that differs signi�cantly or marginally
from the proposed deployment. Hence, having another approach that can generalize
well and identify speci�c legitimate signals can leverage available con�dence scores to
adapt an interference detection model to new operating environments.
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Appendix A

Research Awards

In Chapter 1, the list of publications arising from this thesis was introduced. Three
of the published conference papers received awards and the associated certi�cates are
supplied in this section. The award winning papers were as follows:

� �Identifying Distinct Features based on Received Samples for Interference Detec-
tion in Wireless Sensor Network Edge Devices� received the �Most Outstanding
WTS 2020 Paper Submitted and Presented� award at the 2020 IEEE sponsored
Wireless Telecommunications Symposium (WTS).

� �Detecting Interference in Wireless Sensor Network Received Samples: A Ma-
chine Learning Approach� received an �Outstanding Student Paper Award� at
the IEEE 6th World Forum on Internet of Things (WF-IoT 2020).

� �Investigating Supervised Machine Learning Techniques for Channel Identi�ca-
tion in Wireless Sensor Network� received the �Best Student Paper� award at the
IEEE sponsored 31st Irish Signals and Systems Conference.
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The 31st Irish Signals and Systems Conference Prize
for

Best Student Paper
is awarded to

George D. O Mahony, Dr. Philip Harris & Dr. Colin Murphy
for their paper titled:

Investigating Supervised Machine Learning Techniques for Channel 
Identification in Wireless Sensor Network

____________________
Dr.Eoghan Furey (LYIT),
ISSC2020GeneralChair

____________________
Juanita Blue (ERNACT),
ISSC2020Co-Chair
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