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Abstract
Machine learning (ML) techniques show promise in malware de-
fense for the Internet of Things (IoT), but are vulnerable to tailored
adversarial attacks. Moving Target Defense (MTD) is a security
strategy that actively raises the cost to the attacker of a potential
attack by changing the target’s characteristics, preventing attackers
from profiling the target. In this work we explore the potential for
using MTD for IoT malware detection. Applying MTD to protect
ML malware detection involves continuously changing the mal-
ware classification models, defeating attempts to profile the models.
We research the state-of-the-art literature that uses an MTD-style
strategy to increase ML model security. We identify two techniques:
‘Naive MTD’, which cycles between static models, and ‘Full MTD’,
which refreshes models at runtime and is therefore more effective.
Focusing on the studies in the ML literature that use Full MTD for
adversarial robustness, we examine their approach, assessing fea-
tures such as discard policy, decision-making and model updating
schedule. We make a number of recommendations on development
of a Full MTD strategy for ML IoT malware detection.
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1 Introduction
IoT devices in commercial environments frequently reside on net-
works, and may be protected by anti-malware applications based
on ML. However, ML models, once deployed, are vulnerable to
adversarial attack, where malware is specially tailored to avoid
detection. Techniques to counter such attacks include forcing the
model to use more information in decision-making [50], certifying
robustness [13], and using defensive distillation [33] or processing
model inputs before training [53] to reduce perturbation sensitivity.
Many such defenses have been shown to have vulnerabilities, and
are insufficient on their own to protect ML-based systems [6].

A promising complimentary strategy is to accept that no de-
fense is perfect, and use the cybersecurity technique of MTD to
keep the defender’s characteristics fluid. Individual IoT devices are
sometimes obtained, studied and profiled by an attacker. Profiles of
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malware defense ML models obtained in this way can be leveraged
to craft tailored malware designed to defeat the identical models
on all similar devices. Using MTD to constantly change decision
boundaries makes such attacks challenging [43].

In this paper we reviewed the literature on the use of MTD in
ML domains. Based on that review, we identified two types of MTD:
‘Naive MTD’ and ‘Full MTD’.Naive MTD cycles between detection
models at runtime to prevent model profiling by attackers. However,
the pool of detection models is static. Sophisticated attackers may
eventually profile them all, and craft malware to defeat them. Full
MTD periodically generates new detection models at runtime to
refresh the pool. This is a more robust defense because hacked
model profiles are invalidated when the pool is refreshed. In IoT, it
can be used to ensure all devices run different models. We identified
state-of-the-art (SOTA) Full MTD works and evaluated them in
detail, listing key takeaways for future work protecting malware
detection models in IoT environments.

There is little related work that surveys MTD for ML, and we
found none focused solely on malware detection. Zhang et al. sur-
veyed the use of artificial intelligence (AI) in MTD, and the use of
MTD in AI-driven networks [56]. They touched briefly on malware
but did not explore MTD in the malware space. Rashid and Such ran
experiments to assess the effectiveness of several Naive and Full
MTD tools designed to counter adversarial attack [36]. Focusing on
the ‘original’ paper for each tool, they missed the opportunity to
assess much-improved designs [42]. Their analysis did not include
recent work in the malware domain [58].

The contributions of this paper are as follows:
• Identifies two types of MTD for ML: Naive and Full
• Examines SOTA Full MTD papers in the ML space
• Explores current MTD for IoT
• Identifies key takeaways for IoT malware detection MTD

The rest of the paper is organized as follows. Section 2 describes
the background for IoT, adversarial attack and robustness, andMTD.
Section 3 presents the SOTA literature using MTD for adversarial
robustness. Section 4 discusses lessons learned, identifying key
takeaways for leveraging MTD to enhance ML defenses for IoT.

2 Background
2.1 Securing the Internet of Things (IoT)
The term IoT encapsulates the proliferation of peripheral devices
on the modern Internet. Such devices have been leveraged en masse
via malware, for example the Mozi botnet, to conduct distributed
denial-of-service (DOS) attacks on high-profile targets [48]. IoT
malware could also be deployed for other purposes, such as dis-
abling power grids by infecting high-power devices [41]. Due to
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inbuilt constraints (power, size, throughput, etc.), IoT devices are
often less capable of defending themselves against intrusions than
conventional computers [17]. The fusion of user and kernel space
on some devices further complicates this process.

The first line of defense against IoT threats is a robust perimeter.
Several works have proposed network monitoring strategies to
restrict unauthorized communications to and from devices [38]. Un-
fortunately, simple allowlists that explicitly encode authorized com-
munication endpoints can inhibit IoT devices’ functionality [20].

Proposed solutions to making IoT devices more secure by default
include guaranteeing control flow integrity [14] and sandboxing
untrusted processes [57]. Software can be deployed on the device
to block anomalous actions or verify a device’s integrity, for exam-
ple by identifying potential malware infections based on patterns
in shellcode activity [24]. For smaller devices, these techniques
may not be feasible. Lightweight ‘roots of trust’ can check soft-
ware state and verify run-time integrity [2], and projects such as
ACFA [7] attempt to make them robust to infection. Anomaly de-
tection [37] attempts to detect malicious activity masquerading as
benign behaviour. Protocols have been developed to quarantine
and eventually reclaim infected devices, and the first step is to iden-
tify such devices [44]. Following identification, devices are usually
rebooted to restore their integrity [21].

Many works have proposed techniques to detect IoT malware
using ML [55]. Active challenges faced in this domain include en-
suring that models can run on small IoT devices [29], and detecting
adversarial examples [15], which is discussed in the next section.

2.2 Adversarial Attack
‘Adversarial examples’ are inputs carefully crafted to fool an ML
model [46]. A small, preferably imperceptible, perturbation is added
to an input to cause its misclassification. A targeted attack produces
an example that is classified (incorrectly) as a member of a spe-
cific class. An untargeted attack gives an incorrect classification.
Early examples found the perturbation with minimal distortion that
changed the classifier’s prediction [46]. Later work simplified the
optimization process, breaking most existing defenses (C&W) [6].

The Fast Gradient Sign Method (FGSM) optimizes to find the
perturbationwithmaximal impact [16]. Its many variants are ‘white-
box’ attacks requiring unfettered access to the target model’s gra-
dients. ‘Black-box’ attackers have limited feedback. If the target
model’s training data is available, a surrogate model can be trained
and white-box adversarial examples generated. These often transfer
to the target model [32]. The tendency of attacks to transfer across
models is known as ‘transferability’. Other black-box attacks take
advantage of the model’s confidence scores [9], or other observable
features [8].

Unlike images, which may sustain changes without visible effect,
malware is easily broken. Any adversarial malware generation at-
tack must select a perturbation set [23] of functionality-preserving
modifications that will not stop a piece of malware from running
and completing its task. Early techniques were simple, for example
adding ‘no-op’ API-calls [18], or injecting adversarial payloads at
the end of files [22]. Recent more sophisticated techniques include
rewiring control flow graphs [25]. After a perturbation set is de-
fined, the attacker can apply a variety of optimization methods

to produce the example. Due to the large, discrete nature of the
malware perturbation space, gradient-free optimization methods
such as Monte Carlo tree search [25] are commonly selected.

2.3 Adversarial Defense
Adversarial examples expose brittle decision boundaries in modern
ML models, sparking a wide-ranging search for adversarial robust-
ness: reduced susceptibility to adversarial examples. Techniques
include Adversarial Training (AT) [28], purification defenses such
as Feature Squeezing [53], baking robustness directly into the model
[26], and certified defenses that establish adversarial robustness
guarantees under specific threat models [52]. Another approach is
to use an ensemble of models to spread risk: if models err differently,
a unanimous or majority vote resists single-model attacks.

All have disadvantages. For example, stronger robustness guar-
antees usually mean higher compute cost or looser accuracy guaran-
tees, while AT can be expensive depending on how the adversarial
inputs are crafted and furthermore, typically reduces the classifier’s
natural accuracy [47]. AT can backfire in low-data regimes when
it latches onto ‘robust but useless features’ [12]. Ensembling inde-
pendently trained, vulnerable models often yields limited improve-
ments in robustness due to the general transferability of adversarial
examples [32], although ensembling can be more effective if the
constituents of the ensemble are highly diverse [10].

These techniques have all been applied with success to the mal-
ware space. Adversarial training has been used to enhance malware
classifiers that learn from handcrafted, tabular feature sets [3] as
well as raw-byte classifiers that learn directly from executables [27].

2.4 MTD
TheMTD cybersecurity strategy continuously and unpredictably al-
ters an attack surface, increasing uncertainty and complexity for ad-
versaries [51], invalidating meticulously-gathered intelligence, and
significantly elevating the costs and resources required to mount
successful attacks [30]. When used to defend IoT ML systems as de-
scribed in this work, MTD entails Shuffling [11]: the randomization
or dynamic rearrangement of system configurations and resources.
The ML model configurations used at runtime are varied to confuse
attackers. This may be done by selecting from a static, unchanging
pool of models via a strategy such as game theory [35] (Naive MTD).
Alternatively, new models may be generated at runtime, with old
models completely discarded [4, 42, 43, 58] (Full MTD).

3 MTD for Adversarial Robustness
Adversarial attack relies on model profiling to identify useful attack
strategies. MTD is ideally suited to counter this technique and
provide ML malware detectors with adversarial robustness. MTD
is also ideally suited to IoT defense. IoT developers face many
challenges which make securing devices difficult [5]. Unlike well-
defended systems residing in a back-end infrastructure, IoT devices
may be out in the field where they can be captured by adversaries
for profiling, or may be commercial devices that can be purchased
and reverse engineered. For this threat model, varying malware
detection per device means that compromising the detection model
on one device does not compromise all others.
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Figure 1: Building adversarially robust MTD models. Com-
mon steps are labelled in blue. Full v. naive MTD steps are in
purple. Only Full MTD approaches include a refresh step.

3.1 Characterising MTD for Adversarial
Robustness

Based on our analysis of SOTA research, in this work we identify
two types of MTD for adversarial robustness: Naive MTD and Full
MTD. The training and decision-making process for adversarially
robust models using MTD can be seen in Figure 1. Naive MTD
approaches do not include the refresh stage.

Naive MTD solutions select from a static pool of models.

They include all the variations of ensemble-style defense where the
overall pool of models remains unchanged. Scheduling algorithms
or heuristics are used to select between these static ML models
[1, 19, 34, 40]. An example is Stratdef, a framework that allows
the defender to make choices at every stage to tailor the range of
models and the probability that each will be used [35]. In Stratdef,
groups of models are selected for the expected ‘threat model’, a
concept that here comprises attacker strength and attack intensity.
Since deployment is expensive, live Stratdef instances are likely to
run in environments that are expected to have a maximum-stress
‘strong attacker, high intensity’ threat model. A detailed analysis
of how Stratdef assigns models at runtime is available in Appendix
A of our online supplementary material [39]. It shows that in some
configurations of the ‘strong attacker, high intensity’ setting, one
model has a 0.985507 probability of being deployed at detection
time, and there is only one alternative model. In other words, in
one of its most likely deployment scenarios Stratdef will use one
single model more than 98% of the time. For the remaining 1.5% of
the time, it will only use one other model.

Although usually the number of active models is greater than
two, all Naive MTD defenses cycle between static models which
are never replaced. Sophisticated attacks can defeat the individual
static models comprised in ensembles over time [54]. Therefore, we
do not consider Naive MTD to be sufficiently robust to defend IoT
malware detectors. It is not examined further in this paper.

Full MTD solutions automatically build and deploy newmodels
periodically at runtime.

This minimizes the impact of ML model profiling. Refreshing fre-
quently with entirely new models each time provides diversity to
the MTD process and invalidates previous profiling. This study
identifies and evaluates SOTA Full MTD research.

3.2 Method
We undertook a SOTA literature review along PRISMA review
guidelines [31]. MTD is a term that is used primarily in the security
domain, and might not be familiar to ML researchers. Therefore,
we focused on the question ‘What can we find on retraining of ML
models for the purpose of defeating adversarial attacks?’. Three re-
searchers searched relevant databases for conference and journal
papers, and did forward and backward citation searching of iden-
tified papers. A review process diagram is in Appendix C of the
supplementary material [39]. From 122 papers of interest, we found
only four papers using the Full MTD approach, regenerating and
replacing models at runtime. They are listed in Table 1. Three are
in the image domain [4, 42, 43], with one malware detector [58].
We discuss each of these papers in this section. There is a detailed
description of the datasets they used in Appendix B [39].

3.3 Studies Using Full MTD
3.3.1 Morphence. Morphence [4] usesMTD to reduce anML image
classifier’s vulnerability. An initial clean basemodel is trained on the
dataset. As can be seen in Table 1, a variable number (n) of student
models are then perturbed with random perturbations sampled
from the Laplace distribution, and retrained. The intuition is that
due to the differing perturbations the decision boundaries will vary
between the students. However, if all n models used the same data
for retraining they would be likely to re-converge. A unique dataset
per model is required. Due to data scarcity, unique datasets are
generated by applying distinct randomly-chosen transformations
(such as rotation) to the original dataset.

To increase adversarial robustness, a subset p<n of the models is
then given adversarial training. This leaves (n-p) models trained on
clean data, which should ensure there is no decrease in effective-
ness in classification of clean data. (Adversarially-trained models
normally lose accuracy on clean data.)

All models are trained to the required accuracy (see Table 2). At
runtime, all n models classify each input. The ‘scheduler’ selects
the classification with the highest confidence. The intuition is that
models trained only on clean data (n-p) will have highest confidence
for clean images, while adversarially-trained models (p<n) will have
highest confidence for adversarial images.

AfterQmax queries have been received, all nmodels are replaced
by a new set of n models. This supplies the MTD component of
the defense. Model replacement is intended to foil attackers who
are repeatedly querying models in order to build profiles of them.
New models are built in the background to replace those that are
being profiled. Since n models must be available at replacement
time, replacement frequency is dependent on Qmax, query time (t),
model generation time, and n.

Results: Considerable testing was done to compare full Mor-
phence to one or more models with and without transformations,
adversarial training, and MTD. The researchers found that Mor-
phence improved detection of adversarial attack on bothMNIST and
CIFAR, with little (<1%) adverse effect on classification of clean data.
In addition, Morphence limited the success of repeating successful
attacks, due to the MTD component.

The researchers determined that the value of the hyperparameter
𝜆, which controlled the noise level of the Laplace distribution used
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Table 1: Overview of Papers Using State-of-the-Art MTD for Adversarial Robustness

Paper Adversary Initial training data
source

Labelling strategy Model(s) Initial training

Morphence [4]
Amich et al.
2021

Adversarial
attack on
computer
vision

MNIST, CIFAR-10,
per-model data
augmentations (e.g.
rotations, translations)

Uses the datasets’
ground-truth class
labels

MNIST: six-layer CNN trained via
standard supervised learning.
CIFAR-10: VGG-16 architecture,
trained via supervised SGD.

Base model trained on clean data. n
student models retrained from
Laplace-perturbed base-model weights.
Subset p<n given adversarial training

DeepMTD [43]
Song et al.
2022

Adversarial
attack on
visual sensing
in vehicles

MNIST, CIFAR-10,
GTSRB

Uses the datasets’
ground-truth class
labels

9-layer CNN-A trained on MNIST
using momentum-based SGD. More
complex 9-layer CNN-B applied to
CIFAR-10 and GTSRB.

n ‘fork models’ generated by retraining
independently perturbed versions of base
model.

Sardino [42]
Song et al.
2023

As DeepMTD As DeepMTD As DeepMTD As DeepMTD Set of MLPs generates DNN weights with
random number inputs to produce n ‘fork
models’: 1.35m x faster than DeepMTD.

MTDroid [58]
Zhou et al.
2024

Malware on
Android

Subsets of Drebin,
CICMalDroid 2020,
and AndroZoo

Malicious: 5+ AV
scanners alarm.
Benign: no alarms

Ensemble - MLP, SVM, CNN, DT, LR,
KNN, LSTM

Seven basic models each trained on
distinct subset of the dataset to form
initial model pool.

Table 2: Moving Target Defense Strategy for Reviewed Papers

Short
name

Discard policy Decision-making Refresh retraining Model updating

Morphence
[4]

All models trained to
required min accuracy.
No discards

For each query, pick the student model
with the highest confidence and return its
prediction.

Same data and training
as original

After query budget Qmax, active pool (n
models) is retired, pre-generated new pool of
n models is swapped in

DeepMTD
[43]

All models trained to
required min accuracy.
No discards

1) if results differ within ensemble, detect
adversarial input 2) if input is adversarial:
a) refer to human OR b) find true
classification via majority voting

Same data and training
as original

Immediately after receipt of base model (e.g.
when car is shipped). Can also be done
periodically during low-compute times (e.g.
when car is charging).

Sardino
[42]

No accuracy check as it
is too time-consuming

As DeepMTD As DeepMTD Ensemble renewed per query, with n models
based on available compute time.

MTDroid
[58]

Preferred sub-classifiers
selected, remainder
discarded

Majority voting by selected models in
ensemble

Shuffles existing data
with incoming samples
to create new subsets

After a series of queries or too many failures,
framework refreshes and retrains all basic
models in the background

for random perturbations, and the values of n and p, affected the
transferability of attacks. The use of transformations on training
data to allow each student model to be retrained with a unique data
subset was evaluated by comparing adversarial robustness between
these student models and student models retrained on a common
dataset. The comparison indicated that attack transferability was
indeed reduced by this technique. However, attack transferability
for highly transferable attacks such as FGSM remained high.

Remarks: This paper presents a very large number of results,
some of which are difficult to interpret. For example, Fig. 3 in the pa-
per indicates that, on CIFAR10, clean accuracy and C&W detection
accuracy decline as p increases. No explanation is suggested for
this. These experiments were run with p=0-4 and it is not clear how
often they were run. The choice of lambda for Laplace distortion
for CIFAR-10 also does not seem adequately explained.

The timing of model replacement may be vulnerable to attack,
since it is based on a maximum number of queries. If the device
comes under pressure, it is possible that n new models will not have
been built at replacement time. This could be trivially handled by
postponing the refresh so that if the new models are not ready, the
old ones remain. However, it raises the question of whether the
system is vulnerable to DOS attacks. If the system is overwhelmed
with queries, new models might not be generated, the refresh could
be postponed for a lengthy period and the MTD component might

be effectively nullified. An optimal solution for this would be of in-
terest since it is an issue that could arise with all Full MTD systems.

3.3.2 DeepMTD. DeepMTD uses MTD to improve detection and
thwarting of adversarial attack for deep visual sensing in the con-
text of road signs. The system is designed to accept a cropped
image from a road-sign detector, and classify the road sign. The
researchers train 9-level base CNNs on three well-known image
datasets (MNIST, CIFAR-10 and GTSRB). They devise adversarial
attacks showing that each model is vulnerable. They then assess
whether having a group of models trained from the same data might
be more effective. The idea is that immediately after the car or other
device is shipped with a single model trained on the data, a group
of n new models should be trained. New models should be retrained
at regular intervals, and decisions on adversarial attack and the
correct classification should be made by consensus. n=20 is used for
examples and discussion throughout. Numerous possible variations
are assessed. For example, training new models from scratch is
more expensive than randomly perturbing weights and then re-
training. Adversarial transferability is discussed but the authors
state that the CNN models used have a lot of freedom and are not
very subject to it. Results seem to bear this out. There is no retrain-
ing with adversarial examples. Due to the possible need to submit
unclear results to a human for determination (presumably because
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of restrictions around autonomous driving), two architectures are
explored throughout. One allows for a human-in-the-middle, the
other does not. For the same reason, detection of an adversarial
example is considered a separate task from thwarting it, and statis-
tics are given for both throughout. After considering attacks that
leverage the base model, smart attackers who train against multiple
models are envisaged, and the relevant results analysed.

The paper thoroughly explores the effect of operating-environment
characteristics and evaluates DeepMTD on real world hardware
configurations, providing data useful for IoT deployment.

Results:DeepMTD is not compared with other models, although
consistency with other work is claimed. The base model’s accuracy
in training and validation on simple image dataset MNIST exceeds
99%. For the more complex images in CIFAR-10, validation accuracy
is as low as 79.62%. Increasing the number of fork models n does
not improve detection accuracy in the absence of attack. However,
when under attack the defense rate improves as n increases, with a
levelling out visible in DeepMTD’s Fig. 13 as n approaches 20.

Remarks: This paper makes a praiseworthy attempt to establish
that MTD can work on real-world hardware. However, generating
new models for road sign recognition at n=20 takes approximately
45 minutes. Assessments of adversarial transferability, and the ab-
sence of adversarial data in the retrained models, suggest a need
for further investigation of the resistance to adversarial attack.
DeepMTD performs poorly in practical experiments by Rashid and
Such [36], but it is unclear how often models are refreshed, if at
all. Sardino, discussed next, is later work by the DeepMTD authors
that tackles performance and adversarial robustness issues.

3.3.3 Sardino. Sardino builds on DeepMTD’s road-sign classifica-
tion work, with the same models, decision-making and attacker
profile. The motivating difference is that Sardino uses a HyperNet /
HyperGAN-like technique to regenerate models at runtime. This
dramatically increases themodel refresh speed and thus the possible
refresh frequency. Meanwhile, Sardino attempts to retain clean ac-
curacy, model diversity and adversarial robustness. It retains clean
accuracy and model diversity by controlling cross-entropy loss
and diversity loss. For adversarial robustness, rather than training
with a specific adversarial attack type, Sardino employs adversar-
ial learning, using a defender-attacker game between two models
to train the model against adversarial attack. The attacker uses
random numbers sampled from a normal distribution to generate
perturbations which are added to the training data. The attacker
and defender are jointly trained, each trying to defeat the other.
The attacks generated by the attacker are non-deterministic; the
idea is to harden Sardino against a range of attacks.

These techniques produce a base model, from which Sardino
generates a ‘HyperNet ensemble’ of nmodels. Sardino refreshes the
entire HyperNet ensemble at runtime between each image frame. A
frame contains one or more traffic sign images. The weights of the
models are variable, generated with each HyperNet refresh. The
number of models in the ensemble (n) is also variable (max n= 100)
and depends on desired processing throughput, the measured time
taken by background activities, and the generation time per model.

Results: The authors use a test accuracy of 96.6% from a 2011
paper on GTSRB detection as a base accuracy rate [45] for classifica-
tion accuracy evaluation. They show that single-model accuracies

for Sardino models are between 94.6% and 96.9%, comparing reason-
ably well with the base. In a graph showing accuracy for increasing
values of n (number of models), they show that when using the
HyperNet ensemble with majority voting, accuracy passes the base
at around n=50. At n=100, accuracy is 0.5% higher than the base.
The HyperNet approach reduces the time to regenerate n models
from approximately 45 minutes (DeepMTD) to the order of millisec-
onds (Sardino). This vastly improved refresh frequency provides
increased adversarial robustness compared to DeepMTD. However,
the accuracy of the refreshed models is not validated. In experi-
ments, validating 100 models took 7.2 seconds, whereas unvalidated
regeneration could be done in milliseconds.

Remarks: Per-task refresh is the logical endgame of an MTD
strategy. Sardino takes a substantial step towards achieving this.
In the real-time vehicle visual sensing system environment, swift
per-frame regeneration and refresh were prioritised over model
accuracy. The speed versus model accuracy compromise might not
be necessary in every environment.

3.3.4 MTDroid. MTDroid [58] is designed to detect evasion attacks
on Android ML anti-malware systems. Initially, a variety of model
types (e.g. SVM, MLP) are trained. Each model type is trained on a
different subset of the training data, to reduce the chance of attack
transferability across model types. Then n ‘N-variant’ (functionally
equivalent) sub-classifiers are trained from each base model. To
provide adversarial inputs to the sub-classifiers, a mini-batch of
data is randomly chosen from the clean data and 50% of the malware
specimens in it are adversarially perturbed. The sub-classifiers are
trained with the original clean data and these perturbed inputs.

Each of the m basic models in the pool has n variants incorpo-
rating adversarial perturbations. All mn models are candidates for
inclusion in the classifier ensemble. Models are evaluated against
the test set for effectiveness, i.e. the F1 score. For each model type,
N-variants are ranked in descending F1 order. The highest-ranking
are added to the final ensemble, which analyses input and classifies
it based on majority voting. The ensemble contains at least one
of each model type. After a series of queries or too many failures,
the framework refreshes and retrains all models in the background,
incorporating new input samples into the training data.

Results: Test results with n=1 to 10 show a rise in robustness but
a fall-off in clean accuracy as n increases (Fig 3. [58]). MTDroid anal-
ysis suggests that it is better than SOTA for many characteristics.
A scheduler is developed for retraining and replacing models.

Remarks: Some features seem unsuited to a production envi-
ronment. For example, it is difficult to know how the number of
failed samples would be evaluated at runtime; by definition, the
system has failed to detect them. Furthermore, no strategy is given
for labelling new input samples before adding them to training
data. Finally, it is unclear whether the results of adversarial ma-
nipulations are assessed to ensure that they are valid functioning
malware, and whether this would be done during the refresh phase.

3.4 MTDWith IoT: EI-MTD
We identified only one study using MTD for adversarial robustness
on IoT devices [34]. Qian et al.’s EI-MTD uses Naive MTD for edge
intelligence adversarial robustness, and is tested on image process-
ing. Development of the models begins by training a well-resourced
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‘teacher’ model on a cloud data centre, including adversarial train-
ing for robustness. Then a number of smaller ‘student’ models are
trained from the teacher using knowledge distillation. These are
deployed to edge devices: one model per device. When an image
requires classification, it is sent to a scheduling controller instead
of being processed immediately on the device. The scheduler uses
a Bayesian Stackelberg game to choose an optimal model (i.e. a
different device) to send the image to for processing, ensuring that
the adversary cannot tell which model will process the input.

The study attempts to address three main challenges in prevent-
ing adversaries from successfully pursuing black-box attacks on
edge devices. The first, how to prevent successful targeting of spe-
cific models, is tackled by switching between models (MTD). The
second, how to reduce attack transferability while retaining accu-
racy, is done by adding a differential regularization term during
distillation to diversify student models. These two challenges are
common to all anti-malware ML deployments, unlike the third: how
to run on edge nodes with limited resources. This is addressed by
training students with knowledge distillation to reduce the model
size enough to run on an edge node while retaining accuracy.

Results: The study found that the teacher model after 15 training
epochs reached approximately 83% clean top-5 accuracy (meaning
the label was among the top 5 predicted classes) and approximately
74% adversarial top-5 accuracy. For the student models, while clean
detection was ‘a little lower’ (from the graphs, less than 5% for top-1
in most cases) for the differential knowledge distillation than for
normal training, there was an increase in accuracy of approximately
33% for top-1 and approximately 49% for top-5 on adversarial image
detection. In addition, EI-MTD outperforms any static model for
any adversarial attack rate, although there is a drop in performance
for both EI-MTD and static models as the attack rate increases.

Remarks: By sending images back to a central controller for
processing, EI-MTD loses the benefits of having models present on
the edge. If the network overhead of sending images to be classified
and retrieving results is incurred, it is difficult to see why the entire
classifier does not reside on the cloud. Such a solution would still
allow switching betweenmodels forMTD. It would remove the need
to use knowledge distillation to create student models of reduced
size, and could therefore result in a more robust solution.

4 Discussion
Our detailed analysis of the four SOTA papers using runtime refresh
for MTD, and of Qian et al.’s implementation of Naive MTD on IoT,
highlight several decision points which must be addressed by any
Full MTD solution for IoT malware detection. We discuss these
concerns below. Designers should consider the threat model for
the planned deployment environment, as this will impact on which
concerns should predominate. Deploying malware detection to IoT
devices penalises scarce resources such as power consumption [17].
Adding MTD should cause as little extra overhead as possible. Key
takeaways from the analysis are summarised in Table 3.

4.1 Datasets and Features Selection for IoT
The studies discussed use well-known image and malware datasets.
IoT devices are heterogeneous. Outside widely-used IoT-adjacent

platforms such as Android, labelled malware datasets are rare. Fea-
ture selection is also challenging. For example, the Android ‘Drebin
features’ used for malware detection include permissions, which
are not available on all IoT platforms. A successful malware de-
tector for heterogeneous IoT would need to generalize malware
functionality to a common representation, without losing sight of
important differences between devices, operating systems and run-
time environments. Verifying accuracy for such a detector requires
labelled malware datasets for a range of different IoT platforms.

4.2 Adversarial Training (AT)
AT involves perturbing inputs to fool classifiers. Preserving images
during perturbations is well understood. By contrast, preservation
of malware functionality during perturbations is more difficult to
achieve, but is key to avoid training classifiers with inaccurate
labels. DeepMTD does not undertake AT, relying on limited trans-
ferability in its model architecture. Sardino, which uses the same
architecture, introduces a game-like model of adversarial learning
which is run on the base model. AT for IoT MTD must maximise
adversarial robustness without adding excessive overhead to the
refresh process, so doing AT once, on a base model, is preferred.

4.3 Discard policy
Approaches to selecting trained models for decision-making differ.
Morphence trains all models to the required accuracy and runs
them all on the sample at detection time. DeepMTD also trains all
models to an acceptable accuracy. Therefore, neither have a discard
policy. Sardino simply keeps all models, without verifying accuracy.
MTDroid, the only malware detector, tests all new models against a
test set and discards any which do not reach the required accuracy.
An MTD implementation designed to run on heterogeneous IoT
devices should base its discard policy on whether discarding or
upskilling low-accuracy new models is most efficient.

4.4 Decision-Making Process
Morphence runs all models at detection time, and uses the classifi-
cation from the model with the highest confidence. The intuition
is that models trained on clean data will have the highest confi-
dence for clean input, while adversarially-trained models will have
the highest confidence for adversarial input. As discussed in sec-
tion 3.3.1, results sometimes conflict with this intuition. DeepMTD
and Sardino separate detection of adversarial input, and image
classification. They detect adversarial input if model results vary
randomly. For classification, they use majority voting. DeepMTD ex-
periments with the optimal number of models to run. MTDroid runs
all models in the ensemble, and uses majority voting for decision-
making. Running all or multiple models has time and resource
penalties. The decision-making strategy should be evaluated in the
target environment.

4.5 Refresh Retraining
Most of the studies do not discuss the issue of concept drift, where
training data becomes outdated or irrelevant over time, and use
retraining for model updates that is identical to the original training.
However, as pointed out in MTDroid, the MTD approach should
lend itself to updating training data to tackle concept drift. MTDroid
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Table 3: Key Takeaways for an IoT MTD Implementation

Aspect Approach

IoT Datasets Up-to-date labelled malware datasets are needed for a range of IoT platforms.
Adversarial training AT must maximise robustness without excess refresh overhead. Base model AT training inherited by new models is preferred.
Discard policy The discard policy must evaluate whether discarding or upskilling low-accuracy models is more efficient on the target device.
Decision-making The decision-making strategy affects resource consumption. It must be carefully designed for the target environment.
Refresh retraining A low-resource MTD approach that removes the need to retrain freshly-generated models is preferred.
Model updating Model updating could come under pressure from DOS attacks. The design must protect IoT environments from this.
Architecture Whether to centralise detection or keep it on the edge must be informed by deployment scenarios; both should be possible.
Resources Several studies balance accuracy with efficiency. This choice should be configurable to align with variable device constraints.

attempts to supplement the training data with incoming samples to
maintain high ongoing detection rates. While this may work in a
test scenario where the true labels of incoming samples are known,
it is unclear how it would translate to a live environment, where a
misdiagnosis would not be flagged at runtime. DeepMTD uses per-
turbation and partial retraining. The extensive testing in the paper
shows that while this saves time it provides lower detection accu-
racy than retraining from scratch. Sardino does not undertake any
retraining, using the HyperNet approach to generate n new models
at runtime. Ironically, this means a Sardino-like approach could be
ideal for avoiding concept drift on IoT devices. Data for retraining,
which is bulky and difficult to keep current, is not needed. Devices
could be supplied with up-to-date base models when required.

4.6 Model Updating
Frequent model updates guard against model profiling, and are
essential to the success of IoT MTD solutions. As described in
section 3.3.1, the updating of Full MTD solutions could be under
strain when a system is attacked. Without time to regenerate new
models, the MTD component might be effectively disabled. Full
MTD implementations should adopt appropriatemitigations for this
issue, such as implementing model-by-model refresh. The problem
could be mitigated by fast, Sardino-like refresh times.

4.7 Architecture
In IoT environments with resource-constrained devices, the ques-
tion of whether to do detection on the edge or send binaries to a
central, more-powerful processor is key. Qian et al. do both [34],
sending items to a scheduler which then chooses an edge device to
process them. This seems over-engineered. It would be more effi-
cient to implement MTD at the scheduler location, process the file
and send the result back to the edge device. Another approach could
be to deploy less-powerful ‘first-pass’ models on the edge, subject
to MTD, that could identify potential malware and send it to the
cloud for further evaluation. Alternatively, a range of models requir-
ing different resource levels could be developed, with strategies to
limit any loss in detection accuracy in low-resource environments.
Financial as well as resource cost should be considered [17].

4.8 Resources
Running ML models on resource-constrained IoT devices is chal-
lenging [49]. The DeepMTD paper [43] described the efficiency ben-
efits of running models in serial mode with a configurable threshold

for the number of models needed for a consensus decision. It also
discussed in depth two types of implementation environment, and
the effect of both high and low power modes. Such investigations
are essential for each use-case, IoT profile and deployment environ-
ment. Execution time is high-priority in the real-time environment
of vehicle visual sensing systems. For other edge devices, the prior-
ity could be accuracy, so that use of more models entailing greater
detection time could be appropriate. A practical solution could allow
the system to be configured to prioritise either speed or accuracy,
depending on the local requirements.

5 Conclusion
In this work we explored potential considerations for using MTD
to defend ML malware detectors on IoT devices. We are motivated
by consideration of the threat model for IoT, where a field or com-
mercially available device can often be secured by an adversary,
allowing thorough profiling. We began by assessing existing lit-
erature on MTD for ML models, distinguishing between ‘Naive’
and ‘Full’ MTD. We undertook a detailed analysis of four studies
that used state-of-the-art Full MTD in various domains, and a fifth
that used Naive MTD in an IoT environment. We discussed key
similarities and differences, highlighting key takeaways that can be
used to protect comprehensive malware detection for IoT devices.
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