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Abstract—The Social Internet of Vehicles (SIoV) is a concept
combining the principles of vehicular and social networks, where
entities, such as vehicles, drivers, passengers and infrastructure,
share information not only for intelligent transportation or
cooperative mobility needs, but also using social network prin-
ciples. Trust in the information exchanged between vehicles in a
vehicular network is paramount to achieving safety and reliability
of transportation. We propose a trust management model for
SIoV that integrates entity trust from direct interactions between
vehicles, indirect trust from recommendations, and social trust re-
flecting the drivers’ social attributes. We utilize Dempster–Shafer
Theory to effectively manage inherent uncertainties within this
network, enabling robust aggregation of various trust evidences.
Our simulation results show the effectiveness of our model in
accurately identifying and mitigating malicious entities within
the network performing trust-related attacks.

Index Terms—Trust management, Internet of Vehicles, Social
IoV, Dempster-Shafer theory

I. INTRODUCTION

The Internet of Vehicles (IoV) represents an evolutionary
leap in connected transportation, creating a dynamic network
where vehicles interact with each other, other traffic partici-
pants, and infrastructure. This interconnected environment not
only enhances operational efficiency but also raises safety
standards throughout transportation systems. Drawing from
the foundational concepts of Vehicular Ad-hoc Networks
(VANETs), the IoV extends these capabilities, enabling ve-
hicles to become integral components of the broader Internet
of Things (IoT) ecosystem [1].

Building on the IoV concept, the Social Internet of Vehicles
(SIoV) integrates the social networking paradigm with vehic-
ular networks. The SIoV leverages social interactions among
drivers to foster a more interactive and engaging driving
experience, supporting a range of applications from safety
alerts to traffic and entertainment updates [2]. This integration
facilitates improved information exchange and also enhances
the communal aspects of travel, turning solitary drives into
socially connected experiences. However, the increase in the
SIoV brings security issues such as malicious vehicles, false
information, selfish behaviours, and transmission delays [3].
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Therefore, effective vehicle trust management and control are
essential for providing safe and reliable transportation.

Trust management addresses the unique challenges posed
by the dynamic and ephemeral nature of vehicular networks.
In this context, trust is defined as the confidence a vehi-
cle has that messages sent by other vehicles are reliable,
trustworthy, accurate, and authentic [1]. Given that human
behaviour significantly influences driving behaviour and thus
vehicular communication, trust management in SIoV evaluates
the trustworthiness of both vehicles and drivers. For instance,
trust is essential when vehicles near a school gate exchange
information about students leaving school or parking avail-
ability. This exchange relies on the location or proximity of
the vehicles and also on the communal trust and relationships
established between their drivers. Similarly, on highways, the
sharing of details about toll stations or traffic signs depends
on the mutual trust between not only vehicles but also drivers
that often comes from shared interests or common routes [3].

Trust models are typically categorized into entity-centric,
data-centric, and combined models, based on the targets of
revocation. Most approaches rely on past interactions or the
quality of the exchanged data between vehicular nodes to
assess the trustworthiness of vehicles, while the social char-
acteristics of drivers are largely overlooked. The concept of
social trust introduces a human-centric dimension to trust
management in IoV, reflecting socially aware networking
paradigms where human behaviour and relationships influence
network dynamics. In SIoV, trust establishment is vital for
secure Vehicle-to-Vehicle (V2V) communications, but also for
integrating social behaviours of drivers into the network’s trust
models. This integration acknowledges that the movements
and interactions of vehicles are inherently linked to their
drivers’ social patterns, thereby aligning the trust assessments
more closely with human-centric factors. By focusing on these
human aspects, the SIoV aims to create a more relatable
and efficient network, where trust is built on shared social
experiences and the reliability of interactions, enhancing both
the security and functionality of vehicular communications.

By combining network-based interactions with the social
behaviour of drivers, we propose an entity- and social-centric
trust management model for SIoV. Our main contribution is a
novel trust management model that uses the Dempster-Shafer



Theory (DST) combination rule for indirect trust calculations
in a vehicular network to account for the inherent uncertainty
of this network, combining recommendations leveraging social
trust to incorporate similarities between users as a weight
factor. These similarities are calculated via a social trust
model which evaluates relationships between users in terms
of friendship, social contact, and community of interest. We
determine our model’s performance in detecting trustworthy
nodes under common trust-related attacks that can compro-
mise the integrity of reputation systems. We also provide a
performance comparison to the weighted sum method and
show that our proposed approach presents an improvement
in performance when detecting trust-related attacks.

II. RELATED WORK

In the IoV, trust management is categorized into three
approaches: entity-based, data-based, and hybrid. Entity-based
trust [4] [5] assesses the trustworthiness of network nodes by
evaluating their reputations and past behaviours, considering
factors like similarity and proximity to enhance trust evalua-
tions. Data-based approaches [6] focus on the authenticity and
utility of the data exchanged, using metrics such as event type
and vehicular node roles to determine trust. Hybrid approaches
combine both entity reputations and data authenticity [7].

A trust inference model to enhance routing security in
VANETs is developed in [4]. A method for calculating
trust is introduced combining subjective trust derived from
historical interactions and recommendation trust calculated
using a weighted average of recommendations from multiple
recommenders. A trust model for Vehicle-to-Everything (V2X)
communication systems is presented in [5] to address internal
security threats. In this model, trust is computed using direct
and indirect trust components. Direct trust is calculated from
a node’s past interactions, while indirect trust is based on a
weighted average of the feedback from other nodes, combining
positive and negative recommendations using a weighted sum.
A reputation system for 5G vehicular networks is introduced in
[8], where a trusted authority (TA) assigns scores to vehicles
based on past behaviour. Vehicles with scores below a set
threshold are barred from network communication. This cen-
tralized trust model, managed solely by the TA, involves col-
lecting feedback, computing reputation scores, and regulating
network access. However, centralized systems are vulnerable
to attacks if the TA is compromised. Li et al. [9] present an
effective hybrid trust model for VANETs that is resistant to
attacks, assessing trust based on both node behaviour and data
accuracy. This model evaluates the trustworthiness of received
information by analyzing the reliability of the nodes as well
as the integrity of the data they provide. Ahmad et al. [1]
proposed a hybrid trust assessment framework for IoV that
conducts entity verification at the transport layer and data
verification at the application layer.

Beyond the entity- or data-based models, there are many
trust assessment frameworks that also consider the social
aspects of human behaviour. The TACASHI framework for
SIoV [2] evaluates vehicle trust by integrating direct trust

from the direct interactions of vehicles, and indirect trust
considering opinions from other vehicles and roadside units.
Social trust is measured by assessing the honesty of users
through their online social network profiles. The social trust
approach in [10] is primarily based on the social nature of the
network formed by vehicles, rather than focusing on individual
user characteristics. In the proposed trust framework, vehicles
interact with each other within a vehicular social network,
exchanging data and forming trust relationships based on these
interactions. A trust-aware model is proposed in [3] to enhance
the quality of service and content distribution within the SIoV.
The model integrates entity trust and social trust. The latter
is used to assess individuals’ ability to participate in the net-
work’s content distribution functions. The trust management
solution we have proposed combines components of social
trust and entity-based trust. Our novelty lies in the fact that
we use the Dempster-Shafer Theory combination rule in order
to factor the user’s social relationships as a measure of their
reputation when performing indirect trust calculations.

III. SYSTEM MODEL

A. Preliminaries

We consider a user-centric IoV environment with a set of
vehicles V and a set of users U participating in the envi-
ronment. All vehicles and users are registered with a trusted
authority, ensuring each has a unique Public Key. The vehicles
are equipped with standard wireless communication interfaces
such as ITS-G5 or cellular-V2X, facilitating seamless V2V
and Vehicle-to-Infrastructure communications. We define a
vehicular network where each node (π ∈ Π ⊆ U × V ) in
the network is a tuple matching a single user with a single
vehicle such that (π = {u, v}). A user can be paired with
more than one vehicle (Nv ≥ Nu).

B. Adversary Model

The decentralized and open architecture of the IoV pro-
vides adversaries with opportunities to infiltrate the network,
exploiting its structure to carry out malicious activities. Their
main objectives include intercepting or altering data, and
misrepresenting vehicles or users by submitting fraudulent
recommendations [1]. We consider trust-related attacks that
can compromise the integrity of reputation systems. These at-
tacks disrupt accurate trust evaluations, making it challenging
to identify and address actual threats. Below are the primary
types of reputation attacks [11] a malicious node can carry
out:

• Bad-mouthing Attack: A malicious node disseminates
false information during message exchanges, damaging
the reputation of well-behaved nodes by spreading nega-
tive or false recommendations against them.

• Ballot-stuffing Attack: This attack enhances the reputa-
tion of a malicious node through positive, yet falsified,
endorsements.

• On-off Attack: A malicious node alternates its behaviour
unpredictably between sending incorrect information and
seemingly legitimate recommendations.



IV. TRUST FRAMEWORK

A. Modeling Trust

The trustworthiness of a node is represented in subjective
logic as an opinion in the form of a tuple of belief b, disbelief
d, and uncertainty u [12]. The trust of node i in node j (Ti,j)
is assessed through the combination of direct user satisfaction,
or direct trust (TD

i,j), from previous interactions, and recom-
mendations from other users, also known as indirect trust
(T ID

i,j ). Indirect trust takes into account the social similarities
of users by selecting trust feedback from nodes sharing similar
social interests. The management of these social similarities
is referred to as social trust (TS

i,j). We define the frame of
discernment as Θ = {T, T} [13]. The degree of belief in
a node’s trustworthiness corresponds to the belief function
in Dempster-Shafer Theory as Bel(T ) = m(T ) = b and
the plausibility function as Pl(T ) = 1 − Bel(T ) = 1 − d,
representing the lower bound and the upper bound of the trust
interval respectively.

B. Direct Trust

In our trust model, a node can evaluate another node
based on its message content after direct communication. We
assume that vehicles send messages in the context of safety
alerts, blind spots, intersection collision avoidance, emergency
signals, and sensed data. During each interaction, we assume
the sender node transmits a message which reflects its be-
haviour, and the receiver node then evaluates this message.
The evaluation produces evidence as an opinion that translates
to the degree of belief towards the trustworthiness of the
sender. This evaluation considers both the sensing data from
the receiver node and the attributes of the message received.

To model this evaluation process, we characterize the first-
hand observation of the received message using a normal dis-
tribution N (µ, σ2) as it allows for more realistic representation
of the variability and uncertainty inherent in the evaluation,
capturing a wide range of potential observations around a
mean value with a given standard deviation. The means µb,
µd, and µu represent the belief, disbelief, and uncertainty in
the trustworthiness of a node’s behaviour, respectively. This
method provides a more nuanced and continuous assessment
of evidence compared to a binary evaluation.

The direct trust calculation incorporates cumulative scores
from the direct interactions and it is subject to decay over time
(decay factor ϕ). We use an event-driven approach to update
trust dynamically, ensuring that the cumulative trust score is
both current and reflective of recent interactions. We consider
an exponential decay on the cumulative scores. Here, ∆t is
the time between interactions. The opinion produced by the
receiver is denoted as the tuple of g,m and n.

αt = e−ϕ∆tαt−1 + g

βt = e−ϕ∆tβt−1 +m

γt = e−ϕ∆tγt−1 + n

(1)

The direct trust of node i in node j (TD
i,j) is calculated into

belief, disbelief and uncertainty as:

b =
α

α+ β + γ

d =
β

α+ β + γ

u =
γ

α+ β + γ

(2)

C. Social Trust

We employ the design principle of distributed collaborative
filtering to select trust feedback from nodes that share similar
social interests [14]. We define social trust as the degree
of social similarity between users considering three types
of social traits of drivers: friendship, social contact, and
Community of Interest (CoI). These social relationships are
represented by three distinct lists: a list of current friends
representing friendships, a list of commonly visited locations
representing social contacts indicative of physical proximity,
and a list of directly interacted nodes that constitute the CoI
indicating similar social interests through membership in the
same communities. We assume that the social relationship
lists of every user are stored in the On-Board Unit (OBU)
of their vehicle and are exchanged during node interactions.
We calculate the social similarity measures based on the cosine
similarity metric between social lists of users as follows [11]:

Friendship similarity: Defining the vector of friends Fi of
Ui and Fj of Uj , we measure the similarity between two nodes
by calculating the cosine of the angle between their respective
vectors.

simf (ui, uj) =
V⃗ F i · V⃗ F j

∥V⃗ F i∥∥V⃗ F j∥
=

|Fi ∩ Fj |√
|Fi| · |Fj |

(3)

Social contact similarity: The social contact similarity re-
flects proximity and serves as an indicator of whether two
nodes share the same physical interactions. Similar to the
friendship similarity we can measure the social contact simi-
larity after the exchange of their location lists Li and Lj

siml(ui, uj) =
|Li ∩ Lj |√
|Li| · |Lj |

(4)

Community of Interest similarity: Two users within the same
CoI are likely to have shared social interests, knowledge and
standards. Given lists (vectors) Ci and Cj of the interacting
vehicles of user i and j, respectively, the CoI similarity is

simc(ui, uj) =
|Ci ∩ Cj |√
|Ci| · |Cj |

(5)

The social similarity between two users is calculated as a
weighted combination of all social similarity metrics where
ωf + ωl + ωc = 1 and 0 ≤ ωf , ωl, ωc ≤ 1

sim(ui, uj) =
∑

v∈{f,l,c}

ωv · simv(ui, ux) (6)

The belief one user has in another in the context of social
trust corresponds directly to their social similarity, with an



inherent uncertainty factor of 1− sim, reflecting the degree of
dissimilarity. We calculate the social trust TS

i,j of Ui in Uj as:

TS
ij = (sim(ui, uj), 0, 1− sim(ui, uj)) (7)

D. Indirect Trust

In the IoV, indirect trust is a vital metric due to the
often sporadic and transient interactions between vehicles.
The system’s model is influenced by social trust, allowing
vehicles to select trust feedback from nodes with similar social
interests. Recommendations are considered more trustworthy
if the recommender shares a high degree of social trust with the
node that is seeking advice. We use the DST combination rule
for indirect trust calculation, integrating direct trust towards
recommenders with social trust as a weight factor. We use DST
for its strong theoretical foundation and well-defined rules
for combining evidence from diverse sources with varying
reliability and context. DST effectively handles uncertainty
and conflict, enabling a principled integration of information
and providing a comprehensive trust assessment despite dif-
fering reliability of recommenders. The recommendation trust
is calculated using the following steps: (1) Direct trust: Each
node i computes direct trust TD

i,z based on their experiences
with another node z; (2) Social trust calculation: Node i
calculates social similarity by measuring the social trust TS

i,z it
has in all other nodes z that are within close proximity δ, based
on shared social characteristics defined in the previous section;
(3) Selecting top k similar users: Node i selects the k nodes
with the highest social trust scores as their reference group for
recommendations; and (4) Applying DST combination rule:
Node i applies the DST combination rule to integrate trust
recommendations about node j from the top k socially similar
nodes z. The indirect trust from i towards j through each
recommender z is computed as:

T ID
i,j =

k⊕
z=1

(
TD
i,z ⊗ TS

i,z ⊗ TD
z,j

)
(8)

where
⊕

denotes the DST rule of belief fusion of the
k recommendations, ⊗ is the discounting operation used
to compute transitive trust, and TD

z,j is the direct trust the
recommender z has in vehicle j. This method ensures that
the recommendation assessment is predominantly influenced
by those users who share strong social ties, leading to a
more accurate and socially relevant trust evaluation in an IoV
compared to treating all users the same.

E. Overall Trust

The overall trust of node i in node j (Ti,j) is derived from
the combination of first-hand observations (i.e., Direct Trust)
and second-hand observations (i.e., Indirect Trust) as follows:

Ti,j = TD
i,j ⊕ T ID

i,j (9)

V. PERFORMANCE EVALUATION

In this section, we outline the setup of our simulation and
describe the performance metrics we used.

(a) well-behaved node (b) malicious node

Fig. 1: Trust values over time intervals (a) well-behaved node
and (b) malicious node

A. Simulation Setup

Our simulation framework is implemented in Python and
simulates an environment consisting of Nv vehicles and Nu

users (Nv = Nu), where vehicles are randomly assigned to
users within a given area. To simulate vehicle mobility, we
use the SWIM mobility model [15], which is a well-known
method for simulating social behaviour patterns among nodes.
The mobility pattern of nodes in SWIM is rooted in a basic
understanding of human movement: individuals tend to visit
locations close to their homes and where there are opportu-
nities to interact with other people in their social circle. This
setup aims to capture the realistic social dynamics that can
influence node behaviour in a network. Nodes have a defined
effective interaction range of δ = 50m, i.e.: nodes within this
distance from each other are allowed to communicate. The
probability of interaction for two nodes within the effective
interaction range is sampled from an exponential distribution
with parameter λ = 1/3.

The decay factor for updating trust is ϕ = 0.001. The
weights for friendship, social contact, and CoI similarities are
defined as ωf = 1/2, ωl = 1/4, and ωc = 1/4, respectively.
We prioritize friendship similarities with a higher weight
within the scope of this work. The evidence values produced
from a node’s evaluation of a direct interaction were sampled
from normal distributions with mean values of µb = 0.7,
µd = 0.3, µu = 0.1 for the b, d, u parameters and with
σ = 0.1 as the standard deviation in all cases. These values
have been determined through a process of gradient descent.

To ensure variability and robustness, each simulation sce-
nario is executed 100 times, with different random seeds,
defining a unique initial placement of nodes across the net-
work. Each simulation is executed until it reaches a sufficient
steady state with an estimated trust value converging to the
ground truth value. The experimental results for every scenario
are averaged over 100 runs using the batch means method to
enhance statistical reliability.

In order to model untrustworthy behaviours, nodes are
designated as malicious or trustworthy at the beginning of
each run based on a Bernoulli distribution with probability pm.
The trustworthiness of a node ni is measured by its behaviour
Bi ∈ {0, 1};Bi ∼ Bernoulli(pm). A good node follows the



(a) (b)

Fig. 2: F-Score showing effect of (a) node density vs. number
of friends (b) number of friends vs. number of malicious nodes

execution of the trust framework honestly, while a malicious
node gives false recommendations and sends false information
by performing either ballot-stuffing, bad-mouthing, or on-off
attacks as described in section III-B.

B. Performance Metrics

To assess the accuracy of our model in identifying trust-
worthy nodes, we use precision, recall, and F-score as key
performance metrics. The performance metrics are defined
based on the following parameters: True Positives (TP ), which
represent the number of nodes correctly identified as malicious
by the framework; False Positives (FP ), which are the nodes
labelled as malicious despite being honest; and False Negatives
(FN ), which are the malicious nodes detected as honest.

VI. SIMULATION RESULTS

In this section, we present and discuss the performance of
our proposed algorithm. First, we provide some insight into
the evolution of our trust estimates for two example nodes in
a simulation run. Secondly, we evaluate the robustness of our
algorithm to changes in simulation parameters such as number
of friends, number of malicious nodes, and number of nodes.
Finally, we compare our algorithm to an existing approach and
demonstrate an improvement in performance.

Figure 1 presents the estimated trust values for a pair of
randomly selected nodes in an extended 500-iteration-long
simulation run. A well-behaved node and a malicious node
are selected, both of which have an initial estimated trust
value of 0.5. In Figure 1a, the estimated trust value for the
well-behaved node exceeds the trustworthiness threshold (at
0.5) and stabilizes around 0.83, resulting in an accurately
detected well-behaved node. Conversely, Figure 1b illustrates
the estimated trust values for a malicious node engaging in
bad-mouthing and ballot-stuffing attacks. The estimated trust
value for this node drops below the threshold and settles
at around 0.25, showing that the trust management model
effectively identifies the malicious behaviour.

We have evaluated the performance of our proposed trust
management approach following a fractional factorial de-
sign with three factors: total number of nodes (NU =
NV ∈ {50, 75, 100, 150}), percentage of malicious nodes
(pm ∈ {0.1, 0.2, 0.3, 0.4}), and percentage of friends (pf ∈

{10%, 20%, 30%}) with 4, 4, and 3 levels respectively. We
evaluate performance in terms of precision, recall, and F-score
(Section V-B). These metrics measure the effectiveness of the
trust management framework in detecting malicious nodes,
when attackers provide false recommendations and randomly
change their behaviour to deceive legitimate vehicles, as de-
scribed in Section III-B. Each experimental unit (combination
of simulation parameters) is simulated in batches of 100 runs
(each started with a different seed), and the mean values
of the three performance metrics are captured. The size of
the simulated vehicular network area is 300m × 300m in all
simulations.

Table I shows a comparison of precision, recall, and F-score
for different combinations of the percentage of friends and
the total number of nodes. All results presented in the table
were simulated with a fixed percentage of malicious nodes
of 20%, which has been considered in recent works as an
intermediate level for this parameter [1], [9]. Figure 2a is a
graphical representation of the F-score results from Table I,
both of which show that a higher number of nodes results in
a better performance overall. This is due to the fact that a
higher number of nodes implies a higher number of interac-
tions between trustworthy nodes, resulting in more legitimate
information circulating through the network. Furthermore, the
figure shows that an increase in the percentage of friends also
results in an overall increase in performance.

TABLE I: Effect of node density vs. number of friends

Number of Nodes 10% Friends 20% Friends 30% Friends
P R F P R F P R F

50 91.0 90.0 90.4 92.0 91.0 91.5 94.8 92.4 92.9
75 92.0 92.0 92.0 92.5 92.5 92.5 95.8 94.8 94.9

100 93.0 93.0 93.0 94.0 94.0 94.0 96.0 95.0 95.4
150 94.7 96.7 95.4 96.0 95.9 96.0 96.5 96.5 96.5

Table II shows a comparison of the three performance
metrics for different combinations of number of nodes and per-
centage of malicious nodes. For these results, the percentage
of friends was fixed at 20%. Table II corroborates the results
of Figure 2a regarding node density, with higher performance
associated with a higher number of nodes. Furthermore, an
increase in the percentage of malicious nodes has a negative
impact on the performance of the trust management algorithm.
This is an expected result since an increase in the number of
malicious nodes results in a larger volume of untrustworthy
information being shared through the network, which is par-
ticularly harmful when it comes to indirect trust calculations.

TABLE II: Effect of node density vs. number of malicious
nodes

Malicious Nodes (%) 50 Nodes 100 Nodes 150 Nodes
P R F P R F P R F

10 94.3 93.4 93.2 96.2 95. 95.3 98.2 95.4 96.6
20 92.0 91.0 91.5 94.0 94.0 94.0 96. 95.9 96.0
30 89.0 89.0 89.0 93.5 92.5 92.7 96.5 95.0 95.7
40 82.8 88.1 81.4 91.4 88.7 88.5 94.0 94.7 94.0

Finally, Table III shows a comparison of performance for
different percentages of malicious nodes and percentages of



(a) Precision (b) Recall (c) F-Score

Fig. 3: Comparison to baseline for different node densities (a) Precision (b) Recall (c) F-Score.

(a) Precision (b) Recall (c) F-Score

Fig. 4: Comparison to baseline for different percentages of malicious nodes (a) Precision (b) Recall (c) F-Score.

friends. Here, the total number of nodes in the network was
fixed to 100. Figure 2b, a graphical representation of the F-
score results from Table III, shows that an increase in the
percentage of malicious nodes results in a decrease in the
performance due to the increase of untrustworthy interactions.
In this case, we can see that this is true regardless of the
percentage of friends in the network. Furthermore, Table III
corroborates the fact that a higher percentage of friends results
in improved performance.

The effect of the percentage of friends on performance is a
result of our proposed social trust calculations. In a network
with a higher number of friends, nodes receive more rec-
ommendations that exhibit a higher level of social similarity.
Consequently, these recommendations are given more weight
in the computation of indirect trust. This process enriches the
collection of second-hand observations, enhancing the overall
robustness and reliability of indirect trust calculations.

TABLE III: Effect of number of friends vs. number of mali-
cious nodes

Malicious Nodes (%) 10% Friends 20% Friends 30% Friends
P R F P R F P R F

10 96.3 96.8 96.3 96.2 95.0 95.3 97.0 97.0 97.0
20 93.0 93.0 93.0 94.0 94.0 94.0 96.0 95.0 95.4
30 92.5 92.2 92.3 93.5 92.5 92.7 94.5 94.5 94.5
40 92.2 89.6 89.5 91.4 88.7 88.5 93.0 93.0 93.0

Figures 3 and 4 show a comparison of precision, recall, and
F-score between our proposed trust management framework
and a baseline benchmark using the weighted sum method.
This method was chosen due to its extensive use in numerous
prior trust management schemes for wireless networks, such as
[4], [5], [11]. Figure 3 shows a comparison of the performance
metrics for different numbers of nodes. All results presented in

the figure were simulated with a fixed percentage of malicious
nodes of 20% and a fixed percentage of friends of 20%. Figure
3c illustrates that our trust management model consistently
achieves higher precision scores compared to the baseline
method as node density changes. Figure 4 shows the accuracy
of the proposed trust model in terms of precision, recall, and F-
score for different percentages of malicious nodes. For these
results, the total number of nodes in the network was fixed
to 100 and the percentage of friends was 20%. The figure
shows that our proposed method also achieves higher accuracy
compared to the baseline trust model for different percentages
of malicious nodes.

VII. CONCLUSIONS

In this work, we have proposed a novel trust management
model for the SIoV that uses the DST combination rule
for indirect trust calculations, incorporating social similarities
such as friendship, social contact, and community of interest,
to weigh recommendations with different levels of impor-
tance. The preliminary evaluation of our model in detecting
trustworthy nodes under common trust-related attacks shows
performance similar to state-of-the-art methodologies across
different simulation conditions, i.e., percentage of malicious
nodes and overall number of nodes in the network. Further-
more, our trust management model also shows sensitivity to
changes in the social relationships of the users. In the future,
we plan to provide a more detailed analysis of the effect of
other social similarity metrics on performance. Moreover, we
will evaluate our trust model with more realistic vehicular
mobility using the SUMO simulator.
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